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kind: TridentOrchestrator
metadata:
name: trident
spec:
namespace: trident
cloudProvider: "GCP"
cloudIdentity: "iam.gke.io/gcp-service-account: cloudvolumes—admin-

sal@mygcpproject.iam.gserviceaccount.com"

Helm
fEH Helm &% Trident FH& B =R EEM=FRIE:

helm install trident trident-operator-100.6.0.tgz \

--set cloudProvider=GCP \

--set cloudIdentity="iam.gke.io/gcp-service-account: cloudvolumes-
admin-sa@mygcpproject.iam.gserviceaccount.com"

tridentctl
BT IEE IREAM B 5K L% Trident:

tridentctl install \
--cloud-provider=GCP \
--cloud-identity="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sa@mygcpproject.iam.gserviceaccount.com" \
-n trident
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* ReadWriteOnce (RWO)
* ReadOnlyMany (ROX)



* ReadWriteMany (RWX)
* ReadWriteOncePod (RWOP)
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B2E Trident NAS Gl

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: gcnv-nas

namespace: trident
spec:

version: 1

storageDriverName: google-cloud-netapp-volumes

projectNumber: "<project-number>"

location: "<region>"

sdkTimeout: "600"

storage:

- labels:

cloud: gcp
network: "<vpc-network>"
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StorageClass & T NFS &
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: true



StorageClass iEfF SMB &

EfE SMB %, 5% nasType IR E N smb' FHiRHEER,

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

allowVolumeExpansion: true

PersistentVolumeClaim 7=fj] (RWX)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwx
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

PersistentVolumeClaim 7=/l (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas—-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi

storageClassName: gcnv-nfs
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: gcnv-san

namespace: trident
spec:

version: 1



storageDriverName: google-cloud-netapp-volumes-san
projectNumber: "<project-number>"
location: "<region>"
sdkTimeout: "600"
storage:
- labels:
cloud: gcp
performance: flex
network: "<vpc-network>"
servicelevel: Flex

Bl StorageClass

AL & SAN j5imf5, BIE—15|H "google-cloud-netapp-volumes-san IXEHFERFHY StorageClass.
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-san

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes-san"
fsType: "ext4d"

allowVolumeExpansion: true
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* xfs
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ReadWriteOnce (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: gcnv-—-san—-rwo



spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san

ReadWriteOncePod (RWOP)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwop
spec:
accessModes:
- ReadWriteOncePod
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san

ReadOnlyMany (ROX)

ROX WEIER E R EIA ReadWriteOnce HH R refEHEH N R ik,

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rox
spec:
accessModes:
- ReadOnlyMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san
dataSource:
kind: PersistentVolumeClaim

name: gcnv—-san—-rwo
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: gcnv-san-raw-rwx
spec:

accessModes:

- ReadWriteMany
volumeMode: Block
resources:

requests:

storage: 100Gi
storageClassName: gcnv-san
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Pod 75l
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apiVersion: vl
kind: Pod
metadata:

name: app-rwo
spec:

containers:



- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeMounts:
- name: data
mountPath: /mnt/data
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-rwo

[RIARIZE (RWX)

apiVersion: vl
kind: Pod
metadata:
name: app-raw-rwx
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeDevices:
- name: data
devicePath: /dev/xda
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-raw-rwx
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location

apiKey

nfsMountOptions

limitVolumeSize

servicelevel

labels
network

debugTraceFlags

nasType

supportedTopologies

HHECE R

WiER EININ

Trident 8lJ# GCNV %R Google Cloud &, oI
2[X13 Kubernetes 5£85BY, £ “location' FElIiERIER]
HTFEZ Google Cloud Xigf9T5 = Eit %I T
H, BEXERESTETINER.

E7H netapp.admin fBH Google Cloud RS
AR AT #EH. BEEIE Google Cloud ARSSMK
FPIEAXHR gson BARE (RFEHFEIHEE
X&) o CapiKey WAEIETHRARER:
“type. project id. client email.

client id. auth uri. token uri.

auth provider x509 cert url'#l
‘client x509 cert urle

NFS HEEEBBIFEAIEH
MRBRBPERNBETUIE, WKEXRK.

"nfsvers=3"

)' (BOANBER T ARSREIHATT

FEAMNREENIRS K. N flex. standard.

premium 3 ‘extremeo

ENVATEHER JSON BTEEE "
FF GCNV %89 Google Cloud P48,

HPEHERRETE A I EIAITES. T,
{"api":false, "method":true}lo BRIEIETEHTT

E%BE?#F%#%EW%?EE’\J HEHEME, SNAEFERILLE
Inte

B2E NFS g SMB &6, #EINA nfs. “smb' nfs
nulle IZE A null 2R3N NFS %,

R ERZFNKIEMAIAXYIR. BXIFHER,
BEIR EH CSI b, fFlgn:
supportedTopologies:

- topology.kubernetes.io/region: asia-
eastl

H}

topology.kubernetes.io/zone: asia-eastl-
a

Ee] IEREE XM defaults B3 ITHIRNINGECE.

54

exportRule

W

snapshotDir

snapshotReserve

12

iER AIA
MENSHAN, BAZEMR IPv4  "0.0.0.0/0"
WA S RNIE S 2 IRY R

1518 . snapshot B& true, false (BRINfTARIBESEFR

RE, EIZE) NFSv3 | "false”

HNREIMENEB DL " (EREIME 0)
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B 38 B3k
unixPermissions B unix KUR (4 i)\iB4IME "

o

THECE
UTRBETRTRBAZSHSHRRBNMAENESELE, XBEXEHNRE R E.

vV &NEEE
XEREN R NEIRICE. BILAE, Trident KIMECE(IEFZEHELE Google Cloud NetApp Volumes BIFTE

FhEt, FRMEMIBETRRP—MP, BT nasType W&, 'nfsBRUAMEER, BN NFS Bi#
1TECE,

LERNINIFFE1ERE Google Cloud NetApp Volumes H =1 EARY, tECEIEFFIEE, BELKSD, EolgeE
BN BENSIRETIMNIEE,

() 8 <id_value> fl <key_value> BHUIEAIBRSS KA IR,

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"

13



auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod$40my-
gcnv-project.iam.gserviceaccount.com

credentials:
name: backend-tbc-gcnv-secret

vV SMB EHECE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123456789"
location: asia-eastl
servicelLevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident—-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

V {#F3 StoragePools T ESHACE

apiVersion: vl

kind: Secret

14



metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
servicelevel: premium
storagePools:
- premium-pooll-europe-westb6
- premium-pool2-europe-westb6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%$40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

v EINtEE

EREEE RN XEFREN SN EMM, BIAMIE storage BAHEN . HEEZ N ZIFRRRSEKSH
FiEt, HERET Kubernetes REIERRTXERF|INFMEEER, EIEFEER. EPVEREATE DM,
N, ETEBRGIPR, performance Ir%#l serviceLevel XRIFAFX 7 EIMM,

RO E—EERTAA EINHRIROAE, HBES TEINHIIRGAE. FEUTRAEF,

15



16

snapshotReserve Ml exportRule B{EFRE BINHAIELIAES

BXEFMER, BSH "EIE

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%$40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:
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performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelLevel: premium
- labels:
performance: standard
servicelevel: standard

Vv i&EATF GKE M=iTiR

HEER GKE B RE Trident BY, FIFEANTIERAHSHEITIMIIIE, HEK apikey Ro =HH

MECE S NN F M Google Cloud NetApp Volumes IRBHFERFAEE], M—BIX5HIZE
‘storageDriverName fH: ¥F NaS (NFS T sMB) HfER “google-cloud-netapp-volumes,
3+F SAN (iSCSIR) #HfFH google-cloud-netapp-volumes-sano

@ ¥f google-cloud-netapp-volumes-san BIIEFHEE D ZIFEE Trident 26.06 T E
ShRZds. SAN EEM Flex Unified fZEAIARCRY, FEIiE servicelevel IREBEA flexo

NAS IE&h#EF (<code>google-cloud-netapp-volumes</code>)

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-gcp-gcnv
spec:

version: 1

storageDriverName: google-cloud-netapp-volumes

projectNumber: '012345678901"
network: gcnv-network
location: us-west?2
servicelLevel: Premium

storagePool: pool-premiuml

SAN IXEHFERF (<code>google-cloud-netapp-volumes-san</code>)

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-gcp-gcnv-san
spec:

version: 1

storageDriverName: google-cloud-netapp-volumes-san

17



projectNumber: '012345678901"'
network: gcnv-network
location: us-west2
servicelevel: flex
storagePool: pool-flexl

v ZHRINCE

Trident EFRIEXKIZM T AX A TEAEH AR S, tEIREESR supportedTopologies SREEF RENG
REXIEAMXIETIR, HAEENXIFFMXIEEN NS ED Kubernetes 81T (= _EARE AIXIHAN I:i;‘HEE
fito XLEXKIFAXIFR T A UEEFERPIRENATFETIR, XMTEEEiRREHMNXKIEHN X FENFESR
, Trident 2 ERKIFHXIFFEIES, EXFMEL, BESIH EH CSI A,

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: asia-eastl
servicelLevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-b

T—EHA?

IREIRECEX G, BITUTHS

kubectl create -f <backend-file>

BIIERREMINEIRER, BETUTe<:

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID

PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2fd1f£f9-b234-477e-88£d-713913294£65
Bound Success

MNREHREIEEN, NWEKEEER M, Er]LU#EA kubectl get tridentbackendconfig <backend-

18
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name> MRS RIELEITUTHLSEEHEURERR:

tridentctl logs

FIRAIHEEREXHNEE G, T8 URPRERFFBRIEIT create i<,

FiEEEX

UTREE LREIRNEZD storageClass EXo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

£/ “parameter.selector FE&HYTE MRl

fEF parameter.selector, EAILLAE StorageClass IEE B TFHEEN EIN" s BEEBFMIEMPE

XHIF Ho

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=extreme
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl

19
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kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

BXFRENEZFAER, BSH "BIEFMEES

SMB EHITE SR

#H nasType. node- stage secret-name ] node- stage-secret—-namespace, AILUIEE SMB &H
FR1HPTEEHY Active Directory £1E, TR EBEAINPR/TINPRRY Active Directory 3 /285 EBR] LA T 15 M ER
AN

vV RN R T RINESEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

v e R T RERRREYE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

v M EERRERNER

apiVersion: storage.k8s.io/vl
kind: StorageClass

20
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metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

@ nasType: smb X#F SMB HERMAYTHIEES. nasType: nfs 3 nasType: null NFS HEYH
i

PVC & Xl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

ZI0IE PVC BREHE, BBEITUTEHR:

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

gcnv-nfs-pvc Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb7%9a213 100Gi
RWX gcnv-nfs-sc  1m

77 Google Cloud NetApp Volumes B2&E B9 E

Bzh Bi@id Trident FiES3A0 PersistentVolumeClaim ;IR E LB B HTHE, &
B] LAfEEF Trident 4 Google Cloud NetApp Volumes B2 & B9 Eo

1R
BEIDERVF Trident BBES, Bt FECIRENERESHEITER. XEETFMEME, RRETHE
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HIREIERI M BE,
Trident (X & LB N BB EIRE. Trident 26.06 A IFFECEE N,

=

EEbalE
B BIRIEAEERZEHRNEENEEER I RER, HEBMRESAEN, #FRRIUKRE

7 EERRES

DERBRRERSNEBRABMAE.

SFEFLATFREE: * auto: RIFHRIENEABENIE * none: BRABHAIE
RENKER

REREIEEHIBRER S D BER G 2RI FRFIEESIRSHRER I, XEDEHRKIGE N "auto' By, A&
R EIR .

BCEMRE
RREEE
NS MEENREEHE:

s FEAEE ERATMEHEENFIES.
* #&58E @ PersistentVolumeClaim RN A F 215,

Trident {RIFEMRENEX N EBREENEE.,
FCE LRk
SEZSMEREPEX THERRIKER, Trident ML TARRITF:

1. PersistentVolumeClaim ;&%
2. Trident [RIRECE
3. FEMBIAME

ERBMERE XN EREERERSINE,
Trident 26.06 3 3FHITHAE
Trident 26.06 23F Google Cloud NetApp Volumes BT BEhs EIhAE:

 EEEEEREERAZAEHNE
* 7£ Trident FIHECE P E X 5 B HREE
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* fFH PVC IREBEHBERBNESNERLEIRE
* WERBD BENEERE ISR
Trident 26.06 A FHIIHEE
AL T 20E:
- SIEEEERBNEIRE
* £/ Kubernetes EFMTENINEEN D BEREE
* 7£ Trident EIEMECE TERZIN A EID BIKE
EiRElESH
LI BETE Trident [FIRECE R EX TG BID BITH:

S BTN WiEA
tieringPolicy & LBHPERE ((auto = none)
tieringMinimumCoolingDays & RS BRINIEERIRE GEE: 2-183,

ZiAE: 31)

{# A PersistentVolumeClaim ;IR ERES

THEEER
PersistentVolumeClaim #it;¥ R iFiREBE B BIRE,

FroE iR
trident.netapp.io/tieringPolicy BEEEND BRI
trident.netapp.io/tieringMinimumCoolingD BEIZEMLEKIE
ays

f5: PersistentVolumeClaim R BEIH EBE

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: auto-tiering-pvc
annotations:
trident.netapp.io/tieringPolicy: auto
trident.netapp.io/tieringMinimumCoolingDays: "45"
spec:
accessModes:
- ReadWriteOnce

storageClassName: google-cloud-netapp-volumes-auto-tiering
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resources:
requests:

storage: 500Gi

T ARSI
FCETTH
* Bl BIRENXECIREN TR,
* Trident EECESARMIAS REEE,
* UHEHRRIGE N none BT, BENREUEH ZE,
& PR
* 3B NAS # (NFS 1 SMB) A X#FEGINE.
* }¥E (iISCSl) A EZBFEMDEo
* Google Cloud NetApp Volumes 174 1E Google Cloud /2B E.
FHEFHE

* tieringMinimumCoolingDays BNEXCEE: 2 F 183
* BAAE: 31

A& Google Cloud NetApp Volumes ONTAP & 1 &t

M Trident 26.06 FF&8, ErILIECEINHE ontap-san'# “ontap-nas’ i LA7E Google Cloud
NetApp Volumes (GCNV) ONTAP {27 _ EMEFE. LLIhEER AT R,

& ItEIHEER Trident 26.06 RV AT INEE. MATURMEEAZIFA FEIFIR, FIER LT
: (GA) Zgi, HXIfgE. BEFERMZRIEMRIEERAE T,

TEIRIE
Trident ERIIEM ontap-san #l ontap-nas RapiZFIZLE, FHi@id GCNV {IBimAEHE ONTAP REST A
o XMHEEEEBTE GCNV FEER ONTAP £8 L ESMEIEFME, FNRIFSEE ONTAP GintEEIN
BETER. ONTAP ER ARSI NFMFERENIERF. BB A ontap-san B ontap-nas [GHmARIN
genv BEERRH MBI EIHBEE,
[y = s E e I N T VA

PersistentVolumeClaim — Trident (ontap-san 3 ontap-nas) — ONTAP REST & i# — GCNV fXIE
— GCNV #HHY ONTAP 8%
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SFFIAZFRYEE
IEE A2 AT B3 iR 7 355 LA T T RE
* IX5h#ERF: ontap-san (iSCSI) #l ontap-nas (NFS 3 SMB).

I RIERVE SR AHRIRIE. RintliaL. SeIERMMERURERXRE ONTAP REST o

* BRIIERESY . Workload Identity Pool (WIP). BRS51H Z A Application Default Credentials (ADC) [E]
B,

UTABBE T RATSHEE:

* ontap-san-economy. ontap-nas-economy'# ‘ontap-nas-flexgroup IXEHFZRo
* ASA r2 personality B&1%,
* ZAPI iR, ONTAP ER{XfER ONTAP REST,

b ks

ZECE ONTAP R Gim 2 fl, EMEREERESEUTHRHE:
* Trident 26.06 S &E Sk,
* BB MIERA GCNV ONTAP ERZ (it
* BFAIRIRIER GCP IAM AR, ERTFERIFE,
* @& proxyURL. projectNumber. location #] ‘pooIID‘E’\JEﬁﬁ”ﬁEEEO
* 3FF iSCSI SAN TEF, BHF AT Ris iSCSI MLZHRARE M, EER EETETR"

==y

ATridentBackendConfig fE& credentials. XJF ONTAP =X, ZZEAIFHE GCP RIEER, miE

ONTAP managementLIF/ username/ passwordo svm @ritfy: &1 GCNV ONTAP #{; i HFgiE—1

SVM, H&EBREY, Trident SMMFRIREE,

fEA 5241 GCNV $HHE’JHI§%¢’5F‘$§T EFRFEEAIT genv.apiKey. “private_key H1, SURFERMT
‘private_key_id'H, iEZ[H"Google Cloud NetApp Volumes EL& ="

ontap-san [5i

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-ontap-san
namespace: trident
spec:
version: 1
storageDriverName: ontap-san
backendName: gcnv-ontap-san

credentials:
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name: gcnv-sa-secret
type: secret
gcnv:

proxyURL: "https://netapp.googleapis.

projectNumber: "<project-number>"
location: "<region-or-zone>"
poolID: "<pool-id>"

svm: "<svm-name>"

ontap-nas /5

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: gcnv-ontap-nas
credentials:
name: gcnv-sa-secret
type: secret

gcnv:

proxyURL: "https://netapp.googleapis.

projectNumber: "<project-number>"
location: "<region-or-zone>"
poolID: "<pool-id>"
apiKey:

type: service account

project id: "<project-id>"

com"

com"

client email: "<service-account-email>"

client id: "<client-id>"

auth uri: "https://accounts.google.

com/o/oauth2/auth"

token uri: "https://oauth2.googleapis.com/token"

auth provider x509 cert url:

"https://www.googleapis.com/ocauth2/v1l/certs"

client x509 cert url: "<client-x509-cert-url>"

apiVersion: vl
kind: Secret
metadata:

name: gcnv-sa-secret
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namespace: trident
type: Opaque
stringData:
private key id: "<private-key-id>"

private key: |

e =tk private key’ 59 ‘private key id’ BN “TridentBackendConfig spec
’ F——CRD S¥ELE( ], M ontap-san, HRAMEER genv MIEBRINHITIRIZ(E,

svm: "<svm-name>"

== Authentication
Trident resolves credentials for proxy access in the following order:

Workload Identity Pool (WIP)
Service account key
Application Default Credentials (ADC)

For this Tech Preview, use the following practices:

* Prefer Workload Identity Pool where it is available.

* Do not embed raw private keys in version-controlled backend files. Store
credentials in a Kubernetes secret.

* Apply least-privilege IAM scoping to the service account.

== Validation and initialization behavior

Trident validates an ONTAP-mode backend during initialization and fails

fast rather than partially initializing.

Backend initialization fails if a required “gcnv' field is missing, the

driver is unsupported for ONTAP-mode, or credential resolution fails.
== Known limitations

* This feature is a Tech Preview. Behavior and the supported matrix can
change before GA.

* ZAPI fallback is not used in ONTAP-mode.

* Protocol and node-readiness requirements still apply. For example, iSCSI
workflows require the node-side prerequisites described in
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xref:{relative path}../trident-use/worker-node-prep.html[Prepare the
worker node].

* Existing ONTAP and GCNV environment constraints still apply.
== Upgrade and compatibility
ONTAP-mode is opt-in per backend through the “gcnv' configuration block:

* Existing non-GCNV ONTAP backends are unaffected.

* Mixed deployments that combine direct ONTAP backends and ONTAP-mode
proxy backends are supported through backend-level configuration. Each
backend is configured independently.

* To stop using ONTAP-mode, remove or replace the affected backends. No
global switch is required.

== What's next?

Apply secret before TBC; use "kubectl apply’ and "-n trident’® to match
examples.
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