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{£R Trident

Y Trident Worker T2

Kubernetes SEB£FAVFRA TIET m &P TBERSEE G Pod ELEME, BAEZITET R
, IIRIESHIREHFZF IR L NFS. iSCSI. NVMe/TCP 8¢ FC T &,
EREENT A

MREASFERARDIER, NARHIZEFRERMBESFENTR, &MhRZSEY Red Hat Enterprise Linux CoreOS
(RHCOS) RINRETXLETH,

NFS TH

"2 NFS TAE" MREFHRE: ontap-nas. ontap-nas-economy. ontap-nas-flexgroup 3
azure-netapp-fileso

iSCSI TR
"Z%4E iSCSI TE" iNREFEHMZE: ontap-san, ontap-san-economy, solidfire-sano

NVMe TH

"3 NVMe T A" SNRIEEA "ontap-san' #H{TET TCP MIEZ KLMERTFIRIE (NVMe) over TCP (NVMe/TCP)
TdJ‘i}Zo

@ NetApp #i¥ NVMe/TCP f#F ONTAP 9.12 S{E &SRS,

HEF FCHISCSITA
B XECE FC 1 FC-NVMe SAN EABVFAHES, BE "ECE FC FC-NVMe SAN EABIT57E"

"ZHE FC TE" NREFERAR ontap-san 5 sanType fcp (SCSlover FC) o

EREFET: * OpenShift 1 KubeVirt 371537 4F SCSI over FC, * Docker /3z#F SCSI over FC, *iSCSI BHf&
ERERATF SCSl over FC,

SMB THA
WEELLE SMB &" HIR&EFFEH: ontap-nas RECE SMB %o

TRRSZS A
Trident =i Bt NT 22 BRI LUETT iSCSI 2% NFS IR,

@ ;ﬁgﬁﬁ%ﬁﬂﬂiﬂ%u&fmﬂ%ﬁ%, BRMRIERSEEER. Bk, ROLKABNRSHFERILS
FHS KM,

IS
Trident SIBEMHUET SRR AIRS. BEEEXEEH, 1HIaT:
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kubectl get event -A --field-selector involvedObject.name=<Kubernetes node

name>

BECRIMRS
Trident #RIRTE Trident T/ CR LA TR ERANRS. EEEAIMMNRS, 517!

tridentctl get node -o wide -n <Trident namespace>

NFS &
ERIRERAMNHSRE NFS TH, 1R NFS BRESERHET B,

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D = NFS TAREHBHIERA, MRS LI,

iSCSI &
Trident ATLAETHERIL iSCSI £3F. 134 LUN. KM EZKRRZRIGE. WEFTRIALHBEEELHT pod.

iSCSI B &E1haE
3F ONTAP &%:, Trident ®E 9 5hizfT—X iSCSI BFEE, LL:

1' 1 N7 IJ FFI’ E,J |SCS| El%'{klu\*”éﬁu |SCS| Elﬁ)lklu\o
2. BB RS S HRRESHIT IR, UHERFRIAE, Trident RELBMARUARFEIE H4EE,
j:j:l.'/fjﬁﬁ Eljéﬁﬂg, jl_fé g iISCSI Elﬁ)lklu\ V_E UFE E,J iISCSI Elﬁ’ik/u\o

@ BREEEENBEM TR Daemonset Pod B “trident-main' Bes 1, BBEEHSE, YAk
Trident RE#£HAIENIE “debug iR & "true"s

Trident iSCS| B EEThaenT LAESBIRA 1L :

EEEF AR A ENPRIASAIEER iSCSI Rif. WFINRIE, Trident FF 7 DH/EERE,
MBS IPEIER,



{5190, SR CHAP HZTE7FiEizHIE L1EIF, FHEMKREERE, WA (stale) CHAP #l

O ERIRARATE. BREEALRIE—A, H EHEMETEEUTHEIRL CHAP A1

N
[N N o]

* FR/LiSCSI &iF
* FR/D LUN

FHR Trident BIEEZEHNER

s NRNERENT = igroup (7 23.04+ 5| \) , iSCSI BEEE A SCSI BE&FMIFIEIEEB5) SCSI
B,

s MNRNVERERTEER igroup (B 23.04 &£E87FHA) , iISCSI BFEEEE5h SCSI EFidHE SCSI B4+
B9 LUN ID,

s NRFEATT S igroup MEIRIERE igroup BIZEE, iISCSI BFIEEE B SCSI =i SCSI B&FH
a7l LUN ID,
=it iSCSI T2
FERIRMERFA ML EE iISCSI T,
Feaz i
* Kubernetes £ FHMEN T AXTEGH—H IQN, XEHERAREH,

* WNRFEHA RHCOS 4.5 S{ESikAS, SHMS RHEL #AM Linux £1ThR, UK “solidfire-san IREHF2FH
Element OS 12.5 S 1Khr4s, 1EHR CHAP B{9RIEEETE fetc/iscsi/iscsid.conf FiZE /9 MD5
» Element 12.7 2t T4 FIPS %% CHAP &% SHA1. SHA-256 #1 SHA3-256,

sudo sed -i 's/"\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* Y{FEMAIE1T RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) M T{ET mHEZS iSCSI PV B, E7E
StorageClass F3E7E discard mountOption, LHITARBEZELEIUL, 1ES7 "Red Hat 214"
* MIREAREIZFARAA multipath-toolso

RHEL 8+
1. RELT RGN

sudo yum install -y lsscsi iscsi-initiator-utils device-mapper-
multipath

2. 19F iscsi-initiator-utils fRZASEE 7 6.2.0.874-2.el7 HEShRas:

rpm -gq iscsi-initiator-utils
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3. BRRENFI:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BRZRE:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ JBMAIR /etc/multipath.conf @& “find multipaths no” FH
“defaultso

5. 1R iscsid M multipathd IETEIBTT:

sudo systemctl enable --now iscsid multipathd

6. BRAHBEE) iscsi:

sudo systemctl enable --now iscsi

Ubuntu
1. RELTRERHEE:

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. 97 open-iscsi lRASEE A 2.0.874-5ubuntu2.10 SRESARZS (BT bionic) X 2.0.874-7.1ubuntu6.1
HEShRA (BT focal) :

dpkg -1 open-iscsi
3. BB RFo:

sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4 BRZEE:

sudo tee /etc/multipath.conf <<-EOF



defaults {
user friendly names yes
find multipaths no
}
EOF
sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

@ MR /etc/multipath.conf @& “find multipaths no  FH
‘defaultso

5. HafR “open-iscsi'Fl “multipath-tools’ B /2 A H IE1EIEIT:

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

@ 3FF Ubuntu 18.04, EATIEREN open-iscsi ZHIEMA iscsiadm KM BIRHO,
ZBEBTH iISCSI FIP#HIE, ;E, BHrILMEBN iscsi BRSS, FHEBRNBL) iscsido

BB iSCSI BREE
ERILAECE LLF Trident iSCSI BRIEEISE, MUEEIRMNARIE:

* iSCSI BHIEEER: WEFA iISCSI BREERIAR FUAME: 5 %) . ELLETIRERIHERTR
HECBENEREMIEZT, HAILLETIRERANEFRERE NI IREIETT.

1 iSCSI EIREFEREE R 0 AR fE1E iSCSI HRIER., RITRRINER iSCSI BRIEH;
(D % iscsl AREBLARTAT R HTHRENN, AMELEES FEM SCS| BRie
8.

* iSCSI Self-Healing Wait Time: % iSCSI BREETEMAEE ETHEASHEME R ZBIFTFRIRLE
BfiE] (RAIAE: 7 0% o ERILUISHEENEARNRE, UEIRFIAFEENSELNFFEKNEA 8
AtH, ARZHAEHMER, NELENENNBEUEERIHEAER,

Helm

ERCENER iISCSI BRIBEIGE, 57T helm TR helm EHHAEIZE “iscsiSelfHealingInterval #
‘iscsiSelfHealingWaitTime' 2%k,

UTFREE isCSI BREERIRIKEN 3 D, KEHEBEFFHEIREN 6 DH:

helm install trident trident-operator-100.2606.0.tgz --set
iscsiSelfHealingInterval=3m0Os --set iscsiSelfHealingWaitTime=6mOs -n



trident

tridentctl

ERIEEIN iISCSI BRIEEILE, 1BTE tridentctl ZEE T FFHAEIE 2 “iscsi-self-healing-interval (I
‘iscsi-self-healing-wait-time" &4,

TR iSCSI BEREEERIREN 3 21, KERBEFHHEIREN 6 D

tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self
-healing-wait-time=6m0Os -n trident

NVMe/TCP &

ERIRMERRHLLE NVMe TR,

* NVMe ZE RHEL 9 ¥ SR

@ * Y0R Kubernetes TIRBINZhRAKIR, 20E NVMe B RNERTFERNAZARA, NAIERE
BN R NZARAERAER NVMe E2HIRIZARZS,

RHEL 9
sudo yum install nvme-cli

sudo yum install linux-modules-extra-$(uname -r)
sudo modprobe nvme-tcp

Ubuntu
sudo apt install nvme-cli

sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

WIrREE

LRfE, FEAUTELWIE Kubernetes S£EFFNE N T R &G ME—HRI NQN:

cat /etc/nvme/hostngn

(D Trident REPX% ctrl_device_tmo {8, LR NVMe EHIIHERAZRF LRI, BNE
PULIRE,



EHTF FC &8Y SCSI
WM7E, EALUERYLLEE (FC) X5 Trident RECEFEIE ONTAP R4 L MFHEE R

ARSI
FcE FC FREmIMASN T RIRE,

1. JREXBARZEON WWPN, 5057 "network interface show" LA T fRE %15 B
2. JREVEEhes (EM) LEEEOR WWPN,

S BN ENIRIERFSEAERF-
3. EAENMBITH WWPN £ FC W LA E X,
BXER, BS AN SR AN B S,
BXEAER, BEBIHLUT ONTAP 3X14:

° "Fibre Channel #1 FCoE 43 X #iR"
° "EAE FC FC-NVMe SAN FH1HIA5 %"

ZEFCIH
ERRERSENGSRE FC T,

* YEHE1T RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) E’JIT"IE SHECE FC PVs BY, i57E
discard StorageClass F$§%E mountOption LIITARBEZEIEIU, 155 "Red Hat 32H4"

RHEL 8+
1. REIUTRFRMAGE:

sudo yum install -y lsscsi device-mapper-multipath
2. BRAZRE:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ JBMIR /etc/multipath.conf B8 “find multipaths no” FHY
“defaultso

3. {5HR multipathd IETEIBTT:
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sudo systemctl enable --now multipathd

Ubuntu
1. RELTRERHEE:

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools
2. BRA%KE:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}

EOF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

@ JBMR /etc/multipath.conf ®©& “find multipaths no' FH
“defaultse

3. R multipath-tools BEERBHIEEEGIT:

sudo systemctl status multipath-tools

HEHACE SMB &
O] LAER ontap-nas KEIEFECE SMB %o

(D WAFE SVM EBZE NFS #1 SMB/CIFS Y, 7879 ONTAP ZAs#iB¥ &6 ontap-nas-
economy SMB %, T/ARCEXLEMNPRMEM—PNEESE SMB &L KK,

@ autoExportPolicy A2#F SMB %,
FreaZ Al
I8 E SMB 281, #%AMEE TFIIAR,

* BE Linux 15428 T SfZE/D—M51T Windows Server 2022 #J Windows worker T3 5 Kubernetes &
£, Trident {X2#5% SMB &£ E7E Windows T9 52 EIE1THY Podo

* ZLE—IMEEEH Active Directory EHERY Trident 253, BEZIH smbcreds:



kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* BE2& 5 Windows BRSZHI CSI KB, EBEIE csi-proxy, 1BEZSIE"GitHub: CSI Proxy"8{"GitHub: i&AF
Windows B CSI XIE" T fi#7F Windows _E3iE{THY Kubernetes 15 &,
BB
1. 3F7ih ONTAP, EAILUELIRAIZE SMB H=E, #F Trident Bl LIAKESIE—MNHE,

@ Amazon FSx for ONTAP &% SMB H=,

,UEJLM%H% "Microsoft EIRITHIG" HEXHREE BT FEA ONTAP CLI UFFH Az —EliZ SMB BIE
H= EEF ONTAP CLI g SMB H=;

a. AKE, FHHZCEBERRRIELEM,

lﬂ: vserver cifs share create SRRTEHZEEIEHAEINE -path IEMPISENRE, WNRIEEHIE
TT_T_; D-JUF'F‘ 79&5&0

b. BIE5EE SVM XKEXH) SMB H=:

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C WIIRREIRIHAR:

vserver cifs share show -share-name share name

()  &xemER, HBR blE SVB #E,

2. piEEmE, HTEEBUTHRBLUIETE SMB &, MFFiE FSx for ONTAP [GimAc &k, 1EEIH "FSx for
ONTAP Be&iEImFRfE"s

S8 A ANl

smbShare AILFEE LR IEIZz—: A Microsoft smb-share
Management Console 55 ONTAP CLI 8lZ#J SMB
HEWEZFR; 23F Trident 812 SMB HEZHZFR;
HEUESHET UL EN AR HEZ AN, It
ST A ONTAP 2 A%, Jﬂ: yﬂ(xE Amazon
FSx for ONTAP [FiRFrAER], FEE

nasType AT B smbo *YIR A null, MERIAA nfso smb
securityStyle MENZ2ER, WF SMB &, HIIEEN ntfs’ ntfs B mixed AT
EE ‘mixedo SMB%
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28 151 BA Nl

unixPermissions ENRD, WF SMB &, BT,
BN E IR G
ECE Trident [5if

BimENX Trident STEERKZBHNRXRR, B©E5IF Trident RIS ZFERAFITERE, LA
Kz Trident A MAHECE o

Trident BRI MEiniRH SEFHERE X WERBLRNEF EL. 7RI EHNEERRRE S,

* "B2E Azure NetApp Files [Gim"

* "BgE Google Cloud NetApp Volumes 5"

* "B2E NetApp HCI & SolidFire [5im"

* "f§F ONTAP Z{ Cloud Volumes ONTAP NAS RapfiEF At & /Ein"
* "{§F ONTAP B} Cloud Volumes ONTAP SAN IREHiZF AL & o in"
* "¥& Trident 5 Amazon FSx for NetApp ONTAP £5&1# "

Azure NetApp Files
B2 & Azure NetApp Files [5if

£ Azure NetApp Files {E/3 Trident BY/giw. Lb/Eimsz#F NFS A1 SMB %, Trident Sz3F
Azure Kubernetes Service (AKS) 8T E B MM TIERH Z %,

15 Azure TR
Trident 23521 Azure =IFIEHHY Azure NetApp Files 5o
S5 Azure =EIE:

* Azure FALAR

* Azure Government (Azure Government/ MAG)

* Azure H[FE

EZBZE Trident SACE Azure NetApp Files [5imBY, EH#fR Azure Resource Manager M1 S A IIFAE RS Azure
=IFRILEL,

#%& Azure NetApp Files IRENTZRE 1%
Trident 327 LLF Azure NetApp Files 7ZiEIREHTEF

S ERIEIRIER B3E ReadWriteOnce (RWO). ReadOnlyMany (ROX). ReadWriteMany (RWX) 1
ReadWriteOncePod (RWOP),

10



Kzhiz X volumeMod 37#5:a9if5 AR SERIX RS

e

azure-netapp-files NFS SMB Filesystem RWO. ROX. RWX. RW nfs, smb
OoP

BEEEEM

* Azure NetApp Files AZH\F 50 GiB 9%, HiERB/NWEER, Trident 28 50-GiB Ho

* Trident {¥32#¥§4§ SMB EHEH EI7E Windows T35 EiE178 Pod,

* JEEk Azure =HRY Azure NetApp Files BB EESFE T =AY Azure Resource Manager #5143 31l <o
R Trident FMEfIFIRECEFERES B/ Azure =IFIERIK Ao

*F AKS fERIEERIR

Trident 325§ "FLETRIR" AKS &8,

WMREEA tridentctl KA EIE Azure NetApp Files fTif, EHIFRAEMI Azure ZIFBEREE.
EEAEESY, ¥IAR:

* {#F AKS ZFZ/Y Kubernetes 58
* £ AKS Kubernetes 8% FECENIEE B9

* Trident B&L%E, cloudProvider BN "Azure"

Trident 121EFR

W48 tridentorchestrator cr.yaml #i&&E cloudProvider J "Azure"s

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

Helm

PUTFRGIZE Trident FHBEIIFIEL = cloudProvider H#{TIRE ~SCP:

helm install trident trident-operator-100.2606.0.tgz --create-namespace
-—-namespace <trident-namespace> --set cloudProvider=S$CP

11
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<code>tridentcti</code>

T RGIZEE Trident 73 cloud-provider IREIREN Azure:

tridentctl install --cloud-provider="Azure" -n trident

£/ AKS BT {EHATIR

TEAEATIRSE Kubernetes Pod BEIS @I 1E N TR HARIR 1T H D IRIER IR Azure FiRo
WREA tridentctl XA EIE Azure NetApp Files fTif, BHIFRAEMM Azure BB T,
EEATERENR, 4HER:

* {#F AKS ZBZEH Kubernetes 5&f
* 7£ AKS Kubernetes 8% F e BRI T EfEHARIRF oidc-issuer
* B&R%E Trident, HEH cloudProvider I8EHN “"Azure",  cloudldentity’ IR EANTERMEH B HE

Trident 121EZR

YmiE tridentorchestrator cr.yaml HiZE cloudProvider A "Azure", I®XE cloudIdentity
79 azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXo

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX-XXXX-XXXXXXXxxxx' # Edit

Helm
FEAUTIFIETEIEE cloud-provider (CP) 1 cloud-identity (Cl) FR&EHIE:

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—

XXXXXXXXXXX""

U TFRBZE Trident, F{#MH cloudProvider #ITIRE, FH “scp, HFEMH cloudIdentity #1T
®E, FR scI:
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helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SCI"

<code>tridentcti</code>
ERUTIHIETEISE cloud provider # cloud identity 1T5HI(E:
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—
XXXXXXXRXXXX"

PUF &% Trident H¥F cloud-provider "IBHN “$cP #HF "cloud-identity I®KEAHN “SCI:

tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident

HEZEZE Azure NetApp Files [l

TEBCE Azure NetApp Files 5l a1, EEMHERFHEUTERK,

LY Azure =IFE

Trident 235%™ Azure =IFREHH Azure NetApp Files f5ifo
1M Azure =EIE:
* Azure Bk

* Azure Government (Azure Government / MAG)

* Azure H[FE

EERINER, BHAERTHENA Azure TIFERIEE Azure 1Ti5#). #RiREZEF Azure NetApp Files &,

NFS #1 SMB &R RE M4

WMRZEREF Azure NetApp Files SXTEFAIEFR, WHEE—LHIGECE T GEIZE Azure NetApp Files H 8l
72 NFS %, 15207 "Azure: & E Azure NetApp Files H 8 NFS %",

BEBEIBEFER "Azure NetApp Files"lgif, BEBUTHE:
* 7 AKS &8 HEREEMNIARY, subscriptionID. tenantID. clientID.
location M clientSecret =A%,
@ * tenantID. clientID # clientSecret 1 AKS &E&f HERA SRR ZRHZEN,

* JEmIk Azure =HRY Azure NetApp Files SPEEZEEYFE T =B Azure Resource Manager 1
SNWIERS. #fR Trident ERIGIKEEEFERESERN Azure ZIFEIHR S
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* REM, 1HZF "Microsoft: 73 Azure NetApp Files BIEREth",
* ZFE48 Azure NetApp Files B F M, 1BEEI1R "Microsoft: 1§ FMZEFE4A Azure NetApp Files's
* subscriptionID MEJEH Azure NetApp Files B9 Azure T,

* tenantID. clientID M clientSecret 3RHE Azure Active Directory 3} Azure NetApp Files lRSZE
BB "W FEM" . NARER MR TE—ThEE:

° FFEENSS5ERAE"H Azure FITENX

° ITIRIZRAIM "B E X Contributor fif"(assignableScopes) EBLUTIR, {XPETF Trident FREEAYIY
fB. BIEZBEXAERE, "#H Azure [ JFDECAEE"

vV BEXTTHERE

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/re
ad",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/wr

ite",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/de
lete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets
/read",

"Microsoft.Network/virtualNetworks/read",
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"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio

ns/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio

ns/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio
ns/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",
"Microsoft.Features/providers/features/register/action",

"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,
"notActions": [],
"dataActions": [],

"notDataActions": []

* AEZE/D— "location Y Azure "ZEIkFM", M Trident 22.01 FF¥4, location' S B EHECE XETHER
WIEFER, RIS ENMIE BB,

* BEffF cloud Identity, BM "AFDEHIEERIR"IRB client ID, HTE

“azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXX F$§TE % Do

SMB RV EEK
EHE SMB &, “MAR:
* Active Directory B E0E H1%#% % Azure NetApp Files, 1EEI1H "Microsoft: /7 Azure NetApp Files BIiEFE

I Active Directory %",

* BE Linux 154|287 SfZE/D—M51T Windows Server 2022 #J Windows worker T3 5 Kubernetes &
B, Trident {¥2#F¥ SMB HEHEITE Windows T 5= EizfTHI Pod,

* E/DEE—1ES Active Directory &R Trident 283, LA{E Azure NetApp Files A] LA Active Directory
HITERIIE. EEMETA smbereds:

kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'
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* BE2&H Windows ARSZHY CSI KB, EEIE csi-proxy, 1mZH"GitHub: CSI Proxy"8{"GitHub: i&EAF
Windows B CSI 1£32" T ##7f Windows _iz{THY Kubernetes 15 50

Azure NetApp Files [FIREC & EIAIR ]

T ### Azure NetApp Files BY NFS #1 SMB Finfc BiEINMHEEERE TG,

[EIHECE LT

Trident (EARIHECE (FM. EIANE. IRSZANNMUE) TIEKRUEFTANSEN EEIE Azure NetApp
Files &, H51EKBIARSS %KAM F ML,

Azure NetApp Files [GimHeHiX LA BN,

S

version
storageDriverName
backendName

subscriptionID

tenantID

clientID

clientSecret

servicelLevel

location

cloudConfiguration.cloudNa
me

resourceGroups

netappAccounts

capacityPools

virtualNetwork
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[EinECE bR, BN 1

FHEREDFE B R AR "azure-netapp-files”
FERIRE B EX B REPIZF RN + " + BN F TS

RBEK Azure ITEBITIE ID, 7
AKS &8 L BBHREMRRI AT
o

UTE AKS & HERARERRH =
PNIREY, RBNAFMEFES ID |
pi

U7 AKS E¥ HERAREINRSH S
PREY, RBENAFMIEFiE ID
Al

U1E AKS 8 HFERRERRS =
PRREY, RBENAFMHNEF RS
FAA]E,

Standard.

REEPLIRFHEN Azure IERY
RIRTE AKS B35 LB RREIRRN
A,

MR Azure =IFIE, £
Azure Government FH& &N
AzureGovernmento

BFmEeAMARNTRATIR 1" (EiER)

BFimELIMBIZ IR NetApp HFA "[" (FidiEss)
LIS

BFmiEAMARNEEMTIxR
BAEEIRFMBYEIANLERI R R

‘Premium'={ “Ultra'z ™ (B&#)

" (FTdiEEE, BE)
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28 WiER BRIA

subnet ZFE44 "Microsoft.Netapp/volumes®
BT RIEY 22 FR
networkFeatures HH VNet ThaE&E, AILIE Basic™ ™

of ‘Standard. FHIEFAEMIXER
1214 Network Features, BIBEAM
EITRRERE. TEXRERILIhEER
$ETE “networkFeatures' &S EHD

BERMo

nfsMountOptions NFS #FEHAMAEMIEH), SMB % "nfsvers=3"
B aBg, E{ER NFS ks 4.1 3
HE, BEESDRIESEmY!
KHPEE nfsvers=4"LU%EE NFS
va. 1, TFERTE X HIZEREREIN
SEERIHICEFIRENEHIT

I,

limitVolumeSize MFRIBFRMEXNSTULE, WE " FUAER T REEHRT)
BRM

debugTraceFlags HIEHBREHMERIRIRATS. =™ =

> \{"api": false,
"method": true,
"discovery": truel}. PRIEIETE
HITHEHBRH R R IFAN B T
fii, BNAREERLED,

nasType ACE NFS 3¢ SMB B8, &M nfs
nfs. ‘smb'Z null, RE null 2
IAA NFS %,

supportedTopologies FnltfainZ R AKX
R, BXIFMAER, BEER £H
CSI #h¥h",

gosType R QoS FEA: HhaF ol Bzh

maxThroughput EELTFNREAEHE (LI MB/F) 4 MiB/sec
?Uﬁfﬁ) o INZHFFSH QoS BE

Mo

() BxREmENTSES, B28 7 Azre Nethpp Files SERE AN,

ZE Azure =R (26.06)
M 26.06 hRASFF36, Trident SZIFEZ A Azure =IFIEAFBIEFEIE Azure NetApp Files Fifo
ZIFHY Azure =EIE:

* Azure F&LAR

* Azure Government (Azure Government/ MAG)

* Azure H[FE


https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features

Z82 Trident B¢ 8% Azure NetApp Files [5iHY, i5H{R Azure Resource Manager F1 A I0IFRE S5 Azure
SIFEILED, WREHSARTE, tridentct TEFTHHIIE, HAGHEIEKK,

¥+F Azure Government [Gif, BERIKACEFIKE cloudConfiguration.cloudName:

cloudConfiguration:

cloudName: AzureGovernment

FREBI R ZIR

INRTELIR PVC BB RILFIFEM IR, WENNAEMATEERE XEFIRINRIMZIR (FM. EPAW
&, BEM) . MRBAFIR, Trident RIEREIRFIHETLINAT Azure HiF, WIERTBIEEFEREIMNAEE,

‘resourceGroups . netappAccounts’. ‘capacityPools'. ‘virtualNetwork' I
“subnet”

HER LUERER MBI ERERTMEE. EAZHERT, BIERT2RER, RANERIA
U5 Z1R1& R IRILEC,

@ 1R vNet i F5 Azure NetApp Files (ANF) 7&K P REINZRIBAS, BENGIRIE
resourceGroups FIZREY A E IS E X FH,

‘resourceGroups . netappAccounts’ # ‘capacityPools®
BEERAINZRERS L FME G ANEIRHESS, TUMERASIEE. T2RENZT
BB T

eSS E5

HiR4A <resource group>

NetApp fiF <resource group>/<netapp account>

BS=it <resource group>/<netapp account>/<capacity pool>
FEPARILE <resource group>/<virtual network>

FW <resource group>/<virtual network>/<subnet>
HLE

TR OB T EC B SRS TR ER 7 RS E A P IRTURIZRIFNINE R E. BXIFAER, B2 [ROIEEE]

S8 WiER BRIA

exportRule MENSHF, "0.0.0.0/0"
exportRule I Ll CIDR &R
SERTH IPv4 HiHEER IPv4 FR{E
RAEHNES HRYIR. SMB &R
AR
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28 WiER BRIA

snapshotDir 1518 . snapshot BR® true, false (EI&E),

size FEREFIAKN "100G"

unixPermissions MER unix BPR (4 G/ \EHFIEF " (FisIheE, FEEETEFBIING
) - SMB %11‘%&&.\%0 %%)

L E

UTRAIERTRAZSHEHRBEANBRANENESEE, XBEXEHRNREETT .

vV /&

X/ NGiRicE, BEIEE, Trdent KINECEIEHRZEFEL Azure NetApp Files BIFFE NetApp 1tk
P. BHH0FN, #FEEFR—NMBRFNEENBERE. AT nasType W&, 'nfsBRINMEER, /B
A NFS BT E,

HERINIFFIafER Azure NetApp Files H=IAZMINEER, IWECEIFFEIER, BEXERF, EFENFRECE
BERHEINTERE,

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de91e5713aa
clientSecret: SECRET
location: eastus

Vv AKS ZE 5%

IWEIHEEEEE Y subscriptionID. tenantID. clientID'#M “clientSecret, XEEFEHRAIEES
NP1 BRI

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
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capacityPools:
- resource-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource—-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet

Vv AT AKS BI=ATIR
It EIHREEE EBR tenantID. clientID M “clientSecret, XEEEFERSIRIRNERNHZEN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

v AEREMmERISERSRIECE

LRI E IS ERETE Azure BY “eastus LB Ultra B=HH, Trident Boh &I B P EIELS Azure
NetApp Files FIFAEFM, HEENEER—MFR LEHEHE.

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de91e5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra
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capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2

v EEF5) QoS BEMHFIHTGI
EIHECERERFE QoS BREMGEMETE Azure eastus UE

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3

v 24kE
ttERECEH—SHERETESENFIENFH, FHERT —EEEERINME.

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
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clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: "true"
size: 200Gi

unixPermissions: "0777"

v EItEE

EREEER N AFEX SN FEL. SEESITFHAEARSEINETE, HERERE Kubernetes
FRIR TR ELRRNEFMEEN, XIEEER. EMERERTIRYE performance kX 73itho

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de%91e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- application—-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:

performance: silver
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servicelLevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2

v SEMIRINCE
Trident EFRIEXKFEMATAX A TEAFHIALRE. tEIRAETRR supportedTopologies BT AEEiH
RERKIFAXIFETIR, AEENRKIEFMRKIREXN NS T Kubernetes 8T m LR A XS (BT
fido XLEXIFMXIFRTAUEFELRPRENATFETIR. X T EE G EHKIEN X FENFHSR
, Trident E ERKIFHXIFHEIES. BXIFMES, BB EH CSI R,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
supportedTopologies:

- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-2
FRERTENX
LUF “StorageClass' EX &% 7 _LiR R,

{#F8 parameter.selector FEXHITE X

M parameter.selector, EAILIAE "StorageClass I8 E A THEENEINHE, HBEEEMEHRFENX
B9 75 H.

apiVersion: storage.k8s.io/vl
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kind: StorageClass
metadata:
name: gold
provisioner: csi.trident.netapp.io
parameters:
selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB ERIE X!

ﬁﬁﬁanasType\ node—stage—secret—name‘*ﬂ
FIRMHFREER Active Directory &3E,

v

24

‘node-stage-secret-namespace,

Rk R ERINERNEKE
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"

trident.netapp.io/nasType:

csi.storage.k8s.io/node-stage-secret—-namespace:

A Smb A

csi.storage.k8s.io/node-stage-secret-name:

"smbcreds"
"default"

BJLUIERE SMB &



vV SR TEERTRNE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

v S EERTRNER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

@ nasType: smb ¥#F SMB HHIMBYTHIESS.
nasType: nfs 3{ nasType: null NFS HBITHiESS,

elbed=pts
IERREEX G, BITUT®<:

tridentctl create backend -f <backend-file>

iﬂ]%ﬁﬁﬁfﬂfﬁﬂ_ Azure =, 1BHAIR tridentctl EECE NER Azure FREIEERHM Azure TIFEMN B {HINIER LS
Mo MREmEIBEMN, BRERHAEEHEEEETURTERER:

tridentctl logs

FIRAHAHEEEREX G, R LUBXRIETT create a5 <,
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Google Cloud NetApp Volumes

fic® Google Cloud NetApp Volumes

EBI LUK Google Cloud NetApp Volumes BC& /9 Trident BY/5i%, LAE/9 Kubernetes T
ERHEREF (.

Li5%
Trident 3235 AT NAS (NFS #1 SMB) 13k (iSCSI) T AY Google Cloud NetApp Volumes,
* NAS TEfA#HEH google-cloud-netapp-volumes Gl
* 3R (iISCSI) TEREHFEM google-cloud-netapp-volumes-san [GUf
NAS SRR T XH7EE, HER NFS 3¢ SMB hili# TR, XEEZRFEL D pod T RBIHZERIE,

RERMRIGIREFE, HIEANEREET] Kubernetes T3 =AY iISCSI IR&HITIR. HNAIEFREREKILPE, &
EAXLEE,

XIERATF LU TR
* Trident 26.02 K&E S hRZA

* Google Kubernetes Engine (GKE) 3 Red Hat OpenShift
* Google Cloud NetApp Volumes 77fi#ith

BECEIR (ISCSI) 7#, S MW "IERTFAE (ISCSI)

HEEEE

=H7ME Kubernetes TIEAE RS EI AN TIEREH S M HI TR R IIEM A S EAFESEERIR Google
Cloud i’zﬁ}go

ZE7f Google Cloud NetApp Volumes RfEA SRR, HAEH:

* f£/A Google Kubernetes Engine (GKE) ZFE# Kubernetes S&%
* B GKE BE LBRTEAEMR, BEDT RN EBETIERS S

* B A Google Cloud NetApp Volumes Admin ff&(roles/netapp.admin) B Google Cloud AR 1K - 2% [5]
ZEEXAR
* L4 Trident BY, miBUEEFIREN GCP HIECE T =nE AR

Trident #2{F 5
EEF Trident #1FGR L% Trident, 15448 tridentorchestrator cr.yaml:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
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name: trident
spec:
namespace: trident
cloudProvider: "GCP"
cloudIdentity: "iam.gke.io/gcp-service-account: cloudvolumes-admin-

sa@mygcpproject.iam.gserviceaccount.com"

Helm
{E 8 Helm &% Trident FHg B =i EEM =R

helm install trident trident-operator-100.6.0.tgz \

--set cloudProvider=GCP \

--set cloudIdentity="iam.gke.io/gcp-service—-account: cloudvolumes-
admin-sa@mygcpproject.iam.gserviceaccount.com"

tridentctl
BHIEE IR =B R %L Trident:

tridentctl install \
--cloud-provider=GCP \
--cloud-identity="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sa@mygcpproject.iam.gserviceaccount.com" \
-n trident

FCE NAS 7=fif

@ 3FF Google Cloud NetApp Volumes UNIFIED 7Zfi#it, Trident 7E&121ERAIEINZ B UNIFIED %7€
By an B FNIIERLM,

Eﬁ%ﬂﬂ‘, Trident AILUHEZ P RENERZ LR (FlW0, EFFHTERER) , DUIRSSAMAIAASE

REIEFIFAR(E S

Trident #2f# google-cloud-netapp-volumes W&fiEF, FF M Google Cloud NetApp Volumes EZE NAS
eI

KentEr ZRFLA T IA IR

* ReadWriteOnce (RWO)

* ReadOnlyMany (ROX)

* ReadWriteMany (RWX)

* ReadWriteOncePod (RWOP)
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Kzhiz 3% volumeMod 37#5:a9if5 AR SERIX RS

e

google-cloud- NFS SMB  Filesystem RWO. ROX. RWX. RW nfs, smb
netapp-volumes OP

B2E Trident NAS 5l

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: gcnv-nas

namespace: trident
spec:

version: 1

storageDriverName: google-cloud-netapp-volumes

projectNumber: "<project-number>"

location: "<region>"

sdkTimeout: "600"

storage:

- labels:

cloud: gcp
network: "<vpc-network>"

ECE NAS &

NAS #&fFH "google-cloud-netapp-volumes' [5im#1TIAAD, FHZ3F NFS # SMB i

StorageClass & F NFS &

ERCE NFS &, 1B nasType IREN ‘nfso

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: true

StorageClass & 7F SMB %

EfiE SMB %, 1515 nasType I8 E N smb FHiZHER,
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

allowVolumeExpansion: true

PersistentVolumeClaim {5 (RWX)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwx
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

PersistentVolumeClaim 75 (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

@ NAS &{FH volumeMode: Filesystemo
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73 SAN T{Ef#HEZE Google Cloud NetApp Volumes

f&aT LU Trident BECE J9{ERE iSCSI #1MYX M Google Cloud NetApp Volumes Bt &R 1F(E
%, SAN & fEH "google-cloud-netapp-volumes-san &R ENFEE M Flex Unified 1Zfi#ith
HITHCE,

()  iBsREERTRIMRE, T NAS B,

@ google-cloud-netapp-volumes-san faimm bt s iISCSI %, google-cloud-
netapp-volumes fGim{XZHF NAS i, F8EFTF SAN IT{Efa#,

7R

Trident 32#F Google Cloud NetApp Volumes SAN (iISCSI) T{Ef1%k, M "google-cloud-netapp-volumes-san’
KEhiZF.

SAN %M Flex Unified 77 1TIHES, FH1E iISCSI HgFZ2I4A Kubernetes T3 7o
BOERTF LU TRIRE

* Trident 26.02 KBRS

* Google Kubernetes Engine (GKE) 3 Red Hat OpenShift
* Google Cloud NetApp Volumes Flex Zi—7Zfi#&t

* EF iSCSI W IT{Efa#E

Flex Unified 7Zf&th
Flex Unified 72 iSCSI MR HIRIZSE, = SAN ECBEFINERY:

* %1% Flex Unified REGIONAL 3,
* M Trident 26.02.1 73832 #F Flex Unified ZONAL i,
* SAN TERENZHF Flex RS A 5o

EZZE Trident SAN i

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-san
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: "<project-number>"
location: "<region>"
sdkTimeout: "600"
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storage:
- labels:
cloud: gcp
performance: flex
network: "<vpc-network>"

servicelevel: Flex

Bl StorageClass

fitE SAN fGimfa, 83— 5|A google-cloud-netapp-volumes-san IX&hFZFHY StorageClass.

X Z G LB StorageClass FEX, MAEBEGH.

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-san

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes-san"
fsType: "ext4d"

allowVolumeExpansion: true

SPFHXHRFRE:

* ext4 (BIN)
* ext3

* xfs

@ SAN IRsHZRF (N2 $5F Flex IRSZ K5, AERRIET NAS BNEImEEL, I8 exportRules
unixPermissions. nasType. snapshotDir. 'nfsMountOptions #5453 EHEXMIKE,

ERE

ReadWriteOnce (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwo
spec:
accessModes:
- ReadWriteOnce

resources:
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requests:
storage: 100Gi
storageClassName: gcnv-san

ReadWriteOncePod (RWOP)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwop
spec:
accessModes:
- ReadWriteOncePod
resources:
requests:
storage: 100Gi

storageClassName: gcnv-san

ReadOnlyMany (ROX)

ROX HE MIEHX 2 5efEIMAE ReadWriteOnce B IS EHEH N 2%,

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rox
spec:
accessModes:
- ReadOnlyMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san
dataSource:
kind: PersistentVolumeClaim
name: gcnv-san-rwo

ReadWriteMany (RWX) — {X/R3A1R

2B Y “volumeMode: Block Bt 32 1F ReadWriteMany,

apiVersion: vl

kind: PersistentVolumeClaim
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metadata:

name: gcnv-—-san—-raw—rwx
spec:

accessModes:

- ReadWriteMany
volumeMode: Block
resources:

requests:

storage: 100Gi
storageClassName: gcnv-san

RE(TH
REMIFEZ N iISCSI LUN, HEAIZEEIML Kubernetes T34,
RE
* {EH iSCSI ¥
* TEXHRAENRIBREN
* | Trident ZEIEFEIE
* $3F%Fh Kubernetes 5 RIIR T
hiaiEs
Trident AL BAVRE X IFLU T ILRIEL:

* ReadiiriteOnce (RWO)
* ReadOnlyMany (ROX)
* ReadWriteOncePod (RWOP)

* ReadWriteMany (RWX), {X7E ‘volumeMode: Block BY= 37 #5

volumeMode 175

‘volumeMode' FEITHIREMEZRESL:

* Filesystem Trident &8 LFIEEH S,
* Block Trident MR & H G H AT NIRIGRIEE.
SRFAVIRIE
R google-cloud-netapp-volumes-san REIFEFECERIRSE 5.

* B
* MRR



* RfE
* Snapshot
* RN
RSN

oM GiB BEREITH

Google Cloud NetApp Volumes REBIERERTTEIEH. SHERHNBEMEL, XMFHELD T RZA IR
BRI

Mt 2w

* ¥ALIERRTEY 300 KiB BYFFEH
* FRXNEHFESIAL 107 MiB

HF Google Cloud NetApp Volumes X% % GiB 98E, Trident HafR el FHIK&EK/)VALH BT PVC iEK

* BiEKRHAKNEANET—TE GIB
* SRINERSMY 1 GiB 24X

w5

* PVC i53K: 100 GiB
* Google Cloud NetApp Volumes FEYFIAZA/)N: 101 GiB
* NAREFAIRAARTAZE: £ 100 GiB

Pod R4

X RGHERHBIIRE (RWO)

apiVersion: vl
kind: Pod
metadata:
name: app-rwo
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeMounts:
- name: data
mountPath: /mnt/data
volumes:
- name: data

persistentVolumeClaim:
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claimName: gcnv-san—-rwo

[FIARIZE (RWX)

apiVersion: vl
kind: Pod
metadata:
name: app-raw-rwx
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeDevices:
- name: data
devicePath: /dev/xda
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-raw-rwx

ERMERITR
FFF M Google Cloud NetApp Volumes BZEHRJ SAN %

* Trident 7£ Flex Unified 7R EIEIZEE TS (LUN),
* 7EAFRHAIE], Trident ¥ LUN BREFEIENT mB9EHNAH,
* TP R EFHAE, Trident:
° HRE iscsI Bir
° &ZI LUN
° B
* 08 volumeMode: Filesystem, Trident IRIEEERAMIGEHIEHT.
* MR volumeMode: Block, Trident REEIGHHIGHEZREL pod, THEENILIIER,

@ SAN SRERMEHAHXBEH BT NDIA, H—MREWZ I AiAEE (ReadWriteMany 5
volumeMode: Block) , MARFHXHFRANNEEHK,

HRECE Google Cloud NetApp Volumes [5if

7ZECE Google Cloud NetApp Volumes [gim 2 71, BEMRRFHEUTER,
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NFS = SMB &R

WMRZEEXREA Google Cloud NetApp Volumes EFUEER, WEE—LYRECEZ BEIZRE Google Cloud
NetApp Volumes F#£i# NFS 3 SMB %, E5IR "FiaZ /"

7EE2E Google Cloud NetApp Volumes [Gi 2 fil, IEHFREEFUTREA:

* {#F3 Google Cloud NetApp Volumes AR ACERY Google Cloud Tk, iE&I1# "Google Cloud NetApp
Volumes",

* &89 Google Cloud tKFHIB RS, EZH "IR5ITE ",

* BB NetApp Volumes Admin (roles/netapp.admin) fEH Google Cloud BREMKF, 1BEIR "S{HH0H
EIEAEHNE".

* 1R GCNV tKF B API ZEAX . 1BSIH "CIZRSS 1K 2 5A
* FiE, BB EFELELAR

BXUNME[%E Google Cloud NetApp Volumes A RITREVIFAER, B8R "IEE X Google Cloud NetApp
Volumes 8937 1RIANPR",

Google Cloud NetApp Volumes J5iffc & EIAN )
T fi# Google Cloud NetApp Volumes MIFiRECE IR, HEBRERH.

[RIHECE LT

B RIHE— Google Cloud KIFHFEESE, BEEMKIETEIREE, EaILUENXEMFMH.

B 5 BH E/NIN
version RLEH 1
storageDriverName FHERSHIZFF B R FR storageDriverName B9

BB TE /9"google-

cloud-netapp-volumes",

backendiame (FT3h) T BRI IR BT IRETRRF SR + " + AP
FSAN— 25

storagePools BFiEEELBNEENIEESE,

projectNumber Google Cloud tkFIBE %S, Z{E{iITF Google Cloud
P ERL,

location Trident 8172 GCNV % Google Cloud fii&., 7ERIE

2[X13 Kubernetes 5£85BY, £ “location' FElIERIER]
BATFEZ Google Cloud Xigf9T5 = Eit I T
H. BEXEMESTETINER.
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nfsMountOptions

limitVolumeSize

servicelLevel

labels
network

debugTraceFlags

nasType

supportedTopologies

EECE LD

WiER EININ

EH netapp.admin  fBH Google Cloud BRE
WP ar1 i, ©EIE Google Cloud i
FHEAXHER gson #RRARE (EFFEGEIEHEE
XHER) o Capikey WAEIELITRAVEER:
‘type. project ids client email.

client id. auth uri. token uri.

auth provider x509 cert url'#l
‘client x509 cert urlo

NFS HEEEBBEAITH
IMRFERNERNBTIE, MIgEXK. " (BOAER R ARREIHRIT

"nfsvers=3"

FEMNREENIRSZSHS. 4 flex. standard.

premium' 3 extremeo

EWHTENER JSON BRIAITEE
BT GCNV £H Google Cloud M4,

SRR E A RYIEIHAT S, M5,
{"api":false, "method":true}o. BRIFIETEHIT

E%Bﬁﬁﬂ‘%#%gﬁéﬁiﬁ’ﬂ S, SNAEERALE
I,

B2E NFS 3¢ SMB &8, EWA nfs. “smb'3f nfs
nulle IZE I null 2R3N NFS &,

R ER R AXYIR. EXFHAER,
BESIA £ CSI RFh, Fian:
supportedTopologies:

- topology.kubernetes.io/region: asia-

H}

eastl
topology.kubernetes.io/zone: asia-eastl-
a

TR LIERCE XM defaults B RIZHIFAINGECE,

28

=

exportRule

snapshotDir

snapshotReserve

unixPermissions

WiER EININ

MENSHAN, BHZER IPv4 "0.0.0.0/0"
HntAA SHNE S 2 IRYIR.

518 . snapshot B true, false (BRINTRRIBESEFR

FE. 2HIZE) NFSv3 B "false”
HREMERE B " (IEZRIAME0)
HER unix 1R (4 L) T ™

o
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THIERE
UTFRAIERTRAZSHEHREAMANENESEE, XBEXEHRNRESETTE.

v
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&/\EEE

XEENR/NGIRILE, BEIIAE, Trident EMECENMEFZEFELS Google Cloud NetApp Volumes BIFRE
g, HiSmEMNMETEEF—Mtd, BT nasType WEER, 'nfsBRIAMEER, EIHEN NFS &
1TEEE,

LIEMIMIFFI41ER Google Cloud NetApp Volumes H &R EAR, IWELEIFFIEE, BIELKT, EAIESE
BN BNESIRETINIEE,

@ 1B <id value> fl <key value> B NEHIARSIKF &R,

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"

private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:



https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod$40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

vV SMB EHECE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123456789"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident—-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

V {#F StoragePools I ESHAE

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:

private key id: "<id value>"



private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
servicelevel: premium
storagePools:
- premium-pooll-europe-westb6
- premium-pool2-europe-westb
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

v EHCHECE

EIREEEE RN NXHPENZNEMM, EBIHE storage BROHEN . HEEZ N IZRHARRSLIIN
FiEM, HEFBEE Kubernetes FEIERTIXLERFNFMEEN, EMEEER. EMATERTFX 9,
Flgn, ETIEBREIFR, performance F7&EHM servicelLevel REHATFX 73 EINAM,

BRI LU E—EERATE BIHNERGAE, HEES T EMAHRNEGAE. EUT R,
snapshotReserve Ml exportRule AYEFTE EINBRIEIAE,

BXREFEAER, BEE "EIH
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%$40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme
servicelevel: extreme
defaults:

snapshotReserve: "5"

exportRule: 0.0.0.0/0



v
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- labels:
performance: premium
servicelevel: premium
- labels:
performance: standard

servicelevel: standard

EFTF GKE HI=#TiR

LIGER GKE nH MR Trident BY, FIRRMEATIEAHBMDHITE M, HEI& apikey R TEHR
WEEE AR FREMH Google Cloud NetRpp Volumes IKnhiEFAEE, ME—RIXFIZE
‘storageDriverName . ¥F Nas (NFs ¥ sMB) B "google-cloud-netapp-volumes,
3tF SAN (iSCSIR) #H(FH google-cloud-netapp-volumes-sano

@ 3t google-cloud-netapp-volumes-san BRIIEFNEE DX IFEE Trident 26.06 THE
ShRA, SAN H=EM Flex Unified ZEEAMIAACHY, FEILIER servicelevel IKEN flexo

NAS IREhi2F (<code>google-cloud-netapp-volumes</code>)

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"'
network: gcnv-network
location: us-west?2
servicelevel: Premium

storagePool: pool-premiuml

SAN IXEHTERF (<code>google-cloud-netapp-volumes-san</code>)

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv-san
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: '012345678901"'
network: gcnv-network
location: us-west2
servicelevel: flex

storagePool: pool-flexl



v L ERRINGEE
Trident EFRIEX AT AX A TEAEHIBECE, tEIKECESTH supportedTopologies IREBF AT G
REKIFAXIFEATIR, EAEENKIFMXKIREX TS E Kubernetes SEEETI 52 AR HIXKIZAN I:iIﬂEIE
fto XERIFHMXIFRR AT UTEFELRPIRENAFETIR. W TSGR HNKIGM XN FENFiESE
, Trident RTE_ERKIFFXIFHBIiESE, EXIFMER, BHSRA "EH CSI RN,

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%91e5713aa
clientSecret: SECRET
location: asia-eastl
servicelLevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-b

T—FEAA?
SIEEREREXHE, BITUTHL:

kubectl create -f <backend-file>

BIEREBEMINEIERR, BETU TSR

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID

PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2fdl1£ff9-b234-477e-88£fd-713913294f65
Bound Success

MR EIHCIEELEY, NEKREEERR, Er]LU#ER kubectl get tridentbackendconfig <backend-
name> B LHRFHICEITIZITU TR SEREHETUREREA:

tridentctl logs

IR HEEREX GRS, &R LU EHHFBRIEIT create 5<%
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FHEREX

UTeEE LREmIEZR storageClass EXo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

£/ “parameter.selector FE&HITE MRl :

{8 parameter.selector, EAILUAEA StorageClass IEE A TFHREEMN " EIM" s EREBFIEMHE
X5 Ho

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=extreme
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: premium-sc
provisioner: csi.trident.netapp.io
parameters:

selector: performance=premium

backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes
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BAGHLNESMES, BEA IREREL,

SMB EHIE SR

{#H nasType. node-stage-secret-name ] node-stage-secret-namespace, HJLIETE SMB &FH
RHFTER Active Directory 18, ERIEBEAINPR/TANPREY Active Directory BB /2255 &R AT LA T 15 = M ER

25,

vV RS BT RINEREE
apiVersion:

kind:
metadata:

storage.k8s.io/v1l
StorageClass

name: gcnv—sc—smb

provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

A Smb A

csi.storage.k8s.io/node-stage-secret-name:

trident.netapp.io/nasType:

"smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"
v 1R EIERTRNNE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret—-namespace:

v 1 EERTRNER

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

" Smb "

csi.storage.k8s.io/node-stage-secret-name:

trident.netapp.io/nasType:

csi.storage.k8s.io/node-stage-secret-namespace:

S{pvc.namespace}

S{pvc.name}
$S{pvc.namespace}
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@ nasType: smb #F SMB HHIMAYTHI%ESS. nasType: nfs B nasType: null NFS HBYTH
i T

PVC & Xl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

IO PVC BREHE, BBITUTEHR:

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

gecnv-nfs-pve Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb79%9a213 100Gi
RWX gcnv-—nfs-sc 1m

73 Google Cloud NetApp Volumes ECE B9 =

Brip BEiEE Trident [FiHEEH1 PersistentVolumeClaim BT S B EH TR E, &
B LU{ER Trident 9 Google Cloud NetApp Volumes EZ& B &9 =

Lpu

BEiDERVF Trident BB EE, BopFIEEISIENEEESHIIBTER. XEETFMEMD, FRREFRETME
IHIREIER ERE.

Trident (XREERIENNABEIHEIRE, Trident 26.06 N Z4FMEC/EE N

e

Epubsi=

B0 BRIEAERIERE BRI EIEMN LR ERER. HEBIRREL AEMN, HABIRE

Yo
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I EERRES
NERBRBERSNERRBMDE.
SELUATREE: * auto: RIFHRIENEABENIE * none: BABHNE

RENKER

RARBIEEBIERET SR EFH ZAGARFIFENRESHRER Y. REDEREIKEN "auto' B, Fi&E

FRIRENREL

RRERE

[iS=PElEs

AUEZ N EERNEEEDDE:

* FEHSEE ER T M EPEERFIE S,

* £36E @id PersistentVolumeClaim ERRMN AT RS,

Trident \RIBE ML ENE X I BREBMECE.,

FCE MR
HEZMEREPENX THEREIZERN, Trident M AR

1. PersistentVolumeClaim ;&%
2. Trident [GixRECE
3. IFEMEINE

ERSMARTE XS EEBEERELINE,
Trident 26.06 Az 3FHITHEE
Trident 26.06 3% Google Cloud NetApp Volumes BT BEh5 EIhAE:
c EEEEEREERNZAEHDE
* 7£ Trident FIRECE P E X 5 B IREE
* £A PVC IREBEHERBMNENENL K
* NERBD ENERRE LR
Trident 26.06 AT FFHITHAE
AU TRIE:
* QIEEREREDTBIKE

* [/ Kubernetes B EXIM A EN D BHRE
* 1 Trident EENEEE TERZINVEBEND BIRE
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[EIRECE S

IUTSE7E Trident RIRECEFE X BERIB#I 0 EITH:

S WARIIT BiRR
tieringPolicy £ EHPEHEE ((auto'FH “none)
tieringMinimumCoolingDays &=

RS ERIRVIEERIRE CEE: 2-183,

ZRIAE: 31)
f£F PersistentVolumeClaim BN &R E =
TIFRERE
PersistentVolumeClaim #it;¥ R i FREBE BN BIRE,
rE AR
trident.netapp.io/tieringPolicy BEENDBEERE

trident.netapp.io/tieringMinimumCoolingD BHEZEMLEKEE
ays

Tf5: PersistentVolumeClaim FHEBEIHDEEE

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: auto-tiering-pvc
annotations:
trident.netapp.io/tieringPolicy: auto

trident.netapp.io/tieringMinimumCoolingDays: "45"
spec:

accessModes:
- ReadWriteOnce

storageClassName: google-cloud-netapp-volumes-auto-tiering

resources:
requests:

storage: 500Gi
1T/9F0BRE
BeE1TAH
* Boi BB NECIRE H#ITITEFN A,

* Trident EEREEGEANESD BECE.
s U BRFERRIGEN none i, B ATEISHZER,
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FE RS

* OB NAS % (NFS #1 SMB) A ZFBEmHD B
* & (iISCSl) A EZIFEMDE-
* Google Cloud NetApp Volumes fZf# A 701E Google Cloud /2B B E.

SFFRE
* tieringMinimumCoolingDays BNEXCEE: 2 F 183
* BOANME: 31

Bt E Google Cloud NetApp Volumes ONTAP & 72 {i#th

M Trident 26.06 75, ErILECEINE "ontap-san'#l “ontap-nas’[GimLA7E Google Cloud
NetApp Volumes (GCNV) ONTAP & FiEM_ ENEF(E, LhIngER AT R,

& LtkIHEERE Trident 26.06 RV AT INEE. WATNRINEER AT E~IF IR, FEXLH
’ (GA) Z g, 1EXIhgE. EE%#:&HJi##%ﬁﬁi?ﬁ&%“&iﬂ%o
TR

Trident EAIIBM ontap-san M ontap-nas WasizFiE4E, Hi@id GCNV {IEin=E&H ONTAP REST
o XM EEEEERTE GCNV FEER ONTAP %ﬁt%ﬁ*ﬂﬁﬁﬁﬁ%, EIHRFS Hi% ONTAP FinERER
RETIEMR. ONTAP iR ARSI NFFEIRIIEF. BRI LUEE A ontap-san & ontap-nas G40
genv BEEREHMNE N RIHEEETE.

FCE R 1Z U TR

PersistentVolumeClaim — Trident (ontap-san 3 ontap-nas) — ONTAP REST & ix — GCNV fXIE
— GCNV tHHY ONTAP 8%

SHRNALZIFHER
LHb 4% AT 55 bl 37 455 LA R Thige
* IX5h#ERF: ontap-san (iSCSI) #l ontap-nas (NFS 3 SMB).

 BERENEGEARIRE. BimvBRl. SCIZMMBRUUAIERXRE ONTAP REST o

* BHIEIHREL . Workload Identity Pool (WIP). ARZ51KF Z5$A#0 Application Default Credentials (ADC) [E]
-

UTABREBE T IR ATSEHEE

* ontap-san-economy. ontap-nas-economy # “ontap-nas-flexgroup IXEHFERF
* ASA r2 personality B&1%,
* ZAPI [EliR, ONTAP #RIU{XfEF ONTAP REST,
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ZECE ONTAP IRINGimZAl, BHEREEASUTHRMA:

* Trident 26.06 S E Sk,

* BARIBEMIERR GCNV ONTAP ERZ (i,

* BFARIEREN GCP IAM &R, ERFEMIFIR,

* @8 proxyURL. projectNumber. location'#] poollD'HIGiHACE,

* 3#F iSCSI SAN L1ER, BHTFEMT als iSCSI MZWERIAZM, BESH HELETAS

[Br=v=ry

ATridentBackendConfig FBE credentials, XF ONTAP 23, ZZHFH GCP RIEEHE, miF
ONTAP managementLIF/ username/ passwordo svm zriEf: &1 GCNV ONTAP =2 HgIE—1
SVM, HEBEEY, Trident 2 MMAHIREE,

ER Sl GCNV MERINARSKFIEIN: IFRFERALTF genv.apiKkey. “private_key #, SURFE{ITF
‘private_key _id'H, iFZ(H"Google Cloud NetApp Volumes EZ & =",

ontap-san /5l

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-ontap-san
namespace: trident
spec:
version: 1
storageDriverName: ontap-san
backendName: gcnv-ontap-san
credentials:
name: gcnv-sa-secret
type: secret
gcnv:
proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"
location: "<region-or-zone>"
poolID: "<pool-id>"

svm: "<svm-name>"

ontap-nas /5

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: gcnv-ontap-nas

namespace: trident
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spec:
version: 1
storageDriverName: ontap-nas
backendName: gcnv-ontap-nas
credentials:
name: gcnv-sa-secret
type: secret
gcnv:
proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"
location: "<region-or-zone>"
poolID: "<pool-id>"
apiKey:
type: service account
project id: "<project-id>"
client email: "<service-account-email>"
client id: "<client-id>"
auth uri: "https://accounts.google.com/o/ocauth2/auth"
token uri: "https://oauth2.googleapis.com/token"
auth provider x509 cert url:
"https://www.googleapis.com/ocauth2/vl/certs"
client x509 cert url: "<client-x509-cert-url>"

apiVersion: vl
kind: Secret
metadata:
name: gcnv-sa-secret
namespace: trident
type: Opaque
stringData:
private key id: "<private-key-id>"
private key: |

251 870 private key'B{ ‘private key id'JAAN “TridentBackendConfig spec
’ ——CRD SHELE(], /A ontap-san, HFAMERE genv TR HITIREFE,

svm: "<svm-name>"
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== Authentication
Trident resolves credentials for proxy access in the following order:

Workload Identity Pool (WIP)
Service account key
Application Default Credentials (ADC)

For this Tech Preview, use the following practices:

* Prefer Workload Identity Pool where it is available.

* Do not embed raw private keys in version-controlled backend files. Store
credentials in a Kubernetes secret.

* Apply least-privilege IAM scoping to the service account.

== Validation and initialization behavior

Trident validates an ONTAP-mode backend during initialization and fails
fast rather than partially initializing.

Backend initialization fails if a required "gcnv' field is missing, the

driver is unsupported for ONTAP-mode, or credential resolution fails.
== Known limitations

* This feature is a Tech Preview. Behavior and the supported matrix can
change before GA.

* ZAPI fallback is not used in ONTAP-mode.

* Protocol and node-readiness requirements still apply. For example, iSCSI
workflows require the node-side prerequisites described in

xref:{relative path}../trident-use/worker-node-prep.html[Prepare the
worker node].

* Existing ONTAP and GCNV environment constraints still apply.

== Upgrade and compatibility
ONTAP-mode is opt-in per backend through the “gcnv' configuration block:

* Existing non-GCNV ONTAP backends are unaffected.

* Mixed deployments that combine direct ONTAP backends and ONTAP-mode
proxy backends are supported through backend-level configuration. Each
backend is configured independently.

* To stop using ONTAP-mode, remove or replace the affected backends. No
global switch is required.

== What's next?



Apply secret before TBC; use "kubectl apply and "-n trident  to match

examples.

At & NetApp HCI & SolidFire [Sif
T BRAAITE Trident LA EIZEMFER Element [GiHo

Element IREHEFFAEE

Trident 12 “solidfire-san' FEIRCHIZF R EEEHBE, FFRIIAIIRINE . ReadWriteOnce (RWO)
« ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

‘solidfire-san’ TFERIFERZHF file M block HBIRW™. WF “Filesystem’
volumeMode, Trident BIE—NMEHEIE—MXHRES. XHFRFEEH StorageClass
18R

IXEhiZR i VolumeMode T HEBVIHEIET TN H RS
solidfire-san iSCSI 3 RWO. ROX. RWX TITXH&RS, FRIAR

. RWOP 15
solidfire-san iISCSI Filesystem RWO. RWOP xfs, ext3, ext4d
AR =]

LI Element [5in 2 Bl, EFEHNIT FHIER(F.

* i&1T Element SM{EMZZIFEH RS
* AIEIEEM NetApp HCI/SolidFire ¥ & &8 REiFEF B P HIER,
* FiB Kubernetes worker TI m &8N ZEEMENAY iSCSI TE, 1EZI% "worker TR EREE"

[5 i EC B 1T
BXEIRECEED, 1S TR

S iR 2RIA
version LIRS 1
storageDriverName FHEREHIZRF B R FR S22 "solidfire-san”
backendName BE X B F TR "solidfire_" + 7Zfi& (iISCSI) IP #it
Endpoint BEHHEFEIEDN SolidFire 81y

MVIP
SVIP 77f% (ISCSI) IP H#uttFN RO

53



28 WiER BRIA

labels ENAFEHER JSON BRIFE ™

TenantName %ﬁﬁﬁ AR (RIKEINEIZ

InitiatorIFace % iSCSI mEMRFIFMFEENZEO "default”

UseCHAP {558 CHAP %f iSCSI #/T&#%  true
iE, Trident £/ CHAP.

AccessGroups EfEABIAIRILA ID FIR BB A trident"BYiA18)£BAY ID

Types QoS #E

limitVolumeSize MRFEBRWEXNSTFULE, WEE " EROANER TARREIHIT)
BRM

debugTraceFlags WEEHERIERNERITS, fl =

, {"api":false, "method":true}
) PRAFEEHITHISHIRH R EIF AR B TR, SNAZEEM debugTraceFlagse

il 1 EE=MEXEN solidfire-san RiiZFHEIHECE

WRFIETRT —MER CHAP SHWIFHEAIETE QoS HIEX =MEREHTRIEN G XH. ARG, FREY
BE={EF 10PS storage class S EX BEFEREHFIHFMEZ,

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minTOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
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- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

5 2: BEEEINHE solidfire-san RhiE I EiRMFEEERECE
R R T EREIHELE B R IHE XXX U5 | FHE(TH StorageClasses,

Trident 7EECE TG fFiE_ERVRE EHIRIEiRTFENE LUN. NAEER, FHEERERAUANESMEMNE XIS
» HRRIRENEHRITHH,

ETEERNRAEHREXXHS, NFFEEFEBILE THERRIAE, 1§ type IREN Silver, EHBTE
‘storage’ BB HEN . TEMTRAIF, —EEFEBIRETBEMRE, —EHBEET FmIKERNIIAME,

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minTOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-1l-cluster
region: us-east-1
storage:
- labels:
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performance: gold
cost: "4"
zone: us-east-la
type: Gold
- labels:
performance: silver
cost: "3"
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: "2"
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: "1"

zone: us-east-1d

LUF StorageClass EX 5| LEREMAM, A parameters.selector FE&, & StorageClass JAARTATF
RESHNEMN, B8AEBPMERIMHAE XA HE.

%5— StorageClass (solidfire-gold-four G RIE—PEMM, XEW—REESMEEN, AR
Volume Type QoS N Gold, Exf5—" StorageClass (solidfire-silver JAREAIREEEMEENFE
Mo Trident ROREEZFM MM, HARKZEFEER,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold; cost=4

fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=3
fsType: ext4
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: performance=bronze; cost=2
fsType: ext4

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver; cost=1

fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver
fsType: extd

ERESEL
- "EiiEE"

ONTAP SAN IREHiEF%

ONTAP SAN IXcpiZ=#iR

T #230{A{ER ONTAP # Cloud Volumes ONTAP SAN IRGHIZFECE ONTAP fSif.

ONTAP SAN IEohiEFiE4iE B

Trident IR LAT SAN fFEIRTHIZFLAS ONTAP REB(E. ZIFHIFIRIRERE: ReadWriteOnce (RWO)
« ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),
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IXohizF Y volumeMod 7 #5YifRIIET TN RS
e
ontap-san iSCSI SCSI RWO. ROX. RWX. RW EXHZRZ; [RiaRIgHE
over FC OP
ontap-san iSCSI SCSI Filesystem RWO. RWOP xfs, ext3, ext4
over FC
ROX #1 RWX IEX R Z:
SR TAATAH,
ontap-san NVMe/TCP 14 RWO. ROX. RWX. RW EXHZRZ; RiaRigHE
OP
BHBIA
NVMe/TCP
HEMFR
=818
ontap-san NVMe/TCP Filesystem RwWO. RWOP xfs, ext3, ext4
BB ROX #1 RWX EX R4t
NVMe/TCP SRR AT,
HNEMER
EI,
ontap-san-economy iISCSI R RWO. ROX. RWX. RW ITXH#ZRZ; [RIAHRILEHE
OoP
ontap-san-economy iISCSI Filesystem RWO. RWOP xfs, ext3, ext4d

ROX #1 RWX TEXH &%
BRI TR A,

* (REFERFAESERRBE T 215 ONTAP E[EFI'BY, A {#H ontap-san-economye

s (NLHTHERFA BFERAHS T 275 ONTAP E[RFH|" B 7AERA ontap-san-economy " IR
ohiZFBY, A fEA ontap-nas-economys

=5
* NREFTEEBLIERIP. REME LB, B7ER ontap-nas-economye
* NetApp FEZINFEFRE ONTAP IRchiZFEH{ER Flexvol BngK, BR7T ontap-san. {EH—
TR, Trident ZHRHMERIRBREFHERMY E Flexvol &,
BFR

Trident Z7ZE2LL ONTAP ¢ SVM BIEGHBE1T, @EEH admin' €8 HF 3 'vsadmin'SVM BF, AE
HERAENARZMBAF, ¥F Amazon FSx for NetApp ONTAP ZFE, Trident &1L ONTAP B SVM 18
RNBMET, EREE fsxadmin' B ‘'vsadmin'SVM B, XEEHEERENAEZBAF,
‘fsxadmin' AP & EERAFPNERE R,

WRFEA 1imitAggregateUsage B8, NHFEHEEIERAMNPR. & Amazon FSx for NetApp
=p=s ONTAP 5 Trident £& AN, limitAggregateUsage BEAFIERTF vsadmin
fsxadmin PP, MRIETE LS, IERERIK.

SBIARILATE ONTAP gl Trident IXEHIZF AT LAERRNEARGIMENAE, ERNIFENZF R, KSR
B Trident AL NE EEIRIEM API, XESARTEEREESHZ HTE,
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NVMe/TCP BYEMF EZE
Trident S2353EZ K 14E72(%28 Express (NVMe) 1Y, A "ontap-san IRohiEF, €3E:

* IPv6

* NVMe HHIIRIBI 522

* A% NVMe BRI/

* S\TE Trident Z5MIEERY NVMe %, LUE Trident AT ABIEH £ e A HA
* NVMe REZBE

* K8s M A LA X H (24.06)

Trident A3 #F:

* NVMe Z#1 % #5#9 DH-HMAC-CHAP
* IR EIRGTEE (DM) ZER1F
* LUKS m#&

&% 1Y ONTAP REST API %#% NVMe, ONTAPI (ZAPI) R3z#5 NVMe.,

Y% @ ONTAP SAN IRFNiEF AL B Gik
T fiR{EFH ONTAP SAN IRGHIZFECE ONTAP [GisBYE R & 19 18 1EEIR,

2K

JFFrE ONTAP /5i%, Trident ESRZE/DE—PMEREDEL SVM,

"ASA 2 R4 EHEFEENIIM ESHM ONTAP 24; (ASA. AFF #1 FAS) BFfFRRE, 7
#E  ASARR R4H, FREFHEAIARMARRS. BSN "I FREXE, THINEE ASA2 RE
5 SVM BERE.

BiEE, BEALUETE N RER, HEIEER— RSB — T FESE, 5180, EeILUEE—1 "san-dev
, ZEERA ontap-san' IREHFEF, UUK— san-default' 2§, ZZEER “ontap-san-economy EKENERF.

i Kubernetes TETI SER A LEEMANAY iSCSI TR, AXiFMAEE, 587 "EETIEDS"
%t ONTAP Fis#H1TH P IIE
Trident I2{HFRFN S 910 ONTAP FiHHIER .

s HFEE: BEEFRENERN ONTAP AFPNEAR ZNZE, BV ERATMEXNZL2ERAR, 80 admin’
g}, “vsadmin' LIRS ONTAP FRASHIRAFEA M,

* EFFEH: Trident A8 LUMEAGIHLEMNIERES ONTAP &R HTIEE, LA, BiEENXMAEE R P imiE
F. BTGNS CAIFBHY Baseb4 4miZE (WRER) HHE) .

ERIUEHMNE RiRUEETEENETIERNGEZERER, B8, —RIGHF—MEHRIESE. BUHRE
Bt S MRS %, SANEHREERRIFINET %o
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a0 ?jg%@z’%—fiﬂ%#*ﬁﬁ%ﬂiﬁ%*, N SR eIZFRK,

&

i\
BRETEENS B

RNEEXAFRET SR HRIES

BIAE,  admin 8 “vsadmin. XAR T 5FKE ONTAP MRASHIEBIFRAM, XLEMRZASAT
Trident RRZS{EFEYINEE APl, BILIBIRBENXZEERABHS Trident —LfER, ERERIGIEFM,
I EIRE X W R

Trident FEM SVM SEE/EEEENEERIRMENRE, UES ONTAP Fin#iTEE. BERTE. EX
YAML

ab A/ N\

Hbz:bj$ﬁ5§

version: 1
backendName:

ExampleBackend
storageDriverName:
managementLIFE:

ontap-san
svm:

10.0.0.1
svm nfs
username: vsadmin
password: password

JSON

"version": 1,
"backendName": "ExampleBackend",
"storageDriverName":
"managementLIF":

"ontap-san",
A Svm" .

"10.0.0.1",

"svm nfs",
"username":

"vsadmin",
"password":

"password"

BiLE, BIRE

Vi KE

Z1& 7 Kubernetes 13, SIS EHG
Kubernetes/{ZiEEIE R 1T,

XEFRUAN AR FENE—UE, EmtlEE, AP A/ZEEA Basebd #H1T4HIG, FF
ImENE—

=5

FETHRERENIE. Hlit, EB—MIREERIRIE, B
BRET IR M IIIE

MM ENGEET LUERIEEHS ONTAP GBS, BHEXPEE=1ESH,
* clientCertificate: 2 imIEHHY Base64 4Ri3E,

* clientPrivateKey: XBx%& Fi% A1) Base64 whi3{E,

* trustedCACertificate: ={=1EHI CA B Baseb4 wmiZ{E, MMRERAZEERN CA, MAMIREHLILSE,



NRARFEAREER CA, METLIBBRILIGE,
HANTERIZEEUTI R,

p
1. £EREFIRIEBMNER. £RE, BABEE (CN)REANEHITTEHIIEN ONTAP AR,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. BRIEER CAIEFHARINE ONTAP &8%, XAIReERFHEERMIE, NRKEAZEMEN CA, WA
B,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver—-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. £ ONTAP &8 FREZFIHIEHMESR CRELE 1) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

P BTSSR, ONTAP IRRENIER, fMEPE 1 b4 k8senv.pem XHERE, AR
: I\ END AT L3,

4. 5\ ONTAP Z2ERABXZR cert SHRIES %,

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

5. EAREMMIERNIR B HIIE, ¥ <ONTAP Management LIF> F1 <vserver name> &#tAEIE LIF IP #
SVM £ #F,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp

xmlns="http://www.netapp.com/filer/admin" version="1.21"
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vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. {#FH Base64 HEFH. ZFAFMEIE CA IEPH#HITHRD,

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERAMN E—TRENVEEIRER.

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femmmmmmmma== R e fessssssssssssesessosssssasssssssasaaaa
e e i

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

freccmemamme== frommoesmesa==a=== R
fe=m====s e +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

e femsmeesesas===== fems=ssmss=sssesessososassssssssssssa=s
Fommeomoe e +

BB HIIES A TR

R AEMIE Bin U ERREN S HIRIE A AR R R, XAIUWmIE: AILUSERRARB/&ZBNGE
IR EFTAERIER; PTLUSERIEPNERERAE TR R/EE, Altt, SHmRIRENS MRS EH
A B R IIES . REFEREHE backend.json X, HEFEEMIT tridentctl backend update
FREREVS R,

cat cert-backend-updated.json

{
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"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e et fememmesessess==== fess===s=s=sssesessososassssssssssssa=s
Fommmomoe S +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fmmmmm e fommmmmmsene e fmm e e e e e e e e e e e
e fremememmas 1

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

N emememessessee== freesmsseee s e me s s s e s e e e e
f======== fEmmmeme=s F

RIAZIEN, FEESERNNELEN ONTAP EBFMEIE, AEHITEREM. I
#iE %EJL)LF?-]JEI%F%BD%/PE%O AREMERUERIES, Z/FRTLM ONTAP SEE5FRlERIRIE

FERASPENERIRENIAR, BARREMZEEINEER. MIINERENKREA, Trident AJUS
ONTAP [Gim@{EH A IER KB ERIE,

73 Trident €} ZBE X ONTAP A&

TR LUERREIREIZE ONTAP £8 A6, XEFEMALER ONTAP BIESIABIE Trident FHITIRME. £

Trident GiRECEFESHEF Z6Y, Trident FEHERIZER ONTAP E£8 A ERAITIRIE,
BXOE Trident BEXAGHIFMEE, BB "Trdent BEEX AEEREE
{§£F ONTAP CLI

1. ERUTHLtIRTAG:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

2. J9 Trident BFRIZEBFZ:

security login create -username <user name\> -application ontapi
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—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_name\> -comment "user description"

3. BRBMNIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

£/ System Manager
7 ONTAP System Manager FHITIU T :

1. SIEEEXAE:
a. BEEHLFICIZBEX AT, 151EE Cluster > Settings.
(3) EE SVM LFeIZEBEX AT, 1HEFE TFE > Storage VM > required svM> i&E > A
FHIfat*,
b. %% Users and Roles SZiARIESLEIT (—)o
C. 7£ Roles Ti%#F +Add,
d EXABRNMNHEE Save,
2. BAEMEE Trident BF: + B AFRMAG TIELHITUTSE:
a. %% Users THYRMMENT +o
b. EARFRENRAF A, SAJG7E Role THI BHRFE— M AE,
C. i Save,

BXEFMAES, BERLUTRE:

* "ATEE ONTAP WEEX AR "EXBHEXAE"
* ERABNAR"

{EFA @ CHAP I8iFiEH:

Trident AJ LU “ontap-san'#] “ontap-san-economy IXEIFEFAIXNE CHAP X iSCSI RiFH#HITE PRI, XE
BERHENXTEA useCHAP ET, HIZE AN ‘true B, Trident ¥ SVM MBGAB IS L 2B ENNE
CHAP, HMEHXHIRERF BFMZRE, NetApp BiIERANE CHAP RIEIEEE, 152 TERERG):

version: 1
storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135
svm: ontap iscsi svm
useCHAP: true

username: vsadmin
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password: password

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

“ useCHAP BHE—MR/RIEM, REERE—R, FRINZEN false. BHIGEN true fa, TEF
= N
HigE A false,

[

FRT useCHAP=true Z9, BHEXFEMHMNEE “chaplnitiatorSecret.

chapTargetInitiatorSecret. 'chapTargetUsername'#] chapUsername FE&, BlIEREIRGE, BJLUES
i&17 “tridentctl update SRE X Z Ao

TRIRE
B IZE "'useCHAP A true, TFEBIEGIET Trident EFMEEIR LACE CHAP, HPEHEUTRA:

* £ SVM LigE CHAP:

° YN8 SVM HENIAB IR L2 LA N none (FHUNIEE) *F*EFHRETNIIZEER LUN, Trident IFERIA
ZEEANGE N CHAP H4EAE CHAP Bai2s N BirAP 2/MZE,

° 1R SVM B5 LUN, Trident EF=7E SVM LEA CHAP, XAJHRY SVM EBEF7E8Y LUN BYifIA]
RZBRE,

* ECE CHAP Balsf IR BIrAARMEN; XERTMAERIKREEREE (WLFAR) -

SliEEiRfE, Trident 81EEMNEY tridentbackend CRD, 3% CHAP secrets F1FF & 129 Kubernetes
secrets, H Trident 7EItL/5i% L EIZERIFRE PV #RHEE CHAP #ITHEFHMIEE,

RHEIEA B ER

&R LUBIE B HT backend. json XHHH CHAP SHREH CHAP &1, XEEEFH CHAP Zi3HEA
tridentctl update AF<RRMIXLEER,

ase  BWUEILAI CHAP ZHEEY, WEEM tridentctl REF ik, 757115 ONTAP CLI 3 ONTAP
== System Manager SRR LRVEHE, EH Trident ¥ LEREUXLE L,

cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
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"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

}

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

e e — e
F—— e +

| ontap san chap | ontap-san | aa458f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T

o fmm e —— e
- o +

MAEERAZEM; R Trident 7£ SVM LE# 7 EHE, ENRBRSRIFEIIRS. MEREREMIERE
, MAEERRSRINEIINS. BAMEMEZIBN PV SR ElEAERNRE.

ONTAP SAN fg & &I F1 45

832 ONTAP SAN IRGHFEFFHTE Trident ZEHER. ATIRESIHE BRI EiH
BRE1 3| StorageClasses HIIFAE R, "ASA 2 24" T HFMEEMNSSI F 5HE M ONTAP
4t (ASA. AFF # FAS) BFifE, XLEERSTMELSHNER, BEAEERER
o "TFHT R ASA 2 ARG S5HEM ONTAP R ZEINER", 7E Trident FIRECER, T
TR ASAr2, HIZERER ontap-san'E/Y “storageDriverName'BY, Trident
=B ASA r2 SiHE M ONTAP R4t, ELGIRICESHAERT ASA2 R4, WIT
RF o

&F ASAr2 A4 XZHF ontap-san WEhiER (BB iSCSI. NVMe/TCP 1 FC 1Y) »

[ imEC B T

M 26.06 RZA&FF5, ERILUSA ONTAP HERE, LUE ONTAP AMERERERES, BXEXRMRG, BESR"
£ ONTAP [FiRAVIYEME",

BXEHEEER, BFERNTE!

S PiBA ERIA

version REE 7 1

storageDrive 7EMEIRCIEFIIRT. CIRELEEN. BEEMISE ontap-san 3 ontap-san-
rName ’ AIBIEE— TRV i economy

backendName HENXZMHFEGIH IXCHIERFRBFR +"_" + dataLIF
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gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

encryption

luksEncrypti
on

tieringPolic
y

nameTemplate

SEE A

Lz

ZHRNENEDER QoS A, AENEME G
1%4% qosPolicy 5% adaptiveQosPolicy FIBI—1, 7E
Trident {5 QoS REZLAFEZE ONTAP 9.8 HESIR
A, ENZERIEHRE QoS FRAE, HBFRIZERA
BMNVATEMNMERES. 2= QoS HKERAZBFIHIT
FrE LIEH S ETEMN EIR,

ZHRIENE DR EIER QoS HKi&H, AT 1ZME
A/ SimiERE qosPolicy 3 adaptiveQosPolicy FIEY—4

NRBEREBNEN AL, 57079 ASA r2 ZSHETE.

I ME R IR 722

£#E LB NetApp BINZ (NVE); ZRIAH

falseo WMEER EREFFIHBHE NVE 7 8EFA
%I, MNREFIHBAT NAE, NI7E Trident HECE
HEREEIEER NAE, EXiFAEE, 5219

: "Trident #1048l 5 NVE #1 NAE B2&1ERA"

B LUKS 1%, 1555 " Linux Unified Key
Setup (LUKS)"

£/ "none" IR EHREE RE S ASA r2 RAIEE.

BT eIZBEXERMRIER,

UTRENXTBRIMERRHB:

version: 1

storageDriverName:

managementLIFE:

svm:
username:
password:
labels:

k8scluster:

ontap-san
10.0.0.1

trident svm
admin

<password>

dev?2

backend: dev2-sanbackend

storagePrefix:

alternate-trident

debugTraceFlags:

api:

false

method: true

defaults:

spaceReserve:
qosPolicy:

spaceAllocation:

volume
standard

'false'

EININ

"0" 40 snapshotPolicy A
"none", E{)ﬂ\u% "

"false"

"false" YNRISE, MXTF ASA r2
AFIZEE N trueo

"3F ASAr2 B4, ®EN

falseo
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snapshotPolicy: default

snapshotReserve: '10'

3 FER “ontap-san EKEHiEFRIRIFRE L, Trident 1A FlexVol EIYMENN 10% HNBEELURHK
LUN 7oE3E, LUN B#ZEBREFE PVC FIEREEIAR/NHITEE. Trident A FlexVol 1&g/
10% (£ ONTAP RERATAKN) . BRIETLERESEFMEKRNATRARE, ILEXIECIRR
IE LUN AR, BRIEATATEIEWHTEFIA. XFERTF ontap-san-economys

IHFENX snapshotReserve BfGiH, Trident ITEERR/NIOT:

Total volume size = [ (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 2 Trident 7~INZE) FlexVol LAB 4K LUN TTEIERIEIIM 10%0 FF snapshotReserve = 5%, H PVC iEX
=5GiB, R{&FEAk/\N 5.79 GiB, aTHAA/N 5.5 GiB, ‘volume show 58S N B LU TF LU T RAIBER:

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded4_979d_034d54c39574

online RW 18GB 5.00GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_951la_@Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

881, NIBEESEAMITENE—TSERREEXR]

&/ NECE A

UTRAIETRTHAZSHESHREAMRANENEREE, XBEXERNREET E

WMRIETE Trident F1EFH Amazon FSx for NetApp ONTAP, NetApp i LIF $#5E DNS Z#F

L EHR2 P ik,

¥ ONTAP SAN R4
XZfFEH ontap-san B FHEREE,

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend

username: vsadmin
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password: <password>

¥ MetroCluster ;=

1R

150

AILECE RiR, LOBRTE "SVM E 7

E" BRI TUHRAIR S FEh B SR E Xo

FFILELNRMYIE], £ managementLIF 8 SVM HEE svm B8, #la0:

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

¥ ONTAP SAN 5%

vE

version: 1

storageDriverName: ontap-san-—-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

TR S B IIERG

EHEARRE RGP, clientCertificate. clientPrivateKey #l trustedCACertificate (A]

1%, MNRFEAZEER CA) EFRTE backend. json B, FHRFIKRAREF

base64 mF3{E,

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJIJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz

Vv XY@ CHAP =5l

IIEH. FAIAFMRS(E CAIEBRY
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XLERGIBIE—NTiE, EF useCHAP IRE N trueo
ONTAP SAN CHAP =l

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin
password: <password>

ONTAP SAN economy CHAP =l

version: 1

storageDriverName: ontap-san-—-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

v G E A

tERBIE A ONTAP A&, LUE ONTAP NHTEIRIERE, HENEFE ONTAP 9.19.1 SiESZA. &
KIFMER, 1BSH EH ONTAP [FinHVHERE",

version: 1

storageDriverName: ontap-san
backendName: san-balanced-placement
managementLIF: 10.0.0.1

svm: svm iscsi
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username: vsadmin
password: <password>
useBalancedPlacement: true

¥ NVMe/TCP {5l
AZTE ONTAP [Gis FEEE BB NVMe BY SVM, XZ NVMe/TCP R A FiRECE,

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: sSvm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

v EF FC 9 SCSI (FCP) Rfj
TUATE ONTAP [Sif LECEH FC B9 SVM, X2 FC MERFIHECE,

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true

V #7%A nameTemplate H/GiHEZ B {5

version: 1

storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svm0

username: <admin>

password: <password>

defaults:



nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\
lume.RequestName} } "
labels:
cluster: ClusterA
PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

V formatOptions 7~fjl, JEFF ontap-san-economy IX&HIE/F

version: 1
storageDriverName: ontap-san-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:

method: true

api: true
defaults:

formatOptions: -E nodiscard

BAEI B ERTE

EXERAIFHE X XHFR, NPIBEEFHEMISE TIFENEIAE, F190 spaceReserve A none.
spaceAllocation /A false fl encryption /U false, FEINMTETEEERDHE Mo

Trident 7E"Comments"FEE RIS B BT, BT FlexVol # S8, Trident EECE MG EM P ZEENRE
IS EHEFES, NAERLEN, FHEEEBERATUASNENEE MITE, HIRITEE#HTIE,

EXLERfld, —LEFMEETECHN spaceReserve. spaceAllocation 0 encryption B, m—L
MEBEET EIAME,

¥ ONTAP SAN R/l

version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin
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password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "40000"
zone: us_east la

defaults:
spaceAllocation: "true"
encryption: "true"

adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: "20000"
zone: us_east 1b

defaults:
spaceAllocation: "false"
encryption: "true"

gosPolicy: premium

- labels:
protection: bronze
creditpoints: "5000"

zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"

¥ ONTAP SAN 2554

version: 1

storageDriverName: ontap-san-—-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz



username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_ economy store
region: us east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us _east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"

zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"

¥ NVMe/TCP {5l

version: 1
storageDriverName: ontap-san
sanType: nvme

managementLIF: 10.0.0.1

svm: nvme svim
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username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:
spaceAllocation: "false"
encryption: "false"

¥ iEimBRETE| StorageClasses

LT StorageClass & XiESH[EE Bt EmRG], £ parameters.selector ¥, & StorageClass
EEMLE BT ATHRES. SUEEEMEEIURENXNEM,

* The protection-gold StorageClass M54ZE] “ontap-san’ [FIRAIE— N EMM, XEM—IRHEESRFRP
ppih

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* The protection-not-gold StorageClass BR§1E| “ontap-san [GiHEYE —MIE =N EB, XL EMH—
REERUIMRIPLRA BT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* iZ app-mysqldb StorageClass M§1Z! “ontap-san-economy [5imHI5E =N EIM, XZEM— mysqldb
LR REFREFENEREN,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* The protection-silver-creditpoints-20k StorageClass M§4%] "ontap-san' fGimAYE — N B,
XEM—IRHEERR LRI 20000 FR53EIH,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* The creditpoints-5k StorageClass BE1Z! “ontap-san f5imAYSE =R AD “ontap-san-economy’ /5§
IHAY BN I, XEEEMHE—IHE 5000 M5 R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* The my-test-app-sc StorageClass M5JE! ontap-san BapiZFHEE sanType: nvme Y testAPP
EAt, XEMW—RMH testapp A,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io

parameters:
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selector: "app=testApp"
fsType: "ext4d"

Trident JREZEFP NN, HHRFRBEFHEER,

ONTAP NAS IRX&hiEF
ONTAP NAS IXohi2 ik
T #2AN{a{ER ONTAP #0 Cloud Volumes ONTAP NAS IRGHIZFECE ONTAP 5.

ONTAP NAS IEriiEFiEdiE

Trident 12 LA T NAS ZEIRTHIZRF LIS ONTAP &£EHEE. ZIFMIAIRIERE: ReadWriteOnce (RWO)
« ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

IXohiZF Y volumeMod #FHyIAEJIET TN RS
e

ontap-nas NFS SMB Filesystem RwWO. ROX. RWX. RW ", nfs, smb
OP

ontap-nas-economy NFS SMB Filesystem RwWO. ROX. RWX. RW ", nfs, smb
OP

ontap-nas-flexgroup NFSSMB  Filesystem RWO. ROX. RWX. RW ", nfs, smb
OP

* XS TFRHRR A SRS T 5255500 ONTAP ERH"BY, ZfER ontap-san-economyo

* (REFERFAESER RS T 2150 ONTAP E[REFI"BEFX/EFEH ontap-san-economy " K
shiERPBY, 7R “ontap-nas-economyo

=
* MREFTITREMERIP. REMEKEEYE, 1E701EA ontap-nas-economyo
* NetApp FEINTEFRE ONTAP IRchiZEHR{ER Flexvol B, B&R7T ontap-san. {EA—
MERRTE, Trident SHFERARIBREHAEN M R Flexvol &,
ARFRR

Trident 2L ONTAP % SVM BRGNS HE1T, BEMER admin £8HEF 5 'vsadmin'SVM BBF, AE
HEAENARRZTIEF,

3+F Amazon FSx for NetApp ONTAP 8, Trident &2 LA ONTAP =% SVM BB RN B BT, FHEE
“fsxadmin’ AP X “vsadmin'SVM B, SXEBMERABNARBTHNAF. fsxadmin' AR EEHEEGRAR
HNERE R

NRMFEA limitAggregateUsage B, WEHEBEEBEIEGNR, & Amazon FSx for NetApp

&F ONTAP 5 Trident £& AN, limitAggregateUsage BEAFIERTF vsadmin
fsxadmin PP, MRIETE LS, ILERERKIK.

SBIAPILATE ONTAP gl Trident REhiZF A LAERNEARGIMENA R, ERNIFENZFR. KSR
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AH Trident RAAXNE EFIREM API, XESARTISHMERS 5Z HEE,
&R ONTAP NAS K2 FECE fFin

T fi#{FEF ONTAP NAS IXEhiZFECE ONTAP FimMIEXR. BHIRIDETASH R, M
25.10 hRZA<FF44, NetApp Trident 235" NetApp AFX TZER 4", NetApp AFX ZERSKS
Hfth ONTAP %4t (ASA. AFF #l FAS) EFMHENKLINAEEFARF,. 7E Trident [Fif
EEER, THIEEENRAR AFX. HIEHEE ‘ontap-nas'{E/9 “storageDriverName' B

, Trident = Baptaill AFX R4,

#iE AFX RGN Hs “ontap-nas' IREpERF (A NFS thil) ; A3 SMB thile

2K

* XFFRE ONTAP [3if, Trident EXRE/LDE—NEBREDHEL SVM,

* ERLUETZ2 N RoiER, HEEBER— MRS — 1 E#ESE. Fl, B UEEE—MER ontap-nas IK
EHAZFHY Gold ZF1—MEFA “ontap-nas-economy IXEHFZFHY Bronze 25,

* FiB Kubernetes worker TI R &8N NEZ N NFS TR, BXEFEMER, 55NW "L,
* Trident 323535 SMB HHEHEHFE Windows T &= _FIZ{TH Pod, BXFMAER, 1551 £&AE SVB
o

% ONTAP Fis#H1TH P IIE
Trident $I2{HFRTN S 9 I0IE ONTAP FiHAIER .

c ETFER: EXFEX ONTAP BinHEBNIR, BINFERSMENXZEERABXREIK,, Fla
admin'8 ‘vsadmin, RS ONTAP WRAEHIRAFZRA .

s BRI EXFTEERHRTEIES, Trident 885 ONTAP £8#HITEE, b, BHEEXMINEER
FimiE$H. ZEMEES CAIEPH Base64 RIBE (MNRFEH) HE o

ERIUEHMNE RRUEETEENETIEBNGEZERER, B8, —R{GHF—MSHEIESE. BUHRE
Bt S MRS, SN EIHREETRIFIET %o

ot ?E%@z’%ﬁtﬁf#*ﬂ%ﬁ%ﬂiﬁ:ﬁ*, NEREIBBERK, BRNEEXHRRMT S PEHIIES

[

BRETRENSHIIE

Trident FE M SVM SERE/EFCENEEREMENE, UES ONTAP FRH#ITEE. BINERTE. FENX
AT, fadmin 8 "vsadmin. XHIRT 5KE ONTAP AR MAIFRBMY, XERARIGESAFFRE
Trident hNRZASfEFRRYIZHAE APl, AJLIRIZBEEXZ2ERABHS Trident —EEfER, BARERINXEF M.

Tl RE X 30 TR

YAML
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version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

A A

svm": "svm nfs",
"credentials": {

"name": "secret-backend-creds"

BicE, EREXEEREUAX AT AFENE—UE. SReIEGE, AP R/ZEMER Base6d #IiT4HG, H

&7 Kubernetes 13, RIE/EHEREE—FETHRERENTSE, Eit, eR—MUREERNVIZE, H
Kubernetes/fZiE EIE R To

BRETIEBHNHHIEIE
M ENEIEE LUERIEBHS ONTAP GifEE. EiEXTEE=1EH,
* clientCertificate: & ikiEHH) Base64 fRi3{E,

* clientPrivateKey: XBX & FIZ ARV Base64 fmiE{E,

* trustedCACertificate: ={S{ERY CA IEHH Baseb4 mid(E, NRFEAZSEER CA, NINTURHEHLISE,
WMRKEASEER CA, MEIUZKRIISE,

HANTERIZEEU TSR,
p
1. £REFIRIEBMIER. £HE, BABR (CN)REANEHITEHIIEN ONTAP AR,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"
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2. BREER CAIEFHARIMNE ONTAP 8%, XAIReERFHEERNIE, NRKEAZEMEN CA, WA
i

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver—-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 72 ONTAP &8 L RREE FIRIEBMEH CRESE1) .

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ik ONTAP Z2 B RA BT cert BHIIER £,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

S. EAREMMERNIRFHIIE, ¥ <ONTAP Management LIF> # <vserver name> &t A EIE LIF IP #
SVM B #, SR LIF FARS KEKIZE /N default-data-management,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. {EF Base64 WEFH. ZFFAMEIS CA IEBHITHB,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERAMN LT REBNELIREIR.

cat cert-backend-updated.json

{
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"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

e —— et et it
- F——— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o o Rt et
o t———————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214
online | 9 |

o —— o e bttt it
- - +

BB HRIE SRR

TR EHRME EIRUERARNSHIIE A A RIRE R, XeIUNEAIE: TS ERAR /&G
mEMAERIES, AIURERIERNEREMAETREFRR/ERE, Ak, SRIBRIENSHIIES AH
AINFR SR I %, FATSERER backend.json X, HHFEEMIT tridentctl update backend

FRENSE,

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix
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#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

RIREHSE, FHESERNMELEHN ONTAP LAFNERE, RAEHITEHREMN. BIEIER
& %EILXFEU}%F%DD%/PHE:BO AREMEWUERINES, Z/FTM ONTAP & MIFRIRIE

FHRREASFNELIEENIAR, UAEMZERINEEE, MIINEIREHRRE, Trident BJLS
ONTAP Fim@EH B R R EIR(E,

73 Trident €} 2EE X ONTAP 2

En] LU A REINREIE ONTAP £ AT, XFEMANER ONTAP BEIEGA AT Trident FHITIRIE, &
Trident GiRECEFESBF K0, Trident FHRERIZER ONTAP E£E8E A ERUITIRIE

BXREE Trident BEXAEIIFMAEE, FEW "Trident HE X FHEBLERNZE

£/ ONTAP CLI
1. FRUTHSEIERAG:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

2. 79 Trident P RIERF&A:

security login create -username <user name\> -application ontapi
-—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_name\> -comment "user description”

3. KAaamHTAF:
security login modify username <user name\> -vserver <svm name\> -role

<role name\> -application ontapi -application console -authmethod
<password\>
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5/ System Manager
7 ONTAP System Manager FHITIUTH L :

1. QB EXAE:
a. BEEEHLIICIZEBEXAR, 15%EE Cluster > Settings,

() BE SVM ERHIEIEBEN AR, 1HEZF1ZME > Storage VM > required svM> i%E > B
Pt

b. %% Users and Roles ZiARIESLEIT (—)o
C. 7£ Roles Tik#¥ +Add,
d. EXABHMNHEE Save,
2. BAGKREE Trident HF: + T AAMNAR TTE LRITUTIE:
a. J%4¥ Users THYRNNEIAT +o
b. ERFIFBNAF B, AGTE Role FHIEEHIEZE—MAEE,
C. B Save,

BXBFAER, BEIUTIE:

*"ATEZE ONTAP NEEXAR"H "EXBEX A"
* ERARNAR"

EIE NFS SHFER
Trident £ NFS 5 SR SRITHIX HiR 89 &5
FERHOFERRET, Trident IR{EFFERE:

* Trident AILGISERSHREAS; EXMRFEINT, FHEEESIEERTARIT IP HIULAT CIDR 1R7
o Trident ITE A HEPFEEXLEEENNERT R IP ANZEISHREER, &, HARHEE CIDR B
, EERBIENT R LIRFIMME2FHEENER IP HRAINEIS HERRS,

* FREEERAUCIZESHERBHAFoIARINMAN, FRIFEERETIEERENSHREZI, TN Trident A
AN H SRER

SEESHERR

Trident BEBSTHASEIE ONTAP BRI S HIRER, XEEFMREEREBANTIED = IP IBEA AT E, MR
EFEXEXHMN, ERAKEHT SHERKRERE, WSHERNERFBEENEMEERHITFohT, Lt
,Eizﬁﬁbﬁ%ia‘ﬁﬁ%%ﬁﬁ’ﬁmﬂ FREINEHER IP I TIEECENMNIET S, NTZiEEAClamtE

H,

FEADSSHERNAEEAMEHIULTER (NAT). 3T NAT, FiEiThI2E M2 Hln NAT

BE it mORESIOR 1P EALMAE, LS AR B AR B A e,
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Nl

WIAERRM ML EEDL, T REREXRG:

version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

fEFLLINAERY, AR SVM RBVIRIES R BB LRIt S H RS LK 21T T R CIDR 1REY
g  FUHAN BIENERAFHREE) o 10LRE1E NetApp HEFRIRESLE, 79 Trident TA—1
SVM,

AT 2R LR BAItE T aE T (ERIBRVARRE

* autoExportPolicy IRE N true. X Trident AERILLEIRA svml SVM BBENSMNERIRESHER
B&, F{FER autoexportCIDRs I RAMEIN A ARMNAMIBR. EHEZEITRZE, ZEERAEEMULN
T FHRIER LI ZEN AL R, SH5AMETRET, Trident 2BIE—M5IKE qtree FABHNFHER
B, 1% qtree B251EE CIDR MRFMT &= IP, XL IP EHARMEIR FlexVol BERAM S H REEH

° LN
* [Gi% UUID 403b5326-8482-40db-96d0-d83fb3f4daec
* autoExportPolicy BN true
* FEERISR trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159c1c

* &7 trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c M gtree 9 A “trident-403b5326-
8482-40db96d0-d83fb3f4daec #Y FlexVol SIS H K, AR A
‘trident_pvc_a79bcf5f 7b6d_4a40 9876 _e2551f159c1c’ By qtree RIS HREE, H1E SVM LoIiE
#9 “trident_empty W= SHEE, FlexVol S HREERIFNEZ qtree FHRIEPEESBVERFRN
&k, =SHREIEHRMMAERISER,

* autoExportCIDRs BEMUIRTIR, LFERRAER, FAIAH [0.0.0.0/0", "::/0", FARKEN, Trident
SAMELED S EIRENME 2 E R R E I R E L 1,

EMRAEIT, BHT 192.168.0.0/24 HUE=(8El, XFRRUHUSEEIRNEE A HY Kubernetes 353 IP R4
ANZE Trident BRI S HEREER, 3 Trident FMEZITHTRE, ESRRTIRY IP ik, HiRIE
autoExportCIDRs FIRMHERVMINERHAITION, &Y, FIR IP /5, Trident ARZHREINT RHZEF S IP 6l
2 T H SRBR A

SR LITE B IR [GiR/E 3T E "autoExportPolicy #1 “autoExportCIDRs #{TE #1. &R LN B E BN EImENNH
B CIDR ZfFRIRER CIDR, Mifk CIDR BYZE/)wly, UIRARIIBEZEREER, BEAILLUAENFIHE
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“autoExportPolicy’ HEIREIFoheIEN S H K, XEEEESEMEEFIKE "exportPolicy %,

£ Trident Q12X EF EFG, ELUER tridentctl HABNE “tridentbackend CRD ME/GiH:

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd

IBRTS BT, Trident 10EFRE SHERE, MMRSZT RNV A RIFIN, @id MITE RIS H R P bR
b5 52 1P, Trident AT LABALERIRIES, BRIELL IP WEBPHF T RER,
ST UURIEERSIE, £/ tridentctl update backend EHT/Sim I #ifR Trident BRI EESHKR, XSEFE

BRI LUSER UUID A gtree ZiFan &I SRR, Bih LFENSEHNHATRXEIGERERREIZEN
SR,

& BErEE B ERESLRBIEREHRDSEIZHNS LR, MREBHCERR, SRHRAAN
! BRI, FRSEEIZEHRBIRLRES,

MRELNT R IP U EERH, WHIED = EEHEE Trident pod, FAfS, Trident B EMEEIENGIRN
SHEEE, LURBRIL IP Bk,

HEEALE SMB &
Bid—LemmIdaESR, EAILUER ontap-nas BohiEFEIE SMB %o

p  AFME SVM LERE NFS & SMB/CIFS 113X, 784 ONTAP ZSHiB#EE81 ontap-nas-
= economy SMB %, FTT/ARRE XY PRIER—EIEFE SMB EEIEKK,

[

=p=s autoExportPolicy A2#F SMB %,
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ez Al
HIRE SMB £2Z#1, KAEBETIIRA

* BE Linux 15428 T SfZED—M51T Windows Server 2022 #J Windows worker T3 55 Kubernetes &
£, Trident (X245 SMB &£ E)E Windows T9 52 EIE1THY Podo

* EOBH—1MEEEM Active Directory EHEAY Trident 2583, B4R %A smbereds:

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* EZ&H Windows RS589 CSI KEE, EFZE csi-proxy, 1BSH"GitHub: CSI Proxy"8{"GitHub: iEHF
Windows B CSI {XI2" T #i#7F Windows _E3infTHY Kubernetes ¥ =,

SHIE
1. XF 7 ONTAP, ] LUERESIE SMB =, (& Trident B LANEBIE—NHEE,

_._

= pud Amazon FSx for ONTAP Z SMB %,

uﬁjuﬁﬁﬁ "Microsoft BEIEIZH|&" EEXHRKEIRRTTHER ONTAP CLI i A R Z—6liE SMB EIF
H=, E{EF ONTAP CLI 8 SMB H=:

a. NBAXE, FARZELIREERBELEN.

lﬂ: vserver cifs share create MIEHFLIBHAEIEE -path iIETMHIEENIRR. WNRIEERIEE
BRAEE, WK,

b. I S5EE SVM *E£H) SMB H=:

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. WitRRELIRILH=:

vserver cifs share show -share-name share name

%5I ﬁ*ﬁéﬁﬂnu, ]ﬁ Jl—l HQIJL SMB /\E"O

2. QEEImE, BB TRABLUIEE SMB &, WFFFE FSx for ONTAP [GiRECE RN, 1HER "FSx for
ONTAP Be&iEImFR G s
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smbShare A IEE L TRz —: {8 Microsoft smb-share
Management Console @ ONTAP CLI §l|## SMB
HEMZFR; 2IF Trident I SMB HEHZFR;
FETLUESHETUBIEEN AR HEZ IR, It
SEITF A ONTAP BAEH, thBEE Amazon
FSx for ONTAP GimFrA B, FEEAZT,

nasType AR BN smbo *FARI null, MERIAA nfso smb
securityStyle HENZEHER. XWTF SMB &, NIIKEN ntfs” ntfs B mixed AF
gy “mixed, SMB &
unixPermissions HENER, F SMB &, HIET, "
BHEZ%E SMB

M 25.06 hixZAFF84, NetApp Trident S23%{FH “ontap-nas'# “ontap-nas-economy [GiREIER SMB HEHZ£H
B, BA%% SMB g, AILUERIARIEHISIZR (ACL) 7 Active Directory (AD) FAF M F4A1RH3S SMB £
B2 1=IA A,
FEICENES

* AEZHEE N “ontap-nas-economy %,

* {¥3Z#F ontap-nas-economy BRI [E,

* IRBAT XL SMB, Trident F2BEFiHFIZEIH SMB H=,

* B PVC AR, FHXIRNERFERFA2EMH SMB 1= ACL.

* fEBE PVC B ERHIEER SMB £Z= ACL B FIR PVC HHJ ACL,.

* REB A% % SMB NEEHZHAERI AD AF. ERAFBALHRMNE ACL.

* MREFIR. FEEM PVC R AMERT AD AP IRERRNAIR, WAPRMLIELLS: PVC. FEE, AT

=T
* % SMB % ‘ontap-nas HEHSR A, FEATIHTEES .

TE
1. W TFEMRBIFRR, 7E TridentBackendConfig F13E%E adAdminUser:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
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defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

2. TETFREEAPIINHEE,

1

92

¥ trident.netapp.io/smbShareAdUser ;FRERIMEIEFEMESE, DIREBAZEH SMB, 3
trident.netapp.io/smbShareAdUser IEEMAFENS *smbcreds ZiAPIEENAFRZER,

BRI UM L TIEINAIEE—IN  smbShareAdUserPermission:

‘reado BAIMXPRA full controlo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:

trident.netapp.io/smbShareAdUserPermission:

full control. change &

change

trident.netapp.io/smbShareAdUser: tridentADuser

parameters:

backendType: ontap-nas

csi.storage.k8s.io/node-stage-secret-name: smbcreds

csi.storage.k8s.io/node-stage-secret-namespace: trident

trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

- BIE PVCo

TRAIRIEZET PVC:

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |

read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce



resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS Fc & xRl

832 ONTAP NAS IREHFZFHTE Trident RERFER, ASTHiREGIHEE NI EiR

BRE4E] StorageClasses FUIFAMIEE. M 25.10 hkAsF 84, NetApp Trident 235 "NetApp

AFX ZHEZR 4", NetApp AFX EERATEFHEENLI S ESHEMET ONTAP RS
(ASA. AFF #1 FAS) BFrARRE

#F N2+ “ontap-nas’ IKEhiER (R NFS 1)) AT NetApp AFX £&4t; A3Z#F SMB il

[EIRBCEEDT

7E Trident FIRECER, TEIETEMNRSE NetApp AFX ZEBERS, HEEIF ontap-nas 1EN
“storageDriverName'BY, Trident =B &l AFX FiER ST, ELFIRICESHNERT AFX FER S

M 26.06 hRZASFFG, ERTLUS A ONTAP I9EIRE, LUE ONTAP AMEIRERS. 7 ONTAP 9.19.1 ESHR
LB AFX ZERAZTEFERE. BXERIRAG, ESRE FH ONTAP EisHEHE",

TRERT EiRECE R

S iR ERIA
version TALR 1 1
storageDrive TEEIREHTEFRIR. ontap-nas, ontap-nas-
rName economy, Y ontap-nas-
SIBETAEN. BEEMLILSEH, SAMCIE—DMHMI  flexgroup
&0

3tF NetApp AFX R4, XZHF

&F ~
ontap-naso
backendName HENXZMHKZFEGIH IXEHIZFRZFR + " " + dataLIF
managementLI S8} SVM BIE LIF 89 IP ik, AILUIEETSRE  “10.0.0.1”7, “[2001:1234:abcd::fefe]”
F EiE# (FQDN) . MR IPv6 fRERET Trident

, WATLUSE AR IPv6 ik, IPv6 Mt ATE T 1E
SHEX, Fu0
[28e8:d9fb:a825:b7bf:6%9a8:d02f:9e7b:3555
lo BXT4 MetroCluster J#, 1E& I MetroCluster
o
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datalLlIF

svm

autoExportPo
licy

autoExportCI
DRs

labels

clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate

username

password

storagePrefi
x
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154 BH

i LIF B9 IP H#itik, NetApp BBINIERE datalIF, #l
BRIRMH, Trident M SVM F£EX dataLIF, BILUEE
EFTF NFS ZE£HIZENT2REHE (FQDN), RIF
&I DNS LIEESZ 1 datalIF #1THh &Fh, A
DEVIRIRERER. 1558IH . tNRFEMA IPv6 iFER
T Trident, MBILUEENFER IPv6 ik, IPv6 i
WARMEFIESHEN, Fl
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555
1o *&B& MetroCluster, *15&[% MetroCluster =7l

ZE{FFRY Storage Virtual Machine *¥F MetroCluster
EEE, *15BR MetroCluster x4l

BREBESHERIECIZEFEH [Boolean], fEF
“autoExportPolicy’ #1 “autoExportCIDRs 1#EIl, Trident
B EEIES H R,

B “autoExportPolicy Bt FidE Kubernetes T3 5
IP B9 CIDR %5l%%, fF “autoExportPolicy #l
“autoExportCIDRs %I, Trident AILLEMEESHER
B

ENATENER JSON BHInEE
FFIRIERHY Baseb4 fidH. ATFEFIEBNEMNE
ik

P ImTAIARY Base64 fidH. ATFETIERNEHE
IE

Z{S1E CAIETHY Base64 4mbS{E, Bk, AFETIE
BHSHIIE

EIZFEE/SVM AR &, BTETERENS MR
iE. B Active Directory S4I0IE, BESIR "FH
Active Directory EiEMGEH SVM JIE Trident"s

ERZEIERF/SVM &S, ATETERENS KM,
B Active Directory 232, FZIR "FH Active
Directory EEMIGiH SVM I Trident"s

£ SVM I EHENERNEIR. RERTEAEN

L{#F ontap-nas-economy M5 24
NHEZF R storagePrefix B

, Qtree FBWMANEHRIR, REEL
FEEFH,

EININ

EEMILFIRE SVM, HIRFKIEE
(FHE=)

MRIEFET SVM managementLIF
, R

false

['0.0.0.0/0", "::/0"T

“trident”



aggregate

useBalancedP
lacement

limitAggrega
teUsage

flexgroupAggreg
ateList

limitVolumeS
ize

i RR ZRIA
RFEREENRE (FIE; NRIGE, Wb ics
SVM) o XtF ‘ontap-nas-flexgroup IRGhA2R, Ithik

WU 288, SNRK7ES, WA LUEREA I BIER
B¥EE FlexGroup %o

HRETE SYVM HERHEY, Eo@EdR
1 SVM BEh7E Trident RERT, MLE
EHB5h Trident Controller, HI&1E
Trident FEE TRER S URLESH,

i MRZREWEMGRHZL SVM, N
518 SVM BEBY, FRIRIETE Trident
FRRELKRES. BRIBEREERN
SVM LEENRE, SEBETEH
b, LUERmEREEN.

REJ AFF FERGTETE.

Y ‘useBalancedPlacement i& & /9 “true BY, iF703E

Eo

BB EIEIRZEIT4 ONTAP [Boolean], EE false; true i&ZAF ONTAP
ONTAP 9.19.1 iEShRA, FHIF useREST IEBA  9.19.1 EShRA LY AFF FHER

‘é:tA 25

‘true. ABES ‘aggregate’ EE1FH. 4%

BXERMTA, B2 £ ONTAP [FiREIHIETL
B

NERIETE, T ONTAP 9.19.1 SLE S Hras_EAY AFX
ﬁﬁ%%éﬁ: y{f}%i&%ﬂg true,

MRFEAERBIILES, MEEEXK, FERATF " (BMANER T AT
Amazon FSx for ONTAP, ~Ef AFF 2R %ts
Eo

RAFEENREYIER (Ahk; NFRLE, WHHmoEe
25 SVM) ., Pfidts SVM MFrE R A A TERE
FlexGroup &, 1% ontap-nas-flexgroup 7Zfi&IX5h
2.

£ SVM HEHREFIRES, Trident =
B35 SVM BoiEMIIK, MEE
EFB5h Trident Controller, H&1E
Trident FELE THERSIIRURES
=5t By, MIRBEV|RFERZHZL

’ SVM, NI7E#i8 SVM BEE, Figis
7£ Trident FREELKARS, EAT0E
RATIREN N SVM LEEMFIR,
%%ll%ﬁ%éﬂﬂurﬁﬁ, LU fEim kS Bk

MRBFBRPERNETIE, MKEXRK. " (BAAER R AREIHIT)
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debugTraceFl
ags

nasType

nfsMountOpti
ons

gtreesPerfle
xvol

smbShare

useREST

limitVolumeP
oolSize

denyNewVolum
ePools

adAdminUser

15 EH E/NIN
W PEHERRETE A EIRIRE. B30, {"api"false, T
"method":true} BRIFIEFEFH I THIEHBRH R EIFANH
%, SWAEMER debugTraceFlagso

ACE NFS 3¢ SMB 832, EMA nfs. smb nfs

nulle ®EAN null BHIAA NFS &, MIRIEE, X
F AFF FHRARKBRXRIKEN nfs.

NFS HEEIMMIE S 7 FE5IR. Kubernetes AL ™
HHATUBE B EFMEEPIEE, BNREMEEPRIEE
BEHIRD, Trident R ELREIFEREMEEHREEXHF
IEEMEHED, NRFHERHEEXGPRIEEES
iﬁlﬁ, Trident ARTEXRBKRVIRIAE LiIg B EfAEHE

I,

S FlexVol BIE K Qtrees, #Z7E [50, 300] SEEIR  "200"

BILUEE U TIEINZ—: /A Microsoft Management smb-share
Console 3 ONTAP CLI 8 SMB £ZHZR; &

¥ Trident € SMB HEMRR; ERILUESHE

T PHIEREN AT HEZIAHE, ST T4

ONTAP ZrER, tEEZE Amazon FSx for ONTAP
[EIRFRAER, FEENZ,

/3 ONTAP REST APl F9i/RE#, useREST I&E
A “true By, Trident {#H ONTAP REST API
E5RmiEE; 188N false B, Trident fEF
ONTAPI (zAPI) HAERImEE. LLINEES
ONTAP 9.11.1 NMEShRAS, LI+, FRERH
ONTAP B RABNIMEEBIHIR “ontapi NMAER.
XEETNENXH “vsadmin M “cluster-admin’
AEXRFHE, M Trident 24.06 KRZAF] ONTAP
9.15.1 ESREHIE, useREST FIANKEN
“true; & useREST BN false LUFEH
ONTAPI (zAPI) AR, WIRIEE, XTF AFF FfiE
AFIRERIGE N trueo

7£ ontap-nas-economy [5imfER Qtrees BRIRERARIF " (FAIANER FREFIHIT)
K FlexVol K/)\,

PRI “ontap-nas-economy' [GimElIEHT FlexVol ELAE
B H Qtree, NfEATTFEN FlexVol RECEFHY
PV,

BB SMB H=X 2150 RRY Active Directory EIE
RAFPNAFRH. ERLLESHANEERSITHINRERN
SMB HE=RHEEEGINR,

Hﬁzlg: ZE:UJU falseo

BTFEEENEIHECE LN
TR LAERECER defaults B RNXEETRIEFIZFNINEE. BXTF, HSRATENEERG,
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=

spaceAllocat
ion

spaceReserve

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

encryption

tieringPolic
y

unixPermissi
ons

snapshotDir
exportPolicy

securityStyl
e

nameTemplate

S 2
Qtree M= 8] 2 EC "true”
TEIFIEEI; "none" (¥EiE) X "volume" () "
EFEHB Snapshot KL nen

ERNOENEDER QoS KA, AN EEt/ERE
%E4% qosPolicy B adaptiveQosPolicy FAJ—1

EHBIENEDEEIEN QoS H&H, e EE "
H/FEIRIERE qosPolicy 3¢ adaptiveQosPolicy FEY—
1o ontap-nas-economy Azt INAE,

HNIRBEFENET DL "0" 405k snapshotPolicy A
"none", BN "

BB ME R RIF D T fE "false"

E#E LB NetApp EINZ (NVE); ZRIAH "false"

falseo WMTEER EREFIFIHBHE NVE 7 gEFA
%I, WNREFIHBAT NAE, NI7E Trident FECE
HEREEIEER NAE, EXiFAEE, 52

: "Trident #8048l 5 NVE #1 NAE B2&1ERA"

E(FEA"none"NH =R

mEmER NFS & "777"; SMB &RE (F

&)

true, false (EXIKE).

EHI3T . snapshot BRBVIAIE]

EFRANS R "default"
MEMNZEER. NFS #F mixed #l "unix £ NFS ZHIAEN unix. SMB EAE
o SMB %#F ‘mixed 1 "ntfs' £t H ntfso

AT IR B A B FRAOIEIR, m

7E Trident fEFA QoS HKIEAFZE ONTAP 9.8 SNESh A, ERZEAIEHE QoS RE&H, H

#iE
Ro

SECET

WRZRBARBYATFEMEMERD. H=F QoS RERABRGIHITAE T FAHSFLEN £

UTREX T BIAMERRG:

version: 1

storageDriverName:
backendName :

managementLIF:

ontap-nas
customBackendName
10.0.0.1
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dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"

¥FF ontap-nas # ‘ontap-nas-flexgroups, Trident IMIEFERFHBIITERIAR FlexVol £
snapshotReserve B3 tb#1 PVC IEMIAZEE K/, HAFIEK PVC BY, Trident (FAMVITECIZEEEZTIE
RIIRYE FlexVol, I ERTHARA P WEMEI1E PVC BRI =g, mA e FMITERN=E, &
v21.07 21, HAFIER PVC (1905 GiB) BY, %03 snapshotReserve /3 50%, M{XIXTF 2.5 GiB WA 5=
8, XERNBFRIBRNEENE, M snapshotReserve\ZE'Eﬁ%E"J_E_ﬁtBo ¥fF Trident 21.07, AP
ERBEBAIETIE], Trident # “snapshotReserve HFENXHNENENES L. WERFERTF
‘ontap-nas-economy. WS TRAILLT HE T ERIE:

HRERIM TR

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

3+F snapshotReserve = 50% # PVC 153K = 5 GiB, S2{&FRA/\A 5.5 =10 GiB, AIFA/\A 5GiB, X2H
F1E PVC iEKRFIERBANB. "volume show s B REMF U T REIFILER:

Vserver Volume tat ype Size Available Used%

online RW 18GB
_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB

2 entries were displayed.

FH4k Trident BY, LRIRENIERIFER ERAFREES. W THEAFCIENS, NMFEEENA), LUEWN
REK, a0, FEA snapshotReserve=50"FHARZAY 2 GiB PVC FrelEHIE(IRM 1 GiB BRI 5 =8, 530
, BEHANEER 3 GiB, BT 6 GiB & EANNBIEFIRM 3 GiB BRI 5 =),
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&/\ECE R
UTFRAIERTRAZSHEHREAMANENESEE, XBEXEHRNRESETTE.

&1 AR EFE Trident 1R Amazon FSx for NetApp ONTAP, YA LIF $5E DNS ZFFmA2E IP
’ Hhik,

V¥ ONTAP NAS &35

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

¥ ONTAP NAS FlexGroup =fjl

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

V¥ MetroCluster ;=
oD ERR, LOBSRTE 'SVM EFIFIME" BRa# TR MR E FehEREIRE Mo

SFFTETIRMIE], A nanagementLIF 38 SVM HEEE dataLIF M svm S, Fl40:

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

Vv SMB %=l

version: 1
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backendName: ExampleBackend

storageDriverName:
managementLIF: 10.0
nasType: smb
securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

v EF B E R IIIETRA

XR— /e E R,

trustedCACertificate (A&, WIRFEAZESER CA) PIFHIEFRTE backend. json FHIKENEF

ontap-nas
.0.1

clientCertificates

H. FAFAFIRI(E CA IEBRY base64 FRiT(E,

version: 1
backendName: Defaul
storageDriverName:
managementLIF: 10.0
dataLIF: 10.0.0.15
svm: nfs svm

clientCertificate:

trustedCACertificat
storagePrefix: myPr

v BEISHREERG

R FIERIAEF Trident FRASFHIRE B EZMEIESFHREE, XI ontap-nas-economy
ontap-nas-flexgroup JaIFEFWREIFIER,

100

version: 1
storageDriverName:
managementLIF: 10.0
datalLIF: 10.0.0.2
svm: svm nfs
labels:

k8scluster: test-

backend: testl-na

tNASBackend
ontap-nas
.0.1

clientPrivateKey #l

ZXROZXJWYXB. ..ICMgJ3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
e: zcyBbaG...b3Igb3duIGNsYXNz

efix

ontap-nas
.0.1

cluster-east-1a
sbackend

autoExportPolicy: true

autoExportCIDRs:
- 10.0.0.0/24

N

U lE



username: admin
password: password
nfsMountOptions: nfsvers=4

v G E R

It RBIFA ONTAP HIRE, LUE ONTAP NHiEERRS, HEHRERE ONTAP 9.19.1 NESHAE. B

KIFMER, B "£H ONTAP EinaY S EHE",

version: 1
storageDriverName: ontap-nas

backendName: nas-balanced-placement

managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin
password: password
useBalancedPlacement: true

V IPv6 i3RI
It RBIERT "managementLIF 8/ IPv6 it

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend

managementLIF: "[5c5d:5edf:8f:7657:bef8:1090:10b41:d491]"

labels:
k8scluster: test-cluster-east-la
backend: testl-ontap-ipv6

svm: nas_ipv6_ svm

username: vsadmin

password: password

Vv {EF SMB %/ Amazon FSx for ONTAP 7=fjl

FFEF SMB &HJ FSx for ONTAP, smbShare &%X

version: 1
backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com

nasType: smb

B
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datalLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2

clientPrivateKey: vciwKIyAgZG...0OcnksIGR1c2NyaX

trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

Vv #748 nameTemplate H/5imACE 1)

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults:
nameTemplate:
"{{.volume.Name}}g{{.labels.cluster}}g{{.volume.Namespace}}i{{.vo\
lume.RequestName} } "
labels:
cluster: ClusterA
PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

BAEN B EmR G

ETEERNREIEIRENXXHR, AMEEFEFEDEE THRENIRIAE, 40 spaceReserve’ /9 none.
“spaceAllocation’}J false # “encryption' /7 false, FEINHBIETEEERD HE Mo

Trident 7E£"Comments"F IS B BEFE . Comments IEETE FlexVol LT ontap-nas B FlexGroup
FIF ‘ontap-nas-flexgroup. Trident EECEMEEINN EEFENENREERNE#ESES. NAEEL, &
EEEA R UAS N EMMEXITE, HIRInEXEH#HTOH,

EXLERGIAR, —EEEMEETECH spaceReserve. spaceAllocation 0 encryption B, m—L
MBS T FIAE,

¥ ONTAP NAS =1l

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1

svm: svm nfs

username: admin

password: <password>
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nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"

unixPermissions: "0755"

adaptiveQosPolicy: adaptive-premium

- labels:
app: slack
cost: "75"
zone: us east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
- labels:
app: mysqgldb
cost: "25"
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zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"

¥ ONTAP NAS FlexGroup 5l

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us_ east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_ east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
- labels:
protection: gold
creditpoints: "30000"
zone: us east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
protection: silver
creditpoints: "20000"
zone: us_east lc
defaults:
spaceReserve: none

encryption: "true"
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unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"
zone: us_east 1d
defaults:

spaceReserve: volume

encryption: "false"

unixPermissions: "0775"

¥ ONTAP NAS 5%/l

version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas economy store
region: us_east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_ east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us east 1b
defaults:

spaceReserve: none

encryption: "true"

unixPermissions: "0755"

- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
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defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
- labels:
department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

B EimMET R StorageClasses

LT StorageClass & XS [EA B EIR T, f$£A parameters.selector FE&, & StorageClass
TBEWLEBHTRAFIETES. SEEFMEERINERE XHEM.

* The protection-gold StorageClass BREJZE| “ontap-nas-flexgroup [FiHEYE—NFIE N E, XL
EH—IRHEETRERIPEM,.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* The protection-not-gold StorageClass BE1Z! “ontap-nas-flexgroup' [RIHAYE =L MM EI M, X
Lt B —IREE SRR LIMRIPR S B,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* iZ app-mysqldb StorageClass Mg1E! “ontap-nas' f5imAY E Y I, XEME—7 mysqldb KB FFE
iR g B B AT,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* The protection-silver-creditpoints-20k StorageClass BRETZ) “ontap-nas-flexgroup' fGERHIE =

TEE, XEM—IRMHIBRERIFF 20000 IR HYH,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* The creditpoints-5k StorageClass MS1Z] “ontap-nas f5imAYSE = MR A0 “ontap-nas-economy’ /5§

ImAYSE — NI, X ME—A 5000 ME AR~ Mo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident JREZEFP N EINH, FHHRRBEFHEER,

IR ESEH dataLIF

1SR LUIEAIAER B GBIz T A T en S B X dataLIF, LURHEEBEEHM datallF M /GiE

tridentctl update backend <backend-name> -f <path-to-backend-json-file-

with-updated-dataLIF>

JSON X1
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&1 R PVC HZZ—1IHZ 1 pod, WATXFFFEHENE pod, RERFEENGZEN, UEHBN
: dataLIF &34,

24 SMB Rl

# 8 ontap-nas IXENTEFF I GIHACE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

£/ ontap-nas-economy G FHSIHECE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

EREELNEIRECE
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

#A ontap-nas JXahizFRITFEE TG

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

BRI annotations' LIB AL £/ SMB, MR&EXR, TitHiRD PVC FigEMEE

it fal, Secure SMB #T/ALER TIE,
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B A ontap-nas-economy IKNiEFERITEESE R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

B4 AD R8I PVC Rffl

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

BB %A AD R PVC iffl

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
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name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?

- tridentTestuser?
- tridentTestuser3
- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

£/ ONTAP [GimBYI @R E

BT LUTE ONTAP Gim E/SH ONTAP &M E, BT FEME, ONTAP A N HELEF

=ERS, AETLEE Trident 2 E“ﬁ%éﬁ@ﬂo

BT ERNTFRE
AIAMBERT, Trident %M ECLE SVM RS, BREITRESMAEREL, HAERESERRS,
BRYERER:

* Trident FE SVM IRENENFEM, MABREETRS
* ONTAP A MHBIEERERE, HEIARSZEFEES.
* Trident {#H ONTAP /application/containers REST API 8%,

BN ERTAT4— ONTAP R4t (AFF. FAS 1 ASA) 0 NetApp AFX R4,

X

* BN TER ONTAP 9.19.1 SKESARZS,
* Trident A 7EH REST 5 ONTAP &5, ZAPI A9 EME.,
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* RIRECERSHEERS. THETERESERR

AIAE

PaN
=

ERRELE S

‘useBalancedPlacement "’ BIEIAMBEEURFEERS:

FERA ARIX
Unified ONTAP (AFF false

N

FAS. ASA)

NetApp AFX (ONTAP  true

ghl =]
FRIEEBERSEHRE, BN Trident S BENEERS,

BTN E NEN, ¥ useBalancedPlacement & &

9.19.1 {ESARA) 7 false’ 2 HEIHRIIER K.

NetApp AFX (BF false TEMEAR I Ho.

ONTAP 9.19.1)

AR &%

=8 1HR A

useBalancedPlacemen BIFENREIEREIELS ONTAP, TEIREEENIRE false; true EHATF

t F B EI Ei B %D, ONTAP 9.19.1 S{EE AR
BJ AFX

FEREPHRIE N E

TR EEAEMNN, HWEREYFIER T

* ISR EMM, Trident =3 SVM IRENBENEE, HERTERECIRFIEHE.
* EREINE, Trident IRERSEICEUHRKRESHLTE, MNRTERNEEERT FEKRE, I ONTAP =

NEEEREG,

ERIREENIE B RIZE useBalancedPlacement ARG E N B FFrAE R, SERDEIGH E#HITIRE LUE
BMtEERET.

]l

T RBIFES—B ONTAP gl L SRR FHmME

11

version: 1

storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

username: cluster-admin

password: <password>

2



useBalancedPlacement: true

LU RfBIER TridentBackendConfig SE I &7 & -

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
spec:
version: 1
storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1
svm: trident svm
useBalancedPlacement: true
credentials:
name: backend-tbc-ontap-nas-secret

MUFRBIMYAE "gold et /S @I E. Trident 24495 “bronze BEHHILEHEIRZFERS !

version: 1
storageDriverName: ontap-nas
backendName: nas-virtual-pools
managementLIF: 10.0.0.1
svm: trident svm
username: cluster-admin
password: <password>
storage:
- labels:
performance: gold

useBalancedPlacement: true

- labels:

performance: bronze

RHRIESHIE
EUTBRT, FikoIRREREN:

ficE #R

useBalancedPlacement: true 2F 9.19.1 1 ISR, FHERE] ONTAP 9.19.1 S E S ks,
ONTAP

useBalancedPlacement: true E/GimfER ZAPI IQIELK, BEEimUER REST,
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fcE “

useBalancedPlacement: true & ERE IR, MRS ERZATFEHRE,
useBalancedPlacement: false 7EfEF ONTAP I9IFZIK, ONTAP 9.19.1 SiEShRAS LRI AFX £E
9.19.1 EEARAHI AFX L THENE.,

Amazon FSx for NetApp ONTAP

3% Trident 5 Amazon FSx for NetApp ONTAP & &£

"Amazon FSx for NetApp ONTAP" @— I ER AWS ARSS, iE51T7H NetApp ONTAP

FERIERASIFN XGRS, TR ONTAP IhaE. HREMEIE, BB AWS MEY JE

MAIREEEE. XHRHR Amazon FSx FRIFEZRIR, RKF AR ONTAP £8, &

MERZEBE—NDHESMEEEIU (SVM), 81 SVM 88— S NMEEXENER

FHE, XFhERFETE Amazon Elastic Kubernetes Service (EKS) Hiz1T8Y Kubernetes
SRR NIRM XM TER FECE ONTAP ZHRNRIA B,

23R
BRT "Trident Z3k", E¥% FSx for ONTAP 5 Trident 5258, SXEE:

* BR3E "kubect B9ILHE Amazon EKS &5 B EIEM Kubernetes &2,

s AT MBFEM T ET 2iAIaA9IA Amazon FSx for NetApp ONTAP X4 £ 4:#0 Storage Virtual Machine
(SVM),

* B2 "NFS 3¢ iSCSI" &I T o

1EH1RIEME Amazon Linux 1 Ubuntu "Amazon Machine Images" (AMI) FREMT AR T B

BE T B REURT A EKS AMI KR,

EEEM
* SMB %:
° {VEMA ontap-nas RENEFZIF SMB %,
° Trident EKS MNEHIAZHF SMB %o

° Trident X235 SMB EHEH FI7E Windows T EIZ1THY Pode BXIFMER, B2 "EEELLE
SMB &".

* 1 Trident 24.02 Z &, 7EBAT BEIEMHAEI Amazon FSx X R4 L SIBREBTEW Trident MilfR. Ef5LE
Trident 24.02 SEEARASHRILLIRIRE, JETE AWS FSx for ONTAP H/EIRECE X4 HI8E
fsxFilesystemID. AWS apiRegion. AWS apikey #l AWS secretKeyo

WREN Trident 157 IAM a8, WATLAEEEH Trident BABIERE apiRegion. “apiKey'#

BE ecretkey TE. BEEMSE, BB "FSx for ONTAP AR Bl il

[EBH{ER Trident SAN/iISCSI 1 EBS-CSI XEhi2Rs

WRIEIH IS ontap-san IRENFERF (40 iSCSI) 5 AWS (EKS. ROSA. EC2 Si{EEMSEE) —tEfEmA,
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../trident-get-started/requirements.html
../trident-get-started/requirements.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
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https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html

M 5 _FFrEM S IRZELE RTAES S5 Amazon Elastic Block Store (EBS) CSI IREHIZFHR, N THRZKREZ
NEER = TFHE—T = M EBS WifE, BEEEZRIFIGETHIR EBS, IWREAIERT— multipath.conf XX
, HPREERERN Trident 1IRE, RIS EBS MEHBRTEZREFEZIM:

defaults {
find multipaths no

}
blacklist {
device {
vendor "NVME"
product "Amazon Elastic Block Store"

BHIRIE
Trident 127 i B D IRIERT,

s BETEIE () . 7£ AWS Secrets Manager R E£MFEEEIE, R LUERXHRAR fsxadnin AP
%8 SVM BEERY vsadmin FAF.

Trident 2L vsadmin SVM AR &R UEGERAENARZMRNAR ZHiE
“®e 1T. Amazon FSx for NetApp ONTAP H— fsxadmin AP, E& ONTAP admin &M
FRERECR. HIEBIUEBIRE vsadnin 5 Trident —#2{EMA,

* EFER: Trident ¥EM SVM LREMIERS FSx XHRS LR SVM #1TE1=.
BEXRBRASHRIENFAES, BRIRENIRIIEF LM SHIOIE:

* "ONTAP NAS B{330iE"

* "ONTAP SAN &4 I83iE"
24 Amazon Machine Images (AMIs)

EKS BT HRM2ERSE, B AWS B A2 EKS 16T FELE Amazon Machine Images (AMI), LR
AMI BEi&3d NetApp Trident 25.02 Jllix,

AMI NAS NAS-4235%8Y iSCSI iSCSI-&255% 4%
AL2023 x86 64 ST £ 2 o =
ANDARD

AL2 x86_64 =2 2 2 =
BOTTLEROCKET x B 2 RiEA &M
86_64

AL2023 ARM 64 S 2 2 = =
TANDARD

AL2_ARM_64 = =" =

il
A
A
A
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BOTTLEROCKET A B 2 TiEF &M
RM_64

* CMRAEFBEITR, WEERER PV
* ** RiEFTF Trident hirZs 25.02 B9 NFSv3,

&1 SNREFAFRRY AMI RTELELTI L, XAREREEARH;, ERERREERARZIT M. It
! FIRAIEN BB AMI BYFERI,

WITNAfER

* EKS 7 1.32

* REFE: Helm 25.06 FEN AWS HEffF 25.06

* 3F NAS, BilliX NFSv3 1 NFSv4.1,

* 3¥F SAN, AT iscsI, mzkilliz NVMe-oF,

BEHITEIMIR
* glJ&: Storage Class. pvc. pod
* MiER: pod. pvc (E#. qgtree/lun —economy.  AWS #1787 NAS)

|

HEZER
* "Amazon FSx for NetApp ONTAP 344"
* "XF Amazon FSx for NetApp ONTAP HJiE & S &"

232 IAM B &5 AWS Secret

BRI OB EN AWS IAM B E8HITRMINUE, MASIRHEAEAY AWS EiE, KRB
Kubernetes Pod L] AWS &iFo.

#x EFEH AWS IAM BE#HITEHIOUE, HIER EKS ZE Kubernetes 5%,

B3 AWS Secrets Manager

HF Trident 3%t %t FSx vserver 271 API RANEEIEEME, EWFEEZEABERITLIRE, FEXEFTIENR
éﬁ EEBId AWS Secrets Manager %5, Flth, WIREIEEHE AWS Secrets Manager Z$, NFZRIEE
& vsadmin K P EHERY AWS Secrets Manager %A,

IR fFIRIEE AWS Secrets Manager ZH5 LUTZ(#E Trident CSI &1E:
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials™"\

—--secret-string

"{\"username\" :\"vsadmin\", \"password\":\"<svmpassword>\"}"
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B IAM S8R
Trident XHEE AWS WNEA BEIEBIBTT. AL, BEELIE—EREE, A Trident IR EFAFEHINE,

LU REI{ER AWS CLI B 1AM 58K :

aws iam create-policy --policy-name AmazonFSxNCSIDriverPolicy --policy
-document file://policy.json
—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

ZREE JSON R f5l:

"Statement": |
{

"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",

"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "*"
by
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws—-account-

id>:secret:<aws-secret-manager—-name>*"
}

15
"Version": "2012-10-17"

FBRSS MK X B (IRSA) Bl Pod Identity 3¢ IAM B &

&AL Kubernetes RSk P BCE f9 BB EKS Pod Identity 8 IAM role for Service account association
(IRSA) B9 AWS Identity and Access Management (IAM) fifa, RS, ECERNFERIRS M, BEM Pod #ETLL
iR AEERGRRBIER AWS BRSS.
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Pod 514

Amazon EKS Pod Identity XEXIRH T EIEN AR EIETIEE, £IMTF Amazon EC2 LHIEEE XM
Amazon EC2 LR ERE S (.

£ EKS 8% LR Pod Identity:

AT LGB AWS =5 &SR LT AWS CLI s8I Pod #7IR:
aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

BXEMEE, 1B5B% &E Amazon EKS Pod Identity Agent"s

Bl# trust-relationship.json:

B3 trust-relationship.json LB EKS Service Principal 738 Pod Identity Bttfat, SARERIEESR
BREEAE:

aws lam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

-—-description "fsxn csi pod identity role"

trust-relationship.json XX f¥:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
b
"Action": [

"sts:AssumeRole",
"sts:TagSession"

RAaRERHINE 1AM At
B E—ThevmaREMmEIECIEN IAM B!
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aws iam attach-role-policy \
--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy \

-—-role-name fsxn-csi-role

B pod FRiRXKEX:
7T IAM B &F] Trident ARS MK  (trident-controller) Z[&]8I%E pod &5 X<E%

aws eks create-pod-identity-association \
--cluster-name <EKS CLUSTER NAME> \
--role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

--namespace trident --service-account trident-controller

BRSSP X B% (IRSA) Y IAM & &
{&F3 AWS CLI:

aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

trust-relationship.json X5 :

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc_ provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}
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B trust-relationship.json XL TE:

* <account_id> - &89 AWS kP ID
* <oidc_provider> - EKS £2#19 OIDC, &r] U@ iETT A T ar<3REX oidc_provider:

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
--output text | sed -e "s/“https:\/\///"

% 1AM AR5 IAM FRREE
tIEfAtE, FRLGSRHRE (ELRTEFRCIEN) MNEfAe:

aws liam attach-role-policy --role-name my-role —--policy-arn <IAM policy
ARN>

JOIE OICD 1RftE B & XEX:
WIEER OIDC IRMIEF BB S EMER X, EAILUERUTHLRIEE:

aws ilam list-open-id-connect-providers | grep $Soidc id | cut -d "/" -f4

R AT, BERU TSR IAM OIDC XEXEIERVEFE

eksctl utils associate-iam-oidc-provider --cluster Scluster name
--approve

WNRER eksctl, BEERALTRHIE EKS RARSKFEIEE IAM

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

-—cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

--attach-policy-arn <IAM-Policy ARN> --approve

224 Trident

Trident {85147 Kubernetes 5 Amazon FSx for NetApp ONTAP Zf§ &8, FZMF LA
RMEEREBEITYREERHE. EAUERUTEEZ—%E Trident:

e Helm
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* EKS KnnIsn
MR BFHREINGE, 1BRE CSIREBIEFISZIMEIN, EXIFMEE, FBN"H CS| EEAREIIEE",

81T helm &% Trident

Pod 517
1. #h0 Trident Helm 72

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. EEALLTRGIZRE Trident:

helm install trident-operator netapp-trident/trident-operator

—--version 100.2502.1 --namespace trident --create-namespace

ERILAER helm list LERREFAMER, FINBRM. ssR=E. BR. KRS MAREFELT
RS o

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2502.0 25.02.0

AR5 M~ <BX (IRSA)
1. A0 Trident Helm 7EfigE

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. i%E cloud provider 1 cloud identity F9{&:

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

--set cloudProvider="AWS" \
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--set cloudIdentity=""'eks.amazonaws.com/role-arn:
arn:aws:iam: :<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
--namespace trident \

——Create—-namespace

TR LA helm list LB REREFMER, FIMNRH. dR=TE. BR. KE. NBAREFELT
mi"?o

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2510.0 25.10.0

SNRITITRIER iISCSI, BRFEEENE fr%*)U:F'FHT iSCSlo zzu%uﬁﬁﬁmm AL2023
Worker TRBRIERSA, WelLUBETE helm LEHFIN node prep SER Brh& L iISCSI FF ik

i pEd
! helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 --namespace trident --create-namespace —-

set nodePrep={iscsi}

i EKS N %3 Trident

Trident EKS NIEHIM B ERHFNEL 24T BiRBE, HET AWS Lu‘t‘l‘ﬁ Amazon EKS Bt &1#R. EKS 1l
HINER RIS MG RN —HHAIR Amazon EKS SEBMZ 2RE, FR/DZE. REMEHRMEFFENIIE

=8
RIRE SR

£9 AWS EKS ECE Trident MNEINZ AT, BHRERAEUATHRMA:

* BEEHIMITIAM Amazon EKS S KA
* AWS X AWS marketplace FIRR

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 2£8Y: Amazon Linux 2 (AL2_x86_64) 5% Amazon Linux 2 Arm(AL2_ARM_64)
* TRIER: AMD 3¢ ARM
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* IA Amazon FSx for NetApp ONTAP X142 %:

J9 AWS 2 Trident MNZIRN

BEEHE
1. 7£ https://console.aws.amazon.com/eks/home#/clusters ¥TFF Amazon EKS 1Z#l &,

- EEMSMEETR, % Clusters,

 ERENHEIE NetApp Trident CSI INEFINAIEEEAI B R,

- 1%&4% Add-ons, 7A/[5i%#F Get more add-ons,

- RS EOEEMNZA G
a. [ FRENE] AWS Marketplace add-ons 253, SASTEIERIEFEN "Trident"
b. 3% Trident by NetApp 1A L AREIXIE,
C. 1% Next,

6. 7 Configure selected add-ons ¥ ETIE L, HITUTIRME:

2
3
4
5

&iF MRITEAME Pod Identity XBf, JEPHT XL TR,

a. EFEEEFHE Version,
b. dN1R(EMA IRSA BHIIE, FRFEIEREIRETIKE T RNEEE:
» EFEBEFEHR Version,

* RIEMINAGREEER, FEEE 9B configurationValues* SIS B NG L—F B H
BIEMAE arn (ENRAUTER)

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

+
MR SRR R EREE, WATLUER Amazon EKS MIEINIGE B =M E MBI — N2 N
B, MRKXBAILED, HFESMAEREEFEEANR, WHREERK, Ee]IEREMNEIREERHR
R, EERIETZ I, E#{F Amazon EKS NI ASEBEEEAREENISE,

7. ﬁ& Nexto

8. 7 Review and add TiE L, 1%#%¥ Create,
MBIMZETRE, EEEEEREMMEI,

AWS CLI
1.€1% "add-on.json 4 :
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https://console.aws.amazon.com/eks/home#/clusters

3tF Pod Identity, i&EERUTERI:

i pEs £

{
"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",

3 F IRSA BHHILIUE, EFERLLTE:

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",
"serviceAccountRoleArn": "<role ARN>",

"configurationValues": {

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",

"cloudProvider": "AWS"

&E ¥ <role ArRN> BN E—THEIERIAER ARN,

2.2%E Trident EKS MifnZE {4,

aws eks create-addon --cli-input-json file://add-on.]json

eksctl
LU RAlen < %3 Trident EKS HNEI0:

eksctl create addon --name netapp trident-operator --cluster

<cluster name> --force

B3 Trident EKS {044

EEEHa
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1. ¥TH Amazon EKS #£#I& https://console.aws.amazon.com/eks/home#/clusters,


https://console.aws.amazon.com/eks/home#/clusters

FEEMSMEET, %4F Clusters,
ERE N EFTH NetApp Trident CSI AN INAYBEERI R TR,
#%$% Add-ons £+,
1% Trident by NetApp , AGi%#R Edit o
7f Configure Trident by NetApp TIE L, HITUUTIRME:
a. EERITIABEAM Version,
b. EFF Optional configuration settings FHRIEEE#HTIEKo

C. ##%*Save changes®,

(S @ A w0 D

AWS CLI
LU RIS EKS INED:

aws eks update-addon --cluster-name <eks cluster name> --addon-name

netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role—-arn: <role ARN>'\"}"

eksctl

* ¥2& FSxN Trident CSI FIINLAHRI SR A, B my-cluster BIRAERIEEFZFF,

eksctl get addon --name netapp trident-operator --cluster my-cluster
e rasbanetl b
NAME VERSION STATUS LSSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

s BmEIMEH A _E—FmEE R UPDATE AVAILABLE TR [EIHIRRZS.

eksctl update addon --name netapp trident-operator --version
v25.6.0-eksbuild.l --cluster my-cluster --force

WREMIBFIZ --force 1IN, FHFEA Amazon EKS IFHIISESIAISE A, MEH Amazon EKS
A5 1@%”&@]— alae/léJE' , UUESBHEARANZE, TEIRREILEIZ A, 1@5%1% Amazon EKS HN#;
DMAEERETECENZE, & .ﬁﬁ%lx%A?ﬁﬁtﬁlﬁE ﬁ?élltlx%ﬁ’]ﬁ@ﬁlﬁﬁ’]ﬁéﬂﬁn,_\, BB
4", B% Amazon EKS Kubernetes ?E&'féﬂﬂ’\]ﬁéﬂi%,_\, 1B "Kubernetes FEEEIE",
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ENE/MIPR Trident EKS {4

1M HIEE Amazon EKS HNEIRAYEIR ;

* IREBEE FRIMIINEE — LRI AT MIBR{ERI&E Y Amazon EKS B2, ©iXMiBR T Amazon EKS i@411&E
MHEERENSBIEH Amazon EKS IEIAIINEE. B, ESREER ERIMBIEG, 1tk
EMEHINE N BEREENZE, MAE Amazon EKS MNEIN, FEALLEDT, MNAERSE. REDS
B --preserve I LARE MNEIN,

© MEEBFRSELREPRMTMNZIRE — NetApp BN M EHER E B REZMIINAMHIZRRN, 7T MEEDZR
Amazon EKS HifiNéE. M "--preserve ma S HITEER “delete I AR BRIZ M INA

&E  ORWINAGHEBXEN IAM K, WARSHIERZ IAM #KF,

BEITHIE
1. 7F https://console.aws.amazon.com/eks/home#/clusters ¥JFF Amazon EKS 1Z#I8,
FEEMSMEET, %4F Clusters,
R ERIPRE NetApp Trident CSI INEIMAIBE LR FFo
1#t#¥ Add-ons K&, $AMGi%ERE Trident by NetApp.
%% Remove,
7 MIFR netapp_trident-operator i\ MHFEES, HITLUTIRIE:

a. NRAE Amazon EKS ZFIEERNMHFIAVIKE, 151%HF Preserve on cluster, WREIGMNEF IR
HREBEER L, UEUBITERMEMMNAEIRE, 1BRITIHTIRE

b. 8\ netapp_trident-operator,

© o & W BN

C. %1% Remove,

AWS CLI
B my-cluster BRABENRI, ARBITUTHS.

aws eks delete-addon —--cluster—-name my-cluster —--addon-name
netapp trident-operator --preserve
eksctl

LU T en$EIEL Trident EKS A0ETN:

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

[=geiiEs

https://kubernetes.io/docs/concepts/storage/storage-classes/ ["Kubernetes

StorageClass W&R""] HRESEFHIETESEFNTEEE. AT REERTINAEER
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Trident }IEENEEEFE Kubernetes StorageClass R

22 StorageClass W&

LT A FSx for ONTAP 8l StorageClass BY, Trident & Bt GIHEE.

&5 MREBFohELEEMEGIR, 1B52E 1255 BnEmAcER Kubernetes StorageClass 389 7 fi#
! gnfEI 43 BRI Trident EImATEESE,

}EEFfE StorageClass &%{

Blj# StorageClass NHREEX AT =15

S WAETR Eqid) 15 BH
fsxFilesystemID = string FSx for NetApp ONTAP X £ %4 ID
storageDriverName = string Trident ZEEREFEF (180, ontap-nas 3
ontap-san)
credentialsName = string B5 FSx for ONTAP E1ERY Kubernetes
Secret FYZ R
FERE A RS
f

&R L@ StorageClass £ A% fGiHS 5, 7 StorageClass parameters S HIGSFRIEREEEX NF
B, BXEHRSHNTESIR, 1BH: "FSx for NetApp ONTAP [EiREEE",

5l StorageClass EC& X1

UTRBIERT A BohEimEc &R StorageClass.

YAML

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-fsx-demo
annotations:
description: "Demo StorageClass for FSx for NetApp ONTAP"
provisioner: csi.trident.netapp.io

parameters:
fsxFilesystemID: "fs-0abcl23"
storageDriverName: "ontap-nas"

credentialsName: trident-fsx-credentials
allowVolumeExpansion: true
reclaimPolicy: Delete

volumeBindingMode: Immediate
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JSON

"apiVersion": "storage.k8s.io/v1l",
"kind": "StorageClass",
"metadata": ({
"name": "ontap-fsx-demo",
"annotations™: {
"description": "Demo StorageClass for FSx for NetApp ONTAP"
}
by
"provisioner": "csi.trident.netapp.io",
"parameters": {
"fsxFilesystemID": "fs-0abcl23",
"storageDriverName": "ontap-nas",
"credentialsName": "trident-fsx-credentials"
by
"allowVolumeExpansion": true,
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate"
}
8i# StorageClass

SIRECEX G, BEITUTaLREEFMESR,

kubectl create -f storage-class-ontapnas.yaml

MTE, BNIZTE Kubernetes F Trident F#EREZ! basic-csi {753, HH Trident FiZE2 &M T FimA,

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

[ZF StorageClass f5, Trident &BmIeIERIR. ARG, ZrILEIE5|ALL StorageClass B
PersistentVolumeClaims,

I EImACE RS
Trident 7 StorageClass ;FBEHiC REmEIENE R,
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VES WiER

trident.netapp.io/configuratorStatus FeE4ER (Success B Failure)
trident.netapp.io/configuratorMessage FAREHEIRER
trident.netapp.io/configuratorName AEPECE 2 R RRI R TR
trident.netapp.io/managed <7 StorageClass H Trident EI1E

trident.netapp.io/additionalStoragePools NItEIHAIEATZEM

BIIERT, IBIETT:
kubectl get storageclass ontap-fsx-demo -o yaml

1A trident.netapp.io/configuratorStatus BI&EN “Success. WR{EN Failure, BIEE
‘trident.netapp.io/configuratorMessage' LA T #8510

FINEM FSxN XHRSK
WNREL S FAMERIRY StorageClass MR RERIINIEERE, 1ERMNEM FSXN XHRS ID,

‘w18 StorageClass FARMUTERE:

metadata:
annotations:

trident.netapp.io/additionalFsxNFileSystemID: '["fs-

:9:9:9:9:9:9:9:9:0:0:9.9:9:0:0:0-0- 4l Il

N AERfG, Trident BfT/EIRACEH E# StorageClass i3,

IR EE RS

* iR EE BofEiRECE R StorageClass 1B& 2MIBRXEXAY Trident [Gif. XA BESHRFTFAEIEIEH P RTIETE
BT I (e, EMBRIEERY StorageClass ZHi, 1BIIERMH,
O

* IBIEAT NetApp ONTAP B9 AWS FSx 7 215 B oh/GIREL B
8% E BolfEinAcERY Kubernetes StorageClass

WNREHIhBIFE Trident f[5imA0 StorageClass, BEIRBLL TS BIZE,

TREMEIREEN TFRE

Trident M StorageClass EXHFSHEHRACE. HEMN A StorageClass BY, Trident IIEFAFRIISE, CIEEIH
, FHERIRZSEFRE StorageClass,

Trident R8I —X VolumeSnapshotClass, Trident 2f54:HY StorageClasses EEFHRE—1
VolumeSnapshotClass.
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BIEE Trident [5i%

EEIR Trident [5in, FEEIRE JSON 5 YAML RIHEREX . XHFEEEFMFNFMEEE (NAS 5 SAN
)« XHRGMIRIVZAH SVM LUIRER X HHITEMINERNTS e UWTRAIETRIFEXETF NAS B
TFiEHER AWS BIRFRIEFMEEIZ A/ SVM!

YAML

apivVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:xXXXXXxX:secret:secret-
name"

type: awsarn

JSON
{
"apiVersion": "trident.netapp.io/v1",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
"namespace": "trident"
by
"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fsS-XXXXXXXXXX"
by
"managementLIF": null,
"credentials": {
"name": "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name",
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"type": "awsarn"

FSx for ONTAP IEnhi2F i+ 452

&R LUER LU FIREHIFER ¥ Trident 5 Amazon FSx for NetApp ONTAP ££5% :

IXohiZF AT iR

ontap-san ENEEER PV #2H B S8 Amazon FSx for NetApp ONTAP &R — LUN, #TF
T IREE,

ontap-nas EEEBENE PV #252EM Amazon FSx for NetApp ONTAP %, #E=AT NFS
SMB,

ontap-san- BPMEEN PV #52—1 LUN, & Amazon FSx for NetApp ONTAP £E B rIElE

economy 2/ LUN,

ontap-nas- EEENE PV #2— qtree, & Amazon FSx for NetApp ONTAP £ BB R ERE %

economy 2/ qgtreeo

ontap-nas- B EEER PV #2— 1528 Amazon FSx for NetApp ONTAP FlexGroup %o

flexgroup

BXEDRFNIFAER, ESE "NAS KapizF" M "SAN IKEZE"

ke =
SIRREXMHE, BT TS USIEMILIE Trident FiHACE (TBC):

* M yaml X{F8l%E Trident f[FIRECE (TBC) FHiziTUU Tan<:

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* IIFE RINEIEE Trident [RIRECZE (TBC):

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-
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b9ff-f96d916ac5e9 Bound Success

BEXHMEEETNFAER, BEIUT EinakicEMRG 8.

EEEFEIS T B RinicE
LITF25 Trident #1 FSx for ONTAP B2 & BMITZERELE R,

NFS =&

SR LME R I RBI R NFS M58 8 StorageClass (BXEBMMTEYIR, HSIF TEH Trident B4R
)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

iSCSI BT

fER LRI EER iISCSI B9%IEE StorageClass:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

{#H NFSv3 1 AWS Bottlerocket BYTZfiE

Z1E AWS Bottlerocket EACE NFSv3 %, IERFTEREAY "mountOptions AN EITEAiEE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

132



name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
mountOptions:
- nfsvers=3

- nolock

Trident StorageClass E1f

XS E A E N EFARLE Trident BEERNEFMHURRELTXENS,.

B4 Egit) =l e AR 25 sl
YEAK string hdd. hybrid. ss MEELKEEE IEEEAEHEE  ontap-nas
d NE; REEk » ontap-nas-
ERERE economy
» ontap-nas-
flexgroup
» ontap-san
, solidfire-san
provisioningType string H. B MZFFEEER BIEERERZE thick: FiE
Py ONTAP; thin:
Fr5 ONTAP #
solidfire-san
backendType string ontap-nas BT f5EFH FRE IXchizR
» ontap-nas- 5im
economy
» ontap-nas-
flexgroup
» ontap-san
, solidfire-san
» azure-netapp-
files, ontap-san-
economy
snapshots /RE true, false MEFAERRE BREAREMNSE ontap-nas
& . ontap-san
. solidfire-san
MrepE mR{E true, false MR ES EREARENS ontap-nas
+ ontap-san

. solidfire-san

133



B it (=|

mz= I/R1E true, false
IOPS int IEEEEK

' ONTAP Select 8% FSx for ONTAP RAEAHF

refit BN <¥#HH
MXIFMEE  ERSRAMERNE  ontap-nas

» ontap-nas-
economy

» ontap-nas-
flexgroups

» ontap-san

HMEESSRIELLE  HRIEXLE IOPS solidfire-san
EIRH IOPS

1525 "Kubernetes #l Trident 3", TH##1FERUMAS PersistentVolumeClaim 32 E, LAKAFIEH Trident

FEEEHNZHIFE,

ellfe 2 ES

BdE StorageClass f&, f&RILATE Kubernetes FEIETE,

TR

1. XZE— Kubernetes %R, FEILIEFERE kubectl £ Kubernetes FRIEE,

kubectl create -f storage-class-ontapnas.yaml

2. M1E, BNiZTE Kubernetes F Trident H#BE ! basic-csi 1722, FH Trident NiZBELX LI T FiREY

o

kubectl get sc basic-csi

NAME PROVISIONER
basic-csi csi.trident.netapp.io
fCE SMB &

&R LUE A ontap-nas WhiEFECE SMB &, EE

n
o

EimEREEEFRA
BXEREEEDR, 52 F&!

2 LA

version
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storageDriverName

backendName

managementLIF

dataLIF

autoExportPolicy

autoExportCIDRs

labels

WiER
FEREDAE B R AR

BE X B2 F e

&£8¥5 SVM EIE LIF 19 IP Hthdit,
R fEE T REEZ (FQDN
) o WIRfEMA IPV6 IRERET
Trident, MATLUZEIER IPv6 it
ik, IPv6 HIMEATUAFIES E X,
B30
[28e8:d9fb:a825:b7bf:69a8:d02f:.9e
7b:3555], SNR{FTE
fsxFilesystemID FHY ‘aws®
FEPRMT ‘managementLIF
, MTEEBIRM managementLIF
, B Trident =M AWS 1Z& SVM
%:%\o Jﬂ:: ﬁ]-\"\\;fﬁ\ﬂg SVM —FEI‘JJEE
P (f51g0: vsadmin) 1RHERE, #H
BZRAR AR vsadmin A,

1Y LIF B9 IP i3k, ONTAP NAS
IXEHFERE: NetApp BIIEE
dataLIF, WNSRKiftt, Trident M
SVM $KEX dataLIF, AILUIEEEF
F NFS HEHIRENTLRETA
(FQDN), RiFELIE 1 DNS LU
%1 datallF #1THE T, A
UEVIRISEREN. ONTAP SAN
RohiER: A& iSCSI 5

Eo Trident 5 ONTAP Selective
LUN Map R&IMEIL ZERE IR
TEHY iISCSILIF, INREBAHENX T
dataLIF, M=%MES. WNREH
IPV6 IREZREET Trident, MITTLAIE
BHER IPv6 i, IPv6 Hihib4Zm
LIAESEN,
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555],

BB eSS EREeIZENEN
[Boolean], f#f "autoExportPolicy’
#0 “autoExportCIDRs &I, Trident
A B EES R,

B “autoExportPolicy Bt BB Fid &
Kubernetes T35 IP B9 CIDR %13,
£/ “autoExportPolicy #1
“autoExportCIDRs i1, Trident 7]
B EES H R,

gmﬁﬁj—%a@&% JSON BIAFE

Nl

ontap-nas, ontap-nas-
economy, ontap—-nas-
flexgroup, ontap-san, ontap-
san—-economy

IXCHIERFRBFR + "_" + dataLIF
“10.0.0.1”, “[2001:1234:abcd::fefe]”

false

"["0.0.0.0/0", "::/0"]"
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28 LA Nl

clientCertificate E P ImEPH Base64 ‘mi%{E. F
FEFEBHOEMRIIIE

clientPrivateKey EFimfh(A8Y Base64 ‘mi3{E, A
FEFEBNSHIIE

trustedCACertificate Z{={E CA IEHH Baseb4 fmhd{E,
A%, BFEFIERHNEHIIE,

username HIREERfE SVM VAR &, AT
ETFEIENSHIIE, fli0

, vsadmin,

password EIZ RS Y SVM WERE, ATE
FEENSFHIDIE,

svm EfF R Storage Virtual Machine  #ASREE T SVM managementLIF
> MREE,

storagePrefix £ SVM FREMENFANEIZ, trident
SIZELEEBR. EEMLLSH,
ERENE—NIER.

limitAggregateUsage *157079 Amazon FSx for NetApp BMER,
ONTAP $EE. *#EHHY “fsxadmin’
M vsadmin' FEENRESERE
%#@ﬁTMaﬂWﬂEﬁ%%W

limitVolumeSize MRIBEKRWEX NS TFUE, Wig " EOAER T REEHIT)
BXW. ERHIES gtree F1 LUN
BIENEHNRAKXDN, HEZ
‘gtreesPerFlexvol iEIN 71 B E X
8 FlexVol EHIE K gtree %4

lunsPerFlexvol & FlexVol volume BY& A LUN %k “100”
WAZITE [50, 200] SEEIN. 1XPR
SAN.

debugTraceFlags HWEHERIE AN RIS, flin =

, {"api":false, "method":true} B&3E
ETE T PEHIRH R B AN E
TEfE, SNAREFR

debugTraceFlagse

nfsMountOptions NFS E#HEMBIES 73R!

o Kubernetes IFAEHIIEE LI
BREFMEPIETE, BUNREFHE
LrRIEEERIED, N Trident &
ELREMEREEEIRICE X FHis
EBVEHIED, REEXLAEE
MXHHRIEEFEFIET, Trident 3§
AEEXBIFEASE LIRETAE
LN,
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gtreesPerFlexvol

smbShare

useREST

aws

credentials

AT EREENEIRECE RN

TR LMERECER defaults B0 FRIXEETRIZFHZAIANRE. BXRE, BSH TENEERG,

(L)

#
spaceAllocation

spaceReserve

snapshotPolicy

WiER Nl

BdE NFS 3¢ SMB H6li2, %EINA  nfs
nfs. smb B null, *XF SMB

£, WINKEN “smbo “IREN

null 2XIAA9 NFS %,

B FlexVol £ K Qtree £, & "200"

JRTE [50, 300] SEEIR

TR LUEE LTz —: £ smb-share

Microsoft Management Console
ONTAP CLI 88y SMB =&
#R, SAIF Trident B SMB HZ
B2, Amazon FSx for ONTAP
EinEELSE,

f£F3 ONTAP REST APl B9%5/RE  false

o HiIGEN ‘true'BY, Trident 3§
/3 ONTAP REST API 5/5igi#1T
B, IEINEEFEE ONTAP 9.11.1
NEShRAE, L5, PR{ERR
ONTAP B RABKIEETE 0]
‘ontap' TR, XiEILFE XY
‘vsadmin'# “cluster-admin’ &k
ﬁEO

f&BILUTE AWS FSx for ONTAP EY
FEEEXHHRIEEUTHE: -
fsxFilesystemID: 87 AWS mn
FSx X &A%Y IDs - apiRegion "
: AWS APl i #E R, - apikey ™"
: AWS API Z$H, - secretKey

: AWS E,

FEEETZHETE AWS Secrets
Manager 189 FSx SVM &1, -
name: MZB) Amazon FIREZ TR
(ARN), EhE& SVM BIEiR, -
type: ®RE N awsarn. BXIFH
58, BB BIE AWS Secrets
Manager 20",

AR A
LUN BY= 8] 93 Be true

FEIMEBIE; "none" (¥5f&) =  none

"volume" (&)

E{FEMAM Snapshot K& none

137


https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy

unixPermissions

securityStyle

BcE PVC

WiER

ENEENEDECHT QoS KA,
NEEFENEERER gosPolicy

8} adaptiveQosPolicy FIBI—1, 7£

Trident F{EH QoS HRIFAEE
ONTAP 9.8 SR EEIRA, ENZfE
FIEHEE QoS HB&AH, HHAFRIZE
BRLABIMN A TFENEMIBD. H
= QoS HKBAEGIMITFAE LIER
oAM= LR,

EININ

ENCENEHIBEN QoS & ™

B84, A/ EFEBEEIRER
qosPolicy ¥ adaptiveQosPolicy
#)—4 ontap-nas-economy A%

FRLIhEE,
HRR"OREBHENE DL

I ME R IR 722

R snapshotPolicy i@ none,
else™

false

£#7% L2 NetApp E10% (NVE) false

; BRIAN falseo WAMTEEEEE IR
BiFeIHE R NVE A sEER L%
I, WMRERRBAET NAE, NTE
Trident PECEREAEEEEH
NAE, BXFHEER, FEH

: "Trident 80{a]5 NVE #1 NAE fic
BIER"

BF LUKS &, 850 EH
Linux Unified Key Setup (LUKS)",
PR SAN,

EEAIDERE none
%)E%E"J*Eito F SMB %, 159

MENR 2o NFS 2Hf "mixed’

M unix 21 SMB i
‘mixed # “ntfs" Z2iER

NFS ZRIAEN unix. SMB BRIAE
yil ntho

KT EEEXNMAEIEFERAEEE Kubernetes StorageClass Ki53K PV BY
PersistentVolumeClaim (PVC) BYi#EE, S1SRmEIH, EREERILUEZ PV #E£HE pod,

gl PVC

https://kubernetes.io/docs/concepts/storage/persistent-

volumes [" PersistentVolumeClaim "]

(pvc) BifRERE L PersistentVolume

BUIER, pvc AJUEEENIBEKRFEAR/NHIHRIRIRIFE, ERAXEXH
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StorageClass, EHEERTLUTHIEBEY Persistentvolume K/NFIARIREXHNELZAR
—Flan4aeskAR S R Ao

B2 Trident J5i%#0 StorageClass f5, ERILLGIEE PVC, €I PVC g, ErILIEEESE Pod A,

TER
UTRAIERTEA PVC ECEIEDL,

# RWX i51a]#9 PVC
WRBIERT—1N5% 7 basic-csi'BY StorageClass #XEBXHIEHR RWX i5RIFEREZS PVC,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: ontap-gold

PVC f&H isCSI Rl
RBIERT —15% 74 protection-gold B StorageClass #HXEXFIEH RWO 5[aMPRAY iSCSI EZ PVC,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: protection-gold

Bl PVC

oz
1. 8I& PVC,
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kubectl create -f pvc.yaml

2. I PVC Ko

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

525" "Kubernetes #l Trident 35", TH#E1FMELRUNMAS PersistentVolumeClaim 32 E, LAKFATFIEH Trident
feE &S EIEE.

HBENBERF

BIEEFMESRM PVC f5, ERILURE PV REE| Pod £, AWHIE TR PV KiNZE Pod RY7R
Blan<MECE,

BEROINRER

p
1. 7£ Pod F#E#H S,

kubectl create -f pv-pod.yaml

UTFRFIETRTR PVC E#EE pod WEAEKE: EARKE:

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"

volumeMounts:
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- mountPath: "/my/mount/path"
name: pv-storage

&F &R LUER kubectl get pod --watch MSIT#HE,

2. WIFEREREEN /my/mount /patho

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

IEERILAMIER Pod 7o Pod MARFREABET, BERFRIETE.

kubectl delete pod pv-pod

7T EKS &2 L& Trident EKS KifnA4

NetApp Trldent &1 T Kubernetes 1 Amazon FSx for NetApp ONTAP ZEEIE, HEH
HEAGRMEEREBE T TFNAEZERIE, NetApp Trident EKS MBI ERMNEE
T, BIREBE, HEE AWS KiFA[ 5 Amazon EKS EEAT@EHO EKS NMNEINfEEaESE

illil R Amazon EKS &£BHNREMISE, HR/IDRE, IEMNMEMIMEAENT

79 AWS EKS ECE Trident MIEINZ A, BHRERAEUATFRMA:

* EEFERMBTNRAEY Amazon EKS B, 1EEH "Amazon EKS MiNAH",
* AWS X AWS marketplace FIRR

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 2£8Y: Amazon Linux 2 (AL2_x86_64) 2% Amazon Linux 2 Arm(AL2_ARM_64)
* TIEZEEY: AMD ¢ ARM
* IA Amazon FSx for NetApp ONTAP X4 2 %;
gl
1. EHREIE IAM A& AWS Z50, LUE EKS Pod BEFSiAIR AWS iR, BXULHA, ESN "6IE IAM A
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&1 AWS Secret",

2. £ EKS Kubernetes &2+, S#1%] Add-ons &I+,

tri-env-eks

@ ( Delete cluster ) ( Upgrade version )

(@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more

[ information, see the pricing page [7.

Upgrade now J

¥ Cluster info it

Status Kubernetes version info
@ Active 130
Cluster health issues Upgrade insights

©0 ©0

Provider
EKS

Support period

Overview Resources Compute Networking Add-ons [E Access Observability Update history Tags
{ (@ New versions are available for 1 add-on.
Add-ons (3) infe View details ) Edit _"' 4 Remove )
[0. Find add-on ] [ Any categ... ¥ ] [ Any status ¥ ] 3 matches <1

3. %%l *AWS Marketplace MNEIT*HiERE storage 27,

AWS Marketplace add-ons (1)

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q, Find add-on

Filtering options

[Anycategory v ][ NetApp, Inc. ¥ ][Anypricing model ¥ ]( Clear filters )

NetApp, Inc. X

I NetApp NetApp Trident

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and
administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the

ideal choice for org; ing efficient contai
Category Listed by
storage NetApp, Inc. [2

4. %3 NetApp Trident Fi%&- Trident MiiINA RIS IEAE,
5.

PR PR BN TR S,
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d storage workflows. Product details [?

Supported versions
1.31, 1.30, 1.29, 1.28,
1.27,1.26, 1.25, 1.24,
1.23

Pricing starting at
View pricing details [

Cancel

%E%E Next,



Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

NetApp Trident
Listed by Category
storage
M NetApp

Status
(&) Ready to install

(D You're subscribed to this software

You ean view the terms and pricing details for this product or choose another offer if one is available.

Cmatmen) x

Version
Select the version for this add-on.

v25.6.0-eksbuild.1

v

» Optional configuration settings

6. ELEPTRAMMALGIRE,

Review and add

Step 1: Select add-ons

Selected add-ons (1)

[ Q, Find add-on

)

Add-on name

netapp_trident-operator

Step 2: Configure selected add-ons settings

Selected add-ons version (1)

Y

Type v Status

storage

Cancel Previous

@ Ready to install

1
Add-on name & Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set
EKS Pod Identity (0)
1
Add-on name 'Y 1AM role [# v Service account v

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

7. INREA IRSA (RSEKF Y IAM BE&) ,
8. TR,

BEREMEES B LA,
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9. IIFMEBBARESES A Actives

Add-ons (1) nfo View details Edit Remove Get more add-on 3

| Q. netapp X \| \ Any categ... ¥ } | Any status ¥ ] 1 match 1

nNetapp  NetApp Trident O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and administrators focus on application deployment. F5x for
ONTAP flexibility, scalability, and integration capabilities make it the ideal choice for organizations seeking efficient containerized storage workflows. Product details [
Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24,10.0-eksbuild.1 - (IRSA)
Not set
Listed by

NetApp, Inc. [3

10. BT TS RIIEER FRTIERTET Trident:
kubectl get pods -n trident

N, WHGEHREERES. BXEL, BE0 REEFHEE"

fEF CLI ZZE/E1E] Trident EKS MifN4A 4

8 CLI % NetApp Trident EKS FfiN4E %4
UTF B RE Trident EKS INEIN:

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.0-eksbuild.l (FHHERRZ)

LT REs$2RE Trident EKS {ff4hRZs 25.6.1:

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.1-eksbuild.l (FHEHBERZE)

T RFlen <SR Trident EKS $fH{ERRZS 25.6.2:

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.2-eksbuild.l (FHEHERZE)

£/ CLI 1 NetApp Trident EKS HMifNA {4 :
LT En$EIZ Trident EKS fNEIN:

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

£/ kubectl BIE[5iH

RIREX Trident SIEFERFAZBIIXR. EEHIF Trident A SZFERAHITERE, U
K Trident RZAMAMAFECES. T Trident f5, F—FEEIEEiH.
TridentBackendConfig BRENXZIREEX (CRD) EERETE HiZiEd Kubernetes REE!
EMEIE Trident B, ERILUBEER kxubectl AR Kubernetes Z1ThRIERZEN
B9 CLI TERFERRILIEE,
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TridentBackendConfig

TridentBackendConfig (tbc, tbconfig, tbackendconfiqg) @—EilR. & TIEA CRD, {FEEEWE
Fd kubectl EIE Trident [, Kubernetes MFf&EIER IR L EEEE Kubernetes CLI SN EIEGin
, MEREZANGLITEARER (tridentctl)o

Bll## TridentBackendConfig W&, S&XELUTIERL:

* Trident S iRIEERMHMIVECE BortlZRiR. XENIRTN TridentBackend (tbe, tridentbackend)
CRo

* TridentBackendConfig M—#ERIH Trident BJERY "TridentBackends

1> "TridentBackendConfig &85 "TridentBackend {R{F—3—MREt, FiEEBIREL AR BT T ESRN
#0O, FEER Trident RAELPREHEX RIS

e TridentBackend CR H Trident BohtliE, E*ARIZMEREN]. NREX EimHITERN, 15
= Wi 1&EK " TridentBackendConfig” ¥ & 1T IER1E,

[

BX TridentBackendConfig CR BN, 1BEILLTRA:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

R B LIER "trident-installer" BRHBRGI, THRFIBEETFES/RSHRGIEE,

‘spec’ FRERTETRIFENEESH. EHREIF, FmFER ontap-san®
FERhiZRE, HERLLAYIHNEES. BXMEFERIZFIEEIRTTIR, 1
xref:{relative pathl}backends.html "@E’Jﬁﬁ%%ﬁjﬁzrﬁlﬂzlﬂﬁﬂaﬁh,._,\"

‘spec’ EBIEEIE  credentials’ #  “deletionPolicy’ FE, XEFEREE
‘TridentBackendConfig® CR H¥i5IAAY:

* credentials: WWEHAMEFE, S8BTHNEFHEAG/MRSETEHRIENERE. XHKENBFEIE
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B Kubernetes Secret, FIETLEUMN AR HEE, KSHIEIR.
* deletionPolicy. WFERENXMPER TridentBackendConfig BYRNHITRIIRIE, ©RILIRE LT MAHR]
REREZ—:
° delete: XBEEFEEH TridentBackendConfig CR FMEXEimES#MIFR. XEEIAE.
° retain: MR TridentBackendConfig CR BY, FIRENXIGEFEE, ALUER tridentctl HITE

I, BHFRHEEIEEN retain AFAFPBRAIRERA (21.04 28 HRECIENGR. LFEHN
(ECIIYERfES TridentBackendConfig BEEH,

[GiHZIRER spec.backendName KB, MRKIEE, NEHMNBZITIEEEN
- pad TridentBackendConfig JM&RMBI (metadata.name) o EINFH spec.backendName F
NI EFIHE .

fEF tridentctl RIEMRIREBE XXM "TridentBackendConfig MR, FRAEJLIEI R
# ‘TridentBackendConfig CR, iE#FM kubectl REBEXLLFiR, HIIEEIEEMERR
BCESE (W spec.backendName. spec.storagePrefix.  spec.storageDriverName’
%) o Trident 2 E&EF B TridentBackendConfig'5 BB M G40 E-

TEER
B/ kubectl BIEMNGN, NHITLUTRE:

1. Bl "Kubernetes Secret"s A E Trident STEEEE/RZBESFAENEE,
2. B3 TridentBackendConfig MR, EREEEXEFMEE/ARSIFAFEE, #H5AT L—FPhelEN

5o

BlEERE, EALUER kubectl get tbc <tbc-name> -n <trident-namespace> MERE RS FINEHMiFA(E
l%\o

+1Z 1. 613 Kubernetes Secret

BIE— MRS RRIAIPEIER Secrete XM TEHNMFERS/FREEIE—T =M, TEE—TRH:

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

TRELTENEFET A Secret FRABEZHNFER:

146
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FEF & Secret FE&HER 24

Azure NetApp Files clientlD
Element (NetApp HCI/SolidFire)  Ifs

ONTAP =)=

ONTAP password

ONTAP clientPrivateKey

ONTAP chapUsername

ONTAP chaplnitiatorSecret
ONTAP chapTargetUsername
ONTAP chapTargetinitiatorSecret

FERIEA
KB N AEMIE P s ID

BAMEFREHER SolidFire 528549
MVIP

EEIER/SVMNARE. BTE
TFRIENSHIIE

R RY/SVM WEE, BTET
FHER S (D I0IE

& P infAARY Baseb4 4mid{E, A
FEFIEBNEHIIE

NP #, MR useCHAP=true
, WANE, HF ontap-san

‘ontap-san-economy

CHAP Bnpgs&th. IR
useCHAP=true, MANFE, JF
ontap—san‘*ﬂ ‘ontap-san-
economy

BirEFP &, N2 useCHAP=true
, MANE, XF ontap-san H

‘ontap-san-economy

CHAP Bir&kiEe&EZH, 1R
useCHAP=true, MIAHNE, FF
ontap-san M ‘ontap-san-
economy

EUET BB Secret BET—F UM TridentBackendConfig X&RM spec.credentials FEEH

51 Ao

#1182 6/j# TridentBackendConfig CR

EIAERILARIRZ TridentBackendConfig CR To EULRAIF, M “ontap-san'iXshizFrIEImEEI R

LUFERRHY “TridentBackendConfig X & 813289

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san
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managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svim: trident svm
credentials:

name: backend-tbc-ontap-san-secret

% 3 4. IIF TridentBackendConfig CR AYIRZS

IWIEE 6% TridentBackendConfig CR, &BRILAIGIPRZS. iBE WA TRAI:

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BRI EIEEIRHAFLEE) TridentBackendConfig CR,
Phase AI AR TEHF—ME:

* Bound: TridentBackendConfig CR 5/GimtEXEL, ZGIRES configRef "IREN
*TridentBackendConfig CR BY uids

* Unbound: fEF "" {&/~o TridentBackendConfig ﬂ?ﬁ*éﬂi?”f;jﬁuﬁo FRINERT, FREHeIERN
TridentBackendConfig CR #FILNER. MERTEGE, TEBRERARPERS.

* Deleting. TridentBackendConfig CR deletionPolicy EI&E&E MR, MIBF
TridentBackendConfig CR G, EREEHE"HER" KRS

° MRFIHLEAFEIFAERRA (PVC) , MR TridentBackendConfig S Trident MIBRE
i%#] “TridentBackendConfig CRo

c MNBFWMEE—THEZD PVC, MESHFHNMBERIAS. TridentBackendConfig CR BEEWFH NMBIFRM
. RBETEMPBRPAIE PVC &, A &MIFREiHM TridentBackendConfigo

*Lost: 5 TridentBackendConfig CR KB SRR I e EIBR, ™ TridentBackendConfig
CR %A | B EMIBREYEIR. Ji€ TridentBackendConfig {EUIf], ‘deletionPolicy CR{BFARILL
W ERo

* Unknown: Trident LA S TridentBackendConfig CR XEXRGIRAVIRSTNEE. 50, @R API
AR$528:8 8BNS tridentbackends. trident . .netapp.io CRD &%k, XAREZEETFT,

ELMER, ERIIEIERER! B MRIERI LIEIMLIE, 90 "backend E#i#l backend flEx"s

(FIiE) R, 4. RENEZFAER
TR BT AR ap < RRIVE X EREVIFAE R

kubectl -n trident get tbc backend-tbc-ontap-san -o wide
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backend_ops_kubectl.html
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backend_ops_kubectl.html
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NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

sh, IR AFREY TridentBackendConfig Y YAML/JSON #%fi#,

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:11%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6£f60-4d4a-8ef6-bab2699%e6abl
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo B8 7 backendName #l backendUUID, XLEFMIL TridentBackendConfig CR BIERY
[Eim{E 2. lastOperationStatus FERFR/R TridentBackendConfig CR Efg—/RIRERVIRE, ZIR(E
AILHAFf% (B30, FAFTE spec F#HTTTEER) A Trident % (F140, £ Trident EEHAE]) . EF
AZ Success If Faileds phase ¥R/ TridentBackendConfig CR 5/gimZB1XRBVIRTS. T LERIRGI
F, phase BYEN Bound, XEIE TridentBackendConfig CR BE5/GiHXEL,
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BRI LIBTT kubectl -n trident describe tbc <tbc-cr-name> 8p% LIFRENEHBHENIFAEE,

i & EER “tridentctl EFTSMIPRE & XBX "TridentBackendConfig' W& GiH. BT fE1E
= “tridentct!’#1 "TridentBackendConfig' Z [BIYIRFTH MBI I8, "ES LA,

[

BB G
{# A kubectl EI2 Trident [Fif
TERANEI{EA “kubectl HITEIREIEIR(E,

pllESE

BiZ PR TridentBackendConfig, &I/ Trident fBR/{REBEIH (BF deletionPolicy) » EMbREIR
, BRI deletionPolicy IREAN delete. EXMIFR TrldentBackendConflg, ERERE
“deletionPolicy I & A retain, Xu] AMRGIHNAFEE, FEAILUBEFER tridentctl #H1TEIE,

kubectl delete tbc <tbc—-name> -n trident

Trident R MIBRIEFEEAR Kubernetes Secrets TridentBackendConfig. Kubernetes FIF i S iEIEH 2R,
BIBRNZRES R TUEIEITE, XENBREEHRERN, 7RG ERIRR,

SENARH
BT TS

kubectl get tbc -n trident

&R AT LUETT “tridentctl get backend -n trident I§ “tridentctl get backend -o yaml -n trident’ LAREXER B B A [5 ik
BIFIR. LHIRERGEIEFER tridentct! SIER GEif.

EH A
Efainn] e R ZMIREA:

s FHRERZNEIEEER. EFHMEIE, WIEH TridentBackendConfig XIRHERAA Kubernetes
Secret, Trident B {FBIRHN RN EIREMNENEIR. BITU TS LUEH Kubernetes Secret:

kubectl apply -f <updated-secret-file.yaml> -n trident

* FEEMSHR (BIGNEEEEAB ONTAP SVM BIRHE) -
o B LUER L T e EiEd Kubernetes 3T "TridentBackendConfig X% :
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kubectl apply -f <updated-backend-file.yaml>

o HFE, ERUERUTHSERIMA TridentBackendConfig CR:

#&iE

kubectl edit tbc <tbc-name> -n trident

* NREHEFHEY, NEH#RSFRFEREEMNNEE. ELLUERIETT kubectl get tbe

<tbc-name> -0 yaml -n trident’ 2, “kubectl describe tbc <tbc-name> -n trident’ 3KZEF HELL

HERE,

* MEHABEREXANREG, EAUERMBITEMNS.

{E tridentctl E12 Trident [5i%

T HESNEIER “tridentct! 1T /Rim & IR 1.

ellfe =y
B "EiREXH" 7, BITUTH<:

tridentctl create backend -f <backend-file> -n trident

NREwHEZRY, NWRTEHREEGNHE, ERIBIETU Ta<EEEEURERRA:

tridentctl logs -n trident

il =y
ZE M Trident HIER/GHR, HHRITLATEIE:
1. wRE

FIRAHEIEREXHNNEGE, REBRIEITLE create L EIA,

= i 24 7R -

tridentctl get backend -n trident

2. bR

tridentctl delete backend <backend-name> -n trident

#iE

g0%R Trident EMIL/RIRECEMAFERISIRE, NFERRSEEREERS, RimkH4s

151



fF"Deleting" K7,

EENERER
BEE Trident MIER G, FRITUATRE:
* BREMEE, BEiTUTEH<

tridentctl get backend -n trident
s EREFAEIFAGESR, BETU TR
tridentctl get backend -o json -n trident

EEm
IR EREEX ARG, BITU TGRS

tridentctl update backend <backend-name> -f <backend-file> -n trident

NREHEMHRY, WHARKEERRANEZRNERLTY. EaIlBIEITUTHLERERTUHEREA

tridentctl logs -n trident

FIRFHBIEREXHNNEGE, REFREITILE update s EIA,

WRIRGE R R IRE RS

XE— A, WA LR tridentetl ARHTREIHAY JSON KEIZX KR, XEMRT jq LA
> ,‘d\'%ﬁgtc%“&"o

tridentctl get backend -o json | Jjg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]"’

XWiERAFEA TridentBackendConfig BIEMNEiR.

%E4R Trident GHEIE A X

T #R1E Trident P EEFWIIRRE TG &
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EIRFIHAYIEIN
& TridentBackendConfig B, EERIEERMIRFNEREES . XM T U a):

* {EH tridentctl 8/ fSima] LUE TrldentBackendConﬂg TE®EE?
* {£A "TridentBackendConfig 828 fGim A LUEE "tridentct! ##1TEIEIS?
£/ tridentctl EIE/GlF "TridentBackendConfig

EPHNBTEEET tridentctl HIFET Kubernetes REBJE TridentBackendConfig MRMEIENE
ISR B,

XiEBF LU TER
* BEENRIG, &\ TridentBackendConfig, HAE(ITEFER tridentctl S,
* B “tridentctl 83 /G4, BFEHIM TridentBackendConfig' 31 %R,

EXMHERT, SREFHREFE, Trident WESHWNHBH#ITIRE, BERTEILERMPER:

* WEE(FH tridentctl KEBFERAERIENGEIR,

* BER ‘tridentctl‘ﬁ'JLE’J)= Im4PEEIFREY “TridentBackendConfig MR, XIEFMEKESIHIGEER kubect!
MARZ tridentct! #HITEIE,

EER “kubect BTN FENGIR, BEREECIE— TridentBackendConfig #AEEIINE EiH. UTEHEHIE
[FIEREA :

1. BlZ Kubernetes Secret, Z(AEIE Trident STREE R RS BEFAENEIRE,

2. 8l#2 TridentBackendConfig ¥R, HABEEXEFHEE/MRSIFEMAER, H5IAT L—FHeIEN
ZiE, WIVTREIEEERNEESE (10 spec.backendName. spec. storagePreflx\
spec.storageDriverName &) o spec.backendName HIKE NME FIHIE TR,

% 0% R3Sk

EREAEEIERIHN TridentBackendConfig, EHEBRINGHEE. FLRAIG, BRi&EiHSERLL
T JSON TE X 8IErY:

tridentctl get backend ontap-nas-backend -n trident

fees=sssssessssosa==== e

o fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

fmm fomm e

fessmssee s se s o s s s e e fremmmm=== e I

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

fremsmesesme s s o= === fosssmmmsamssas=s
fes==ssssssscscscssossssssssssssssssa=s femem==== foms=m==== ¥
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cat ontap-nas-backend.json

"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"datalLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",

"svm": "trident svm",

"username": "cluster-admin",
"password": "admin-password",
"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels": {

"store": "nas store"
by
"region": "us east 1",
"storage": [
{
"labels": {
"app": "msoffice",
"cost": "100"
}I
"zone": "us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels": {
"app": "mysgldb",
"cost": "25"
by
"zone": "us east 14",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"
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12 1. B2 Kubernetes Secret

BIE— MBS EIHEIER Secret, WA RAIFAR:

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

1% 2. €} TridentBackendConfig CR

T—H2eIE — TridentBackendConfig CR, % CR Bt EEIFNHLEEM ontap-nas-backend (

NASTRBIFRR) o HRFmEUTEK:

* 1 “spec.backendName' F7E X 7 HEEIRY G 1% % FFo

* iEESHM S RIGEmER.

* il (NRER) RS ReERERNIRF.

* EiE@iT Kubernetes Secret &1, MR UM AR IR H,

FIIER T, TridentBackendConfig 0 FFAR:

cat backend-tbc-ontap-nas.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: tbc-ontap-nas-backend

spec:
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version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25'"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

% 3. IWiF TridentBackendConfig CR FYIRZS

B3 TridentBackendConfig f&, EMEWNAINA Boundo BXENKRMSIE GiktER iR FRF UUID.

kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3bebab5d7 Bound Success
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#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

P cemsmesememe= P m===
Fommmmmmrmemsrrrrrrr e reme e ee e e o Frommmmom= Fommmmmmm= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmrmemeoeosoes Fommmmmmcmeomomm=
L Fommmmmm= Fommmmmmm= +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

ittt Fommmmmmmmememe==
B et o= Fommmmmm== +

IW7E, ¥EMEA tbc-ontap-nas-backend TridentBackendConfig XWR KL EIR G,

{£F TridentBackendConfig EIE[Fl% 'tridentctl

‘tridentctl’ RIATFFIH{ER " TridentBackendConfig®
BIEMER, ItIh, BERXRATLLEFET tridentctl’ TEBRILEFR, Hi2M b
‘TridentBackendConfig' FHHRIE “spec.deletionPolicy’ 1®EAHN “retain’o

% 0% R3S

Fan, EFENMBRIZA T EimeEfEA TridentBackendConfig SJEERY:

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

Fom e fom e

Rt et b L e PP F————— o +

| NAME | STORAGE DRIVER | UulD

| STATE | VOLUMES |

o o
e - o +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

o o
e e fomm - +
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MisHA PRI AEY, TridentBackendConfig BRINEIEHYIERIGiH [MEEIHE UUID].

$IE 1. A deletionPolicy IXE /N retain

LA TREE deletionPolicy BIMME. XEEIRE N retain. XA LUHRTEMRIBR
TridentBackendConfig CR BY, FUREXNATFE, HERILUER tridentctl HITEM,

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'"{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

= p=d FRAE deletionPolicy 18BN ‘retain, BNNBMMULE T—F,
#1% 2. filff TridentBackendConfig CR

&fe—2 EMB& TridentBackendConfig CR. I\ “deletionPolicy i B/ “retain f5, &A]LALREEAIBR:

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

R it P m===
Bt et i o= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

o msseseme= Fommmmmmememe===

e et t-—— to—m—————- +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fom Fomm -
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% TridentBackendConfig MR fG, Trident REFEMER, MASLIrRERAS,

BIEMEERFMEE

Bl%2 Trident Ffi&3
ACE Kubernetes StorageClass M RHBIZEFES, LUES Trident MNEIEEE S,

AL E Kubernetes StorageClass X%

https://kubernetes.io/docs/concepts/storage/storage-classes/["Kubernetes
StorageClass MR"~] & Trident RFIAAFZENTAECIES, HIER Trident
AR S, BIa0:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold
provisioner: csi.trident.netapp.io
mountOptions:

- nfsvers=3

- nolock
parameters:

backendType: "ontap-nas"

media: "ssd"
allowVolumeExpansion: true

volumeBindingMode: Immediate

BEE5"Kubernetes # Trident 3", T #EFEERUAS "PersistentVolumeClaim 32 &, LAKBFzH Trident
fB &SI B,

BIERTEAESE
Bl%E StorageClass X& G, BJLUBIREFEMRE, [FHEET] IBEH T —Lr] LUIEBHEAE ARG,

I
1. X2—1 Kubernetes X%, EItiBEFEH kubectl 7E Kubernetes FBIETE,

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. MTE, BRIZTE Kubernetes F Trident FERE 2! basic-csi 17653, HH Trident NiZEB2 LM T Bk
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o

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json

"items": [
{
"Config": {
"version": "1",
"name": "basic-csi",
"attributes": {
"backendType": "ontap—-nas"
by
"storagePools": null,
"additionalStoragePools": null
by
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggrz",
"aggr3",
"aggrd"

BRI
Trident AI#RfH "A TR ERRNEBFEEREX"

&, B RIBLEEFMTHM sample-input/storage-class-csi.yaml.templ X, HE
BACKEND_TYPE B AFHERENIZF B o

./tridentctl -n trident get backend
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fomm - tomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fomm e fom e o
R remmmeme== +F

| nas-backend | ontap-nas | 98el%b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

fosssssmm===== fosssmsmsm=ssas=s emsmemessesossssssss s s s ssesosss=a=
femm==== femememm== 4

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-

basic-csi.yaml

# Modify  BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

EI1E Trident 152
O UEBMEFMEE. REMINEEE. MREREERIRUARBBREESS,

EEMEEFMEE
s BEEEWEM Kubernetes 782, HETUTHS

kubectl get storageclass

* BEE Kubernetes FERIFMER, BEITUTHS:

kubectl get storageclass <storage-class> -o json

* BEEFE Trident WEIPEESE, BEITUTHS

tridentctl get storageclass

* BEE Trident WNRASFRELFAER, HETUTHL

tridentctl get storageclass <storage-class> -0 json

RBEINFESE
Kubernetes 1.6 1007 I EBRIAFESRMIINEE, SR P RTE Persistent Volume Claim (PVC) F$8EFiEE,
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M 77 (&S5 A FBCE Persistent Volume,

* BITEEERTE X HIEERR storageclass.kubernetes.io/is-default-class I8 B true KE X ZRIATFEES, 1R
BASE, FRNEAEMERRIIGIEERER false,

* TR AR U T an I A FEEEE NAUAFES:

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

© Kth, ERILERU T <MBRAIAFMESSER:

kubectl patch storageclass <storage-class—-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"

Trident REI2FEHEE B S LERRRA,

BER—RABE—TRINEESE. MEAR LM, Kubernetes RFEILIGRBZ M EMESE, EE

B e e BAT
e
XE2—NE, WBREEILAIER tridentcetl A Trident fGimx REHAY JSON F[E]ZY R @2 XERT

iq a—ﬁﬂzf, BARERERRET,

tridentctl get storageclass -o json | jgq '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’
IBRTFAESE

EM Kubernetes HfipR7FESE, BEEITUTHS

kubectl delete storageclass <storage-class>

<storage-class> NERNEHEEIL,

B T AEL RV ERRABRRIFAZE, Trident FHEEEE ],

Trident AEBIBENEREIERATH £sType. X iSCSI fFif, EINFE StorageClass R
&HiE 1T parameters. fsTypeo. EMIZMIFRIIER StorageClasses HFEHIEERN
‘parameters.fsType EFRIZEEA T,
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EEENEES

¥RED Trident &

Bl — PersistentVolumeClaim (PVC) , 1% PVC {£RECE R Kubernetes
StorageClass KiEKxt PV HIARNIR. A/, ErILURE PV #3E! pod Lo

#hg

https://kubernetes.io/docs/concepts/storage/persistent-
volumes[" PersistentVolumeClaim ""] (pvc) RBifNERE L PersistentVolume

HIIE R

PVC m] BB MiERSER/NHIFRE T, EAXKELE StorageClass, SEEFEIER A LUTHIEH
PersistentVolume /Nl REBIE ZAE—HFIa04 e ARSZ K50

Sl PVC 7, ERILUSEHEHE pod H,

BIE PVC

PTIE
1. BI& PVC,

kubectl create -f pvc.yaml

2. I PVC Ko

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE

pvc-storage Bound pv-name 1G1i RWO 5m

1. 7£ Pod H#EHE,

kubectl create -f pv-pod.yaml

=p=s AT LU kubectl get pod --watch MSIT#HE,

2. WIFERREEN /my/mount /patho
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kubectl exec -it task-pv-pod -- df -h /my/mount/path

3. MEERTLUMIFR Pod 7o Pod NARRFRABEE, BERFRIHTLE,

kubectl delete pod pv-pod

B

¥V PersistentVolumeClaim R ffli5 8
XLERGIERT B4R PVC BLEIZED,

# RWO ifialiy PVC
WREBIERT—1N5% A basic-csi'#9 StorageClass 1HXEXHIEHE RWO iR EREZ PVC,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

# NVMe/TCP Hy PVC

I REIETRT—1N58 4 protection-gold' B StorageClass #8XEXFIEA RWO A8 ER NVMe/TCP £7x
PVC,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold
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¥ Pod ;58 R
XLEERAI B R T PVC iEEE pod WEAREE,

BEAXEE

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: storage
persistentVolumeClaim:
claimName: pvc-storage
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: storage

E 7K NVMe/TCP ECE

apiVersion: vl
kind: Pod
metadata:

name: pod-nginx
spec:

volumes:

- name: basic-pvc
persistentVolumeClaim:

claimName: pvc-san-nvme
containers:

- name: task-pv-container
image: nginx
volumeMounts:

- mountPath: "/my/mount/path"

name: basic-pvc

1525 "Kubernetes #l Trident W&", TH#E1FELRUMAS PersistentVolumeClaim 32 E, LAKAFIEH Trident

FEEEHNZHIFE,
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BohE

M Trident 26.06 48, FHEEER T LITHEIE iISCSI H#ahEIR— ONTAP &Y
A[E ONTAP T RMERE, RNERZENTEREFRTFEIT. EeJLUER
“TridentVolumeMove' BE X & JRE “tridentctl FEE R LB B A GRS, Trident &t
7 ONTAP F1EM, R /0 A=,
ER
EBMUERTF iISCSI &M ontap-san EEhiEF. 7323 F NVMe F1 NAS il
EEhEZ R, EREFHEUTER:
* [FiR{EA ontap-san KEFEFS ONTAP REST AP,
* ONTAP £3ZE/ VAR T =.
s EIBBUTEREEZ—:
° NRFEATHBEENX ONTAP A, NIJ3 ONTAP 9.19.1 SRES k4,
° BHA ONTAP hRzs FHERF SR REIE,

TIRIRE

Trident 7E[E— ONTAP &2 AR MIE Z B85 (LUN), EEIESThZ AT, Trident TEMBREFEZAME
RANFETRY iISCSI B8 12, UEENSREREXTEAZRENIINIR. ONTAP SERiisth/aE, Trident ZMIFRER
IBBYIREE R0

Trident B —HE FRSEKDBER), XEIRSE TridentVolumeMove FHIRFRI I, LAEE R LARERIS B
o

EdmIE

RBIERIE

1. EREBH PV WEIR. PV BIFtLEBRNZRENET,

2. 7£ ONTAP £8P, ERZEMN YA (F) TRMRE, HEFEFTRMNRS,
FrATED

FERE—75. MEELIEER TridentVolumeMove &R, HEFFA PV &,

{EF3 tridentctl

tridentctl create volume-move \
—--volume pvc-8a814d62-bd58-4253-b0d1-82£2885db671 \
--source-node ontap-node-01 \
--source-pool aggrl node0l \
--target-node ontap-node-02 \
-—target-pool aggrl node02 \
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-n trident

tvm & volume-move MR, Ml --delete-after-success 10m LATEREoHRIHE Boiii&E R

{£F TridentVolumeMove &7

apiVersion: trident.netapp.io/vl
kind: TridentVolumeMove
metadata:

name: pvc-8a814d62-bd58-4253-b0d1-82f2885db671 # the PV to move

namespace: trident
spec:
sourceNode: ontap-node-01
sourcePool: aggrl node0l
targetNode: ontap-node-02
targetPool: aggrl node02
# deleteAfterSuccess: 10m # optional

NFZR:

kubectl apply -f tridentvolumemove.yaml

A& FEL
sourceNode / targetNode
ONTAP T &#F (JE UUID) »

sourcePool / targetPool
ONTAP B&& .

deleteAfterSuccess

BIERFERATIE], B9 30s 8 " 10me KEN O RIZEMMFRZER, SEBEILETLURE ZIR,

BIEBE

fEF “tvm fBFREL tridentvolumemove EREZHE :

kubectl get tridentvolumemove -n trident

BEELIRSNE I T REE, BERE)

Sml

kubectl describe tridentvolumemove <pv-name> -n trident
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LA LUTE "Moving IRSHIBI BB H &M, FF ONTAP RIgEEE—ERAYE) 4 RESE i AERITEEN. AT IR
45125, Trident 1 Trident =280 Trident B R ZEHFHTIHE. SN KRESEINFHRITUTETE, &ELU

‘Succeeded’ 5§ "Failed 455k,

A=)

Pending

ControllerStaging

NodeStaging

Moving

ControllerUnstaging

NodeUnstaging

Succeeded

Failed

RETHA
Trident&RHIIEBEHIENR, HEFGREAFEERZAKREMRFTNE

[[AnYe]

Trident E&EBMMIE, SRETT RBYEFMERORNE LUN HEH
Kubernetes, BRI RERINEMEEERNVMUE,

ESTEHEHENEN L, Trident SEMBREZUWAHNKBEBIF TR
BUFTTFHERRIZ, LA(E Pod BY 1/0 FER PN ERIZEE R ERHTT,

ONTAP [ &#iEEHRHARBEBRES. XEBRKHIMER, ONTAP £
2R, T Trident FFEACHEETM. EUILAS TRFH A

BUETE TS, Trident BHT Kubernetes UMFREIRSHMIBRRIRR, A
&M LUN RRECE R T R AV =i O AYBRET

EESIMENL, Trident ZHIFRIMNBFEREZ. ENIARBERREIZ, %
BRIZIGEMEIRME /0 RS M1,

It EEEINMLIE BB H A FENURS. Trident SR7E
TridentVolumeMove KRR, MREIKET “deleteAfterSuccess
, M= BB EMIBR,

TEMENERSBBEFIET AR Trident EEERE, LUEMR
EIERRE, AREFEHIREENER BEAIES, BERERE
,» MERILEZRR, ARER.

1% " .status.attachments 7RIS 7 H T =2 H "state’ FERPRVHE

HHIMIRES
Pending
Bridged
Migrated
Cleaned

Detached

Failed

REBEEIR

aX

TREMRNBERE; TEERBR,
TEIA BRIZZ DRI B IR
DRI R RRERE,

EMNT R FERI B BV IRER 1R,

TREBINIEFRDE, 7E Trident THMEMIINIRIER T E AR TS T—
WS, ZTREHRREH—TEESEREZ N

TR EHRLRIREIR. BEEHES.

MNRTIGET deleteAfterSuccess, Trident FBEoIMIFRIZER. &N, Ee] AFhiGEMER. TEI1EKE
7%%??%—3R$§EHZETJ, IERRIZERTZEELT Succeeded 5 Failed JAESH TridentVolumeMove &

Mo

=5 TridentA= BohIFRKRMAIFE TN, TridentREE “Failed BR{ENFITER. BERKNRRG, &
’ FohiffibrEIR, SARER.
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& Trident &

Trident /9 Kubernetes PRI T ECIRERYT BEINEE. EIE XY B iSCSI.
NFS. SMB. NVMe/TCP #1 FC HEFREREMNE S,

& isCSl &
EEILUEA CSI E&EZFY & iSCSI KAE (PV)o

& ontap-san. ontap-san-economy. solidfire-san RehfEFEX#FiSCSI &Y B, HES
’ E Kubernetes 1.16 X EShRZs,

$ 1% 1. BiE StorageClass LZiFET B

w48 StorageClass EX LR allowvolumeExpansion FERIRE N trueo

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

FFBETEIER StorageClass, BMEBITHIBUE S allowvolumeExpansion B,

I 2. {EABIEER StorageClass i PVC
YR8 PVC EXFHEH “spec.resources.requests.storage’ U METEAZEMIR T, ZRITBAATFRIER TS

cat pvc-ontapsan.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-—-pvc
spec:
accessModes:
- ReadWriteOnce

resources:
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requests:
storage: 1Gi

storageClassName: ontap-san

Trident BIZIFAE (PV) HRESIFAEER (PVC) fXEX.

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLATIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

FIE 3. EX—1EE PVC Y pod
¥ PV 1&3£%] pod LUFEE K/, AZ iISCSI PV K/N\BSE mHFHIER:

* 9NR PV EHEEE] pod, Trident =¥ BFfERIR LAVE, EMAMILE, HBABEXGHRFEHNK).

* EEHIAERERE PV BIA/NBY, Trident ¥ BEERIR LS, £ PVC 4E % pod Zf5, Trident i3

HISEFRABRNEGRFRKR. ARG, Kubernetes T BIR1ERINTRGEH PVC K/,
FRBIR, e T —MER san-pve B9 Podo

kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name: san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:
csi.trident.netapp.io
Finalizers: [kubernetes.io/pvc-protection]
Capacity: 1G1i
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Access Modes: RWO
VolumeMode: Filesystem
Mounted By: ubuntu-pod

FTE4: TEPV
ERERIER PV M 1Gi AT 2Gi, 1E4wIE PVC EXFH1& “spec.resources.requests.storage’ B9 2Gi.

kubectl edit pvc san-pvc

# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

HIE 5 Wi B
] LUEIS M E PVC. PV 1 Trident &M A/NKIIET BE2SES TE:
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e

e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

TRFC%E

KRILUER CSI EEERRFY & FC A% (PV).

#&x ontap-san REIIEFZHF FC &Y B, FE Kubernetes 1.16 XEShRZ,

S8 1. ERE StorageClass LU iFET R

w48 StorageClass EX LU allowvolumeExpansion FERIZEE N trueo

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True
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3 FEFTER StorageClass, BN HEHHITRBIUES allowvolumeExpansion B,

S8 2: {FAIER StorageClass £ PVC

‘REB PVC EXFEH “spec.resources.requests.storage’ AR BREFTEAEEMIR~T, ZRTHMATFRIBR T,

cat pvc-ontapsan.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: san-pvc
spec:

accessModes:

- ReadWriteOnce

resources:

requests:
storage: 1Gi

storageClassName: ontap-san
Trident 8IBHFAE (PV) FRESIFAERER (PVC) HHXEX.

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

FB 3. EX— & PVC #Y pod
¥ PV &3%% pod LUFEE K/, AZ FC PV AX/NBY B FFNIER

* SNR PV E#EE pod, Trident &Y BHFM#EEIR NS, EMAMILE, HFRABXXHRFEBK).

* EEIRIFRARERE PV (IA/NET, Trident i BEFERIRLAE. £ PVC HEE pod Z/5, Trident i3
EISEHIEBRXHERANK . FA/E, Kuberetes 724 BIZIERLINTTRREEH PVC K/

R fBIR, eI T —MER san-pve B9 Podo
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name: san-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$E A TRPV
ERELIER PV M 1Gi BTSN 2Gi, 1E4EE PVC EXHFF “spec.resources.requests.storage' B#14 2Gi.

kubectl edit pvc san-pvc

# Please edit the object below. Lines beginning with a '#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292"
finalizers:

- kubernetes.io/pvc-protection
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name: san-pvc

namespace: default

resourceVersion: "16609"

selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82f2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

$RE5. WY E

R LUEITEE PVC. PV # Trident B8 A/ WK BEREE TE:

kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82f2885db671 2Gi

RWO ontap-san 11lm

kubectl get pv

NAME CAPACITY ACCESS MODES

RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE

pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

f—————— +———— fom

e e o ee s e e e S +

| NAME | SIZE | STORAGE CLASS |

PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e e s e e S e e et

et e e it Lt o Fomm———— +

| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |

block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

it R Fommm———— Fommmmm e

fom— - o fo——— +om—— +
"B NFS &

Trident Z¥F1E ontap-nas. ontap-nas-economy. ontap-nas-flexgroup # ‘azure-netapp-files’ f5im_EAC

B NFS PV &Y R,
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18 1: ECE StorageClass LIz IFEI E

EiF%E NFS PV UK/, BEREHLFEEETIE allowVolumeExpansion FERIEE N “true RECEZER AT
B R:

cat storageclass-ontapnas.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
allowVolumeExpansion: true

NREEBZLNET —MRBUGETRIFMESE, WaILUBIER kubectl edit storageclass RAVFEYT &
» MmémEIAFiEE.

S8 2. EABIZER StorageClass /7 PVC

cat pvc-ontapnas.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi

storageClassName: ontapnas

Trident RZ A1tk PVC 61 20 MiB NFS PV:

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£3d561-0199-11e9-8d9£-5254004dfdb7 20Mi
RWO ontapnas 9s
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kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-b199-11e9-8d9£f-5254004d£fdb7 20Mi RWO

Delete Bound default/ontapnas20mb ontapnas

2m42s

B3 FERPV
EREHFOER 20 MiB PV %R 1 GiB, 154%%E PVC FI&E “spec.resources.requests.storage’ 4 1 GiB:

kubectl edit pvc ontapnas20mb

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fa5-a56f-11e8-b8d7-fal63e59%eaab

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
#
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$E 4 WY R

ERILUBEE KR E PVC. PV f Trident HHA/NRIGIEIAE X/ NE B ER:

kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLATIM STORAGECLASS REASON
AGE

pvc-08f3d561-b199-11e9-8d9f-5254004dfdb7 1G1 RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-0b199-11e9-8d9f-5254004dfdb7 -n trident

L fr e fr e e
fress=m=m==s e e fremmmeme== W+
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
fossssssssssssesessssoees oo s sss s s s fremmmeme== femmmmmeee e
femm======a femessesessss s e e se s e eessssaa s fmmm==== femememm== 4
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | c5a6f6ad4-b052-423b-80d4-8fb491alda22 | online | true |
fossssssssssssesessssssesososssassasssssa=s fememema== femmmmmsaemaaaae
fremsmm=a==s L e e e X

T iR RWX NVMe FZ&Zi R

£ NVMe t1hiX#) ReadWriteMany (RWX) &RIRIH BMERHINESE 64 M hm. UTE
ERR®I, T FTH KA NVMe FRRIRR G, HBOR TSRS E,

T #% 64 T PR

WMREITEE ReadWriteMany (RWX) £S5 NVMe Y —i#efERA, ML RWX NVMe EAREERH Kubernetes
ST 64 M EEH,

BMIHRITE 64 DL ET S _EEEFHERE RWX NVMe PersistentVolumeClaim B T{Efa .

LEREBIGER TR NVMe tHiYEY RWX &,

T## NVMe FRFHREY
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BEFRZER (Trident liAEF 26.02)

£ 26.02 ZBIRY Trident R4S, RWX NVMe HERS M EHFRSGIREHITAER. 81 RWX NVMe HEEIR
5% ONTAP EEBH KT A NVMe FR %,

IHERRES, BAEGRIERRTYT BIUMREl, 7EX2 Kubernetes &8, AFEN RWX BHE— TN ERFR
4, RltFREEHRREIRRMZEE,

BRFREER (£ Trident 26.02 15| \)

M Trident 26.02 745, RWX NVMe HEAHZBRFRFAIRE, £ RWX NVMe HHEF— NVMe F5H
4o

ENMNBRFRARZZIF 1024 MR TiE) (B) » ZIREEERS T RWX TEAZHMNET B, HERETIA
Z| ONTAP FR L RHIAYATREM .

1 RWX NVMe E&EEHF 64 M R.
AR IRAEIR
MR AIECIZ S M RWX NVMe %, EaRes R MABEMTFLLTEEIR:

Maximum number of controllers reached. No more controllers can be created.

L5 IRZRTEIRE] ONTAP NVMe FRStITHIZEPRE,

fRIRF R AR GIFRIR

TBUSEFRAANRHIHFBBRFRAAIERE, BHLRE Trident 26.02 S ESHRZS,
F4k Trident LA AR FRFHIEE

EH RWX NVMe &N HBRFRFIETR

1. % Trident 74k E! 26.02 S E = AR,

2. ¥fFEH RWX NVMe BHIFRE Pod 48/ EIZEIZA.
3. MIANE B LIERMFHIEERA RWX NVMe %o

4. ¥ pod EFH Fo

BB IR AT R EABR FRFREERE RWX NVMe &

* tEPREIGERFEA NVMe HiXH RWX &,
* 64 HERHFIERTFE RWX NVMe %,
* Htif e XA E M iR =2 80,

Ehas eI R
Trident @R & Z M EFHEIREHIEF 2 BINVFH A MEREFIEHISE AT Bt S5 REH2E
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B BMES, Trident ITHIBZSHITAIBEMEIR(E, MARNEIMITFIE, MMEER
KEFH A12/EH Kubernetes IFIBEHIEEHH £,

EEREZ AT, BHEWLE Trident BN FEERN RIS IR I RIE, UKRMLEIXENIEFTE Trident
ES.OG PEARATRRES. XEPTFEMHRAENRZBRRAEENL, TH2RATT BIERALTERR

KBELZFE X

EHSE ATy R

EHEE I RIEEE Trident IEHIZRFHITRIES MEMEIR(ERVEES), MARER M HENEHATFIIN, XLk
FEESEIE. BHERTIREA/); REBLIEMBER, SRHMEUELRST; UKEREE,

BREHIZRTY BN, FREMER LIIRERENHEIT, XIEMTERE, HELTEAEAREHL
PersistentVolumeClaim F0 VolumeSnapshot 1@ {ERIIF 15 R 2 im e /ERTa),

AIANTH (B1TIRT0)

AAIABERT, Trident 18—/ RBIE—MEME. SR, MR, FBANFIRIZIERKTE Trident BEHF—12Z
AITER. BITIRARIA REFFNIINME, THEE.

RITIRIVEUBRAZSERTFRHNENR, XSRFEERTRETTEREN, 7 BREHST Bt

EHIZE R R AT

Trident SZ#F5 AR TF IR B2 VR B AE R A RUIZHIZE R4 R 1%,
EX %%

U FIREHAZFAE Trident 26.06 IET L BY Sz FHTHIZE AT R4 :

®* ontap-san

®* ontap—-nas

* ontap—nas—-economy

® ontap-san-economy

* google-cloud-netapp-volumes
®* azure-netapp-files

* solidfire-san

The google-cloud-netapp-volumes #l google-cloud-netapp-volumes-san JXEHFE
& FARE, Trident N ‘google-cloud-netapp-volumeso. BITEEIRECE I FIHE

A google-cloud-netapp-volumes-sano

BT
AT IR ENIR Fr S g hl2s Al i R 14 /FJ9 Trident 26.06 RIS ARSI THEE :
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* asa-r2 (SAN F1 NVMe)
LtIREhIZ R BB LU TR :

* BHIZRH & MR B T A0

* T HABERERRATRRMBEPIE K,

* NetApp FENIEEFIFREHER,
enableConcurrency H T {E[RI2

H1&¥K “enableConcurrency IR E N “true’ By, Trident X HI2E EIRRIFAA RN BH LKL, ZiKERYN
BFE M EH. ERENBE N EHHENREEFERE,

B EEREIRE O IERENARERAT T RFREIIER, NRERERERANEIFFHREIER, N
Trident R=/E5, FHE Trident FRARMERRR IFHIREIIE FHI SR

BMERT, FHFNEREEERARIFHRIEFNEAER, SRR Rit.
ERZA

ERAERISEAY REZA, BHINEG T EEENERIERAENRBIBRATEIIRPH
EEGA  WohiEr. MREAERERFIFNERDER, WEBRIZIEES, Trident HILZER

&flo

ERTRIRRERT RAEH R B,

NRIEHIIRIR 1B1F

RERZFFNIREIER, HiBEIZHIZRRERE ERIEHIZR A R t.

EREARZ NI EIZRF REBRINBRTRN. FEBSRBEHSEAT B4,
AR RIRFERTRE REFIABITIRT

BREHEEAIY R

‘enableConcurrency’ FEEEDUTHATHIZZHAIT B, & Trident
ZEMENEFUMEIEN, HHNERXBAILIED,

Trident 12{EREE

B(FF Trident TERFEAIEHIZROIY B, BT TridentOrchestrator BENXZIRE (CR) HIE

‘enableConcurrency 18BN trueo

HZa

B IE TridentOrchestrator CR H¥& enableConcurrency & BN “true:

apiVersion: trident.netapp.io/vl
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kind: TridentOrchestrator
metadata:
name: trident
spec:
namespace: trident
enableConcurrency: true

A CR:

kubectl apply -f tridentorchestrator cr.yaml

MAERE

{E#MIAB TridentOrchestrator CR LUBBIEH 2RI BIE:

kubectl patch torc trident --type=merge -p
'"{"spec":{"enableConcurrency":true}}'

IOUE Trident RENETIRE

kubectl get torc trident -o
jsonpath="'{.status.currentInstallationParams.enableConcurrency}"'

Helm ZPE

EFAH Helm BRITHIZS AT B4, 8% enableConcurrency BEIEEN “trueo

MR

helm install trident netapp-trident/trident-operator --namespace trident

——create-namespace --set enableConcurrency=true
MBERE
helm upgrade trident netapp-trident/trident-operator --namespace trident

—-—-set enableConcurrency=true

&, EEENX values.yaml XHHUE enableConcurrency IRE A true:

# values.yaml
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enableConcurrency: true

SAIRTER values X R FHLR:

helm install trident netapp-trident/trident-operator --namespace trident

—-—create—-namespace -f values.yaml

tridentctl 2=

EEMA tridentctl BRAEHIZEATY B, BEREIIZEPREE -—enable-concurrency Rdo

e

tridentctl install -n trident --enable-concurrency

f)bﬁ"""l:t

EEUE “tridentctl FpE LB AITHIZS I B4, 1BHE Trident HERA U TIREEHTE

tridentctl uninstall -n trident

tridentctl install -n trident --enable-concurrency

BirRRERREHSEAT RE

BREHIZRAYT RItE, IE Trident RIS RS ERAHRITR FialT. 10EEHIZE Pod BE:

kubectl logs -n trident deploy/trident-controller | grep -i concurrency

mMHEEES—MIIABBRHANEELREB.
HEITH
BREEEe BYE, Trident 58|22 NAUTTR:
* Trident B N2 FHBE IR AMAERIZ R RBIE,
* Trident IHMEXE—FREIRIEHITEIIL, LURFHIE—EUE,
* (NMERIRENAIRIES 1Z AR _ LR E IR EUEERIBY#TT,

* Trident }§H % ONTAP APl I5KRHIANESNERE LIF 20 1, MUBHIERIGEFEHERFETEH.
s MRZNERHEZHERNER LIF, NE(THZL 20 MEKRIPES],
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AEEIARS

T EEETLERAT Trident 26.06 FRAYITHI2S 0l B4

* IFHIZ AT BRI BEMEAR TS IIRPVIRTER. BXEMAEE, B2 BAZH,
* Trident ITHIZEAIBEEH K, IMhRAERIRERA P A EEEFH LR,

* BAEHEIRTIEEFERANEEIRDIERE. BiRMENEEIF Kubernetes API RS3 2814 AE,
* BHATRESENERFEERSENAE,

s RIS BT AERE RIEFE P H AR,

* BATRIEFRESAH FTURERMEA—E84sE, HETREERRMAZEHNEITA.
* BFHITHIT, EidHRIRETRESEMEZR, SR BE R UERIERERH.

=3IV

ERREHIZAY BYEZ 81, B TSE:

1. WIS ECE S imRERE A — AR A S AT R 5 R P AIREIFZF

2. EEEHRNATESZE, BAEIFEFEREPIH TR

3 NAENGE, WIIREERRIEHZe B,

EREHIZR AT BRI, BNAUT—RREIN:

* NFHRESAY BUENESIFE, BERERABRIENER.

* A IEE R I AR AR T SR IR sh iR o

© RIEEITE MIE R ANz Hl 2s M Bt

* B1E B AR RISIREIRE

BohEl B

HapEY BIE Trident BRI AGREBEFEANT A EEXNHREN BohE K, LthInae
AFRIEERE, HEBTHLEESEXRMSHMIN AEF T, £/A Autogrow
Policies SRIL EHahEY B, Autogrow Policy FEX :

© R REVFIFE(E
© BRI
* BALUATIBIRAK N

&1  HBIEXHFRREREN, SHANIEEN. SXEA=EIER.

R
TECEBDEY BZAl, BHEREEUTEX:

* Trident 26.02 S E = hk4s
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* AT BI% "TridentAutogrowPolicy’ B & X &R ET A B A5 R H IR
* StorageClasses FEE allowVolumeExpansion: true
* ZHHY ONTAP thil:

° ML ZYE (NFS)

° Internet /NI EH R SHEO (ISCSI)

° EERRMERNFIRFEE (NVMe)

° FEEBENIY (FCP)

PR

* BEF ONTAP 9.16.1 B9 ONTAP Non-Volatile Memory Express [RIGIRERZIF BT B.

* WFEFHEXIENES, MR growthAmount NFEHZFF 50 mebibytes, M Trident KEFBEARNZ
BIEEEIEME] 51 mebibytes, BIRREMBA/NAEET "maxSizeo

© EIFRMIRER, BFSEAMIRITH, RENEERTEEMT B.
* HEIARE ‘maxSize' B, FeEEH T B,
* FEhET BN
° ML FR Y (NFS)
° Internet /NI EH R SIEO (ISCSI)
> EZRMENFRIEEE (NVMe)
° HLFBE WY (FCP)
ERBEKEREES
A ATE R K5 BC & B ohig KR
© FEEES): NAMESRERIME (BRER)
* PVC 5. BEFHEERINE (FRER)
872 Autogrow SREZ
LUBIKRFIENXNAEFHER, Autogrow Policies B BTIET REo
BIRERERE:
* BRE Trident 26.02 SEShtas
* EFAaihniEHINRUEIE TridentAutogrowPolicy RiR
* TRITEAEIERKER
Autogrow Policy EX T &EXEIE XA ERERNFE BT B
&) LATE TAERAZPRERY 812 Autogrow Policies:

* 1£6# StorageClasses f1& 2 i
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* £ StorageClasses #1tfa
- BiEBEE

MR EEEEREBSINBIY B, MEFTEHRCZBIERR,

Autogrow SREEHISE

Autogrow Policies I Kubernetes BEX &R, EXIWTF:

FE WiEA B PRI
name ME—SRBEATIR T FrRIE I~
usedThres fi ki RNBEBR DL BokkFE =
hold T ER
growthAm AZ|FENEEKNEE Btk &
ount N
maxSize g AkEA/ES] Kubernete &

s &
872 Autogrow SRE&
B

1. BUETE X B hg K ERER AT YAML X4

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: standard-autogrow
spec:
usedThreshold: "80%"
growthAmount: "10%"
maxSize: "500Gi"

2. YGERBEN A FIEAVEREY

kubectl apply -f autogrow-policy.yaml

3. IR ERE 8!

N
production-db-policy
ll80%ll

n1 0%u EE "5Gi"

"500Gi"

kubectl get tridentautogrowpolicy standard-autogrow

PR

NAME USED THRESHOLD GROWTH AMOUNT STATE

186

L8N
p
p

||1 00/0“

TERRE]



standard-autogrow 80% 10% Success
REERTES
BIEHRERE, Trident WIEREH D EIUA RS Z—:
NIE WiEA = KETED
FX%Zh REEERIEH PIEERA, o
K oplUE| Evali7=a e EEHEEME.
IETEMIBR IETERATIIER. E1HF5TH.
J5§%RB85 StorageClass XBx

&R LUEF “trident.netapp.io/autogrowPolicy #7114 B ahi K 55 8& 5 StorageClass X EAEER, M
% StorageClassEt B RFTE B E U FZ KL,

Z3F StorageClass WMEH allowVolumeExpansion: trueo

TE
1. 5/ Autogrow Policy XTSI IEEX StorageClass:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold

annotations:
trident.netapp.io/autogrowPolicy: "production-db-policy"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

fsType: "ext4d"
allowVolumeExpansion: true

2. W/ F8 StorageClass:
kubectl apply -f storageclass.yaml
3. IoIFARE:

kubectl get storageclass ontap-gold -o
jsonpath='{.metadata.annotations.trident\.netapp\.io/autogrowPolicy}"
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PR

production-db-policy

ERERIL TR

Y 7£ StorageClass #1 PVC Li& & Autogrow Policy ;¥##8Y, Trident N7/ LA LA FAM :

1. *PVC AR M. *WNR PVC IEE trident.netapp.io/autogrowPolicy, NMIALRERIZE,

2. StorageClass FF{UEMATF PVC & HEIEHNIER,

3. MIRMEEZE IR, MAREMFA Autogrow Policys

StorageClass 157+

PVC #rF

trident.netapp.io/a FRIZE
utogrowPolicy:

standard-agp

trident.netapp.io/a trident.netapp.
utogrowPolicy:

standard-agp

utogrowPolicy:
logs-policy

trident.netapp.io/a trident.netapp.
utogrowPolicy:

standard-agp

RgE

RgE

=Nt

utogrowPolicy:
"none"

trident.netapp.
utogrowPolicy:
policy

RgE

io/a

io/a

io/a
dev-

UTFRBIERT REIRAFIEE R Autogrow Policy EEE.

F PR AR ST RES

apiVersion:
kind:

metadata:

trident.netapp.io/vl

TridentAutogrowPolicy

name: production-db-policy

spec:
usedThreshold:
growthAmount:

188

maxSize:

"5Ti"

"75%"
"20%"

BRITH

A& standard-agpo

R 1logs-policy (PVC & StorageClass) o

TENEKEKRE (PVC Z2ABEMEK) -

FBiE dev-policye

T BB KRB,



BEEEEKIEENATFME

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: log-storage-policy
spec:
usedThreshold: "90%"
growthAmount: "10Gi"
maxSize: "100Gi"

BERIMENR/)\REE

LR ZBE "growthAmount 1 “maxSize B, Trident FREAME(10% K, TRAIY)

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: logs-policy
spec:

usedThreshold: "85%"

BB BE X maxSize fZAIA growthAmount FIERES

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: default-ga-policy

spec:
usedThreshold: "70%"
maxSize: "100Gi"

ToPR4| maxSize BYEOHIL K

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: aggressive-growth-policy
spec:

usedThreshold: "80%"

growthAmount: "150%"
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BEDHBE D LRIRE

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: precise-policy
spec:
usedThreshold: "80.28%"
growthAmount: "10.65%"
maxSize: "100Gi"
pEs

NAS StorageClass fff Autogrow

apiVersion: storage.k8s.io/vl
kind:

metadata:

StorageClass

name: ontap-nas-—-autogrow

annotations:

trident.netapp.io/autogrowPolicy:

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "ext4d"

allowVolumeExpansion: true

SAN StorageClass fF Autogrow

apiVersion: storage.k8s.io/vl
kind:

metadata:

StorageClass

name: database-storage

annotations:

trident.netapp.io/autogrowPolicy:

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

fsType: "ext4d"

allowVolumeExpansion: true
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E1E Autogrow RHEE
Bll72 Autogrow Policies fg, BIUEER. EFMMBIFREN(]. EEaT UGERL T RE

o

Z & Autogrow RB&

S FrE SRS
£ kubectl FIHEEHBIFTH Autogrow Policies:

kubectl get tridentautogrowpolicy

&, WATLAER tridentctl:

tridentctl get autogrowpolicy

EERRIFAER
BEEERBINTEMERES:

kubectl describe tridentautogrowpolicy production-db-policy

ZLLYAML BN EERBEREXENE:

tridentctl get autogrowpolicy production-db-policy -o yaml

EH Autogrow RIS
TR MBI B RS B @B, B KEFHKRAK/D. BoOFIIAIERZREHNFAEEEN.

BEGHA  EXASEMERLERBRNFAES. MRARE, FEATEIEEFFRERNRENR.

p
1. YRIETRAL.

kubectl edit tridentautogrowpolicy production-db-policy

2. IRIEFBEIBN spec FE&:

spec:
usedThreshold: "75%" # Changed from 80%
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growthAmount: "20%" # Changed from 10%
maxSize: "1Ti" # Changed from 500Gi

3. RTFFHRMH, BEeAIBIEN,

BIERE

* BPBER: FRrEERIZERBIERE T — RIS KGR RBHSH,
S ERENRHE: "EERT T RIE KR

* il RATRETEIRE IR ARIRIEE

* VEEEN MERHE RSB

fiflB% Autogrow SRES
Autogrow Policies AL RIF, UBLLEESENERNEIMIER.

p
1. HIPREEHE .

kubectl delete tridentautogrowpolicy production-db-policy

2. NREHIEEMAER, NN Deleting RS, WEZRFIMNE:

tridentctl get autogrowpolicy production-db-policy -o yaml

3. NEBMREMNEHMFRER, MTFIEBHEE—IT:

CRETA: BIRERIEEN "none" KEXEZABMEK:

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="none" \

—-—-overwrite

° B B seeMERER:

kubectl annotate pvc <pvc-name> \

trident.netapp.io/autogrowPolicy-

MERTT
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= Th

LB EERIZERR SREB&RE 1L BIIBRo
S AL R SRBRFN "Deleting A7, KA MHEIETTR, BEMRIES,
PRE&EIE MERBERHIER LKREEIFWMIER, SREQUIGRMIER.

Y53F Autogrow ZRER(FERHIE R

ERRBINES

tridentctl get autogrowpolicy production-db-policy -o json | jgq '.volumes'

BB ERRE

kubectl get pvc database-pvc -o
jsonpath='{.metadata.annotations.trident\.netapp\.io/autogrowPolicy}"

M ERER S

kubectl get events --field-selector
involvedObject.kind=TridentAutogrowPolicy

SZHEFATMY
Autogrow ZHFLATEEDIN:

* NFS
* iISCSI
- FCP
* NVMe

s ¥F SAN %, WIREER growthAmount A 50 MiB ZHE/L, Trident SBTIRFIAEK/)N
’ REREKEEME] 51 MB, FIIREBERA/NFEE "maxSizeo
SN EL
Autogrow 32#F ONTAP /Giific Autogrow £3z3#F NAS F1 SAN &H) Google Cloud NetApp Volumes (GCNV),

EANPR !

* ONTAP NVMe Ei4R%E: EAEF 9.16.1 B ONTAP ARABIZENE R ZIFETNIE K,

‘WAL (FEE) ¢ BMFENATAERNEMEKEKE, Bkt RAERATIES. WRFHIEHTE
EBFETIBAAN. EMIANTERESR, BRE Trident =628 HEHHY "Migration completed" JE £
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w0 RRE
Trident (BT H(E?

Trident 4L i EFEHBEN. YEANSEET usedThreshold B, Trident 81— MNAEZREEREANER,
HIRECER “growthAmount i B,

{5190, LEERBERELL 80% WA EMAY &, HEXFEEK 10%, &ZFA 500 GiB:

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: standard-autogrow
spec:
usedThreshold: "80%"
growthAmount: "10%"

maxSize: "500Gi"

LI UEEREERNARR?

=& e LU FERY 8% Autogrow Policy, FilidARNNaLEHT "trident.netapp.io/autogrowPolicy ¥ B EN A TFINHE
PVC, f&TFEHBCIE PVC 3 StorageClass.

RN AFIE PVC:
kubectl annotate pvc <pvc-name> \

trident.netapp.io/autogrowPolicy="production-db-policy" \

-—-overwrite

EIE RSN A TINE StorageClass:

kubectl annotate storageclass ontap-gold \
trident.netapp.io/autogrowPolicy="production-db-policy" \

-—-overwrite

WNRFK[ERI7E StorageClass A1 PVC LI EBME KR, &4 HA4?

PVC ARIAAEM . SR PVC BF “trident.netapp.io/autogrowPolicy 3%, MITitStorageClassiEE 4
, Trident #REAZE, BXIFMER, BB "HEEMLTER

40, {RikIt StorageClass:

apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:
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name: ontap-gold
annotations:
trident.netapp.io/autogrowPolicy: "standard-agp"
provisioner: csi.trident.netapp.io

allowVolumeExpansion: true

It PVC &= StorageClass &

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: database-pvc
annotations:
trident.netapp.io/autogrowPolicy: "logs-policy"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 50Gi
storageClassName: ontap-gold

Trident €/ logs-policy FAF ‘database-pvc, MAE standard-agpe
RS ESM B ThIgK?

¥ PVC JFFRIKEN "none", MIKERBEZEIZENE( StorageClass 5! SREE:

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="none" \

-—-overwrite

EAISIE R BB AR RMEK:

kubectl get pvc <pvc-name> -o Jjsonpath
='{.metadata.annotations.trident\.netapp\.io/autogrowPolicy}"

FouRRs

none
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L#5X%F] maxSize L4 HA?

'Iz'éident FIL BiZE, BMEERSSHEILMET usedThreshold, BEHARAZEEE—FHIAEAIGE

Flan, fEALLSERE, Trident 7£38% 100 GiB BELEY B!

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: capped-policy
spec:
usedThreshold: "90%"
growthAmount: "10Gi"

maxSize: "100Gi"

ERITFEMRIGK, ERBE maxsize RFHIZEN 0:

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: unlimited-policy
spec:
usedThreshold: "85%"
growthAmount: "10%"

KA AR EN B ERIIER T EEREES?
BRI, ERAIZRBEAFMEERE T XIBKIHMENRAHSH. FTREEEMRIE.

Bt ERTRES

kubectl edit tridentautogrowpolicy production-db-policy

RIEREBTFE:
spec:
usedThreshold: "75%" # Changed from 80%
growthAmount: "20%" # Changed from 10%
maxSize: "1Ti" # Changed from 500Gi

REFHEL. WIEEHMENRE:
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kubectl get tridentautogrowpolicy production-db-policy

PR
NAME USED THRESHOLD GROWTH AMOUNT STATE
production-db-policy 75% 20% Success
At AFBIRBE F RBURE?

‘Failed' WERTREATESWIEEIR. BITUTHISRERHRIRZFAEE:

kubectl describe tridentautogrowpolicy <policy-name>

# NRESIETLTME usedThreshold (WA 1-99%) . growthAmount Bid maxSize, TTLHHY
Kubernetes BHEM&T. 1HEIEAEHEMNA:

kubectl apply -f autogrow-policy.yaml

At AT ERPRREE?
RERERARLERRIF. WREMECRZREE, WHBREHEN Deleting IREHFFFEM R HHIERFIE &

AR RIS

tridentctl get autogrowpolicy production-db-policy -o yaml

RIEME PVC HIpRIERE:

# Option A: Explicitly disable autogrow
kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="none" \

-—-overwrite

# Option B: Remove the annotation entirely
kubectl annotate pvc <pvc-name> \

trident.netapp.io/autogrowPolicy-

MIBRFAE €S, Trident BRALLEFHMIFRIEIRES,
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Autogrow ZHFHILE % ?
Autogrow #F ONTAP i, BiEZ#F NAS 1 SAN #%HY Google Cloud NetApp Volumes (GCNV),
Autogrow #F NFS. iSCSI. FCP #1 NVMe i NVMe [RIGREFE ONTAP 9.16.1 S E = RS,

FeFRIEPNIEENESTEEBIY BERZHITERELH TR, BILIRIRE, 1BKRE Trident 155!
#BEE:

kubectl logs -1 app=trident-controller -n trident | grep "Migration
completed"

LLF StorageClass =5 E 79 NAS #1 SAN RiREC BRI B ThEK

NAS i

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-nas-—-autogrow

annotations:

trident.netapp.io/autogrowPolicy: "standard-autogrow"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "ext4d"
allowVolumeExpansion: true

SAN Fif

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: database-storage

annotations:

trident.netapp.io/autogrowPolicy: "production-db-policy"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

fsType: "ext4d"

allowVolumeExpansion: true

SAN BHRREKERZL?

F SAN &, BRMEIRIEKEN 51 MB, WIRRE "growthAmount B2& /7 50 MiB &L, Trident =BG
BR/IMEERIIEKIZMNE 51 MB,
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Ban, tEERERISE growthAmount A ~"4oMi", 1B Trident ¥H{EATHIIER SAN HLF 51 MB 14!

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: san-minimal-policy
spec:
usedThreshold: "85%"
growthAmount: "40Mi"

maxSize: "100Gi"

B G X ETHIAE, 1515 growthAmount i & JIAF 50 MiB HI(&E:

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: san-policy
spec:
usedThreshold: "85%"
growthAmount: "100Mi"
maxSize: "500Gi"

S\ Trident &

&R LUER “tridentctl import S0@d S H A Trident S NERFAERER (PVC) B
BEEEFE NN Kubernetes PV,

BERFFEEIm
ERILUEES N Trident LL:
* ARUNAEFAERENBIES
* REEEN =R T IR N BER
* BRKRMA Kubernetes &&F
* TERMERE HRIEE S N RS R EE
FEEI
TESNEZH, FEEUTEESED,

* Trident REES AN RW (£5) £EA) ONTAP &, DP (BUERIF) AL SnapMirror Bing., EEES
A Trident Z 8, ENIZPEHREXR,

* HNBRWSNLKEENERZNS. BESANEEERANE, BREZE, ARRITSEN.
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. XM FRELHEE, EN Kubernetes FERIRFILFIAERE, FHEAUBERMIEERHEH
= INZ) pod, XFIRER FEEIEIIT,

* %A "StorageClass’ % J17E PVC L15%E, 1B Trident TS ANIIZFNMERISER, FHEBTESCERIE
RIEEFEREM AT AEREITER. BTEEETE, AESAIRERAFTEER L, Alt, BIEESFEET
5 PVC HEERNFMEEFLENERST, SABREEK.

* WBEEKXIVE PVC HHENIRE, SREFHIEERSNG, PV KA ClaimRef 81 PVC,

o BRI PV FiGE N retain. Kubernetes FIH48E PVC # PV &, BIKERRIEEH NS
Storage Class BI[E] Y SR BE LT,

° YNER Storage Class BIEINERBE N delete, Trident S7EMIER PV BIMIpR1Z &S
* BHANBERT, Trident B2 PVC HEMR FlexVol E LU K/Eix LAY LUN 5 gtrees &R LUEE "--no-
manage fREASANIFFEES, HZ&E --no-rename FRCLARE LB,
° —-no-manage* - REMEA --no-manage #7E, Trident FAREXNREMAEEF PVC 3% PV H11T
EfAMIINRE. MIBR PV RA=MREMES, LRBREMENE, NE5REMNSKIEE,

° ——no-rename* - NRFEMA --no-rename I5&, Trident BEREMEERHEEESNEGEL, xR
{¥Z#F ontap-nas. ontap-san (B3 ASAr2 &%) . ontap-san-economy #l ontap-nas-
economy (qtree §N) REHEF.

o WMRE Kubernetes BTF AR LIERE, (EEEIE Kubernetes ZINIFEER E dp
T B, MXEEEAEEE Ao

* £ PVCHM PV EARMT —MER, ZIRABVNEEN, ATFHETESAZEUREEEEE PVCHl
PVo RMAECKEMIFRILER,

SNE
&R LAER “tridentct! import’ BB 8B Trident S NFERER PVC KEANE,

-p=d YNRFER PVC 2R, WEFBTHEMER tridentct KFEANE

i/ tridentctl
PR
1. BIE— PVC Xt (30, pvc.yaml) , EXHRATEIZE PVC, PVC XN EHE name.
namespaces accessModes “storageClassNameo HE, EALITE PVC EXHIERE

unixPermissionso

UTR&NIEBYRG:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace

spec:
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accessModes:
- ReadWriteOnce
storageClassName: my storage class

&1  XEERTENESH. PV BHENNEMRINSHAIESHIAG LTI,

2. {8 “tridentctl import a3 S EIEE B & EM Trident [FIRMI R IR KM —ITiRFE LSRR (a0
: ONTAP FlexVol. Element Volume) . 18 PVC XHMBREREE &,

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-

file>

£ PVC iR
T
1. EARFTER Trident ENERAIEE PVC YAML X (5I30, pvc.yaml) o PVC XM EIFE:

° name M namespace TETTEIER

° accessModes. resources.requests.storage 0 storageClassName ERAEH
° R

* trident.netapp.io/importOriginalName: f5ix_EBIERFR

* trident.netapp.io/importBackendUUID: &FEMGFIH UUID

* trident.netapp.io/notManaged (Optional): NAEFEEBIREN "true"s FNIAEN

"false"o

THESAETEEHNRAFE:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "<volume-name>"
trident.netapp.io/importBackendUUID: "<backend-uuid>"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: <size>
storageClassName: <storage-class-name>
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2. ¥4 PVC YAML XN AZE] Kubernetes S£8%:

kubectl apply -f <pvc-file>.yaml

Trident ¥ BEISANEHIFHEHEE PVC,

Nl

BEUTRXFREFINES ARG,

ONTAP NAS 71 ONTAP NAS FlexGroup

Trident S2#5{# A ontap-nas # ontap-nas-flexgroup WHIFEFHITES N

* % “ontap-nas-economy IRSHFEFFTE gtree KAIEIEFME, EIFAZIFEIRIN FlexVol £o
. E{FEF “ontap-nas-economy IREHEF TN qtree, 1HEBE S gtree (FEARTAR) o X
&iE Trident § X\ gtree B, BIESER FlexVol fERNEEZ gtree BIFEER—HZE N

* ontap-nas # ontap-nas-flexgroup PHIEFARAAIFEREENER,

{8 ontap-nas WoiEFRIEMNE N EEE ONTAP £8 FF—1 FlexVol &, M ontap-nas WoiiEFS
A FlexVol ER TEFIEMERE. ONTAP £ EEFER FlexVol ER] LUEA ontap-nas PVC § . [F#F
,» FlexGroup &R LAfEN ontap-nas-flexgroup PVC &\,

fEF8 tridentctl B ONTAP NAS {7l
U TFRAERMNMAFER tridentctl SAFEESNEIEES,

HES
UTRHIFEAR A managed volume HEEIR N ontap nas HfGEHH:

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

fossssssssssssesessssssesososssassasssssa=s fememema=a femmmmmsaemaaaae
fremsmm=a==s E Bttt e e i
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

frosssscesms s oo s e n e s s s s e e o=
fe========c e fe======s fremmmeme== WF
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6ad-b052-423b-80d4-8fb491alda22 | online | true |
fosss=sssssssscsessosssssasossssss=s=ssss s fremmmeme=s fremmmmmessmeme=s
fmmmmmmma=a fomemme e s s e e me s e ce s e s e e fmmmmm==e fommmema=e +
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EZES
{8 "--no-manage &8¢, Trident F2EMR L.

BUFRBITE ontap nas [FiHSE AN unmanaged volume:

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fEmmmeme=s fmmm=mmsssmema==
fomm - o - fomm - fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e e e e e e ) e e fro— e L e
fressmm=a==s B i ettt e e i+
| pvc-df07d542-afbc-11e9-8d9£-5254004dfdb7 | 1.0 GiB | standard

file | c5a6f6ad4-b052-423b-80d4-8fb491ald4a22 | online | false |
fosssssmssss s s s s s oo s sss s osss remmmeme== femmmmmeesmeme==
fem======== femessessssssssssssssssesessossssssasas fem====== fememe==== +

f£F8 PVC ;%Y ONTAP NAS =7l
UTFREERIEIGER PVC AREANFREMNIERES,

HEE

LU RBIME 81abcb27-ea63-49bb-b606-0a5315ac5f21 AR A “ontap volumel HJ
1GiB ‘ontap-nas %, A PVC FFIKE T RWO iHiRiRT:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <managed-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap volumel"
trident.netapp.io/importBackendUUID: "8labcb27-ea63-49bb-b606-
0ab5315ac5f21"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: <storage-class—-name>
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EZESE
LUFRBIER PVC ;R MIGE 34abcb27-ea63-49bb-b606-0a5315ac5£34 FANEZAN “ontap-
volume2 By 1Gi “ontap-nas &, HI&E RWO AEIIEL:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <umanaged-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap-volume2"
trident.netapp.io/importBackendUUID: "34abcb27-ea63-49bb-b606-
0a5315ac5£34"
trident.netapp.io/notManaged: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: <storage-class-name>

S\ qgtree
ped Qtree S\ Trident 26.06 IR ATNRINEE, HRATURINEER A T EF~F 1R,

M Trident 26.06 FF48, ERILUER “ontap-nas-economy IXEHFEFE AR ONTAP qtree A\ Trident, &@id
FlexVol volume # qtree BFREL flexvol/gtree #TARIR gtree, MUKREEZ gtree BI/FIHRY UUID, [#EAFLEE
ZUFHH—RBRSNEFEEIWEAT qtree T\,

i/ tridentctl S\ qtree

Bl flexvol/qgtree 18T qtree IEENE R LU FRFIMGE ontap nas_economy EH FlexVol volume
flexvoll §A\ gtree gtreel:

tridentctl import volume ontap nas economy flexvoll/gtreel -f <path-to-
pvc-file>

EIA gtree MAERRE, 1EHRI --no-rename’ i57E. EF A qtree AL Trident EIEE 4 REH, ERM
*--no-manage &

£/ PVC JEFES A qtree
ERLUUTERRIZ PVC:
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "flexvoll/gtreel"
trident.netapp.io/importBackendUUID: "<backend-uuid>"
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: <size>

storageClassName: <storage-class-name>

ERBIMAE FlexVol &H qtree BFR, &7 "trident.netapp.io/importNoRename: "true™ 35, E¥F qtree SN\
HAEFEE, BRI trident.netapp.io/notManaged: "true™ ;%%

mRMERTH
HESAEIN)

Trident &4 qtree LAILEZ PVC &#R, H¥& FlexVol BE@&A N ontap-nas-economy SR AE, EHKEF
%,

——-no-rename

Trident fREEINEH FlexVol volume H qtree BHF. BIFMMEIBIE Trident 8 RAE, BN Trident TEE
12 gtree BIMIBREIERIZIE

--no-manage

Trident 5|FH qtree EARAEREEA MR, RN IENE Trident SR AIE, Trident RMEHAXEIE gtree VB
oh T H KK,

SHERITH
MRGEHERBSHER, WSAW gtree AT gtree SHFRIER, HdhE gtree HEBRZHNSHE

B, Trident ES N A gtree REE— 1T FHEKE, ELHEY, MNRBRA7TBxiSHEIE FlexVol SHEKERN
‘default I AT, N Trident 2% FlexVol EEB AT GinS H 5K,

B FlexVol &5 IREE ] BE = P MT HAIEH IR — FlexVol EHHIEM gtree, {XTE FlexVol &
Y gtree BEIEBIA TN qtrees

AR

“ TEREM Kubernetes EEHEAE—1ERN SVM, HARESNB —PMERENESIEN gtrees
= MEFNEBHEIER—1E, HPRAVEEOESIIF S IFEUE,

[

ONTAP SAN

Trident S2#{#EM ontap-san (ISCSI. NVMe/TCP #] FC) #0 ‘ontap-san-economy IREfIZF#HITEF No

205



Trident ATLAS AN EE & LUN B9 ONTAP SAN FlexVol %, X5 ‘ontap-san IKshi2F—2, ZREhiEFEANE
1 PVC Bl — FlexVol &, F1E FlexVol EH8JEZE—1 LUN, Trident &\ FlexVol EHEEHS PVC EXHH
KBt Trident IS AEEZ LUN B "ontap-san-economy’ %,

UTFRAERTMRASAREENHTES:

RES
FFHEES, Trident 235 FlexVol BEEHRZ N pve-<uuid> &, FHI§ FlexVol HHH LUN BN

1unOo.

UTTRBISNFET ontap san default [§iHHY ontap-san-managed FlexVol volume:

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-
basic-import.yaml -n trident -d

Fommmmmmemsmemrrrrrrrrre e e e e Frommmmom= Fommmmmcememeoes
Fommmmmmm== et Pommmmm== o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
R e it fommmmmmememem=
Fommmomomme B e e e e Fomomomoe e +
| pvc-dbeedf54-4e40-4454-92£fd-d00£c228d74a | 20 MiB | basic |
block | cd394786-ddd5-4470-adc3-10c5cedca’57 | online | true |
Fommmmmmmmsmeososorreroememememe oo memmm o Frommomoms Fommmmmmomoomoms
Fommemmomo= o memererserererr s eseee s ee e Focmcomo= ommmcemos +
FREE

BUFRBITE ontap_san [GiiS AN unmanaged example volume:

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
o e e e S et o=
et o e e e e e e o S it +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
it R S it o
fom - o fo——— R +
| pvc-1fc999c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759f555a | online | false |
o fom fom
ittt o e e e e o S et +

WREAY LUN BRETE) S Kubernetes Ti52 IQN £ 1QN B igroup, SN TRAGIFRR, EEWEIFEIR: Lo
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already mapped to initiator(s) in this group. EEEMIFFEENEHECEMET LUN UIE NS,

Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-41f38-9eb@-c7719fc2f9f3
iscsi linux ign.1994-05.com.redhat:4c2elcf35e0

unmanaged-example-igroup
mixed linux ign.1994-05.com.redhat:4c2elcf35e0

ONTAP SAN-economy 53!

U TRBERIEIA ontap-san-economy FHSAFEEMIEFEES.

RES

LIESANFRESER, Trident 43R5 FlexVol IFAENHER R E. HIEME— FlexVol FAZ1 LUN
H'L :LJR’ m%%ﬁt%nﬂ%o

BURRIRE "lun1’ MFlexVol “toimport § A\ 38 77 “vol-managed-saneco' IR EH:

tridentctl import volume vol-managed-saneco toimport/lunl -f
importl.yaml

S lunl'f&@, Trident ¥ Flexvol Ef& (BIg, F|AEA “trident lun pool xyz) o BM
H8EBY FlexVol S NEAM LUN, 15EFRF#HY FlexVol F&#K:

tridentctl import volume vol-managed-saneco trident lun pool xyz/lun2
-f import2.yaml

#x ontap-san-economy ali—RXFEAN—1 LUN, ERLUMERMABHITZNE N

RES
o

LHIZENIEFEEERT, Trident R#BH FlexVol, 1B2, FlexVol #1 LUN #AZETE Trident S5 R LI7E,

FlexVol 55 21

trident lun pool STORAGEPREFIX RANDOMSTRING

* STORAGEPREFIX B/fgiRECE Y storagePrefix MI{H, ZAIAMEN tridento
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* RANDOMSTRING iR ERFER B,

LUN 8p 2 &K
WA LUN #5488 1un0o

Nl

WRIER storagePrefix @ “xyz, M LUN BISEEERRIZ .

trident lun pool xyz randomstring/lun0

Element

Trident 3525 NetApp Element #2{4#1 NetApp HCI S\, fE/ “solidfire-san IX5hi2Fo

st Element Rz FZIHEENER, BE, WIRFETEENER, Trident REIEIR, FAN—THiE
’ RFE%E, EREZE, BEE—NEE, AESARENS,
LIRS ERL element_default § X\ “element-managed %,

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

o e et fomm -
Pommmmmmm== o e s s s s e s Pommmmm== ettt +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmemsmesesesese s s s s e ss s o= P
Fommmmmomoe Fommemererrorerrrrrrresersrreee e s s Fommmmmoe e +
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
Fommmmmmmmomeorrrrrrrr e re e e mm o Frommmmom= Fommmmmcemoomo=s
Fommmmmmm== ettt Pommmmm== o= +

Azure NetApp Files

Trident Sx3%{EF “azure-netapp-files IRENEFHITE S No

&1 EZESA Azure NetApp Files &, BRI HERIZIRIE, EREZENIHRRIZEE :/ ZEHY
! 3o BlEN, WRBFEHERZN ©10.0.0.2:/importvoll, MHEIEN importvolle

PUFRBEERLER azurenetappfiles 40517 ESAN— “azure-netapp-files' &, BHEN
“importvolle
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tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

fos=ssss=s=ssscsessssssssosossssssss==ssa=s fememe===s e
e e e e e e e e e e fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e e e e e e e e ) fro— e s e
frems=m=m==s fremeoeesessssse e s e s s s o s R fremememm=s I
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d94b-44a3-98a3-04c953c9%a5le | online | true |

fossssssssss s e se s s oses oo sssssss s s e fememesmmeeeaa=
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

Google Cloud NetApp Volumes
Trident S23%{#F "google-cloud-netapp-volumes IRTHIZEFHITESF Ao
U RBTER backend-tbe-genvl LS AE testvoleasiaeastlo

tridentctl import volume backend-tbc-gcnvl "testvoleasiaeastl" -f < path-
to-pvc> -n trident

o e e e e e e e e S et

fom e o
oo S et +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
R S Rttt
it S Lt ittt
+——————— f—m—————— +

| pvc-a69cdal9-218c-4ca9-a9%941-aeal05dd1l3dcO0 | 10 GiB | gcnv-nfs-sc-
identity | file | 8¢cl1l8cdfl-0770-4bc0-bcc5-c6295fe6d837 | online | true
|

i S Gt

e —————— f—————————— e ——————
+——— f—— +

YRS TE—XIFEE, UTRGISAN google-cloud-netapp-volumes' & :

tridentctl import volume backend-tbc-gcnvl
"projects/123456789100/1locations/asia-eastl-a/volumes/testvoleasiaeastl"
-f <path-to-pvc> -n trident
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= - t——————
o t———————— +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |

B et et o ————
e t—— et ettt ittt PP
- - +

| pvc-a69cdal9-218c-4ca%9-a%941-aea05dd13dc0 | 10 GiB | gcnv-nfs-sc-
identity | file | 8cl8cdfl-0770-4bcO0-bcc5-c6295fe6d837 | online | true
I

et e et e e e t——————

Bt ittt e ——— e ettt ekt et
- F—————— +

BENX Trident & M5

fEF Trident, ERILIARIENED B BEXHNRBITFIGE, XEMTEIREEHIZRRET
ZHEMAY Kubernetes FHIR (PVC)o R RIAEGIRAFEXENR, ATFRIEEENXER
MBEENXIRE; EelE. SAREENEAEEITETIER,

AR =]

AIERINER IR T HF:

* BRI, SATRERERE
* XF ontap-nas-economy RENFER, RHE Qtree EH BT SR ITIER,

* XF ontap-san-economy FEhtERF, RE LUN BIRFTE A TIER.

PRI

* BENE RS ONTAP FHIIRGHIZEF TR
0B ontap-san. ontap-nas N ontap-nas—-flexgroup RopiZF A4 ZRFEEXIFE,

* BEXEZEMTERTRES,

AERIERBIXBITH

* IRATFRMMERPIIEZTHMAERE, WEkKeIBFEAW. B2, MWRERNARK, KiRERER
MRAEBRRE.

* SEHEARREETHNRMIERG R, FEINEZTER. ERAMENIREERR UEZRANEIERT,

ERBMRIRAMARE R S iR EC B
BT LATEARM/2 4R 5 E X B E X AR RIR.
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HRER AT

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",
"username": "<admin>",
"password": "<password>",
"defaults": {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.Requ
estName} } "

by

"labels": {
"cluster": "ClusterA",
"PVC": "{{.volume.Namespace}} {{.volume.RequestName}}"

Pool 51

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmO",

"username": "<admin>",

"password": "<password>",

"useREST": true,

"storage": [
{
"labels": {
"labelname": "labell",
"name": "{{ .volume.Name }}"

}o
"defaults": {

"nameTemplate": "poolOl {{ .volume.Name }} {{ .labels.cluster
1Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
by
{
"labels": {
"cluster": "label2",
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"name": "{{ .volume.Name }}"

Yo
"defaults": {
"nameTemplate": "pool02 {{ .volume.Name }} {{ .labels.cluster

}} _{{ .volume.Namespace }} {{ .volume.RequestName }}"

}

A B IR
NN

"nameTemplate": "{{ .config.StoragePrefix }} {{ .volume.Name }} {{
.config.BackendName }}"

w5 2

"nameTemplate": "pool {{ .config.StoragePrefix }} {{ .volume.Name }} {{
slice .volume.RequestName 1 5 }}""

EEEENES

1. ¥FESN, NENESAERERLANITEN, F2EMNE, Flm:
{"provisioning":{"Cluster":"ClusterA", "PVC": "pvcname"}}o

2. WFRBESN, BEEEEIHREXPIRERIE X B FFER.

3. Trident A2 HHERAH B TR A RIER,

4. NRBREEFEE—HER, Trident EHINL N FENERUSIEH—IER,

5. Y0 NAS ZFENBENBMKERBT 64 MFFRT, Trident BiIRBENENGZLNESEE. WMTREHAM

ONTAP Xzhigls, MREZBIRFRE, NELIRIZRHRMK,

EfZTEHE Trident NFS &
£ Trident, ERIEFERRZTEIFEIES, HE—ITXZ M HEBGRTEFHEE,

b2

TridentVolumeReference CR AAIFEE— 1T Z 1 Kubernetes 853 28] 2 8] Z £ E ReadWriteMany
(RWX) NFS %, Itt Kubernetes Eiﬁmﬂ%ﬁ%ﬂﬁ U RLE:

ZiFIRES, BRRE
* IEATFFRAE Trident NFS BIREHTIEF
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* RKH tridentctl SERIEMIEAH Kubernetes THEE

IEERER T ™ Kubernetes & =8 2 (8]0 NFS BHE,

rQ

namespace

primary secondary
Vol €—» Tvol

e —————

_______________________

Storage
Volume

________________________

Primary PV Secondary PV

TridentVolumeReference

primary/pvct

o

NN
[FNNTEENAENLE NFS HHE,

&R PVC UHES
Ren R TEFIBER TARIR PVC FREVEIENR,

9 RTEBmSBATEFEIE CR AR

BEEIERIEF BN RTIEIMFFE & LI TridentVolumeReference CR FYNR,

e 7EEire & =ialF 622 TridentVolumeReference

Biren & TeIMER A E RI7 TridentVolumeReference CR LA3| AR PVC,

e B R=E R EME PVC
Bires R TEFIEESIZME PVC LUIERREIR PVC BVEEER,
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ECERM B R 2 =8

ATHREZ2YE, BEGITERHEFER
’éﬁ\*/FB%EP?EE}%F%@o

p

1R R=TEAEE. TReBTEFREE PVC (pvcl),

IREFRZTIE (“namespace?) HERINE,

kind:

apiVersion: vl

PersistentVolumeClaim

metadata:
name: pvcl
namespace: namespacel

annotations:

trident.netapp.io/shareToNamespace:

spec:
accessModes:
- ReadWriteMany
storageClassName: trident-csi
resources:
requests:

storage: 100Gi

Trident 8% PV E /5w NFS ZiEE,

- EEILUERES

mRTEMEE. SHEERNBRSET

DIRIFIRRE PVC HERZ

SEIFF R ERIIMEMRIF. &

@idfEH shareToNamespace i, IF5H

namespace?

=(al, fgn,

trident.netapp.io/shareToNamespace:

namespace2, namespace3, namespacedo,

FE . gerEm - £ERFES

=8l f4n,

trident.netapp.io/shareToNamespace: *

o EET L PERYEEFT PVC LIE2E
2. *EREIEGA:
TridentVolumeReference CR HIHX PR,

3. Bt RTIEIFAEE: TEIHR’T

apiVersion:
kind:
metadata:

trident.netapp.io/vl
TridentVolumeReference
name: my-first-tvr
namespace: namespace?
spec:

pvcName: pvcl

214

“HREIREIEHMN RBAC, LUSTHITHGRST

SEIRRIES iR R T

“shareToNamespace ;3%

[BIFFEEE B R R aheliE

S|8]8Y TridentVolumeReference CR pvclo



pvcNamespace: namespacel

4. BitapRTEFAEE . EEIMRATIE (namespace2) RBIE— PVC (pve2), FH{#EF shareFromPVC
ARRRIETE IR PVCo

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

#&iE Bi5 PVC BIRNBIUNFHF TR PVC,

=

Trident i2EXBE#x PVC ERY shareFromPVC A%, #FE B4R PV QIR EEBCHEMRZRNMNES, 2518
HR PV HHEEE PV F#ERIE. Bix PVC #l PV B R AEBSE,

BEFHZES

ERILIMBREE Z M e R = RIHZRIE, Trident MR Ren & =8 LERVIHRINIR, HRBNHAFZERELM
R EEINIAENIR. S5 AZENFE R EERMIEREY, Trident ZMFFZE.

f£F tridentctl get EIMESE
fEAZ[tridentct]l  KBER, BAILUEITZ get MPRRBMESLE. EXIFHMESR, BFER

“tridentctl BpYAIEIN,

Usage:
tridentctl get [option]

FRig:
* “-h, --help: BB,
* —-parentOfSubordinate string: FEIERGIAMEIEE,
* ——subordinateOf string: BEHERFHIAENTE.
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https://docs.netapp.com/zh-cn/trident-2606/trident-reference/trident-cl.html

PR
* Trident AL IR R ERIEANHREZES, BN ERAXAMHESEMBHIZR EBEHZENIRE,

* ERBEIBIIMIPR shareToNamespace '8 “shareFromNamespace  FREEMIFR

‘TridentVolumeReference CR REFEEXTIE PVC BUiH RN IR. ERIHIARINIE, EAMERME
PVC,

TEEMBE EHITIRIER. REMNBER,
THREZER
ETREXEMZTESEIHNNESER

* WE "NetAppTV" LHET

B AT 85wk Trident &

{6 Trident, &0 LIERRBEE— Kubernetes BN REf & TE)HINE Ho S IREBE
E#E

b= 36
ERESZE, ERERNBRERNEEMERHAHEAEGHERNFES,

&%  RE ontap-san #l ontap-nas FEKNIEFA SZFFEa R TiE e, FRFRIETIE,

IRIENI]
RFENTHTREERE,

&R PVC LI &S
REP R EEIFFEE R TIHER PVC REVEIERIINIR,

9 BT EBFHRTEPEIEE CR BINE
BESEAKETEITGRTENAEZE LI TridentVolumeReference CR AIRY R,

e 7 Eire & FialF 6 TridentVolumeReference
Biren & eI A & RIZ TridentVolumeReference CR LA3| AR PVC,

o EEfma R =iE el efZ PVC
Bires R T ENFIEEEE PVC LIMNIRS B = a5 [Z PVC,
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https://media.netapp.com/page/9071d19d-1438-5ed3-a7aa-ea4d73c28b7f/solutions-products

ECERM B R 2 =8

NpRZeN, EnfTEREERRRaRTEMEE. SHEERNBRSAT
BN TRPEEERFP AR,

p

SEIFF R ERIIMEMRIF. &

1. BB TEFAEE: EEMETIE)(namespacel "HEIE pvC (“pvcl, B cloneToNamespace i *

f#, ¥ 5BireRASTiE)( namespace2’ HZE IR,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/cloneToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident I PV & E[GimTEES,

° TWRILUMERES HIRMTIREE PVC HEFZ M arRTiE. Fldl,
trident.netapp.io/cloneToNamespace:
namespace2,namespace3, namespacedo

BE . geIem - ERFERESE. B,

trident.netapp.io/cloneToNamespace: *

o ZE] LIBERY T PVC LAEE “cloneToNamespace 7 %,

2. £EEFEIERA. WREIKEEHN RBAC, LR FEMGETEMEEEZERGEET

TridentVolumeReference CR YN PR(namespace?2) o

BIfeslelfe

3. Bt RTIEIFAEE: TEIFSITEFRNE—NS|IEIR PVC B TridentVolumeReference CR pvclo

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?
spec:

pvcName: pvcl
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pvcNamespace: namespacel

4. BitaRTEFAEE . EEIRMRATIE (namespace2) FBIE— PVC (pve2), A cloneFromPvC 5§
cloneFromSnapshot, MM cloneFromNamespace jEfERIETEIR PVCo

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
annotations:
trident.netapp.io/cloneFromPVC: pvcl
trident.netapp.io/cloneFromNamespace: namespacel
name: pvc2
namespace: namespace?2
spec:
accessModes:
- ReadWriteMany
storageClassName: trident-csi
resources:
requests:

storage: 100Gi

PR
* XFfEMA ontap-nas-economy IXEHFEFECERY PVC, RLHFRIETIE,

£/ SnapMirror E%ll%

Trident ZHF— M EE LHRESHEER TNBEINEZEINRGXR, BTFERIBIELLE
TRMEME., ERIUERAGRTRINBEENXZREX (CRD), #r/9 Trident Mirror
Relationship (TMR) 17 LA T 121E:

- BlEE% (PVC) ZEIMBEREER

- BiRss > EREGR X

. HUTEEGRER

C ERWIER (MUERTS) HaRAEES

© TR T2 ME R RIS BN TTIREEIR (TR IR TS T A5 HRia))

EHIFTRF N
EFEZR, BEHERER AT IRE S

ONTAP &£
* Trident: Trident 7 22.10 S EShRAAINFE TR ONTAP {ERNEIHHYEF B Kubernetes 5£8% L,
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* YFANE: HOTEIEFIETr ONTAP £8f /3 BERHIERIFESE087 ONTAP SnapMirror & 1F 8], 5SS
i%] "ONTAP F#9 SnapMirror Fa]#EiR" LU T #REZE o

M ONTAP 9.10.1 FF48, FREIFaIEARLL NetApp HFRIEX M (NLF) BIFE 03T, X2 RBHEE N IhEEm
BAXH, BXRIFHAEER, BEI"ONTAP One MiHEIFATIE"S

&iE X3 #F SnapMirror &% {x1F,

F
* SEB¥AN SVM: WZ3SE ONTAP /G, 1HE "S85 SVM WEHR" LU T RESER.

BERA HIRTEM T ONTAP B Z BIRNEFIX R P AR SVM ZIFEM—H,

* Trident 1 SVM: XZFxiE SVM Se] BF Bir&EEE LMY Tridents

XK EhiERF

NetApp Trident 235 H UL FIRGHAZF 2 IFR0TZAEZEH9 NetApp SnapMirror I R#1TEE K] ontap-nas:
NFS ontap-san:iSCSI| ontap-san: FC ontap-san: NVMe/TCP (FEZE&If ONTAP hixZs 9.15.1)

g ASAR RBAZFHER SnapMirror #1TEE R, BX ASA2 RAMIER, FEM "TH## ASA
/ r2 ﬁﬁ%%g}tb"o

B3R & PVC
REBLUT S RHER CRD RHIEEEN —REZREICIEFRERXRo
p

1. 73 Kubernetes 8 FHITUTHE:
a. ffMA trident.netapp.io/replication: true B¥ I StorageClass XK,

Nl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: csi-nas
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
fsType: "nfs"
trident.netapp.io/replication: "true"

b. {EAsEIEIER StorageClass & PVC,
5l

kind: PersistentVolumeClaim
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apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

c. fEAZHS Bl MirrorRelationship CR.

Nl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas

Trident SREXERIA S BEMEN L FIEIEHRIP (DP) RZ, AGIEZ MirrorRelationship B status &

Ezo

d. FXEX TridentMirrorRelationship CR LAFREX PVC FYARERRZ FRF SVM,

kubectl get tmr csi-nas

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

generation: 1
spec:

state: promoted

volumeMappings:

- localPVCName: csi-nas
status:

conditions:

- state: promoted

localVolumeHandle:
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"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”

localPVCName:

observedGenera

2. JE1TB) Kubernetes 8% FH1T

csi-nas

tion: 1

UTTR:

a. {#H trident.netapp.io/replication: true £k StorageClass.

Nl

apiVersion:
kind:

metadata:

storag
StorageClass
name: csi-nas
provisioner: csi.t
parameters:

trident.netapp.i

e.k8s.io/vl

rident.netapp.io

o/replication: true

b. ¢IE & BIrFIRS B/ MirrorRelationship CRo

Nl

kind:

apiVersion:

TridentMirro
triden
metadata:

name: csi-nas
spec:
establish
replicationPolic

state:

replicationSchedule:

volumeMappings:
- localPVCName:

rRelationship
t.netapp.io/vl

ed

y: MirrorAllSnapshots
S5min

csi-nas

remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b31l3clel”

TMR spec BOENRFEL:

volumeMappings, BFE

state, FAFIREFIEMNXARE (5
Zsith PVC S5HIE

25 [BEFIRED ;
ZIEEMMEXRES; UK TEERAE

replicationPolicy # replicationSchedule FE&o

‘replicationPolicy"
‘replicationPolicy"

‘replicationSchedu

RfERERD EEEE’J*EUE%U%H%‘EVI"Z‘JO FEIRXRAMREXEFE; BUXRBELEENR
2EATRNLE, I

SREZEL TR

M replicationSchedule’ FERZAZER, ¥
WEN ONTAP EMIBY SnapMirror TREEMIRBIR, HEE
le' ®EAN oNTAP ITXIBVEIR. WREE—FE, Trident

EMBRHEFCIE TMR.
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Trident fEFAECE RV E HISRERFN TR QI HHIIE L SnapMirror X F,
1. {EASHTRIER StorageClass £J#2 PVC U7t X4%#B) (SnapMirror BAT) o
NG

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

Trident }2Z& TridentMirrorRelationship CRD, MIRXARFE, WEEEIES. WMREELXFR, Trident
B HIRIEH FlexVol B & F)5 MirrorRelationship FE X BUITIE SVM 2R SVM L,

SEHRS

Trident $81&%%& (TMR) 2% PVC ZEIEHIXAM—IHA CRD, BiF TMR B—MRE, B©5iF Trident Fr
EHRESZERM 4. BIF TMR EEUTRE:

* Established: 7 PVC BHREXZNERE, XE2—MHHNXFR.
* Promoted: Zith PVC 2 ReadWrite BR[#E#HR, BRiZBHREXRERK.
* BEEWEIL: £ PVC BEREXANENS, WAL T IZRGEXEATR,
c MREBFEESREZEBEFETXR, WNAERAEREINRS, BAEBEZEMENARS.
° MBRELFIRSFREIXR, WEHREIDKESRHRK.
It RIINKPE L5 HA Rl R FH 4B PVC
7E%5Bh Kubernetes &8 FITUUTH R

* ¥ TridentMirrorRelationship BY spec.state FEREHT A promotedo
IR PR TS HRIB)HE 5B PVC
EITRIREPERTE (%) HAEl, BERITUU TS BRAKEE) PVC:

p
1. 7£% Kubernetes 5£8% £, 8 PVC BYIRER, HEFOIERE,
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2. % Kubernetes &8 £, 6% TridentTridentSnapshotinfoCR LAFKEXAERIFAE B,
AN

kind: TridentSnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas
spec:

snapshotName csi-nas-snapshot

a. 7X4HB Kubernetes 8%, J§ TridentMirrorRelationship CR B spec.state FEEE 1A promoted, 3
3§ spec.volumeMappings(].promotedSnapshotHandle B3 /31REBRY internalName,

3. 7£%#Bh Kubernetes 8% £, ik TridentMirrorRelationship BIRZS (status.state FE&) 79 promoted,

WERBEMERGRR
EMERERRZE, BEREFAHEEXRRN—N.

p

1. 72348 Kubernetes ££8% I, iBMIREH T TridentMirrorRelationship £/ spec.remoteVolumeHandle FE&
HIE.

2. {£%4Bh Kubernetes 8% I, ¥ TridentMirrorRelationship BY spec.state FEEE A reestablishedo
HARE
Trident Z#FEEM ZRE ERILITIRIE:
RKEE PVC SFIFFHAIRE PVC
BREEE—TEE PVC f1I—NRE PVC,

g
1. NEEIIRGHE) (B15) SEEFMIBR PersistentVolumeClaim #1 TridentMirrorRelationship CRDo

2. NE CR) &E#FMHIER TridentMirrorRelationship CRD,
3. EERIMFHEEY (BR) PVC HE (F) S8 LOIEHH TridentMirrorRelationship CRD.
HEESER. T PVC S4B PVC BIA/N
PVC BJIUERIFE A/, MNRBIEEEIT HFIA/), ONTAP KB BIEFRIB R flexvols.
M PVC iz e
ZERprES, BEHFRBE LRITUTRIEZ—:

* MiFR%#BN PVC _ERY MirrorRelationship, XSMIFE HlX Ro
* I, I spec.state FEEE N promoteds
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kR PVC (SERIEHRE)
Trident WEEHIRY PVC, HAEZHMIFEZRIRRERIXR.

ffiB% TMR
fpRIRE X Z—ME TMR £ FIRE TMR 7£ Trident SeRk bR Z BiiZIE R promoted IRZS. W1 IEFFMIFRAY
TMR BZF promoted IR, MAREFEMENRGXR, TMR EHEMER, Trident 224t PVC {&FH A

ReadWrite, IEMIFRIERER ONTAP dhzsith#AY SnapMirror TTEE. MNRIGREFRGXRDEALLE, TR
BHMNEGRXRN, KAERBHR established EEFIIRSHH TMR,

ONTAP BN BB G xR

BRXREIGEI URERTER, B LUER state: promoted B, “state: reestablished FEEE#FH X R, FEHITE
FREIE M ReadWrite BB, ERILUER promotedSnapshotHandle 87E B X 71518 R ZIBVRFE RER,

ONTAP BAREMRERR

&R LUER CRD $11T SnapMirror B, ME Trident EIZEIES] ONTAP &8, BT
TridentActionMirrorUpdate & =015 :

Nl

apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-Db

spec:
snapshotHandle: "pvc-1234/snapshot-1234"
tridentMirrorRelationshipName: mirror-b

status.state RBRT TridentActionMirrorUpdate CRD HIIXZS. ©RILUEXE Succeeded. In Progress
Failed BY{&.

£/ CSl ifh
Trident R LGB ER "CSI iR INEEIEF a2 EF G EMIIN R Kubernetes SE8EHHAY

:IF_J'-Iﬁ\O
5%

fEF CSI #a#M08E, AILUMREXEM AR ESNHRRFIANTRINFE. N5, cREEE
Kubernetes EIZSIBEBEMETXENT R, TRAUMITF—IKERANFRATAK, BalIFRERIX
o ATETESXEBEMFATFRHEES, Trident EA T CSI #h¥h.

7N V#4077 fi# CSI Topology THEE "Itb4bh",

Kubernetes $Z {HRFMIRAFHIEHERT:
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° u:"lVolumeBindingMode‘iﬁ%?ﬂ ‘Immediate‘E"J’, Trident RIEZBEAHIMNEHNBER TEIES.
tliE pvc BRISWIEBEEREMSEEE, XEHIA VolumeBindingMode, &R FARGIHITIRINAR
&R, BIEIFASHREIITIER Pod NEAEZEK,

B VolumeBindingMode ®EN WaitForFirstConsumer BY, PVC BY Persistent Volume BYEIZF45E
SWIEE, HEIfEMAZ PVC /Y pod #WIAEMEIE, @BEXMAI, CIERER LUK HIMNEKFRSHERE
B4R,

&F The WaitForFirstConsumer HPERXARZERFMIE, XA LUHIZF CSI #RIMNNEREMFER,

ERBE( 4
ZfEMA CSI EHh, EBREUTHE:

* IB1T "SZHFRY Kubernetes i7" B9 Kubernetes 58%

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1e4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99dt",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

c RPN R NEBSIAEINEA (topology . kubernetes.io/region
‘topology.kubernetes.io/zone)MiR%, TR Trident ZHI, XL NIZFETEHPHNTR
L£*, LUME Trident EBHRIMNZFIEE ST,

kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/os":"linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.i0/
os":"linux", "node-

role.kubernetes.io/master":"", "topology.kubernetes.io/region":"us-
eastl","topology.kubernetes.io/zone":"us-eastl-a"}]

[node2,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/os":"linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname":"node2", "kubernetes.i0/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-b"}]

[node3,
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{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname":"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

ST 1 QRABAIEI G

Trident 7F&/EiH A LUSITAE TR AMKEA EEFEMEES. S EHEAUIEH— 1%t
“supportedTopologies R, ZIRFTRZZIFHXIFAMX TR, W FEARILLEFIREY StorageClasses, RETE
FRMX/XIFPEENNBERIERE, 728185

U TR EIHE XA

YAML

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl

managementLIF: 192.168.27.5

svm: iscsi_ svm

username: admin

password: password

supportedTopologies:
- topology.kubernetes.io/region: us-eastl

topology.kubernetes.io/zone: us-eastl-a

- topology.kubernetes.io/region: us-eastl

topology.kubernetes.io/zone: us-eastl-Db

JSON
{
"version": 1,
"storageDriverName": "ontap-san",
"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",
"svm": "iscsi svm",
"username": "admin",
"password": "password",
"supportedTopologies": [
{
"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-a"

I
{
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"topology.kubernetes.io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-b"

supportedTopologies AF AN RIRREXIFM ] BXMTR, XEXIGEMATHXERRA
&E LATE StorageClass iR {HRIAAIFET IR, M TFEEEHREHNXIFMAIAX FEN
StorageClasses, Trident 27E/gi%_EoIiEE,

BRI U AT NME#EMEN supportedTopologies, 1BEILLATRA:

version: 1
storageDriverName: ontap-nas
backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- topology.kubernetes.io/region: us—-centrall
topology.kubernetes.io/zone: us-centrall-b
storage:
- labels:
workload: production
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- labels:
workload: dev
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b

UL RBIH, region Fl zone IHFERREFMMIIIE, topology.kubernetes.io/region
topology.kubernetes.io/zone &7 A] LAMBP R F A FE M,

FIE 2. FXIRIMNZAR StorageClasses

IRIBIR A LR T S FRFMEZ, StorageClasses AILLENX A B ERIME B XIFHEBIE PVC iERIZEI

BITFfEM, UABILAGER Trident EBEEMVER T R F5&.
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BEERLLTRA:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:

fsType: ext4d

£ LR HRY StorageClass EXH, volumeBindingMode IREN WaitForFirstConsumero, fEMAIL
StorageClass 15K PVC £ pod 5| ZEIASHENIT. HH, allowedTopologies HRHEEFERAIXIEHF
HIX, netapp-san-us-eastl StorageClass 7 LEENXH san-backend-us-eastl [FiH_LEIE PVC,

HI% 3. IEMEER PVC
Ell}2 StorageClass H R EMGEIGimGE, EMEALULIE PVC,

BB LT RA spec:

kind: PersistentVolumeClaim
apiVersion: vl
metadata: null
name: pvc-san
spec: null
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

ERLEREIR PVC BREBUUTER:
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kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

B{E Trident SIBEHFHELEEI PVC, 157 Pod FERA PVC, IS ML TRA!:

apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:

- weight: 1
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preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

X podSpec 57~ Kubernetes 7 us-eastl KT R EIAE pod, HM us-eastl-a B us-eastl-b

B A X FREYE AT R R T

BESHL T

kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblela0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

FiEiR L 8 E supportedTopologies

AL EHFHTLFERNGL, UEE supportedTopologies f# 8 “tridentctl backend update' B9%!|R, X
BEEENS, XBATREL PVC,
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EHREZERE
c "EIERBHARRE"
* "nodeSelector"
o "EFMER R EMM4E"

* ERAAER

{#/ Trident [REB

A% (PV) BY Kubernetes BRIz BRI Bl EIAS, ERTLARIEGER Trident IR
%E’JH&, 2, ST Trident SMEBEUZRVIRER, MIMBRIEBEIEME, HMNRERIMELL

1R
‘ontap-nas . ~ontap-nas-flexgroup .« ~ontap-san’ . ~ontap-san-economy .
‘solidfire-san's ‘azure-netapp-files' M ‘google-cloud-netapp-volumes’

IEhiE TR IRER,

Fazal

WIEBIMEBIRERIZHIZEA B E X FIRE X (CRD) 7 BEERRIR, XZE Kubernetes frFesVERST (5140
: Kubeadm. GKE. OpenShift) o

SNRIERY Kubernetes KIThRANEFIRIRITHIZEH CRD, 1HE [HIEERERIEHZE

&E  WR7E GKE MRFEIRIZFERRE, B7EIRREITHEE. GKE ERARNERREIRRIES 2.

BIEEIRER
3
1. B — VolumeSnapshotClass. BAXFMER, BEE M "VolumeSnapshotClass’s
° driver ¥8[ Trident CSI JREHFERFo

° deletionPolicy AILAA Delete B ‘Retain. HIKEN 'Retain’BY, BIEMIBR VolumeSnapshot’
WR, BEEREBFEEE LNEKEIERE,

Nl

cat snap-sc.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass

driver: csi.trident.netapp.io
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deletionPolicy: Delete

2. BIFEMAE PVC BIIRER,
Nl
° WRBIBIEIA PVC BUIRER,

cat snap.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:
persistentVolumeClaimName: pvcl

o RFIARA pvel B Pvc SIESIREBIR, REBIZIZEN "pvcl-snap. VolumeSnapshot
EMTF PVC, HS5HRTEFRRIZA VolumeSnapshotContent 31 R1HXEx,

kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

o BRI LB HEIA VvolumeSnapshotContent " F&REIRF! “pvcl-snap VolumeSnapshots
*Snapshot Content Name #RiR 7 It IRFRIR AR S5 A9 VolumeSnapshotContent 335, ‘Ready To Use'$
HRTIREBA BT PVC,

kubectl describe volumesnapshots pvcl-snap

Name: pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8a0ca-9826-11e9-9807-
525400£3£660
Source:
API Group:
Kind: PersistentVolumeClaim
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Name: pvcl

Status:
Creation Time: 2019-06-26T15:27:297
Ready To Use: true
Restore Size: 3G1
MEIRIEREIZE PVC

&R LAEF “dataSource 813 PVC, &7 "<pvc-name>'RY VolumeSnapshot fENEIETR. €& PVC 5,

E R LUEZE) pod FEEMEM PVC — 1R,

[

PVC",

T RBIER pvcl-snap fEAEIEREIE PVC,

cat pvc-from-snap.yaml

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

SAEIRE

i PVC B 5 FEMHANGmEIE, 1B55R "KB: TATE&EAGIRM Trident PVC [REERIE

Trident 2% "Kubernetes Fi& Snapshot 77if2" (FEBHEIEREERLIZE VvolumeSnapshotContent MRHFAN

£ Trident SMEBEIERYIRER,

FaZ Al
Trident B RIZHF N IREBHIRE,

p
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1. RBEEA: B ARIRIREMN VolumeSnapshotContent MR, XIF/Z5h Trident FRAYIRIR TER.

° ¥ annotations PEIRHIRBIVRFFIEEN trident .netapp.io/internalSnapshotName:
<"backend-snapshot-name">,

°fE<name—of—parent—volume—in—trident>/<volume—snapshot—content—name>‘¢#Eﬁ€
‘snapshotHandleo XEIMEFIRERFEFTE "ListSnapshots 8RS Trident BIE—S E,

&x HTF CR@m&MRE|, <volumeSnapshotContentName> Jo AR ILED fGimIREER FRo

ANl
UITFRBIEIE— VvolumeSnapshotContent "R, ZMRSIARBIHRE “snap-01.

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£f71223b5-23b9-4235-bbfe-e269ac7b84b0/import—-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content-name>
volumeSnapshotRef:
name: import-snap

namespace: default

2. EBEIER: E5|H volumeSnapshot " XW&RM “VolumeSnapshotContent CR. XIFIERIEISE R
&2 =ja$fEA VolumeSnapshot A3 )42 R,

Nl

LITFRFIRIET —1 VolumeSnapshot *&A “import-snap B crR, H5|ATHN " import-snap-
content Ay ‘VolumeSnapshotContento

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)

source:
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volumeSnapshotContentName: import-snap-content

3. AIPAIE (EBHRITEMISIE) © HPEPIRIBESIRFIFEI3EM VolumeSnapshotContent * FHi&iT
‘ListSnapshots M. Trident BJ# “TridentSnapshoto
° HMERIRER

2 VolumeSnapshotContent BN readyToUse, bt VolumeSnapshot BN
trueo

° Trident 1R[8] readyToUse=trues

4. AP : 6IE PersistentVolumeClaim’ LAG|FAER ‘VolumeSnapshot, HH spec.dataSource
(8 spec.dataSourceRef) &AFFE VolumeSnapshot &R,

ANl
ITFRfIeiET—1 PVC, 5|F®&A VvolumeSnapshot 'Y " import-snapo

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:
- ReadWriteOnce

storageClassName: simple-sc
resources:

requests:
storage: 1Gi
dataSource:
name: import-snap
kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

fERRERE SLE

ZIANBE R T2 snapshot BR, LUE#HEEMA ontap-nas'# “ontap-nas-economy IRohiEFECEMNENRAFHESD
%, B .snapshot B R EZEMIREIIE IR,

EFRAEIRERILR ONTAP CLI &R R ZE I IREBAHIZERIVIRES,

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap archive

&1 ERERREREEN, RESNEEERE. SIZRERIFSENESHIEFMSEIESRFER.
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MIRERMIERE

Trident f£fH TridentActionSnapshotRestore (TASR) CR {2t RERAIFLME M EIHEE, It CR EA&GH<SR
Kubernetes 1#&1E, ERIETTHEFNSFEET.

Trident 3Z3F1F ontap-san. ontap-san-economy. ontap-nas. ontap-nas-flexgroup. azure-
netapp-files. google-cloud-netapp-volumes #l solidfire-san JKEhiERF _EIRRIRER,

FaZ Al
T EBHER PVC MA] ANSIRE,

* HIA PVC REEHE,

kubectl get pvc

* WIEEIRIRE S AT LAER,

kubectl get vs

S8
1. B TASR CR, It PVC pvcl FERE

04

“pvci-snapshot gl# CR.

2l

&E  TASR CR &MU F7#7E PVC # VS BIss R =+,

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:

name: trident-snap

namespace: trident
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot

2. W3 CR MIRERHIRE, IERBIMREBHFIER pvelo

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/trident-snap created
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=

Trident MIRBRFIRE $iE. R LAIIIERIBEFIRES

kubectl get tasr -o yaml

apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: trident-snap
namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:342z"
completionTime: "2023-04-14T00:20:372"
state: Succeeded

kind: List

metadata:

mn

resourceVersion:

* EARZHRERT, HIEERN, Trident A= BEERIUEF. EFEFXAITIHR(F.

BE - REEERIFIEAE Kubemetes FIF FIALREEIR RIS TANRA HE1E ELR AITERF 5 iaeh
BI& TASR CRo,

IFRERA XEXIRIZEY PV
WFREE XEXIRIRBIKAEES, HHNMAY Trident EREFRA"MFFIRT"> BIBFRERIRUMIFR Trident Fo

HEGIRERITH 23
INRIEH Kubernetes Z1ThR N ELIEIRIRITH|2EM CRD, ERILURLITAARABEE(],

p
1. BIEEIRER CRD,

cat snapshot-setup.sh
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#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. QIEZIRERITHIRR,

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

&1 MBENE, EFTF deploy/kubernetes/snapshot-controller/rbac-snapshot-controller.yaml' 3
’ B “namespace' ZIIE IR E = iEl,

MEXEZ

* "EIRER"

* "VolumeSnapshotClass"
M Trident B4R

BHAE (PV) B9 Kubernetes &4H1REE NetApp Trident 121 T QIR ZNEIREE (—HABIR
B2) BYIhEE, WEAMRBRRIERE—TESBENZNEREIZ,

VolumeGroupSnapshot & Kubernetes 15 beta API BY beta IhgE. Kubernetes 1.32 2
VolumeGroupSnapshot Fir EHI R KkR Ao

BIREHRR
A TR A B A IRIR
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* ontap-san WENFEFR - fOEATF iSCSI M FC ¥, FERTF NVMe/TCP #M¥,
* ontap-san-economy - {G&AF iSCSI il

®* ontap—-nas
- pad NetApp ASA r2 5% AFX FFiE RAARZ RIS A IRER,

FraZ
* BHRER Kubernetes hrads /g K8s 1.32 S E & AN,

© WA IMBIRIRITHIZZH B E X RIRENX (CRD) A BEEMARER, X=Z Kubernetes #rHFESAYVERST (15140

: Kubeadm. GKE. OpenShift) o

YNRIERHY Kubernetes RIThRANELIEIMEPIRIRIZHIZZM CRD, 152 [EE G RIRIZHIZE

YNSRTE GKE MRHEIRIRFBEARR, 57EIBRRITHZE. CGKE ERRNERFRRIRIRIT

i e

* IEIRERITHIZE YAML A, & cSIVolumeGroupSnapshot THEEI I E A 'true', LUBRBHESHRE,

* FRIBEAREBEZ Gt EPIREHIRIEE,
* HfRFRE PVC/EERTER— SVM L, LUEBETSEIR2 VolumeGroupSnapshot,

p

* £ VolumeGroupSnapshot Z &1, 7t VolumeGroupSnapshotClass, BXIFHMES, 1FEA

"VolumeGroupSnapshotClass”,

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:

name: csi-group-snap-class

annotations:

kubernetes.io/description: "Trident group snapshot class"

driver: csi.trident.netapp.io
deletionPolicy: Delete

* ERNEFELIZEBFRBITER PVC, SRXEFEZRNZIME PVC,

LUFRIER pvel-group-snap fEAEIERFMFITZ consistentGroupSnapshot: groupA Sl

PVC, TRIBERIERE XITE RN {E,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl-group-snap
labels:
consistentGroupSnapshot: groupA
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spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Mi
storageClassName: scl-1

* BIZEGHEIFE (consistentGroupSnapshot: groupA B VolumeGroupSnapshot, ZIF&E1E PVC
FIEE.

LRGBS ARER

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshot
metadata:

name: "vgsl"

namespace: trident
spec:

volumeGroupSnapshotClassName: csi-group-snap-class

source:

selector:
matchLabels:
consistentGroupSnapshot: groupA

ERERRIME LR

&R LUERYES Volume Group Snapshot —EB 43 BRI R PMREERIME 1™ Persistent Volume, f&ET/EHR
Volume Group Snapshot {fEA— P EALFTITIRE,

EAERIRIEIR ONTAP CLI B EEREZELATIRIBRIERIVRT.

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap_ archive

g1 ERERREREN, RESNEEERE, SIZRRRIEENESHIEFMSHENRER.

MIRERMIERE

Trident f£fH TridentActionSnapshotRestore (TASR) CR {2t RERAIFLME I E IHEE, It CR EA&GH<SR
Kubernetes &1, ERIERMEAIFEFT.

BXEFMER, BEEN "MNREMMIERERE"
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PR R KEXARERRY PV
TIPRLE & RIRAT |

* B LIEE{AMIER VolumeGroupSnapshots, A EMIBREE A NRER,

* MNRTE1EIEZ PersistentVolume BIIRFERS MBS PersistentVolumes, Trident 2351z &5 5hE ] deleting”IR7S
, EAGTSEMBRRE, 7aeRetibrizE.

* MREEASARREIRRE, ARENIRZE, WSHFiasERFDRE, HEETHFD 2B ERRRZ
4,

HEEIRERITH 23
SNRIERY Kubernetes RIThR AN ELERIRIEHIZEH CRD, ERILURIUTAXEZEENT.

p
1. BIEEIRER CRD,

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshotcl
asses.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io0 volumegroupsnapshotco
ntents.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshots.
yaml

2. IR RARITH2R,

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-

csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-
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controller/setup-snapshot-controller.yaml

& WEME, FITF deploy/kubernetes/snapshot-controller/rbac-snapshot-controller.yaml 3
7 . . NN
E# “namespace ZIfE A& =8,

MEXREEE
* "VolumeGroupSnapshotClass"

* "EHRE"
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