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{58 Trident Protect RPN FBIEFE
T fi# Trident Protect

NetApp Trident Protect 12{tEK M AIEFF IR EIETNEE, PIIERE NetApp ONTAP 774
F4H NetApp Trident CSI AR ETZF SZIFH B IRE Kubernetes N B2 EITHEEFI A]
}Eﬁl‘ﬂio Trident Protect &t T B AR AMIMEN BRI C TIELENER. ®RiIFF%
&h. EiRETE API #1 CLI 12# E‘EbTJGIjJ'ﬁEo

TR LUEIE B B E &R (CR) X fEH Trident Protect CLI, 13 Trident Protect {®4F N T2

T—FEHA?
EREZHI, ERILLT #2 Trident Protect B9EK:

* "Trident Protect K"

%3 Trident Protect

Trident Protect 3Kk

BARIHREIME. WARRFEE. VARRFRMFEESRBE . BERENFERKREX
LSk, UEPEFIZETT Trident Protect,

Trident Protect Kubernetes &£E¥F# A4
Trident Protect 5& £ EEFM B HITER Kubernetes F=mik s, G¥E:

* Amazon Elastic Kubernetes Service (EKS)
» Google Kubernetes Engine (GKE)

* Microsoft Azure Kubernetes Service (AKS)
* Red Hat OpenShift

* SUSE Harvester 1.7.0 (ONTAP iSCSI)

» SUSE Rancher

* VMware Tanzu Portfolio

5% Kubernetes

* {X Linux 1+E T 232 4F Trident Protect &1, &FD1EEARLZHF Windows BT =,

* HAR%EL Trident Protect FVEEBFACE T IETEIZ1THYIRERITHIZZFEX CRD, EREREBITH!
@ 25, 1BBH XA,

* HIRZE/VIZE— VolumeSnapshotClass, BXFHER, EFEIF
"VolumeSnapshotClass",

* 23 Trident Protect & Helm 4.x B = kRN
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Trident Protect Zf#/GimaR A4
Trident Protect 32 # A T 17 fififaim
» Amazon FSx for NetApp ONTAP

e Cloud Volumes ONTAP

* ONTAP 77f#FE5
» Google Cloud NetApp Volumes
* Azure NetApp Files

BRREME R R L TER:

* IEMRRIEEDIEEN NetApp 7ZEE R Trident 24.02 SEShkds (GEiNER Trident 24.10) o

* HIRIEHE NetApp ONTAP 7EfE R TR,

* HREEER TEESHHXNREFMER.

* SR A TR AR SR AR IR E R EN AN BEFH R TiEl, Trident Protect R AR AIEX
o TiE; IRTEEEXRRPIEERFENGRATE, NWHRIERRK.

nas-economy HHIER

Trident Protect 32#5%%! nas-economy BRIFNFIIRIRIRIE. HEIAZIFE nas-economy EHIIRIR. FefER
SnapMirror £ll, EEERiHEIETF Trident Protect B9 nas-economy & B AREBE R,

REVARFSEARBERNEIRS. WTFXEVRAER, FEBIE ONTAP FHEAS L
BT T e KRRREBER:

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

R LLEE A nas-economy BIETTUA TR RBRAREBER, & <volume-UuUuID> BIRANEE NG
UulD:

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ &R L& I Trident [SIRACE £ “snapshotDir I8 B “true REIANFHERRREER. IE
EARZFEM,

£/ KubeVirt VM {FiF%E

Trident Protect 7ZEEIERIFIRERRIEI N KubeVirt AR B G RFUREMAAFRIIEE, URFRBIE—Ht. =

fé{m}?ﬁéﬁifﬁﬂ’ﬂ@ﬂﬁfi EMBIAITAE Trident Protect lRZAST =, HATARIMRASET Helm EIRSEIR B (LAVEC

() wrmeEmE, FRERAEMHL (VM) BIRIIFER virtualvachinesnapshotss



¥V Trident Protect 25.10 X E = kR4S

Trident Protect T8GR FRIFIZERRB B o R AR R KubeVirt XEFRSE, LR —21%, M Trident Protect
25.10 744, ETJLA7E Helm chart REEHRIEER vm. freeze BEZAIMITH, BINBERT, ZEHMULTFE
AR

helm install ... —--set vm.freeze=false ...

V¥ Trident Protect 24.10.1 = 25.06

M Trident Protect 24.10.1 FF4&, Trident Protect TE 3B RIFIE(ERRIE) B o RS AR KubeVirt X RS, T
, EoILUERU TSRt BshiTH:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

V Trident Protect 24.10

Trident Protect 24.10 A2TEEUIERIPIE(ELRIE) B ohHA{R KubeVirt VM X4 RZEHN—BURS. MNREFEH
Trident Protect 24.10 {R3F KubeVirt VM ##E, NEEEHIBFRIPRIEZIFEIAXHRARBRFE/MREI
B, XAMRERXGRALT—BORE

eI i@ "ECE REINL" BCE Trident Protect 24.10 SREIREUBERIFIZERAIB EMW S R ARV RS FRRR
, AIRERUTHL:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

B fR{AEA Trident Protect & X N AR E, BB EA Trident Protect fR3F KubeVirt B2
"o

SnapMirror EH|HYEK
NetApp SnapMirror EFlIATAF LT ONTAP fi#:R753€HY Trident Protect:

* Zkith NetApp FAS. AFF 1 ASA R%45, BRI ASAr2 REARZHEER Trident 1R1F#1T SnapMirror £,
* NetApp ONTAP Select

* NetApp Cloud Volumes ONTAP

* Amazon FSx for NetApp ONTAP

ONTAP 843t SnapMirror E5|FVER

YISRHRIEER SnapMirror 41, RN ONTAP BEERRIUTER:

* NetApp Trident: NetApp Trident 4Z7Z7E T{ER ONTAP {EAGiRAYEN B4R Kubernetes £8%
L. Trident Protect Sz 3 F H LA T IRSHFE e 2V TZ BT NetApp SnapMirror 3 ARFH1TEH:

° ontap-nas:. NFS
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° ontap-san: iSCSI

° ontap-san. FC
° ontap-san: NVMe/TCP (FFE&RIX ONTAP higZs 9.15.1)

* YFANE: AOTEEFIE TR ONTAP £8f 3 BER B RIFIESE0 ONTAP SnapMirror B2 1F 8], 1BS
%] "ONTAP £y SnapMirror A #EIA" A T B ZE 8.

M ONTAP 9.10.1 7F45, FRBETFRIIEARLL NetApp WAIIESXHF (NLF) IZTVALMY, &XH—ER S 1N IIEER
BN, BXRIFEAER, 1HEI"ONTAP One MIFHRIIFRIIE"

@ {¥2#F SnapMirror SH 1R,

SnapMirror EFIFXEX R TEEM
MR RERAFEEERNE, BHREZINIFMEHEUTEK:

* SEBHH SVM: LT ONTAP 7218, IS "EEF SVM WSt LITRESREE,
() Mm-S ONTAP B2 IR EHIX A RIER SVM ZHRE—,

* NetApp Trident 1 SVM: XJZFini2 SVM 470 0] B F ErEEEE £BY NetApp Tridents,
* HERR: BFETE Trident Protect FARIMMEIE ONTAP #ZfiEfals, UEIERERIXR.

T SnapMirror 2% Trident / ONTAP A&

Trident Protect BRGECE =V —MNERFHRMBMERE RN, MRFNBIREEERE, BRNA
BrFNERSRNAREFAENEFMERRR, MRSRESEML,

Kubernetes %2f SnapMirror EHIE K

Ha1® Kubernetes &EEEHE L FEK:
* AppVault TliFa)M4 ;. JEF BREEF LA B ML RINEZ GEM AppVault IREXFIE NLUH TR R AR
i=k::i|8
© WMKIERE: BEERAEMN. FEEACRM IP 21F51R, UBHERH MR AppVault 2 WAN Z[8]RYE

=
Bo

@ WS EWIFETE WAN Ei LSS BBV AEREE. FEESH 28, B5EMIEMER—E
X LR E K,

ZIEFBIE Trident Protect

WNRIERIFIRFTS Trident Protect BIEK, En]LUZRR AT HBIEEEF E L3 Trident
Protect, A LAM NetApp 3XBX Trident Protect, tE]LAMEE CHFAEEMRELETE,
WNRIBEVERETTEIAIE] Internet, MFAEFMRELZESBREEEH,
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2% Trident Protect

M NetApp %% Trident Protect
P
1. 750N Trident Helm 7Zfi&E

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. {5/ Helm &3 Trident Protect, 3§ <name-of-cluster> BMNEEZM, BTG HEAERH
BT RERERDFNIRE

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2606.0 --create
-namespace --namespace trident-protect

3. (Aik) ERAFHAREER (BRINATHEH) , BEA:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set loglLevel=debug --version

100.2606.0 --create-namespace --namespace trident-protect

I BEIERBEBIT NetApp FFREMERE R, MAFEREERNEIR,

MFLAEEMERZEE Trident Protect

WRIERY Kubernetes £ T ATA IR BB, E0] LAMFAR UG EM R L2 Trident Protect, 7EXLER A
, FRNEFNEESIRIESHE:

pg
1B LTS RIRI AT B, BtRE, ARBEMEXRIZRAEME:

docker.io/netapp/controller:26.06.0
docker.io/netapp/restic:26.06.0
docker.io/netapp/kopia:26.06.0
docker.io/netapp/kopiablockrestore:26.06.0
docker.io/netapp/trident-autosupport:26.06.0
docker.io/netapp/exechook:26.06.0
docker.io/netapp/resourcebackup:26.06.0
docker.io/netapp/resourcerestore:26.06.0
docker.io/netapp/resourcedelete:26.06.0

docker.io/netapp/trident-protect-utils:v1.0.0



a0

docker pull docker.io/netapp/controller:26.06.0

docker tag docker.io/netapp/controller:26.06.0 <private-registry-
url>/controller:26.06.0

docker push <private-registry-url>/controller:26.06.0

EIREX Helm B, 1BEELERS Internet i5RITPRRYITEN_EFEE "helm pull trident-
protect --version 100.2606.0 --repo https://netapp.github.io/trident-protect-helm-chart’

@ T Helm BIR, ARIEEMM “trident-protect-100.2606.0.tgz’ X4 E FIEI B AIFIR,
HEREFZBHFER helm install trident-protect ./trident-protect-100.2606.0.tgz A~ 2
FEEES | A TR %,

. Bl Trident Protect R4ian & =ia]:
kubectl create ns trident-protect
- BRIEMR:

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

- QIR TEREMRE MHIIER AR !

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

. ™0 Trident Helm 726 :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

- BIE—1 A protectvalues.yaml B, HREFPEELLT Trident Protect 1€ & :

imageRegistry: <private-registry-url>


https://netapp.github.io/trident-protect-helm-chart`​下​载
https://netapp.github.io/trident-protect-helm-chart`​下​载
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imagePullSecrets:

- name: regcred

imageRegistry fl imagePullSecrets BEIEHATFREHKEIS, BF

@ resourcebackup #l resourcerestore, WRIGEGHEIXE SEMRABFEFiERE
&1 (590 example.com:443/my-repo) , BEIMRFEPEERERERT. XE&
HfRM <private-registry-url>/<image-name>:<tag> FIZEVFIEEI%,

7. 8 Helm %% Trident Protect, ¥§ <name of cluster> BEAEEBN, ZBTEHICAEREH
BFtmR BN M FIRE:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2606.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

8. (Alik) ERAERXAEIER (BINATHEHR) , B6ER:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set loglLevel=debug --version
100.2606.0 --create-namespace --namespace trident-protect -£
protectValues.yaml

I BTIEREBT NetApp ZFFREEAEZRE, MAFEELH TR IHEREH,

@ EEEFHM Helm ERECE LRI, €4E AutoSupport I8 B e & TiEITHIE, ESE "BEX

Trident Protect 23",

Z 3£ Trident Protect CLI ifHif4

1&A] LAEFR Trident Protect 55 21T (Trldenttrldentctl SSRHERMY R) FeliE
Trident Protect BEEX &R (CR) 523

23 Trident Protect CLI iEH {4

EEAGLITLAERZE, EESHTEERATHREENTEN L, RIBENITENVERNZE x64 £2
ARM CPU, BRITUTTE,

9 Linux AMD64 CPU T 314
R

1. FZ; Trident Protect CLI ¥ff{§:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-



protect/releases/download/v26.06.0/tridentctl-protect-linux-amd64

77 Linux ARM64 CPU T &+
B
1. F# Trident Protect CLI {if4:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/v26.06.0/tridentctl-protect-linux-arm64

THERT Mac AMD64 CPU HYiE
B
1. F# Trident Protect CLI &4 :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/v26.06.0/tridentctl-protect-macos-amd64

T#HERT Mac ARM64 CPU HYiE
B
1. F# Trident Protect CLI {4 :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/v26.06.0/tridentctl-protect-macos-arm64

1. JoddfE G 4R FATAR |

chmod +x tridentctl-protect

2. BHfZ#HFIXGEESIE PATH TEHREXMAMIE. B3, /usr/bin I /usr/local/bin (EAJREEE
RFINGR) :

cp ./tridentctl-protect /usr/local/bin/

3. HE, EBALRKEHF - #HEIXEFEFEIFERPHEMIE, EXMERT, BIHRZUER PATHZE
B—Eh53:

cp ./tridentctl-protect ~/bin/

@ BiRFEFIE PATH ZEFRWENMIE, TLUBI RN tridentctl-protect’ 3 "tridentctl protect” M



R EERE.

ZE Trident CLI $HE{EA5B)
1&A] LA N & HR {4 25 BhThREFRENE XG4 ThAE AV X 4R E5BY :

p
1. (R EEERER:

tridentctl-protect help
B < BRI
%% Trident Protect CLI /5, FILABRAELS<RIBTITTRINEE.
J=F Bash shell ®IEzh5ER
s

1. BIZTTRRZS

tridentctl-protect completion bash > tridentctl-completion.bash

2. ZXERPLEZLEMAENHER:

mkdir -p ~/.bash/completions

3. B THMMAREENE ~/ .bash/completions BR:

mv tridentctl-completion.bash ~/.bash/completions/

4. BLUTTAMEIEERFH ~/ .bashrc XH&F:

source ~/.bash/completions/tridentctl-completion.bash

B Z shell WETH5ER
T
1. BUFESTRNZS :

tridentctl-protect completion zsh > tridentctl-completion.zsh



2. ZXERPELEMAENHER:

mkdir -p ~/.zsh/completions

3. B THMMAREEIE ~/ . zsh/completions BF:

mv tridentctl-completion.zsh ~/.zsh/completions/

4. BUUTITAMEIEERFH ~/ . zprofile Xff:

source ~/.zsh/completions/tridentctl-completion.zsh

=

TRER shell BY, ErRILIER tridentctl-protect &4 B BISER <

BHENX Trident Protect &23&
A LB E X Trident Protect WERINERE, LUBEREIFENSFEEX,

E7E Trident Protect A 223%ERE!

Z2%E Trident Protect &, ER]LUEBAIE X4/ Trident Protect B21EE X EIRS, 188 X ERESIEREEBIT
%l Trident Protect 121E 5 RSB R RAVEE,

Bt
1. BIEE—1E A resourcelimits .yaml B9,

2. IRIBEHIIFIEFE K, EF Trident Protect BesiYZ IR IR HIIETIETE X o
UTEREXHRFERTHRRE, HEAETHRRHEREINME:

JjobResources:
defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m
memory: 100Mi
ephemeralStorage: ""
resticVolumeBackup:

10



limits:

cpu:

memory: ""

ephemeralStorage: ""
requests:
CpU. : mwn

nmn

memory:
ephemeralStorage: ""
resticVolumeRestore:
limits:
cpu: ""

memory: ""

ephemeralStorage: ""
requests:

Cpu . mwn

nmnn

memory:

ephemeralStorage:
kopiaVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:
cpu: ""
memory: ""
ephemeralStorage: ""
kopiaVolumeRestore:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:
cpu: ""

memory:

ephemeralStorage: ""

3. WA resourceLimits.yaml X&HRIE:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f resourcelimits.yaml --reuse-values

BEXZRE ETFXAR

L4 Trident Protect /&, &R LUEREE XHEEK Trident Protect 889 OpenShift £4 £ TFX£J3 (SCC)o
XL FE X T Red Hat OpenShift &850 Pod FIZ £ R,



p

1. glg—18Ah sccconfig.yaml B 14
2. & SCCiEBURMEIX M, HIREIFEEREEBRSH.

UTRAIZRT SCCEBBSERMEIAE:

SCcC:

create: true

name: trident-protect-job

priority: 1

TRERT SCC MBS

28

create

name

54k

1HR

HRERT R LLEIEE SCC HiF, 1%
Y scc.create IEEB N true B
Helm %4533 #2iR %! OpenShift IF
B, 726l SCC Bf. R

£ OpenShift LigfE, HEWMR

scc.create IREN false, M
A2 ER SCC FR,

18 SCC K& TR,
EX SCC ML LR, KARER

=HY SCC ML IRIERIERY SCC

Z B T,

3. WA sccconfig.yaml XEFMIE:

L8N

true

trident-protect-job

1

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f sccconfig.yaml --reuse-values

XI5 A sccconfig.yaml XHHIEENEZBRAIAE,

EeE Hh Trident Protect helm BEIRIZE

SR LLBE X AutoSupport I8 & . #p8 ZIal7H%EF OpenShift webhook IEPEIRE, LUK EER, T&

R T RNERESK:

S
autoSupport.proxy

12

KE

string

iER

79 NetApp AutoSupport IEZEE R
12 URL. fR L& al@:d XIEAR
SRBERHE L%, Rl

http://my.proxy.urle


http://my.proxy.url

28 it LA

autoSupport.insecure /R1E BN true BBkD
AutoSupport RIEHEEM TLS
Wik, NAFAREHNREER,
(BRINE: false)

autoSupport.enabled RR{E BEZZASH Trident Protect
AutoSupport 458 L&, KB
false BY, RIS H EERHE
B, BEMATTUFohER SR
488, (EMAE: “true)

restoreSkipNamespaceAnnotations string BMEOIEEIREERHIRYE
TEEFINES DRIIR. RIFE
RHEERE TRt an & = ia,

restoreSkipNamespacelabels string B ME O IEEIRERHIRYE
TERERNES DRIIR. RIFE
IRIEAR T IR AR R =8,

useOpenshiftServiceCA mIRE BHE5 OpenShift 97t Service
CA Operator B5%ER, LUERN
Trident Protect /X webhook BT
BIEMIEN TLS iEH, &ERN
true By, Service CA
Operator BB webhook
TLS MEH, {X¥E Openshift &
BELEFER. (FBUAE: ~false)

ERILAGER YAML ECE X aap L 1TIR S EC BX LT -

8 YAML X1
-
1. BIEREXHHEESE N values. yamlo

2. ERIEAIXMHH, AINEBE KA EEDL,

autoSupport:

enabled: false

proxy: http://my.proxy.url

insecure: true
restoreSkipNamespaceAnnotations: "annotationl,annotation2"
restoreSkipNamespacelLabels: "labell, label2"

useOpenshiftServiceCA: true

3. (FRIEHAYEIET values. yaml XHE, NRAREXH:

helm upgrade trident-protect -n trident-protect netapp-trident-

13



protect/trident-protect -f values.yaml --reuse-values

{EF CLI x5
T
1. FERUTHE --set ISR SIEEENSE

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \
--set autoSupport.enabled=false \
--set autoSupport.proxy=http://my.proxy.url \
--set-string
restoreSkipNamespaceAnnotations="{annotationl, annotation2}" \
--set-string restoreSkipNamespacelLabels="{labell, label2}" \
--set useOpenshiftServiceCA=true \

-—-reuse-values

3% Trident Protect Pod [REIZSFET =

& LAERS Kubernetes nodeSelector T3 IR £ SRR IRIET MRS 1T 6l FLE T3 ;2 B B MIE1T Trident Protect
Pod. BRINERT, Trident Protect {XPRFIE1T Linux BT S, EalURIEEEH—F BE XIXLERRE,

R
1. glg—18Ahn nodeSelectorConfig.yaml BIX s

2. 3§ nodeSelector ELURMNZIX A, HAREIFIEHNTEEEUCH IR E LT RARE LUHITIRG. 5490
» MTFXHESEMRERARSG, EHHFERKHNNBREFRM:

nodeSelector:
kubernetes.io/os: linux
region: us-west

app.kubernetes.io/name: mysqgl

3. WA nodeSelectorConfig.yaml X{FHME:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values
SBBRINRHI BN EE T nodeSelectorConfig.yaml NXAEREERIIR o

=12 Trident Protect



E1IE Trident Protect AN 0135 &l

Trident Protect fEFE & T H E&HIFIRIIES] (RBAC) BY Kubernetes 2, ERINERT

, Trident Protect IRt BN R G B TEIMEXBHBIARS K, . MNRENAHERBRS

ﬁﬁ)*':ﬁﬁmﬂ’b‘:%éﬁ , &R LAEEA Trident Protect B9 RBAC IhaEN R R a2 =ialavif
H1TERAES,

SR EIE SRR AT LUAIRIERIA “trident-protect s R =PRI IR, BAILUARFAIAEHMGRTEPHNHEF, &
EHINERNNAREFIEE, FECEREMeRTE, FRXEaR = EPRNE RN BER.

IR, ZBEBAPAILUERIA trident-protect s B TEIFEIZEN AREFHIEEIE CR, LEEENHERFGRT

BFEIENAREFSIEEE CR (FARIERXE, E5EXKNNAREFEENGRZRTRIZNAEFHIEE
IECR) »

REEERNBERURIRNHY Trident Protect BEXHZ BN R, HAEE:

* AppVault: EEFHEXEIELHE
@ * AutoSupportBundle: &R, BEMEMEUK Trident Protect £#4#&E
* AutoSupportBundleSchedule: &2 HEWEITT

ERREMCE, 15ER RBAC KIRFIEIE S I RAVIAIE,

B X RBAC AIRLSE X R 6 2 =EIBVILRBFAE R, B2 "Kubernetes RBAC 31"

BXIRSKANIFAER, 1HZ1 "Kubernetes AR5 HK 3014

. EERARFBIRRR

g0, —MERE—MEREER. —ATRERPN—AEHREAF. SBEERBTHUTES, USIE—IF
17, HRTRANEHASBEREHENRAEBHRTENER,

TE1: T HI3TEUEESMMEIER
tlEa R =R UEEE LDBERR, HEFMITFIEERILRIXERR,

TR
1. A I2AREp B

kubectl create ns engineering-ns

2. NEHACIEmERTIE:

kubectl create ns marketing-ns

15
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TR 2: SIEMVRSIKA USSR = ETRHNRREITRE

TeIRMS N R T EEEE — N EIARSIKE, EBENZASTREFPHEIBE—MRSIKF, UERRELE
B A] LATE 4R Z (8]t — 2 R 3 AR

p
1. RTIZACVERSHK

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. NEHACIEIRS K

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

T& 3. ARSI SIRED
ARSI P ZIRATXARS KA HITHMINIE, MREEHE, AJLURMBIBRHEREIE.

p
1. A TIEARSS I eI =R .

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: eng-user
name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. NEHRSIKF EIEEA:

apiVersion: vl
kind: Secret
metadata:

annotations:

16



kubernetes.io/service-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

$E 4: GlE— RoleBinding 3R LUKt ClusterRole TR 45E EIE M HARS KA

LIRLEE Trident Protect Y, S6IZ—PNERIAR ClusterRole 3R, {RATLUEE 81 H N A— RoleBinding *t

2, It ClusterRole ZFEZIARSZ M,

P$IE
1. %% ClusterRole 48 EZI TIZARSZ MK :

apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. ¥& ClusterRole 43 EEI SRS

apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

17



£ 55 MWiANR
MR RZ2E EHo

p
1. BIATERAF A LAR) TERR:

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2. WIAIRERAPTEBREHAR:

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n marketing-ns

% 6 % =5 AppVault X RIFTNE
ERITEONRBEIEEIETS, SEEERTER AppVault WREIF NIRRT ENEF,

p

1. 8IEFH LA AppVault FIZRIA S YAML X4, ZXHEHETHEF I AppVault BYi5RIAER, B30, LT CR %
FHEF 3 AppVault B[R R eng-user:

apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""

endpoint:

gcp:

18



bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

2. BIH N Role CR, EEREEREBR TG ATERIFERIRIIBEINIR, F90:

apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. BIEFH R RoleBinding CR LU PREBEZIFAF eng-user, f30:

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:

apiGroup: rbac.authorization.k8s.io

19



kind: Role

name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount

name: eng-user

namespace: engineering-ns

4. IR E R IEH.

a. [N RFIE R AppVault WRIER:

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

lid:N PSR RIS T W N S DA SE T

Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. X B P 2 A A LEREMB I E B RAIRIAY AppVault S5 8.

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

MBS B 5 LU A MR

yes

Q:l:

1842F AppVault fXPREVFE 7 N AETSE AIRAXEY AppVault M RH#TTNV AZFHIREIRRIE, HETNEESIAIRD
Foryan & =B Z SN R B TR B B 2 A ) oA IR] RO 2 R

1245 Trident Protect &

&A] LAfEEA kube-state-metrics. Prometheus 1 Alertmanager F7HR T AR IS5 Trident
Protect fRIFHIZIRRVIZI TR

kube-state-metrics AR M Kubernetes API B4 RIEtT. FES Trident Protect —fc{F B rIiR A X 1E
PR BERSHERER.

20



Prometheus 22— 1MNT A, TJLUIZEEY kube-state-metrics £RREVEIE, HEHEMAEXXLEWN RN ZiE
58, kube-state-metrics 1 Prometheus EREINERM T —FM757%5, ATLUSEREEGEA Trident Protect BIEAYA
RS TIRRFIRES,

Alertmanager @—IARSS, AI#EU Prometheus T ERZMELIR, FHIEHBRAZIEERENBE TR

X ‘tb*ﬁ?xqﬂ’@, SMNEEMESRERM; BREEEEXENURRENIFR. BXAEMFRBANX
£, BERUTELXE:

@ * "kube-state-metrics 4"
* "Prometheus 14"
* "Alertmanager 34"

TE1 RERiTTA

E7E Trident Protect FIE AR RIEIE, TELEMAE kube-state-metrics. Prometheus #1 Alertmanager,

223t kube-state-metrics
@A LUER Helm &3t kube-state-metricso

B
1. 0 kube-state-metrics Helm chart, f5%0:

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts
helm repo update

2. J% Prometheus ServiceMonitor CRD [ F£E%:

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator-

crd/monitoring.coreos.com servicemonitors.yaml

3. 79 Helm BEIRGIZEEXY (H181, metrics-config.yaml) o ERILIBE X TRGIEE LUTEZR
285

metrics-config.yaml: kube-state-metrics Helm chart it &

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true

21
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config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]

verbs: ["1list", "watch"]

# Collect metrics from all namespaces

mww

namespaces:

# Ensure that the metrics are collected by Prometheus

prometheus:
monitor:
enabled: true

4. @13 & Helm chart Z%E kube-state-metrics, 5I40:

helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0

5. #ZER "kube-state-metrics BE X F R4 "HRYIHBEECE kube-state-metrics, I Trident Protect fEFAAIBE E
X E RS Bt tTo
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https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
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Z%E Prometheus

EAT LUIRER "Prometheus A4 "HFAYIHBEZEE Prometheus,

Z % Alertmanager

1EA] LURER "Alertmanager A4 "R BEZR % Alertmanager,

SR 2. EEERITTAUMRIE
RERIETAR, FEREEENDEIF.

p

1. 3% kube-state-metrics 5 Prometheus 5. 4m3E Prometheus BZE XX {4 (' prometheus.yaml' #7810 kube-
state-metrics RSB 15 8. I40:

prometheus.yaml: kube-state-metrics fR535 Prometheus BI5ERK

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- Jjob name: 'kube-state-metrics'
static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. FigE Prometheus LUGZIRERHE| Alertmanager. 448 Prometheus B &M (prometheus.yaml) FRi
ANLATR &R

prometheus.yaml: [ Alertmanager &XiXZ#R

alerting:
alertmanagers:
- static configs:
- targets:
- alertmanager.trident-protect.svc:9093

#ZR

Prometheus ILFERTLAM kube-state-metrics YNERTEHR, F[A Alertmanager K1IXER, EIER UEEMAZER
BIR A AR G R X R,
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TR 3. ERETRMEREMT
RIREENNRAIEE, FREEMLERNERSREURNEERLEE L,

iRl FRRM

UTREIEN T EZRDEEN T EIRESIEEN Error 5 W E B KA EEH L M XEBEIR, BB ENIT
) LACCER IR ROERIE, HTE “prometheus.yaml EREXAEFEE L YAML HLAZES

rules.yaml: AKKBIERE X Prometheus iR

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}
for: 5s
labels:
severity: critical
annotations:
summary: "Backup failed"
description: "A backup has failed."

A& Alertmanager M REMRE LXER

SR LUEIE7E alertmanager. yaml XHHIEEENEE, R Alertmanager EEENMEMEE (N8B FHB
4. PagerDuty. Microsoft Teams Sy EtiERARSS) A&ixi@.

LR R4 Alertmanager EBE A Slack @& &K EN . EREEHNIFEEEXITRE, &R api_url #89
B AIIE R AR Slack webhook URL:

alertmanager.yaml: [A Slack i & XZk

data:
alertmanager.yaml: |
global:

resolve timeout: 5m

route:

receiver: 'slack-notifications'
receivers:

- name: 'slack-notifications'

slack configs:
- api url: '<your-slack-webhook-url>'
channel: '#failed-backups-channel’
send resolved: false

24



4 BX Trident Protect X358

Trident Protect fEEIE A ERERIRSIE, EPEIEXS NetApp Support EFBIEER, BiF
BXMEEEBNNBREFNEE. BRMAEIMEE, REEERTIEEM, AL
FEENXZER (CR) XHiEZ1F R4 E £ 2 NetApp ZFiks (NSS).

£/ CR 8IEZFE
g
1. SIEBEENZKR (CR) XHEHEEMEZ (fl30, trident-protect-support-bundle.yaml) o

2. EEUTREML:

° metadata.name: (Required) IttBENXZRENBIR, AEMNIFEEZFE—HE—HSENETR,
° spec.triggerType: (Required) FAE ZIFE BRI BEVEMIERBITRIERN. HRIBEREALETE UTC B
ZiE 12 Ko AJRERVE:
* Bt
* Fof
° spec.uploadEnabled: (Optional) {=HIRENEE M ZFHESI G H LZE] NetApp ZHFih M,
WMRFKIEE, MEIAS false. AIHERVIE:
= true
* false (EAIN)
° spec.dataWindowStart: (Optional) RFC 3339 SN HEIFM R, EEXFEFESHENETDO
N FFYAR) B ERFORTE], SNRKIEE, MBRIAA 24 /\BYaT, ERILBEEMNREET BN 7 X,

w5 YAML :

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. EAEMERIEIEFS trident-protect-support-bundle.yaml' X5, MF CR:

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

25



fEF CLI B8
p

1. QIEELFE, AETNEEERIESHME, trigger-type HWERTIANCIEREIE, HEQE
el RS HITIARE, HHERLE "Manual '3 "Scheduledo ZAIANIEEN Manualo

f5an:

tridentctl-protect create autosupportbundle <my-bundle-name>
--trigger-type <trigger-type> -n trident-protect

BEMNRS RS
ERE—FENERFEE, B UEMNEERHEEHBHELREIAMRY,

FTE
1. %1F status.generationState FiX Completed K&, ERILIER U TS MITEMFE !

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. BEHEKRRIAMAL., MESTR AutoSupport & H3KEX copy <!

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

MBI AR ER kubectl cp L HIZITE, & destination SEEHIRNEFIENAHME R,

H4% Trident Protect
1A LA Trident Protect AR E|&#ThRas, LUF|BFHINEES B IREE,

* MARZS 24.10 FHRET, FHRERELEITRVRERAIRER R, HEEERZELEBIZARRKRIIRER,
TR FEIERITRIRVRER, NRRBEARIERKRY, EAJUAFEHRIZHIRR, LI
RIENNAREFZ IR,

@ AT ERRBENKE, ERIUEARZMZRIARREITY, AREAREREMERCE
BR, X=SBEARREEREMITIIBIRIE,

* WFAEEMERLE, FHRAECHALEEMERFRE T BIFRAFAFERN Helm BXRNE S, H
WIEERIBENX Helm (ESHERREFRS. BXIFMAER, BSH "MILEEMERZE

Trident Protect"s
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T EFE— TR

Trident Protect iR ASEBE T BEIR YYMM G RAE, EFR"YY'BEMHRERUKTF, "MM'ER{B. =k
B YYMMXYE, HEF"X'ZHTEI, BEREBEEARNRIIEREAREAIRRZS,

* A U EEAREIRERASHNIY M E ORE R Bithrds, Fi0, EILEEM 24.10 (FE[ 24.10
dot A7) FZkZEI 25.10,

* MREEMEEHEOZINIREEITAHE, BRITSTREAR. EREEN " FHMRA TR R
REEGHAMEORSRNRE. fli, MRESITHE 24.10 HAHEFARE] 26.06:

a. BARM 24.10 F4&F) 25.02,
b. SAIFEM 25.02 FH4%ZE| 26.06,

I8 2. F4& Trident Protect
EFR Trident Protect, FHITUTHE,

S
1. E# Trident Helm T2AEREE

helm repo update

2. 4% Trident Protect CRD:

@ WRIEEM 25.06 ZFIHIRREFAL, WEEHRITIHZ B, EH CRD MEEESTE Trident
Protect Helm BE&H,

a. BT a0 CRD FWEIEM trident-protect-crds tJ#Z%] “trident-protect:

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |
xargs -I {} kubectl patch crd {} --type merge -p '{"metadata":
{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}"

b. BT ISR trident-protect-crds BRI Helm Z$A:

@ 15701 Helm EIZ “trident-protect-crds’Bl%R, EAXAIE=MIBRER CRD FEAE%
iR

kubectl delete secret -n trident-protect -1 name=trident-protect-

crds, owner=helm

3. #4& Trident Protect:

helm upgrade trident-protect netapp-trident-protect/trident-protect
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—--version 100.2606.0 --namespace trident-protect

BT LUEIT7E upgrade s HIARIN —--set logLevel=debug FEEHRKIEFHEER
Alo BRIABFIEREFNA “warn. EICKEXBTIERATHIERR, EAERENT
NetApp 2z ifiRll, MRk Bk BERsISEIR R,

EENRIFN AR

£ Trident Protect AppVault X R & IR1Z (&

Trident Protect BN B E X &R (CR) #F9 AppVault, AppVault 3R E7F#EREEIERE
1 Kubernetes T1ER#T o AppVault CR BSEFRIFIRIE (WI&%. RE. ERZEMN
SnapMirror E#l) PEREEBAIENEE. REEIEA R LIEIE AppVaults.

EXNNRAEFHITEIRRIPRIEN, BREFHHIME<LTTEIE AppVault CR. AppVault CR HjE FERIIFIR,
1&RI LATERIE AppVault CR BHMER L TIE LR BIEAIER.

@ ffaf® AppVault CR {iF %% Trident Protect BY5Ef £, 1R AppVault CR REEERETLEA N E
, MEmLITEETREIR.

B & AppVault {2 10IEF 2

728132 AppVault CR Z A, iBHREIEERN AppVault FIEIERZ oh28r] LUBT IRE BT AEX R RBITEHIE

ik,

Data Mover 7Zf&ZEZHY

LI&fEA CR ¢ Trident Protect CLI {463 AppVault XFRES, &8I Restic 1 Kopia INZEIEETH A BENX
ZHBH Kubernetes secret, WREKRISTE secret, Trident Protect 3 EHEIAZE R,
* FE&I6IZ AppVault CR B, &fEF spec.dataMoverPasswordSecretRef FE&F5E T,
* {#8 Trident Protect CLI €32 AppVault XfREY, 15 --data-mover-password-secret-ref S%35
EZ,

B IRE oS IFEEZ BN Z
FERUTRAICEZRBZH, I3 AppVault XHREY, AILIIETR Trident Protect /A Lt A B EIEIS Bhes 1718 E
HITBRIIE,
* IRIBEERNEIER SIS, BREZGIEZIUERNZINVAENERE, fl, WNREEEFER
@ Restic HERITEEFRER Kopia, NERIEZRIAAILUNE S Restic 2,

* IFREBEREERENMS. ERFBECKRMER—MEEHS— R LHMUE. RE
£#5) “trident-protect an R TIEMIER, WMFRLEEN, ERTEERENTIRE.
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f#H CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

A CLI

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 FAEME IAM R

UIEEF Trident Protect if18) S3 3#A7#f# (40 Amazon S3. Generic S3 "StorageGrid S3"8f, "ONTAP S3") B
, BEERRIEENBFSEARIFIFEERFARNAIR. UTERFER Trident Protect 17 18]FIFR BIREAR
HIZREE G, &R LUSILLESRESN F T EIE S3 A MR AF,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:ListBucket",

"s3:DeleteObject"
1y

"Resource": "x"

B X Amazon S3 REEHIFAER, 1FEI "Amazon S3 X" IR,
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EKS Pod Identity for Amazon S3 (AWS) S{3183F

Trident Protect 35T Kopia #3ET5 502512 EAY EKS Pod Identity, IIHEERISEIIXY S3 ZfiE@AZ 2519,
TE AWS EIRFMETE Kubernetes Z A,

EKS Pod Identity 5 Trident Protect FYZE 3Kk
7545 EKS Pod Identity 5 Trident Protect —&2fEA Z A, BEHFRUTRS:

* 188V EKS &8 E /B Pod Identity,
* RECIZABNE S3 FHEFESUREN IAM s, ETHRESZEER, 1B5BIR "S3 RAFME IAM AR,
* IAM B 5 LT Trident Protect ARSS 1M X Bx :

° <trident-protect>-controller-manager
° <trident-protect>-resource-backup
° <trident-protect>-resource-restore

° <trident-protect>-resource-delete
BXBHA Pod Identity AKX IAM A 5ARSS MK REXRVIFAIHER, 7550 "AWS EKS Pod Identity 344"

AppVault B2 E A EKS Pod Identity BY, {#F useIaM: true FrEMARERXEIEEE AppVault CR:

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

3 =IRMEEN AppVault ZEAEMRA
EX AppVault CR BY, FEEIELRIREEFEENZRIEE, FRIFTEERER IAM SHEIE. EAFTEE

AN AR IRIBRMHIEFMAFIRE. UTERSMEMEFHSmITERENT. ErRILERUTRAEIA
S oiRHBENERELEER.

Google Cloud

kubectl create secret generic <secret-name> \

--from-file=credentials=<mycreds-file.json> \
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https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
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https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html

-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
——from-literal=accessKeyID=<objectstorage—-accesskey> \
—-—from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
--from-literal=accountKey=<secret-name> \
-n trident-protect

1EH S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
-—from-literal=accessKeyID=<objectstorage—-accesskey> \
-—-from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGrid S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect

AppVault B3R

TEREMRERZFRIRG AppVault X
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AppVault CR =1

TR UERLLT CR REIAE T mIRMHEREEIEZ AppVault TR,

* EATLUEIRIERE Kubernetes #1228, HAEE Restic # Kopia FEENZNBEEX ZE, B
XIEMEE, BB IData Mover 1Z{EEZ,
* ¥F Amazon S3 (AWS) AppVault IR, EE]LLUEIFIERE sessionToken, XEFHERER
©) (SSO) HHTHAMIERIERA M. S s mH R AppVault BRI iRt
BAERE A, FoIRItShE,

* XF S3 AppVault IR, EA]LLEEFER spec.providerConfig.S3.proxyURL A
Hiih S3 MEIEE HAMRIE URL,

Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket

32



endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken
name: s3-secret

@ X F1EF Pod Identity 1 Kopia data mover B9 EKS 1%, {REJLIiER&
‘providerCredentials &893, ¥ ‘uselAM: true 7 RNNE] "s3 ECE o

Microsoft Azure

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:

key: accountKey

name: azure-trident-protect-src-bucket-secret

1EH S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:

name: generic-s3-trident-protect-src-bucket
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namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret



StorageGrid S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

{8 Trident Protect CLI £ AppVault ;=

TR AR LT CLI ss 2Rl A S MEMIZFEIRZ AppVault CR,

* EATLUEIRIERE Kubernetes 122, EHAE1E Restic # Kopia FEENZMNBEEX &L, B
(D XFMEE, 5B WData Mover ZEEZ,

* 3F S3 AppVault WR, ERILUKIEFEFER —-proxy-url <ip address:port> S¥AH
4 S3 REEHOMRIE URL.

Google Cloud

tridentctl-protect create vault GCP <vault-name> \
--bucket <mybucket> \

-—project <my-gcp-project> \

--secret <secret-name>/credentials \

-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect
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Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

--bucket <bucket-name> \

--secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

EH 83

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—-endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3

tridentctl-protect create vault OntapS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

StorageGrid S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect



59 “providerConfig.s3 ER & %E I

BX S3 RHIEFERERD, BESRT*:

S 5 BH
M SSL/TLS iFBIIF,

providerCo
nfig.s3.sk
ipCertvali

dation

providerCo BRAL5E S3mmIEE HTTPS &5,
nfig.s3.se

cure

providerCo ISEMTERE S3 BFIRIEARSS M URL,
nfig.s3.pr
oxyURL

providerCo JJ SSL/TLS WiHREEENIE CAIEH,
nfig.s3.ro

otCA

providerCo
EKS Pod Identity,

nfig.s3.us
eIAM

EE AppVault 8

AAIA

false

true

x

x

BA 1AM BHI8IELLAIE] S3 12651, EAF false

Nl

"true". "false"

"true". "false"

http://proxy.ex
ample.com:80
80

"CN=MyCusto
mCA"

true, false

& AT LAfEA Trident Protect CLI {4 E BB X EEEE L6813 AppVault IWRIEE,

B
1. &F AppVault HERHIAA:

tridentctl-protect get appvaultcontent gcp-vault \

—--show-resources all \

-n trident-protect

T fFlkE .
o +
| CLUSTER | APP | TYPE |
TIMESTAMP |
- +
| | mysgl | snapshot | mysnap
08-09 21:02:11 (UTC) |

| productionl | mysqgl |
08-15 18:03:06 (UTC) |

snapshot | hourly-e7db6-20240815180300 |

2024-
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| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— e o o
e +

2. (\[ik) BEEFSNABRM AppVaultPath, EERIRE --show-pathso

S ABTE Trident Protect helm RERIETE 7 BRI, RIEE—FIPRIEHEZMAIAH, FlIl: --set

clusterName=productionlo

#%B% AppVault

& 0] LARERT PR AppVault X%,

@ 7EMIER AppVault WR Z A1, 157056 AppVault CR HfY “finalizers 250, MIRXFM, TlES
SE AppVault TZFEX PRIRIREIIBEFEEF PRI Z R

FIaZ Al
R ERIFRZEMIFREY AppVault EFERIFIBIREBM&EH CR.

£/ Kubernetes CLI fflif& AppVault
1. #IER AppVault IR, & appvault-name HiANEMIFRAT AppVault X RAIZFR:

kubectl delete appvault <appvault-name> \

-n trident-protect

&8 Trident Protect CLI ffif% AppVault
1. #IER AppVault IR, & appvault-name EiANEMIERAT AppVault X RAIZFR:

tridentctl-protect delete appvault <appvault-name> \

-n trident-protect
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{# M Trident Protect X EIEN BIEF

Ea] LB 821 FAFER CR M4H3X AppVault CR RE X E#H Trident Protect BEIERIN
2R,

Bll#2 AppVault CR

EEBR G EN N BERFRITHIRERIPIEEIERR AppVault CR, #FH AppVault CR EER R ERE
Trident Protect B8 £, AppVault CR %5 E FERIIFIE; BX AppVault CR BIRffl, 1ESIR "AppVault HENX
iR, "

E X R FERF

EEEBFE NEMER Trident Protect EIEMNE N AER. Er]LUBEE Foht) 2N ATERF CR aifEMA Trident
Protect CLI 3REX BFEEBMN AIER,

BE MBI BIFMABEN R TIEREIFHIE KubeVirt B (VM) B9 VM SEEN B1ER, 18

@ EANAIERF CR B “spec.includedVirtualMachines' FE& 8}, CLI 1Y “--virtual-machines 1
To BXIFMER. FESEM YAML =B, FSIE £ Trident Protect &3 KubeVirt 2
"

A CR AR AEF
p
1. BN AERF CR X!
a. QIEBEEXEIR (CR) XHHREHESRZ (FIW, maria-app.yaml) o
b. EEELUTEM:

* metadata.name: (NFHE) WAEFBENRENZR, HIREIEFENATR, ERAFRPIEE
FREMEM CR XF=5|ALLE,

* spec.includedNamespaces: (Required) fEF @& T B MR IERSFIEEN BIEFFEHEN S
TEIMNZR. NAEFHATEMNIEITIRN—E7, HEIEFEREAEN, TRAFMHES
MEEmRTENE R,

* spec.includedClusterScopedResources: (Optional) ERILBIEIEE BB SENBRERENX
FREBEETCENRR. LWEMAFEREEA. A, HEMGZREXLEERIR,

* groupVersionKind: (%) 1EEEESCEINZEIRM API 4B, RRASFIFZE,
* labelSelector: (A[i%) RIBEEEEEEZRIRAIIRE X H#H1THIE,

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (Optional) I;FREE
BT MEINIEX N BIEFE, FISN7E KubeVirt X84, EREBZAISAKEXERGFFRLE, 15
EUN AR BT A UIEIREBHABIE A4 RS, NRIREN true, NAEFEREE2BIEE
HAEVREX RS, MRIEE, ENAEFENAREREXFEEEM, N2 FRE. NE
KRIEE, WNBRERFER "£/F Trident Protect JRZEIZE"S

MRFETECENAREFENALHE, FTUERU TSB!
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40

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"

+
{5 YAML :

-+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: nhamespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (Optional) MNRFE, AJLURERFEMERNEFE— CR UEESHHFFERIR
Zbubistr NN

* resourceFilter.resourceSelectionCriteria: (THIEEE) FMA “Include T "Exclude k&
BT HEBRTE resourceMatchers TE X YRR, AIILAT resourceMatchers S3UAE X EGHE
SHBRAV AR IR

* resourceFilter.resourceMatchers: resourceMatcher 315 ¥4, INREULIEFEN %
MNE, NelE1ER OR 2ELE, #BE 1 7tE  (group. kind. version) RBFELE
&9 AND 121EILED,



* resourceMatchers[].group: (Optional) EffiErIERAIH,
* resourceMatchers[].kind: (Optional) BifEAIRIRAILEE!
* resourceMatchers[].version: (Optional) EHiEMEIRAIARZA,

* resourceMatchers[].names: (7]i%) EidERVZEIRERY Kubernetes metadata.name FE&

SNk it

* resourceMatchers[].namespaces: (Optional) Eid fERIEJRAY Kubernetes
metadata.name F YA R =i,

* resourceMatchers[].labelSelectors: (Optional) =587 Kubernetes metadata.name FE&
AR EIIEIRRF TSR, 90 "Kubernetes 324" HFRE N, HI40:

"trident.netapp.io/os=linux"o

@ H[EBY{E A “resourceFilter #1 “labelSelector' BY, ‘resourceFilter BTG T
, A% "labelSelector N B F AR AR

fBan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

° {X PVC ZiEg3 M.

BENIE PVC N R, BN MERBEMLESTES PersistentVolume  F
*VolumeSnapshotClasso. REBHIEFMRIEMAIT rersistentvolume (HFEEIEN PVC HY
£B5EE%E) M volumesnapshotClass (MREBIRzpIER) , WREETEN], MakW. Flan:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-pvc-app

namespace: my-app-namespace


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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spec:
includedNamespaces:
- namespace: my-app-namespace
resourceFilter:
resourceMatchers:
- kind: PersistentVolumeClaim
version: vl
- kind: PersistentVolume
version: vl
- kind: VolumeSnapshotClass
version: vl

resourceSelectionCriteria: Include

2. BIRSIFIRILEC ATERF CR G, KA CR. f5l4n:

kubectl apply -f maria-app.yaml

p

1. ERUTRAZ—SIBEHNANAEFEX, ERNFRANEEEIESHIE, JUERES DR
SRR R RIS HENAREFEXPEEHETEME R

TN ARERFE, ErLLUERERERREENRREFEE I UEREBHEE ARG, XERT
MEEMHIE X IR FBRZR, fUSNTE KubeVirt MR, ERBZAIZREXGFRIOFLE, IRFERIKEN
true, VARFRKZEBEFEIRE, FEAITUTERIBIESEAXAE RS, NRFHIREN false, NARERF
RRBReEKE, AERBREFEXHRR. IRERIERE, BNAREFENAREREXFZE R
» MZSEREIRZEE, MRTMERIRE, NAREFFERE"E/S Trident Protect F4512E "

+ f£F3 CLI 32N FBTERRY, SJLAfEA "--annotation FrEiEE T o
+ * QBN AREFHERX G RAFEITHNEERE:

=+

tridentctl-protect create application <my new app cr name> —-namespaces
<namespaces_ to include> --csr <cluster scoped resources to include>
--namespace <my-app-nhamespace>

+* QBN AREFHEE XA RGURETHNSHIN BRI

+

tridentctl-protect create application <my new app cr name> —--namespaces
<namespaces_ to include> --csr <cluster scoped resources to include>
--namespace <my-app-namespace> --annotation
protect.trident.netapp.io/skip-vm-freeze=<"true"|"false">
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+* BJLUER --resource-filter-include M “--resource-filter-exclude IrEIRE
‘resourceSelectionCriteria (fflgN4H. F3E. hkAs. Ir¥. [RGB ZIE) RKEEDHREIR,
WA TR BIFRR:

+

tridentctl-protect create application <my new app Cr name> —--namespaces
<namespaces_to include> --csr <cluster scoped resources to include>
--namespace <my-app-namespace> --resource-filter-include

'"[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names" : ["my—
deployment"], "Namespaces": ["my—-namespace" ], "LabelSelectors": ["app=my-
appu] }] ]

+ *BENIR PVC N AER, BB NERFRHESIPES PersistentVolume #
‘VolumeSnapshotClass o REBFEFMIEIERIT Persistentvolume (HFEZIE PVC HEEEHE
El%) # volumeSnapshotClass (IREBIRZNFERE) , WMIREBEN], MWakMK, Flu0:

+

tridentctl-protect create app my-pvc-app —--nhamespaces <my-app-
namespace> --resource-filter-include

'"[{"Kind" :"PersistentVolumeClaim", "Version":"v1"}, {"Kind" :"PersistentVo
lume", "Version":"v1"}, {"Kind" :"VolumeSnapshotClass", "Version":"v1"}]"
-n <my-app-namespace>

{5 Trident Protect {®iFN BIERFE

&y LOEd fE A B e RIF RS EIm A

Fo

el

IR

ANY

@ &0 ABRE Trident Protect TEEURRIFIZERRB) ARG MBRAN GRS, "H4H 7 f2al{r 5
Trident Protect BR & X4 RHFERLE"

BIGHRE
FILARERT BB #E R IR IR

@ MREECENFRENAREFEXFENSIA, HFENEIRTERANARFmRZTE, W
BEEEN. RIEIZEF.

£ CR BIZRER
P
1. QIEEBEENZR (CR) XMHHEHESRN trident-protect-snapshot-cr.yamlo

HIREBFIZ 19 K(RF Trident Protect BIERIFFE I
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2. TR HH, EEUTREM:
° metadata.name: (Required) ItBEENZBRENBIR, AEHIFEEFE—HE—HSENETR,
° spec.applicationRef: ERIRHILN AR Kubernetes &R,
° spec.appVaultRef: (M%) NEMIRBRE (GtiiE) 89 AppVault BIZFR,

° spec.reclaimPolicy: (A[i%) EXMIFRIREE CR BREERY AppArchive S R EHAIE . XEMK
EBRMFEIRE N Retain, REBHIGEMIPR, BREED:

* Retain (BRIA)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-nhamespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. fEFAIEMRIEIET  trident-protect-snapshot-cr.yaml' XX/, N CR:

kubectl apply -f trident-protect-snapshot-cr.yaml

£/ CLI BUERTRER
p
1. BUEIRER, RIMREHMERBIRIESHRIE, fia:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BIERFEN
&) ABERY & 1 R AT

@ MREECCRENFRENAREFEXFENS A, HEC5IBRTEANAREFmEZE, N
BEEED. RIEIER,

FaZ Al
HatR AWS Z=1E L hE S HARY B B A S FHE KB EETTRY s3 &1 1F. MR EEFMIRIELRELIE, BF
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XKML,

* BXNBEHAIXIESHETEIFHAER, 1580 "AWS API 34",
* BX AWS ZREERIVIFMES, FEW "AWS IAM 214",

£ CR SI&E &%

T

1. QIBBEENZER (CR) XHHEHESRN trident-protect-backup-cr.yamlo
2. FRIBHIXR, EEBEUTEM:

° metadata.name: (Required) IWEENXZENZIR, NENIFREER— I HE—HEENZF.
° spec.applicationRef: (#F) EHFNHINAZEFR Kubernetes &R,
° spec.appVaultRef: (%) RMEMHEFHANER AppVault B2 FR,

° spec.dataMover: (Optional) — ¥ 8, IERNERTHRDISENENITE, TENE (KoK
B) :

* Restic
* Kopia (BRIA)
° spec.reclaimPolicy: (F[it) EXMERPERERRLAEMTA. FTEENE:
" Delete
* Retain (BKIA)

° spec.snapshotRef: (Optional): EREEHRHRBIE IR, WRKRME, FEIBRHEMIRITIR
B,

A5 YAML

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name

dataMover: Kopia

3. fEFIEMRI(EIEZE  trident-protect-backup-cryaml' X f5, A CR:

kubectl apply -f trident-protect-backup-cr.yaml
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f£F CLI U2 & 15
p
1. gl&El, MIFERNERBIRESHRIE. fi:

tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

ERILUERRER —-full-backup IEHRIEEEMES N AIFEES D, AINERT, FIEEMHEZ
IREED. ERIRSH, &MRBENEEEEN. REMEIRERRITTEESD, AREMRTES
ZEHITIEESD, URKREMEES MEEXBIX,

ZRIEHIER
TRNET CIEED CR BRI LAEARIHLE:

Rt it WiEA BINE
protect.trident.netapp.io/full-  string EERHERENNIEEESRD. 18BN truew "false”
backup HeIZIRE8&E Y. REMEZTEINITTE

&, ARERRTEBENZEPITIEES N
, UEKREMEES REEXBIXE,

protect.trident.netapp.io/snaps  string BAMREBIREST AR AR ER BT B, “60 2 EH”
hot-completion-timeout

protect.trident.netapp.io/volum  string AFBRBAIESHERSHRENE,  "30 D"
e-snapshots-ready-to-use-

timeout

protect.trident.netapp.io/volum string IR EREN R E, "5 S ER"
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  string TEIRERINZ AT, FEHEMAIFHEIERY "1200" (20 73
bind-timeout-sec PersistentVolumeClaims (PVC) EJ3x 'Bound”  $4)

M EREVERKASTE] (IARDMERAL) o

BIEHURERP TR

RIFERBOIBTIZE X BB BIRGIRRIR. FHNFE QIR IRBM S0 RERIPNA, EAILUEEE/NN, B8R &
BEEALRIRBMEN, EAILUSERREBRIRISE. ERILUER full-backup-rule SFRLZHHEIE EREE
fﬁio AIANBERT, FME&EMHERIEEEM. ERITREEDURZEIEEEH B TRESMEHERXIIX

|3‘_‘Lo

* &R EE@EIT I “backupRetention IR BEAZFH “snapshotRetention I8 B A AT EHERBIE
TRERItXl. & “snapshotRetention' i B ANZEHKEEAITRIFHRIRFCIZEIRER, BXLRE
@ EIel8, HE&EDTHREIZEMER.

* IREESCENRFENARFEXRENSIA, BN IRTEANAREFRTE,
NESESM. REGES,
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£/ CR B&Zit%!
TE
1. SIEBEENZKR (CR) XMHEHEEMB N trident-protect-schedule-cr.yamlo

2. ERIREIX M, EREUTEM:

° metadata.name: (Required) IttBENXZRNRBIR, AEHNIFEEEFE—E—HSENETR,

° spec.dataMover: (Optional) —MNFf1 8, IERERTHMIRENEMH IR, TENE (KoK
B) :

* Restic
* Kopia (BRIA)
° spec.applicationRef: E&F{HHIN AR Kubernetes & #1,
° spec.appVaultRef: (%) NEFMHEFHRER AppVault 92 FR,
° spec.backupRetention: (Required) BERENEMHE. SRTAFMNEIEED ((RIRE) .

° spec.backupReclaimPolicy: (F]i%) AEWNRED CR TEFRZHE®MIR, FHkEMFA
. REBHAREE, BEMFER. JeeNE (KoANE)

* Retain (BRIA)
" Delete
° spec.snapshotRetention: (Required) EREBHVIRIBE, ZSRIRAR ORI,

° spec.snapshotReclaimPolicy: (7Ii%) HAEIMNRIRE CR EHRBHAEIMIPR, RESLEH
AlER. REHAEE, REBIEAERR. ATENE (RKaKNE)

" Retain
* Delete (BAIA)
° spec.granularity: ITXINIZTTRSNE, AIEERVEUNRNFHIEXFER:
* Hourly (BEXREIEE spec.minute)
* Daily (EXREIEFE spec.minute F spec.hour)
" Weekly (BKRIEIEE spec.minute, spec.hour # spec. dayOfWeek)
" Monthly (BXIEEE spec.minute, spec.hour # spec. dayOfMonth)
" Custom

° spec.dayOfMonth: (Optional) NIEfTIHRIFVBAHBBER (1-31) o MWRAEIREN Monthly,
M FEEAMEFER, ZENXTUAFFTBER IR

° spec.dayOfWeek: (Optional) FIE{TItRIFNEHRI/L (0-7) . E 0 7 "RREHR. NRKNE
KB N weekly, MILFEAMEFE, ZESAUAFRFERERIRME,

° spec.hour: (Optional) FIETTITRIFI—RAEY/NES (0-23) o WRKEIZEN Daily.
Weekly '3 “Monthly, MINFERAMBEFEL, ZEXMUAFRTER R,

° spec.minute: (Optional) ItXIRGEITRYI/NEIHEI D EEL (0-59) o NARKIEILE N Hourly.
Daily. Weekly 3 ‘Monthly, MItFEAMEFE. ZELAUFRERER IR R,

° spec.runimmediately: (A3%) &EHN true UIERIETRIB LA — R IEMEINEZZTT (IRIE
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REBEREHITEDIM/EIRIE) o BN false. XARERELEERH.

BRI RIAY YAML 7R

apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-namespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "0O"

minute: "O"

{IREB I RIAY YAML 7451

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

I EMEITEYITRIBY R B YAML:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:

namespace: my-app-namespace



name: my-daily-schedule-run-immediately
spec:

applicationRef: my-application

appVaultRef: appvault-name

backupRetention: "7"

snapshotRetention: "7"
granularity: Daily
hour: "3"

minute: "O"

runImmediately: true

3. fEFIEMMIEIETE "trident-protect-schedule-cr.yaml' X4 f5, WA CR:

kubectl apply -f trident-protect-schedule-cr.yaml

£/ CLI tlEEit kI
p
1. gUERIFIT R, FARARERBIRES PrIE, Fli:

CD &R LUEA “tridentctl-protect create schedule --help & It es S HIFAZEEBNE R,

tridentctl-protect create schedule <my schedule name> \
-—appvault <my appvault name> \
--app <name of app to snapshot> \
--backup-retention <how many backups to retain> \
--backup-reclaim-policy <Retain|Delete (default Retain)> \
--data-mover <Kopia or Restic> \
--day-of-month <day of month to run schedule> \
--day-of-week <day of week to run schedule> \
--granularity <frequency to run> \
--hour <hour of day to run> \
--minute <minute of hour to run> \
--recurrence-rule <recurrence> \
--snapshot-retention <how many snapshots to retain> \
--snapshot-reclaim-policy <Retain|Delete (default Delete)> \
-—full-backup-rule <string> \
—-—run-immediately <true|false> \
-n <application namespace>

U RE AR BIE R HHR M T EnShavizhl:

° EEHFMITRI: A --full-backup-rule FRERITHIIEEETEED. MHFEERTF
--granularity Daily. RJEERY{E:



* Always: BREIBTEED.

RBELMER: BE—THZIMUESHRER (BIg0, "Monday, Thursday") o BXE
: Monday. Tuesday. Wednesday. Thursday. Friday. Saturday. Sunday.

(D) it —fullbackup-rule tREFEAF S, SERSAKE.

o IBNRLLRIP: FH --run-immediately true ECIBITRIBY LB SRR & e IRER, A
EEFF—MTREITEE, BRIAMEN falses

o {XIRERITE: I®E --backup-retention 0 FHH --snapshot-retention IEE—TATFTEHN
B,

SFFEIHRERE
TRMAT I CR BRI LAEARYHLE:

bRE =S 35488 BRiAfE
protect trident netapp.io/full-  string RIS REHIAN. EATUEESEN KIEE (A
backup-rule Always WEHTHERES?, BIWRES SHBREE

WERHTEEN. 0, MRERSHNE &%)
>, WEIL3EER#ITREEMNIER (fiun

»  “"Monday, Thursday") . BXHI{EH

{E/9: Monday. Tuesday. Wednesday

. Thursday. Friday. Saturday. Sunday, i&

AR, HERBERTR "granularity iIKE N

“Daily B9it%1,

protect.trident.netapp.io/snaps  string = MRERIRIESE AR A VI R BT IE “60 434"
hot-completion-timeout

protect.trident.netapp.io/volum string AFBRBATEERERSHRKNE,  "30 HF"
e-snapshots-ready-to-use-

timeout

protect.trident.netapp.io/volum string IFCIEEREBIH&IEETE), "5 43"
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  string TEIRFRINZ AT, FEHEMIFHEIER "1200" (20 7
bind-timeout-sec PersistentVolumeClaims (PVC) ZiX ‘Bound” )

PHERRVER AT TE] (IARDAERAL) o

MR R ER
RIFFT B R ER TR REB IR TR,

g
1. MERSIRIRKEXAIIRER CR:

kubectl delete snapshot <snapshot name> -n my-app-namespace
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mpRE G
BFFABREN R EDTIRFEMD.

WRIGEUERRE N Delete M RIFMFMIFTESHEIE, HBNMINEER Retain
()  BeBIMUEER. MBEHRKERN volere, NENKIBBREENSERET, HEEF
=R

pg
1. M5 &0 XEE CR:

kubectl delete backup <backup name> -n my-app-namespace

QEEINMRIFRVIATS
ERILMERS LT ELEEHIT. ETMEERKMBIEHRIEIIRTS.

pAL
1. ERAUTHLITRRENRENRS, BIFERNEEERIESHE:

kubectl get backup -n <namespace name> <my backup cr name> -o Jjsonpath
='{.status}'

79 azure-netapp-files (ANF) 121E/E A& FIER

WNRIEELZE Trident Protect, MBILLAIMEH azure-netapp-files TZEZRFF1E Trident 24.06 2 Hi I BRI Z(E /SR

BRTETENENNREINEE. WIEERT NFSv4 &, FRERBEMFHFII =8,

a2 Al
BERUTRA:

* 8B %2 Trident Protect,
* fRE1E Trident Protect FENX T — 1" N B1ERF. ETMILLEEZA], NBARFEAEEERIFRIPINEE,
s EB1%ER azure-netapp-files {ENFHERBIRIIEIAEES,

vV BHUEEIEDE
1. 308 ANF B27EFLZE Trident 24.10 ZRICIER, I5TE Trident FHITLLTIRE:

a. AENMET azure-netapp-files HS5 N R XN PV ERREER:

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HIAERE N XER PV BRRIBER:
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tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

Mol & -

snapshotDirectory: "true"

+
RERRIRE R, Trident Protect ZitFEMEMINEE, ZWEEENIREFSEN SABTELPIHT
B, EXMERT, BERFEEEBTERBENZE AT EEESEMNER WG E,

“

%N FAFERE ] LAEER Trident Protect I {T7& M ER. &1 PVC WrltEMN BEF B F&HDNER,

IR FBERF
{8 Trident Protect iX RN AIZE

R LAfERA Trident Protect NIREESE M ELHNAIERF. FNAREFEREIRE—5E
B, MILBRIBERREER,

* RRNAREFN, NNAREFEENFERITESHRENAREF—ETR, MRETER
[EHITHER, ERENEREEN—ED BhiaiT.

* gtree BEFNEMTFFEMHETEHFEH BT BR, qree ERZIFMRBER
B HAthen & =B R IaE R & =8l

O - coueRsREEaE TR ETRESEE, WM ERELE Tident Protect 7
J_lxﬁ o

* BMERTREFE KubeVirt BB (VM) MARRFIESRATEZR, BEHRR CR A
‘includedVirtualMachines' FE&, BXk%#5089 CR. FE&5|FBH YAML =5, 1BEIH "FH
Trident Protect fR#F KubeVirt EZIMHL"s

MEDTREIHEthen & =8

£/ BackupRestore CR B &HIEREIEM&HE =iEBY, Trident Protect REHa & TBFEEN BERF, HA
KRN BAREFRIENBERF CR. BERIFERNNAER, REIEERSEMHIRE, HEILFRPIT,

 FRNERREREENERIEMGRATEARERS Z NP BZMEZNERERR, BXR
@ HHMFREERR, ERRHERCEEFSETE, IEEDTERIIFHHZ I8,
* [ CR AREIFas B TIERY, EHNMEN CR ZaiFehtliZBirds B =El, Trident
Protect {X7X{# /A CLI BN E&heIEsm B =8l
FFHaZ Al

1R AWS £iF< T HERT a8 LUF T TIEAKEREITH s3 IRRIEME, RS TRISELRaT e, Mg
BES KM,
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* BREEIIEHIHRINEAESR, B2 "AWS AP X"
* BXAWS ZFREEIFAESR, FEN "AWS IAM 321"

£/ Kopia {ENEIETSIZREIRE /Y, AILUEERETE CR RIEEFRIER CLI =% Kopia £
GBI FAERIIT N, BXAIUEERATAFAESR, ES N "Kopia Xi4"s BXEM Trident
Protect CLI I8 EFBERIIFAE S, 1H1ERA “tridentctl-protect create --help <,

fEF CR
gl
1. SIEBENZKIR (CR) XHEHIEEMBAN trident-protect-backup-restore-cr.yamlo
2. ERIEMIXH, BEUTREM:
° metadata.name: (Required) IttBENXZRENBIR, AEHNIFEEFE—HE—HSENETR,
° spec.appArchivePath: AppVault PEEFHABHIRKR. Bl LUERA UL TR<SEXLILERE:

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (#F) EHEFHARER AppVault B9EZFF,

° spec.destinationApplicationName: (A[i%) EXRENBAEFNAT. NREHE, RN ATRE
FRERLRETR. WMRKER, FEENLNBEFRERRNBRERZ o

° spec.namespaceMapping: FFRIZERYIRF R TE)F Bindn B TRINME, FRIFEFNERE

#i my-source-namespace '] ‘my-destination-namespaceo

apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore

metadata:
name: my-cr-name
namespace: my-destination-namespace

spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
destinationApplicationName: my-new-app-hame
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. (Optional) IR FEEFREXRNYAEFNELERR, BRMIEESSHRMIERERE NIRRT
prie

Trident Protect ZE&NERE—ERIR, FANENSEEENFRZEFEXRR. 1§J§1D,
(D) nREERTHASEEAR, BRARAEXEN pod, N Trident Protect i
WXBRHI pod.,
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> resourceFilter.resourceSelectionCriteria: (/Fi%EFYEE) A "Include T "Exclude KB &5
HEBRTE resourceMatchers FITE X BIZ R, ML resourceMatchers SELUE X B aIE T HBRRY
wiR:

* resourceFilter.resourceMatchers: resourceMatcher 3150, WNRTUEREATEN Z T
#, MelE1ER OR 121ELEd, #BSE & (group. kind. version) WEIFEIEGERN
AND 12{EITHD,

* resourceMatchers[].group: (Optional) EffiErIEIRAIAH,
* resourceMatchers[].kind: (Optional) EifxIEIRIIEE,
* resourceMatchers[].version: (Optional) EiFiERZIRAKRZS.

s,

* resourceMatchers[].names: (%) EFERIZIRRY Kubernetes metadata.name FEL

FREIR R,

* resourceMatchers[].namespaces: (Optional) Eid ERIEJRAY Kubernetes
metadata.name F B RYER R TiEl,

* resourceMatchers[].labelSelectors: (Optional) =587 Kubernetes metadata.name FE&
AR AR TSR, W "Kubernetes SXA4" IFRE N, 540:

"trident.netapp.io/os=1inux",

a0

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRIEMAIIEIET trident-protect-backup-restore-cr.yaml' X /5, R CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI
SIE
1. BEMDEREEMHRTE, BFETHNEEZRIRIESPE, namespace-mapping BHERES
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PR AR R T e RS 2 eI EIE TN sourcel :destl, source2:dest2 HIFHRBIRER A
=al, f5lun:

tridentctl-protect create backuprestore <my restore name> \
--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name<custom app name>\

-n <application namespace>

MEMEREIRIGE A =8

TR LB R E TR E e R =iE. HERITMUIMER, Trident Protect = BB EIRARIPITRIM ETE#ETT
E’J?ﬁ%{’ﬁ, ARG LEERBIIRE = -

* EFRERZE, BRANARERFIFIEERRBIRFRIFIT. XRMBIEEERRNARERFZRINETEN &
B IRER,

* RIhSEREIRIE, (NEFRBRAERZABANIT. ERRANITIBRFZERRS.

* EREFIRZE, EREEHTHEMEIRBIRFEFREUE. WRIRIFRE 5 DHREUE, ERR[ALL,
HEZXR CR RETIERES.

a2 Al

itk AWS ST HARY BB UHITIERIHKERIZITH s3 IEFIR(F. IR hEEE/RIZIFHAELIHA, NHRIER]
CE= SIS

* BXROELAIELHEIHRFARES, BS0 "AWS API 301"
* BXAWS HFEEFEFMAES, BHSM "AWS IAM X"
A Kopia fENEIESBIZRIEIREMEY, AILUKETE CR iSE R ERA CLI i£H| Kopia fEF

IR EERTTH. BXAUBENETNFAEE, FEN "Kopia Xi‘é" ﬁ?éﬁﬁ% Trident
Protect CLI 1§ BEVIFAE S, 1AER “tridentctl-protect create --help #5 %

f£MA CR

TE

1. SIEBENZKIR (CR) XHEHEEMB N trident-protect-backup-ipr-cr.yamlo
2. EOIENXHF, BEEUTREM:

° metadata.name: (Required) IttBENZRENBIR, AEHNIFEEEFE—HE—HSENETR,
° spec.appArchivePath: AppVault PEHEFNARNBTHERR. ERILUERUTRSEXLILRRE:

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}'
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° spec.appVaultRef: (%) FHEEHRER AppVault B9ZFF,
Bign:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (Optional) IIRNFEXFRBEXRNEAEFNELZRR, BRNEESHRMMIEBEREN IRV

i

Trident Protect £ EIFEE—LAR, EHTHSERENARAFELR. I,
() nREEmTHASERAR, BRAREEXBN pod, N Trident Protect 135/H
1ZKEXEY pod.

> resourceFilter.resourceSelectionCriteria: (TFIEATFEE) A Include T "Exclude KB &K
HEBRTE resourceMatchers FIE X BIZE R, AINLLT resourceMatchers SEUUE X EBIESHFREY
RIR:

* resourceFilter.resourceMatchers: resourceMatcher X &R 4H, MNRITIEAFEN ST
%, WElTE1ERN OR 2ELE:, HBS Nt E (group. kind. version) RBFENG(ER
AND #2{EILAD,

* resourceMatchers[].group: (Optional) BEiFiERIZIRAILH,
* resourceMatchers[].kind: (Optional) BEifxIZRIRRILE,
* resourceMatchers[].version: (Optional) EIHiERZIRAIARZS,

* resourceMatchers[].names: (F]i%k) EdIEAIZIRRY Kubernetes metadata.name FEX

FRBEYR o

* resourceMatchers[].namespaces: (Optional) B3 fEHI A JRH Kubernetes
metadata.name FEHFEIEE R T,

* resourceMatchers[].labelSelectors: (Optional) #JRHY Kubernetes metadata.name FE&
FRIREIEIRRFRTHR, W "Kubernetes SXH4" REAEN . H40:

"trident.netapp.io/os=linux".

fBlgn:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"

resourceMatchers:
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- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRIEMAEIES trident-protect-backup-ipr-cr.yaml' X4 /5, [F3 CR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEF CLI
T

1. BEMERIFERGETE, BIFEFNEEEIRIESPHE, backup BHERERA
<namespace>/<name> HE R T E)FED B, H40:

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \

-n <application namespace>

MEDIRRE E R
NRFIEBEL IR, AJUREMEREH B,

* {5 Kopia fENEUBTEMIBEREMNET, ATLLUERTE CR HIsEERMER CLI 5% Kopia
FERNIRREENTTR. BXAUUEBEMNERNFMEE, B8 0 "Kopia X14's BXER
@ Trident Protect CLI 3§ EEBRHNIFME S, EFEA tridentctl-protect create --help &%

* {FH CR AREIFEF BT, EHNTMENE CR ZaiFoheliZBirds & =IEl, Trident
Protect {X7X{& /A CLI BXEEhtIZs B =8,
FFoaZ Al
MR R A TR ARG
* BtrEEE L Trident Protects
© BIRERAI LRI SRERERR AppVault ZERRIR, SHEMEEZBRET,

* JB1T tridentctl-protect get appvaultcontent S HY, HRENAMIFE R LIEEE] AppVault
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CR HE XM RIF#ER. WNRMLERFIPELETGR, HTEBEFEEEH pod WIETT Trident Protect CLI,

* HfR AWS RIEL LI HARS B LU TEMKERETRIEIRIE(F. (IR LSHEEERIEIFHAEITRE, NIR(FRT
RERRI

c BXRUELHMRIESTHIIFAES, BSW "AWS API 31"
° BX AWS HFRFEIIFAESR, FEI "AWS ST

P
1. {8 Trident Protect CLI #4303 B n5E8% R E1F1E AppVault CR:

tridentctl-protect get appvault --context <destination cluster name>

@ WR Bir&EE ERTFTE AppVault CR, 1BIRER "# /3 Trident Protect AppVault 3 R EIETZ(E
" T BT,

2. ZE B LT BB AppVault EHAR, HiEF appArchivePath iR R &% :

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

BT L 22 AppVault FRIA A&, BEHRRIGES. BNBNARFER. HiEBMEERE.

bRl
e pomm - pommmmmm o oo
e rrEsTANE
I
S R e
e tmmm o +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |
| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. f£F AppVault ZFRMIFIER N AREF TR BIReEE:

()  ©mCRE, AHREMER LEERTURRFERNHEEE.

58


https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

fEFA CR
1. SIEBEENXZKIR (CR) XHHIEEMB N trident-protect-backup-restore-cr.yamlo
2. ERIEMIXHH, EREUTREY:

° metadata.name: (Required) IttBENXZFRNBIR, AEHNIFREEFE—E—HSENETR.
° spec.appVaultRef: (#5F) EHEFHRER AppVault BIZFF,

° spec.appArchivePath: (Required) AppVault REFEERNPABRTHKRRR. FRTRE 2 PHNGLEES
PARBFHLE "appArchivePath BiXRHIE 15

° spec.destinationApplicationName: (A[i%) EXRNEAEFNAR. NREH, RN ATRE
FRERLETR. WMRKER, FENLNBEFRERRNBRERE o

° spec.namespaceMapping: FRIZ(ERYIRF R TE)F Bindn & TEINME, FRIFMEFNERSE

¥ my-source-namespace Ml ‘my-destination-namespaces

f5gn:

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. fEFAIEMMIEIET  trident-protect-backup-restore-cr.yaml' X4 /5, WF CR:
kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. EREUTHSRRNBER, BFEFHNEEEIRIESHHIE, namespace-mapping 23ERAE S5
fRRYm R e Ren 2 =ia) i sd BAR T 9 source1:dest,source2:dest2 FIIEMEE a2 =), 5lu0:

tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
-—appvault <appvault name> \

--path <backup path> \

--destination-app-name <custom app name> \

--context <destination cluster name> \



-n <application namespace>

MRFRIE R B H Athap & == 8]

A UERABENX AR (CR) XFREEHIEMNRBERIIEMGRTEHRBREGRATIE, £ SnapshotRestore
CR FREBIF R Efthdn 2 ==8]BY, Trident Protect n?‘?ﬁnp%:—ﬁlﬂqﬂﬁrrﬁﬁ&r HARENN BEFEE
AR CR, ERIFERENNAER, HEIERESMIIRE, EILRIFIT,

* SnapshotRestore 245 spec.storageClassMapping B4, BNXRMBIRMFEERER
HENEERIREY, MRS XERINERAREFMEGIHA " StorageClass, HRRIEERELk
o

* £ CR AREFHHRBTENY, BRMENA CR ZaiFait|EZBirmA=TIiEl, Trident
Pm&d&fﬁ%CUﬁEﬂﬂ@ CEZRSIT]S

FIaZ Al
HatR AWS Z1ELhET HART BB LU 1T KHERIZITHY 3 i/RIB(F. MRS HETE/RIRIERREIT R, NIR(ER]
CF= S

* BXRNELHARIESTHIMIFAES, BS W "AWS API 31"

* BX AWS HFEFEIFAES, FEI "AWS IAM 314"

M CR
HIR
1. BIEBAENEIR (CR) XMEFHEHESBGRN trident-protect-snapshot-restore-cr.yamlo
2. ERIEMXHH, REUTREM:
° metadata.name: (Required) ILtBENXZFIFRNRBIR, AENIFREEFE—E—BSENEFR,
° spec.appVaultRef: (#5F) FMERBRAR AppVault 892 FF,
° spec.appArchivePath: AppVault FEERBRBIIERR. Er]LUERU T irSERLREER:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"

° spec.destinationApplicationName: (7[i%) BEXENAEFNATR. NREH, FENNEE
FEERLLER. NRKEE, ERNNBERSERRNBEFET.

° spec.namespaceMapping: RFRIR(ERVRER TEF Bitdn TR, ERFEFHNESE

i my-source-namespace M ‘my-destination-namespaceo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore

metadata:
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name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (Optional) IR FEEFREXRRNYAEFNELERR, BRMIESSHRMIERERE RN RV

i

Trident Protect SEAE_LE, INSSUERNABLIGERE, I,
() mBEERTHASERLR, BRAREEXEN pod, N Trdent Protect i
BB pod,

° resourceFilter.resourceSelectionCriteria: (7FiERTEE) FA "Include’ T "Exclude KB &
HEFRTE resourceMatchers FIE X BIZ R, AINLLT resourceMatchers SEUUE X B EIESHEREY
HiR:

* resourceFilter.resourceMatchers: resourceMatcher 315 ¥ H, TNRTUEREAREN ST
=, MelE1ER OR 21ELEL, #FBESE & (group. kind. version) WHIFEIEER
AND #2{EILAD,

* resourceMatchers[].group: (Optional) EiFiENHRIENE,
* resourceMatchers[l.kind: (Optional) EifEAZRIRAIZE
* resourceMatchers[].version: (Optional) Eifi%rIHIRAVARZS,

* resourceMatchers[].names: (7]i%) EiFIERVEIRRY Kubernetes metadata.name FE&
i OE= i

* resourceMatchers[].namespaces: (Optional) &3 ERIZERAY Kubernetes
metadata.name FEXHHIEEE (8],

* resourceMatchers[].labelSelectors: (Optional) 3= RH) Kubernetes metadata.name FE&
AR IR SR TS, W "Kubernetes SXA4" HFRE N, 540:

"trident.netapp.io/os=1linux",

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]
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- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. {FAIEHRIEEE trident-protect-snapshot-restore-cr.yaml' X {45, WA CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

fiEF CLI
P
1. BiRBRERIIEMamE=E, BMETPHEEBRES PE,
° snapshot BEERIEIN <namespace>/<name> BIds & T EIFIIRIBEZ R,
° namespace-mapping SHFEHE S HIRNG R TENG RS TEMREST R A

sourcel:destl, source?:dest?2 HIEHBEREEE =8,

f54n:

tridentctl-protect create snapshotrestore <my restore name> \
—-—-snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name <custom app name> \

-n <application namespace>

MREREREIRYG R & == E]

TR LARERT IR IR 2 Rinen R =Elal. HERITRIMIRERY, Trident Protect = BEIERRIFITRIMIETE#HTT
BYIRE, LARGLETERAIRE =

* EFFIRERZE, BRANARERFIFIEERBRBIRFRIFIT. XSMEIEELRRNARERFZRIETENE?D
B RER,

* lIhSERRIRE, (NEFRBRAERZABANIT. ERRNITIBRFZERRS.

* EREFIRZE, EREEHTHEMEIRBIRFEFREUE. WRIRIFRE 5 DHREUE, ERR[FGALL,
HEZXR CR RETFIERES.

a2 Al
itk AWS SIEL T HARY B U TERIHKERIZITH s3 IEFRIR(F. IR hEEE/RIZIFHAELI A, NRIER]
CE= SIS

* BXRNEHARIESHISRIFAES, B5S0 "AWS API 318"
* BX AWS FREREFEFAES, BHSM "AWS IAM X"
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fEFA CR

FIE

1. BIEEBRENER (CR) XHHBEHBRAN trident-protect-snapshot-ipr-cr.yamlo

2. ERIRMIX G, BEEUTREY:
° metadata.name: (Required) ItEENXZFENEZIR, NENIFREEZE— I H—BSENZTT,
° spec.appVaultRef: (%) EMERBASH AppVault B9 FF,
° spec.appArchivePath: AppVault PEERBABHIKR. Bl LUERA UL TRSEXLLERE:

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

+ .(Optional) MR RFBEERBLERNNAEFNELERR, IS SRR AR ERE AR R HIE

/IE- Trident Protect R BENAREFLERER, RAXERBESEIMAERBZEFEXRBKEXR, fl, R
BERTIEHFASERRER, BiZZREBAXERN pod, M Trident Protect 12381 X R1ZX<ExAY pod,

* resourceFilter.resourceSelectionCriteria: (%% E) FFH Include 8 "Exclude ABEEIHE
ﬁ%T‘ resourceMatchers FAENXMIZEIF, FMLT resourceMatchers BHUENXEEESHHRN
#AJR. resourceFilter.resourceMatchers:. resourceMatcher WR¥H, WNRELEEARENX
Z107HR, WEelTE8ER or EELE, HESMNTE (group. kind. version) AIFERZ(EA
AND 12{EILEd, * resourceMatchers[].group. (Optional) gfﬂ?\ﬁﬁ’ﬂﬁﬁﬁ'\]éﬂo *
resourceMatchers[] .kind:. (Optional) Bk RIS
resourceMatchers[] .version. (Optional) %)Fﬁ)ﬁE’JJ\,}?E’JH&Z& *
resourceMatchers|[] .names: (Optional) EiFiERIRN Kubernetes metadata.name FE§
FRERFR, * resourceMatchers|[] .namespaces. (Optional) BEfEAHRIRR Kubernetes
metadata.name FEEFMNGFRZTE, * resourceMatchers|[] .labelSelectors:. (Optional)
#IFBY Kubernetes metadata.name FERPFHINRRIEREIFARIR, W "Kubernetes XIH"HFRE
Mo f530: “rtrident.netapp.io/os=1linux"s

+ fgn:

+
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spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

+ fEFAIEMAYEIET trident-protect-snapshot-ipr-cr.yaml' X4 /5, RN CR:

-+

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

M CLI
P
1. BiRBRERREIFERGETE, BMERHNEESRIEShrE, Fa0:

tridentctl-protect create snapshotinplacerestore <my restore name> \
—--snapshot <namespace/Snapshot_to_restore> \

-n <application namespace>

KERFIRFEPRES
TR RS LITREEMREHTT. ETMEBRKANEFIRIERIRTS.

p
1. ERAUTHLTRRERRENRS, BIFERHNESERIESHRE:

kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'
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{EFAE% Trident Protect iX[RiGE

TEILMEABRIRE (IER. enRTEREMEFMEIED) BENXEFERE, UWKEeEn
HEEK,

ERMEFERSIR(EHAE R & = R ERAIRE

TEME K5 1R(ERRE], Biran R TEIPRAREAERERE SR A PR EFERLE, RKARmBEines
AT EPAFERR R TEFRRRE R, ABSEEFENTAMEZER, ULERGEZEPHE, X
FHET B R =6 LR SUERRIF A E.

WNEREF Red Hat OpenShift, BE B R TR OpenShift MBI KBIER, 3

@ = aF R A HRIZIR R Pod 5 OpenShift &€ E TFX4R (SCC) EXHIELUN RN Z 2 E
, FEREELUARIEMASEMIRR#, EXIFMEE, BB "OpensShift 2 F FXHEX
=

ERITIRR S SRR 12 12EZ AT, TJLUBITIRE Kubernetes MIET &
"RESTORE_SKIP_NAMESPACE_ANNOTATIONS 3kBA 1E BiRd & Fial RS E iR E S, flu:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

PATIR RS PE TR ERT, 7E restoreSkipNamespaceAnnotations #(]

@ ‘restoreSkipNamespaceLabels’ FEE HEl6p & =B E AR Z ARG MIE R S PR iR 1R ER
HiBR. FARTEVIIA Helm REIIEPEE T XEIRE, ETHRESZEE, B8R "ILEH M
Trident Protect helm BI&RIZE"S

MNRFEHATHHE --create-namespace & Helm BN BIERF, WS name RS EHFHITIFHRLGIE, 7
R R TEIF2R, Trident Protect RIS EHIZIBiras R =ia], BIRFRBENES R TiELid
, WBEEHRNEIMGATIEE, NRILESEHRBTEALE, WEESHIZIBirei=<E, F#TEMAE

o

ANl

UTFRBIERTREMBEmRTE, ST a2 REEARERNTE. ErUEEREZANZENERS
BZEBPRE, UNINfEEERe S =R A S B SRR,

TR RS IREZ Bl
TRETR T AR EIEZAREZ ARG B ines & TIE RS
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fn 4 258 L= ez
& =8 ns-1 (GF) * annotation.one/key: "updatedvalue" * environment=production

+ annotation.two/key: "true" * §#4*=hipaa
* name=ns-1

A ns-2 (Bfr  ° annotation.one/key: "true" s AB=HEE
annotation.three/key: "false"

\/-n

ERIE(FIS

TRER T ERFEHEEZZIZEERMBFHRRATEINRES, BERMN—LEE, —LREeHES, HEEEM
name Fr% LAILER B frdn 24 =SiE]

CEE=RSE) vES g
& %el ns-2 (Bfs * annotation.one/key: "updatedvalue” * name=ns-2
) * annotation.two/key: "true" * B#ME=hipaa
+ annotation.three/key: "false" « environment=production

© AE=IiERE

XFFNFER
AR AT ERIREREMFE,

TiBseaRat

1% spec.storageClassMapping BME X MEN BIEFPFENFEIED BAnER FRUFRFMESISIImRET, &
AUEREERRIEMEENER 2 BTN FHER 3 X BackupRestore & {ERVTZNE 5 imEY A ILLIHEE,

NN
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"
- destination: "destinationStorageClass2"
source: "sourceStorageClass2"
SFFRYERE

ATHHT BT RERSEFERESM TN ER. IRAFRBWHIKETR, RABERIRIAME

roE it iER AINE

protect.trident.ne string AR ohaSREE LN RKBYE (R A8A) . 300
tapp.io/data-

mover-timeout-

sec
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FroE et 1 PE FRINE
protect.trident.ne string Kopia RBREEFMNRAXNNRG (LIKFETTREM) . "1000"
tapp.io/kopia-

content-cache-

size-limit-mb

protect.trident.ne string TERIEERN Z B, FFEAFEIERN "1200" (20 73§
tapp.io/pvc-bind- PersistentVolumeClaims (PVC) EiX "Bound i E&RIER )
timeout-sec KEtE (AR REM) . ERFREXER CR EE

(BackupRestore. BackuplnplaceRestore. Snapsho
tRestore. SnapshotinplaceRestore) . HIRERITZE
EinNEEEEEEE LITE, BERAEENE.

FREENXABERRZRMERARR

RRERE TR R RF RN EHAITENR, XEERRAERSRIBRATEIIEE
BRA, W, ERNARFEREIHMERFER ConfigMap FRIEHZ.

HIRELIH TIERIE

"SnapshotRestore’. "BackupRestore’'. "AppMirrorRelationship’
LX&EWJUEJ\/ FlY  “transformations’ FERAFEEMEIEFIEHN Kubernetes
HilFo EE%SO‘V‘EFE’JF‘ RERHITSRENAEFAREER (i, FhENE. FME
URL. ZERMREISIMELE) , LWIIEEIEEEA.

BRFERER "RFC 6902 JSON Patch"#{EF] "RFC 6901 JSON 55" BRZREMIFEER Kubernetes &FEFH
BFEFER

THETRT 88 R RERITRNREREH:

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-restore
namespace: target-namespace
spec:
appVaultRef: my-vault
appArchivePath: /path/to/snapshot
namespaceMapping:
- source: source-ns

destination: target-ns

transformations:
- resource:
kind: ConfigMap # Required: resource kind
group: "" # Optional: API group (empty for core
resources)
version: "" # Optional: API version
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name: "" # Optional: specific resource name

operations:
- op: replace # Operation type
path: "/data/key" # JSON Pointer path
value: "new-value" # New value (for add/replace/test)

R
TR R RERSTE U T EN R R—ER:

* kind (&E) : Kubernetes FRSER (9, ConfigMap. Deployment.

Pod)

* group (AJiE) : API4H (fl30, apps. route.openshift.io) —EHEEIZLKRIR

* version (AJi%&) : API kR4S (5130, v1. vlbetal)
* BIR (AE) - (URBMNATHERR

C) UEIARZ &R PersistentVolumeClaims F &5 = al,

SKFSHYIRIE

O] AER L T2EEBIREIR. add. copy. move. remove. replace #l

ﬁJ\/ \//J\\UD1E
M add BEEIEEREE LM FERNE, G LUSEIERINEI X R 4H,

M CR
BUR RN 5 st iE 237N E] "Deployment KR :

transformations:
- resource:

kind: Deployment

operations:
- op: add
path: "/spec/template/spec/nodeSelector"
value:
"topology.kubernetes.io/zone": "us-east-la"

disktype: "ssd"

{#F CLI
FERUTmSETmITIEITIHT R

‘testo

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \
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--namespace-mapping <source-ns>:<dest-ns> \

—-—-transformation
'apps,vl,Deployment:add{"path":"/spec/template/spec/nodeSelector", "valu
e":{"topology.kubernetes.io/zone":"us-east-1a","disktype":"ssd"}}"'

ERFRPRE
fER copy ##IFRAE—HFRPHEMN—TBEEFESZ—TNEBR. FREXR.

f£F CR
LU RBIES] configMap MRAVEER:

transformations:
- resource:
kind: ConfigMap
operations:
- op: copy
from: "/data/source-key"
path: "/data/backup-key"

fEF CLI
ERUTHSETRPITIEITIHTRR:

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \
--transformation ',vl,ConfigMap:copy{"from":"/data/source-

key", "path":"/data/backup-key"}"'

ERIFERBEHE
fEA move BIERE—RFERANEN—TMBREBTIEIS —TRZ. REBIER, ERRET BRI,

f£F CR
UTRFIESR ConfigMap FRIVEIER:

transformations:
- resource:
kind: ConfigMap
operations:



- Oop: move
from: "/data/OLD KEY"
path: "/data/NEW KEY"

A CLI
ERU TS @EE I TIEITI iR

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
—-—namespace-mapping <source-ns>:<dest-ns> \
-—transformation
',vl,ConfigMap:move{"from":"/data/OLD KEY", "path":"/data/NEW KEY"}'

MEIRHERE
£ remove #RIFRIMIERIEERIZPHFERIE.,

f£F CR
IR RIM “ConfigMap® 2R Bt E -

transformations:
- resource:
kind: ConfigMap
operations:
- Oop: remove
path: "/metadata/annotations/kubectl.kubernetes.io~1llast-
applied-configuration"

() EULRAMEES, ~1 R /8 JSON JEHIENFSL.

fEF CLI
FERU TS EIHSTEITI R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \
-—-transformation

',vl,ConfigMap:remove{"path":"/metadata/annotations/kubectl.kubernetes.

io~llast-applied-configuration"}'

70



BHRERRRE
fEM1Z replace 1R FRMIEEBIE TR RPHMEE, JSON BEXLMEFTo

f£MA CR
LUITFRFIEER "Route’ R EHZ:

transformations:
- resource:
kind: Route
group: route.openshift.io
operations:
- op: replace
path: "/spec/host"
value: "prod.example.com"

M CLI
FERUTHSEEmSITIaiTIHTER:

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

-—transformation
'route.openshift.io,vl,Route:replace{"path":"/spec/host","value":"prod.

example.com"}'

Mzt ZRIEER
fEF “test RFIDIERR IR LRERS STHAIELE, ARBNAEMRME. WRMAKXY, MEREMES.

fEFA CR
¥4 environment I8EN staging BY, LU FRHIASEH database-host:

transformations:
- resource:
kind: ConfigMap
operations:

- Op: test
path: "/data/environment"
value: "staging"

- op: replace
path: "/data/database-host"
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value: "prod-db.example.com"

A CLI
FERUTHSELRSITIaITITER:

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

-—-transformation
',vl,ConfigMap:test{"path":"/data/environment","value":"staging"}, repla
ce{"path":"/data/database-host", "value":"prod-db.example.com"}'

£/ NetApp SnapMirror 1 Trident Protect E%|NHIEF

/8 Trident Protect, &AILA{EF NetApp SnapMirror I RS H & HThEE IS LB RN B
EFEIMN—IEFREEIREF DS —NMEERR, ER—3E LS ERREEZIE,

TR EE SR ERRIEIRY B =R ERAARE

EmE MR IR(ERE, Bines R T EPRAREN IR SRR T B FRIRENERILE, FRMB iR
BT EPAEFERRG R TEFRTE IR, ABSEFENTAMEIER, ULERH BT EPHE, X
FET B R TE) LR IOERRIF A E.

tu%ﬁﬁ Red Hat OpenShift, 55X EEm A TIEERRTE OpenShift FIEFRIXEIER, mA

@ el AR AT HRIZ R Pod BT OpenShift £ E FX45R (SCC) EXHE UNRMLZ LA B
, HERLIAREMASEIMNRRZ, EXFMES, EBN "OpensShift @2 £ FLIHEX
=

ERITERRS B EEZIREZE], ATLUBITIRE Kubernetes IFIELT
"RESTORE_SKIP_NAMESPACE_ANNOTATIONS &} Lk B EﬁlEﬂﬂPE’JﬁA‘E‘}I%?&%%o fign:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation_k
ey to skip 2>}" \

—-—-reuse-values

HITIR RS PEDIHRIRERY, TE restoreSkipNamespaceAnnotations 1

@ ‘restoreSkipNamespaceLabels’ FRIETE AV (E a2 ) E AR S &G MR TR S R PE IR 4R (R
HiBRo FARIENIS Helm RESIEFRE TXEIRE, ETHREZER, SR "EHM
Trident Protect helm BIRIZE&",

WRFEHTE --create-namespace FEH Helm REBFNARER, MEX name RS HITIFHRAIE, 7T
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TR 5ET2H, Trident Protect RFFULITEEFIZIBins R =6, BUIRKEREES RS =ET
o, NREEMNBIRGmRTEE. MRILESReEZEARLE, WREEHZIBraRTE, NEITEAE

Nl

UTFREERTREMBEmmRTE, S a3 REEARIERNTE. ErIUEEREZINZEHNETRS
RTEBVRTES, UKINEEBines & TR PA SN B E AR,

TR RS IR EZ A
TRETR T AR RIEZREZ A RGN Bines 2 TEBRES

Bn A =) PRE R
i =iE ns-1 GF)  annotation.one/key: "updatedvalue" * environment=production
« annotation.two/key: "true" * &% =hipaa
* name=ns-1
mE=E ns-2 (Bfs  ° annotation.one/key: "true" s FABE=3IEE
) + annotation.three/key: "false"
TR fE

TRERTREHBEERSIREERFEGGIATENRS. BRN—LHE, —LREKES, HEBEH
name Fr&EULEBira & =8

GEE=Rea ) IRE REE

B =E ns-2 (Bfs  ° annotation.one/key: "updatedvalue" * name=ns-2

) * annotation.two/key: "true" * &4 =hipaa
 annotation.three/key: "false" « environment=production

* AE=NUEE

@ &R ABRE Trident Protect TEEUERIFIZ1ERRB) ARG MR U R S, "F40 7 #2u{r 5
Trident Protect BB X RFHRLE"S

TEHR RS R AR ERRBII THEE RS

TEFER AppMirror XARRIPIEIN BIZFE, EHERBNREEERE, BNIZEESHITHEHEEXIE
1T

* FHERBIRETR, UITERSEMNEERERZIBIRER. EXEFHEMRCIREl]. BERERE, H#
TEBNEMENARER L, FRBEEAEXRERERT

* EkASRAERBDHIE, NAERF ENERAIEHRITENERENER. RN BRERFRRAN BTN RER
BY, XEERITE TR R AR LEEL AT

BTHRAXNITHFNEZEER, 1581H "S1F Trident Protect H14THEH",
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REEHXAR
REEFIXAREEUTREA:
* EARIEFEE Trident Protect IR AREBAINR (BENAEFH Kubernetes ZHRUNES NN AERFEN
HIRE)
< EEREFITR (81F Kubernetes FFEFIFA EEIR)
* IR ERRREBAYEYE)

TR

1. ERER L, NRNAEFEIR AppVault, RIBEAVTFAER MR, B2 "AppVault BEXFHEIR" FRIRHEIL
BN SRR

£/ CR £i& AppVault
a. BIEEENZR (CR) XMHHEEMSE (B30, trident-protect-appvault-primary-

source. yaml) o
b. BEELTEM:

* metadata.name: (Required) AppVault BE X RFEHE . 8 FEREZFENRBIR, EREFIXERE
FREERE M CR X{435| ALtb{E,

* spec.providerConfig: (#5F) EEERIEEIRMIZFA0] AppVault FTFRELE. NEHE
HIZF %R bucketName F{EAIEMAIBRFMER, B FEERNE, RAEHXAFREN
Hith CR XH=5|BAXLEE, BXEMRHIZERR AppVault CR /Rfl, 1SR "AppVault E7E
XHER"S

* spec.providerCredentials: (Required) fZfEFEBIETEREIZF 510 AppVault FREHIEAE
TS|

* spec.providerCredentials.valueFromSecret: (Required) & EHEEN K BN
* key: (Required) EMHIEIFER secret BIEK keyo
* name: (Required) BEItFEREMZEANRIT. VU TFE—mETEF,

* spec.providerCredentials.secretAccessKey: (W5F%) AT AR ERERIA R
¥, name /5 spec.providerCredentials.valueFromSecret.name ILEz,

* spec.providerType: (W) HWERMEHMHHIAS,; 5190, NetApp ONTAP S3. & S3
. Google Cloud 3¢ Microsoft Azure, RJRERIE:

= aws
= azure

* gcp

= generic-s3

= ontap-s3

= storagegrid-s3

C. {FFIEMREIES trident-protect-appvault-primary-source.yaml' X f&, A CR:

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
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trident-protect

f£F3 CLI 672 AppVault
a. Bl AppVault, BIFEHHESSEIRIESHIE:

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n

trident-protect

2. {TREFE L, BIBRNAER CR:

£ CR tI&ERN AEF
a. BIEBENZER (CR) XMHHGHME (flt0, trident-protect-app-source.yaml) o

b. FgE A TEM:

* metadata.name: (WF) NMAREFEBEXNZRNE. 18 FEIZEFENRTT, RAEHIXRMHR
EHEM CR X45|AItk{E,

* spec.includedNamespaces: (X)) fRTEIFERITENEE, FRGRATERZIR, H
ALAERERANE S\ TEISEE, MISELATIENGHRE SRR EENER. NAEFS
BEEMMR AN —E 5

YAML =51

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. {FFIEMR{EIET trident-protect-app-source.yaml X5, W CR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEF CLI gIBIRN A2
a. QRN AER. Flu:
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3.

4.
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tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

(FIE) 7ERE&ER L, MBRNAREFRE, WRIBAEERER LY AEFEL. MRBLIHDE,
NMFEESFHF T —MTUIRRIET, UWERGRIAVRE, BORRFRE, BSH "IZEFIRE"

TilRErE L, USRIt CR:
R 7 TEHRMERNRERIN, BiSIR— I RRNERRIENEER, REHANT7 X, U4RY

% ONTAP B Z BIFVHFEIRIR, XAMRIRBERZAIA 7 X, BaILRERAFERBENX
REHA.

@ MREEHER, RAAUERAXERIRES 7 RETREIRF. SMTAERRIZEE
R B, BARFmE ERRBUKABNENR, MASERAIEHE.

MRV AEFNREH R ERERFNREER, WAFEEMIT.

fiEF CR RIZEHit%!
a. RN AREFLIREH TR

I QIEBENXER (CR) XHHEHEGR (flt0, trident-protect-schedule.yaml) o
i. PR LA B
* metadata.name: (Required) itXIBENXERIIZFR,

* spec.appVaultRef: (#F) LEXNNSIRNAZRFB AppVault B metadata.name FE&
LA,

* spec.applicationRef: (&) IEXNNSIENEIERF CR B metadata.name FE& AL,
* spec.backupRetention: (Required) IFERRNIEFEL, HIFGEIREN 0o

* spec.enabled: WIZEN true,

* spec.granularity: #JIKEN Customs

* spec.recurrenceRule: L UTC BYE]E X 18 BERFEE [8)fR.

* spec.snapshotRetention: HIEEH 2,

5 YAML:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
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backupRetention: "O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

i. EFIEMAYEIET trident-protect-schedule.yaml' X5, M CR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-
namespace

fEF CLI SIS X!
a. gIEERItY, BRREPRNESERESHE:

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

il

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200%

\nRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app namespace>

S. (EBETREEE L, RIESTEREESE ENV A/ AppVault CR HBEIRVIEN BIEF AppVault CR, HIEH®E (fla0

, trident-protect-appvault-primary- destlnatlon.yaml)

6. W CR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. L BIREEE LA BTN AR A BAT AppVault CR. TRIBERITZIEIRMAR, 182K "AppVault BE XZHIR'
SRR LOE RN ERYIA R |

a. BIEEENZR (CR) XMHHRHEMGR (g0, trident-protect-appvault-secondary-
destination.yaml) o
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b. EBELUTEM:
* metadata.name: (Required) AppVault BE X RENBZIR, i MEREFENRIR, BAERIXRAE

RYEfh CR XXf+5| AIt{E.

* spec.providerConfig: (#W5) EFMEEAIEEIRMEIZFA0] AppVault FRERRVECE. NENIRHTE

FFit#¥ bucketName FEMEMBERIVFMIER. ic FEEERNE, lﬁE%U?&%FEmE’JEP& CR
XS5 AXEE, BXEMEMEIZERDN AppVault CR R fl, EEF "AppVault BE X E R

0

* spec.providerCredentials: (Required) TFfE{ERIEEIRMIERF AR AppVault PREEBIERIEIERY

31,
* spec.providerCredentials.valueFromSecret: (Required) &R EIREN KB HZ
* key: (Required) BMHIEIER secret BIBR keyo
* name: (Required) B&ItFERENZEHRIIZI. HAUTFRE—mE=TEH,

* spec.providerCredentials.secretAccessKey: (W) BT AR EEZFIGRZH, name
[V 5 spec.providerCredentials.valueFromSecret.name [TCHZ,

* spec.providerType: (F) HWEREFMHIRNZS; 540, NetApp ONTAP S3. &@H S3

. Google Cloud 3¢ Microsoft Azure, AJRERIE:
= aws
= azure
" gcp
= generic-s3
= ontap-s3

= storagegrid-s3

C. {EFAIEHRMEIET trident-protect-appvault-secondary-destination.yaml' X4 f5, WF CR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n trident-protect

8. EBtrEEE L, BIE AppMirrorRelationship CR 314
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fEFA CRBY, BTENA CR ZAIFapRIZ Bires & =8l Trident Protect {X7EfER CLI BYEEH
Bl an & = El,

f£F8 CR 213 AppMirrorRelationship
a. BIEEENZR (CR) XMHFEHmE (90, trident-protect-relationship.yaml) o
b. FEE A TEM:

* metadata.name: (%) AppMirrorRelationship B E X & RRIZ R,

* spec.destinationAppVaultRef: (Required) tL{EXNS B irsEEE _E B RN ATERFHY AppVault
B FRITALD,

* spec.namespaceMapping: (E) BIFEGRTENANSHENNBIERF CR E X B
FRZFan#& =8k,



* spec.sourceAppVaultRef: (Required) tb{EX TS RN BFERFEY AppVault B FRILAD,

* spec.sourceApplicationName: (HF) IWEXNSEEFRENEZRF CR FEXIFENAE
P89 FRICAL,

* spec.sourceApplicationUID: (&%) WWEMSNSETENBEEF CR HENXENHZF
B9 UID PTfg,

* spec.storageClassName: (AJi%) EIRERF EERIFHEENRBN. EEEMNIEZD SIFF
iﬂﬁ%ﬁ’] ONTAP ZfEEIWL. WMRKIRMEFMESE, NBANER TG ERER LA E

7':0

* spec.storageClassMapping: (Optional) ¥ EFFERMETEIE— AMR &4 PVC BT
FiEE, BNMFBEABFE— source M ‘destination EEXBR, RERGE,
‘storageClassMapping 5 E®BE “storageClassName; RBIILAIESZBER PVC {#
FBSEEINEMERE, AR storageClassNameo

£ AppMirrorRelationship CR A {8 “storageClassMapping' By, 15 F =R LA TBRH:

* storageClassMapping Se 2 & storageClassNameo, =W PNFERERIKER,
storageClassName BB,

* JRTEMEZETE storageClassMapping HUKELAFZEN pvc BERAERERIAGFMESE
mak "storageClassNameo

* M ZBEHEERYIRME source # “destination B,
* B EREFEE T REREFIM PR EFCIRINE B4R PVCo
* spec.recurrenceRule: LA UTC BHEE X FF4 BHEFIE S8R,

~fE YAML:

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T0002002
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourcelApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
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storageClassName: sc-vsim-2

C. {EFIEMRI{EIESE trident-protect-relationship.yaml' XX /5, WA CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI 83 AppMirrorRelationship
a. gIEHR A AppMirrorRelationship 3%, FRIFEHRE BB RIES HHYE:

tridentctl-protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> --storageclass-mapping
<src_class:dst class> -n <application namespace>

A --storageclass-mapping FBENRIFMEEMS R BirFEMRESE, 8E—1
HZNLUESTHEAY source:destination X (fFlg0, "class—a :class-

@ b,class-c:class-d") . {EF *:destination-class {E/BECRT, IGFrE RIRETHY
PVC BRETZ BN BAR1EESE, 18 E --storageclass-mapping’ f&, --storage-class
B 2B

EAEAN BinF#EIERA (--storage-class)

tridentctl-protect create appmirrorrelationship my-amr
-—-destination-app-vault appvault?2 --source-app-vault appvaultl
—-—-recurrence-rule

"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
-—source-app my-app --namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373f24c1-5769-
404c-93c3-5538af6ccec36 —--storage-class my-storage-class -n my-
dest-nsl

9. (Fik) EBEREEL, RESHXANKREHINRE:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg
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ErdEtge gl IS e S

£ Trident Protect, &rILUE S KNI BIEFBIEREDIBFER, ILIREILEEFXR, HENAEFER
Ir&EEE EEBX#lo Trident Protect A2 ILRER LN BERF (IRTIBITEE) -

p

1. EEtrE &% L, 4848 AppMirrorRelationship CR X (f5l31, trident-protect-relationship.yaml
) #¥% spec.desiredState HI{EE XN Promotedo

2. {R7F CR Xf%,
3. A CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (FIiE) QUSRI AIEFFI R ERERP TR,
5 (FNif) KEEHXARNRKE:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

ENRTHERBERXA

ENMRTRFSEMRIUERXR, FITEMRTEFRE, RIGRNBREFFRNEESTHNARER, MBI
B L IEEIETTHIN B2 R PR By E A B R ER IR EFTo

M AR AE TR T 2 H11 1E EATEERE ORI,
() EumwBHEsABFRRFNETREREER,

pg
1.\ ERERHL, SIBRFENARFIRE, XTRRBRRESFNRH BN,

2. EEMB 5L L, 4518 AppMirrorRelationship CR XX (531, trident-protect-relationship.yaml
) Fi& spec.desiredState BB Establisheds

3. 1&7F CR Xf%,
4. BF CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

O. WNRTE BAREEE LI T ERIRIF I RIRRIFRIER BN AER, BREMR. ERARRNITUHSSEE
TREZK Mo

RAEHETRERBHEF KR
LERAEHRTSHERBEFXRN, BMNAREFRNRNARER, MENAEFERNBER. THRER
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T HAIE X B AR AR R B B R IR B

p

1. FRBBIrEE L, MIER AppMirrorRelationship CR, XS BRI AR, MNRFBEIrEE LEEEAR
PR, EIEERIBR.

2. BINASVATIREXRRAN CR XHEIERNEFERIGESHIXAR,
3. HRITE: (RRER) EE TR AppVault CR.
4. EHERIERE LIRESEHXR, BEERAENE.

RN FRtER E 75

HERMER MRS, Trident Protect XN ABEFEthEIBIR MR, RIFASREHIRIRIGRFMERR
I, Trident Protect RFIERN ARFHBHIEEHZIBER, ARBHETIREIBIRNARER.

EXMIERT, SRR BT,

p
1. fEREERE £, BURXHIIRAR:

/8 CR RIEXHIREE
a. BRIRNAZFIRIPRERIT.
b. gl# ShutdownSnapshot CR X4 :
I BIEBENHEIR (CR) XMHHEHEHE (fIWN, trident-protect-
shutdownsnapshot.yaml)o
i. EEEUTREM:
* metadata.name: (Required) BENXZIRRIAR,
* spec.AppVaultRef: (Required) tb{EXNSIRERN FFZFHY AppVault BY metadata.name

ERUTHD,

* spec.ApplicationRef: (@W455) ILEXNSIENAZRF CR X4 metadata.name FE&
LA,
5 YAML:

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08ab5dbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bb6bdec-
46a3-420a-b351-45795e1b5e34
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applicationRef: my-app-name

C. {ERIEHREIES trident-protect-shutdownsnapshot.yaml' X {45, A CR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEF CLI SRR AIRER
a. SRR, BAMEPEEBIESHIE, Fl:

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

N

- ERER L, XARBTEME, REKARREPRS:

kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

w

CER&EE L, FERAUTHSEH shutdownsnapshot.status.appArchivePath FIE, HiZRXHRIZNR
E—&5n (WTAEER;, XRERRE—TMRIIZENMERNS)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath="'{.status.appArchivePath}'

N

- BT EARER B R RES B VIR, HH TR ER:

@ EMEREZIEMNE 2 T, & spec.promotedSnapshot FEREEE
AppMirrorRelationship CR X4+, HRREBEIKENEE LIRS 3 PHIERIEER,

)]

- BIT [REEMRSHEERZHNERXR] FRREEHRRT TR,
- TERTRE R LB ARIFIH R,

(e}

#R
MTREAEH], KELTEE:

* RETER AR Kubernetes &FiRIRE— MR,

* B MIBRLN FBIEFRY Kubernetes IR (1§ PVC M PV REE(L) , AIUHMEILRIGIRN BEF
Pod,

* XM Pod 7, HREBHERNAESHRR.
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* SnapMirror XA B R, FEIREESFITFIEE,
* FRFREN AREFXFAGEEFINELHIE, MIXAREBHAERNBEFH Kubernetes iR
* REEMEIES

R ARRF SRR ERIGREF S

fi£F3 Trident Protect, ZRILUER A MEFFFIERERBIRERLI T, FRTIERIET, N TERRSA
EH7M, Trident Protect RTERZXERI AEZ AR ERNAREFENRES (EFREY) ORIEGRENERER,

S EM BT EERE B BRI X RFTE, SRIATIER:

* MEPERZINST IR,
* RAEHESEFIX R,

(D EmnETESNERRSRE, FOsh EFEREREIRNE N ETER IR,

* REERIGR.

p
1. 17 [RAEMRATHEERBEHNERXR] T,
2. T (RN AEFES A E] B,

MpREHIX R

SR R PR E F xR, HERIRNBAREFEF XA, SFERMRINNAER, BI1ZEEE X%,
p

1. ELpTEAREEE L, MIER AppMirrorRelationship CR:

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{EF Trident Protect ;TN AIEFE
B LUBII I E &1 HRTE SR 2 BT N AR R ST 2 R RINEESS,

@ IBNAERE, ANARFEENENITENS BN AREFR—EE%. NREFEERER
1THEH, SRENEREEN—EDBETT.

BHNAEFIRE
BHUTHEHRITEDINEFIZE, AIUBSRITHRENEHNERES.

SefERIE—5eE
BB AR REEIF R, BURRAREH MRS A —E,
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p
1 BT g EZ—:
a. "gIEERER"
b. "BIEEMR"
2. ZE—KH L, RIBGCUENZRBEZEN, PITUTREZ—:
a. "MIRERERERIE"
b. " ME T REIE"

RfEERITRIRISEES

EERNAIEF R EMEE (ITERERRE) , BEREELUESRD, AEBEMERIIEMEE,
REE BIREEE L %% Trident Protect,

() &AILUER "SnapMirror E" ERFIBE 2 AN AR

p

1. "BIE&E %"

2. HIREEBRER LEE T 88 & MHINRFMERBH AppVault CR.
3. EEMER L, "MEMIEREIE"S

RN RAERF MN— MR EREB RS — I EEE
ERILES B ENERE BAAEFESE, BUAREFM— I EFHEXTB I EMEMES,
B0 (MR CR FRHEERANE) -

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"

namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:

resourceMatchers:
kind: Secret

version: vl
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resourceSelectionCriteria: exclude

f#F3 CR X RIRER
T
1. SIEBEENZKIR (CR) XHEHIEEMB N trident-protect-snapshot-restore-cr.yamlo
2. ERIEMIXE, EEEUTREM:
° metadata.name: (Required) IttBENXZRENBIR, AEHNIFEEEFE—HE—HSENZETR,
° spec.appArchivePath: AppVault PEERIBABTHIRKRZE. ERILUERUTa<SEXLILRRE:

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (%) EMERBASH AppVault B9ZFF,
° spec.namespaceMapping: XRIZ(ERRHE TEE Bird {3 TEINME . FERFERNEEE

# my-source-namespace Ml ‘my-destination-namespaceo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. HE, MRAFEEEEXRNNARFNELERR, BEAIESHHFTERERENRIRIVHILE

° resourceFilter.resourceSelectionCriteria: (/fHEME) £ include or exclude FXEIE
i HEBRTE resourceMatchers FITE X YRR, AILAT resourceMatchers 23UAE X B S ET HERR
Z IR

* resourceFilter.resourceMatchers: resourceMatcher X &R H, MNRITHEAFEN ZPTT
=, MelE1ER OR 2FLE:, FBESE 1 tx (group. kind. version) WHFEIEER
AND #2{EILAD,

* resourceMatchers[].group: (Optional) EifiErIEIRAIAH,
* resourceMatchers[].kind: (Optional) EfERERAIEE
* resourceMatchers[].version: (Optional) Eifi%rYHIRAVARZS,

* resourceMatchers[].names: (7]i%) EiFIERIEIRRY Kubernetes metadata.name FE&



S=NE=T it

* resourceMatchers[].namespaces: (Optional) i3 fEAIEJRHY Kubernetes
metadata.name FE&HIERE (8],

S

* resourceMatchers[].labelSelectors: (Optional) = JRHY Kubernetes metadata.name FE&
FRIREIEIRBRFRTHR, W "Kubernetes 4" REAEN . H40:

"trident.netapp.io/os=linux"o

fBgn:

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. {FAIEHREIE trident-protect-snapshot-restore-cr.yaml' X4 f&, A CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

£ CLI AR IRER
B
1. BREBEREHMEETiE, AIFERNESBIREShHE,
° snapshot SHERERAR <namespace>/<name> BYER R T iE] FMIRER R TR,
° namespace-mapping ¥ EHE S5 RHVEE 2 TE)G Ren 2 = Bl FIAE T/

sourcel:destl, source2:dest2 O NR:ISE N R ]S

f5lan:

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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{5 Trident Protect {7 KubeVirt FZA41,

Trident Protect Z#FE &P IMEIZTITIE OpenShift Virtualization LY KubeVirt EEH#1
(VM), ERIA—RIEFRIPF— 1T HZ P an B TIEIFHIFRE VM, BRI LER
includedvVirtualMachines FEIRBAFIEERER VM, Trident Protect 27E & {7 HAIA]
= ?H&%Fﬁﬁmﬁﬁ’g VM ZR, ERERRE, ErUmERENTN, WL FEtRE
BN VM,

KubeVirt {RiFIED

Trident Protect Z35@Fh A 1K E X EZ1FIPHY KubeVirt B, EXMNARFR, iEEER—MiER .

=3 FE& 5t B8
EF =i includedNamespaces fRIF— 1 HZ IR TEIFHFAELRERF, T3S
1815k B LA “labelSelector EITHITHA £ 2 ML
VM,
VM SEE includedvVirtualMach B3 e TEIFMBZREIPIFE KubeVirt BN, =
ines VM D HEZ R TP AR ERIPFAE & T

HRES, BERALE

W NTE ApplicationSpec FIEEMRIF—1FER (includedNamespaces 3
includedvVirtualMachines)o ZEARBEER—INBEFFREIERARE.

X PRFRTUER S I ES MY hade -

* {#F8 ‘resourceFilter Bl B FEEHEBR S E B iR
* f£A "includedClusterScopedResources A] Bl & R AV EEHEREIAVZIR, 40 "StorageClass' IR,

@ Trident Protect A] LATEEUIBRIFIRIERRIED AL MARR KubeVirt VM XH RS, LIBGR—24E. &
XEEFMER, 15BN "FH KubeVirt VM RIFEIE"S

EHMIRERHRIE USRI IR

HEAEE KubeVirt EEIMIBIN BIZRF 2 &M EIRIREY, Trident Protect ZURERERE BRI ZIRHF BEhA
HEKRBAE R

EATRERTRMER:
* & “includedVirtualMachines' 89 VM SEEIN AIZRF,
* B1& KubeVirt VirtualMachine RBENEF i Z RN BEF.

VM SEEIMES

FF VM SEERIN TR, Trident Protect &M includedvirtualMachines FFIHAED
VirtualMachine FFi8, HAMIERZ VM FrEIaHi =R,
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VirtualMachine #p&E|g)

VirtualMachineI #p% 58]
nstance

VirtualMachineI AR 58]
nstancetype

VirtualMachineC £E%
lusterInstancet

ype

VirtualMachineP #p%%|8]
reference

VirtualMachineC £8¥

lusterPreferenc
e
DataVolume A

PersistentVolum #p34%a]
eClaim

PersistentVolum £EEF
e

Secret CREAEE]
ConfigMap GEEZRENE]
ServiceAccount B S8
NetworkAttachme A% E|E]
ntDefinition

Pod GEE=R )

1783, Trident &  &EEf
1 Trident [5iF

LGIp-3 )
M “includedVirtualMachines' %!|&R F E3Z0TAD,
5 VM BRI SGRTEMEBFE (Y08 VM IEFEIETT) -

F “spec.instancetype 7 "kind: VirtualMachinelnstancetype B3|
Fo

£ kind RIKEHKN kind:
VirtualMachineClusterInstancetype BY 8
spec.instancetype E1)z2 8

i “spec.preference’ 7£ “kind: VirtualMachinePreference BY5| .

£ kind RIKEH A kind:
VirtualMachineClusterPreference BH
spec.preference 5|,

#3518
spec.template.spec.volumes|[].dataVolume.nameo
M DataVolume Z#FH) PVC A, XL PVC A5
DataVolume BEIHIZFR;

persistentVolumeClaim.claimName FEYEE PVC 5|F;
memoryDump . claimName FFRIAREFEFAE PVC; UMK

ephemeral .persistentVolumeClaim.claimName FAYIGEES

PVC,

B3 fEA “spec.volumeName  ME P EWER PVC B/ PV H
o

M “secret.secretName VSN &I ; containerDisk BRIGHIEX
#12Z; CloudInitNoCloud #1 CloudInitConfigDrive Fi P #3EH 4%
$IENZSIF; Sysprep 1% ; KernelBoot A2sMYKHIENHZ;
AKXz AccessCredentials SSH 5234135,

M%E ConfigMaps &I, {iiF configMap.name F Sysprep
ConfigMaps.

M “serviceAccount.serviceAccountName %35 | FEF & T,
UNERBIRAES / B, M

spec.template.spec.networks|[] .multus.networkName
FEY Multus AR &I, (RUREEMEE AR & = a8y
NetworkAttachmentDefinition 5|, BkidEdsR =85 A,

B4 virt-launcher Pods @3 AIRE LR AN
kubevirt.io=virt-
launcher, vm. kubevirt.io/name=<vmName>o

WEFASEToRTENNAREFER, T8 VM KRB
PVC,

(D IWEFRE VM EEMNG R T EEIEG, Trident Protect N BARE resourceFilter (MR BEHED
B) . e, EECEMNRBRRESLEEH#HT,
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ETamaTEigEs

WFEFHRATEMNAIERE, Trident Protect 2HIEEHN SR T EIFHINEFE LENE R, INREAIMEM
KubeVirt VirtualMachine X%, Trident Protect ¥ BoiWNEE K ZRIR, SIELFHIRLE, BRI virt-
launcher Pod, 5 VM SEEIRNMIN AIEFEE.

XEKE, BMBEFER includedNamespaces' EX T AR, ENEPHIRBIEUSEERET VM HIETR,

ERE TR B BIN BERFE X RIF I

BIRETF BT RINNAIZFEY, Trident Protect SHIXEMN BT EIHIERB AR, SEER KubeVirt
VM, FFHEINE D EI, Trident Protect R RUEE R HIE R Z BRI PR T BIK I TRo

BETFarR=TEINNARERF CR Rl

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: <application name>

namespace: <application namespace>
spec:

includedNamespaces:

— namespace: <Vm_namespace>

SIRN AERFE, BERMRER Trident Protect TIEMBHITEAFIIRER
* BXIRIR YAML R, 120 "SR RE"
* BXED YAML =, B2 "elEEEED"
EREE TR TR EMNBREFHITA

MTFETFaRTENNAREFMPTEGRTEIRER R, FI&EHIIRRAILIEHE KubeVirt iIZ1TRIX RN
KubeVirt FEETTEHIE, EPFREENKANERER, RANENRRKBREFHHGITIIRS.

iR EHAE], Trident Protect NZF3 KubeVirt A RMIPRIREE R T EIEH BRI IR KubeVirt iR, XBBITF
KubeVirt £ E B R R B EIZ E M

AP iR
VirtualMachine RIBRLA “kubevirt.io/ FF Sk BYFRES AL
VirtualMachinelnstance MIER LA “kubevirt.io/ FF L FOARZS FOHEE

VirtualMachinelnstanceMigration ZBRT AL
VirtualMachineSnapshot BT ARNEE
VirtualMachineSnapshotContent AR AR

Pod (virt-launcher) Y Pod BA “kubevirt.io=virt-launcher #r& By Bkid o
@ Trident Protect LATE X IR E KubeVirt =8, LUBGRKHiI4 )@, CDI DataVolumes
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(cdi.kubevirt.io) FELEE, UEELIEEIWINRZERMEEMVEREE. 2&, Vir
tualMachines (kubevirt.io) F7E VirtualMachinelnstances Z Bt

AR 2R NI sh S LRI

IREBERTIH BN EMARMEVER FoiSHRIFED, BERFEMSEERNETH AT ANNARFE
Mo

3% VirtualMachine CR BEITE, K#i#A/R (7140 DataVolumes. PVC. Secrets #1 ConfigMaps) =BzhUX
%,

p
1. ERAHEEAAEARCEDIML CR:

kubectl label virtualmachine <vm name 1> app=<label value> -n
<vm_namespace>

kubectl label virtualmachine <vm name 2> app=<label value> -n
<vm_ namespace>

2. {#A “includedNamespaces 1 "labelSelector 83N FAFEFF CR:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: <application name>
namespace: <application namespace>
spec:
includedNamespaces:
- namespace: <vm _namespace>
labelSelector:
matchLabels:
app: <label value>

3. {EFtTE Trident Protect TYERIZCIEZHIIER,
Hihi¥AE A
* &) LARERT @S BB AR RS S AN R BAT LBl M AR 3P SR AR BR B H AN -

kubectl label virtualmachine <vm name to add> app=<label value> -n
<vm_namespace>

kubectl label virtualmachine <vm name to remove> app
=<different label value> -n <vm namespace>

* BEAUES D an R Ta P ERRE RS
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spec:
includedNamespaces:
- namespace: <vm namespace 1>
labelSelector:
matchLabels:
<label key>: <label value>
- namespace: <vm _namespace 2>
labelSelector:
matchLabels:
<label key>: <label value>

£ includedVirtualMachines {FiF45E VM

MBRBRIP—PHZ N RZT B VirtualMachines a8 25, FMEFHTERMEERISE RN, 15ER
‘includedVirtualMachines® Jﬂ:ﬁ 0o

N FBEFFER CR #EAMERM “includedVirtualMachines £ 2818 o
EARE LT X ERLIEFRSS:

* ENAIERF CR A, EEXTZFRIPHIEML.
* BERCRH, EEXT MENTIRBERERBIEDIL

@ 1£iX/R CR A, “includedVirtualMachines’ =aiER, WRAEIELLFE, WSMEENTFE,
BER, UERFHMEMVIREMNEZRT

THER YAML B7R 7T HE kR85

includedVirtualMachines:
- namespace: <vm namespace 1>
names:
- <vm_name 1>
- <vm_name 2>
- namespace: <vm _namespace 2>
names :

- <vm_name 3>

@ ‘includedVirtualMachines’ Y Z N BRI LI | B AREIM G R TE, MMZFZaE TiE VM BRI

R FRER & X AR,
FEL it Lz
namespace string BEBREMINRM Kubernetes #34 = 8],
B R FRBYIE Zan B TEPI— D 2 EIMAE T,
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BT VM N ARRFRA:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: <application name>
namespace: <application namespace>
spec:
includedVirtualMachines:
- namespace: <vm namespace 1>
names:
- <vm_name 1>
- <vm_name_ 2>
- namespace: <vm namespace 2>
names:
- <vm_name_ 3>
includedClusterScopedResources:
- group: storage.k8s.io
kind: StorageClass

T EHFE KubeVirt VM

o] LATEIRJR CR LA includedvirtualMachines, LUNIREFD. REBEEFIIREBFEFREE
KubeVirt 241

E1FE CR L3ERE includedvVirtualMachines BY, Trident Protect {XiFFEFILH
VirtualMachines NMEMBZIR, Il "vVirtualMachineInstance. DataVolume.
PersistentVolumeClaim. PersistentVolume. Secret. ConfigMap. ServiceAccount UNEMS

VM HEXBIIT R,

WRKEXRE CR FEFE includedvirtualMachines, M Trident Protect FRIEIXR/R CR ELBE AR TZEF
/=18

XFERIME CR I CLI 83

TRFE T XF ‘includedVirtualMachines 891 E CR REMENE CLI #5,

XE CR CLI &< AR

BackupRestore  tridentctl- MEEREFHIHAFEN e B T EIRGY, X
protect create namespaceMapping #l ‘storageClassMappingo
backuprestore

BackuplInplaceRe tridentctl- MER R RIGFFRTEHZ o TiE,

store protect create
backupinplacere
store
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EJR CR CLI 83 ks

SnapshotRestore tridentctl- MIREBERREEIFHHABGRE TEMR, X5
protect create namespaceMapping #l ‘storageClassMappingo
snapshotrestore

SnapshotInplace tridentctl- MWRBEEIRAHE TR S BRI,

Restore protect create
snapshotinplace
restore

ReplicateSnapsh Y[R YAML, ESZ@FH MEFHIBVIREIRR, Z#F namespaceMapping.

otRestore T CLI 889 ( “storageClassMapping' LA B {E 8 “inPlaceRestore 17&## 1Tt it
MNBEEHIFERT EER,

F)

EME®H<SH, tridentctl-protect CLIEBEHRET 'includedVirtualMachines BItTE. B

@ SREN VM, BRATER kubectl apply B2 BIRE CR YAML X, ErIUMLFIERE
YAML, tBJLIEEEEER CLI #1 "--dry-run --output yaml RERFIA 1, 1E spec’ TN
‘includedVirtualMachines' &, SAEN %X 15,

VM SEEREIRITA
& CR R “includedVirtualMachines FE&E A5 N FATER CR HEIRIEIF SR

includedVirtualMachines:
- namespace: <source vm namespace>
names:
- <vm_name 1>

- <vm_name 2>
MFRER CR, includedVirtualMachines PHISMBZEERIEER. REBXAEHRBEFEPEENRNE
=ial,

WNERfEF namespaceMapping, Trident Protect Bt MIRIFASHIEIRIE R RN, ASTEXRRER BN B
=iE) s, WIR{EH storageClassMapping, Trident Protect RTEIRIRELIEM ER N FATFMESSARET,

M CLI £/EER YAML

fEAILAEA tridentctl-protect " EMEARER cr, ARHE vamL LURIN

“includedVirtualMachineso

tridentctl-protect create <restore command> <restore name> \
<restore options> \

-—dry-run --output yaml > <restore name>.yaml

YRIBHE LY YAML H7E spec T includedvirtualMachines FE&, SARNAIZXHE:
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kubectl apply -f <restore name>.yaml

Bl EXETF VM BN ABRERF

LUF N A2 RIFA A 8n & (8] B = MEE EE Lo

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: production-vms
namespace: prod
spec:
includedvVirtualMachines:
- namespace: prod
names:
- app-server
- database-server
- namespace: monitoring
names:
- prometheus-vm
includedClusterScopedResources:
- group: storage.k8s.io
kind: StorageClass

Tl elEE D

NETF VM W BEF &N, FEAMEED CR. & CR EAFERET VM HIFK,

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
name: daily-backup
namespace: prod
spec:
applicationRef: production-vms
appVaultRef: s3-vault

T MEIDER BN EEML

LUTF R ME D TERIER database-server, FHEABIEMEINL (190 app-server
‘prometheus-vm) BT,

apiVersion: protect.trident.netapp.io/vl
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kind: BackupRestore
metadata:
name: restore-db-only
namespace: prod-vms-restore
spec:
appVaultRef: s3-vault
appArchivePath: backups/production-vms/2026-03-10T00-00-00%
namespaceMapping:
- source: prod
destination: prod-dr
includedVirtualMachines:
- namespace: prod
names:

- database-server

kubectl apply -f restore-db-only.yaml

¥ "database-server Rz Bk #i R (40 DataVolumes. PVC. PV. Secrets. ConfigMaps F1#8% KubeVirt
HR) BEIER,

. MERRALEREDEDI

LUTFRGI{IE "database-server M& I F AR R B ERGfmE Zial,

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:

name: ipr-db-only

namespace: prod
spec:

appVaultRef: s3-vault

appArchivePath: backups/production-vms/2026-03-10T00-00-00%

includedVirtualMachines:

- namespace: prod
names:

- database-server

kubectl apply -f ipr-db-only.yaml

Tl MIRBRIER B2 R

LR RGN MIRBBIZFRIER R ubuntu-vm-blue-a627be38,
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apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:

name: blue-vm-snap-restore

namespace: blue
spec:

appVaultRef: my-appvault

appArchivePath: snapshots/protectctl-blue-vm/snap-1

includedVirtualMachines:

- namespace: blue
names:
- ubuntu-vm-blue-a627be38

kubectl apply -f blue-vm-snap-restore.yaml

REIMNERS EMimiEsfBE s

BRI LIER—IAJR CR H3% includedVirtualMachines'5 ‘resourceFilter. “namespaceMapping’
# “storageClassMapping' &5 A, URIBAERNAS,

700 “resourceFilter' B, Trident Protect B #ci%3#% “includedVirtualMachines' F%! B BB S AR E R R, 7R
&, ENARRTIESERFE—T I/ \XLELERPEEFHFRIRNE,

spec:
includedVirtualMachines:
- namespace: <vm _namespace>
names:
- <vm_name>
resourceFilter:

resourceSelectionCriteria: Include

resourceMatchers:
- kinds: ["PersistentVolumeClaim"]
names: ["<pvc name>"]

3F BackupRestore. SnapshotRestore #l ‘ReplicateSnapshotRestore, namespaceMapping’
0l “storageClassMapping' 5 “includedVirtualMachines thE ZfE. ‘includedVirtualMachines' )& 85|
AN FEEPERRGETE, 68T EMFEEMGN TSR ERE R R RN Ao

BXRERTHEMEER, 1BBR EH Trident Protect iIRJR N FHFZEF"

fEF CLI 81 VM SEENNAEF
M --virtual-machines fREE N FHEFHSEERERRE KubeVirt BN, MARENHRATIE,

--virtual-machines fr&5 ——namespaces B,
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p

1. BEETUTHRSZ—CIENARR, BiESPHNERRAKIFEPINES. --virtual-machines #5&
M <namespace> (<vm_name>) o MFZPNEMWL, BEESHERES HIRIRAIR:

° B R TE R RN VM:

tridentctl-protect create application <application name> \
-n <application namespace> \
--virtual-machines "<vm namespace> (<vm name>)"

° Ban R RS ML

tridentctl-protect create application <application name> \

-n <application namespace> \

--virtual-machines "<vm namespace 1>(<vm name 1>,<vm name 2>
) , <vmn_namespace 2> (<vm_name_ 3>)"

BXES

*"EXATEENNAER"

* RPN AERE"

* "f§ /A Trident Protect &R N FAIZR"
* ERERAERIZE"

* "Z&24& Trident Protect CLI $&H4"

* "/ AppVault 3T R EIRFER"

E1E Trident Protect H11T4E54

WITHBUE—MBENXEE, ERLGHEENSHENBSIERIPRIE—EIE!T.
an, MEREHHIEEN Pé#’zf‘ » WAILAERRITERERBZIEERESIEESS, H
FERIBTENEIREESS. XAIHRNARER—BEIERR.

HITHRIEE
Trident Protect SZ#F LA T RERIITHES, BABURTFENIRILUSTTRYAYE:

* [REEED
* REER
* &iDHE
* &l
* mERE
* WERER
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HATIR

BITEIRERIPIRIER, BITEBRSHRUTIRFERE:

1. @R EE XRFRITHAHEENN SR LiE1T. EFUREFELIZMNEITERRENBENIE
ERIHF, EREZAXEHFRIRTIRFENMRIEERARE,

2. MREM, XHRFSFLS, "FA 7 RENFER Trident Protect BB RFUKL"

3. ITEHURRIFRIE.

4. BRENXHRKERE WER) .

S EEAN B E IR FEHRITEBETE HMNA R LT, BaLRERZLENIZTRIUERZHNEEE
R, EREEXEERNFITIRF A RIEEARAIEE.,

NREZERXENZMAITIES (G190, pre-snapshot) , MFTHRIEXLEEHIRITINEG, BR, FRIKE
HFRRITIRF BB RIER. B, UTEREEMEFREE B FIERERNRITINF:

1. BRITIRIR AT

2. BRITIRIREH

3. BRITEMAIEN

4. BRITEMNEEN

()  wENEETERERTETERIA snapshot BIE{HET,

PRI AT 2 8, TIAEHEHTIRL, EATLUER kubectl exec BIORT
() st wEERERRRRTENE, IRERNRBAEHBREIIZ—H0. 5
e, AILUSREEREIG SR TE, ARRERES, AR,

@ INRIREBHIHITIEARM. BASMIFR Kubernetes &R, XLEBXRFEEEIREBREZMD URE
RIREEFEIRIER,

XTFEEXITHENEERHA
AN MR TSN, BFEEUTRS.
s BITHB M TER B ASERITIRE, FZHRITIERT LS| AERAEIZS,
* Trident Protect B3R 1THEHFERRIRIZA LRI H1T shell BIARNERES .
* B A/ NBREIFD 96KB,
* Trident Protect fEAHITIEIE BN EAITE AR ERBEMLEIE I ESH TIRE. FHBEERIEE,
HFRITEREE SR Z2ATIIFNa TN BREFENINEE, RN IEREARAREM
@ BB EXRITHBNETHE, NRERXBIITEN RSN SIRBIRE, BHEHUEZ

181E, WINREMWREBIFFEL IR, WHAFETEN. XRRESMERITEATERN
ZEHETEREEDETMK.
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MITHE A ThIEER

NN AR AINSERERITHESN, STmRITERRMmESE, UEEEWSLENESR. ks TR
BASZLERERERMENNAEFIFEER, EARSBEES M REATAERNBER (14 Elasticsearch

) o TSR AFEEIEIITENEREERA—EMEGHERNA R LETHGR. MRNBMITEBREIES N6
2%, EfF51E5 AND ZEAFASG, S MITENRZALUEA 10 MEshThikas.

AINERITESNE N ks ER ENRARILEEFPNA R, SENS AR, EHEEzAsLE
IBITHXERIIA, HikssENRARNFERENRER 2 (RE2) 1BE, ZBEFAZIFCIEMITAYIRPHRE
#3RVTHIEEZ. B X Trident Protect EHITHEHTHIESSPZIFIENRARIIEENES, 1HSR "ENFRAT 2
(RE2) BEZHF"S

@ INR K en & == iE) Tadeas AN EFE IR IR B e P IR (R FRIETTRIUITIE A, H BRRE= R BT
AR R=EF, M6nR=Ejhikad XM AT Biran R =6,

WATHEERR G
1518] "NetApp Verda GitHub I E "X FERITR A 2~ (W Apache Cassandra #ll Elasticsearch) BYSEPRHTT
HH, X UEEROFHIRESHERCHEE X TIEBEL,

@ Verda fFiEERRIBIZIZIR AR, 52 NetApp FVIETZHF. NetApp ZHHHE Trident
Protect FRBYHITIESHHIESS.

BT

@A LAGER Trident Protect AN AREFEIZBEXHITHEN. EFBWMEMEE. BERVMGIRA BELIEH
1THEH.

M CR
TE
1. SIEBEENXZKIR (CR) XHEHIEEMB N trident-protect-hook. yamle

2. BB LU TR LAITEER Trident Protect IR A& B¥ AR E

° metadata.name: (Required) IttBENZFENBIR, AEHNIFEEEFE—HE—HSENZTR,
° spec.applicationRef: (Required) EANHEIZITHITIEHIRN FBTZFH Kubernetes &5,
° spec.stage: (Required) 1&TRHMITHEBNEIRERRBEITHANMENFRTH. FIaEmE:
" ZHI
ozl
° spec.action: (Required) 1ETHITIEEEREPLARENFR SR, RIFEENERRITERS
TSEREBILAS, AIRERYME:

= Snapshot
- &
 WEETS
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° spec.enabled: (Optional) & ERBATEEALNITER, MRKIEE, NEIAMEN true.
° spec.hookSource: (Required) B1& base64 YmiZRVEFRIZSEIF /T8,

° spec.timeout: (Optional) —MF, ENXAFRITHEWSEITHEE, Ua#HAE[G, &/IVMER
1 9%, MNRKIEE, BINER 25 2.

° spec.arguments: (Optional) AJLAIMITHEHIERENSEE YAML 5K,
° spec.matchingCriteria: (F]i%) {AHREXWVAIRTIR, SMHER— I RITESDES. 810
HITHEBRZ AR 10 MfHikss.
° spec.matchingCriteria.type: (Optional) tRIRHAITHEH#HILR LR N FRTEL, CIER(E:
= Containerlmage
= ContainerName
= PodName
PodLabel

= NamespaceName

° spec.matchingCriteria.value: (Optional) tfRIRHITIETS IS EMNF R B HENFRIAR.

5 YAML:

apiVersion: protect.trident.netapp.io/vl
kind: ExecHook
metadata:
name: example-hook-cr
namespace: my-app-namespace
annotations:
astra.netapp.io/astra-control-hook-source-id:
/account/test/hookSource/id
spec:
applicationRef: my-app-name
stage: Pre
action: Snapshot
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==
timeout: 10
arguments:
- FirstExampleArg
- SecondExampleArg
matchingCriteria:
- type: containerName
value: mysqgl
- type: containerImage
value: bitnami/mysqgl
- type: podName
value: mysqgl

- type: namespaceName
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value: mysqgl-a
- type: podLabel

value: app.kubernetes.io/component=primary
- type: podLabel

value: helm.sh/chart=mysql-10.1.0
- type: podLabel

value: deployment-type=production

3. EAIEMAEIET CR X5, M CR:

kubectl apply -f trident-protect-hook.yaml

M CLI
T
1. BIEHITIES, BFETRMNEEBIRES hIE, Fi:

tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FANEITRITHE S

TR ST BENFETHITES, W UEHRSERFHERSITEN. CE2REMEE. BERN

R IR BEF BB THATIE R,
FEHBTHITERSER M ERTE:

1. QIERRRD, WEREHAUBEZRENED, HMEEBEBEMAMLET
2. HRFRPIBITHITIES
vV 1. SIBRRED

f£M CR

FTE
1. QIEBENXEIR (CR) XEHIEEHMBAN trident-protect-resource-backup. yamlo
2. FRB L TEMLUITEEA Trident Protect MBI &2 B4R |

° metadata.name: (Required) IttBENXZFENBIR, AENIFEEEFE—H—HSENZ
o

° spec.applicationRef: (%F) ENHBIBZRFEZMDHINBERFH Kubernetes &R,
° spec.appVaultRef: (&) FHEEHNER AppVault BIEZFF,
° spec.appArchivePath: AppVault PFEFNATHERR. Bl UER Tar<SERILLERE:
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kubectl get backups <BACKUP NAME> -n my-app-namespace =-o0
jsonpath="'{.status.appArchivePath}"'

5 YAML :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. {EFIEMRYEIRTE CR Xf/E, A CR:

kubectl apply -f trident-protect-resource-backup.yaml

&M CLI
HIE
1. 8IEE D, BFEFNEESIRESHHE, fi:

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n <my app namespace>
--app-archive-path <app archive path>

2. BEEDIRS. BRIUESERLRGSS, BRHEETHK:

tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. WIFEMNE BRI

kubectl describe resourcebackup <my backup name>

v PR 2: BITHRITHEH
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f#HH CR

p

1. QIEBENXHKIR (CR) XHHIEHEHMRAN trident-protect-hook-run.yamlo
2. BREB LT EMEUITEZRY Trident Protect IFIBFIERFACE

° metadata.name: (Required) ItEEXREFENEZIR, NENIFREEZE— I H—BS5IENE
#Fo

° spec.applicationRef: (Required) HRILESEELE 1 FEIER ResourceBackup CR HHIRY
2R TETE,

° spec.appVaultRef: (%iE) HERILESEESE 1 2 EIER ResourceBackup CR #fY
appVaultRef fHILHD,

° spec.appArchivePath: HRIZESEESE 1 2 EIEH ResourceBackup CR HRY
appArchivePath tHILHL,

kubectl get backups <BACKUP NAME> -n my-app-namespace -o0
Jjsonpath="'{.status.appArchivePath}'

° spec.action: (Required) 1STHITIEIIGKELARENFRS, BRIMEENEAHRITES
iSRS ERILED, AIRERV(E:

= Snapshot
- &in
- WPEETS
° spec.stage: (Required) 18R ITHEINEIRIERREGEITH M ERBFRF R, EBEBEITF
REERIEMMNENET T, PIRERIE:
" ZH
.zl

5 YAML:

apiVersion: protect.trident.netapp.io/vl

kind: ExecHooksRun

metadata:
name: example-hook-run

spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post



action: Failover

3. {EFIEMRYEIATE CR XffE, M CR:

kubectl apply -f trident-protect-hook-run.yaml

£/ CLI
HIE
1. QI FohiTHEEBIETIEK:

tridentctl protect create exechooksrun <my exec hook run name> -n
<my app namespace> --action snapshot --stage <pre or post> --app
<my app name> --appvault <my appvault name> --path

<my backup name>

2. BERITEBTITONRS. BAIUESETIGS, BINRERM:

tridentctl protect get exechooksrun -n <my app namespace>
<my exec hook run name>

3. #iR exechooksrun X R UBEERZIFMEBTRE:

kubectl -n <my app namespace> describe exechooksrun
<my exec hook run name>

ENZ{ Trident Protect

NREMIXBRAREZERR M, NeJsEEZEHE Trident Protect 214,
EHZ; Trident Protect, EHITUTHE,

P$IE
1. MIE& Trident Protect CR 3 f4:

(D 2506 REREBRAFREUS B,

helm uninstall -n trident-protect trident-protect-crds
2. Bk Trident Protect:
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helm uninstall -n trident-protect trident-protect

3. MF& Trident Protect sp 42 Z5/a]:

kubectl delete ns trident-protect
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