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"storage": [
{
"labels": {

"luks": "true"
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by

"zone": "us east la",
"defaults": {
"luksEncryption": "true"

"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

2. {ffH parameters.selector RENXERH LUKS IMZBMEEM, FI90:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}

3. pIE—1EE LUKS BiiIENER. Fiun:

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA



PR
LUKS MEMETEF A ONTAP EE EHEMIFRH E£48.

TSN\ LUKS BHEIHRECE

EE N LUKS &, BANERRE luksEncryption 8B N (trueo, luksEncryption EM&EIF
Trident BREME LUKS i (“true) HAFE LUKS iR (false) , WL TFRBIFAIR.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svin: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default

snapshotReserve: '10'

BTSN LUKS &/ PVC BCE&

BHEEN LUKS &, 158 FF trident.netapp.io/luksEncryption & true #7E PVC HEERE
F3 LUKS BY7FfiEE, danmBIffRo

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: luks-sc

it LUKS 28515
IERT AR LUKS BEBATEFH TN,
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* MRELNERDS secret PRYERNEIRARLE, NSk %N,

* MNRELMFES secret FRERNZRSITER, Mt previous-luks-passphrase SR 2B,

B
1. 7N node-publish-secret-name # node-publish-secret-namespace StorageClass &%, 540

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret—-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks

csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. RFIEIRE LRI B BDEIE,
&

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. EHER LUKS ZHHLISEH BTN, 15#R previous-luke-passphrase-name #l
previous-luks-passphrase LA Z BIRYZRRDEGIE,



apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous-luks-passphrase: secretA

4. QIEBEHERIF pod. XZBEIHRIPINFER.
o. IIFERIFEIEE R,

&

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

.luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>/<snapshotID>

.luksPassphraseNames: ["B"]

“
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2. N node-expand-secret-name #l node-expand-secret-namespace StorageClass %%, #I40:

apiVersion: storage.k8s.io/vl
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kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}
allowVolumeExpansion: true

“
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AINSELL ONTAP S 5E

TEERIMER ONTAP SHERRMMN, eI IEF Kerberos MEZMEF S H SRR, AT ONTAP 7% VM
RELURS £ Kubernetes EEBEHZA9E(A] ONTAP &, RIS H RSN NS HRBEETIF
LU Rl s AR 37 TR AR -

E Y

5/ NFS. NFSv3 1 NFSv4 58X EC & S 4 5.

HIREAE R

BIEEXNENER, EnUEEE =M ARREhR4AE Kerberos &2 —:

* Kerberos 5 - (B{2IRIEFNINZ)
* Kerberos 5i - (BB B FRIPHNEHIIEFMINE)
* Kerberos 5p - (BB B RFARPHSHIIEFINZ)

EREHIBRNRAEE ONTAP SHIREEHIN, Fla0, WREFEEF A Kerberos 5i #1 Kerberos 5p NZHEYE
BAREH NFS &, BFERAUTIHAIEE:

et Ri%iA1a) BB IHRI R BB P ihin)
UNIX =)=):! =)=):! =)=):!
Kerberos 5i [=y=):5] [=y=):5] [=y=):5]
Kerberos 5p [=Y=:3] [=Y=:3] [=Y=:3]

BXRUNMEILIZE ONTAP SRR S HERBRAN, ESRUT X!
s "RIES R
s "BHNFRINES SRR

elFEZ i) =P

SR BB S Kerberos MIZRIHAERY Trident FiEfGIHACE,

KXFUIES

TECIEEECE Kerberos NIZFERIRICE X HEY, AJLUERA spec.nfsMountOptions BEIEE=MFFEAR
ZHY Kerberos M&Z 2z —:

* spec.nfsMountOptions: sec=krb5 (BEHIRIEMNINZE)

* spec.nfsMountOptions: sec=krb5i (BB BNMRIFIEHIEIEFNMNE)

* spec.nfsMountOptions: sec=krbb5p (BB S MR RPN S HIIEMNMNZE)
{FEE— Kerberos Z&jll. MIRESHFIRFIEEZ N Kerberos MERAN, MAEERE— LD,

pr
1. EREHEL, ERUTREIEEFEHEEREEXF. FRFEFNESEIRES < PiE:
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i,
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. EA P HEIENEEX A RER

or krbbp

tridentctl create backend -f <backend-configuration-file>

NREHLIERY, NEREEGRE. BT ETUTHSEEAEURERR:

tridentctl logs

FIRAHEEEEXFHREE, &R LUIBRIETT create a5 <,

edbEZER FES
BRI LABIETEESS, LUFER Kerberos B ES.
XFIES

ERIBEMEEWRES, ATLUERA mountoptions BEIEE Kerberos MMZEM = MNAREIMRAZ—:



* mountOptions: sec=krb5 (HREIEMINNZE)
* mountOptions: sec=krb5i (BB SHFRIFHEHICIEFINE)
* mountOptions: sec=krb5p (BEESHMIEARIFNSHIIEFNMNE)

{FEE—1> Kerberos R3ll. SIRTESHFIRFPIEEZ 1 Kerberos MERF, MUREEMAE— ML, MREF
fERIRECEPEENMER SEFEENRPEENRIRE, WEHERNRL .

TE
1. ERALLTRBI6IEE StorageClass Kubernetes 3R :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krbb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs

allowVolumeExpansion: true
2. BIETFAES:
kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. HIRECIEEFMEE:

kubectl get sc ontap—-nas-sc

lig:NESETRNSTY WA S DNl i

NAME PROVISIONER AGE
ontap—-nas-sc csi.trident.netapp.io 15h
fCES

IR RMEERE, HEIUEES. BXA, B3R TEE"
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£ Azure NetApp Files EECEIZ{THH Kerberos fiN%E

BRI U EEEE S5 31 Azure NetApp Files TZfi#f5i%aE Azure NetApp Files TZfiEfGimEIN T Z BIRIEERE
LB H Kerberos 0%,

Fiaz i
* IBFRRBEIEELNE OpenShift B£5 /2 A Tridento
s BEHREHBIZ tridentctl ARG R,

* BEFERERHIZR "Azure NetApp Files SXHE"FFEVEER, HARE N Kerberos %S Azure NetApp Files
EhE R,

* EHFREMER Kerberos MZRIES NFSv4 BEEEH. 75515 NetApp NFSv4 BB (5 13 T1)
"NetApp NFSv4 185aIhEEM sz EL ISR

SR FMEE
&R LI B S Kerberos MZRTHAERY Azure NetApp Files IFERIRECE

KXFIES
LT LI ZACE Kerberos MEZNFEEIRECE XY, EBRILUGHETE X AN TRMAIEERNARSIZ —RA:
* M spec.kerberos FERM FEEIRLS*

* f£F spec.storage.kerberos FEXM EHLHLRS!
TEREIRAE XECERY, RERFMEEPRIREERE M,
EE—E5, EEALIERE Kerberos MMEZEMN =N FRERRZASZ—:

* kerberos: sec=krb5 (FRIQIEFMNNE)
* kerberos: sec=krb5i (ABSHFRIPHNSHIIEMIZE)
* kerberos: sec=krb5p (BEAESHBFERIAFRIFHNSHIOEMNME)

p

1. EREREL, CAUTTRAIZSIBREREREEXY, BARRATREEXNFHERNUE (FiEEH
LR EM MRS o ERFERHNESBIRES <> PrE:

it RS A

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

11
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apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:

name: backend-tbc
spec:

version: 1

storageDriverName:

azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>
servicelevel: Standard

networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>

subnet: <SUBNET>
nasType: nfs

kerberos: sec=krb5i #can be krb5, krb5i,

credentials:

name: backend-tbc-secret

btV et Gl

apiVersion: vl
kind: Secret
metadata:

name: backend-tbc-secret

type: Opaque
stringData:

clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:

name: backend-tbc
spec:

version: 1

storageDriverName:

azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>

or krbbp



servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:

- labels:

type: encryption
kerberos: sec=krbb5i #can be krb5, krb5i, or krbb5p

credentials:

name: backend-tbc-secret

2. R E—F IR E X4 EiR

tridentctl create backend -f <backend-configuration-file>

NREHEIEERY, NWEREEGR@E. LB ETUTHhSEEAEURERR:

tridentctl logs

FIRAHAHEEREX ARG, &R LUBRIETT create a5 <,

lfELEd e
SR A B1Z(ESE, LUER Kerberos MMBECE Eo

TIE
1. {ERALLTREIBIEE StorageClass Kubernetes 3R :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption



2. BETFRES:
kubectl create -f sample-input/storage-class-sc-nfs.yaml
3. WIRE BT

kubectl get sc -sc-nfs

lig:NESETNSTY WA S DYl i

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
fcES

SIREFEERMEESRE, EIUEES. BXRA, B3R TkEE"
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