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%3t Trident Protect

Trident Protect &3k

BRIHEEIFR. NEEREE. NAERMFEINESE . BEREENFEREX
LK, LAEFEMIZIT Trident Protect,

Trident Protect Kubernetes S2E¥ s A4
Trident Protect 5ZfE£EEM BHITED Kubernetes =i %a, ®i&:

* Amazon Elastic Kubernetes Service (EKS)
* Google Kubernetes Engine (GKE)

* Microsoft Azure Kubernetes Service (AKS)
* Red Hat OpenShift

* SUSE Harvester 1.7.0 (ONTAP iSCSI)
 SUSE Rancher

* VMware Tanzu Portfolio

* 5% Kubernetes

* {¥ Linux 1+E T 232 45F Trident Protect &17. &F01EEARZHF Windows 1HETI =,

* FfR&R 3 Trident Protect FVEEBFACE 7 IETEIE1THYIRERIZHIZSFNHEX CRD, BRI IREBITH|
@ 25, 1BBH XA,

* HIRZE/VIFE— VolumeSnapshotClass, BXFHER, BFSIA
"VolumeSnapshotClass",

* L% Trident Protect B2 Helm 4.x T E S kR4~

Trident Protect IZf&/5imR A4
Trident Protect 32 # A ™17 fifif5im
» Amazon FSx for NetApp ONTAP

e Cloud Volumes ONTAP

* ONTAP 77f#FE5
» Google Cloud NetApp Volumes
* Azure NetApp Files

BRRTEMERRAE A FER:

* EHIRIEEDIERM NetApp 7ZiE(EA Trident 24.02 SREShRA (BIVEA Trident 24.10) o
* H1RIZIHE NetApp ONTAP 72 /5iH.
* MRS E B TEESDHNRIFER.
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* QI RIB TR BER RN BREFAIEERIREN TN BEFHRR T, Trident Protect A& A EEIEX
tHmRTE; NMREBENZREHIEEAEFEENGRTE, NMHIRIEEEK.
nas-economy ZHHJER

Trident Protect 32#5%%l nas-economy BRIFDTIIRRIRIE. HEIARZIFE nas-economy EHIIRIR. FefER
SnapMirror £, EFEERITKIAETF Trident Protect BYS nas-economy & B AIREBR R

REVARFSEARBERNEIRS. WTXENAER, FEBIE ONTAP FHEAZ L
BITU T L KERREER:

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

ERILUEE N8 nas-economy BEITUU TS RBARKER, ¥ <volume-uuIlD> B NEELHIER
UUID:

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ &R LU IS Trident [RIRACE IEIN “snapshotDir & & 1 “true’ REIANFERHIRBER. A
ERZEM,

{#F KubeVirt VM {R1PEE
Trident Protect TEAGRRIPIRVERRIAN KubeVirt BEIMNURE ST R RENRAINGE, MRIEIIE—BE, &
{éifmxfzﬁsﬁ«ﬁa@@aﬁﬁsﬂu#ﬁmﬁﬂg Trident Protect ARASTIS, IRHTHIERASET Helm EIRSEIZAELAED

@ ERERERRE], A=EREAER (VM) EIEE[ virtualMachineSnapshotse

¥V Trident Protect 25.10 ;R E = A2

Trident Protect £ £URFRIFIRERR B B o GE AR F KubeVirt XERSE, LUBER—21%. M Trident Protect
25.10 744, #ZEJLATE Helm chart REEHRIBEA vm. freeze SHREAIITHN. RIAMERT, ZBHLTFE
BIRE,

helm install ... --set vm.freeze=false ...

V¥ Trident Protect 24.10.1 £ 25.06

M Trident Protect 24.10.1 7¥4&, Trident Protect TEEURRIF12(ERRE B RS IRER KubeVirt X RS, Ik
&, B LIERU THhSZABETH:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect



V Trident Protect 24.10

Trident Protect 24.10 A= TEEURRIPIEELRIE B IR KubeVirt VM XHERZEN—BURS. MNREFER
Trident Protect 24.10 &1 KubeVirt VM #3E, NEEEHIEFRIPREZTIFINXEG RSB R ARE/MRERN
B, XAMRERXGRFELT—BORE

ErRILiEd "ECE L ECE Trident Protect 24.10 SREREBURRIPIZ(ERAB E M4 RS BREMER
, PAIRERU TS

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

ETHRUNAEA Trident Protect & XN FEERFEEREMNL, 1EENW "#H Trident Protect {737 KubeVirt G214
"o

SnapMirror EHIFIEX

NetApp SnapMirror EFlITAF LA ONTAP fi#:R753HY Trident Protect:

* 738 NetApp FAS. AFF #1 ASA &%t, BFHI ASAr2 RARZIFFEH Trident £R1F#1T SnapMirror £,
* NetApp ONTAP Select

* NetApp Cloud Volumes ONTAP

* Amazon FSx for NetApp ONTAP

ONTAP £E£%t SnapMirror EIRER
IR+ KIER SnapMirror £, EHRIEH ONTAP BEHEUTERK:

* NetApp Trident: NetApp Trident ARTEETFEHE ONTAP {EAEIHEVEF B tr Kubernetes 8%
Lo Trident Protect Sz #5{ F8 H LA FIRGHFE R 2 5897E B0 NetApp SnapMirror 3 ARH#HITEHI:

° ontap-nas: NFS

° ontap-san. iSCSI

° ontap-san. FC

° ontap-san: NVMe/TCP (FEE&R{fk ONTAP i 9.15.1)

* FAENE: KHTEIREF B TR ONTAP ££8f L3 BB H#IBERIFIREE87 ONTAP SnapMirror R 1A, FS
i%] "ONTAP #f9 SnapMirror iFEI#EIR" A THREZE 8.

M ONTAP 9.10.1 748, FRBTFRIEERLL NetApp FFRIIEXH (NLF) I R32fY, ZXARERZ 1T IhEER
BAXM, BXRIFEAMER, BEZEI"ONTAP One MFHRITFRTIE"

@ {¥32#F SnapMirror & 1R

SnapMirror EFIHNEXRFIEEM
MRS ERFEERENE, BFRERENIMNETHEULTEK:
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* SR SVM: LA ONTAP /IR, W§SH "EEF SVM WS LITRESEL,
() ®REm ONTAP B2 AMYESIX A RER SVM EFRE—,

* NetApp Trident 1 SVM: Y5542 SVM 450 e] BB F B ir&EE% LAY NetApp Tridents,
* RERH: EBEETE Trident Protect FARINFIEIE ONTAP Ffi#fgis, MUEIRERIXR,

FAF SnapMirror EFI8Y Trident / ONTAP ECE

Trident Protect BREECE F/ D —MNE RN B SR ERINEFMEER. MRIFNBREEERE, BFNA
EFNERS RN AREFAENEFREER, MRERESEL,

Kubernetes £&% SnapMirror £ #I5EK

1R Kubernetes SEEEHE U TEK:

* AppVault AJiiatE: R BIRER L EE MR RFRZA BEM AppVault SREXFI B NLUHITV AIEF IR
£l
© WggiERE: RERAEMN. FERRMN IP R1F5I%R, UBRAM TSR AppVault # WAN Z 8898

fSo

@ WS EWIFRTE WAN Ei LSS MBI AEREE. FEEESEH 28, B5EMIEMER—E
B LR E K,

ZEEMEIE Trident Protect

INRIEEVIFIERTS Trident Protect IEK, &I LURERL TS BIEEEF LR Trident
Protect, #&AILAM NetApp FXBX Trident Protect, tBE]LAMEE CHFAEEMRELETE,
WNREERETAIAIA Internet, MAAEEMRELZESEEE.

24 Trident Protect

M NetApp &t Trident Protect
T
1. 3500 Trident Helm 72A&RE

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. M Helm %% Trident Protect, 1§ <name-of-cluster> BiRNEREN, ZBMGHEILERH
AT RREEE AR

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2606.0 --create
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-namespace --namespace trident-protect

3. (Aik) ERAFHAREER (BINATHEH) , BEA:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set loglLevel=debug --version
100.2606.0 --create-namespace --namespace trident-protect

I BEIERBEBIT NetApp FFREMHERE R, MAFEREERNEIR,

MFLABEEMERZEE Trident Protect

WNRIERY Kubernetes SEB¥ T ATA IR B BN, ER] UAMFAR BRGIEM R L2 Trident Protect, 7EXLER A
, FRNEFNEESIRIESHIE:

pg
1B LTS RIZI AT B, BtRE, ARRBEMXEIZAEME:

docker.io/netapp/controller:26.06.0
docker.io/netapp/restic:26.06.0
docker.io/netapp/kopia:26.06.0
docker.io/netapp/kopiablockrestore:26.06.0
docker.io/netapp/trident-autosupport:26.06.0
docker.io/netapp/exechook:26.06.0
docker.io/netapp/resourcebackup:26.06.0
docker.io/netapp/resourcerestore:26.06.0
docker.io/netapp/resourcedelete:26.06.0

docker.io/netapp/trident-protect-utils:v1.0.0

a0

docker pull docker.io/netapp/controller:26.06.0

docker tag docker.io/netapp/controller:26.06.0 <private-registry-
url>/controller:26.06.0

docker push <private-registry-url>/controller:26.06.0

EIREX Helm B, 1BEELEERSE Internet i5IRITPRRYITEN_EEE "helm pull trident-
@ protect --version 100.2606.0 --repo https://netapp.github.io/trident-protect-helm-chart’

T Helm BIR, ARIEEMM “trident-protect-100.2606.0.tgz X4 E FIEI B AIFIR,

HEREFZBHFER helm install trident-protect ./trident-protect-100.2606.0.tgz A2


https://netapp.github.io/trident-protect-helm-chart`​下​载
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RS | BHITRE,

N

RlZE Trident Protect RZiAp 2 Fia):

kubectl create ns trident-protect

3. BREAMR:

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

b

BT Z AEMRE (D IIEATHIENE A

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

[¢)]

. %0 Trident Helm 72f&

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

(o))

- BI—1R N protectValues.yaml BIXfF, HRHEPEEZ LT Trident Protect IRE !

imageRegistry: <private-registry-url>
imagePullSecrets:

- name: regcred

imageRegistry # imagePullSecrets BEiEHATFRAEAHGE R, S

@ resourcebackup # resourcerestore, MRFFEGHIXZ FMRIIVFEFMEE
B&1E (5190 example.com:443/my-repo) , BRI AMRFEPEETERRIT, X
HRM <private-registry-url>/<image-name>:<tag> FIZENFIEE%,

7. {EF Helm &% Trident Protects ¥ <name of cluster> BRAERRIR, ZBVEGHELERH
FAFIRRERNEHIRE:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2606.0 --create
-namespace --namespace trident-protect -f protectValues.yaml



8. (Aik) ERAFAREER (BINATFHEHR) , BER:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set logLevel=debug --version
100.2606.0 --create-namespace --namespace trident-protect -£
protectValues.yaml

X BEIERBE BT NetApp FFREERE R, MEAFENREERHNEIR,

@ EEEFHM Helm ERECE LD, E4E AutoSupport I& B & TiEITHIE, ESE "BEEX

Trident Protect &%£",

Z3E Trident Protect CLI ifif4

&l LU{EF Trident Protect 55174 (Trident tridentctl SSAAREFEHTE) KeliE
Trident Protect HENX &R (CR) #52Z2x% H,

23 Trident Protect CLI 3H {4

EERGSITEARERZE, SERETEFTATIHREENITEN L, RIBENITENERNZE x64 12
ARM CPU, BHITUTTE,

79 Linux AMD64 CPU T &idf
S
1. F# Trident Protect CLI #&iff:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/v26.06.0/tridentctl-protect-linux-amd64

73 Linux ARM64 CPU T &id
TE
1. F% Trident Protect CLI $&4:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/v26.06.0/tridentctl-protect-linux-arm64

T#HIERAF Mac AMD64 CPU HIiHEH
g
1. T2 Trident Protect CLI $#{4:



curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/v26.06.0/tridentctl-protect-macos—-amd64

T#HIEAF Mac ARM64 CPU BYifH{E
I
1. FZ; Trident Protect CLI $f{4:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/v26.06.0/tridentctl-protect-macos—-armé64

1. JoddftE G 4 R FAATAR |

chmod +x tridentctl-protect

2. BHREHEIX G EFIE PATH TE2HREXMAIE, i, /usr/bin & /usr/local/bin ({&d]
RFINGR) :

E'%’&
3

cp ./tridentctl-protect /usr/local/bin/

3. E, MALUSHEMG THBIXHERREARFHENMIE, EXMERT, BNHRZUER PATHZE
Hy—&R5

cp ./tridentctl-protect ~/bin/

@ BiRHESE PATH TEFRMENMIE, aTLUBIE RN tridentctl-protect' 3 "tridentctl protect” A
(ERCIKTA=REI= LT

#&FE Trident CLI }EH{EESEN

1&o] LUE B A B4 S B ThEEIABN A X I ThRE BV IF A5 B
S

1. (FEREEhREEEERIEM:

tridentctl-protect help

ERAm< BTk
L Trident Protect CLI fitfa, AJUBARLH<SHIBRITTAIIEE.

(o0}



J&F8 Bash shell BB &I5ER
B
1. BIESTRRZS
tridentctl-protect completion bash > tridentctl-completion.bash

2. ZEEHRPEEESHANHER:

mkdir -p ~/.bash/completions

3. ¥ TFHMMZASTEEHE ~/ .bash/completions BR:

mv tridentctl-completion.bash ~/.bash/completions/

4 BUTTAMBIEBRPH ~/ .bashrc XfF:

source ~/.bash/completions/tridentctl-completion.bash

[BF Z shell B EHTER
p
1. BB STRMIAS
tridentctl-protect completion zsh > tridentctl-completion.zsh
2. ZXERPEECEMENHER:
mkdir -p ~/.zsh/completions

3. B THMMAIZENE ~/ . zsh/completions BR:

mv tridentctl-completion.zsh ~/.zsh/completions/

4 BUTTAMBIEBRPH ~/ . zprofile X!

source ~/.zsh/completions/tridentctl-completion.zsh



=

TREF shell BY, &R tridentctl-protect HifE BEhSER A S

BHENX Trident Protect &3
A LABE X Trident Protect BIZRMIABLE, LURREIFERFEER,

IR
JA%N

}EE Trident Protect B2 X EPEH

L% Trident Protect 5, &R LUERECE XA Trident Protect B2SEE R

%l Trident Protect 121F b AR R RHEE,
T

&

1. BIEE—1E AN resourcelimits .yaml B,
2. IRIBIEHIIFIETK, 1FH Trident Protect B8 RIRFIETUA 7T

10

UTEEXH RS T TARAKRE, #E8

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage:
requests:
cpu: 100m

memory: 100Mi

ephemeralStorage:

resticVolumeBackup:
limits:
Cpu : mn

memory: ""

ephemeralStorage:

requests:

mwn

cpu:

mnmn

memory:

ephemeralStorage:

resticVolumeRestore:
limits:
CpU. . mwn

memory: ""

ephemeralStorage:

requests:

mwn

cpu:

nmn

nmn

nmn

mn

nmn

PAY =Y

= &7

RIRRFIBIEGAE:

RRS, 1RE R IRIREfE

7R

158

REIEYE



memory: ""

ephemeralStorage: ""

kopiaVolumeBackup:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

nmn

memory:

ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

nmnn

memory:

mwn

ephemeralStorage:

3. WA resourcelLimits .yaml XHHE:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f resourcelimits.yaml --reuse-values

BEXZE ETFXAR

L4 Trident Protect /5, &0 LUEAEE XHE Trident Protect Z28H9 OpenShift 4 T4 (SCC)o
XL E W T Red Hat OpenShift 28 Pod FIZ 2 R%,

ps
1. gIE—EH sccconfig.yaml B 14

2. ¥ SCC ETUAMEINX 4R, HIREIMEZEBHESH.
UTFRBIERT SCC MBS BIEIAE:
scc:
create: true

name: trident-protect-job
priority: 1

TREART SCC RIS



1HR

RERS A LLEIE SCC HF, 1R
Y scc.create BN true A
Helm &#£13#2iR%! OpenShift IF
B, 26l SCC B, R

28

create

A7E OpenShift LigfF, EWMR

scc.create 88BN false, M
R Bl SCC HiF,

18E SCC K& TR,
EX SCC MffLittho RARIER

name

R

=AY SCC TEMLITRERUERT SCC

Z AT,

3. N sccconfig.yaml XEHRIE:

helm upgrade trident-protect -n trident-protect

EININ

true

trident-protect-job

1

netapp-trident-

protect/trident-protect -f sccconfig.yaml --reuse-values

X¥H scccon fig.yaml NP IEERNERIEIIAE,

Ao E Efth Trident Protect helm B Ri&E

BRI LIEE X AutoSupport I8 E. #p& = afHE ] OpenShift webhook IEPEIR, LUFEEMNEEER, T&

R T A RNERES:

restoreSkipNamespacelLabels

S it
autoSupport.proxy string
autoSupport.insecure RIRE
autoSupport.enabled FIR{E

restoreSkipNamespaceAnnotations string

string

WiPH

79 NetApp AutoSupport IE#ZEEE A
¥ URL, fERILEIalED IEAR
SaRBRHE bR, Rl

http://my.proxy.urle

ISE RN true BBkT
AutoSupport IEEEM TLS
ik, XATFAZE2NREERE.
(BRINME: false)

BRZASH Trident Protect
AutoSupport 48 L&, KB N
false B, IHRINEHLEBIRE
B, BE&NART UFohE S5
48, (BUAME: “true)

BEME DRI ERHRR
TELERIES DRETIR. AIFE
RIEERE it an & =(alo
BEME DR FIR PR
TEWFERIES DRETIR. AIFE
RIEARET IS a & =8,


http://my.proxy.url

28 it LA

useOpenshiftServiceCA m/RME BF5 OpenShift ByZsi Service
CA Operator BY5%ER, LUER
Trident Protect £\ webhook Bzf
BUFEN TLS IEH, RERN
true By, Service CA
Operator =HENEIE webhook
TLS JEP, {XFf Openshift £
BEEfER, (BRIME: “false)

ERILAER YAML FRE XX Ean <1 THR S B B X LT .

/8 YAML X1
-
1. QIREEXHHIEEG RN values. yamlo

2. ERIEAIXMH, INE B EXHECE R,

autoSupport:

enabled: false

proxy: http://my.proxy.url

insecure: true
restoreSkipNamespaceAnnotations: "annotationl,annotation2"
restoreSkipNamespaceLabels: "labell, label2"

useOpenshiftServiceCA: true

3. FHEMMEIAS values. yanl XH&/E, NAREXH:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f values.yaml --reuse-values

fEF CLI i%:&
T
1. FERUTHEE --set IEHNHSIEERENSE

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set autoSupport.enabled=false \

--set autoSupport.proxy=http://my.proxy.url \

--set-string
restoreSkipNamespaceAnnotations="{annotationl, annotation2}" \

--set-string restoreSkipNamespaceLabels="{labell, label2}" \

--set useOpenshiftServiceCA=true \

13



-—-reuse-values

3% Trident Protect Pod [B&IZFET =

& LAE A Kubernetes nodeSelector 3 Rt ERLRFRYE T RARZZIEHIMPLE T5 =8 ZARIZTT Trident Protect
Pod. BRIAERT, Trident Protect {XPRFIE1T Linux BT . ERILURIBRE#H—F B E XGX LR H,

B
1. gIE—1B A nodeSelectorConfig.yaml B 14,

2. ¥ nodeSelector ETRMEIXHF, FHIRIEIFENEBEEIH LU E LT mins LU TR, 530
, UTFXHEERINEERARSG, EHi 5 EXISMNBEFRRBR:

nodeSelector:
kubernetes.io/os: linux
region: us-west

app.kubernetes.io/name: mysqgl

3. W nodeSelectorConfig.yaml XH&EHHE:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f nodeSelectorConfig.yaml —--reuse-values

XEERIARGI SR EE nodeSelectorConfig.yaml XIS ERIPR S
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