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3tF SVM, EEEZHAREZERE LIF R, B2, BNIZBRENNELZLSRIRS EERNAERE—E,
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vserver modify -vserver <svm name> -max-volumes <num of volumes>
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# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# 1f volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>
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* BNIERIWECER defaults RPIKE qosPolicy o BEIWUTEIREERG:

version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
datalLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg
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SNBSS EEAL ER B R TEZHNENEINREZ TR INBERT, XEINERWIES, FIERERRE
F "pod 25" 2R ItEINEE,

FHFEEM Kubernetes MM ENHITIARINGEG, NUERAXNEEREFME, PVHEERASIN, MAEH
Trident BIE, XMRT RBEH Kubernetes MIMBENE M EIZEH BABERER, FHEETIWHER. b
, BN EEXSHER, RIFM Kubernetes S£85 11 Al Kubernetes SEE¥5MERRY B ARARSS 2818 1TIA10),
FHFEEETREMIEMT = (%0 OpenShift) MEEREMIT ELHBFRNEAEFNTS, NEARMNSE

REERHA D REINFERRRIAR], XEIENBEIXLEAMILHET R8RS (5190, OpenShift Metrics Al
Logging ARS5) LA EREBEIFFEAL I T AR EN T2 88 5 SRR,

ERT ALK

BN EZHERETRRSFE— T FHRE, ZREEXAIFAR Kubernetes B HRFENTIRo Trident BILAEED
IRMEES LR, BIXMEI, Trident FHECEMNEMNIARIREI) Kubernetes B HPHITIR, HERT
T3 R BN/ ERo

E, EHAILUFHRIESHERR, ANEEZR—IHSMAES M RIFEIERSHAN

* f£H vserver export-policy create ONTAP CLI a5 < 82 FH KK,

* f£F vserver export-policy rule create ONTAP CLI &g EMNARINE S HEREE,
BT S S A LR HIMILE Kubernetes T3 5 7] USR] X LE 308
NN AR SVM 2 showmount
1% “showmount IHEEE NFS FFimgERE 1 SVM LEREXAI A NFS SHEYYIR. ZPEE Kubernetes &8
pod AJLAXF & “showmount -e' &%, FIZRWRIBEHNYIR, BFEEXAOHNNER . BEAXEGHIER
2E, EERTRETFAHVENGEE, TEBEMREENEAFEES NFS S,

ENIZERA SVM 2% ONTAP CLI 552 showmount :

vserver nfs modify -vserver <svm name> -showmount disabled
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T #R7 Trident BECE& SolidFire ZERR{ELE,

tlZ SolidFire K~

1 SolidFire (kP RXEX—"H—EFREE, HiZWHEBE 2 —4H Challenge-Handshake Authentication
Protocol (CHAP) £18, &I LUERM A X CHAP EiRs@d &A1k R P ERLA KA S, — MKkP &
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82 QoS K&
NMRECEMREFEINATFZNENENIRSREIRE, 1A SolidFire RSB HAE (QoS) %K.

ERILUREIRE QoS S8, PILUBTIREE X QoS NE=NAIEEESHKRRE N ERMEE: &V IOPS. &K
|IOPS F1ZR’% 10PS,

THZ 4Kb 3RA/NAgER R/ RAFIRAK IOPS B

IOPS £ ENX &/ME IAE A{E (4Kb)

&/\ IOPS HHRIEMERER S, 50 50 15000

=X IOPS MERERSEIIIE 50 15000 200,000
o

=% I0PS fEntERAH=Ha 50 15000 200,000

YFRYERK I0PS,

@ RARA IOPS M=% I0PS AJLAIZE A& 200,000, BEMNKIFRAMRES BB EERZEN
BT RIERERIRE,

RANFHEX IOPS BMEBREHEFM. BEERA/NIEN, RAGERHEREEMNEILERARA/NIENRI. B
EHAVEI, RAREBIRIB IOPS HEZ R, BHX QoS MIMREENEZER, 155 "SolidFire B35 E

SolidFire S1{4%03iF
Element Z#FMFHSPIRIE%: CHAP F1&iAIR4A (VAG), CHAP A CHAP thilERHRIEIEEN. HiHIH)
AIRHEINEIGBERERIAIE. NetApp BINEAR CHAP #ITHHIRIE, RACERBERSET BRH,

@ BA1%58 CS| BiBIZFAY Trident X3EF CHAP B418iF, VAG REETE(E4RVIE CSI 2E1E
A EMA,

QBEETIKPRVIGIEESA 8 CHAP S50 (IERchRE2FTHANERF)  WMREA CHAP #iTHH%
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» MMBE#HITRHE . TNR (NETREENEIE, HETRREERTET SmmEREH NHC #iER.

TR pod BERIIZAN

B ERSEREMNBET R RERR TERE. €12 TNR /G, TNR ZHIZE T =IME AT =, BrlEE[
WMEVEA, HABHIBREGHFEIS R Pod RESM,

B B RS S R RIIR EN ST RIFR B &/PVC:

s EABESHEERA NAS F1 NAS-economy % ([EF52#F SMB) .
* SAN #1 SAN-economy %,

BRI [XTaEEoBENIEAEED

AT
* EARFIREISZIFHIER Pod & MBIET mPHIFR. Kubernetes S XLEEMAERIRENT = L.
* FABEIRETZIFMNE (BIEIE Trident &) B Pod Aa MBFET SR HIER,

* FRIEIKE T Pod R trident.netapp.io/podRemediationPolicy: delete, BMARSMHKIET =
PP Pod (JE PVC) o

#&% Pod BFR1TH:
A LUER Pod ARBRBEENX Pod #BR1T/:. trident.netapp.io/podRemediationPolicy[retain,
deletel, HAEMEERZN, SKNEHERAXLE IR, B IENATF Kubernetes deployment/replicaset pod
e, LA LERPE S EFRER:

* retain - L AR ERE], A= MBEFET PRI Pod.

* delete - 7L BEhiRPEFET2HAIE], Pod R MHFET = A IFR.
XL FREE] AN A FEfE pod.

@ * WFEHEFBREIDENE, /0 BIEIEHRMET = EHHELE,

¢ NFAZFEREIDBENS, FEHIRRAN S EEZREBI NG,

TridentNodeRemediation CR

TridentNodeRemediation (TNR) CR EMX KM T /=, TNR BIBFRE LM T AR o

TNR 7=l

apiVersion: trident.netapp.io/vl
kind: TridentNodeRemediation
metadata:

name: <K8s-node-name>
spec: {}
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TNR K& FERUTHLESR TNR BRSS!

kubectl get tnr <name> -n <trident-namespace>
TNR AJgeb FUL RS Z—

* BEH:
° AR LE R ENZ T R RVREIREIFT SRRV ENS 1/0 1h1Rl
° Trident T RMRWATIC AR HFHBRYAZLR)
° N = IBR Pod F1&MH4
* NodeRecoveryPending:
° RIS EEFTTRIREK.
° mRENGE, KMaFRRETRTE, IHRELm.
* WNERM K8s HMIBRTI A, TNR IZHIZREMIER TNR HIZ LXK,
* pRIh:
° EITERFMBRBENTRMES R, TRET&, AIHIELH.
S
o RE]MEMEIR. HIRMREATE CR MY status.message FEEFILE,

= F B o E T

[ElE e

* 7£/2 A automated-failover Z#l, IFHEREBAEH I E. AXIFAEER, BEN X TEH D BEIFAE
Elo

* 7£ Kubernetes £8P LETTRIBTTIRTRE (NHC).
o "4 operator-sdk",

o fEEEB %%t Operator Lifecycle Manager (OLM) (3R EAXZE) . operator-sdk olm
installe

° % Node Health check Operator: kubectl create -f https://operatorhub.io/install/
node-healthcheck-operator.yamle

@ TR UEREM T EREN T R 8EE, NMTEN [/ EENT RIETRUNER RS =] 885
Fridto

BXEFARES, BER TRERLEEET
p

1. 7£ Trident 85 & =8]8 NodeHealthCheck (NHC) CR LAMS I EEB AV T o fl:

apiVersion: remediation.medik8s.io/vlalphal
kind: NodeHealthCheck

metadata:
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name: <CR name>
spec:
selector:
matchExpressions:
- key: node-role.kubernetes.io/control-plane
operator: DoesNotExist
- key: node-role.kubernetes.io/master
operator: DoesNotExist
remediationTemplate:
apiVersion: trident.netapp.io/vl
kind: TridentNodeRemediationTemplate
namespace: <Trident installation namespace>
name: trident-node-remediation-template
minHealthy: 0 # Trigger force-detach upon one or more node failures
unhealthyConditions:
- type: Ready
status: "False"
duration: Os
- type: Ready
status: Unknown

duration: Os

2. £ trident MRATEFNAT RIBTRIKE CR.

kubectl apply -f <nhc-cr-file>.yaml -n <trident-namespace>

iR CR ECE % K8s worker T3 s A9 554 Ready: false #1 Unknown, Tisi# N\ Ready: false I Ready:
Unknown XZSBT Rt & Automated-Failovers

CR HHJ "unhealthyConditions £ 0 #ZEfRHA, XS E IR TE K8s 1B TI 55 Ready: false BYiL
Bfit%, XZ7E K8s RETRHLBGEIREN. K8s NBIAMEARE—ROBEER 40 ¥, AGIRE Ready:
false. BILATE K8s EBE1EINH B E X L BT FRER,

EEEHMEE XD, i52% "Node-Healthcheck-Operator 214",

HihigEBER

% Trident F /5 FAREIIREITNAERY, RYOFE Trident SR TEIF EIRIERMEINRIR, LUE#HS NHC B
EE. TridentNodeRemediationTemplate (TNRT) #1 ClusterRole,

TridentNodeRemediationTemplate (TNRT):

TNRT 782§ NHC fZHIZSRIIEMR, %R RIBEFEZMEA TNRT £EAL TNR FHiRo

apiVersion: trident.netapp.io/vl
kind: TridentNodeRemediationTemplate
metadata:

name: trident-node-remediation-template
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namespace: trident
spec:
template:
spec: {}

ClusterRole:

BRSEFIFEE, EREIEFEIFMBEERE. XIHTF T NHC 3 Trident 852 =iE]H TNR BIFR.

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

labels:

rbac.ext-remediation/aggregate-to-ext-remediation: "true"

name: tridentnoderemediation-access
rules:
- apiGroups:

- trident.netapp.io

resources:

- tridentnoderemediationtemplates

- tridentnoderemediations

verbs:

- get

- list

- watch

- Create

- update

- patch

- delete

K8s SLE¥ AR ANLE

AT B IEERESIERTS, B1E K8s 4P RHE & B ohEiERE, RN RtaEIsEREs. &0
LUBZ &4 CR RE{E NHC CR (J0LFTR) :

kubectl patch NodeHealthCheck <cr-name> --patch
'{"spec": {"pauseRequests": ["<description-for-reason-of-pause>"]}}"' --type=merge

XREFEMRERS. EENEABEMRERTS, BELEPTTEMEIBERRFR pauseRequests,

PR

* ARTESETH D B SHFERSIET = _EFELE 1/0 #1F. RBERREH D BEZFNE/PVC BY Pod 7 =B
Bo

* BaRPEREB R GIRETE trident-controller pod RiE1T. SARFEE trident-controller BYTY I P&, NI
Bt PE G WIER, B K8s ¥ pod BBahEIf2ET M=,
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EMBEEXTRIBTRICER RS E

EATLAR Node Healthcheck Operator Z 9 & AT R FERIN TR A BohEfERS. N7 MRS BohifE
RENEINGRSYE, EHEEXERS RN

* KME T SHFER I TNR, SEAMET SMZFREN TNR CR &#FF,
s UPSEMER TNR &F Succeeded IKESET, iEMIFE TNR,

Ze4
Trident T2 &Y
EEALATIEEIY, LR Trdent WREZ L,

£ B CRIER R =8RG TT Trident

PN ARRR. NAREFEES. ARNEENARRF IR Trident WRENXE Pod, UHIRAIFERITZMEH
PR LB TR SR,

EREMNBERMERS Trident 28, BB TEB S Kubernetes #3 T [B]H % 4L Trident(trident) o
¥ Trident REB S B TRIPTIHHRER B Kubernetes BIEA R A 8E35iA) Trident Pod F1EE1Ef R =8

CRD MRHFWTH (WFiHF CHAP 1% (WIRER) ) . BNZKBEREAFEERG A Trident 858 =],
MIifIiAIa) “tridentctl’ RZFBFEF .

%f ONTAP SAN [Gim{Ef CHAP S{3IiE

Trident SZ3FEF CHAP Y ONTAP SAN T{Ef#E BB I0IE (£ “ontap-san’#1 “ontap-san-economy IR EhiZ
FF) o NetApp BIEAXN A CHAP 5 Trident 1T ENMFME G Z B8 F 19 I8E,

JHF{EA SAN FEIXEHFERRY ONTAP j5i%, Trident ATLUSEIN A CHAP @i “tridentctl BIE CHAP B

BINZE, BBR"ESEER ONTAP SAN IRopiZFELE f5in" LU T 2 Trident 407 ONTAP [5ik LA E
CHAP,

3% CHAP B/3%3iF5 NetApp HCI 1 SolidFire j5is—itCfE o
NetApp ZINEFEN @ CHAP, LUHIRENS NetApp HCI # SolidFire iz Bl F{9383IEF, Trident EEAA—
WMEWNR, HhSMAF ST CHAP B2, L& Trident [5, E2EIE CHAP ¥R HZMEEAEN PV

M tridentvolume CR X&RH, 6liE PV BF, Trident {8 CHAP #H%ZKB5h iSCSI &)1&, HiBid CHAP 5
NetApp HCI #1 SolidFire &4#H1TiES,

() e Trident BRSBTS FBHIME XL

¥ Trident 5 NVE #1 NAE B2 &

NetApp ONTAP 12HESEUENE, LEEHEWE. BEINEHEAMFRIPSRSE. EXFMER, 158
i%] "E2E NetApp BINZELR",

* MREFRSAT NAE, MTE Trident PECEREAIEEBIE B A NAE,
° EAILUR NVE IIERSIRE N " UGB A NAE B9%E,
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* NRKERIHBE NAE, NTE Trident PEEENEAEERKEBE NVE, RIEERIKECEFIE NVE INEIRES
IGEBEN false (Ekl}\fﬁ) °

B NAE B9/5i%_ETE Trident REIEREXAIHIT NVE 3¢ NAE 0%,

 EETLE Trident SHEEIE NVE MIEHFEIREN crue, LUEE NAE IS, HESE
©) BIEES | SR B AR,

* £2H NAE MfGim 38 NVE INBAREIRE AN false BIRIZ B NAE &, T/E@EE
NVE MZFREIEE R false' SKEZF NAE N,

s BRI LLUBE B0 E NVE INFTAREA true 1 Trident FF 506172 NVE %,
BXEmEEXRINESER, ESH:

* "ONTAP SAN Fg & Em"

* "ONTAP NAS f&EIn"
Trident Linux £&i—Z%$H1& 8 (LUKS)

& LUB A Linux Unified Key Setup (LUKS) 3&AN%% Trident B9 ONTAP SAN #1 ONTAP
SAN ECONOMY %, Trident 3% LUKS IR ENREEEHWIRINET B.

7E Trident 1, LUKS MNZMEER aes-xts-plain64 AR, 0 "NIST" FritEf.
() ASArR R4FH LUKS MIE, B%ASAR RAMEE, HBIN T HEASA 2 FHERL

Faz Al

* TF T RWARE cryptsetup 2.1 SESMZA (BIEF 3.0) - BXFMES, 15AIA) "Gitlab:
cryptsetup”s

s HFMAERE, NetApp BT AT SZFmRNZIMERIES (AES-NI), EIF AES-NI X%, BiBfT
Tar<:

grep "aes" /proc/cpuinfo

NREEREUE RS, NRTENLIEEZFAZHE AES-NI, BX AES-NINEZER, 151 "Intel: &
RINEATAERS S (AES-NI)',

B A LUKS N

&R LUER Linux Unified Key Setup (LUKS) 3 ONTAP SAN #1 ONTAP SAN ECONOMY &R RSN EMNEM
BN

p

1. EEHRBEHREN LUKS IIZEM, BX ONTAP SAN GitfiB &N E LR, iE2% "ONTAP SAN f
TR,
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"storage": [

{

"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",

"defaults": {

"luksEncryption": "false"

2. f£f8 parameters.selector RENXMEA LUKS MEZENTEME M, Fla0:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—-name:

luks-${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. lE—1ME& LUKS ZBiRIENZEH, fia:

kubectl -n trident create -f luks-pvcl.yaml

apiVersion: vl
kind: Secret
metadata:

name: luks-pvcl

stringData:
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luks-passphrase—-name: A

luks-passphrase: secretA

L]
LUKS MZMETEF I ONTAP EEHUEMIBRFIELE.

FAF 2N\ LUKS S /EIRECE

EE N LUKS &, BAERRE luksEncryption 8B N (true. luksEncryption MK
Trident BREME LUKS INE (“true) HAFTE LUKS tnEE(false) , WLATFREIFRR.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

BTSN LUKS £#8 PVC ECE

EESN LUKS &, 15 ER trident .netapp.io/luksEncryption BN true #7E PVC HEESF
FA LUKS Wy7ztEE, MNARfIFfz.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: luks-sc
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iR LUKS Zh352i5

ERTLAEHR LUKS Z0RIEH IR,

@ ARG EERNBREME. RIBNED5IBZE, BAETICREEEE. MRS ANED
REERK, BrRRTEAEHE, HAMERFREMEBLETRR.

XFIES
LTEETEMBY LUKS ZRIBFIEGE0IEETHER Pod BY, &% LUKS ZRIZFZIERIR, €JEH Pod BY, Trident
=RE LB LUKS ZREBAEE SRR Eoh BB EEH 1T R,

* WIRE LWERIES secret RRESNZRIBALED, M=%k Ehek.

* NRE LEWRIBS secret PREEHZRIBILAD, Ntk previous-luks-passphrase SEEH A0,

p

1. 70 node-publish-secret-name # node-publish-secret-namespace StorageClass &%, 590

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. RFIEEIRE LRI B BEIE,
&

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>/<snapshotID>

...luksPassphraseNames: ["A"]
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3. EHER LUKS ZHHLISEHBF BTN, 15#R previous-luke-passphrase-name #l
previous-luks-passphrase ILECZ BIRYZRRDEGIE,

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous-luks-passphrase: secretA

4. QIEBEHBRIH pod. XZBEIHRIPIH R,
S. IIFRRIEIEE IR,

&

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

.luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["B"]

ZR
HXEESMRR LR EFHEDAEEN, ZERIEERHR,.

@ WNRIREIFHNZRIGEEIE, 90 luksPassphraseNames: ["B", "A"], NiekEAFATEN,
1&0] LU & — Y pod RE I ERUES -

BEREEYT E

EAILATE LUKS IIZENE LB BEY B,

p

1. BA ‘CSINodeExpandSecret‘Ijj 7] (beta 1.25+) . BXFHEE, BSIH "Kubernetes 1.25: £
Secrets #1TT1 RIREIRY CSI B B’"

2. 7nn node-expand-secret-name M node-expand-secret-namespace StorageClass S8, Blan:
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

=

BEhfELEAFEYT R, kubelet RREN N EIREZ BLIKNIZF.

Trident Kerberos {55512

BT EF Kerberos TE4II%, eI NRREBRENEFERIEZENREBHAMNE, Mg
SEIEILRZ 2 M,

Trident 235 Kerberos NIZFF ONTAP {EATEESIR:

* Zkih ONTAP - Trident 2351813 NFSv3 #1 NFSv4 1E# M Red Hat OpenShift #1_Ei5f Kubernetes 583 7x
# ONTAP %8 Kerberos %,

BILAGIR. MIBR. BER/N R, mfE. RiEREUKRSNER NFS IIEN%.

fEFAZ# ONTAP SECEIZTTHAY Kerberos &
BRI IR B B 54 ONTAP FiE/5in 2 [Blf7F6E R E LB A Kerberos 1%,

@ {N1EH ontap-nas FEIRCHIEREZ X BB AR ONTAP ZiE/5IREY NFS JRE0Y Kerberos
nzE,
FFeaZ A
* BRREIEAEIZ tridentcetl SBERBIARINR,
* MREEEX ONTAP FEEIRNEIERIFRINR,
* BREEEEM ONTAP FiEFiREZHNENZ R,

* HREERIF ONTAP FHEREIMNL, LISZIF NFS &Y Kerberos %, 1EEIA "£ datallF /= Kerberos”
T fEFEXRI% R,

* JBEMRIRIEEA Kerberos MNZMIES NFSv4 SECEIEM. 15217 NetApp NFSv4 IRECEE 9 (58 13 1)
"NetApp NFSv4 1G58 INREM RSB
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FINEEEX ONTAP SHISER

EEEGIMER ONTAP SHEBRINMN, selE1F Kerberos IMZEMEF S H L, AT ONTAP 7Zfi& VM
RBH UK S L Kubernetes S8 ZHI{E(A] ONTAP &, EHRMMSH BN S ZNHSHEREESIF
AR Rl s AR 3 1Rl AR -

IGITIEN

£/ NFS. NFSv3 #1 NFSv4 ANl & S H SR,

WiRFAER

RIBERNENER, EelEE=MRERZEL Kerberos IIHZ—:

* Kerberos 5 - (B {9I0IEFINNZE)
* Kerberos 5i - (BB B FRIPHEHIIEMINE)
* Kerberos 5p - (BB 5@ RFARPHSHIIEFNINZ)

EAEHRIAINARACE ONTAP SHRESHIN, B30, GNREFER(ER Kerberos 5i #ll Kerberos 5p ZERYE
BAEH NFS &, BEFERAUTIHRE:

Egit) R IS IHRIR BB P ihIR
UNIX [=Y=:3] [=Y=:3] [=Y=:3]
Kerberos 5i [==):s [==):s [==):s
Kerberos 5p [=Y=:3] [=Y=:3] [=Y=:3]

BXINfAIEIE ONTAP SHEIRM S RN, FSF LT !
"B S HERRR"
* REFAINE T SRR

SIREEER

TR A2 EE Kerberos MZTHRERY Trident 7 EIRECE

KTFUAES

TEBIRACE Kerberos MEZMFMEEIRICE X AT, FJLAEA spec.nfsMountOptions BEIEE =1 FEhR
ZHY Kerberos &z —:

* spec.nfsMountOptions: sec=krb5 (BHICIEFINNE)
* spec.nfsMountOptions: sec=krb5i (BB SHFRIFHEHICIEFINE)
* spec.nfsMountOptions: sec=krb5p (BEESHMIEFAFRIPFNSHIGIEMNMNE)

{HAEE— Kerberos Z5ll. JIRTESETIRFIEEZ N Kerberos IELLS, NAXGERE—TIED,

p
1. EREREL, ERAUTTRARFEERREX . ERAFRFHNERBIRES < FrE:
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i,
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. EA P HEIENEEX A RER

or krbbp

tridentctl create backend -f <backend-configuration-file>

NREHLIERY, NEREEGRE. BT ETUTHSEEAEURERR:

tridentctl logs

FIRAIHEEEEXHNEEE, A UBRIETT create a3<
BUEFfES
ERILIBIRZfESE, LUER Kerberos MEECE o
KXTFULES

ERIRFMHELTREY, BAJLUEA mountoptions SEIEE Kerberos IIZEM =DM ARRERAEZ—:
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* mountOptions: sec=krb5 (HREIEMINNZE)

* mountOptions: sec=krb5i (BB SHFRIFHEHICIEFINE)

* mountOptions: sec=krb5p (BEESHMIEARIFNSHIIEFNMNE)
{FETE— Kerberos 5!, WRESEFIRPIEEZ 1 Kerberos MNZELF, MXFERAE—MEDL, NREF
B fEImACE PIEE VI BE RS EFEERRPIEENERINARE, NEFHELEIRMT.

TE
1. ERALLTRBI6IEE StorageClass Kubernetes 3R :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krbb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs
allowVolumeExpansion: true

2. BlETFfiE:

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. HIRECIEEFMEE:

kubectl get sc ontap—-nas-sc

lig:NESETRNSTY WA S DNl i

NAME PROVISIONER AGE
ontap—-nas-sc csi.trident.netapp.io 15h

[Gh==s
SIREER RN EEERS, MEIURES, XA, B2 "TkEE"
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£/ Azure NetApp Files HEEiz{THHY Kerberos 1%

BRI IEIEE LR 58 Azure NetApp Files 7fi#/5imaE Azure NetApp Files Z &R EIM 2 BHFM#ERE
LB F Kerberos 1%,

Fiaz i
* IBFRRBEEIEELINE OpenShift B£5 /2 A Tridento
s BEHREHBZ tridentctl ARG R,

* BEFERERHHIZRIR "Azure NetApp Files SXHE"FFBVEER, HARE N Kerberos NI S Azure NetApp Files
EhEE .

* EHRIRIEHER Kerberos MNZRIER NFSv4 SECE EH. 15505% NetApp NFSv4 IRFEE &R (55 13 TD)
"NetApp NFSv4 &8 INaE M R ELERIER"S

BIRFMEE IR

BRI LB E Kerberos NNZRINEERY Azure NetApp Files TFiESIRECE

XFUIES

LIS E Kerberos BN FMEGHACE XM, ERILUSHEE X JMNTE L T RHeIaerIRS1 2 —R A
* £/ spec.kerberos FERI EZEFIHER

* FH spec.storage. kerberos FERHY IR R
TEEINHRANE XECER, R ERFMHEEPRIRE IR,
EE—5, EEALIERE Kerberos IMZEMW =N ARERRZASZ—:

* kerberos: sec=krb5 (BPIQIEFNMNE)
* kerberos: sec=krb5i (ABHHRIFHNSHIIEMINE)
* kerberos: sec=krb5p (BEBEHMFRMFEIFHEMHIGIEMINZE)

p

1. EREHEL, ERUTRAZ—SIZEFEEERLEXY, EFRATREEEXFHERNUE (FiEEH
LAIHEM ML) o ERFEPHNESEIRIES <> hpvE:

R mRA RG]

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
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apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:

name: backend-tbc
spec:

version: 1

storageDriverName:

azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>
servicelevel: Standard

networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>

subnet: <SUBNET>
nasType: nfs

kerberos: sec=krb5i #can be krb5, krb5i,

credentials:

name: backend-tbc-secret

btV et Gl

apiVersion: vl
kind: Secret
metadata:

name: backend-tbc-secret

type: Opaque
stringData:

clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:

name: backend-tbc
spec:

version: 1

storageDriverName:

azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>

or krbbp
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servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:

- labels:

type: encryption
kerberos: sec=krbb5i #can be krb5, krb5i, or krbb5p

credentials:

name: backend-tbc-secret

2. R E—F IR E X4 EiR

tridentctl create backend -f <backend-configuration-file>

NREHEIEERY, NWEREEGR@E. LB ETUTHhSEEAEURERR:

tridentctl logs

FIRAHAHEEREX ARG, &R LUBRIETT create a5 <,

BIEETFAEZE
EoI LIBIRTEMESE, LUER Kerberos B RLES-

TE
1. EA LT REILIZ StorageClass Kubernetes 315 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption
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2. BlETFfiE:

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. HREBIRTFE:

kubectl get sc -sc-nfs

lig:NESETNSTY WA S DYl i

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

REL
SIREERmAMEEERS, MEIURES, XA, B "FkEE
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