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=12 Trident Protect

E1E Trident Protect A5 R)IT 4]

Trident Protect SR & T A EHIHIRIES] (RBAC) BY Kubernetes 122!, FRINER T

, Trident Protect IRt BN R G dr B TiB) M E KB EARSZ KA . INREWARERES
BRPSIEENTEER, EalLUEA Trident Protect B9 RBAC LhAEN X B dn 2 =ial8vik
A T E RS,

SERHEERILRAILIAEIRAIA trident-protect 8 & EIE]FHVEIR, tBEILUBRIFMEHthas 2= EFHHER. B
EHNRFMNNAEFIGR, FE2CEEMaRTIE, FrXLsn: =R FRNERMNNBIERF.

HAR, REABAPYLUEERIA trident-protect 5 B TiE) P EIEN AIZEFHIEEIE CR, EBHEEENAERF

EREIEN AREFMIEERE CR ((FAREKEE, 7_%E?&E*E’Jr_ﬁﬁfl‘irjﬁnﬂ’]nn%ﬁiIEﬂ':F'ﬁULF_FH*EF_y&?EE
I CR) »

OEBEERNENIAIEEN Trident Protect HE X ZRWNR, HEAEIE:

* AppVault: EEFHEXEIELHE
@ * AutoSupportBundle: YEgtr. BHEMEMEUK Trident Protect $4iE
* AutoSupportBundleSchedule: BIERAEUE T

ERRIEMIE, 156EA RBAC KRG EE R I RATIAIE,
B X RBAC AIALSE X R 6 2 = EIBVIHEBIFAER, 15230 "Kubernetes RBAC 31",
BXRIRSKFBIFAER, BZ5 "Kubernetes AR5 MK X"

5 BIERARFRIILIRAE

N, —MERE—NEREER. —HIEAPN—HEHAR. SHEERETRUTES, UE—IF
7, HRTRAMEHARE RN RAEBHRTENER,

TR QB aRTEUEESNMENEIR
plEapRTRIA UEZE EDBERIR, HEIFtiEshREaSuhRX LR,

p
1. A IT2AR)EmE =

kubectl create ns engineering-ns

2. NEHACIEHmETIE:
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kubectl create ns marketing-ns

TR 2: QIBMBARSIKA USSR ERH#ATRE

TeIRME MR T EEHEE — N RIARS K, , EENZASTRAHEIBR—IRSIKF, UERRELE
BRI LATEAR 2 (8]t — 2 Rl D AR

p
1. RTIZ4AVERSK

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. NEHACIEMRSIKF,

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

TR 3. "I NHIRS K, QIZR
ARtk A 2R T XARS KA HITE M, MREEMEE, A LURHARERHEREE,

p
1. RITIZRRSIKF CIEEEA:

apiVersion: vl

kind: Secret

metadata:
annotations:

kubernetes.io/service-account.name: eng-user

name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. NEHRSKF SRR



apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

$I2 4. 8 — RoleBinding 3R LIt ClusterRole I R4FEEIF M HARS M

LIRLEE Trident Protect Y, S6IZ—PMERIARY ClusterRole 3R, {RAILUEE 81 H N FA— RoleBinding *t
2, ¥k ClusterRole 48 EZIARS MK o

P$IE
1. ¥% ClusterRole #3E 2 TIEARSS K :

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. ¥& ClusterRole 43 EEI SRS

apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:

- kind: ServiceAccount



name: mkt-user

namespace: marketing-ns

5854 MiHAR
MR Z S E#o

p
1. BIATEAF A AR TIERR:

kubectl auth can-i --as=system:serviceaccount:

get applications.protect.trident.netapp.io -n

2. WIATEAP TEABREHAR:

kubectl auth can-i --as=system:serviceaccount:

get applications.protect.trident.netapp.io -n

%6 % =T AppVault I RIFER

engineering-ns:eng-user

engineering-ns

engineering-ns:eng-user

marketing-ns

BRITEHNRBEFHIEEERES, SHEERFTER AppVault JREVIGENRETFRENAF.

TR

1. SUEFHN A AppVault IZEIGAS YAML XM, ZXHRTF A AppVault BIiAETEIR, g0, IF CR#

F R 3 AppVault B9i58)AXR eng-user:

apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only

namespace: trident-protect # Trident Protect system namespace

spec:
providerConfig:

azure:



accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

2. QIiEHNHA Role CR, {EEEFEERAEBIR T X6 TEPRERIRIIIHIRINIR, Fl90:

apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user—-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. BUiEH M RoleBinding CR LU RLBEEIAF eng-usero. fl¥0:

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding

metadata:



name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:

apiGroup: rbac.authorization.k8s.io
kind: Role

name: eng-user—-appvault-reader
subjects:

- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. I PRE B IEH.

a. ZIOEMAE R TER AppVault HRER:

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user
IR B 5 LTRSS |

Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. M 27 BT LURER Mt T E B A 1889 AppVault (58.:

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

LR RS U TARAERIARYHIL |

yes

%
1425 AppVault I RAY A P RZBESS EFAIRANEY AppVault 3 RE#1TR FAEFEUREIRIEE, HETRNAEBEARD
FoRYan & 8] Z SN IR B B A1 TEAR 3 IR] BT 2R Ro
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Protect {RIFRYZIRBIZI TR

kube-state-metrics fiRZ3 M Kubernetes API IBIEH 4 15T, FES Trident Protect —f{E A r et XIF IR
PR BERSHERER.

Prometheus 2— 1M TR, TJLUIZEY kube-state-metrics £REVEIE, HEHEMAEXXLEWN RN Zi5E
B, kube-state-metrics 1 Prometheus E£REIAEIRM T —Fh757%, ATLUSITEREA Trident Protect BIERY AR
E’J TTJk/R*U)IkIL.\o

Alertmanager @—IARSS, AI#EU Prometheus FTALZEMNER, HIGHBAZEERENBET.

‘?‘tbﬂ?f_’;%q:@ SMNEEMESRERM; BREEEXENURRENIFR, BXAEMRBANX
£, BBRAMUTEAXE:

@ * "kube-state-metrics 4"
* "Prometheus 14"
* "Alertmanager 14"

TE1 RERIETH

E1E Trident Protect PR AR RIEE, TELEMAE kube-state-metrics. Prometheus #1 Alertmanager,

%% kube-state-metrics

AT LUER Helm &3 kube-state-metricso

S
1. 510 kube-state-metrics Helm chart, 540:

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update

2. % Prometheus ServiceMonitor CRD N FAF 52 :

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator-

crd/monitoring.coreos.com servicemonitors.yaml

3. 7y Helm BEIRGIEBEEXH (H180, metrics-config.yaml) o ERILABE X TRFGIECE LUTEZR
2751

metrics-config.yaml: kube-state-metrics Helm chart fc &

extraArgs:
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# Collect only custom metrics
- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics

spec:
resources:
- groupVersionKind:

group: protect.trident.netapp.io
kind: "Backup"
version: "v1"

labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]

metrics:

- name: backup info
help: "Exposes details about the Backup state"
each:

type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

namespaces:

# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

4. BT EFZE Helm chart &2 kube-state-metrics, 5%0:

helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0



d. BIH” "kube-state-metrics B E X & R4 "FHIHBBECE kube-state-metrics, 4 Trident Protect (EFEHIBE
X &R T

Z%E Prometheus

AT LUIRER "Prometheus 4" AYIHBEZEE Prometheus,

% Alertmanager

&B] LURER "Alertmanager SXAE"HRYGEAAR & Alertmanager.

PB 2. EEERETRUMRTIME
TRURTAR, FEFHEENNEAIIE.

\Fr

=
1. ¥% kube-state-metrics 5 Prometheus . ZR4E Prometheus EZE X1 ( prometheus.yaml' F7w10 kube-
state-metrics fRZE S, Fl40:

prometheus.yaml: kube-state-metrics iR535 Prometheus FYSER{

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- job name: 'kube-state-metrics'
static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. BigE Prometheus LU ZIREZHE Alertmanager, 438 Prometheus BEE X ff(prometheus.yaml) FHiR
NLATRERSS

prometheus.yaml: [ Alertmanager &XixZ4#g

alerting:
alertmanagers:
- static configs:
- targets:
- alertmanager.trident-protect.svc:9093
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=

Prometheus IIFERTLAM kube-state-metrics YNEEEHR, F[A Alertmanager KIXER, EIER U EMA ZER
BIZ A LA RO 4R & X BRI

TR 3. MEERANERENT
BIARBANDEATIEE, FEREMRERNEDEEURMGERLZIIAL,

BRI BHRK

UTREIEN T EZRNDEEN T EIRESIEE N Error 5 W E B KA EEHfit L M XEEIR, BB ENIT
) LACCER R ROERIE, HTE “prometheus.yaml EREXAEFEE L YAML HLAZES

rules.yaml: AXKBIERE X Prometheus iR

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}
for: b5s
labels:
severity: critical
annotations:
summary: "Backup failed"
description: "A backup has failed."

BdE Alertmanager U EMRE K IXER

BRI LB E alertmanager. yaml XH4HISEMHEMNIEE, & Alertmanager EEENREMEE (Y08 FHB
. PagerDuty. Microsoft Teams S{EMIEFIARSS) KiZ@Al,

LR BIR Alertmanager B2E /96 Slack @B A XEH. EREEWNIFEBENISRE], B api url #H
B AIFIEAFE AR Slack webhook URL :

alertmanager.yaml: [[] Slack 518 & X ZRk

data:
alertmanager.yaml: |

global:
resolve timeout: 5m

route:
receiver: 'slack-notifications'

receivers:
- name: 'slack-notifications'

slack configs:
- api url: '<your-slack-webhook-url>'

10



channel: '#failed-backups-channel’

send resolved: false

4 BX Trident Protect &z 8

Trident Protect fEEIZRARESE IR, HEPEIEX NetApp Support EFHRIEERE, BiF
BEXEREEEINARRFNAE. IERfRIMSE, IREBEEZIN BB, MaTLUE
FEENXZR (CR) XM R ZFHRSIE L1ZE] NetApp i (NSS),

£/ CR 8IE=FE

B

1. SIEBEENXZKR (CR) XHHEESmEZ (I3, trident-protect-support-bundle.yaml) o
2. EUTE%:

° metadata.name: (Required) LLEENXZEEFENZIR, NENFREZFE— I HE—EHESENZF,

° spec.triggerType: (Required) HE X BB I EVEMIEBITRIER. HRIBERMALETE UTC BYE
EiE 12 R AJEERYE:

* Bt
* Fxf
° spec.uploadEnabled: (Optional) I=H|2E N IE 4 T F R85 H _EZ E NetApp 2 =.
WMRFKIEE, MEIAN false. AIRERVIE:
= true
* false (BRiA)
° spec.dataWindowStart: (Optional) RFC 3339 #8N\HHEAF M &R, IEEXFERESHENETDO
N FFYAR) B ERFORTEl, SNRKIEE, MERIAN 24 /\BIdET, ERILUEEMNREEOBEN 7 X,

5 YAML :

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. fEFAIEMMIEIET trident-protect-support-bundle.yaml' X4 f5, [F CR:
kubectl apply -f trident-protect-support-bundle.yaml -n trident-

11



protect

fEF CLI B8
p

1. pIEELFE, AEBTNEEERIESHME, trigger-type HWERTIANCIEIRGIE, EQIE
BtEl RS HITIRE, HEBLUE "Manual '3 "Scheduledo ZAIANIZEN Manualo

fBan:

tridentctl-protect create autosupportbundle <my-bundle-name>

--trigger-type <trigger-type> -n trident-protect

mIEMNERRFFE
ERE—AERIHOE, SELURTHERSEFISHRRIIABRS,
SB

1. %F status.generationState FiX completed K&, ERILUIER U TS MITERFE !

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. BEIHEKRRIAMAL, MESTR AutoSupport EH3KEX copy @< :

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

MBI AR EX kubectl cp' SR HIZITE, & destination SEEHIR N B IENAHME R,

H2% Trident Protect
&BI LU Trident Protect A& EI&HThR4As, LUFIBFHEES EIRBE.

* MARZS 24.10 FHRET, FHRERELEITRVRERAIRER R, HEEERZFELEBIZARRRIRR,
TR F TR ITRIAVRIR, MRREBEALIREPRY, S UAFEIEMBIRR, LU
RIENNAREFZ IR,

@ AT ERRBENKE, ERIUEARZMZAFAREITY, AREARREMERAC
BR, X=SBEARIREEREMITIIBIRIE,

* WFAEEMERRE, FHECHALEEIMERFRME T BIFRAFIFEDN Helm BEXRMNEG,
WIEERIBENX Helm (ESHEIRREFRE. BXIFMAER, BEH "MILE MRS

Trident Protect",

12
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TEA. EE—ThRE

Trident Protect iR ASEBE T BEIR YYMM GRAE, EF"YY'BEMHREMRUKTF, "MM'EB{B. =k
FERE YYMMXYE, HER"X'ZHTEI, BEREBEEARNRIIEREAREBIRRES,

* Al U EEAREIRERASHIY M E ORBE R Birhirds. Fi0, EILEEM 24.10 (FE[ 24.10
dot A7) F2kZEI 25.10,

* MREEMEEHEOZINIREEITHE, BRITSTREAR. EREEN"F MR TR R
REGEEMEAHEORNRNMRE. i, MRESTHE 24.10 HHEFARE] 26.06:

a. BARM 24.10 A4 F) 25.02,
b. JAFFM 25.02 #4&ZF 26.06,

HI12 2: H4% Trident Protect
B4R Trident Protect, iEHITU TS5,

PIE
1. EB$7 Trident Helm 7ZfiEE

helm repo update

2. 4% Trident Protect CRD:

@ WMREEM 25.06 ZHIBIRARAEFAL, WEEZHITIHPE, F CRD IEEEETE Trident
Protect Helm B&H,

a. BTt <A CRD FEIEM trident-protect-crds " HJ#EE| “trident-protect:

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |
xargs —-I {} kubectl patch crd {} --type merge -p '{"metadata":

{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}'

b. TITESMIFR trident-protect-crds BEIRA Helm Z$A:

@ 15701E B Helm EZE “trident-protect-crds B &R, EAXAIRESMIPRIER CRD FEMBX
iR,

kubectl delete secret -n trident-protect -1 name=trident-protect-
crds, owner=helm

3. F+4& Trident Protect:

helm upgrade trident-protect netapp-trident-protect/trident-protect

13
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—--version 100.2606.0 --namespace trident-protect
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