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BEMNRIFNAER

{§£F9 Trident Protect AppVault M R EIB1Z(EF

Trident Protect N7Zf#@ B E X AR (CR) #79 AppVault, AppVault 3} R EFEEEIERE
% Kubernetes T{E/i#To AppVault CR S EFRIFIRE (WHED. RE. EBRIZEM
SnapMirror El) PEREFEEBAIENECE. REEIER R LEIE AppVaults.

NN RAEFHITEIRRIPR(EN, BREFHME<LTTEIEZ AppVault CR, AppVault CR HfE FERIIFIR,
1&RI LATERIE AppVault CR BHER L TIE LR BIEAIER.

@ ffafR AppVault CR {iF %% Trident Protect BY5EEf £, 90R AppVault CR REEEHETLEA N E

» Mep TR EREIR.

A& AppVault {2 I0IEFZRT

TE8Y# AppVault CR Z#l, IBHRIEERRT AppVault MEIEEH28 o] LUBE IR M E AR X B RHITEH 1
IEo

Data Mover 7Zf&EZG

L&fEA CR ¢ Trident Protect CLI {46 AppVault X RES, 0] Restic 1 Kopia INZEIEETHHE BENX
ZZH9RY Kubernetes secret, NREFKRISTE secret, Trident Protect &R EAIAERT,

* FnhtlE AppVault CR BY, i51EH spec.dataMoverPasswordSecretRef FEZ15E 22,

* {#F3 Trident Protect CLI €l AppVault 3 %RBY, 1A --data-mover-password-secret-ref S35
EZ,

IR IR s MR E RIS

FERLUTRAIRIEZRBEEZEH, LI AppVault IHRES, BLUIER Trident Protect AL Z AR EIETS ohes 718 E
BT BRI,

* IRIBEERNEIERSIEE, BREZCIEZHUERNZINVAENERE, fln, WREEEFER
@ Restic HFERITEEFRER Kopia, NELIEZREAATILUNE S Restic 2,

* FEREBRREFER2NMA, ERFZCRMER—IEENI— MR LR, RS
Bf3§ “trident-protect an R TiEIHEMIBR, MR EEEE, BRI ELRFEFDHIRE,

f#HH CR

apiVersion: vl

data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>

kind: Secret



metadata:
name: my-optional-data-mover-secret
namespace: trident-protect

type: Opaque

fEF CLI

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 FBFAE IAM AR

LYIT{EF Trident Protect 1418) S3 A 77f# (41 Amazon S3. Generic S3 "StorageGrid S3"8{ "ONTAP S3") B
, BEERRRENBP SREAEGIHREEFIENNE. UTEEFER Trident Protect 1 R]FrEE B RIEAR
BB, SR LUS ISR T EIE S3 AR AF,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:ListBucket",

"s3:DeleteObject"
I

"Resource": "x"

B X Amazon S3 RFEEANFAEE, 15EM "Amazon S3 34" RYRHGY.

EKS Pod Identity for Amazon S3 (AWS) &{4363iE

Trident Protect 25 P F Kopia #iE# ah2si2ERY EKS Pod Identity, WIINEERISEINRS S3 fFEEBIZ 2410,
MR AWS EIEEFMETE Kubernetes ZEHH,

EKS Pod Identity 5 Trident Protect FIE K

7538 EKS Pod Identity 5 Trident Protect —&2fEA 2 A, BERFRUTRES:


https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html

* 8 EKS S8 E B Pod Identity,
* BECIZEBAKE S3 FHMINIRN IAM A, ETHRESER, FE "S3 EAFMH IAM R
* IAM &5 LU Trident Protect ARS3H¢ 7 € Bk :

° <trident-protect>-controller-manager

° <trident-protect>-resource-backup

° <trident-protect>-resource-restore

° <trident-protect>-resource-delete
BXBA Pod Identity LAKIE IAM f B 5 AR5 K P XEXBVIF4IRER, 1ES I "AWS EKS Pod Identity 214",

AppVault B2 E 1#F EKS Pod Identity BF, 8/ useIaAM: true In&MA e R EEAE AppVault CR:

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

I EIRMHE AppVault Z$A4E R

EX AppVault CR BY, FEGFENARHIEFHENZENZE, FRIFEEETRER IAM BHRIE, BAREE
ERN A B IRIEREEZFMEMAE. UTERZMHEFNGSITERERTG. TR LUERU TGN
ST o REBNEREIRESR.

Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \


https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
—-—-from-literal=accountKey=<secret-name> \
-n trident-protect

1B S3

kubectl create secret generic <secret-name> \
—-—from-literal=accessKeyID=<objectstorage-accesskey> \
—-—from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
—-secret> \

-n trident-protect

StorageGrid S3

kubectl create secret generic <secret-name> \
-—from-literal=accessKeyID=<objectstorage—-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect

AppVault 8lJ7E R

TEREMREEFFIRG] AppVault X

AppVault CR 7Rl

SRR LT CR RSN =iRERE EIZEE AppVault IR,
* BRI LUEIRIETE Kubernetes #1%, HAEE Restic 1 Kopia ZEEMEZENBEEXEB. B
@ XFMER, FBData Mover 1Z(EEZ,

* 3¥F Amazon S3 (AWS) AppVault IR, ERILLEIFIERE sessionToken, XEFHARLER
(SSO) #HITHEMIIENIFEBH. HEHE tHX=RHEEN AppVault Z A4 RR ] AR



BERERN, BRI,

* 3F S3 AppVault X&, ErILLEFEER spec.providerConfig.S3.proxyURL A
ik S3 MEIEE H ORI URL,

Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret



secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken
name: s3-secret

(D T Pod Identity #1 Kopia data mover B9 EKS If1%, {Re] A5k
‘providerCredentials' #8453, H¥& "uselAM: true 7" NNZE] "s3 BCE To

Microsoft Azure

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey

name: azure-trident-protect-src-bucket-secret

B S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:

bucketName: trident-protect-src-bucket



endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

ONTAP S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

StorageGrid S3

apiVersion: protect.trident.netapp.io/vl

kind: AppVault

metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect

spec:



dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

&/ Trident Protect CLI 83 AppVault ;=15

e AER LT CLI ss 2Rl AS M HIZR 8 AppVault CR,

* BRI LLEIRIERE Kubernetes #1%, HAEE Restic fl Kopia FEEMENBEXEB, &

CD XiFEMER, FEMData Mover ZEER,

* 3F S3 AppVault IR, EEILUEEFER --proxy-url <ip address:port> B AH

ik S3 mMEIREHORE URL,

Google Cloud

tridentctl-protect create vault GCP <vault-name> \

—--bucket <mybucket> \

-—project <my-gcp-project> \

--secret <secret-name>/credentials \
-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—-endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect



Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

--bucket <bucket-name> \

--secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

1BHA S3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3

tridentctl-protect create vault OntapS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—-endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

StorageGrid S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

-—-secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

31589 “providerConfig.s3 BZ & %N

BX S3 RMHIEFERERI, BESI TR



28

=

providerCo
nfig.s3.sk
ipCertvali
dation

providerCo
nfig.s3.se
cure

providerCo
nfig.s3.pr
oxyURL

providerCo
nfig.s3.ro
otCA

providerCo
nfig.s3.us
elAM

WiER

g SSL/TLS iFBIEIIF,

BR5 S3 Immi%E HTTPS @5,

e AT iERER| S3 RNIEARSS28HY URL,

79 SSLITLS WiHRHBEXR CAIEH,

BRIA

false

true

p

7z

BFA IAM SHAIRIELIAIR S3 7ZfiEte. ERTF false
EKS Pod Identity.

& E AppVault 58

f&aT LAfEA Trident Protect CLI 4 E BB X EEEE L 613EH AppVault WRIEE,

p

1. &F AppVault YRHIARA:

tridentctl-protect get appvaultcontent gcp-vault \

—--show-resources all \

-n trident-protect

A fFlkE .
o - F——
bt +
| CLUSTER | APP | TYPE
TIMESTAMP |
fom fom————— fomm -
- +
| | mysgl | snapshot
08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot
08-15 19:03:06 (UTC) |
| productionl | mysgl | snapshot

10

NAME

| mysnap

| hourly-e7db6-20240815180300

| hourly-e7db6-20240815190300

| hourly-e7db6-20240815200300

Al

"true". "false"

"true". "false"

http://proxy.ex
ample.com:80
80

"CN=MyCusto
mCA"

true, false

| 2024-

| 2024-

| 2024-

| 2024-



08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— +————— e e

et +

2. (Ah%k) BEBEES AR AppVaultPath, iEEHETE --show-pathse

HETE Trident Protect helm L3&EHIEE 7T EBF BT, REF—FIPHEEHINATH, fla0: --set

clusterName=productionlo
%% AppVault
& o] LARERT PR AppVault R,

@ 7EMIER AppVault IR Z A1, 57056 AppVault CR HfY “finalizers 250, MNRXIFM, BlRES
S AppVault FEX PRYRI K EIEF EEBF PN E TR

FIaZ Al
R EMIFRZMIFREY AppVault EFERIFRIBIREBM&EH CR.

£/ Kubernetes CLI fllf& AppVault
1. #IER AppVault IR, & appvault-name EiANEMIERAT AppVault X RAIZFR:

kubectl delete appvault <appvault-name> \
-n trident-protect

fEF8 Trident Protect CLI ffif& AppVault
1. MiBR AppVault R, ¥ appvault-name EHAEMIFREI AppVault I RHILZFR:

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

11



{5 Trident Protect EX EIEN BIEF

&a] L@ 62N ATEF CR FFE% AppVault CR EE X Z{EH Trident Protect EIEMIR
2R

6% AppVault CR

BEBR B EN N BERFRITHIRFRIPIRERERR AppVault CR, #FH AppVault CR EER R TELRE
Trident Protect BY58% £, AppVault CR 45 E FERVIFIR; BX AppVault CR BIRfl, 1BESIR "AppVault HENX
A0

EX N 2R

EEBTE NEMER Trident Protect BEIEMNE N BER. ErILUBET Foht) BN ATERF CR oifEA Trident
Protect CLI 3REX BT EEMNNAIZR,

EBEXBITZIMMARENDR TEIRFIFIEE KubeVirt B (VM) B9 VM SEEN BEF, 15

@ fEAMN FATERF CR HH9 “spec.includedVirtualMachines' FE& 8, CLI A9 “--virtual-machines 1%
To BXEFMER. FEESEHM YAML RF, EZIR "EH Trident Protect &1 KubeVirt 2
M

fEF CR AR FAiEF
p
1. I Bt T2 CR Xf4:
a. gIEBEEXZEIR (CR) XHHRHESR (FlWl, maria-app.yaml) o
b. FgE A TEM:

* metadata.name: (%) VARFBEEXFERNET. HEEEEENET, BHARPRE
PREBRVEM CR X+ =5 AILLE,

* spec.includedNamespaces: (Required) A& == BIFMARZIRZE B EN A2 FFE AN
FEMER. NAREFGRETERARILFIRA—E9. FEZERIEAEN, ATRTRHES
MEEMRTERE R

* spec.includedClusterScopedResources: (Optional) ERILEIHIEE BRI STENAZFEENX
PREETENZR. LEMHAFERBEA. RS, MHEMGZIRFXLEERR,

* groupVersionKind: (#&) 1EESESCEINEIRN API 4B, RRASFIFZE,
* labelSelector: (Ai%) RIBEEHCERIFIIRE X E#H 1T,

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (Optional) ItFRR{E
AT MEMWIE XN ERRE, BIE KubeVirt IF1EH, ERBZAISAENXGRAFRE, 15
ELN iR RS AT UEREBHAEIE AX GRS, MRIREN true, NEREFRREEELE
HABDARGE X MRS, NRIEE, ENAEFRENBEREXHEEEM, W2 IRE, MR
KIETE, WRFERZFENE "£/5 Trident Protect REEIKE"S

MRFBEACENAREFENALHE, FJUERU TSRS

12


https://docs.netapp.com/zh-cn/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
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https://docs.netapp.com/zh-cn/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"

+
{5 YAML :

-+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: nhamespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (Optional) MNRFE, AJLURERFEMERNEFE— CR UEESHHFFERIR
Zbubistr NN

* resourceFilter.resourceSelectionCriteria: (THIEEE) FMA “Include T "Exclude k&
BT HEBRTE resourceMatchers TE X YRR, AIILAT resourceMatchers S3UAE X EGHE
SHBRAV AR IR

* resourceFilter.resourceMatchers: resourceMatcher 315 ¥4, INREULIEFEN %
MNE, NelE1ER OR 2ELE, #FBE 1 7tE& (group. kind. version) RBFELE
&9 AND 12 1EILED,
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* resourceMatchers[].group: (Optional) EffiErIERAIH,
* resourceMatchers[].kind: (Optional) BifEAIRIRAILEE!
* resourceMatchers[].version: (Optional) EHiEMEIRAIARZA,

* resourceMatchers[].names: (7]i%) EidERVZEIRERY Kubernetes metadata.name FE&

SNk it

* resourceMatchers[].namespaces: (Optional) Eid fERIEJRAY Kubernetes
metadata.name F YA R =i,

* resourceMatchers[].labelSelectors: (Optional) =587 Kubernetes metadata.name FE&
AR EIIEIRRF TSR, 90 "Kubernetes 324" HFRE N, HI40:

"trident.netapp.io/os=linux"o

@ H[EBY{E A “resourceFilter #1 “labelSelector' BY, ‘resourceFilter BTG T
, A% “labelSelector N B F AR AR,

f5an:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

° {X PVC ZiEg3 M.

BENIE PVC N R, BN MERBEMLESTES PersistentVolume  F
*VolumeSnapshotClasso. REBHIEFMRIEMAIT rersistentvolume (HFEEIEN PVC HY
£B5EE%E) M volumesnapshotClass (MREBIRzpIER) , WREETEN], MakW. Flan:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-pvc-app

namespace: my-app-namespace
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spec:
includedNamespaces:
- namespace: my-app-namespace
resourceFilter:
resourceMatchers:
- kind: PersistentVolumeClaim
version: vl
- kind: PersistentVolume
version: vl
- kind: VolumeSnapshotClass
version: vl

resourceSelectionCriteria: Include

2. BIRSIFIRILEC ATERF CR G, KA CR. f5l4n:

kubectl apply -f maria-app.yaml

p

1. ERUTRAZ—SIBEHNANAEFEX, ERNFRANEEEIESHIE, JUERES DR
SRR R RIS HENAREFEXPEEHETEME R

TN ARERFE, ErLOERERERREENRREFEE ) UEREBHEE ARG, XERT
MEEMHIE X IR FBRZR, fUGNTE KubeVirt MR, ERBZAIZREXGFRIOFLE, IRFERIREN
true, VARFRKZEBEFEIRE, FEAITUTERIBIESEAXAE RS, NRFHIREN false, NARERF
RRBReEKE, AERBREFEXHRR. IRERIERE, BNAREFENAREREXFZE EIML
» MZSEREIRZEE, MRTMERIR, NAREFFERE"£/S Trident Protect F4512E "

+ f£F3 CLI 32N FBTERRY, SJLAfEA "--annotation FrEiEE T o
+ * QBN AREFHERX G RAFEITHNEERE:

=+

tridentctl-protect create application <my new app cr name> —-namespaces
<namespaces_ to include> --csr <cluster scoped resources to include>
--namespace <my-app-nhamespace>

+* QBN AREFHEE XA RGURETHNSHIN BRI

+

tridentctl-protect create application <my new app cr name> —--namespaces
<namespaces_ to include> --csr <cluster scoped resources to include>
--namespace <my-app-namespace> --annotation
protect.trident.netapp.io/skip-vm-freeze=<"true"|"false">
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+* BJLUER --resource-filter-include M “--resource-filter-exclude IrEIRE
‘resourceSelectionCriteria (fflgN4H. F3E. hkAs. Ir¥. [RGB ZIE) RKEEDHREIR,
WA TR BIFRR:

+

tridentctl-protect create application <my new app Cr name> —--namespaces
<namespaces_to include> --csr <cluster scoped resources to include>
--namespace <my-app-namespace> --resource-filter-include

'"[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names" : ["my—
deployment"], "Namespaces": ["my—-namespace" ], "LabelSelectors": ["app=my-
appu] }] ]

+ *BENIR PVC N AER, BB NERFRHESIPES PersistentVolume #
‘VolumeSnapshotClass o REBFEFMIEIERIT Persistentvolume (HFEZIE PVC HEEEHE
El%) # volumeSnapshotClass (IREBIRZNFERE) , WMIREBEN], MWakMK, Flu0:

+

tridentctl-protect create app my-pvc-app —--nhamespaces <my-app-
namespace> --resource-filter-include

'"[{"Kind" :"PersistentVolumeClaim", "Version":"v1"}, {"Kind" :"PersistentVo
lume", "Version":"v1"}, {"Kind" :"VolumeSnapshotClass", "Version":"v1"}]"
-n <my-app-namespace>

£ Trident Protect {#iFN BiEF

&R LOEE (52 A B B RIFERBE SR IR BT R R IRER A & {0 K ARIP Trident Protect EXEBIFRA
Fo

@ &R ABRE Trident Protect TEEURERIFIZERRB) ARG MBRAN B RS, "F40 7 f2u0{r 5
Trident Protect BB X RFGRLE"S

B IZ T IRIR
1ERT LAY BRI B R

@ MRS CENARENAEFEXREXS A, HEBCISIBTEANARFGETE, Na
BEEED. RESEER,

{EF9 CR Bl R
HIE

16


trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms

1. BIEBAENER (CR) XMHHBEHBRAN trident-protect-snapshot-cr.yamlo

2. ERIEMIXHH, BEUTREY:
° metadata.name: (Required) LWEHENXZEFENZIR, NENFREEZFE— I HE—EHESENRZF,
° spec.applicationRef: ERBHIN HTZFH Kubernetes & #1,
° spec.appVaultRef: (&) MEMIREBRE (TR 89 AppVault BIRFF,

° spec.reclaimPolicy: (A[i%) EXMIFRIREE CR BREERY AppArchive 2R EHAIB . XEMK
EBFIREN Retain, REUBEWHIER, BROEMR:
* Retain (BAIA)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name

reclaimPolicy: Delete

3. EAEMAIEIES "trident-protect-snapshot-cr.yaml' X {45, W CR:

kubectl apply -f trident-protect-snapshot-cr.yaml

£/ CLI RIEEIRER
P
1. SRR, BIFERHEEBIRESHHE, FIa0:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BlERFEEH
1 R] LAY & 1 R AR AR o

@ MRS CENAFRENAREFEXTEXS A, REC(SIBTEANARFGETE, s
BEEED. RESEES,

Fazal
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HatR AWS S1E < hE T HARY B & A FHE KB EIETTRY s3 &1 1F. MREEFMIRIELRELIE, B
RERRI,

* BXROBELFISIECHEIHRIFARES, BS0 "AWS AP| 314"

* BX AWS ZFEEEIFAES, FEN "AWS IAM 321"

M CR tIE &%
T
1. SIEBENXZKIR (CR) XEHIEEMBAN trident-protect-backup-cr. yamlo

2. RIS, EREUTEMS:

° metadata.name: (Required) IttBENZRNBIR, AEHNIFEEZFE—HE—HSENETR,
° spec.applicationRef: (&) BEHFNHINAZEFR Kubernetes # R,
° spec.appVaultRef: (&%) NEFMHEFHRER AppVault B2 FR,

° spec.dataMover: (Optional) —MNFf 8, IERERTHRMFENEMH IR, JENE (KoK/N)
5) :

* Restic
* Kopia (BAIA)
° spec.reclaimPolicy: (Alif) EXMEBFRRERRSLEMT 4. TEEHE:
" Delete
* Retain (ZRIN)
° spec.snapshotRef: (Optional): ER{EEHDRRVIRBINRIR. WNRKIZMH, KEIBHFHDIRETIR

|77
i<

~fE YAML :

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. {EAIERAMIEIET trident-protect-backup-cryaml' X {45, R CR:

kubectl apply -f trident-protect-backup-cr.yaml
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f£F CLI U2 & 15
p
1. gl&El, MIFERNERBIRESHRIE. fi:

tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

ERILUERRER —-full-backup IEHRIEEEMES N AIFEES D, AINERT, FIEEMHEZ
IREED. ERIRSH, &MRBENEEEEN. REMEIRERRITTEESD, AREMRTES
ZEHITIEESD, URKREMEES MEEXBIX,

&G ER
TRNEBT CIEE CR BRI LUERARHEE:

Rt it WiER AiNE
protect.trident.netapp.io/full-  string EEFHERENNIEEESEM. 18BN truew "false”
backup g2 IFEESR D . REMERERITTE

&, ARTERRTEENZEPITIEEED
, UERKREMEES REHEXBIXE.,

protect.trident.netapp.io/snaps  string BMRBIZESTR PR 2 B B K BT iE, “60 SEF
hot-completion-timeout

protect.trident.netapp.io/volum string AFERBIAF EFRERSHNRKEIEL "30 SR
e-snapshots-ready-to-use-

timeout

protect.trident.netapp.io/volum string IR EIREH R, "5 SER"
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  string TERRIERN 2 B0, FRFEAHEIERN "1200" (20 7
bind-timeout-sec PersistentVolumeClaims (PVC) ZiX "Bound” )

M ERBYER AT A (AFDERAD)

BIZHEIRIFIT XY

RIFERBOIBITIZE XIS EIRGIZRIRER . FNFE IR IRIBAM S0 RERIPNA, ERILLEFEE/NN, R &
BMEALIBRENED, TrILIEEBRENRISER, EAILUIER full-backup-rule SFRLHIFEERES
ﬁzo RINBRT, PREEHEHRIEEEN. EPRRITRBEMN UL ZBIEEEMNEHTRESHERRXIIN

Bﬁo

* B HEE@IT I backupRetention IR E A ZEFHIF “snapshotRetention IR B A K FEHIEREIE
RERITX. #& “snapshotRetention’ & B NZRKREEEITRIFMHIGCIRIRE, (EXLRE
@ EIRBTHy, HEFRMDTTEREIZEMIFR.

* IREESCENRFENARFEXRENSIA, HEBCNEIRTEANAREFmR=E,
NBSESD. REGES,
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£/ CR B&Zit%!
T
1. SIEBEENZKIR (CR) XMHEHIEEMB AN trident-protect-schedule-cr.yamlo

2. ERIREIX M, EREUTEM:

° metadata.name: (Required) IttBENXZRNRBIR, AEHNIFEEEFE—E—HSENETR,

° spec.dataMover: (Optional) —MNFf1 8, IERERTHMIRENEMH IR, TENE (KoK
B) :

* Restic
* Kopia (BRIA)
° spec.applicationRef: E&F{HHIN AR Kubernetes & #1,
° spec.appVaultRef: (%) NEFMHEFHRER AppVault 92 FR,
° spec.backupRetention: (Required) BERENEMHE. SRTAFMNEIEED ((RIRE) .

° spec.backupReclaimPolicy: (F]i%) AEWNRED CR TEFRZHE®MIR, FHkEMFA
. REBHAREE, BEMFER. JeeNE (KoANE)

* Retain (BRIA)
" Delete
° spec.snapshotRetention: (Required) EREBHVIRIBE, ZSRIRAR ORI,

° spec.snapshotReclaimPolicy: (7Ii%) HAEIMNRIRE CR EHRBHAEIMIPR, RESLEH
AlER. REHAEE, REBIEAERR. ATENE (RKaKNE)

" Retain
* Delete (BAIA)
° spec.granularity: ITXINIZTTRSNE, AIEERVEUNRNFHIEXFER:
* Hourly (BEXREIEE spec.minute)
* Daily (EXREIEFE spec.minute F spec.hour)
" Weekly (BKRIEIEE spec.minute, spec.hour # spec. dayOfWeek)
" Monthly (BXIEEE spec.minute, spec.hour # spec. dayOfMonth)
" Custom

° spec.dayOfMonth: (Optional) NIEfTIHRIFVBAHBBER (1-31) o MWRAEIREN Monthly,
M FEEAMEFER, ZENXTUAFFTBER IR

° spec.dayOfWeek: (Optional) FIE{TItRIFNEHRI/L (0-7) . E 0 7 "RREHR. NRKNE
KB N weekly, MILFEAMEFE, ZESAUAFRFERERIRME,

° spec.hour: (Optional) FIETTITRIFI—RAEY/NES (0-23) o WRKEIZEN Daily.
Weekly '3 “Monthly, MINFERAMBEFEL, ZEXMUAFRTER R,

° spec.minute: (Optional) ItXIRGEITRYI/NEIHEI D EEL (0-59) o NARKIEILE N Hourly.
Daily. Weekly 3 ‘Monthly, MItFEAMEFE. ZELAUFRERER IR R,

° spec.runimmediately: (A3%) &EHN true UIERIETRIB LA — R IEMEINEZZTT (IRIE



REBEREHITEDIM/EIRIE) o BN false. XARERELEERH.

BRI RIAY YAML 7R

apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-namespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "0O"

minute: "O"

{IREB I RIAY YAML 7451

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

I EMEITEYITRIBY R B YAML:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:

namespace: my-app-namespace
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name: my-daily-schedule-run-immediately
spec:

applicationRef: my-application

appVaultRef: appvault-name

backupRetention: "7"

snapshotRetention: "7"
granularity: Daily
hour: "3"

minute: "O"

runImmediately: true

3. fEFIEMMIEIETE "trident-protect-schedule-cr.yaml' X4 f5, WA CR:

kubectl apply -f trident-protect-schedule-cr.yaml

£/ CLI tlEEit kI
p
1. gUERIFIT R, FARARERBIRES PrIE, Fli:

CD &R LUEA “tridentctl-protect create schedule --help & It es S HIFAZEEBNE R,

tridentctl-protect create schedule <my schedule name> \
-—appvault <my appvault name> \
--app <name of app to snapshot> \
--backup-retention <how many backups to retain> \
--backup-reclaim-policy <Retain|Delete (default Retain)> \
--data-mover <Kopia or Restic> \
--day-of-month <day of month to run schedule> \
--day-of-week <day of week to run schedule> \
--granularity <frequency to run> \
--hour <hour of day to run> \
--minute <minute of hour to run> \
--recurrence-rule <recurrence> \
--snapshot-retention <how many snapshots to retain> \
--snapshot-reclaim-policy <Retain|Delete (default Delete)> \
-—full-backup-rule <string> \
—-—run-immediately <true|false> \
-n <application namespace>

U RE AR BIE R HHR M T EnShavizhl:

° EEHFMITRI: A --full-backup-rule FRERITHIIEEETEED. MHFEERTF
--granularity Daily. RJEERY{E:



* Always: BREIBTEED.

RBELMER: BE—THZIMUESHRER (BIg0, "Monday, Thursday") o BXE
: Monday. Tuesday. Wednesday. Thursday. Friday. Saturday. Sunday.

(D e —fullbackup-rule fREFERTF SN, SARSHHIE,

o IBNRLLRIP: FH --run-immediately true ECIBITRIBY LB SRR & e IRER, A
EEFF—MTREITEE, BRIAMEN falseo

o {XIRERITE: I®E --backup-retention 0 FHH --snapshot-retention IEE—TATFTEHN

{8,

SRR RERE

TRAE T GIEITRI CR BRI LAEARIHEE:

fRE it
protect.trident.netapp.io/full-  string
backup-rule

protect.trident.netapp.io/snaps string
hot-completion-timeout

protect.trident.netapp.io/volum string
e-snapshots-ready-to-use-
timeout

protect.trident.netapp.io/volum string
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  string
bind-timeout-sec

AR ERER
BB REHIRB IR B RR.
SR

1. MRS REBXEXRIIRER CR:

LA BINE

BEITHIZESGIMN, EaEHEIgEN KGE (B
Always LUB{TIFERREED, WAILURESR SHHIEE
WEKHTEEN. 0, NREFSHNE &%)

> WA LIEEM#ITREEMHNIER (B

»  “"Monday, Thursday") . BXHI{EH

{E/9: Monday. Tuesday. Wednesday

« Thursday. Friday. Saturday. Sunday. i&

AR, HCFREERTIE granularity I E

"Daily’ B9t

ENMRIRIBIETTRFT R VTRV ER KB “60 23 ¢

ARFERBAEEEMENSHRKETE, "30 734"

RIFEIRERIRRIERKATEL "5 "

TEIRERIZ A, FREEFCIZERN "1200" (20 7
PersistentVolumeClaims (PVC) E/iX "Bound” )
BB iE] (LARD 9 BRAL) o

kubectl delete snapshot <snapshot name> -n my-app-namespace
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llES=yw)
WA BERENI S HIIRBE R,

WRIGEERRE N Delete M RIFHAMISFTESHEIE, HBNMINIER Retain
()  BeBIMUEEL. MBEHEKERN volere, NENKIBBREENSERT, HEEF
=R

p
1. MRS &0 KBRS CR:

kubectl delete backup <backup name> -n my-app-namespace

HMEFEHRIFIRE
EFUERSSITREEERT. BRMRERMNEDBIFIORE.

p
1. ERAUTHLITRRENRENRS, BIFERHNEEERIESFE:

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath

='"{.status}'

79 azure-netapp-files (ANF) 12/EE A& HITR

WNRIEE L Trident Protect, MB]LLAI{ER azure-netapp-files TZi&EZF1E Trident 24.06 2 Hi I FHE /SR
BETEATEINEHMREINEE. WIHEEERT NFSv4 &, FARBEHAREMPRIEIINTIEL

Faz Al
HERUTAS:

* 8B %% Trident Protect,
* fRE1E Trident Protect FENX T — 1" BTERF. ESTRILEREZ AT, WNBREFEAEEERIRIFINEE,
s &8 %R azure-netapp-files {ENFERIRIEIAEES,

v BAUEERES R
1. WNR ANF BEEFKE Trident 24.10 ZHIBIER, FETE Trident FHATTLATIRIE:

a. RENMET azure-netapp-files H5NBER XN PV BRREER:

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HIABNE N REN PV BRAREBER:
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tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

Mol & -

snapshotDirectory: "true"

+
RERRIRE R, Trident Protect ZitFEMEMINEE, ZWEEENIREFSEN SABTELPIHT
B, EXMERT, BERFEEEBTERBENZE AT EEESEMNER WG E,

“

%N FAFERE ] LAEER Trident Protect I {T7& M ER. &1 PVC WrltEMN BEF B F&HDNER,

EIRN AR

{8 Trident Protect X &N BIER

& B] LAEA Trident Protect NIRBREE DM EEHNAIEF. BNAZEFEREIFE—5EE
BT, MILEREBERFEER,

* RRNAREFN, NNAREFEENFIERITERNRENBREF—ETR. MREELER
ERITER, R FAEREEN—iD BhiaiT.

* gtree EXRFMENTEREIAfthas R T HRBBRATE. B, gtree ERIFFMRIRIER
B HEfhap & i RGBT iE,

@ * BEILERASRISEBEXNERIREF. BTHESES, HSH "EHAS% Trident Protect i&
FRig&"s

* EMNEREREFE KubeVirt B (VM) MAIRRFIESRATEHR, 1BFEHRER CR 8
‘includedVirtualMachines’ FE%, BXx%#FH) CR. FE&5|AM YAML =5, 5507 EH
Trident Protect = KubeVirt A"

MENIEREIHthas 2 =]

&£/ BackupRestore CR & EREIHMan & =8By, Trident Protect KT R TRIFIRIRN BIERF, H7H
RENN BREFRIENAERF CR. BERIPFERNNARER, BCIRRSEEHHIRE, HEILFRPITL,

 FRNERBEREMERIEMGRTEFASENSENPIHNBRMMEEZNEAERR. BT
@ BHIPPHERR, BHsRHERCEBGRATE, IB&HERIFHRTE,
* A CR RRZFHHRTEN, EHNTENA CR ZaiFahelZBirmBA=El, Trident
Protect {X7X{& /A CLI BXEEhtlZs B8,
Feaz i

HatR AWS =& hETHARY Bl B LA T KHRIZITHY 3 E/RIB(F, MR LHETEE/RIR(ERRETHA, NHIRIER]
CE= SIS
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* BREEIIEHIHRINEAESR, B2 "AWS AP X"
* BXAWS ZFREEIFAESR, FEN "AWS IAM 321"

£/ Kopia {ENEIETSIZREIRE /Y, AILUEERETE CR RIEEFRIER CLI =% Kopia £
GBI FAERIIT N, BXAIUEERATAFAESR, ES N "Kopia Xi4"s BXEM Trident
Protect CLI I8 EFBERIIFAE S, 1H1ERA “tridentctl-protect create --help <,

fEF CR
gl
1. SIEBENZKIR (CR) XHEHIEEMBAN trident-protect-backup-restore-cr.yamlo
2. ERIEMIXH, BEUTREM:
° metadata.name: (Required) IttBENXZRENBIR, AEHNIFEEFE—HE—HSENETR,
° spec.appArchivePath: AppVault PEEFHABHIRKR. Bl LUERA UL TR<SEXLILERE:

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (#F) EHEFHARER AppVault B9EZFF,

° spec.destinationApplicationName: (A[i%) EXRENBAEFNAT. NREHE, RN ATRE
FRERLRETR. WMRKER, FEENLNBEFRERRNBRERZ o

° spec.namespaceMapping: FRIZERYIRF R TE)F Bindn & TEINME, FRIFEFNEEE

#i my-source-namespace ' #] ‘my-destination-namespaceo

apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore

metadata:
name: my-cr-name
namespace: my-destination-namespace

spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
destinationApplicationName: my-new-app-hame
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. (Optional) IR FEEFREXRNYAEFNELERR, BRMIEESSHRMIERERE NIRRT
prie

Trident Protect ZE&NERE—ERIR, FANENSEEENFRZEFEXRR. 1§J§1D,
(D) nREERTHASEEAR, BRARAEXEN pod, N Trident Protect i
WXBRHI pod.,
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> resourceFilter.resourceSelectionCriteria: (/Fi%EFYEE) A "Include T "Exclude KB &5
HEBRTE resourceMatchers FITE X BIZ R, ML resourceMatchers SELUE X B aIE T HBRRY
wiR:

* resourceFilter.resourceMatchers: resourceMatcher 3150, WNRTUEREATEN Z T
#, MelE1ER OR 121ELEd, #BSE & (group. kind. version) WEIFEIEGERN
AND 12{EITHD,

* resourceMatchers[].group: (Optional) EffiErIEIRAIAH,
* resourceMatchers[].kind: (Optional) EifxIEIRIIEE,
* resourceMatchers[].version: (Optional) EiFiERZIRAKRZS.

s,

* resourceMatchers[].names: (%) EFERIZIRRY Kubernetes metadata.name FEL

FREIR R,

* resourceMatchers[].namespaces: (Optional) Eid ERIEJRAY Kubernetes
metadata.name F B RYER R TiEl,

* resourceMatchers[].labelSelectors: (Optional) =587 Kubernetes metadata.name FE&
AR AR TSR, W "Kubernetes SXA4" IFRE N, 540:

"trident.netapp.io/os=1inux",

a0

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRIEMAIIEIET trident-protect-backup-restore-cr.yaml' X /5, R CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI
SIE
1. BEMDEREEMHRTE, BFETHNEEZRIRIESPE, namespace-mapping BHERES
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DR ER T ENS R 2 T aIIET BTN sourcel :destl, source2:dest2 HIEFB IR R
=al, f5lun:

tridentctl-protect create backuprestore <my restore name> \
--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name<custom app name>\

-n <application namespace>

MEINIEREIRIGE R 8]

eI LR R &R REIRGG R TiEl, SEHITRMIRER, Trident Protect & BN EIRRIPITXIFIETHIT
AUiRME, LABGLERHMBIME =

* EARERZE, BREANAREFNAEERRIFIPITY. XSMBIETERRNAREFZRINETEN SR
B RER

* BIhEREIRE, (NEFRBRAERZABANIT. ERRNITIIBREERRS.

* EMEFIEZAT, EFIEEHITHNEMHNRBIZETRIUE, WRIRERTT 5 DRNEUH, ER[FLE,
#T_J\_E CR ﬂhu?iﬂi%%o

FIaZ Al
HatR AWS =& hET HRRY BB LU 1T KHERIZITHY 3 i/RIB(F. MR LHEITE/FIZIERREIRA, NIR(ER]
=S
* BXRNEHAMRIESTHIINFAES, BSW "AWS API 31"
* BX AWS HFEFENIFAES, FEI "AWS IAM 314"
R Kopia {EAEIEISMIZRIEIRE DAY, FILLUEREE CR ISE ERIER CLI =4 Kopia fEF

IR FERTT . BXAUEENETBIFAES, ESN "Kopia Sd‘él" ﬁ?&@ﬁﬁ Trident
Protect CLI 1§ RENIFAE S, 1BER “tridentctl-protect create --help #5 <,

fMA CR
B
1. BIEBENZER (CR) XMHHEHEMB RN trident-protect-backup-ipr-cr.yamle

2. ERIREIX M, EREUTREM:

° metadata.name: (Required) ILEENXZRENZIR, NENIFREER— I HE—HESENBF.
° spec.appArchivePath: AppVault FEEFDARBRIERR. Er]LUERU T irSEIRLEE:

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}'

28


https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/

° spec.appVaultRef: (%) FHEEHRER AppVault B9ZFF,
Bign:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (Optional) IIRNFEXFRBEXRNEAEFNELZRR, BRNEESHRMMIEBEREN IRV
i

Trident Protect £ EIFEE—LAR, EHTHSERENARAFELR. I,
() nREEmTHASERAR, BRAREEXBN pod, N Trident Protect 135/H
1ZKEXEY pod.

> resourceFilter.resourceSelectionCriteria: (TFIEATFEE) A Include T "Exclude KB &K
HEBRTE resourceMatchers IE X BIZE R, AINLLT resourceMatchers SEUUE X EBIESHIFREY
RIR:

* resourceFilter.resourceMatchers: resourceMatcher X &R 4H, MNRITIEAFEN ST
%, WElTE1ERN OR 2ELE:, HBS Nt E (group. kind. version) RBFENG(ER
AND #2{EILAD,

* resourceMatchers[].group: (Optional) BEiFiERIZIRAILH,
* resourceMatchers[].kind: (Optional) BEifxIZRIRRILE,
* resourceMatchers[].version: (Optional) EIHiERZIRAIARZS,

* resourceMatchers[].names: (F]i%k) EdIEAIZIRRY Kubernetes metadata.name FEX

FRBEYR o

* resourceMatchers[].namespaces: (Optional) B3 fEHI A JRH Kubernetes
metadata.name FEHFEIEE R T,

* resourceMatchers[].labelSelectors: (Optional) #JRHY Kubernetes metadata.name FE&
FRIREIEIRRFRTHR, W "Kubernetes SXH4" REAEN . H40:

"trident.netapp.io/os=linux".

fBlgn:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"

resourceMatchers:
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- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRIEMAEIES trident-protect-backup-ipr-cr.yaml' X4 /5, [F3 CR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEF CLI
T

1. BEMERIFERGETE, BIFEFNEEEIRIESPHE, backup BHERERA
<namespace>/<name> HE R T E)FED B, H40:

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \

-n <application namespace>

MEBIDIEREIH At
NRFRBFELIEE, LS DEREIE MRS,

* £/ Kopia {EREUIETRS oI R RSN, RILLERE CR PISE R FER CLI 5% Kopia
FERANIRETEENITR. BXUURENERIEAEE, B8N "Kopia X", BXER
@ Trident Protect CLI ¥8E X BM#AZ S, &EFEMA tridentctl-protect create —-help 8%

* £ CR RREFHGBTEY, EBRMENA CR ZaiFait|EBirmA=TIiEl, Trident
Protect {X7EfE M CLI BB &I B & =8,
FriaZ i
R H B AT ARG
* BIFREERFE L EE Trident Protect,
« BATEEAI LRI S RERERA AppVault TZERREZR, SHEMEEZKREF,

* JB1T tridentctl-protect get appvaultcontent ¥ hY, HRENAMIFERLIEEE] AppVault
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CR HE XM RIF#ER. WNRMLERFIPELETGR, HTEBEFEEEH pod WIETT Trident Protect CLI,

* HfR AWS ZIESHT RRRY B LU T KERIE

ab A

Hbzx%mio
c BXUELHEIR
° X AWS Z

S
1. {&F Trident Protect CL

S
AREENEAEE, H5

—_y—

=17

BUIRRIEMF. MRLEEERIRIERRELIH, WIR(FA

EOZHARIFAE R, 1BE I "AWS API 32"
S0 "AWS ST

| {EHIIE B AR E R ETETE AppVault CR:

tridentctl-protect get appvault --context <destination cluster name>

®

WR Bir&EE ERTFTE AppVault CR, 1BIRER "# /3 Trident Protect AppVault 3 R EIETZ(E
" T BT,

2. ZE B LT BB AppVault EHAR, HiEF appArchivePath iR R &% :

tridentctl-protect get appvaultcontent <appvault name> \

--show-resource
--show-paths \
-—-context <dest

BTSSR ER

= TTaalan !l
fomm - +
o
| CLUSTER |
| PATH |
o +
e
| productionl |
08:37:40 (UTC) |
| productionl |
08:37:40 (UTC) |
e +
e

3. {#F AppVault ZFFFIFBRERENBEFTE

{EFH CR Ej’ 1ﬁ

®

s backup \

ination cluster name>

s AppVault FRYAIR&ED, SFEHFRRESE. HNNNARRFRIR. REENEERER.

___________ o
———————————— -

APP | TYPE | NAME TIMESTAMP
___________ o
———————————— fom e ———
wordpress | backup | wordpress-bkup-1| 2024-10-30
backuppathl |
wordpress | backup | wordpress-bkup-2| 2024-10-30
backuppath2 |
___________ o
———————————— o ——— ¢

[REIBfrEEss:

SHRRETER LEER T AEFERN SR T,
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fEFA CR
1. SIEBEENXZKIR (CR) XHHIEEMB N trident-protect-backup-restore-cr.yamlo
2. ERIEMIXHH, EREUTREY:

° metadata.name: (Required) IttBENXZFRNBIR, AEHNIFREEFE—E—HSENETR.
° spec.appVaultRef: (#5F) EHEFHRER AppVault BIZFF,

° spec.appArchivePath: (Required) AppVault REFEERNPABRTHKRRR. FRTRE 2 PHNGLEES
PARBFHLE "appArchivePath BiXRHIE 15

° spec.destinationApplicationName: (A[i%) EXRNEAEFNAR. NREH, RN ATRE
FRERLETR. WMRKER, FENLNBEFRERRNBRERE o

° spec.namespaceMapping: FFRIZERYIRF R TE) | Bindn & RN, FRIFMEFNERSE

i my-source-namespace Ml ‘my-destination-namespaces

f5gn:

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. fEFAIEMMIEIET  trident-protect-backup-restore-cr.yaml' X4 /5, WF CR:
kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. EREUTHSRRNBER, BFEFHNEEEIRIESHHIE, namespace-mapping 23ERAE S5
fRRYm R e Ren 2 =ia) i sd BAR T 9 source1:dest,source2:dest2 FIIEMEE a2 =), 5lu0:

tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
-—appvault <appvault name> \

--path <backup path> \

--destination-app-name <custom app name> \

--context <destination cluster name> \



-n <application namespace>

MIRBRE R E ELfthan & == (8]

TR UERBEXRIR (CR) X FHENRIBERE Hfthan & =i st /RinlRas R =6, £/ SnapshotRestore
CR>| REBIERE H fthap 2 =S BIEY, Trident Protect RTEfan R TRPIERRN AR, HAKXRNNBRZRFEE
NATERF CR., BRIFEFRNNARER, BEIBRFEMIIRIE, RILERIPITL,

* SnapshotRestore 32#F spec.storageClassMapping B4, B REHMBIrEHELER
MENEERRE, NMREXAEEIERRRFERIHN storageClass, BRIREIERX

C) Mo

* £ CR AREFHHRBTEN, BHUMENA CR ZaiFait|EZBirmA=TIiEl, Trident
Protect {X7E{EH CLI BYEEhRIER R =8l
FFeaz Bl

1R AWS £iF< T HERT a8 LU TIEAKEREITH s3 IRRIE1E, MR SHEETRISELRaTEl, NigrEa]
BESK M,

s BARNBYURKIESHTHINIEAEE, 1520 "AWS API 214",
* BX AWS ZEEEMNFMER, 1BER "AWS IAM ST,

fEF CR
3
1. QIBEBENFKIR (CR) XMHHIEHESGR N trident-protect-snapshot-restore-cr.yamlo
2. ERIEMIXH, EEUTREMN:
° metadata.name: (Required) ItBEENXZRENBIR, AEHNIFEEZFE—E—HSENETR,
° spec.appVaultRef: (%) FERBAREH AppVault 892 FF,
° spec.appArchivePath: AppVault PFEEIREBABHER. ERILUERUTHRSETXIERE:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath='{.status.appArchivePath}'

° spec.destinationApplicationName: (A[i%) EXRNAEFNAT. NREHE, FRNATRE
iSRRI R, NRKRME, FENNBEREERRNBERE M.

° spec.namespaceMapping: FFRIZERVIR R TE)F Bind B TEINME, FRIFEFNESE

i my-source-namespace Ml ‘my-destination-namespaces

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore

metadata:
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name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (Optional) IR FEEFREXRRNYAEFNELERR, BRMIESSHRMIERERE RN RV

i

Trident Protect SEAE_LE, INSSUERNABLIGERE, I,
() mBEERTHASERLR, BRAREEXEN pod, N Trdent Protect i
BB pod,

° resourceFilter.resourceSelectionCriteria: (7FiERTEE) FA "Include’ T "Exclude KB &
HEFRTE resourceMatchers FIE X BIZE R, AINLLT resourceMatchers SEUUE X B EIESHFREY
HiR:

* resourceFilter.resourceMatchers: resourceMatcher 315 ¥ H, TNRTUEREAREN ST
=, MelE1ER OR 21ELEL, #FBESE & (group. kind. version) WHIFEIEER
AND #2{EILAD,

* resourceMatchers[].group: (Optional) EiFiENHRIENE,
* resourceMatchers[l.kind: (Optional) EifEAZRIRAIZE
* resourceMatchers[].version: (Optional) Eifi%rIHIRAVARZS,

* resourceMatchers[].names: (7]i%) EiFIERVEIRRY Kubernetes metadata.name FE&
i OE= i

* resourceMatchers[].namespaces: (Optional) &3 ERIZERAY Kubernetes
metadata.name FEXHHIEEE (8],

* resourceMatchers[].labelSelectors: (Optional) 3= RH) Kubernetes metadata.name FE&
AR IR SR TS, W "Kubernetes SXA4" HFRE N, 540:

"trident.netapp.io/os=1linux",

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]
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- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. {FAIEHRIEEE trident-protect-snapshot-restore-cr.yaml' X {45, WA CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

M CLI
HIg
1. BRBIEREEtd R = E), BFERRE B RESHHE,

° snapshot BEERIEIN <namespace>/<name> BIds & T EIFIIRIBEZ R,

namespace-mapping S¥EMHE S DRI E TR R B =iE ST RN 0
sourcel:destl, source?:dest?2 HIEHBEREEE =8,

o

f54n:

tridentctl-protect create snapshotrestore <my restore name> \
—-—-snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name <custom app name> \

-n <application namespace>

MIRERIEREIRYIA R 2 =]

f&o] DR R BB IR R E Ijl_il %?fﬁ]o HEMITRIRERY, Trident Protect = BohBIERIPITRIFETE#HTT
HUIR(E, LABLEERBIRE

* EARERZE, BREANAREFNAEERRIFRIPITY. XFMBIETERRNAREFRRINETENE)
B IRER,

* BIhTEREIRE, (NEFRBRAERZABANITY. ERRNITIBRSERRS.

* EMEFIEZE, EAEEHTHE O RIRRIZFEHIFREUE, WNFRIERIERTE 5 DHREUH, ERRGALR,
HAEZXR CR RS FIERES.

Faazan

HatR AWS Z1ELhETHART BB LU I T KHERIZITHY 3 /RIB(F. MRS HEEE/RIR(ERREII R, NHIR(ER]
CE=E SIS

* BXROEISIIEHEIHINFARES, BS 0 "AWS API 301"
* BXAWS BRFEEVFMESR, FSW "AWS IAM 321"
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f#H CR
HIE
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1. BIEEBRENER (CR) XHHBEHBRAN trident-protect-snapshot-ipr-cr.yamlo

2. ERIRMIX G, BEEUTREY:
° metadata.name: (Required) ItEENXZFENEZIR, NENIFREEZE— I H—BSENZTT,
° spec.appVaultRef: (%) EMERBASH AppVault B9 FF,
° spec.appArchivePath: AppVault PEERBABHIKR. Bl LUERA UL TRSEXLLERE:

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

+ .(Optional) MR RFBEERBLERNNAEFNELERR, IS SRR AR ERE AR R HIE

/IE- Trident Protect R BENAREFLERER, RAXERBESEIMAERBZEFEXRBKEXR, fl, R
BERTIEHFASERRER, BiZZREBAXERN pod, M Trident Protect 12381 X R1ZX<ExAY pod,

* resourceFilter.resourceSelectionCriteria: (%% E) FFH Include 8 "Exclude ABEEIHE
ﬁ%T‘ resourceMatchers FAENXMIZEIF, FMLT resourceMatchers BHUENXEEESHHRN
#AJR. resourceFilter.resourceMatchers:. resourceMatcher WR¥H, WNRELEEARENX
Z107HR, WEelTE8ER or EELE, HESMNTE (group. kind. version) AIFERZ(EA
AND 12{EILEd, * resourceMatchers[].group. (Optional) gfﬂ?\ﬁﬁ’ﬂﬁﬁﬁ'\]éﬂo *
resourceMatchers[] .kind:. (Optional) Bk RIS
resourceMatchers[] .version. (Optional) %)Fﬁ)ﬁE’JJ\,}?E’JH&Z& *
resourceMatchers|[] .names: (Optional) EiFiERIRN Kubernetes metadata.name FE§
FRERFR, * resourceMatchers|[] .namespaces. (Optional) BEfEAHRIRR Kubernetes
metadata.name FEEFMNGFRZTE, * resourceMatchers|[] .labelSelectors:. (Optional)
#IFBY Kubernetes metadata.name FERPFHINRRIEREIFARIR, W "Kubernetes XIH"HFRE
Mo f530: “rtrident.netapp.io/os=1linux"s

+ fgn:

+


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

+ fEFAIEMAYEIET trident-protect-snapshot-ipr-cr.yaml' X4 /5, RN CR:

-+

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

M CLI
P
1. BiRBRERREIFERGETE, BMERHNEESRIEShrE, Fa0:

tridentctl-protect create snapshotinplacerestore <my restore name> \
—--snapshot <namespace/Snapshot_to_restore> \

-n <application namespace>

MEERZIEBRS
TR UERSLITREEMEHTT. ETMEBRKANEFIRIEFIRTS.

p
1. ERAUTHLITRRERRENRTS, BIFERNESERIESFE!

kubectl get backuprestore -n <namespace name> <my restore cr name> -0
Jjsonpath="'{.status}"'

37



{EFHEEZ% Trident Protect (X HIZE

eI LMEASRISEE (R, T ENEEMNEMEED) BENXTRIEE, LUARERN
BFEEK,

T RMBER B IR (FRRIE Y6 B =R ERAARE

EIME KSR (ERRE, BiranR =R PRAREANERR SR & =8 PR EALERILES, KRB ines
AT EPAFERNRG AT EFRTEICER, HBESEFENEATEICERE, URERan&ZEFE, X
FETBEre R =6 LR EERRIF A E.

WREFH Red Hat OpenShift, 1§Z TR FE T ELFREIE OpenShift IMEHIIXBIEHE. &

@ =8 F R A M RIZIR A Pod 5 OpensShift ;zéLTsié’ﬁ (SCC) EXEHENEMZLERE
, HEALUAREMASHINRR#, BXIFMEE, 15BN "OpenShift £ EFXHERXZ
4"

ERITIER PR BIREZ I, TLUBIEIRE Kubernetes IFIR T £
"RESTORE_SKIP_NAMESPACE_ANNOTATIONS 35 1E BiRd & TS E B E =, Hlu0:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation_ k
ey to skip 2>}" \

-—-reuse-values

PITIRR S PR LDIRIZERY, 1 “restoreSkipNamespaceAnnotations'#1
@ ‘restoreSkipNamespaceLabels' 15 E FIE Al & T EIHL F IR S &G MR R S PR LR IR EH

HibRo HARTEVIIA Helm REIRZHRE TXLIRE, ETHREZER, 8H "ILEEM
Trident Protect helm BIRI&E",

MNRFEATHH --create-namespace FEH Helm ZEBENBEFE, NS name RS EFHITIRIGRLIE, 7
R ERBEIER, Trident Protect T EEHIZIBERsr B =iEl, BNRKRBFENESRGE =T8T
éﬁz”UﬁEE%ﬁ?ﬂEﬁﬁ%?fEﬂﬁo MRIESFERZTEALE, WEHEHESZIERmETE, FHTEAE

Nl

UTFRAERTEMBEmmRTE, ST REEARIERNTE. ErUEEREZANZENERS
BZEPRE, UNINEE A& =B A SN B SRR,

TR RS IR EZ A
TRETR T RRIEEEBREZ AR GIRM B iR 2 T EFIRE:
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EE=A ] troE PR
2 =E ns-1 (&) « annotation.one/key: "updatedvalue" * environment=production
+ annotation.two/key: "true" * §#4*=hipaa

* name=ns-1
g =i| ns-2 (BFx  ° annotation.one/key: "true" s AE=IEE

 annotation.three/key: "false"

\/

ERIE(FIS

TRER T ERIBEEZZIREE RO BIirmAaTERES. Bhn—LLtE, —LEewEs, FEEEMm
name Fr% LAILER B frdn 24 =SiE]

CEEeS ) vES g
R %iE ns-2 (BfF  * annotation.one/key: "updatedvalue” * name=ns-2
) * annotation.two/key: "true" * B#ME=hipaa
+ annotation.three/key: "false" « environment=production

© AE=IiERE

TR
TR AT IERIRFREMFE,
TFEZAREY

1% spec.storageClassMapping BME X MEN BIEFPFENFEIED BAnER FRUFRFMESISIImRET, &
AUEREERRIEMEENER 2 BTN FHER 3 X BackupRestore & {ERVTZNE 5 imEY A ILLIHEE,

NN
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"
- destination: "destinationStorageClass2"
source: "sourceStorageClass2"
SEFHERE

AT T ATFERAPEEST TN ER. MRAARBWLEIR, RABERRIAE

NVES KA WiER AINE

protect.trident.ne string AR ohEREE LR KEE (UFPAEA) ., "300
tapp.io/data-

mover-timeout-

sec
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FroE Eit) 1 PE FRINE
protect.trident.ne string Kopia NAEFHRAA/NRE (UIKFFHHEM) ,  "1000"
tapp.io/kopia-

content-cache-

size-limit-mb

protect.trident.ne string TERIEERN Z B, FFEAFEIERN "1200" (20 73§
tapp.io/pvc-bind- PersistentVolumeClaims (PVC) EiX "Bound i E&RIER )
timeout-sec KEtE (AR REM) . ERFREXER CR EE

(BackupRestore. BackuplnplaceRestore. Snapsho
tRestore. SnapshotinplaceRestore) . HIRERITZE
EinNEEEEEEE LITE, BERAEENE.

FEREEXZREFRZFRIHEER

RRERE TR R RF RN EAITEN XEERRAERSRIBRARREINIEE
BA, i, ERNBREFTEREIEMERFITER ConfigMap FRIEN R,

RIRMERN TIERIE

‘SnapshotRestore’. "BackupRestore’ . “AppMirrorRelationship’®
LX&ET@V_EEﬁqJE'J ‘transformations’ FERAWFEEMELSERIEN Kubernetes
HilRo é BN MEENNAEFH#HITES RN BREFAEREER (fli0, BEcRENR. IMHER
URL. RFRHETIFRTE) , ITheeIFEEH,

BIRFEER "RFC 6902 JSON Patch"#2{EF]1 "RFC 6901 JSON 55" BRZ R EMIFEER Kubernetes FRFH
BFEFER,

THETRT B&8RRERNERNREERLEN:

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-restore
namespace: target-namespace
spec:
appVaultRef: my-vault
appArchivePath: /path/to/snapshot
namespaceMapping:
- source: source-ns

destination: target-ns

transformations:
- resource:
kind: ConfigMap # Required: resource kind
group: "" # Optional: API group (empty for core
resources)
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version: "" # Optional: API version

name: "" # Optional: specific resource name
operations:
- op: replace # Operation type
path: "/data/key" # JSON Pointer path

S+

value: "new-value" New value (for add/replace/test)

ZRFNEIR
TR IR R S T E U AN SR —EFER:
* kind (#41H) : Kubernetes ZFJREAE (ffl91, configMap. Deployment. Pod)
* group (AJiE) : API4H (ffl90, apps. route.openshift.io) —EBEIZLEIR
* version (FNi&) : APIhigads (6140, vi. vibetal)
* BIR (ANE) - (RBMEATHRERR

@ LHTRLIFER PersistentVolumeClaims &3 & %88,
ZHFRVIRIE
SO LU L MRIEBAAIR: add. copy. move. remove. replace # “testo
A RAINE

fEA add BIFEIEERRZE LA FRIE, G LUSEIRERINZEIN REEH,

f£M CR
UG5 #2288 750 2 “Deployment 3R :

transformations:
- resource:

kind: Deployment

operations:
- op: add
path: "/spec/template/spec/nodeSelector"
value:
"topology.kubernetes.io/zone": "us-east-la"

disktype: "ssd"

fEF CLI
FERU TS EIHSITIEITI R

tridentctl-protect create snapshotrestore <restore name> \
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--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \
-—-transformation

'apps,vl,Deployment:add{"path":"/spec/template/spec/nodeSelector", "valu
e":{"topology.kubernetes.io/zone" :"us-east-1a", "disktype":"ssd"}}"

EHEREPNE

fEA copy BIERE—RFERNEMN—TBREEFES —TBRZ. FREN.

A CR
UTRAIES configMap WMREVEIER:

transformations:
- resource:
kind: ConfigMap
operations:
- Oop: copy
from: "/data/source-key"
path: "/data/backup-key"

A CLI
AU THSEI LTI TSR

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \
--transformation ',vl,ConfigMap:copy{"from":"/data/source-
key", "path":"/data/backup-key"}'

TERIRABEHE

£ move IRERE—FRRNNEMN—TRBREBEIZ—NBE. &N, EWRKRETBM,

f£F CR
UTFRFIEESR cConfigMap FRIVEIER:

transformations:
- resource:

kind: ConfigMap
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operations:
- Oop: move
from: "/data/OLD KEY"
path: "/data/NEW KEY"

A CLlI
FERU TS EIHSITEITI R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \
-—-transformation

',vl,ConfigMap:move{"from":"/data/OLD KEY","path":"/data/NEW KEY"}'

ME TR FRE
fEF remove 1R1ERIMIFREEREPHFRIE.

f£MA CR
LUTFRBIM “ConfigMap' &35 i BR#E S+ :

transformations:
- resource:
kind: ConfigMap
operations:
- op: remove
path: "/metadata/annotations/kubectl.kubernetes.io~llast-

applied-configuration"

() EULRAMEED, ~1 R /B JSON JEIHNFSL.

fEF CLI
FERUTmSETmITIEITIHT R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
—-—namespace-mapping <source-ns>:<dest-ns> \
-—transformation

',vl,ConfigMap:remove{"path":"/metadata/annotations/kubectl.kubernetes.

io~llast-applied-configuration"}'



B ERERNE
fEF1Z “replace 12 FEIRIEE R THREPHNINEE. JSON BELAMNEFETE.

f£F CR
IR RFIEER "Route WRAIEHN A

transformations:
- resource:
kind: Route
group: route.openshift.io
operations:
- op: replace
path: "/spec/host"

value: "prod.example.com"

A CLI
ERU TS @I I TIE T FE ik

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

-—transformation
'route.openshift.io,vl,Route:replace{"path":"/spec/host","value":"prod.

example.com"}'

MR FRIERR
fEF “test RAFIIERIE LHNERSSTHAELE, ARBNAHEMRE. MRMRAKK, MNWEREMEK.

fF CR
{XH environment IREN staging BY, LIFRHIASEFH database-host:

transformations:
- resource:
kind: ConfigMap
operations:

- Op: test
path: "/data/environment"
value: "staging"

- op: replace
path: "/data/database-host"
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value: "prod-db.example.com"

A CLI
FERUTHSELRSITIaITITER:

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

-—-transformation
',vl,ConfigMap:test{"path":"/data/environment","value":"staging"}, repla
ce{"path":"/data/database-host", "value":"prod-db.example.com"}'

&3 NetApp SnapMirror #1 Trident Protect EIN FBIEF

M8 Trident Protect, &AILIER NetApp Snalerror FARNE T & HITheEiG ER N B
EFEIMN—IEFREEIREF DS —NMEERR, ER—3E LHERREEZIE,

A SRS IR R 6 B S a TR

TEME KSR (ERRE], BiraR =EPRREAERERE SR A =B PR EFERLE, KRB
AT EPAFERR R TE PR, ABSEEFENTAMEZER, ULERGEZEPHE, X
FET B R =E) LR SOERRIF A E.

YR EA Red Hat OpenShift, EEX R R TIEERIE OpenShift IFEHHIXKBIER, a3

@ FaLER AT RIEIRRY Pod B5F OpenShift £4 E X4 (SCC) E X HIE U R Z L E
, FEALUFREMASHIMNRRB. EXIFMES, BB "OpenShift 2 EFXHHE
/=N

ERITIRR S PEFE 12 12EZ AT, TLUBITIRE Kubernetes MIET &
"RESTORE_SKIP_NAMESPACE_ANNOTATIONS' 5[ LE B4 e & = el oS st g =, flan:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

PITIRIR S PE YR ERT, 7E restoreSkipNamespaceAnnotations #(]

@ ‘restoreSkipNamespaceLabeIs FRIETE AR el ap B B E AR S &G MR R S AR PE IR AR (R
HEBR. HARTENIIE Helm ZESTEPREETXEIRE, ETHELER, SR "IEEHM
Trident Protect helm BIRIZ&",
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WREATE --create-namespace FEM Helm REBRENHIEF, NS name IR EEFITIFIRG IR,
ER RS PE %I EH, Trident Protect IR EHITI Bird 2 =iEl, ENRRKBRNESRHSTIE0T
fc, MKEEHRHETHGETEE NRLESEGZTEALE, WEESEHEBirdE=iE, FETEAE

o

]l

UTRBIERTEMBEmRTE, ST aRTREEAREIRNTE. BrUEEREZANZENERS
ATEPRT, URIFEBTS R TR PAE SR B R TR,

TR ERIBIR(EZ R
TRETRT RRIE B REZ AR AR B iR 2 = EFRES:

an 4 58] frE e
maTiE ns-1 GE) * annotation.one/key: "updatedvalue" * environment=production
 annotation.two/key: "true" * S#*=hipaa

* name=ns-1

&EZ=ia ns-2 (B4 * annotation.one/key: "true" . fta=tiERE

8]
)  annotation.three/key: "false"
RIREFfE

TRERTRERHBEERBIREERFEFGITENRS. BRN—LHE, —LREKES, HEBEH
name & ULE B R =6

fn 4 58] froE e
& %E ns-2 (BFs * annotation.one/key: "updatedvalue” * name=ns-2
) * annotation.two/key: "true" * B#ME=hipaa
« annotation.three/key: "false" « environment=production

* AE=IUEE

@ &R ABRE Trident Protect TEEUERIFIZ1ERRB) ARG MR GRS, "F4H 7 #2u{r 5
Trident Protect BB X RFHRLEE"S

TR B R R (FRREI 1T

TEFER AppMirror XARRIPIEHIN BIZFE, EHERBNREEERE, BNIZEESHITEEEXENE
1T

* FHERBIRETR, UITERZEINEERERZIBIRER. EXEFHEMRCIREl]. BERER, H#
TEHEBEMENARER L, FRBEEAEXRERERT

* EkAESRAERBDHIE, NAERF ENERAIEHRITENEREBER. SR BRERRAN BTN RER
BY, XEEHITE TR R AR LEEL AT

ETHRAXNITHFNEZEER, 1B581H "E1F Trident Protect H14THEH",
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KEEHIXAR
KREEFXABIEUTAR:
* FEFREFLE Trident Protect IRIZMN AIREBRVINE (BIENHBERFH Kubernetes RIRUNEN N AEFERN
EIRER)
s EEEHIITR (8135 Kubernetes B IEFIFA HEHUE)
* IR ERRIRERATE]

TR

1. TRERE E, NRNAREFEIE AppVault, RIBEHIEFMERER, ek "AppVault BEXFER" FBIRHEILL
BN R

£ CR & AppVault
a. BIEEENZR (CR) XMHHEHEME (B30, trident-protect-appvault-primary-

source. yaml) o
b. FgE A TEM:

* metadata.name: (Required) AppVault BE X RFEHE . B FERFENEIR, EREFIXE
FREMEM CR X{45| ABItb{E,

* spec.providerConfig: (/%) FEERIEERHETERAIE AppVault FIENEE. NERIRE
HIZRF%E$R bucketName FIERIEMAEBRIFMER, I TFTEERNE, ARNEFIXAFREN
Hfth CR X5 BAXE(E, BXEMEHIZFR AppVault CR R, iEEIR "AppVault HE
MR

* spec.providerCredentials: (Required) TZfi&{FERIETEIRMIZFA10] AppVault FRERMEME
EBSI A,

* spec.providerCredentials.valueFromSecret: (Required) e~ EHEEN K BEHE
* key: (Required) EMHIEIEFER secret BIE keyo
* name: (Required) B&ItFERENZHRNEN. HAUTFRE—mE=TEH,

* spec.providerCredentials.secretAccessKey: (W) AT IHIRERREFRILNZE
$A. name /5 spec.providerCredentials.valueFromSecret.name [ICEz,

* spec.providerType: (#5) AERMEHFMDIINE,; 5190, NetApp ONTAP S3. #F S3
. Google Cloud ¢ Microsoft Azure, RJRERIE:

= aws
= azure

" gcp

= generic-s3

= ontap-s3

= storagegrid-s3

C. {FFIEMREIET trident-protect-appvault-primary-source.yaml' X f5, N CR:

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
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trident-protect

f£F3 CLI 672 AppVault
a. Bl AppVault, BIFEHHESSEIRIESHIE:

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n

trident-protect

2. {TREFE L, BIBRNAER CR:

£ CR tI&ERN AEF
a. BIEBENZER (CR) XMHHGHME (flt0, trident-protect-app-source.yaml) o

b. FgE A TEM:

* metadata.name: (WF) NMAREFEBEXNZRNE. 18 FEIZEFENRTT, RAEHIXRMHR
EHEM CR X45|AItk{E,

* spec.includedNamespaces: (X)) fRTEIFERITENEE, FRGRATERZIR, H
ALAERERANE S\ TEISEE, MISELATIENGHRE SRR EENER. NAEFS
BEEMMR AN —E 5

YAML =51

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. {FFIEMR{EIET trident-protect-app-source.yaml X5, W CR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEF CLI gIBIRN A2
a. QRN AER. Flu:
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tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

3. (Alik) ERERL, MERNARFRE, IRBAFEIRER LNAREFOEIM, MRBRSHSRE,
NMFEESFHF T —MTUIRRIET, UWERGRIAVRE, BORRFRE, BSH "IZEFIRE"

4. TDRBEE L, SIBRERITRI CR:
R 7 TEHRMERNRERIN, BiSIR— I RRNERRIENEER, REHANT7 X, U4RY

% ONTAP B Z BIFVHFEIRIR, XAMRIRBERZAIA 7 X, BaILRERAFERBENX
REHA.

@ MREEHER, RAAUERAXERIRES 7 RETREIRF. SMTAERRIZEE
R B, BARFmE ERRBUKABNENR, MASERAIEHE.

MRV AEFNREH R ERERFNREER, WAFEEMIT.

fiEF CR RIZE Kt
a. RN AREFIREH TR

I QIEEBENXER (CR) XHHEHESHR (flt0, trident-protect-schedule.yaml) o
i. PR LA B
* metadata.name: (Required) itXIBENXERIIZFR,

* spec.appVaultRef: (#F) LEXNNSIRNAZRFB AppVault B metadata.name FE&
LA,

* spec.applicationRef: (&) IEXNNSIENEIERF CR B metadata.name FE& AL,
* spec.backupRetention: (Required) IFERRNIEFEL, HIFGEIREN 0o

* spec.enabled: WIZEN true,

* spec.granularity: #JIKEN Customs

* spec.recurrenceRule: L UTC BYE]E X 18 BERFEE [8)fR.

* spec.snapshotRetention: HIEEH 2,

5 YAML:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
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backupRetention: "O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

i. EFIEMAYEIET trident-protect-schedule.yaml' X5, M CR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-
namespace

fEF CLI SIS H X!
a. gIEERIItY, ARRERNESERESHRE:

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

il

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200%

\nRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app namespace>

S. (EBETREEE L, RIESTEREESE ENV A/ AppVault CR HBEIRVIEN BIEF AppVault CR, HIEH®E (fla0

, trident-protect-appvault-primary- destlnatlon.yaml)

6. W CR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. L BIREEE LA BTN AR A BAT AppVault CR. TRIBERITZIEIRMAR, 182K "AppVault BE XZHIR'
SRR LOE RN ERYIA R |

a. BIEEENZR (CR) XMHHRHEMGR (g0, trident-protect-appvault-secondary-
destination.yaml) o
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b. BEELUTEM:

* metadata.name: (Required) AppVault BE X RENBZIR, i MEREFENRIR, BAERIXRAE
FEM CR X435 AItkE,

* spec.providerConfig: (#W5) EFMEEAIEEIRMEIZFA0] AppVault FRERRVECE. NENIRHTE
FFiE#E bucketName AEMEMABIIFMES, I8 TEEZFHNE, .ﬁE%U%%FﬁmE’JE@ CR
XHS5|BXEE, AXEMRHIZFR AppVault CR R, EEIE "AppVault HENXER"

* spec.providerCredentials: (Required) TFfE{ERIEEIRMIERF AR AppVault PREEBIERIEIERY
31

* spec.providerCredentials.valueFromSecret: (Required) &R EIREN KB HZ
* key: (Required) BMHIEIER secret BIBR keyo
* name: (Required) B&ItFERENZEHRIIZI. HAUTFRE—mE=TEH,

* spec.providerCredentials.secretAccessKey: (W) BT AR EEZFIGRZH, name
[V 5 spec.providerCredentials.valueFromSecret.name [TCHZ,

* spec.providerType: (5) HERMEHMDHINE,; 5190, NetApp ONTAP S3. &@EH S3
. Google Cloud 3¢ Microsoft Azure, AJRERIE:

= aws

= azure

" gcp

= generic-s3

= ontap-s3

= storagegrid-s3

C. {EFAIEHRMEIET trident-protect-appvault-secondary-destination.yaml' X4 f5, WF CR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n trident-protect

8. EBtrEEE L, BIE AppMirrorRelationship CR 314

fEFA CRBY, BTENA CR ZAIFapRIZ Bires & =8l Trident Protect {X7EfER CLI BYEEH
Bl an & = El,

f£F8 CR 213 AppMirrorRelationship
a. BIEEENZR (CR) XMHFEHmE (90, trident-protect-relationship.yaml) o
b. FEE A TEM:

* metadata.name: (%) AppMirrorRelationship B E X & RRIZ R,

* spec.destinationAppVaultRef: (Required) tL{EXNS B irsEdE _E BirN ATERFHY AppVault
B FRITALD,

* spec.namespaceMapping: (E) BIFEGRTENANSHENNBIERF CR E X B
FRZFan#& =8k,
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52

* spec.sourceAppVaultRef: (Required) tb{EX TS RN BFERFEY AppVault B FRILAD,

* spec.sourceApplicationName: (HF) IWEXNSEEFRENEZRF CR FEXIFENAE
P89 FRICAL,

* spec.sourceApplicationUID: (&%) WWEMSNSETENBEEF CR HENXENHZF
B9 UID PTfg,

* spec.storageClassName: (AJi%) EIRERF EERIFHEENRBN. EEEMNIEZD SIFF
iﬂﬁ%ﬁ’] ONTAP ZfEREIWL. WMRKIRMEFMESE, NBNER T ERER LA E

7':0

* spec.storageClassMapping: (Optional) ¥ EFFERMETEIE— AMR &4 PVC BT
FiEE, BNMFBEABFE— source M ‘destination EEXBR, RERGE,
‘storageClassMapping 5 E®BE “storageClassName; RBIILAIESZBER PVC {#
FBSEEINEMERE, AR storageClassNameo

£ AppMirrorRelationship CR A {8 “storageClassMapping' By, 15 F =R LA TBRH:

* storageClassMapping Se 2 & storageClassNameo, =W PNFERERIKER,
storageClassName BB,

* JRTEMEZETE storageClassMapping HUKELAFZEN pvc BERAERERIAGFMESE
mak "storageClassNameo

* M ZBEHEERYIRME source # “destination B,
* B EREFEE T REREFIM PR EFCIRINE B4R PVCo
* spec.recurrenceRule: LA UTC BHEE X FF4 BHEFIE S8R,

~fE YAML:

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T0002002
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourcelApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb



storageClassName: sc-vsim-2

C. {EFIEMRI{EIESE trident-protect-relationship.yaml' XX /5, WA CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI 83 AppMirrorRelationship
a. gIEHR A AppMirrorRelationship 3%, FRIFEHRE BB RIES HHYE:

tridentctl-protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> --storageclass-mapping
<src_class:dst class> -n <application namespace>

A --storageclass-mapping FBENRIFMEEMS R BirFEMRESE, 8E—1
HZNLUESTHEAY source:destination X (fFlg0, "class—a :class-

@ b,class-c:class-d") . {EF *:destination-class {E/BECRT, IGFrE RIRETHY
PVC BRETZ BN BAR1EESE, 18 E --storageclass-mapping’ f&, --storage-class
B 2B

EAEAN BinF#EIERA (--storage-class)

tridentctl-protect create appmirrorrelationship my-amr
-—-destination-app-vault appvault?2 --source-app-vault appvaultl
—-—-recurrence-rule

"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
-—source-app my-app --namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373f24c1-5769-
404c-93c3-5538af6ccec36 —--storage-class my-storage-class -n my-
dest-nsl

9. (Fik) EBEREEL, RESHXANKREHINRE:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg



Erdetage =t

A Trident Protect, EAILUGEHIMN BIEFHIERZERIBInES, KEIEEFELEERXR, HENAEFER
Pr&EEE FEX#lo Trident Protect A2 {EILRER LN BRERF (WIRTIBITEE) -

p

1. 7£B1rEf5E L, 4RiE AppMirrorRelationship CR X4 (140, trident-protect-relationship.yaml
) #¥% spec.desiredState HI{EE XN Promotedo

2. {#7% CR X%,
3. NA CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (FIik) QUSRS N BEFFIERIEAERP TR,
5. (ANk) MEEHXANKES:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

MR HERBERIXR

ENAZIREIEMBRUENXR. MITENRIIRER, RIGRNARFRRNEEETHNNARRF, XMER
S8 FIETEIETTHIN B2 PR BV E A E R ER ISR EFo

M RRAE BT T S 2 A1 8L EATSERE L 0N,
() EamwBHEEABFLRRFNETREDEER,

p
1.8k FERER L, CIERNAREFIRE, XOHERBRREFNRTEN.

2. (£BtrEfE L, YRi8 AppMirrorRelationship CR XX (f1#0, trident-protect-relationship.yaml
) #¥ spec.desiredState FI{EFE AN Establishedo

3. {£7F CR X4,
4. WA CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o WNRTEBIRER LA T ERRIPFHIIRFRIFKIER BN AER, BFERR. EARRNITVHSSEE
TREZRK

RAEHED HERBHERXR
HERMEMRATBERBERXRN, BMNAREFRRNRNEER, MRNAREFFRNBET. ERER
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T HAIE X B AR AR R B B R IR B
g

1. R BIrEE L, MIER AppMirrorRelationship CR. XS BIrH AR, MR BEIrEE LEEEAR

PR, BFEBIER.
2. BINASVATIREXRREN CR XHEIERNEFRIGESHIXR,
3. HafRIT BT (RYAIREERY) ECE T ™1 AppVault CR.
4. EHERIVERE LIREEHXER, BREEARATENE.

AR e E R 7

YERAERGMEES, Trident Protect RN ABi2FSohEI Br MR, FRSRERIORIGFEFMES
I, Trident Protect RFIERN ARRFHRBHRIEEHZI B, ARBHETIREIBIRNARER.

EXMIERT, SRR BT,

B
1. fERSERE £, BURRXHIIRAR:

M CR BIEXFRER
a. Z2HERNBERIFRPREEIT L
b. fl# ShutdownSnapshot CR Xf4§:
L BIEEBENER (CR) XHHEHEME (HIEl, trident-protect-

shutdownsnapshot.yaml) o
i. EEEUTREM:
* metadata.name: (Required) BEXZIRHIZFR,
* spec.AppVaultRef: (Required) tb{EXNSIERN FFZFHY AppVault BY metadata.name F

ERUTHD,

* spec.ApplicationRef: (#455) ILEXNSIENAZRF CR X4 metadata.name FE&
LA,
) YAML:

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08ab5dbe844e

namespace: my-app-hamespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1b5e34
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applicationRef: my-app-name

C. {ERIEHREIES trident-protect-shutdownsnapshot.yaml' X {45, A CR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEF CLI SRR AIRER
a. SRR, BAMEPEEBIESHIE, Fl:

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

N

- ERER L, XARBTEME, REKARREPRS:

kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

w

CER&EE L, FERAUTHSEH shutdownsnapshot.status.appArchivePath FIE, HiZRXHRIZNR
E—&5n (WTAEER;, XRERRE—TMRIIZENMERNS)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath="'{.status.appArchivePath}'

N

- BT EARER B R RES B VIR, HH TR ER:

@ EMEREZIEMNE 2 T, & spec.promotedSnapshot FEREEE
AppMirrorRelationship CR X4+, HRREBEIKENEE LIRS 3 PHIERIEER,

)]

- BIT [REEMRSHEERZHNERXR] FRREEHRRT TR,
- TERTRE R LB ARIFIH R,

(e}

#HR
MTFREESR, KEUTEE:

* NVBATER AR Kubernetes & JRIRIE—MREE,

* @I MIBRN FAFERFERY Kubernetes FIR (3§ PVC #1 PV REBEII) , mTLUMLHEMEIERIGRN BIEFE
Pod,

* XM Pod 7, $HEBEHENAESHRR.
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* SnapMirror XA B R, FEIREESFITFIEE,
* FRFREN AREFXFAGEEFINELHIE, MIXAREBHAERNBEFH Kubernetes iR
* REEMEIES

R REF SRR ERIgRE S

i3 Trident Protect, f&RILAER A MREFFITESRERBIEEERI B, FRHTERES, N TERRIE

EHl75Mm, Trident Protect RERZXERIFRZAFEALAEFENRES (BEFREY) ORERNEER.
S EM BRI BARRI R R E, SRIUATIER:

* MEFERB RS A,
* RAEHRETERIXR.

(D BOTESNERRSRE, BRREEFEREREIRNE \BTERIKIE,

* REEHIER,

p
1. 117 [(RAEHRS HEERBHNERIXR] TE.
2. T [RANAEFES ] B,

IPRE X F
TR L FER IR EHI X R, SERMRNAREFEFXAEN, SFERMRINNARER, EflZEgEX%R.

TE
1. L BinEEE L, MR AppMirrorRelationship CR:

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{#F Trident Protect T2 IR
el LB I E R FUREEE 2 BB N AR TR R R RN EFEEZSL,

@ IBNAREFE, ANBAREFEENFIERITENTSENARF—ET%. NREEERGEH
1THEH, SRENERREN—EDBET.

HINFLERIEE
EAUTARMTEGNERIRE, TUEBRTHENEHNERES,

efEEIE—5&E
ERNAEFRERIR—EE, BeIZRBRHEHH R/ HERERIE -5,
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p
1 BT g EZ—:
a. "gIEERER"
b. "BIEEMR"
2. ZE—KH L, RIBGCUENZRBEZEN, PITUTREZ—:
a. "MIRERERERIE"
b. " ME T REIE"

TePREIR RIS

EERNAEFREIEMEE (ITERERRE) , BERHELUESRD, RAEBEMERIIEMEE,
REE BrEEEE %2 Trident Protect,

() EAILUER "SnapMirror E" ERFIBE 2 A I PR

p

1. "BIE&E G,

2. HIREEBER LB T 88NN REFMERD AppVault CRo
3. EEMER L, "MEMIEREIE"S

BNAREFM—TEHEEREIBES—EER
ERILLETFEDEREIEFESR, BNAREFMN— I FHEETBEHEEFESS.
F1an (MZER CR HRHEBRHE) -

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "$S{appVaultCRName}"
namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret

version: vl
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resourceSelectionCriteria: exclude

f#F3 CR X RIRER
T
1. SIEBEENZKIR (CR) XHEHIEEMB N trident-protect-snapshot-restore-cr.yamlo
2. ERIEMIXE, EEEUTREM:
° metadata.name: (Required) IttBENXZRENBIR, AEHNIFEEEFE—HE—HSENZETR,
° spec.appArchivePath: AppVault PEERIBABTHIRKRZE. ERILUERUTa<SEXLILRRE:

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (%) EMERBASH AppVault B9ZFF,
° spec.namespaceMapping: XRIZ(ERRHE TEE Bird {3 TEINME . FERFERNEEE

# my-source-namespace Ml ‘my-destination-namespaceo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. HE, MRAFEEEEXRNNARFNELERR, BEAIESHHFTERERENRIRIVHILE

° resourceFilter.resourceSelectionCriteria: (/fHEME) £ include or exclude FXEIE
i HEBRTE resourceMatchers FITE X YRR, AILAT resourceMatchers 23UAE X B S ET HERR
Z IR

* resourceFilter.resourceMatchers: resourceMatcher X &R H, MNRITHEAFEN ZPTT
=, MelE1ER OR 2FLE:, FBESE 1 tx (group. kind. version) WHFEIEER
AND #2{EILAD,

* resourceMatchers[].group: (Optional) EifiErIEIRAIAH,
* resourceMatchers[].kind: (Optional) EfERERAIEE
* resourceMatchers[].version: (Optional) Eifi%rYHIRAVARZS,

* resourceMatchers[].names: (7]i%) EiFIERIEIRRY Kubernetes metadata.name FE&
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S=NE=T it

* resourceMatchers[].namespaces: (Optional) i3 fEAIEJRHY Kubernetes
metadata.name FE&HIERE (8],

S

* resourceMatchers[].labelSelectors: (Optional) = JRHY Kubernetes metadata.name FE&
FRIREIEIRBRFRTHR, W "Kubernetes 4" REAEN . H40:

"trident.netapp.io/os=linux"o

fBgn:

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. {FAIEHREIE trident-protect-snapshot-restore-cr.yaml' X4 f&, A CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

M CLIERIRER
p
1. BRIBEREIHhan R (8], AFRFRERBRES PHE,

° snapshot SHERERAR <namespace>/<name> BYER R T iE] FMIRER R TR,

° namespace-mapping S¥EA E S 2RV R TEIR R 2B TERFF RIS
sourcel:destl, source2:dest2 O NR:ISE N R ]S

f5lan:

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

{5/ Trident Protect R KubeVirt 144

Trident Protect Z3F& & FIMEE1T7E OpenShift Virtualization ERY KubeVirt EEH#A#
(VM) ERIA—RMRIP— I HZ 1 er B TBIFRHFRE VM, e LAEA
includedVirtualMachines FEIRRATEEREN VM, Trident Protect 2717 HAIE]
i ?H&%Fﬁﬁﬁz%ﬁﬂ’g VM ZiR, EREHAE, el URERENIE, WaILLAR 4 RE

> VMo

KubeVirt {£iF1ER,
Trident Protect 31575 T3 N ERIFHY KubeVirt Bl X R FTERN, R —ihiEs:

I FEE 35 BH
HEFaB=E includedNamespaces fRIPF—IMHZ I omBTEIFTHFAELEERF, EHlaST
i8] B _EfEA “labelSelector EITHITHAS B S ML
VMo
VM B includedVirtualMach B &pE TEIFBRERIFEFE KubeVirt B, =
ines VM D HEZN SR T E P A B RIPFAE R TIE

HIRRY, RRERLET

fEWAZIAE ApplicationSpec FIEEIRIF—1FER (includedNamespaces 3§
includedvVirtualMachines)o ZEARBEER—INBERFFREERRE.

XFRMIR TUER SZ Y gt -

* {8 “resourceFilter Al BIE S HEPRIFE E R
* f#£A “includedClusterScopedResources A] Bl & R A EEHEREIAVZEIR, 40 "StorageClass 3R,

() Trident Protect A] LATEEUIBERIPIRERRIENREM AR KubeVirt VM X RS, UIBEHR—F4. &
*EEEFMEE, BSN FEH KubeVirt VM RIFEEE",

BRI ERNE IR

HIEABE KubeVirt EEIMIBINAIZFCIZE (M IIRIZEY, Trident Protect SINEEIETE BB FIRH BEh A
ERBE R

ESTHERTRMER:

* {§A “includedVirtualMachines 89 VM SEEIN AIEF.

* 13 KubeVirt VirtualMachine FENE TR TEINN BEF.
VM SEEIMES

F VM SEERIN ATER, Trident Protect M includedvirtualMachines HFIHHED
VirtualMachine FFiR, HEAMIEFZ VM FrEaRE =R,
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VirtualMachine #p&E|g)

VirtualMachineI #p% 58]
nstance

VirtualMachineI AR 58]
nstancetype

VirtualMachineC £E%
lusterInstancet

ype

VirtualMachineP #p%%|8]
reference

VirtualMachineC £8¥

lusterPreferenc
e
DataVolume A

PersistentVolum #p34%a]
eClaim

PersistentVolum £EEF
e

Secret CREAEE]
ConfigMap GEEZRENE]
ServiceAccount B S8
NetworkAttachme A% E|E]
ntDefinition

Pod GEE=R )

1783, Trident &  &EEf
1 Trident [5iF

LGIp-3 )
M “includedVirtualMachines' %!|&R F E3Z0TAD,
5 VM BRI SGRTEMEBFE (Y08 VM IEFEIETT) -

F “spec.instancetype 7 "kind: VirtualMachinelnstancetype B3|
Fo

£ kind RIKEHKN kind:
VirtualMachineClusterInstancetype BY 8
spec.instancetype E1)z2 8

i “spec.preference’ 7£ “kind: VirtualMachinePreference BY5| .

£ kind RIKEH A kind:
VirtualMachineClusterPreference BH
spec.preference 5|,

#3518
spec.template.spec.volumes|[].dataVolume.nameo
M DataVolume Z#FH) PVC A, XL PVC A5
DataVolume BEIHIZFR;

persistentVolumeClaim.claimName FEYEE PVC 5|F;
memoryDump . claimName FFRIAREFEFAE PVC; UMK

ephemeral .persistentVolumeClaim.claimName FAYIGEES

PVC,

B3 fEA “spec.volumeName  ME P EWER PVC B/ PV H
o

M “secret.secretName VSN &I ; containerDisk BRIGHIEX
#12Z; CloudInitNoCloud #1 CloudInitConfigDrive Fi P #3EH 4%
$IENZSIF; Sysprep 1% ; KernelBoot A2sMYKHIENHZ;
AKXz AccessCredentials SSH 5234135,

M%E ConfigMaps &I, {iiF configMap.name F Sysprep
ConfigMaps.

M “serviceAccount.serviceAccountName %35 | FEF & T,
UNERBIRAES / B, M

spec.template.spec.networks|[] .multus.networkName
FEY Multus AR &I, (RUREEMEE AR & = a8y
NetworkAttachmentDefinition 5|, BkidEdsR =85 A,

B4 virt-launcher Pods @3 AIRE LR AN
kubevirt.io=virt-
launcher, vm. kubevirt.io/name=<vmName>o

WEFASEToRTENNAREFER, T8 VM KRB
PVC,

(D IWEFRE VM EEMNG R T EEIEG, Trident Protect N BARE resourceFilter (MR BEHED
B) . e, EECEMNRBRRESLEEH#HT,
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ETaR=RNES

FHFEFHATEINNAETERF, Trident Protect S1¥EIEENRE TRIFNEFFELENZ R, WNREZIMEMR
KubeVirt VirtualMachine 3%, Trident Protect ¥ BoWEE KRR, BIELFIZEE. BEIEWM virt-
launcher Pod, 5 VM SEEIRBIRN AI2FHEE.

XEME, BMEREA includedNamespaces EX T AEF, EHNEHRIHRBPIESESEHET VM BWEE,

fERE TR = IRIRIN AR TE M ARIP RE AL

BIZE TR =RINNAIEFEY, Trident Protect Z13fEEE & TEHUERBRR, BIEEM KubeVirt
VM, Xt FHEIRS N EIML, Trident Protect AR UREEE 17 FNIE R IZ EE BMFR T/ AR F 25 TR0

BE TR T EINVNARER CR Rl

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: <application name>

namespace: <application namespace>
spec:

includedNamespaces:

- namespace: <vmﬁnamespace>

SIBNAREFEG, BEEAREN Trident Protect TYEUH TR DFIIRE:
* BXREE YAML =5, ES N QI ELFIRE",
* BXEMHM YAML =, FEN CIEEFEED"
TRETFHATENEMNBEFNTA

MTFE TR TENNARREFMPMEG R =EINERTR, FILEHIRRAILIEE KubeVirt iIZ1TRIX RN
KubeVirt FEETTEIE,. EFRENRANEZER, RAClIRRKEREFNETIRS.

£V E 1R8], Trident Protect RZFH KubeVirt BREN3L K MIBRIREE R T EUIEFH BRIT IGEY KubeVirt 5. XBBHTF
KubeVirt TEVRE FYIFIE R E eI 2 B

HiR i
VirtualMachine WIBELL “kubevirt.io/ FFLHIFRESFNHEE,
VirtualMachinelnstance MBS LA “kubevirt.io/ FF Sk RIARZFO4E 5+,

VirtualMachinelnstanceMigration BRI,
VirtualMachineSnapshot BT AL,
VirtualMachineSnapshotContent =R S ER

Pod (virt-launcher) % Pod BB “kubevirt.io=virt-launcher #r & B3 Bkid o
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Trident Protect LXEXEﬁlllﬁrVIE KubeVirt HE, LUBRA&F4RE, CDI DataVolumes
(cdi.kubevirt.io) BBELEER, UEELIZEMVINRZaiREEIMWHELE. 25

, VirtualMachines (kubevirt.io) &{E VirtualMachinelnstances Z #iif /R,

ERAR R LI B EE ML R IF

INREBAERTIHE D EMARMEVRR FoISHRIFEDWL, BEAFERSEERNETHITANNARFE
o

374 VirtualMachine CR 2455, K#i&R (ffl7 DataVolumes. PVC. Secrets 1 ConfigMaps) &BZTHUK
-

PIE
1. FEREEZRTINCERMY] CR:

kubectl label virtualmachine <vm name 1> app=<label value> -n
<vm_namespace>
kubectl label virtualmachine <vm name 2> app=<label value> -n
<vm_namespace>

2. {#A “includedNamespaces'# "labelSelector 83N T2 CR:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: <application name>
namespace: <application namespace>
spec:
includedNamespaces:
- namespace: <vm namespace>
labelSelector:
matchLabels:
app: <label value>

3. {EAFFE Trident Protect TYERIZOIERZDFNIE

HihiF Az 2
* {ERT LARER 8 B AT RE SR EEIAML M R AP R I BR 2 #2AA71 -

kubectl label virtualmachine <vm name to add> app=<label value> -n
<vm_ namespace>

kubectl label virtualmachine <vm name to remove> app
=<different label value> -n <vm namespace>
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* EERI RS 6 R R R E ARk RES

spec:
includedNamespaces:
- namespace: <vm _namespace 1>
labelSelector:
matchLabels:
<label key>: <label value>
- namespace: <vm _namespace 2>
labelSelector:
matchLabels:
<label key>: <label value>

£ includedVirtualMachines {RiF45E VM

MNRBRP—PNHZ N RTEFA VirtualMachines s 25, FMEFEMPIERMEMTRIFE RN, 15EB
‘includedVirtualMachines® Itt3% IR

I FAFERFANE R CR & EAERAY “includedVirtualMachines EF 2818 o
AR LT ER L EE:S:

* ENAERF CRH, EEXT ZRIFHIEML.
* ERRCRA, EEXT MNEMNEIREBFEERBIEML

@ £ E CR BY, ‘includedVirtualMachines' @ AJi%ERY, MNRAEIELFER, NSMEENTFE,
BERE, ERRYHMEMVIEREMNEZ R

TH YAML B/ T HZEFREN

includedVirtualMachines:
- namespace: <vm namespace 1>
names:
- <vm_name 1>
- <vm_name_ 2>
- namespace: <vm namespace 2>
names:

- <vm_name_ 3>

@ ‘includedVirtualMachines' FHZ N B I US| BAREIM R T8, MMXZIFZEinRa=<IE VM BX]
[ 2 E X AR R,

FER il 1% EH
namespace string B85 BIREIPWITRM Kubernetes & 28,
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FE it LA
BT FIBRTIR LEn R E RPN — TS T M E T,

BT VM N ARRF A

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: <application name>
namespace: <application namespace>
spec:
includedvVirtualMachines:
- namespace: <vm namespace 1>
names:
- <vm_name 1>
- <vm_name_ 2>
- namespace: <vm namespace 2>
names:
- <vm_name_ 3>
includedClusterScopedResources:
- group: storage.k8s.io
kind: StorageClass

A EEE KubeVirt VM

BBl LITEIRIR CR EffA includedvVirtualMachines, M{XURRFD. REBH S EIIRBEREFPHETE
KubeVirt EE#\#1o

AR CR £#8F includedvirtualMachines B, Trident Protect {XARFIHH
VirtualMachines MEMBHRIR, fl#1 "virtualMachineInstance. DataVolume.
PersistentVolumeClaim. PersistentVolume. Secret. ConfigMap. ServiceAccount UNEMS

VM HEXBIH R

WEKREXRE CR LIEE includedvirtualMachines, M Trident Protect ¥51R1EIAR CR ELBE X REF
1,

ZFIME CR # CLI 87

TRYIE T % “includedVirtualMachines B9 E CR REMEMNA CLI 55,

&= CR CLI fn<¥ WiFA

BackupRestore  tridentctl- MEGEREFRIHAERY a8 T EIREY . HF
protect create namespaceMapping M “storageClassMappingo
backuprestore
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EJR CR CLI 83 ks

BackupInplaceRe tridentctl- MEDEREIRIGm B TEHZ iR TiEl,
store protect create
backupinplacere
store
SnapshotRestore tridentctl- MIRBRIEREFTRIS A ERYar 8 T EIAREY . 2HF
protect create namespaceMapping\ﬁﬂ "storageClassMappingo
snapshotrestore
SnapshotInplace tridentctl- MIREBIFRE| [RGB TEH L B TiE
Restore protect create
snapshotinplace
restore
ReplicateSnapsh {X[R YAML, _}Zﬁﬁﬁ MEFIHRBIRR, #F namespaceMapping.
otRestore 1M CLI 88% ( “storageClassMapping M fEF “inPlaceRestore #R& (TRt
KID;%T‘ TIERIRIRARE] ER,
H

EMEfHSH, tridentctl-protect CLI & BT ‘includedVirtualMachines BIiTE. Eik

(D ST VM, EAER kubectl apply B3ENFE CR YAML X4, ERIUMLHIERS
YAML, WEJLIEEEMER CLI #0 *--dry-run --output yaml* SRERRHIIAS 4, 7E “spec’ TN
‘includedVirtualMachines' F£&, FARRRN FiZ 5o

VM SERERIRRITA
& CR R “includedVirtualMachines FEXF B 5N FTER CR HHEIRIEF IR

includedVirtualMachines:
- namespace: <source vm namespace>
names:
- <vm_name 1>

- <vm_name_ 2>

WFIER CR, includedVirtualMachines FRVEBIRTEIERIEEM. RBHEHRBEFEPEFETNIRHE
=al,

WREA namespaceMapping, Trident Protect B ft MIRTFAEHIRIFRIE KRB, ARERERRBNAi2
iE)MEt, WREA storageClassMapping, Trident Protect RTEIRIRILIEM EZ N FATFESSIRET,

fEF CLI £iIE/R YAML
EAILAfEA tridentctl-protect " EMEARER cr, AEHRE vYamL LURIN

“includedVirtualMachineso

tridentctl-protect create <restore command> <restore name> \

<restore options> \
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-—dry-run --output yaml > <restore name>.yaml

YREBHERLAY YAML FH1E spec T includedVirtualMachines FE&, AR B!

kubectl apply -f <restore name>.yaml

T EXET VM NN AR
LU B2 RIFF T an & (8 R = MSE EE Lo

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: production-vms
namespace: prod
spec:
includedVirtualMachines:
- namespace: prod
names:
- app-server
- database-server
- namespace: monitoring
names:
- prometheus-vm
includedClusterScopedResources:
- group: storage.k8s.io
kind: StorageClass

Al eIEE D
NETF VM W AEF &N, FEAMEED CR. & CR EAFERET VM BIFK,

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
name: daily-backup
namespace: prod
spec:
applicationRef: production-vms
appVaultRef: s3-vault
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Tl MEEREB D REIMIL

UTREUIMEDIFRIEIR database-server, IFAFBEMERN (5130 app-server
‘prometheus-vm) FEEBT,

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: restore-db-only
namespace: prod-vms-restore
spec:
appVaultRef: s3-vault
appArchivePath: backups/production-vms/2026-03-10T00-00-00%
namespaceMapping:
- source: prod
destination: prod-dr
includedVirtualMachines:
- namespace: prod
names:

- database-server

kubectl apply -f restore-db-only.yaml

X “database-server R E{&X#i#&R (7140 DataVolumes. PVC. PV. Secrets. ConfigMaps #1183 KubeVirt
TR RBiER,

T MBI RALER DRI
LU RIS "database-server M& 1 1FA4IE R B E IR As 2 =8l

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:

name: ipr-db-only

namespace: prod
spec:

appVaultRef: s3-vault

appArchivePath: backups/production-vms/2026-03-10T00-00-00%

includedVirtualMachines:

- namespace: prod
names:

- database-server
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kubectl apply -f ipr-db-only.yaml

il MIRBRIRR B IR
U TR MIREBERIER ubuntu-vm-blue-a627be38,

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:

name: blue-vm-snap-restore

namespace: blue
spec:

appVaultRef: my-appvault

appArchivePath: snapshots/protectctl-blue-vm/snap-1

includedVirtualMachines:

- namespace: blue
names:
- ubuntu-vm-blue-a627be38

kubectl apply -f blue-vm-snap-restore.yaml

R EIMHE IR S B imEas s &

Eo] IER—IEJR CR H3§ includedvVirtualMachines'5 ‘resourceFilter. “namespaceMapping’
#0 “storageClassMapping &5 A, URIEERMNAS,

ﬁ'ﬁbﬂ ‘resourceFilter' BY, Trident Protect B %1% “includedVirtualMachines' %I B9 I X BRI E R, 72
&, ENARRDIESERFE—T I\ XLELERPEEFHFRINS,

spec:
includedVirtualMachines:
- namespace: <vm_namespace>
names:
- <vm_name>
resourceFilter:
resourceSelectionCriteria: Include
resourceMatchers:
- kinds: ["PersistentVolumeClaim"]

names: ["<pvc name>"]

3F BackupRestore. SnapshotRestore #l ‘ReplicateSnapshotRestore, namespaceMapping’
# “storageClassMapping'5 “includedVirtualMachines th[E] T{E. ‘includedVirtualMachines' 4R % =85 |
RAXMNFFEPERINRGETIE, 7ETEIMFEREIRR ST EE R R R Ao
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BEXARRETRIFEREE, ESH FH Trident Protect AR HFERE",

{3 CLI 22 VM BN HIEFE
fEF --virtual-machines &N EERISEERE NFE KubeVirt BN, MARENHRZZTIE,

--virtual-machines #5&5 --namespaces B

-
1. BEEITUTESZ—RIENARER, BiESTHEBRANEFEFRMNES, --virtual-machines fi&
RIS <namespace> (<vm_name>) o MFBNEIW, BERSAERES HRIBIR:

° MATEFHED VM:

tridentctl-protect create application <application name> \
-n <application namespace> \
-—virtual-machines "<vm namespace> (<vm_name>)"

° B R ER S EML

tridentctl-protect create application <application name> \
-n <application namespace> \
-—virtual-machines "<vm namespace 1>(<vm name 1>,<vm name 2>

), <vin_namespace_ 2> (<vm_name 3>)"

BAXER

* "EXRTFEENNARER"

* RPN RERE

* "f§f Trident Protect &R N FHIZF"
* FREAERIGE"

* 224t Trident Protect CLI 34"

* "f§iF AppVault IR EIEZEFE"

E1E Trident Protect $h1T73E54

WITEER—MBEENXEE, ErLUGHEENSHENARSIERIFE(E—IEIETT.
an, WMREEHIEEN ﬁHEF , WA MERRITERTEREBZAEEFRERIEESS,
FRIETEAEREESS. XrIHRNAER IR,

HATEHRIEE
Trident Protect I FAEMIMITIEH, BFIUAT BRI ETHE:
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* RERHD
* REER
* &inE
* &inla
* mER
* WERBR

AT

BITEIRRIPIRIER, BITEBRSHRUTIRF R E:

1. EENERN B E XIRERIITIEMEHMEEN N AR LiE1T. B URBEEECIRMEITERRENBEXIE
ERIHF, BREZAXLEHFIIRITINFENMRIEERIRE,

NRER, XHRFEZRFL, "F4 T ARG Trident Protect BEE X FRGUFLE S

PITHHRRIFIRF

EARENXHRAERE WER) .

EMERR B E XIRERRITEDNTTELANEE LEIT, BALURIEFEZCENZITRAESHNEE XIE
ElaHEss, BRI ERXEEHNIITIRFREAMRIEEAREE,

a &>~ W Db

NRCEMEFELEN S MAITIEES (5190, pre-snapshot) , MTEERIEXLEAEHNRITINF. BF, FRHER
HHFRRITIRF B RIEN. i, UTEEEMEFREEHFIEENRITINF:

1. BRITIRIRATES
2. BERITIRIRIGHE
3. BRITE AN
4. BRITEMDEED

()  siEHIREROUUERTETRMERIE snapshot & HET,

FEFRERERARITERNAZE], NI EHAITNIL. ErILIER 'kubect! exec' B 3KT5
@ BN 4, FEFFREFERRITERRE, MAERPREMENUBRENZ—HN. A
Ite, AR ARERR R =E, ERIREHE D, AENHNAE.

()  ORRREMTEGRN. BRI Kuvermetes HF, KL B DAERRAEH UL
fIESERIRIER.

KT EEXAITHHNERHA

AR FMRIRITHEE, EZEUTRE.

* BUTHBGIE R ARKHIITIRE 1TZHITHRI LS| BAERBRIZS,
* Trident Protect ZRTTHHERBIRIZA LRI AT shell IR IR
* BlAK/NRHIS 96KB,
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* Trident Protect fEFHITHE DI EFEILECAT/ERAE MLEER TRIR. SHTEFRIRME,

HTFRITEREE SR HTE2RAENFIETHNAREFIE, Bt iXaAREM

@ D BEXHITHEHEBRNEITHE, NRERXBKIAITENBEIE M HIRIRIENE, BEREEUHZ
18215, WNREMHREBIFFEELT IR, WHAFETEN. XERESMERITEATERN
ZIHERREREED B M.

WITHE I midkes

NN RER ANSRIERITESN, PTUmRITERRNGESE, UEEEWISLENESR, hikasx FEr
BARLEMAERSBRENAEFIFEER, EURSRE M REATAERNER (14 Elasticsearch

) o TRk AVFEEIBRITHAEREER—EMEHEENESR LETHNTR. MRNBEMITEBEEIRS G
%2R, S5 AND BRFASG. S MITHAERSAILE 10 MNERTHiEeS.

AINEHRITESNE N ks ER ENRARILE LB PR, SENS AR, EWEEzast
IEITHEXERAVZA, THiZssENRANERENRIAR 2 (RE2) IBIE, ZIBEAZIFCEMTETIRPHFRE
2HTHIESS. B X Trident Protect TEM T HITMIARIPZIFIENREXEZNER, BB "ENFRE 2
(RE2) EBIEZHF"

@ R Fan R TR LR AN B ER RN IR EIETRRITHE AT, HEERERMER
EAER=EF, MR =Ejhikad XN AT Bires R =6,

PATES R
J518] "NetApp Verda GitHub I E"A FERITR. A 2~ (W Apache Cassandra #l Elasticsearch) BYSEPRHIT
#, AR UEERFIHRENEE SHNBE X RITEHNE X,

@ Verda 7ZEEFRBIAIRRAZME, 7= NetApp ER ., NetApp ZHHEZE Trident
Protect FHYAITIESAMESS,

BIEAITHE

@A LAE A Trident Protect AN AREFEIZBEXNITHEY. EFEWEMEE. EERANMANIRA sELIEH
1THE.

f£FA CR
T
1. QIEBEENFKIR (CR) XMHHIEHESGE N trident-protect-hook. yamlo

2. RBLITEMLUITESER Trident Protect INEME RIS

° metadata.name: (Required) ItBEENZRNBIR, AEHIFEEFE— I HE—HSENETR,
° spec.applicationRef: (Required) EAHIZITHITIEHHIN AIERFHY Kubernetes & #F.
° spec.stage: (Required) 15T IERIERRENEITH NN F /IR, AIEERYME:

" ZHI

.zl
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° spec.action: (Required) 1IETHMITIERREFLIRENFRE, RIRIEENEARITIEST
TSRS ERILAD, RIRERY(E:

= Snapshot

- &

- MRS
° spec.enabled: (Optional) (ETEBAXSZAMNITIEN, MNRKIEE, WEIAENS true,
> spec.hookSource: (Required) B2 base64 ‘RIBHIHFRIAHIFZRT R,

° spec.timeout: (Optional) —MIF, EXAIFRITHEZITHNE, USRI, &/IMER
193%h, WMRKIEE, BIAEN 25 D5

° spec.arguments: (Optional) BILAAMITIEHIEERNSEM YAML 513K,
° spec.matchingCriteria: (F]i%t) FHRENWIEGIR, SXMAR—MAITEDSDIERE. 817
PATEHRZRIARM 10 Miks.
° spec.matchingCriteria.type: (Optional) fRIRH1THE Mk KB NF R, BIgelE:
= Containerlmage
= ContainerName
= PodName
= PodLabel

= NamespaceName

° spec.matchingCriteria.value: (Optional) tRiRH T B ENF R B ENRIER.

5 YAML

apiVersion: protect.trident.netapp.io/vl
kind: ExecHook
metadata:
name: example-hook-cr
namespace: my-app-namespace
annotations:
astra.netapp.io/astra-control-hook-source-id:
/account/test/hookSource/id
spec:
applicationRef: my-app-name
stage: Pre
action: Snapshot
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==
timeout: 10
arguments:
- FirstExampleArg
- SecondExampleArg



matchingCriteria:
- type: containerName
value: mysqgl
- type: containerImage
value: bitnami/mysqgl
- type: podName
value: mysqgl
- type: namespaceName
value: mysgl-a
- type: podLabel
value: app.kubernetes.io/component=primary
- type: podLabel
value: helm.sh/chart=mysqgl-10.1.0
- type: podLabel
value: deployment-type=production

3. fEFEMRIEIER CR X5, KA CR:

kubectl apply -f trident-protect-hook.yaml

M CLI
HIg
1. BIEHRITIER, BFERNEEBIRESPIE, Flu:

tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FENEITIITHESY

TR T B NFehiafTiiTES, WrIUEHMKEEFHENETEN. CHEREMEE. BEAY
BRI PRA BEFohiziTHITIE,

FEBTHITEREER N ERTE:

1. gIBH &Y, WERXRHSBFRNED, BEEERBERARET
2. SEBITRITED

v IR QIERREN

f£A CR
B
1. QIEBENXHKIR (CR) XHHIEEMRAN trident-protect-resource-backup. yamle

75



76

2. BB AT E M LUACEERY Trident Protect MMEFERFACE :

° metadata.name: (Required) ItBEENZRENBIR;, AEHNIFEEEFE—H—HSENZ
#Ro

° spec.applicationRef: (#F) ENHGIRFRFEFNHHINAEFH Kubermnetes ##F,
° spec.appVaultRef: (&%) FHEEHHNER AppVault BIEZFF,
° spec.appArchivePath: AppVault PFEEFDATHEER. Bl UERU TarSERIERER:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o0
Jjsonpath="'{.status.appArchivePath}'

5 YAML :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. {EFIEMRYEIRTE CR Xf/E, A CR:

kubectl apply -f trident-protect-resource-backup.yaml

fE/ CLI
g
1. glE&%, BFERNEEBMRIESHE, 5a:

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n <my app namespace>
--app-archive-path <app archive path>

2. BREMHIRE. BIUEEFRLTAIGS, BENRIFETM:

tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>



3. WIFEMNEEMIN:

kubectl describe resourcebackup <my backup name>

v SR 2: BTHRITHED

M CR

T

1. QIBEENXZR (CR) XHHEEMBA N trident-protect-hook-run.yamle
2. BB TEMUILEZA Trident Protect IR EBEACE |

° metadata.name: (Required) IWBEEXZREFRNEZIF, NENFREER— I H—BEENEG

#Fo
° spec.applicationRef: (Required) HIRILESEELSE 1 FEIER ResourceBackup CR HHIRY
2R TETE,
° spec.appVaultRef: (%E) MRILESEESE 1 2 EIER ResourceBackup CR HfY
appVaultRef #HILED,

° spec.appArchivePath: HIRIZESEEE 1 & 6IEB ResourceBackup CR HHY
appArchivePath tBILED,

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

° spec.action: (Required) 1IETRHMITIEIGRELARENFRE, BRIGEENEAHITES
TSRS ERILED, AIAERY(E:

= Snapshot
- &1D
" RS

° spec.stage: (Required) ¥SRITHHNITIRIEIEIETTH M ERBIF TR, HLEWIBITA
SEEMEMMEIEITER. AIRERE:

* ZHl
il

5 YAML :

apiVersion: protect.trident.netapp.io/vl
kind: ExecHooksRun

metadata:
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name: example-hook-run

spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post
action: Failover

3. EAIEMRYEIET CR X fE, A CR:

kubectl apply -f trident-protect-hook-run.yaml

A CLI
HIg
1. BIEBRFoITESEBITIAK:

tridentctl protect create exechooksrun <my exec hook run name> -n
<my app namespace> --action snapshot --stage <pre or post> --app
<my app name> --appvault <my appvault name> --path

<my backup name>

2. WEBEPITHEBIETIORS. BUEEETIGS, BINRIETM:

tridentctl protect get exechooksrun -n <my app namespace>

<my exec_hook run name>

3. ##iR exechooksrun R UBERZIFMEENRE:

kubectl -n <my app namespace> describe exechooksrun

<my exec hook run name>
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