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EIRN RER

{58 Trident Protect xRN FHIEF

BT LUE A Trident Protect MIREBSR F 2R E BN BIEF. BN BAEFREREIE—ER
B, MINEMREBEEEREEIR,

* RRNAREFN, NNAREFEENFIERITERHRENAREF—ELR, MREFELER
[EHITHES, E©RFEATERIEEN—E2 B5hE1T.

* qiree EXHMENTRIEMHRTEARFEHEEE. B2, qree BRIHFMRBER
& SRS A,

@ * BEAILERSRISEBEXNERIEF. BTHESES, HSH "EHASE% Trident Protect i
[Rig&"s

* ENTERIEREEE KubeVirt B (VM) MAERFIE SR RTEIRR, BERERE CR £
‘includedVirtualMachines' FE&, BXZHH CR. FE&5|AM YAML R, & EH
Trident Protect R KubeVirt A"

MEIDERE Hfthan & =8

£/ BackupRestore CR B &HIEREIEMsHE=iaRY, Trident Protect REH SR TIBFEEN BERF, HA
RENRBEFLENAER CR. ERIPERNNARER, FOIBIREEOWIRE, FEILFRPIT.

* FRNERREENERIEMGETEAEERNSHHHTFNBMEZNEARR. BEXFE
@ HHHHFRERIR, BREHERCIZEFHaETE, HEEHERIFHHEE=E,
* f£A CR RIRZRIFdn B =TIEY, W MENA CR ZaiFotlZBirsm&=<El. Trident
Protect {X7Ef# M CLI BB &I B & =8,
Fazai
iR AWS 2IES LS RRRY (8] € LA TTEMKHAETTHY s3 BIRIR(E. MNRSHEEXRFIRIERRENSHE, NiR(ER]
BER KMo
* BXRNEHARIETHEEIIIFAREE, 1SN "AWS APl 214",
° ﬁ;& AWS J\/ EE;EE,JﬁQHMn ) 11515'597 AVVS 1AM Y*él o

£/ Kopia {EREIEISchER R REMEY, BILUERETE CR HIEEFREEER CLI 2% Kopia £/
IR TZERTT . BXAUEENETFAES, ESN "Kopia Sd‘él ﬁ?&ﬁﬁﬁ Trident
Protect CLI I8 ERENIFAE S, 1BER “tridentctl-protect create --help #r <

M CR
B
1. SIEBEENXZKIR (CR) XHHIEEMBA N trident-protect-backup-restore-cr.yamlo
2. ERIEMIXMEH, EEUTREMN:
° metadata.name: (Required) IttBENZRNBIR, AEHNIFEEEFE—HE—HSENETR,
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° spec.appArchivePath: AppVault PEEFHABHRKR. Bl LUER U TR<SEXLLERE:

kubectl get backups <BACKUP NAME> -n my-app-nhamespace -o
Jjsonpath='{.status.appArchivePath}'

° spec.appVaultRef: (KF) FEFHAREH AppVault BIE R,

° spec.destinationApplicationName: (AJi%) BIRERENEBREFIEIT. MREHE, TEONEE
FFEERLLRITR. MNRKEME, FENNBREFRFERRNBEZERZT.

° spec.namespaceMapping: EFIR{ERVIR 2 i E Bindn & TIERIREY, ERIFEFNEEE

i my-source-namespace " “my- destlnatlon namespaceo

apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore

metadata:
name: my-cr-name
namespace: my-destination-namespace

spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. (Optional) IRNFERFREXRRNYAEFNELERR, HRMIEESSHRIEBERE NIRRT

w2

Trident Protect 2 BEER—_EHF, MAS(SEERSABLAFEXE, f,_
() nREERTHASERSR, BRARAEXEN pod, N Trident Protect i
BXBEH pod,

> resourceFilter.resourceSelectionCriteria: (/FIEATEE) fFA Include T "Exclude KB &K
HEBRTE resourceMatchers HE X HIZR. HRNMILLT resourceMatchers 23 LAE X B aIESHEBRAY
A9

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥ H, MNRITILEAFEN ZPTT
=, MelE1ER OR BELE:, FBESE 1 tx (group. kind. version) WHFEIEER
AND #2{EILAD,

* resourceMatchers[].group: (Optional) EimikrIEIRAIAH,
* resourceMatchers[].kind: (Optional) BEiFiENFRIRIIZEE,
* resourceMatchers[].version: (Optional) Eif#i%RIAIRAVARZS,

* resourceMatchers[].names: (Ai&) EFERIZIERY Kubernetes metadata.name FEL

SRRy o

* resourceMatchers[].namespaces: (Optional) B33 JEHIE JRH Kubernetes



metadata.name FEEFHIERZ T8,

* resourceMatchers[].labelSelectors: (Optional) R Kubernetes metadata.name FE&
IR IR FRTHR, W "Kubernetes 4" FRE N, 40:

"trident.netapp.io/os=1inux",

f5an:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. {EFAIEHRYEIETS trident-protect-backup-restore-cryaml' X4 fG, A CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI
T

1. BRMTEREEtds B =8, AFETHNEEBRIESHME, namespace-mapping BEHRES
SRR T EE R 2 T EIST BTN sourcel :destl, source?:dest?2 HNIEBERERZ T
18 e

tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name<custom app name>\

-n <application namespace>
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MEHEIRERiaan & ==(E]

& ARG &R R 2R tzuup =), YIEHITRHIRERT, Trident Protect £ EEhEIBRIPITRIFIETHIT
BUIR1E, LUBALETMAIRE

* EFEERZE, SERNAERFNREERANGFRPITI. XRMELEERRNBEFRFRNEITEN &R
SR,
* RERERE, NEHBRAERZEBANITY. EEANITNIRFRSEZERARES.
* EMEFIEZAT, EFIEEHITHNEMOHNRBIZETRIWEBUE, WRIRERTE 5 DHNEUH, ERRFGLRE:
#T_J\_E CR &/p\?iﬂi%%o
Froazal
R AWS =iE < IS HARY (8] 8 LU T TIERIKHRGTTH s3 IRRIRME. MR LETERIRIEHARIIER, Wi ER]
RE=K Mo
* BEXROEHFISIETESHRIFAEE, BEW "AWS API X5
* BX AWS BREEIFEAER, BSN "AWS IAM 15"

£/ Kopia {EA#IRStZBEREME, AILUAETE CR PIEEEREHER CLI =6 Kopia £
HIEBITZ BT . BXREIMUELERETRIFAESR, 155N "Kopia X14"s BXEMA Trident
Protect CLI }§EFRFHVFE 2, 1B "tridentctl-protect create --help &<

fMA CR
B
1. BIEBENZER (CR) XMHHEHEM RN trident-protect-backup-ipr-cr.yamle

2. ERIRAIX M, EREUTEM:

° metadata.name: (Required) IttBENXZFRNBIR, AEHNIFEEEFE—E—HSENEFR,
° spec.appArchivePath: AppVault PFEFHABHIKRR, Eo]LUERA UL T ir<SEXLLEKRE:

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (%F) FEFHAZRH AppVault BIZFR.

f54n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-hamespace
spec:
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appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (Optional) IR FERFRBEXRRNYAEFNELZRR, HRMIEESSHRMMIERBERE RN IRV

i

Trident Protect 2 BohitiE—LEHRRE, AANENSEIEFENZREZBEEXR. Fu0,
(D) nREaRTHASERAR, BRARAEXBN pod, N Trident Protect 13:5/H
1ZXEXEY pod.

> resourceFilter.resourceSelectionCriteria: (FFIEATEE) fFMA Include T "Exclude KB &K
HEBRTE resourceMatchers HE X HIZR R, HRIILLT resourceMatchers 23 LAE X B aIESHEBRAY
HR:

* resourceFilter.resourceMatchers: resourceMatcher X &R H, MNRITIHEAFEN ZMTT
=, MeiE1ER OR 2ELE:, FBESE 1 tx (group. kind. version) WHIFEIEER
AND #2{EILAD,

* resourceMatchers[].group: (Optional) EimiErIEIRIIAH,
* resourceMatchers[].kind: (Optional) BEiFiENFIRIIZEE,

e

* resourceMatchers[].version: (Optional) EifiERIEIRIIRZS,

%

* resourceMatchers[].names: (7]i%) ZEidEAYZEIRRY Kubernetes metadata.name FE&

Ry o

* resourceMatchers[].namespaces: (Optional) B3 88 % JRHY Kubernetes
metadata.name FERFEIER R TIEl,

* resourceMatchers[].labelSelectors: (Optional) 3= J8H) Kubernetes metadata.name FE&
FRREIEIRBRFRIER, W "Kubernetes SXH4" IFREN . 130:

"trident.netapp.io/os=1inux",

f5an:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]
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labelSelectors: ["trident.netapp.io/os=linux"]

4. {FAIEHRIEEE trident-protect-backup-ipr-cr.yaml'X$ /5, A CR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

f£F cLl

-

1. BEMHERIFEBHBETE, BMEPNEEBRIESPIE, backup SHERKERA
<namespace>/<name> HE R TE)FEDBFF. H40:

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \

-n <application namespace>

ME TR H SRR
INRRGBEH I, TUREHTERTIE tEE,

* # Kopia {ER#IEB IR REHEY, AILLUEETE CR ‘:F'? EERBIEER CLI 5% Kopia
ERNIGRETE#ENITA. BXAIMUEENEMNFAEER, B8N "Kopia 314" ﬁ?é@ﬁﬁ
@ Trident Protect CLI 18T EERAFME S, iBEH tridentctl-protect create --help 85<

* £ CR RRIFHT R TIEN, EHNAENE CR ZaiFotlEBirmE=a. Trident
Protect {R7E{EM CLI BYEEIRIEGZZ (8,

Faz Al
HRE R AT ARFM:

* BIRERE LA Trident Protect,

* BR&EEF I LURIE) 5IREEFEFEIR AppVault FiERIRRR, SRFHEETZEREFR.

* JB1T tridentctl-protect get appvaultcontent M<HY, HFRENAMIFIER LUEREE AppVault
CR FEXBIMREZERF. WMRMLERHBIPELEIAE, EEBEREER pod MIETT Trident Protect CLI,

* HR AWS ZIEL LT HAR B LU T KEETRIERIE(F. IR SHETERRIZ(EHRIETEE, NHR(ERT
RERRIM

c BXROBLASIETHEIHRIFARES, BSN "AWS AP| 314"
° BX AWS HFEEREIIFMES, BHSM "AWS 318"

B
1. {3 Trident Protect CLI {4 I0IE B r5E8 L RE1F1E AppVault CR:
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tridentctl-protect get appvault --context <destination cluster name>

@ WNRBIRER EARTEE AppVault CR, B#&HR (] Trident Protect AppVault W R EIEZ(E
1B PP BEIEE,

2. EEBRERE LA/ AppVault IEDRE, FHi2F appArchivePath BiRRHIE% :

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

EBITIta <=2 AppVault FRVRI &S, BREHRRESE. BNNNVAREFSR. HEEMEEERE.
St

e fomm - tomm - o
e ettt e e fomm - +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

e pom - tomm - fmmm e
o fommm - +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |
| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. {#F AppVault ZFRFIFRFEN AR TR BinsEE::

() @/ CcRE, AHREMER HEERTNARFERNHEZE,

f£MA CR
1. SIEBENZKIR (CR) XHHIEEMBAN trident-protect-backup-restore-cr.yamlo

2. QIR M, EREUTEM:

° metadata.name: (Required) IttBENXZRENBIR, AEHNIFEEEFE—HE—HSENETR,
° spec.appVaultRef: (%) FHEENHRER AppVault B9ZFR,

° spec.appArchivePath: (Required) AppVault REEEF AR, FRATRE 2 PHNGSETES
HINAFH$EF) “appArchivePath" BiRRHIE D
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° spec.destinationApplicationName: (7[i%t) BXENAEFINRIT. NREH, FENNAERE

R ERLE R, WRKREME, ERHINBEFRKERIRNBIERFR M.

° spec.namespaceMapping: FRIE(ERRGR TEE Birdi R TR, FERIFEFNESEE

#i my-source-namespace ' #l ‘my-destination-namespaceo

f5an:

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path

destinationApplicationName: my-new-app-name

namespaceMapping: [{"source": "my-source-namespace", "

destination": "my-destination-namespace"}]

3. fEFIEMMIEIETE  trident-protect-backup-restore-cr.yaml' X4 /5, MWF CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. ER LT 71_}_F"FH$5F', BFERMNE R EIRIESHhAE, namespace-mapping SHEHRES S
FRAYED R =I5 Ran 2 == 8] ISt 2R =0 source1:dest1,source2:dest2 MIIEFEBARas 2 = ial, B40:

tridentctl-protect create backuprestore <restore name> \

--namespace-mapping <source to destination namespace mapping> \

—-—appvault <appvault name> \

--path <backup path> \
--destination-app-name <custom app name> \
--context <destination cluster name> \

-n <application namespace>

MIRBRIR R B H fthan
EFILER B XA (CR) XS BMRRE RIS h & S AR AR 2

Sial, {8 SnapshotRestore

CR RRERIF R R Efthdn 2 ==8]BY, Trident Protect E?_%ﬁplj% BIHRRNBER, HAKXRRENNAEFCIE

2R CR. BRIPIE }?E’JF“ g, ARIBRBEEMOWRK, JEILFRIFITE.

@ * SnapshotRestore 2§ spec.storageClassMapping B4, BXH R BIrEFHEEFER
HENEF#ERREN. NRE2ALREEFERREEMEFIH StorageClass, EREIEEK



Mo

* £ CR XREFHSBTEN, R MENA CR ZaiFait|EBirmA=TIiEl, Trident
Protect {X7X{& /A CLI BSE&htIZsm B =8,

Faazal

R AWS SIEL T HARY BB U TIERIKERIZITH s3 iBFRIR(F. IR DhEEE/RIZIEHRELI A, MHRIER]
CE= SIS

* BXRNEHARIESHIISFAES, BS W "AWS API 318"
ﬁ;& AWS AW 4£$EE’J1¥QE1I:III_:\’ 1ﬁ Jﬂ "AWS IAM 3'(1‘ ,"o

fEFA CR
g
1. BIEBENEIR (CR) XMHEHESBG RN trident-protect-snapshot-restore-cr.yamlo
2. ERIEMIXHH, BEUTREM:
° metadata.name: (Required) LLEENXFFENZIR, NENFREZFE— I HE—EHESENRBTF,
° spec.appVaultRef: (%) FEREBAZRH AppVault BIZFR.
° spec.appArchivePath: AppVault PEERIBABTHIRRZ. ERILUERUTaRSEXLILRRE:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"'

° spec.destinationApplicationName: (7]i%) BEXRENBAEFNRIR. MREMR, FRONBE
FFREERILLRTR. MRKEM, FENNBREFFERRENBEZERRET.

° spec.namespaceMapping: FFRIZ(ERRHE TEE Bird ZTEINME. FERFEFRNEEE

i my-source-namespace M ‘my-destination-namespaceo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (Optional) IR FERFREXRRNYAEFNELERR, BMIESSHRMIERBERE RN IRV

i


https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

Trident Protect £ EEHEE— LR, ENENSERRNARZ AFELR. 6,
(D) nREaRTHASERAR, BRAREEXBN pod, N Trident Protect 13:5/H
BXBEH pod,

> resourceFilter.resourceSelectionCriteria: (/FIEATEE) fFA “Include T "Exclude KB &K
HEFRTE resourceMatchers FIE X BIZ R, HINLLT resourceMatchers S5 LUE X B3RS HIEREY
RiR:

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥ H, MNRITILEAFEN ZPTT
=, MelE1ER OR 2BELE:, FBESE 1 tx (group. kind. version) WHFEIEER
AND #2{EILAD,

* resourceMatchers[].group: (Optional) EimikrIEIRIIAH,

S

* resourceMatchers[].kind: (Optional) EiFiENFRIRIIZEE,
* resourceMatchers[].version: (Optional) Eifi%RIAIRAVARZS,

S,

* resourceMatchers[].names: (7]i%) EidEAYZEIRRY Kubernetes metadata.name FE&

FRBEYR R,

* resourceMatchers[].namespaces: (Optional) B3 EHI % JRHY Kubernetes
metadata.name F R ER R TIEl,

* resourceMatchers[].labelSelectors: (Optional) &R Kubernetes metadata.name FE&
FEIRE IR FRIR, W "Kubernetes SXH4" REAEN . H40:

"trident.netapp.io/os=1inux",

f5an:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRIEMAEIES trident-protect-snapshot-restore-cr.yaml X4 /5, WF CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

A CLI
HIE
1. BREBIERE Hittdp R =8, BFEFRHEEERESHHE,

° snapshot SERERA <namespace>/<name> BYER B =iE| MIRER A TR,

° namespace-mapping SHFEHAE S HIRMNGRTENG R R TEMST EIRA
sourcel:destl, source2:dest2 MIEMBEREFRAZTIE,
fFign:

tridentctl-protect create snapshotrestore <my restore name> \
--snapshot <namespace/snapshot to restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name <custom app name> \

-n <application namespace>

MIRIBIR[REI R B 6 2 8]

TR LB R RIBE R E Rnn R =EiE). HIERMITRMMIERT, Trident Protect = BB EIBRIPITRIM ETE#ETT
HYIRE, LARSLETEREIRE =

- EFEE T E, RBR AR NATEDEBNRMITR. XAMIERRN B ARE TR E G
SR HRER.
- RIEREEE, NEREAEEAIRANT. DB RERRRES,

* EMEFIRZ A, EAIEEHITHEOIRBIGFERRBUE. WMRIEIERTTE 5 DHHREUH, ERRKAHE:
HAEZXR CR RETFIERES.

a2 Al
itk AWS SIEL T HARY BB U TIERIHKERIZITH s3 IEFRIR(F. IR hEEE/RIZIFHAELIHA, NHRIER]
RER KM,
* BXROBELFSIESHEIHRFARES, BS0 "AWS API 321"
* BX AWS HEEFERIFAES, BHSM "AWS IAM X"

fEFA CR

TB

1. BIEBRENER (CR) XHHBEHEMBAN trident-protect-snapshot-ipr-cr.yamlo

2. ERIRMIXHH, EEUTREY:
° metadata.name: (Required) IttBENXZRNBIR, AEHNIFREEFE—HE—HSENETR,
° spec.appVaultRef: (%) EERBARER AppVault B9ZFF,
° spec.appArchivePath: AppVault PEEREBABHIKR. Bl LUERA UL TRSEXILERE:
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

+ .(Optional) NRXFBEERZERNNARFHRERR, HMIE SRR IE R ERZ IR R HIE

+ 7FE: Trident Protect 2 BhiERFLERR, AAXERBESEFMERRZBIFEEXRBEXR, Fl0, MR
ERTIEAGSERSR, HizZREAXERN pod, M Trident Protect 12351X R ZX<EXAY pod.

+ * resourceFilter.resourceSelectionCriteria:  (7Fi%£M%E) £/ Include 3 “Exclude UBEIHE
FR7E resourceMatchers HEXHIZIR, R T resourceMatchers SEHUENXEBETHER
#AJR. resourceFilter.resourceMatchers. resourceMatcher M R#H, WREULEAHTENX

MNER, WElTEER or RFILE, HBES1MTtE (group. kind. version) RMIFEREEN
AND 12{EILfEd, * resourceMatchers[].group. (Optional) Ekﬂ?ﬁﬂﬁg\ﬁﬂﬁéﬂo
resourceMatchers([] .kind. (Optional) EIMZRZRIFRAIRE,
resourceMatchers[] .version:. (Optional) 2 v A /}_E'JH&ZFO
resourceMatchers|[] .names:. (Optional) FEiHiEMNARIEN Kubernetes metadata.name FEX
FHEFR, * resourceMatchers[].namespaces. (Optional) EIMEAEIRE Kubernetes
metadata.name FEHFHNGEZTE, * resourceMatchers|[] .labelSelectors: (Optional)
RIFM Kubernetes metadata.name FERAHHIFREIEIFIZFARIER, W "Kubernetes XIE"FHFRE

Mo flg0: “"trident.netapp.io/os=linux"o
+ 540
+
spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

12
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https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

+ fEFRIEMAI(EIESE trident-protect-snapshot-ipr-cryaml' X4 /5, R CR:

+
kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

A CLI
T
1. BREBIEREIRBfG BT, BFERREEBIRESHRE, 5Ia0:

tridentctl-protect create snapshotinplacerestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \

-n <application namespace>

O EIEFIRERVATS

ERIERGSTREEERT. BRRREAMERBIEIRTES.
S

1. ERU TR TRIERIREIRS, BFEREEBIRES FE:

kubectl get backuprestore -n <namespace name> <my restore cr_ name> -0
Jjsonpath="'{.status}'

HEREE% Trident Protect AHISE

EEEABRLE . HRTORBNEHET) EESGTERME, LUHREN
HEER,

R R EE R 5 1R (FRR R BV an & S B E AT
TEME RIS IR(ERRE), BATH A =PTSRS 5Rm S RE FAR SRR, KRmETS

BEP AR A ERIATS R, HEREFENEMTEIER, URRHEZERNE, X
FRT BiHE EiE LIRS R R E,
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WR{EA Red Hat OpenShift, ES & ER iR TIENEREIT OpenShift IMEHRHIXEIER. 8

@ FELFRE A HARIEIRR Pod B5F OpenShift & £ TFX£IR (SCC) EXMEEH RN L L E
, FEAILUAREMASHIMAIRR#, EXIFMES, BB "OpensShift Z& TR
=R

ERITIERS B R ZIREZE], ATLUEITIRE Kubernetes If1ET
"RESTORE_SKIP_NAMESPACE_ANNOTATIONS 3/ 1E BATa &= |EWEPE’J¢%E,9E$X%BZE o f5lan:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

PUTIR RS PR IHUR(ERT, 7E restoreSkipNamespaceAnnotations &l
@ “restoreSkipNamespaceLabels® 15 E BI{E Al a5 1 == Bt E AR &G MR IR S PRI (F R

HEBR. FRTEVIS Helm REIEHPRIE T XEIKE, ETHEZER, 1581H "IcEEM
Trident Protect helm BIRIZE",

MNRFEATHH --create-namespace FEH Helm ZEBENBERE, NS name RS EHITIRHRLIE, 7T
FIR S EEET519529, Trident Protect zsllﬂtlsffT_LEﬁE'J@JEﬁnp% s8], {BIIRKERENES R Z T8 LA
é&J\UHEE%ﬁEﬁup% TE)E, NRIESFEHRZTEALE, WEEEFZERmETE, FHTEAE

Nl

UTFREERTREMBEmmRTE, ST REEARIERNITE. ErIUEEREZINZEHNETS
RTEBPRTES, UKINETEBines & =R P A SN B S ERAIRE

TR RIS IR Bl
TRETRT RIS IRFZ AR AR B AR 2 = EIVRES:

B =S8 T ez
& =8 ns-1 (GF) * annotation.one/key: "updatedvalue" * environment=production
+ annotation.two/key: "true" * 5F%=hipaa

* name=ns-1
=gl ns-2 (BA&x  ° annotation.one/key: "true" s HE=IEE
 annotation.three/key: "false"

~ 1T

ERIEEE

TRERTERFBEEBZIREERBIRmATEIRS. BRN—ER, —LHEWRES, HEEBEM
name Fr% LAILER B frdn 4 =S8
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A
Gl

Z

=[a]
o'

~ 1

XEHIFER

TR A A TR RIRERE TR

TiBseaRaY

4
B =iE ns-2 (BF

e
« annotation.one/key: "updatedvalue
 annotation.two/key: "true"

 annotation.three/key: "false"

vy

* name=ns-2

* &lM%=hipaa

* AE=HiERE

* environment=production

% spec.storageClassMapping BMEXMNENBERPEFEENEEIED BrEE L BMEFEIENMmE, &
AT A B A EFMERRI S B 2 B X5 N FIT2 7 3¢ 88X BackupRestore 12{ERYTF 1[5 imET (52 A L ThAE,

Nl
storageClassMapping:
- destination:
source:
- destination:
source:
TEFRERE

"destinationStorageClassl"

"sourceStorageClassl"

"destinationStorageClass2"

"sourceStorageClass2"

ATHHT BFERAPRESM TN IR IRAFRBWHISETIR, RAKERRINME

e
protect.trident.ne
tapp.io/data-
mover-timeout-
sec

protect.trident.ne
tapp.io/kopia-
content-cache-
size-limit-mb

protect.trident.ne
tapp.io/pvc-bind-
timeout-sec

s

string

string

string

iER
RWFHIEZ MR FLENRKEE (MRS -

Kopia ABEFHIRAKRNRE] (LIKFTTREM)

EIRfFRM R, FREMFEEN

AIAE
"300"

"1000"

"1200" (20 &

PersistentVolumeClaims (PVC) 5% "Bound FHERHIS )

KEfE (AN . EATHRERR CR KA
(BackupRestore. BackuplnplaceRestore. Snapsho
tRestore. SnapshotinplaceRestore) . HREHITZE
EnXEiFEEFTEEZNE, BEERAESNE.
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FHBEEXRABERRZRMENZ R

RFFHIREEEBEERZ RN EAITENR. XEERRAFESRIQRAEFREIES
BA, i, ERNBREFEREIEMEEITER ConfigMap FRIEN R,

RIRMELIB TIRRIE

"SnapshotRestore’. "BackupRestore’ . “AppMirrorRelationship’
L,US'ZE{EVE ZEHFH Ctransformations’ FEAFEEMEITEFEN Kubernetes
TR, HE ESO‘V’EFEI’JF" REFH#HITSRENBREFAEREER (Fig0, EcfENNR. IMHER
URL. RRRHTIMEEE) , LWIHEEIEEFR.

BIEEH{ER "RFC 6902 JSON Patch"#2/EF] "RFC 6901 JSON FE"BRRREMFEH Kubernetes B EHHY
BFEFER,

THETRT 8&8RRERNERN RSN

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-restore
namespace: target-namespace
spec:
appVaultRef: my-vault
appArchivePath: /path/to/snapshot
namespaceMapping:
- source: source-ns

destination: target-ns

transformations:
- resource:
kind: ConfigMap # Required: resource kind
group: "" # Optional: API group (empty for core
resources)
version: "" # Optional: API version
name: "" # Optional: specific resource name
operations:
- op: replace # Operation type
path: "/data/key" # JSON Pointer path
value: "new-value" # New value (for add/replace/test)
SRR

eI ISR RERS T E U T ERN R —EFER:

16


https://www.rfc-editor.org/rfc/rfc6902
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* kind (#43E) : Kubernetes RJFER! (U1, ConfigMap. Deployment. Pod)

* group (AJiE) : APIZH (ffl30, apps. route.openshift.io) —EBEIZLEIR
* version (F[i&) : APIhigads (%1, vi. vlbetal)

* BIR (ANE) - XREBMEATRERR

@ UET R Z AR PersistentVolumeClaims F&p& S (al,

SFFHVIRTE

BRI LUER U TIREBEIR: add. copy. move. remove. replace fl “testo

mEIEAINE
fEF add RFEIEEREE LRI FREE. ErLRSIERMNEIN R AE,

fEF CR
U R BT #2850 2 " Deployment R :

transformations:
- resource:
kind: Deployment

operations:
- op: add
path: "/spec/template/spec/nodeSelector"
value:
"topology.kubernetes.io/zone": "us-east-la"

disktype: "ssd"

A CLI
FERUTHmSETRITIEITI R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
—-—namespace-mapping <source-ns>:<dest-ns> \
—-—-transformation
'apps,vl, Deployment :add{"path":"/spec/template/spec/nodeSelector", "valu

e":{"topology.kubernetes.io/zone" :"us-east-1a","disktype":"ssd"}}"'

EFIRIRFEIE
£ copy ##ERE—HFRPHEMN—TBEEFESZ—NEBR. FREX.



f£F CR
LU RBIZES] configMap MRAVEIERE:

transformations:
- resource:
kind: ConfigMap
operations:
- op: copy
from: "/data/source-key"
path: "/data/backup-key"

M CLI
FERUTHS@EEmSITIaTIT R

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

--transformation ',vl,ConfigMap:copy{"from":"/data/source-

key", "path":"/data/backup-key"}"'

\

ERBRRBEE

]

fEA move BIERE—ZRFEANEN—NEBEBTIEIS

f£F CR
UTFRFIEESR ConfigMap FRIEIERE:

transformations:
- resource:
kind: ConfigMap
operations:
- op: move
from: "/data/OLD KEY"
path: "/data/NEW KEY"

A CLI
FERUTHS@ELRSITIEITI %R

—MERIZ. TRRMIER, ERKEEBRM,

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \
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-—-namespace-mapping <source-ns>:<dest-ns> \
-—transformation

',vl,ConfigMap:move{"from":"/data/OLD KEY","path":"/data/NEW KEY"}'

MZFRPRFRE
£ remove #RIFRIMERIEERZPHFRIE,

f£F CR
LURRGIM “ConfigMap® 3R PRt F -

transformations:
- resource:
kind: ConfigMap
operations:
- Oop: remove
path: "/metadata/annotations/kubectl.kubernetes.io~1llast-
applied-configuration"

() EULFAMEES, ~1 R/ 8 JSON JEHENFSI.

A CLI
FERUTmSEE ST TI R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
—--namespace-mapping <source-ns>:<dest-ns> \
-—transformation

',vl,ConfigMap:remove{"path":"/metadata/annotations/kubectl.kubernetes.
io~llast-applied-configuration"}'

BHREIRRRE
fEMZ replace 1R FRMIEEBIE THRPHMEE, JSON BIEXUMEFTo

f£F CR
LUITFRFIEER "Route’ MR EHZ:

transformations:

— resource:
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kind: Route
group: route.openshift.io
operations:
- op: replace
path: "/spec/host"
value: "prod.example.com"

A CLI
ERU TS @I I TIE T F R

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

—-—namespace-mapping <source-ns>:<dest-ns> \

-—transformation
'route.openshift.io,vl,Route:replace{"path":"/spec/host","value":"prod.

example.com"}'

st ZRIE R
fEF “test RFIOIERRIZ LRERS STHAELE, ARBNAHEMR(E. MRMAKY, MEREMEN.

fEF CR
{¥H environment IREN staging BY, U FREIAEEH database-host:

transformations:
- resource:
kind: ConfigMap
operations:

- Op: test
path: "/data/environment"
value: "staging"

- op: replace
path: "/data/database-host"
value: "prod-db.example.com"

A CLI
FERUTmSEEmSITIEITIH R

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \
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-—transformation
',vl,ConfigMap:test{"path":"/data/environment", "value":"staging"}, repla
ce{"path":"/data/database-host", "value":"prod-db.example.com"}"'
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