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Trident BEIM/EIniRH S EFERE X WERBILERNFiE L. TRNFAEHNEERRERE SR,

* "E2& Azure NetApp Files [Fim"

* "B2& Google Cloud NetApp Volumes [5if"

* "B2E NetApp HCI 5 SolidFire [5i#"

* "{§F ONTAP g} Cloud Volumes ONTAP NAS IRshiZFAc &[5 iR"
* "f§F ONTAP Z Cloud Volumes ONTAP SAN IR&piEFAc & fEis"
* "¥& Trident 5 Amazon FSx for NetApp ONTAP Z5&f5/"

Azure NetApp Files

Ao & Azure NetApp Files [Fim

fE5F3 Azure NetApp Files £ Trident B9/, LbfEiHsZ$F NFS #1 SMB %, Trident S2§%
Azure Kubernetes Service (AKS) 8T E S MM TIERH S %,

1509 Azure =IFIE
Trident 235%™ Azure =IFIZEHHY Azure NetApp Files [Sifio
I Azure =EIE:

* Azure AR

* Azure Government (Azure Government/ MAG)

* Azure H[FE

EBZE Trident SXEACE Azure NetApp Files [5ifEY, 1EHfR Azure Resource Manager 1B {RIIFAE RS Azure
=IMRILELD,

& Azure NetApp Files IRGHTEF X+

Trident $2f# 7 LLF Azure NetApp Files TFEIRTHTEF

S EFBIAIRIER E3E ReadWriteOnce (RWO). ReadOnlyMany (ROX). ReadWriteMany (RWX) #
ReadWriteOncePod (RWOP),



Kzhiz X volumeMod 37#5:a9if5 AR SERIX RS

e

azure-netapp-files NFS SMB Filesystem RWO. ROX. RWX. RW nfs, smb
OoP

BEELEEM

* Azure NetApp Files AZH#\F 50 GiB 9%, HiEKRB/WEE, Trident 28 50-GiB &o

* Trident {235 SMB H3EHEI7E Windows iR _EIE1TH Podo

* 3E@F Ik Azure =HHI Azure NetApp Files EBB HEE4FE T =H Azure Resource Manager 1 &4 10 1EiR =0
ffafR Trident MERIEHACEFERESEN Azure ZIMERIHR,

X AKS fERFEEIRR

Trident Sz ¥ "FEEIRIR" AKS &8,
WREHA tridentctl KA EIEE Azure NetApp Files 5, BEHRIFNIERM Azure ZIFBECEE.,
EFETESD, ¥MAR:

* i/ AKS ZBE R Kubernetes 8%
* 7£ AKS Kubernetes &85 FEIEHIEE S {9

* Trident L%, cloudProvider BN "Azure"

Trident 1215

‘W48 tridentorchestrator cr.yaml Hi&E cloudProvider /J "Azure",

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent

cloudProvider: "Azure"

Helm

MU T RGIZEE Trident FH@ I MIEL 2 cloudProvider " #{TIRE " sCP:

helm install trident trident-operator-100.2606.0.tgz —--create-namespace
--namespace <trident-namespace> --set cloudProvider=S$CP
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<code>tridentcti</code>

T RGIZEE Trident 73 cloud-provider IREIREN Azure:

tridentctl install --cloud-provider="Azure" -n trident

£/ AKS B T{EfAZHATIR

TEREHATIREE Kubernetes Pod RENSIEIE EN TAEAEARIR#H1T R AR AR Azure FHilRo
WMREEA tridentctl KA EIE Azure NetApp Files f5if, BHIFRAEMI Azure ZIFBEEREE.
SEATIERENR, 4HEHR:

* {5 AKS ZFZRY Kubernetes 58
* 7 AKS Kubernetes 8% FEZE R T {Ffa&iAriRH oidc-issuer
* BRE Trident, HEMA cloudProvider I®BRN “"Azure",  cloudldentity iREBEATIEHEHERE

Trident i21ER

W18 tridentorchestrator cr.yaml HiI&E cloudProvider / "Azure", &E cloudIdentity
%Jazure.workload.identity/client—id: :$:0:9:0:0:0:0.-EP 5.0 9:CD 9:0:0: 5D 0:9:9.559:0:9:9:0:9:9.0:0:9-

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXXXxxx' # Edit

Helm
FEAUTIFIBETEIEE cloud-provider (CP) 1 cloud-identity (Cl) FRE&HIE:

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX~XXXX—
XXXXRXXXXXXX"'"

BURRIZREE Trident, H{ER cloudProvider #ITIRE, £ scp, HfEMA cloudidentity ##1T
®E, A scr:



helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SCI"

<code>tridentcti</code>
ERUTIHIETEISE cloud provider # cloud identity 1T5HI(E:
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—
XXXXXXXRXXXX"

PUF &% Trident H¥F cloud-provider "I8BAN “scp HF "cloud-identity BN “sCI

tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident

= BZE Azure NetApp Files /5l
7EACE Azure NetApp Files [FisZHI, FERFHEUTERK,

T Azure =IFIE

Trident 23FZ 1> Azure =IFIEAHHY Azure NetApp Files 5o
FHEM Azure =EIE:
* Azure EhR

* Azure Government (Azure Government / MAG)

* Azure H[E
EHERINERY, BHERTEENA Azure ZIFEREIEE Azure 1T, FRIREZEF] Azure NetApp Files F iR,

NFS #1 SMB &Ry RE 4

MNREE ﬁﬁﬁ Azure NetApp Files S EFUEBEFH, NWEE—LYBACE A BEIRE Azure NetApp Files 3¢l
#E NFS %, 15517 "Azure: & & Azure NetApp Files H 83 NFS &"

EFREBFER "Azure NetApp Files"[Gih, BEELUTHE:
* 7 AKS &8 HEREEMNARY, subscriptionID. tenantID. clientID.
location # clientSecret =BIEMN,
@ * tenantID. clientID M clientSecret 1 AKS &EE FEFRA SRR ERNHZEN,

* JEES Ak Azure =HH Azure NetApp Files BB FEE4FE T =Y Azure Resource Manager #l
BHRIEGR. HR Trident F{ERGIHAEFEREEEN Azure MRS
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* REM, 1HZF "Microsoft: 73 Azure NetApp Files BIEREth",
* ZFE48 Azure NetApp Files B F M, 1BEEI1R "Microsoft: 1§ FMZEFE4A Azure NetApp Files's
* subscriptionID MEJEH Azure NetApp Files B9 Azure T,

* tenantID. clientID M clientSecret 3RHE Azure Active Directory 3} Azure NetApp Files lRSZE
BB "W FEM" . NARER MR TE—ThEE:

° FRFEENSS5ERAE"H Azure FITENX

° ITIRIZRAIM "B E X Contributor fif"(assignableScopes) EBLUTIR, {XPETF Trident FREEAYIY
fB. BIEZBEXAERE, "#H Azure [ JFDECAEE"

vV BEXTTHERE

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/re
ad",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/wr

ite",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/de
lete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets
/read",

"Microsoft.Network/virtualNetworks/read",
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"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio

ns/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio

ns/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio
ns/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",
"Microsoft.Features/providers/features/register/action",

"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,
"notActions": [],
"dataActions": [],

"notDataActions": []

* AEZE/D— "location Y Azure "ZEIkFM", M Trident 22.01 FF¥4, location' S B EHECE XETHER
WIEFER, RIS ENMIE BB,

* BEffF cloud Identity, BM "AFDEHIEERIR"IRB client ID, HTE

“azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXX F$§TE % Do

SMB HHYHEMER
EH|E SMB &, HMAH:
* Active Directory B & H %1% F| Azure NetApp Files, 15517 "Microsoft: 73 Azure NetApp Files BIiEFE

18 Active Directory ZEZ",

* BE Linux 15428 T S ZED—M51T Windows Server 2022 #J Windows worker T35 55 # Kubernetes &
£, Trident (X258 SMB HEH ZI7E Windows T3 52 _EIETTHY Pod,

* EOEE5—1E3 Active Directory ZIEHY Trident 283, LI{E Azure NetApp Files B LB Active Directory
HITEHKIE. BEEKETA snbcreds:

kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'


https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections

* BE2&H Windows ARSZHY CSI KB, EEIE csi-proxy, 1mZH"GitHub: CSI Proxy"8{"GitHub: i&EAF
Windows B CSI 1£32" T ##7f Windows _iz{THY Kubernetes 15 50

Azure NetApp Files [Gimfc & iZEDA1R A
T fi# Azure NetApp Files B NFS #1 SMB [Gimfe & 1RINHEE L E TG,

[ BC & 2

Trident FFRGIRECE (FM. EIMME. IRSEFNMUE) EIBERMUETBHNA =M LI Azure NetApp
Files &, H51EKMARSB%RFFMITHE,

Azure NetApp Files iR XL AR &I,

version
storageDriverName
backendName

subscriptionID

tenantID

clientID

clientSecret

servicelLevel

location

cloudConfiguration.cloudNa
me

resourceGroups

netappAccounts

capacityPools

virtualNetwork

WiBA ERIA

[EimECE AR AN, R 1

FHEIRTHIERF IR FR "azure-netapp-files"
FEEmIEE X B KopiZEE R + " + BN F R

X BER Azure iTEBIITIR ID, 7
AKS &8 FEBEEMRRET AT
s

Y7L AKS &8 EERAHREMRS =
ﬁiRETL KBENAEMYFERF ID
L7 AKS &8 EEAEEMRES S
PRREY, RBENBEFMMEF T ID
B] %,

L7 AKS &8 EEAEEMRS =
PRREY, RENREMNEF RS
FAAIIZE,

Standard. ‘Premium's{ Ultra’z " (FE#1)

REHEPEIEMERN Azure (UERY
RVRTE AKS B¥EE LB A EMRRR
AJ i,

WRRGIEM Azure =R, 8
Azure Government FHEE 7
AzureGovernmento

BFmEeAUMARNTRATIR 1" (EIiER)

RFimEL I ZEIRRT NetApp tkFP " (FBdigss)
LZIES

BT mEAMEFRNEEMTIR " (FdiERE, BE)
BEZIRFMBYEIANLE IR R
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subnet ZFE44 "Microsoft.Netapp/volumes®
BT RIEY 22 FR
networkFeatures HH VNet ThaE&E, AILIE Basic™ ™

of ‘Standard. FHIEFAEMIXER
1214 Network Features, BIBEAM
EITRRERE. TEXRERILIhEER
$ETE “networkFeatures' &S EHD

BERMo

nfsMountOptions NFS #FEHAMAEMIEH), SMB % "nfsvers=3"
B aBg, E{ER NFS ks 4.1 3
HE, BEESDRIESEmY!
KHPEE nfsvers=4"LU%EE NFS
va. 1, TFERTE X HIZEREREIN
SEERIHICEFIRENEHIT

I,

limitVolumeSize MFRIBFRMEXNSTULE, WE " FUAER T REEHRT)
BRM

debugTraceFlags HIEHBREHMERIRIRATS. =™ =

> \{"api": false,
"method": true,
"discovery": truel}. PRIEIETE
HITHEHBRH R R IFAN B T
fii, BNAREERLED,

nasType ACE NFS 3¢ SMB B8, &M nfs
nfs. ‘smb'Z null, RE null 2
IAA NFS %,

supportedTopologies FnltfainZ R AKX
R, BXIFMAER, BEER £H
CSI #h¥h",

gosType R QoS FEA: HhaF ol Bzh

maxThroughput EELTFNREAEHE (LI MB/F) 4 MiB/sec
?Uﬁfﬁ) o INZHFFSH QoS BE

Mo

() BxREmENTSES, B28 7 Azre Nethpp Files SERE AN,

EES Azure =IFE (26.06)
M 26.06 hRZASFF3A, Trident STIFTEZ D Azure TR EFBIFRFEIE Azure NetApp Files [Fifo
S5 Azure =EIE:

* Azure & ALAR

* Azure Government (Azure Government/ MAG)

* Azure H[FE
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Z82 Trident B¢ 8% Azure NetApp Files [5iHY, i5H{R Azure Resource Manager F1 A I0IFRE S5 Azure
SIFEILED, WREHSARTE, tridentct TEFTHHIIE, HAGHEIEKK,

¥+F Azure Government [Gif, BERIKACEFIKE cloudConfiguration.cloudName:

cloudConfiguration:

cloudName: AzureGovernment

PREMRMZ R

SNRERNE PVC RHIREI"RILBIFEM IR, WERNNRAEMAIRERE REXFTERNRM AR (FM. I
&, BEM) . MRBAFIR, Trident RICREIZFBIHETLINAT Azure HiF, WIERTIEEFEREINAE,

‘resourceGroups '~ netappAccounts’. ‘capacityPools'. ‘virtualNetwork' I
“subnet’

RERTLUERAREE TR REZIIEE. EAZSHIERT, BINFERTLREZR, EAERZIRA
U5 S AR R IR,

(D 1R vNet i F5 Azure NetApp Files (ANF) =itk P REINZRRAS, BENGIHRIE
resourceGroups 52T A BN IS E R IR,

‘resourceGroups '~ netappAccounts’ M “capacityPools’
BEERRINARRE RGN I FME G AR IR ML, PTUERIASIEE. TE2RENBIT
EELU T

kil fazt
RiR4A <resource group>

NetApp K~ <resource group>/<netapp account>

st <resource group>/<netapp account>/<capacity pool>
FEIARI£E <resource group>/<virtual network>

F <resource group>/<virtual network>/<subnet>

HiE

TR LUB S fEEC B XX ARV RS 2 FHEE LU FIETRIZHBOAE R E. AXEFAER, BEH [RHIRE

28 iER BRIA

exportRule HENS B, "0.0.0.0/0"
exportRule Il CIDR &R
SERTH IPv4 HilEER IPv4 FR{E
BAGHIES HIRYIR. SMB &R
2B,



28 WiER BRIA

snapshotDir i5iA) . snapshot BR true, false (ENIKE).

size MBEHEIAKRN "100G"

unixPermissions FED unix (PR (4 i/ \HERF " (FUEIHEE, FEEITHEPIING
) o SMB &R, #8)

THIECE

UTFRAIERTRAZSHEHREANBRANENERELE, XBEXEHRNREESETTE.

vV =/NEBEE
X/ NeimicE, BIIEE, Trdent KIECE (I EHZEFELE Azure NetApp Files BYFFE NetApp Bk
F. B8=2fFN, #FEEF—MUHNFNEBYREHRES. BT nasType A, 'nfs'EUAMEER, &
iE R NFS H#1TECE,

HIEMRIFF4EMER Azure NetApp Files H =X EMINGER, LLECEIFFEIEN, BEXMKT, ERFENFEKE
BB HESMTERE,

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET

location: eastus

VvV AKS 2 EEH

HEIRECE &Y subscriptionID. tenantID. clientID'#l ‘clientSecret, XEFEFRARES
(2L Np=IBrid: 0N

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
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capacityPools:
- resource-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource—-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet

Vv AT AKS BI=ATIR
It EIHREEE EBR tenantID. clientID M “clientSecret, XEEEFERSIRIRNERNHZEN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

v AEREMmERISERSRIECE

LRI E IS ERETE Azure BY “eastus LB Ultra B=1H, Trident Boh &I B P EIELS Azure
NetApp Files FIFAEFM, HEENEEHR—MFR EHEHE.

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de91e5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra
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capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2

v EEF5) QoS BEMHFIHTGI
EIHECERERFE QoS BEMGEMETE Azure eastus UE

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3

v 24kE
ttERECEH—SHERETESENFIENFH, FHERT —EEEERINME.

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
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clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: "true"
size: 200Gi

unixPermissions: "0777"

v EItEE

EREEER N AFEX SN FEL. SEESITFHAEARSEINETE, HERERE Kubernetes
FRIR TR ELRRNEFMEEN, XIEEER. EMERERTIRYE performance kX 73itho

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de%91e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- application—-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:

performance: silver
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servicelLevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2

v SEMIRINCE
Trident EFRIEXKFEMATAX A TEAFHIALRE. tEIRAETRR supportedTopologies BT AEEiH
RERKIFAXIFETIR, AEENRKIEFMRKIREXN NS T Kubernetes 8T m LR A XS (BT
fido XLEXIFMXIFRTAUEFELRPRENATFETIR. X T EE G EHKIEN X FENFHSR
, Trident &E ERKIFHXIFHEIES. BXIFMES, BB EH CSI A,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
supportedTopologies:

- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-2

FHEETE X
LR "StorageClass' EXBE T LiRTEEA,
£/ parameter.selector FERHITE X Rl

fEF parameter.selector, RIS StorageClass I8 BT HREESMNEINN, BEEBMEMHRENX
8975 o

apiVersion: storage.k8s.io/vl

14
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kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold
allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB EHIE X

£ nasType. node-stage-secret-name #
FRHFRZER Active Directory 38,

v RSB TRINESEE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: anf-sc-smb

‘node-stage-secret-namespace,

provisioner: csi.trident.netapp.io

parameters:

backendType: "azure-netapp-files"

trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

AILIIEE SMB &
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vV SR TEERTRNE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

v S EERTRNER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

@ nasType: smb ¥#F SMB HHIMBYTHIESS.
nasType: nfs 3{ nasType: null NFS HBITHiESS,

eI eI
IR REEX R, BT TS

tridentctl create backend -f <backend-file>

iﬂ]%@ﬁﬁﬂlfﬁﬁﬂ_ Azure =, EHR “tridentct BECE AEA Azure FEE IR Azure ZIFEMN B IRIFLREE
B MREWANERM, B EGREEHEEASUBRERR:

tridentctl logs

IR HEEREX GG, TR LUBRIETT create 85
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Google Cloud NetApp Volumes

AitE Google Cloud NetApp Volumes

&0 LU Google Cloud NetApp Volumes BC&E /9 Trident BY/5i%, L@/ Kubernetes T
ERHCEFE.

BER
Trident 2#FAF NAS (NFS #1 SMB) 13k (iISCSI) TEf1ZifY Google Cloud NetApp Volumes,
* NAS T{Efa#ifMA google-cloud-netapp-volumes [Gif
* 3R (ISCSI) TIEfA#EH{ER google-cloud-netapp-volumes-san f5im
NAS BIRMEETF X4, HAEEMA NFS 3¢ SMB thil#H TiAE, XLEEZRE L pod H T RHNHEZHE,

RERMRIGIRIFNE, HIENEREET] Kubernetes T3 AY iISCSI IR&#ITIR. HNAREFREREKILPIE, &
ERAXLEE,

XIEATFLUTIFE:
* Trident 26.02 K&E SR

* Google Kubernetes Engine (GKE) 3 Red Hat OpenShift
* Google Cloud NetApp Volumes 7#fi#ith

ERCER (ISCSI) Zfi#E, FEN "EERFME (1ISCSI)%

HEICE

=B 17fE Kubernetes TEAEREB BRI (EN TEA RS 0 ETEMRIEM A S ERFHFSEERIAIE Google
Cloud i’zﬁ}go

Z1£ Google Cloud NetApp Volumes FfEA=RIR, HAER:

* f£MA Google Kubernetes Engine (GKE) ZFZEH Kubernetes S£&%
* B GKE &£ LBRIEAEMR, BET RN EBETIERS S

* B A Google Cloud NetApp Volumes Admin B f&(roles/netapp.admin) B Google Cloud AR 1K 7 2% [E]
ZEEXAR
* L4 Trident BY, miBHEFIREN GCPHIECE T =nE AR

Trident #21F5
E(ER Trident ##ER L Trident, 7E4R4E tridentorchestrator cr.yaml:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
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name: trident
spec:
namespace: trident
cloudProvider: "GCP"
cloudIdentity: "iam.gke.io/gcp-service-account: cloudvolumes-admin-

sa@mygcpproject.iam.gserviceaccount.com"

Helm
{E 8 Helm &% Trident FHg B =i EEM =R

helm install trident trident-operator-100.6.0.tgz \

--set cloudProvider=GCP \

--set cloudIdentity="iam.gke.io/gcp-service—-account: cloudvolumes-
admin-sa@mygcpproject.iam.gserviceaccount.com"

tridentctl
BHIEE IR =B R %L Trident:

tridentctl install \
--cloud-provider=GCP \
--cloud-identity="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sa@mygcpproject.iam.gserviceaccount.com" \
-n trident

FCE NAS 17f#

(D 3FF Google Cloud NetApp Volumes UNIFIED 7Zfi#i, Trident TE52(EERIBIRZ A UNIFIED 457E
By a2 A IERLI

f&ﬁ%ﬂﬂ‘, Trident AJLUTES T RENERZ LM (Fla, EFFMTYLER) , IRSSANNLINATE

BENEFIFAER

Trident #2f# google-cloud-netapp-volumes W&fiEF, FF M Google Cloud NetApp Volumes EZE NAS
eI

KentEr ZRFLA T IA IR

* ReadWriteOnce (RWO)

* ReadOnlyMany (ROX)

* ReadWriteMany (RWX)

* ReadWriteOncePod (RWOP)
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KohizFr Y volumeMod % #Faif AR SR H RS
e

google-cloud- NFS SMB  Filesystem RWO. ROX. RWX. RW nfs, smb

netapp-volumes OP

EOE Trident NAS Gl

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: gcnv-nas

namespace: trident
spec:

version: 1

storageDriverName: google-cloud-netapp-volumes

projectNumber: "<project-number>"

location: "<region>"
sdkTimeout: "600"
storage:
- labels:

cloud: gcp

network: "<vpc-network>"

BE NAS &

NAS &fEM "google-cloud-netapp-volumes' [GimE# 1 TIEAD, FH23F NFS #1 SMB 1%

StorageClass & F NFS &

ERdE NFS &, 1848 nasType ' IRBEN 'nfso

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs
provisioner: csi.trident.netapp.io

parameters:

backendType: "google-cloud-netapp-volumes"

trident.netapp.io/nasType: "nfs"

allowVolumeExpansion: true

StorageClass & F SMB %

EiE SMB %, 15) nasType 18BN smb' FHiRHEER,
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

allowVolumeExpansion: true

PersistentVolumeClaim {5 (RWX)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwx
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

PersistentVolumeClaim 75 (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

@ NAS &{FH volumeMode: Filesystemo
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79 SAN T{Ef#HEZE Google Cloud NetApp Volumes

&R LU Trident BCE A9MEA iSCSI MY M Google Cloud NetApp Volumes BR& IR1F (&
%, SAN EfEM google-cloud-netapp-volumes-san fZEIRENFEF M Flex Unified 72f&th
HITELE,

() WaRFEATRIMAE, T NAS L.

@ google-cloud-netapp-volumes-san ol it s iISCSI %, google-cloud-
netapp-volumes [GIfH{3Z#F NAS i, FEEATF SAN TIEfa#H,

B

Trident 323 Google Cloud NetApp Volumes SAN (iSCSI) TEfa%;, {#H "google-cloud-netapp-volumes-san’
Kenizr.

SAN £ M Flex Unified 7 1TIAED, FH1FH iSCSI RIgEF 24 Kubernetes T,

XIERATFUTHE:

* Trident 26.02 KBRS

* Google Kubernetes Engine (GKE) 3¢ Red Hat OpenShift
* Google Cloud NetApp Volumes Flex Zi—7Zfi#ith

* EF iSCSINI{EfRE

Flex Unified 72fi&th
Flex Unified 72 fEEF iSCSI thilde it RZE, & SAN ECEFTAHEHY:

* 3% Flex Unified REGIONAL 3,
* M Trident 26.02.1 74832 #3F Flex Unified ZONAL 7,
* SAN T{EfENZHF Flex BRZ K50

B2E Trident SAN 5%

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-san
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: "<project-number>"

location: "<region>"
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sdkTimeout: "600"
storage:
- labels:
cloud: gcp
performance: flex
network: "<vpc-network>"

servicelevel: Flex

£l StorageClass

AL E SAN jgifE, BIE—1 5|8 "google-cloud-netapp-volumes-san IXEhFE7H StorageClasso

X R G LB StorageClass FEX, MAEBE/GH.

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-san

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes-san"
fsType: "ext4d"

allowVolumeExpansion: true

PN XHRFRE:

* ext4 (BRIN)
* ext3

* xfs

@ SAN IRSHIZERF (N2 $5F Flex IRSZR5!, AERRIET NAS BNEImEEL, I8 exportRules
unixPermissions. nasType. snapshotDir. 'nfsMountOptions #5453 EHEXMIKE,

ERE

ReadWriteOnce (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwo
spec:
accessModes:
- ReadWriteOnce
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resources:
requests:
storage: 100Gi
storageClassName: gcnv-san

ReadWriteOncePod (RWOP)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwop
spec:
accessModes:
- ReadWriteOncePod
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san

ReadOnlyMany (ROX)

ROX WE MR 272 fEIME ReadWriteOnce B EEH R,

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rox
spec:
accessModes:
- ReadOnlyMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san
dataSource:
kind: PersistentVolumeClaim

name: gcnv—-san—-rwo

ReadWriteMany (RWX) — {XJR{41R

S2AEH "volumeMode: Block' B} 32 4F ReadWriteMany,

apiVersion: vl

kind: PersistentVolumeClaim
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metadata:

name: gcnv-—-san—-raw—rwx
spec:

accessModes:

- ReadWriteMany
volumeMode: Block
resources:

requests:

storage: 100Gi
storageClassName: gcnv-san

BREITH
REMWIFEC S iISCSI LUN, FHIEARIZEHEEIL Kubernetes T 5,
RE:
* {3 iSCSI Y
* TRXHREMRBREN
* | Trident ZEZEMEIE
* Z# %2 Kubernetes IHA1HER,
HET
Trident BECERBREZIFLUUTIARIEL:

* ReadWriteOnce (RWO)
* ReadonlyMany (ROX)
* ReadWriteOncePod (RWOP)

* ReadWriteMany (RWX), {X7E "volumeMode: Block BY32 3715

volumeMode 1T

‘volumeMode ' FEITHIRENZRES:
* Filesystem Trident 3 Z L FNEEEH %,
* Block Trident MiMgEHBE LI FNREBRIZE.

S RHIRE
f#F google-cloud-netapp-volumes-san REIiEFACEIRE S 15 :

* Bl
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1173
* wE
* Snapshot

* BBERN
*FA

5N GiB TEAETTH

Google Cloud NetApp Volumes IREEIEAEBTTEIEF H. SRS EMLL, XMAERLD T AR REYIZ
BRI

MR

* WUABIERRYLY 300 KiB RYFFEH
* BERNDEHFEEIEL 107 MiB

FHF Google Cloud NetApp Volumes {X#&% 2 GiB SEC, Trident HafRe] FHIg&EA/ALHEKEL PVC 15K

* BIBERHARNENET—1E GIB
* AINERSMY 1 GiB X

il

* PVC i&3K: 100 GiB
* Google Cloud NetApp Volumes HRIYFREZA/N: 101 GiB
* AR A ATiE: E4 100 GiB

Pod =5l

X R SHEHBIIRE (RWO)

apiVersion: vl
kind: Pod
metadata:
name: app-rwo
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeMounts:
- name: data
mountPath: /mnt/data
volumes:

- name: data
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persistentVolumeClaim:

claimName: gcnv-san—-rwo

[FRIGHI%E (RWX)

apiVersion: vl
kind: Pod
metadata:
name: app-raw-rwx
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeDevices:
- name: data
devicePath: /dev/xda
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-raw-rwx

EEEAERITH
3+F M Google Cloud NetApp Volumes BZERY SAN %
* Trident 7£ Flex Unified FFf#ith R eI IZEE TS (LUN)o
* 7EAFRHAIE], Trident ¥ LUN BREFEIENT BV ENA,
* ETOREFHE, Trident:
o BFEiSCSI Bir
° &I LUN
° LB ZHEF
* W18 volumeMode: Filesystem, Trident RIRBRERANIGEHEHTE,
* MR volumeMode: Block, Trident RERIGEHEHBEZREEL pod, BHREAMIIER.

@ SAN SREREHDHXBEX S NDIA H—MREWZ PP Ai5EE (ReadWriteMany 5
volumeMode: Block) , MARFIXERANNEEH K,

HEECE Google Cloud NetApp Volumes [5i
7ZECE Google Cloud NetApp Volumes [gim2Z 7, BEMRFREHEUTER,
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NFS © SMB & RZ 4

MRZEREMA Google Cloud NetApp Volumes STEFMUEFER, NHEE—LABEEABEILE Google Cloud
NetApp Volumes F#£i& NFS 3 SMB %, &SR "FiaZHl"

7ZEZE Google Cloud NetApp Volumes 5% 281, BRFREEBGUTRE:

* f/A Google Cloud NetApp Volumes FRSZECE R Google Cloud 1K, 1555 "Google Cloud NetApp
Volumes",

* {88 Google Cloud tkF BB RS, ESRE RGImE",

* B& NetApp Volumes Admin (roles/netapp.admin) A Google Cloud IRSEZ M, . B "S19F11h
IR EIE A BFR",

* {GHY GCNV KA BY APl BEAX . 1EEI "B ARSIk~ &R
* FiE, FEI EFhELEA

B XA E Google Cloud NetApp Volumes IHRIREVIFAE S, BB "I E X Google Cloud NetApp
Volumes BYIH R FR",

Google Cloud NetApp Volumes j5ifAg &£ AN
T f# Google Cloud NetApp Volumes FIFiRACE IR, HEBERERH.

[5 i HC B 15T

BT RIRTE—" Google Cloud KIFEEE. BEHMKIEPEIZESE, ErILIENXEMEH,

S 15 B8 254
version YRR 1
storageDriverName FHEIRChIE R Y2 #F storageDriverName HY

BEIFETE /3"google-
cloud-netapp-volumes",

backendName (FTSE) TR TR A E X IRETRR R + " + AP
FHH— 5

storagePools BATFiEEELIZNEMEBIN LS,

projectNumber Google Cloud tkFINBE %S, %{EfiF Google Cloud
NP ET L,

location Trident €72 GCNV %/ Google Cloud fii&. TEEIE

ESXi5 Kubernetes S£8%8Y, 7£ “location’ FEIEZAIER]
BTF1EZ1 Google Cloud XIFA T = _EIHRIBITIEfR
., BXIERESTSEIINER,
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nfsMountOptions

limitVolumeSize

servicelLevel

labels
network

debugTraceFlags

nasType

supportedTopologies

HECE TN

WiER

EH netapp.admin  fBH Google Cloud BRE
WP ar1 i, ©EIE Google Cloud i
FHEAXHER gson #RRARE (EFFEGEIEHEE
XHER) o Capikey WAEIELITRAVEER:
‘type. project ids client email.

client id. auth uri. token uri.

auth provider x509 cert url'#l
‘client x509 cert urlo

NFS HEHET BT
IMRFERNERNBTIE, MIgEXK.

FEMNREENIRSZSHS. 4 flex. standard.

premium' 3 extremeo

EWHTENER JSON BRIAITEE
BT GCNV £H Google Cloud M4,

TR IEREE XM defaults B HIZHIRINGECE.

2

exportRule

snapshotDir

snapshotReserve

unixPermissions
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"nfsvers=3"

" (BOAER R ARREIHRIT

HEEHREE A RVIEAIRAT S, T, =
{"api":false, "method":true}o. BRIFIETEHIT
HISHIRH R EIF A B TR, SUAEFEALE
I,
BCE NFS 5 SMB &6l#, #EBA nfs. ‘smb'E nfs
null, I&E7 null BRIAA NFS &,
R ER R AXYIR. EXFHAER,
BESIA £ CSI RFh, Fian:
supportedTopologies:
- topology.kubernetes.io/region: asia-
eastl
topology.kubernetes.io/zone: asia-eastl-
a
WiEA ERIA
FEMSHMN, HRARER IPva  "0.0.0.0/0"

A SENIES D FRYIR.
15iA] .snapshot HE

true, false (BRINfTHRIBESEFR

RE, EIRE) NFSv3 B "false"

HIRBIALIBE S
HBH unix KR (4 £ sz "

o

" (IEZEIME 0)
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THERE
UTRBERTRAZSHSHRRBNMAENESELE, XBEXEHNRE R E.

v &/NECE

XEREN R NEIHECE. BIIACE, Trident RINECE (I EFZEHELE Google Cloud NetApp Volumes BIFfE
ZEt, FHEMEMIRBERES— MNP, BT nasType WREE, 'nfs'BUAMEER, BiRiER NFS i
7B,

NN FFIE1ER Google Cloud NetApp Volumes H=IX AR, WECEIFFEIEN, BEXEKSF, Erlges
ENRENERETIMNSEE,

() 8 <id_value> fl <key_value> BHUIEAIBRLSIKA IR,

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"

private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
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https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod$40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

vV SMB EHECE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123456789"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident—-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

V {#F StoragePools I ESHAE

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:

private key id: "<id value>"
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private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
servicelevel: premium
storagePools:
- premium-pooll-europe-westb6
- premium-pool2-europe-westb
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

v EHCHECE

EIREEEE RN NXHPENZNEMM, EBIHE storage BROHEN . HEEZ N IZRHARRSLIIN
FiEM, HEFBEE Kubernetes FEIERTIXLERFNFMEEN, EMEEER. EMATERTFX 9,
Flgn, ETIEBREIFR, performance F7&EHM servicelLevel REHATFX 73 EINAM,

BRI LU E—EERATE BIHNERGAE, HEES T EMAHRNEGAE. EUT R,
snapshotReserve Ml exportRule AYEFTE EINBRIEIAE,

BXREFEAER, BEE "EIH
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%$40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme
servicelevel: extreme
defaults:

snapshotReserve: "5"

exportRule: 0.0.0.0/0



- labels:
performance: premium
servicelevel: premium
- labels:
performance: standard

servicelevel: standard

Vv & T GKE WI=FRiR

LIGER GKE nH MR Trident BY, FIRRMEATIEAHBMDHITE M, HEI& apikey R TEHR
WEEE AR FREMH Google Cloud NetRpp Volumes IKnhiEFAEE, ME—RIXFIZE
‘storageDriverName . ¥F Nas (NFs ¥ sMB) B "google-cloud-netapp-volumes,
3tF SAN (iSCSIR) #H(FH google-cloud-netapp-volumes-sano

@ 3t google-cloud-netapp-volumes-san BRIIEFNEE DX IFEE Trident 26.06 THE
ShRA, SAN H=EM Flex Unified ZEEAMIAACHY, FEILIER servicelevel IKEN flexo

NAS IREhi2F (<code>google-cloud-netapp-volumes</code>)

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"'
network: gcnv-network
location: us-west?2
servicelevel: Premium

storagePool: pool-premiuml

SAN IXEHTERF (<code>google-cloud-netapp-volumes-san</code>)

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv-san
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: '012345678901"'
network: gcnv-network
location: us-west2
servicelevel: flex

storagePool: pool-flexl
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v ZHRINCE

Trident EFRIEX AT AX A TEAEHIBECE, tEIKECESTH supportedTopologies IREBF AT G
REKIFAXIFEATIR, EAEENKIFMXKIREX TS E Kubernetes SEEETI 52 AR HIXKIZAN I:iIﬂEIE
fto XERIFHMXIFRR AT UTEFELRPIRENAFETIR. W TSGR HNKIGM XN FENFiESE
, Trident RTE_ ERKIFFXIFHBIiESE, BXIFMER, BHSRA EH CSI RN,

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%91e5713aa
clientSecret: SECRET
location: asia-eastl
servicelLevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-b

T—HRHA
QREREREXAE, BTN THS:

kubectl create -f <backend-file>

EWERTCHMIRER, HETU T

kubectl get tridentbackendconfig
NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2£fd1£f£f9-0234-477e-88£d-713913294£65
Bound Success

MREIHCIEELW, NEREEERRM, ERJUUFER kubectl get tridentbackendconfig <backend-
name> LA FIHRFBELIZTUTHSEEASEURERR:

tridentctl logs

FIRAIHEEEEXHNEE S, &0 URPRERHFBRIEIT create 85
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THIEERTE X

UTEEE LRRIRNEZL storageClass EXo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:

backendType: "google-cloud-netapp-volumes"

£ “parameter.selector FEXHITE X R fl:

£ parameter.selector, &ERILIAE StorageClass' {8 A THREESIN EIH", BEEBMENFE
XHF5 .

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:

selector: performance=extreme

backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: standard-sc
provisioner: csi.trident.netapp.io
parameters:

selector: performance=standard

backendType: google-cloud-netapp-volumes
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BAGHLNESMES, BEA IREREL,

SMB EHIE X

#H nasType. node-stage-secret-name # node-stage-secret-namespace, AILUIEE SMB &H
RRMHFAERY Active Directory EHE, I EEEIMNFR/ AR Active Directory FB P /2305 ER 0] LA F 19 A M ER

28,
vV RS R TR EREE
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
vV S0 e R T EERRERE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret—-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace:

vV 8T ERERTRNESR

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

A Smb Al

csi.storage.k8s.io/node-stage-secret-name:

trident.netapp.io/nasType:

csi.storage.k8s.io/node-stage-secret-namespace:
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@ nasType: smb #F SMB HRIMEYITHIESES. nasType: nfs B nasType: null NFS MEYTH
%23,

PVC E X1

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

I PVC BREHE, BBITUTEHL:

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

genv-nfs-pvec Bound pvc-b00f2414-e229-40e6-9b16-ee03eb79a213 100Gi
RWX gcnv-nfs-sc 1m

79 Google Cloud NetApp Volumes B2& HEh57 2

Bz Bi@id Trident FisE3F0 PersistentVolumeClaim ;IR EHEC B R EHTH R, &
B] LU{ER Trident 9 Google Cloud NetApp Volumes EZ& B &9 =

LR

B0 ERVF Trident BBEE, BopFIEECIEIENEEEEHIIBTER. XERTFMEMD, FRREFRETME
IHIREER R,

Trident (XTEE L ER N BB EIRE. Trident 26.06 A IFFECEE K.
B

BEnE

EE’JEBﬁ%ﬁ?&iﬁl‘ﬂ*ﬁfﬂ%?\%ﬁiﬁl‘ﬂE@%&?EM’IEE‘EE%E}JEUQE = BIERRRIREN, AF2UAE
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DEREE
DERBHBERSNERABNIE.
LT * auto: RIBIAREINEABIE * none: BABMDE

RENREL

RARBIEEBIERET AR ER M ZAGIRFIFERSHRER S XEDEREEIKEN "auto' B, Fi&E
R AR

FeEEA
FEsEE
AUESNEENEEBHDRE:
* FEWEE ERTMPEENPIES.
* &5EH @i PersistentVolumeClaim R AT £ 5.
Trident IRIEEMEBNE X (I BREE A E.
BB SR
LUESMERRPENX THEBERIEER, Trident B AU TFHRIAEIRRE:

1. PersistentVolumeClaim ;%
2. Trident [GimECE
3. FEMERIAE

EREMARE X WRERE SRR RE.

Trident 26.06 7 1FHYINEE
Trident 26.06 323F Google Cloud NetApp Volumes BT B5h5 EIhEE:
s TEREHENERERERENE
* 7£ Trident FIRECEFE X 7 B REE
* £ PVC IBREE D BREMENENLENKE
* NEREMND BNEE L HIKE
Trident 26.06 H AT IFHIINAE
REHFLUTIR(E:
* QIEERERENBIRE

* {#FH Kubernetes BB EEN S BHREE
* 1£ Trident EEMEE TERZINV B BN EIRE
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[EinEcE S
AN BT Trident [GIRECE FE XHZHI BB D ETA:

S WAIETR 15 EH

tieringPolicy 5 TP EER ((auto T “none)

tieringMinimumCoolingDays = BIES ERIRVIEEhREL CeRE: 2-183,
ZAE: 31)

£ PersistentVolumeClaim BN &R B =

THRER

PersistentVolumeClaim #t’¥ R iFiZE B E BN BIRE.

FroE 5 BH

trident.netapp.io/tieringPolicy BEEEHNDEERE

trident.netapp.io/tieringMinimumCoolingD BHEIZEMNLEKEE
ays

f5: PersistentVolumeClaim EBBHIH EEE

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: auto-tiering-pvc
annotations:
trident.netapp.io/tieringPolicy: auto
trident.netapp.io/tieringMinimumCoolingDays: "45"
spec:
accessModes:
- ReadWriteOnce
storageClassName: google-cloud-netapp-volumes-auto-tiering
resources:
requests:
storage: 500Gi

1T RANPRE
BRETH
* BEn BRIRE N BEHTIHEMX A,

* Trident EEREEGEAES BEE.
s USBRFERIGEN none i, B ATEISHZER,



T &R

* 3B NAS % (NFS #1 SMB) A ZFEINE.

* % (ISCSI) AX#FBHHD =B

* Google Cloud NetApp Volumes 7Efi# 4 N7E Google Cloud FEB BN E.
THRHE

* tieringMinimumCoolingDays BIBEXCEHE: 2 F| 183
* BIAME: 31

A& Google Cloud NetApp Volumes ONTAP &R 7 fi#:th

M Trident 26.06 FF18, ERILECEINAE ontap-san'# ‘ontap-nas’ [Giw LLTE Google Cloud
NetApp Volumes (GCNV) ONTAP {27 _ EMEFE. LtIhEER AT L R,

& LtkINEER Trident 26.06 FRRYATNLINEE. RATURINEERFFRATEFFR, EIEXNAH
’ (GA) Z#l, #HXINEE. EBEFRMFEMERIRSAETK.

TIRIRE

Trldent EHRMEW ontap-san M ontap-nas WehiEFIZEE, Hidid GCNV RIBim=EEH ONTAP REST A

XM EEEEEBTE GCNV BRI ONTAP &8 L ESMEIEEFME, FNRIFSEE ONTAP GintEEIN
?%f’FIﬂE/uLo ONTAP {2 A= 5|I NFIEMEIREITZRF. R LUEIE M ontap-san B ontap-nas /gl
genv EEERRMEMNEHREHAE.

FCE R IZ U TR

PersistentVolumeClaim — Trident (ontap-san 3 ontap-nas) — ONTAP REST & i# — GCNV fXIE
— GCNV #HHY ONTAP &8¢

SRR ZIFREE
LEb 2 AN 5 bl =2 157 LA ThisE
* IXaPFER: ontap-san (iSCSI) # ontap-nas (NFS 3 SMB),

B RENEREEHEE: FiREK. SEIEMMIBRLUKRERXE ONTAP REST i

* BAIIERREEL: Workload Identity Pool (WIP). BRSSP Z5$8#0 Application Default Credentials (ADC) [E]
-

UTABBE T EATSHEE:

* ontap-san-economy. ontap-nas-economy'# ‘ontap-nas-flexgroup IXEHFZRFo
* ASA r2 personality B&1%,
* ZAPI [EiR, ONTAP ER{XfER ONTAP REST,
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[l
ZECE ONTAP IENGimZAl, RHERIEEASLUTHMA:

* Trident 26.06 Z¢E = RS,

* BARIBEFIAIE R GCNV ONTAP {77 fi# .

* BFARIBIR(EN GCP IAM R, ERTFEMIFE,

* 618 proxyURL. projectNumber. location'#l "poollD"HI/GiHACE .

* XF iSCSI SAN TIE7, BRI FART SR iSCSI MBBRIAEM, BSW HETIETS"

& fim

ATridentBackendConfig BE credentials., XF ONTAP &I, ZZiFHE GCP RIEERE, miF
ONTAP managementLIF/ username/ passworde svm &HiEEHY: & GCNV ONTAP #{thHmEa—1
SVM, HEBEEY, Trident MMHFIRETE,

ERASAN GCNV HEMNRSKAE: EHRFEAITF genv.apikey. private_key H, SURFER(UTF
‘private_key_id'H, i&EZ#"Google Cloud NetApp Volumes EEE ="

ontap-san J5if

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-ontap-san
namespace: trident
spec:
version: 1
storageDriverName: ontap-san
backendName: gcnv-ontap-san
credentials:
name: gcnv-sa-secret
type: secret
gcnv:
proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"
location: "<region-or-zone>"
poolID: "<pool-id>"

svm: "<svm-name>"

ontap-nas [5if

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: gcnv-ontap-nas
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namespace: trident

spec:

version: 1

storageDriverName: ontap-nas

backendName: gcnv-ontap-nas

credentials:

name: gcnv-sa-secret

type: secret

gcnv:

proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"
location: "<region-or-zone>"
poolID: "<pool-id>"
apiKey:
type: service account
project id: "<project-id>"
client email: "<service-account-email>"
client id: "<client-id>"
auth uri: "https://accounts.google.com/o/ocauth2/auth"
token uri: "https://oauth2.googleapis.com/token"
auth provider x509 cert url:

"https://www.googleapis.com/oauth2/vl/certs"

client x509 cert url: "<client-x509-cert-url>"

apiVersion: vl

kind: Secret

metadata:

name: gcnv-sa-secret

namespace: trident

type: Opaque

stringData:

private key id: "<private-key-id>"

private key: |

#iE

svm:

iﬁiﬂﬁ?private_key\ﬁﬁ ‘private_key_id\ﬁﬁ)\ "TridentBackendConfig spec
F——CRD S#E£LE(]. £/ ontap-san, FHXAMEER genv FMIEBEIUHITIRIZE,

"<svm-name>"



== Authentication
Trident resolves credentials for proxy access in the following order:

Workload Identity Pool (WIP)
Service account key
Application Default Credentials (ADC)

For this Tech Preview, use the following practices:

* Prefer Workload Identity Pool where it is available.

* Do not embed raw private keys in version-controlled backend files. Store
credentials in a Kubernetes secret.

* Apply least-privilege IAM scoping to the service account.

== Validation and initialization behavior

Trident validates an ONTAP-mode backend during initialization and fails
fast rather than partially initializing.

Backend initialization fails if a required "gcnv' field is missing, the

driver is unsupported for ONTAP-mode, or credential resolution fails.
== Known limitations

* This feature is a Tech Preview. Behavior and the supported matrix can
change before GA.

* ZAPI fallback is not used in ONTAP-mode.

* Protocol and node-readiness requirements still apply. For example, iSCSI
workflows require the node-side prerequisites described in

xref:{relative path}../trident-use/worker-node-prep.html[Prepare the
worker node].

* Existing ONTAP and GCNV environment constraints still apply.

== Upgrade and compatibility
ONTAP-mode is opt-in per backend through the “gcnv' configuration block:

* Existing non-GCNV ONTAP backends are unaffected.

* Mixed deployments that combine direct ONTAP backends and ONTAP-mode
proxy backends are supported through backend-level configuration. Each
backend is configured independently.

* To stop using ONTAP-mode, remove or replace the affected backends. No
global switch is required.

== What's next?
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Apply secret before TBC; use "kubectl apply and "-n trident  to match
examples.

A& NetApp HCI ¢ SolidFire [§if
T HRYMEITE Trident ZZERGIZFIER Element [5iR,.

Element IXshiE2FIE4E 2

Trident 1214 “solidfire-san' ZEIRCHIEF RS EEHBE. ZIFMIAINIERERE: ReadWriteOnce (RWO)
« ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

‘solidfire-san’ TFEREIERFZHIF file M block HBIRWX. WF “Filesystem’
volumeMode, Trident GIEB—1NEHEIBR—IXHRS. XHRFALEH StorageClass
EE.

IXchiZR i VolumeMode ZHEBVIFRET SN H RS
solidfire-san iSCSI R RWO. ROX. RWX ITXH&&R%, [RiaiR

. RWOP ¥
solidfire-san iSCSI Filesystem RWO. RWOP xfs, ext3, ext4
VAR =]

E8% Element f[GiRZ A1, EEERITTIIRIE,

* 1517 Element 3R I HEFER S,

* A EIEEM NetApp HCI/SolidFire B¥ &£ EI2 R o FHF P BYEHE,

* FiE Kubernetes worker T3 2 &8N Z3EFEMNAY iISCSI TR, 1EEH "worker TT 2 EFEE"
5 im D & 17510
BXEIRAEEED, BENTE:

2 51EA 2RiA
version YRER A 1
storageDriverName FEIRohiZRR R TR S22 "solidfire-san"
backendName BE X ZIF S FiEEin "solidfire " + 7Zfi& (iSCSI) IP ik
Endpoint BB EIEM SolidFire S285HY

MVIP
SVIP 7% (iSCSI) IP kA O
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labels

TenantName

InitiatorIFace

UseCHAP

AccessGroups
Types

limitVolumeSize

debugTraceFlags

R A
=R

PRI ETE TSR

WiER
ENATENER JSON RBIARE

o

%ﬁﬁﬁ RO R (RIREIRS IR

¥ isCsI A2 RFIZMFE EHEO

fE/ CHAP 3t iSCSI #1757
U, Trident £ CHAP,

EFEAIARAE ID 5%
QoS #E

MRBERERNSTFIE, WE
BRI

BEEHFRESERRYEIRATE. I3

, {"api":false, "method":true}

EININ

"default"

true

TR A "trident"B9IH1E) B8R ID

" (BAAER R AREIHIT)

=
=

FHRBAETRE, SUAREFERH debugTraceFlagse

T 1 EE=MELEEN solidfire-san WEiiEFEHEIHECE

WRHIERT—MER CHAP S IEHERIFE QoS FiEM =& HITEEN GG, AE, &
BE={EF 10PS storage class S ENX EFEREPEIHFMHEE

version: 1
storageDriverName:
Endpoint:
SVIP: <svip>:3260
TenantName: <tenant>
labels:

k8scluster: devl

solidfire-san

backend: devl-element-cluster

UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000

https://<user>:<password>@<mvip>/json-rpc/8.0

R’
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- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

T 2: EEEIIH solidfire-san RoiEFGIRMEFEEREIE
IR R T BRI ERE ISR E X X4 UK 5| FE(TH StorageClasses,

Trident TEACE BT fFE D _ERVIRE S HIEIFiRTFEME LUN. AAEREN, FHEEERPTUASMEPIE AT
» IR EHITOH,

FETEERNTRAEREXXHSR, NFFEEFEBISE THERRIAE, 1§ type IREN Silver, EHBTE
‘storage’ BB HEN . FEUTRAIF, —EFEBIRE T BCRRE, —EHEBEET FmKERNIIAME,

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-1l-cluster
region: us-east-1
storage:
- labels:

46



performance: gold

cost: "4"
zone: us-east-1la
type: Gold

- labels:

performance: silver

cost:
zone: us
type: Si

- labels:

"3"
-east-1b

lver

performance: bronze

cost:

zone: us

"2"
-east-1c

type: Bronze

- labels:

performance: silver

cost:

zone: us

"l"
-east-1d

LR StorageClass EX 5| LEREMAM, A parameters.selector FE&, & StorageClass JAARTAF
RESHNEMN, S8 ABPMERIMHAE XA H.

%5— StorageClass (solidfire-gold-four G EIE—PEM, XEW—REESHEENN, AR
Volume Type QoS N Gold, Exf5—" StorageClass (solidfire-silver JAREAIREEEMEENFE
Mo Trident ROREEZFM MM, HARHEFEER,

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-gold-four

provisioner:
parameters:

selector:

csi.trident.netapp.io

performance=gold;

fsType: ext4d

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver-three

provisioner:
parameters:

selector:

cost=4

csi.trident.netapp.io

performance=silver; cost=3

fsType: ext4
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: performance=bronze; cost=2
fsType: extd

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver; cost=1

fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

fsType: extd

EREZER
* BB

ONTAP SAN R&hiEF

ONTAP SAN IRZhFEFHEIR
T f2AN{A{ERR ONTAP #0 Cloud Volumes ONTAP SAN IRGHIZFECE ONTAP 5.

ONTAP SAN XEhiEFIFMAER

Trident 32 LAT SAN ZEIREHIZERF LS ONTAP SEEEE(E. ARG ReadWriteOnce (RWO)
« ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),
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IXohizF Y volumeMod 7 #5YifRIIET TN RS
e
ontap-san iSCSI SCSI RWO. ROX. RWX. RW EXHZRZ; [RiaRIgHE
over FC OP
ontap-san iSCSI SCSI Filesystem RWO. RWOP xfs, ext3, ext4
over FC
ROX #1 RWX IEX R Z:
SR TAATAH,
ontap-san NVMe/TCP 14 RWO. ROX. RWX. RW EXHZRZ; RiaRigHE
OP
BHBIA
NVMe/TCP
HEMFR
=818
ontap-san NVMe/TCP Filesystem RwWO. RWOP xfs, ext3, ext4
BB ROX #1 RWX EX R4t
NVMe/TCP SRR AT,
HNEMER
EI,
ontap-san-economy iISCSI R RWO. ROX. RWX. RW ITXH#ZRZ; [RIAHRILEHE
OoP
ontap-san-economy iISCSI Filesystem RWO. RWOP xfs, ext3, ext4d

[
of

FA PR

ROX #1 RWX TEXH &%
BRI TR A,

* (REFERFAESERRBE T 215 ONTAP E[EFI'BY, A {#H ontap-san-economye
s (NLHTHERFA BFERAHS T 275 ONTAP E[RFH|" B 7AERA ontap-san-economy " IR

ohiZFBY, A fEA ontap-nas-economys

* NREFTEEBLIERIP. REME LB, B7ER ontap-nas-economye
* NetApp FEEINIEFTE ONTAP RapiZFH{FH Flexvol BaftE{, BRT ontap-san. {EA—

MEERTTE, Trident XEFERRIBREHEN MY R Flexvol Fo

Trident 2L ONTAP ¢ SVM BIE RS HE1T, BEMER admin E8HE P "'vsadmin'SVM BBF, sAE
HEIABMNARRIRZFAF, XF Amazon FSx for NetApp ONTAP ZF&, Trident &L ONTAP B SVM &8
BB ST, ERER fsxadmin' AP, "vsadmin’'SVM B, sXEEHERABNREZINERF.
‘fsxadmin' AR BERHEIERAFPNERER R0

WRFEA 1imitAggregateUsage B, NWEEHEEEGNIE, 1§ Amazon FSx for NetApp
&F ONTAP 5 Trident &5 A, limitAggregateUsage BEAIERTF vsadmin #
fsxadmin PP, MNRIETE LS, ILEREREIK.

EIABILATE ONTAP H18l# Trident hiZF Al IEANERRFIMENAE, BRITFENZFER. KSR
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AH Trident RAAXNE EFIREM API, XESARTISHMERS 5Z HEE,

NVMe/TCP HYE 2 EIN
Trident X#FIEH KM 1F1E2R Express (NVMe) X, & “ontap-san IXchi2fs, €13E:

« IPv6
* NVMe BRYIREBHI 52
* A% NVMe HHIA/N
* B\1E Trident Z4MIER NVMe %, LUE Trident A LIEBE A s EHR
* NVMe R4 SRR
* K8s TR AIMH; XA (24.06)
Trident Rz #F:

* NVMe Z#132#5#9 DH-HMAC-CHAP
* JGEMETES (DM) ZERER
* LUKS &

&% 1Y ONTAP REST APl %#% NVMe, ONTAPI (ZAPI) R3z#% NVMe,

EZEF ONTAP SAN RoHiEFE & Gin
T #R{EFR ONTAP SAN IREHIEFECE ONTAP [FimBIE R & 151 IE1EIN

=R
¥FFrE ONTAP [Gif, Trident EXRE/DE—PNEBEDHEL SVM,

"ASA T2 24" HEHEF#EENSSIN ES5HM ONTAP &4; (ASA. AFF # FAS) BFARE, 7
&iF ASAT2 & ZEEP @%ﬁﬁ%‘]ﬁ%tﬁﬁ? BERE, BB It HiREXE, THRIATEASAR 25
A SVM HERE

FigE, EERRILUEITE MRz, HEeIEBER— 1M SE— M EESE, Fid, ERIUEEE—1 san-dev'
, 1ZEMFEM ontap-san' REIIEF, UK— san-default' 3, ZEFEH ontap-san-economy‘BIX‘EMEEZO

FiE Kubernetes T1ET m#lA ML EANA iISCSI TH, BXFMAEE, B2 "EETETS
3t ONTAP 5w 1T & {90 IE
Trident 3REFHFH B D I8IE ONTAP [FimAVIET .

* ETEIE. BEEFAENIER ONTAP BFRMAF ZMEE, BINUERTEXNEZLERAR, 0 admin’
g{ "vsadmin' LI1R5 ONTAP kRZAMIRAFER M,

* EFEP: Trident RAIAEAGRELEMNIERS ONTAP £ 1TIEE, ItA, BHENXMNAEEEFIHE
F. ZEAFEI{S CAIFBAY Baseb4 miZE (WRER) HEHF) .
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[

s WRER
= S
7o

YAML

version: 1
backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm nfs
username:

vsadmin

password: password

JSON
{
"version": 1,
"backendName" :

"ExampleBackend",
"storageDriverName":

"managementLIF":

"ontap-san",
"10.0.0.1",
"svm": "svm nfs",
"username": "vsadmin",
"password":
}

"password"

Kubernetes/{Zi& &2 R 1To

BicE, EREXEEREUAX AT A FENE—UE. SReIRGE, AP R/ERMER Base6d #iT4HG, H
77179 Kubernetes %13, SIEZEEMEHREH—FE T BEENT R, Alt, ER—MUREESMRE, B
BREFIEBNSHIIE

WA EHA UERIERHS ONTAP Fim@E. FREXPEE=1SH.

* clientCertificate: & i 8 Base64 fRi3{E,

ERIUEHMNE R UAEETEENETIEBNGEZERER, B2, —R{GHF—MEHEIESE. BUHRE
Bt S MRS %, SN EHREETRIFIET %o

BUAE, W admin B “vsadmine XHHRT S5KFK ONTAP hRABVERIFEM, XERAH]
T EIRE XY TR

Trident £\ SVM SEE/EESEEMNBEIERIEMEIR, LUES ONTAP GiE#H{T@EE, BIERITE. ENX
Trident hRZASfEFIBYINEE APl, AILBIEBEX ZEEFRABHS Trident —iE2EA, BAREBIGXEM,
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* clientPrivateKey: XBx%& Fi% A1) Base64 wh3{E,

* trustedCACertificate: ={5{ERY CA IEPH Baseb4 HwiSE, MREAZEEN CA, MATIRELILESE
MRKFEESEEN CA, NFTUZRRILISE,

HANTERIZEEUTE R,

p
1. EREFIRIEBMER. £RE, BABE (CN)IRENEHITTEHIIEN ONTAP AR,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/0O=NetApp/CN=admin"

2. B2 CAIEBRINE] ONTAP 8%, XAIREEHFMHEERNIE, MRKEARIEMEN CA, WA
B&o

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. £ ONTAP &8 L REXFIRIERMNER CREFE1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>
security ssl modify -vserver <vserver-name> -client-enabled true

e BTG, ONTAP IR REINIER. fMEPE 1 h4 B k8senv.pem X RS, ARG
: O\ "END’ LSRR &2,

4. Haik ONTAP 2B RABZR “cert BHKIES %o

security login create -user-or-group-name admin -application ontapi
-authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. FEREMMIERNIRF PN, ¥ <ONTAP Management LIF> #] <vserver name> &t A& LIF IP 0
SVM #E#f.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
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--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver—-name>"><vserver-get></vserver—-get></netapp>"'

6. (&8 Base64 WEFH. ZFFAMEIE CA IEBHITHB,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base6c4
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERAMN E—TREBNELIREIR.

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

fom - Fomm et ittt
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fom - fomm -
fom - Fom——————— +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fom - Fomm it
fom - fommm————— +

ERB IS ES R E

TR UEHRIE BimUERRENS M IIE A Z e RE TR, XrTUNmIE: LU ERRAR &/&2ENE
IR ERTAERIETR; PTLSERIEPNERERAE TR &L, Altt, SGmRIRENS AR S EH
ANFTNBRIIE SR, AEEEEMB backend.json X, HFREEHIT tridentctl backend update
FRERSE
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

WIREEE, FHEEERMNETEN ONTAP ERFMNEE, AEHITEREM. R
&ix %_IL,(F'jﬁEJF',?ﬁDD ZMIEB. AREMEWUERINES, Z/FTM ONTAP 2R MIFRIRIE

FHRREASFNECIEENIRR, UAREMZERINEEE, MININEIREHRRAE, Trident BJLS
ONTAP Fim@EH B R R EIR(E,

73 Trident 83 ZEE X ONTAP &t

BRI A RENREIE ONTAP B AT, XEEMANLER ONTAP BIER MBI Trident FRIITIR(E, 7E
Trident FIRECEREEHF &0, Trident EREEIER ONTAP EE: f GRAITIRME,

BXREIR Trident BEXABNFAER, BESI "Trident HEXAELERME"

f§5F ONTAP CLI
1. FRAUTHLCERAE:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

54


https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role

2. 7 Trident AP EIERAFA:

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_name\> -comment "user description”

3. BABMSIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

fF3 System Manager
7 ONTAP System Manager FHITIUA TS :

1. PIZEEXAE:
a. BEEEELIICIEEEXAR, FI%EF Cluster > Settings,
(H) EE SVMAFICIEZEEX AR, BIXF 7F0E > Storage VM > required svM> I8E > A
FHfat*,
b. 3%3%¥ Users and Roles AR E LB (—)o
C. 7f Roles Ti&#F +Add,
d. EXAENMNHETE Save,
2. BAEMmEE Trident BF: + B AFMAG TTELHITUTSE:
a. %1% Users FHYFNIEIRE +o
b. SERFAENAF B, AGTE Role THEERIEZR—IMAE,
C. B Save,

BXIFEAER, BEIUTE:

* "HTEE ONTAP WEEX AR "EXHEXHE"
* ERABNAR"

{EBYW A CHAP Wil iEls

Trident B] LAfEEF “ontap-san'#1 “ontap-san-economy IXEHFZFHIN A CHAP 3t iSCSI S1E#HTE P, XE
BEEIRENFBEA useCHAP &, HIRE A ‘true'BT, Trident 3§ SVM HERIABTIes L 2B E WA
CHAP, HMEHXHIRERF BFMZERE, NetApp BiINERANE CHAP RIEIEEE, 152 TERERG:

version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135
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backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm": "ontap iscsi svm",
"useCHAP": true,
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"username": "vsadmin",
"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

}

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

e —— e — e et it
- e +

| ontap san chap | ontap-san | aa458f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T

e e e
- o +
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NRIETE, MITF ASA r2 RAIREZIGEN true,

FAF%#E 1iscsiiSCSI. nvme NVMe/TCP X fcp % iscsi IRAZTE
413@3& (FC) LH SCSl,

/3 “formatOptions' /9 "mkfs S SIEE B SITEE,
Zan L EERAMNR A, XAFEIRIES R
KX E. BSHIEES mkfs sp ISR
formatOptions, FAEIFIRFHEF. Tfl: "-E
nodiscard"

7#F ontap-san #ll ontap-san-economy JXGIiEF
B iSCSI ¥, *Lk4h, £ iSCSI H NVMe/TCP
-\LS{ET_TJ i?% ASA T2 /%éﬁo *

£ ontap-san-economy [FitHf#EA LUN BSAIEREIER " (BRUINER FRESIHIT)
K FlexVol K/J\,



28 WiER BRIA

denyNewVolum PRl “ontap-san-economy st EH LUN 93
ePools FlexVol %, {XERATRSFERN FlexVol SRECEHTHY
PV,

B XA formatOptions HYiEiY
Trident ZIXAERA LU TIETERANRE I IZ

* -E nodiscard (ext3, extd): FEXIXNTE mkfs BB EFIR (RRFREVEESIEENFER/AEELEENFHEL
RER) . IEEREFHIED K", FEIBERAT ext3. extd XHEF RS,

* K (xfs): REZIRTE mkfs BHE]EFR, ETHERTF xfs XH R T
£/ Active Directory EiEM/SiH SVM I23E Trident
&A] LAECE Trident £/ Active Directory (AD) EiEMGiR SVM #1THBIIE, 7 AD tkFP B LLKIR SVM Z &
, WAECE AD 3T HISE &R, SVM Bifinl. X F(ER AD tkF RSB IR, welI2EixE. BxXiF4AE
B, 1538i% "7£ ONTAP HEZE Active Directory 13zl 28i51a]"

P
1. EBRIH SVM BUIE R R4 (DNS) IRE:

vserver services dns create -vserver <svm name> -dns-servers
<dns_server ipl>,<dns_server ip2>

2. BITLLTFE%$ A Active Directory H1H9 SVM BIZE T E K |

vserver active-directory create -vserver DataSVM -account-name ADSERVER1
-domain demo.netapp.com

3. fERAILER<# AD FAF S I EIRER S SVM

security login create -vserver <svm name> -user-or-group-name
<ad user or group> -application <application> -authentication-method domain
-role vsadmin

4. 1F Trident IEMRECE XHEH, & username # password SO FIEE N AD AP AR RFZE,

BT EE SR imAC & L
TR AERECER defaults B RHXEETRIEFIZFINERE. BXTF, HSRATERNEERG,

B 1 RE E/NIN
spaceAllocat LUN BIZ[a]5ED "true" YNRIETE, MXF ASAr2 &
ion FIREN trueo

spaceReserve F[EIFTRZEL; "none" (¥5f8) Z"volume" (B) o Xt "X
F ASAr2 &%, 1B none,
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snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

encryption

luksEncrypti
on

tieringPolic
y

nameTemplate

ERETH

Lz
EFAR Snapshot K&, FF ASAr2 RRIKEN

noneo

ZEHRNENED AR QoS A, AENEME S
1%4% qosPolicy 5% adaptiveQosPolicy FIBI—1, 7E
Trident B{F A QoS HKEELAFEE ONTAP 9.8 HESHR
A, EBNZERIEHRE QoS HFRAE, HIBFRIZERA
BIMWATE MRS, HE QoS KERHEFIMIT
FrE TIEhH S ETEMN LR,

ZEHRBNED BRI EIER QoS RE&H, AT 1ZME
A/ EimiERE qosPolicy 3¢ adaptiveQosPolicy FIEJ—4

NRBEREBNENB DL, B7079 ASA r2 ZS4HETE.

BRI ME R IR0 22

T#E LB NetApp EINZ (NVE); ZRIAH

falseo WMTEER EREFFIHBHE NVE 7 eEFA
%I, WMNREFIHBAT NAE, NI7E Trident FECE
HEREEIEER NAE, EXiFAEE, 529

: "Trident #8048l 5 NVE #1 NAE B2&1ERA"

BF LUKS 1%, 1E505# " Linux Unified Key
Setup (LUKS)",

£/ "none" IR EHREE RE S ASA r2 RAIEE.

AT eIEBEXERMRER,

UTREX T BIAMERRHG:

version: 1

storageDriverName:

managementLIF:

svm:
username:
password:
labels:

k8scluster:

ontap-san
10.0.0.1

trident svm
admin

<password>

dev?2

backend: dev2-sanbackend

storagePrefix:

alternate-trident

debugTraceFlags:

api:

false

method: true

defaults:
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ERIA
uaﬁll

"0" 4N snapshotPolicy A
"nOI"]e", lZ:li)n\u?g "

"false"

"false" YNRIEE, NMFTF ASAr2
AFIZEEN true,

"31F ASAr2 B4, BN

falseo
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spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

3 FEF “ontap-san EEhiEFRIERIFFE S, Trident 1A FlexVol ZIYMENN 10% B ELURHK
LUN 7oE3E. LUN B#ZEBREFE PVC FIEREBIIAR/NHITESE. Trident A FlexVol 1&10
10% (£ ONTAP RERATAK/N) . BRIETLERSEFMGEKRNATRARE, LEXIETIRR
IE LUN AR, BRIEATATEIEWHTEFIA. XFTERTF ontap-san-economys

&iE

I FENX snapshotReserve MIFiH, Trident iTEERIA/NIOT:

Total volume size = [ (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 2 Trident 7~IN%E) FlexVol LABZK LUN TTEIERIEIIM 10%0 FF snapshotReserve = 5%, H PVC iEX
=5GiB, RB{&FA/N\N 5.79 GiB, AJAHA/\H 5.5 GiB, ‘volume show SN ERFMFUTREIBNLE

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded4_979d_034d54c39574

online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_95la_0Bael5elcBba

online RW 1GB 511.8MB

3 entries were displayed.

871, NIEESEAMITENE—TGEZREEXR ]

&/ NEEE TR
UTRAIZRTRBAZSHEHRBABRNENESELE, XBEXEHRNRERTT .

SNERIEFE Trident F{EF Amazon FSx for NetApp ONTAP, NetApp iV LIF 8 DNS & #F
A P ik,

&

V¥ ONTAP SAN {3l
XZ2MFHA ontap-san BIiEFHNEAREE,

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_iscsi

labels:
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k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

¥ MetroCluster 715l
SR ECE SR, LUOBSRTE "SVM EHIA

15N

mE" BRIE S TYHRA IR G FEh B EIRE Xo

JFFTLETRFTIE], A managementLIF I8E SVM H&EBE svm S, H40:

1
storageDriverName: ontap-san
192.168.1.66

vsadmin

version:

managementLIEF:
username:

password: password

V¥ ONTAP SAN &35l

1
storageDriverName: ontap-san-economy
10.0.0.1

svin_iscsi eco

version:

managementLIEF:
svm:
username: vsadmin

password: <password>

v ETF BB IIIERA

EUEARFRE RGP, clientCertificate. clientPrivateKey #l trustedCACertificate (A]

%, WMRFEAZEMER CA) IEFRTE backend. json B, HOHIXRBEER
base64 4RiL{E,

1
storageDriverName:
DefaultSANBackend
10.0.0.1

version:
ontap-san
backendName:
managementLIF:
svm: svm_iscsi
useCHAP:

chapInitiatorSecret:

true

cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
uh2aNCLSd6cNwxyz

ZXROZXJWYXB. . .ICMgJ3BhcGVyc?2

vCciwKIyAgZG...0cnksIGR1c2NyaX

chapUsername:
clientCertificate:
clientPrivateKey:
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trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

Vv 3X[@ CHAP {5l
XERBIGIE—NEIR, HA useCHAP IREN true,

ONTAP SAN CHAP =

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN economy CHAP fjl

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

v B E R

R GIEE ONTAP & KE, LE ONTAP A& RERE, HEHNEFZE ONTAP 9.19.1 ESHRAE, B
XIFMER, 5B EH ONTAP RIS E KR E",

version: 1
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storageDriverName: ontap-san
backendName: san-balanced-placement
managementLIF: 10.0.0.1

svm: svm_iscsi

username: vsadmin

password: <password>
useBalancedPlacement: true

¥ NVMe/TCP 5=l
WATIE ONTAP [Gim EECE BEE NVMe BY SVM, X2 NVMe/TCP MEXRFIHRECE.

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

v EF FC 89 SCSI (FCP) =l
TAIRTE ONTAP [5is LECEHH FC B9 SVM, X2 FC MEREHELE,

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true

Vv #7%A nameTemplate H/GiHACE Rl

version: 1

storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
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svm: svm0
username: <admin>
password: <password>
defaults:
nameTemplate:
"{{.volume.Name}}g{{.labels.cluster}}g{{.Volume.Namespace}}i{{.Vo\
lume.RequestName} } "
labels:
cluster: ClusterA
PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

V formatOptions =], iEFTF ontap-san-economy JXEHFEF

version: 1

storageDriverName: ontap-san-—-economy
managementLIF: ""
svm: svml

mn

username:
password: "!"
storagePrefix: whelk
debugTraceFlags:

method: true

api: true
defaults:

formatOptions: -E nodiscard

BAEIERERRG

EXLETROIEHEXXHER, NFEFHENISE TIRENIAE, B spaceReserve 7 none.
spaceAllocation /y false #l encryption /3 false, EINMBTEFEEIRHE Yo

Trident 7£"Comments"FEEFIE BRI EITE, JTRRT1E FlexVol B LI§E, Trident EEERISEICHPZEENFRE
B EFREFREE, NAELER, EREBANUATNEINEENIFE, HIRREXNEHITHE,

EXLERGIR, —EEEMSE T BCM spaceReserve. spaceAllocation #l encryption {8, mM—L
MEE T BHIAME.

V¥ ONTAP SAN {3l

version: 1

storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
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chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us_east 1
storage:
- labels:
protection: gold
creditpoints: "40000"
zone: us_east la

defaults:
spaceAllocation: "true"
encryption: "true"

adaptiveQosPolicy: adaptive-extreme
- labels:

protection: silver

creditpoints: "20000"

zone: us east 1b

defaults:
spaceAllocation: "false"
encryption: "true"

gosPolicy: premium
- labels:

protection: bronze

creditpoints: "5000"

zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"

¥ ONTAP SAN 5%

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true
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chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"
zone: us east lc

defaults:
spaceAllocation: "true"
encryption: "false"

¥ NVMe/TCP {5l

version: 1



storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme Svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:
spaceAllocation: "false"

encryption: "false"

15 /5imRRETE] StorageClasses

LT StorageClass & XiBESH[AEE Bt EmR G, £ parameters.selector FE&, & StorageClass
EEWMLEINEATBATFIEES. SMEAGFMEEINERE XHE M.

* The protection-gold StorageClass M5FZE] “ontap-san [FIRAVE— N EI, XEM—IREESRRP
ppil

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection=gold"

fsType: "ext4d"

* The protection-not-gold StorageClass BR§1E| “ontap-san [GIHEYE —MIE =N EB, XL EMH—
REERUIMRIPLRA BT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"
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fsType: "ext4d"

* 1% app-mysqgldb StorageClass BR54Z! ‘ontap-san-economy' [eiRAYE =N EI, XZEMH— mysqldb
LR REFREFENEREN,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

Py

* The protection-silver-creditpoints-20k StorageClass 5T E| "ontap-san' [GimHYEE — MR,
XEM—IRHEERR LRI 20000 R AIH,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* The creditpoints-5k StorageClass M41Z! “ontap-san' fGikAYE = N EIHFD “ontap-san-economy’ /5
IHRY SR ORI, XLERME—IRA 5000 M5 AR o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* The my-test-app-sc StorageClass B&TE! ontap-san BEaIFEFHEE sanType: nvme Y testAPP
R, ﬁ%uﬁ—?ﬁfﬁc testApp By,

apiVersion: storage.k8s.io/vl
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kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident JREZEFP N EINA, FHHRFRBEFHEER,

ONTAP NAS R&hiE=

ONTAP NAS IXshiEF iR
T #RYN0{A1{EEFS ONTAP #1 Cloud Volumes ONTAP NAS IRSHFZFECE ONTAP Gifo

ONTAP NAS RapiE 13 4E S

Trident 12 LA T NAS EEIRTHIERF LIS ONTAP &£EHEE. ZIFMIRNIERE: ReadWriteOnce (RWO)
« ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

IRohiZF i volumeMod 7 #FHYIAEIET T H RS
e

ontap-nas NFS SMB Filesystem RwWO. ROX. RWX. RW ", nfs, smb
OP

ontap-nas-economy NFS SMB Filesystem RWO. ROX. RWX. RW ", nfs, smb
OP

ontap-nas-flexgroup NFSSMB  Filesystem RwO. ROX. RWX. RW ", nfs, smb
OP

s (NHEFTERIFABFERAEE T 2150 ONTAP E[RH|"BY, A {FM ontap-san-economyo

* (NHFHIFASFER RS T 2150 ONTAP S[EF|"BXA#EH ontap-san-economy " K
ohiZFBY, A A ontap-nas-economys

s
* MREFTITFBHIERIP. KEMEHEEE, E71EA ontap-nas-economyo
* NetApp REINTEFIAE ONTAP XEhi2FR{EA Flexvol BEhgK, FRT ontap-san. E/—
MhRRTG %, Trident ZHRHERIRBIREBFH AN B Flexvol &o
PR

Trident 2L ONTAP % SVM BIE RN E5E1T, BEMER admin £8EF 5 'vsadmin'SVM BBF, AE
HERAENARRZTIERF,

3+F Amazon FSx for NetApp ONTAP Z8&, Trident FF2ELL ONTAP 2% SVM BB RN B/E1T, HHE%EE

‘fsxadmin' P 3 "vsadmin’'SVM BB, StEEHEEAGHNARZHTNER. fsxadmin AR @SB EIERAR
HERERR.
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NREA limitAggregateUsage B, NWEFEEEHEBIEGNIR, ¥ Amazon FSx for NetApp
&iF ONTAP 5 Trident £&{# AT, limitAggregateUsage SEARERAT vsadmin F
fsxadmin APKF. AREELESE, EERIEFERKL.

EBIAB]LATE ONTAP F18l# Trident IhiZF Rl AEANERRGIMENAE, ERITFENZFER. KSR
AH Trident RTAAXNE EFIREM API, XESARTSHER S 5Z HEE,

HEZ{EFH ONTAP NAS RS FEC B Gin

T fR{EA ONTAP NAS IRSHFZFECE ONTAP FBiFMER. SMHIIEETMNSHER. M
25.10 hRZ<FF44, NetApp Trident 235" NetApp AFX TZER S, NetApp AFX ZERSKS
Hfth ONTAP R4t (ASA. AFF ¥ FAS) EEFEEMNLIIAEABARE, 7£ Trident [5in
EEER, THIEEENRAR AFX. HIEEEE ‘ontap-nas {79 "storageDriverName' B

, Trident 2B AFX &4,

#iE AFX RGN HF ‘ontap-nas' IREpERF (£ NFS thil) ; A3 SMB thile

X

* 3 FFFE ONTAP [Fif, Trident EXRE/DEFE—NEBREHHEL SVM,

* B LUBTT SN REERE, HelZiEm— MRS — 1 NFESE. fii, S lEE—MER ontap-nas Ik
EHAZFHY Gold 21— MEFMA “ontap-nas-economy IXEHFEFHY Bronze 2,

* FiE Kubernetes worker T3 &84 ZEMENE NFS TH, BXIFEAER, 580 "I,
* Trident X235 SMB &E#H EI7E Windows T EiZfTHI Pode BXIFHMER, 155 R H&EELE SVB
o
% ONTAP [5im# 1T B IIE
Trident I2EFFH B {2 I8IE ONTAP [GimAIIET .
s BFEE: IEXEEN ONTAP GinMEBINIR, BiIVERSTEX ZEERABEXEKMNKS, Fla0
admin @ “vsadmin, LIRS ONTAP hRAEMIERAFER .
s EFEE: WREXEEERHTEIE, Trident 18£S ONTAP E£EBTIBE, LA, BIREXMNNEEE
PUIEH. FEAFIAI(E CA IEPH Base64 RiDE (WMRFEH) (EF) o

TR UEHRIA R UEETERENETIEBNGEZEBE. B8, —RIHF—ME RIS %, 2HRE
HthFHIIET %, SN EIHREEPRIFINET %o

s ?g%@%ﬁﬁ?%ﬁ*ﬁ?&*ﬂiﬁ%*, NEmREIZFRK, BRANEEXHFEMT ZTEHIIES

g

BRETFEENSHIRIE
Trident EE [\ SVM EE/EECENEIERIBEHEE, LUMES ONTAP GiE#TEE. BIVERRE. ENX

AR, W admin 8 “vsadmin., XHAR T 5KFK ONTAP MRAMERIFER Y, XEMARIEESAFERFE
Trident RRZ<{EFEYINEE APl, BILIBIRBENXZEERABHS Trident —iCfER, ERERIGIEFM,
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Tt E X 90 T FR

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

n

"svm": "svm nfs",

"credentials": {

"name": "secret-backend-creds"

B, BREXEERUAX AN FHENE—E, EintlERE, AP R/ZLER Base6s4 H1THD,
Fi# 7 Kubernetes 213, QI EMGTHe—FETHRERNTE, EHit, ER—MUREERMVIRE, H
Kubernetes/fZiEEIE R AITo

BAETIERHNSHIIE
WA E NPT LUERIEBHS ONTAP EiniEE. FBREXPRE=1SH,

* clientCertificate: 2 IRIEHH Baseb4 miB{E,
* clientPrivateKey: XBX%& FIZ A Base64 4w {E,

* trustedCACertificate: ={5{EHY CA IFPH Baseb4 HwiSE, MRFEAZEEN CA, MATURHELILSE,
MRKFEEZEEN CA, NETUZRRILISE,

HANTERZEEUTIE,

p
1. EHEFPHIEBMEZR. ERE, BRMAE (CN)REANEHITEMHILIER ONTAP AR,
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ¥R CAIEBRINE] ONTAP 5£8%, XAIREEHFMHERER MR, MRKEAZIEMEN CA, R
B&o

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. £ ONTAP B FREZFIHIEHMER CRELRE 1) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. 5\ ONTAP R2ERABZR cert SHRIES %,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-—-name>

5. EAEMAIERNIR B HIIE, & <ONTAP Management LIF> #1 <vserver name> &t AEIE LIF IP #
SVM &R, fEwsintfafr LIF BIBRSIREZIGE N default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. {#F Base64 HEFH. ZFAFMEIE CA IEPH#HITHRD,

base64 -w 0 k8senv.pem >> cert baset64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4
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7. ERM E—FRIENELIEE IR,

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— et et it
- F—— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o - Rt et bt
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et bt et P
- e +

BB NI S R

TR EHMEEIRUERAARNSHIIE A AR RIREERE, XAILUNAIE: TS ERAR2/ZBENE
IHEMAERIED; AU ERIEBNERERMAETRFAR/ER, Alt, SHafbRIEN S BIIEREH
ANFTNBRIIESE. AEFEREMB backend.json X, HFABEEIT tridentctl update backend
FRrEES#,

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",
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n

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

femssmmmmma== R fes==ssssssscscscssossssssssssssssssa=s
P fro— e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fomm e fom - e e
fre=m=m==s fremmmeme== iF

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R et frememesessess==== fessssssssssssesessososssssssssss o=
f=m===== fememema=a +

WIREE, FREEERMNBETEN ONTAP ERFHEE, AEHTEREM. R
#&iE %_JL,{F']%FHJ“HD%/PW»FBO AIEEMERUERINES, Z/ERUM ONTAP S8R RIFRIRIE

EEn 2R B R ENIAR, ASKMZERUNEER. ABEREMRA, Trdent LS
ONTAP [Gim@ S H IR KA EIRIE,

73 Trident B2 BE X ONTAP At

TR AERRIRIREIZE ONTAP & AT, XIFEMALER ONTAP EERABIE Trident FHATTIRME, 7
Trident FiRECEFEEBAREY, Trident (EAELIER ONTAP S8 A & RANITIRIE,

BXOEE Trident BEX AEIEMAEE, iE2 0 "Trident HENX BEBEERMZE

£/ ONTAP CLI
1. FERUTHSSEHRAR:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_ name\>

2. J9 Trident AFEIZAFH:
security login create -username <user name\> -application ontapi

—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_name\> -comment "user description”
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3. BRBMNIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

/8 System Manager
7 ONTAP System Manager FHITIU T :

1. SIREEXAG:
a. BREEBRAIICIEBEX AT, 5% Cluster > Settings,

(8) E7E SVM RFIeIZBEX AT, 1HEFE =ZiE > Storage VM > required svM> iIRE >
FPilmes

b. %% Users and Roles ZZiAIETLERR (—)o
C. 7£ Roles Ti%#F +Add,
d EXABRNMNHEE Save,
2. BAEMEE Trident BF: + B AFMNAG TTELHITUTSE:
a. %% Users THYRMENT +o
b. SERFRBNAF B, AGTE Role FHEEHIEZE—MAE,
C. B Save.

BXFMER, FESRLUTIIE:
*"HTEEONTAPHNEEXAR" H "EXHEXAR"
s ERBeMAr"

EIE NFS SR

Trident £ NFS T SRB&SRITHI X IR ERYIA R,

FEAEORIKES, Trident IREFMMNERE:

* Trident AJUHSEESHREAS; EXMRFENT, FHREERIEERTARIT IP #itAY CIDR R7
o Trident ITE A HEPFEEXLEEENNERT R IP ANZEISHREER, 5#E, HARHEE CIDR B
, EERFBIENT R LIRFIMME2FHEENER IP HRAINEIS HERS,

* FEEES LIRS HRBHFANAN, FFRFEEETEEARNSTHRERIR, SN Trident £F
ARIA T H SRER

SEESHERR

Trident BESSENSEIE ONTAP [FIRRIRHREE, XEFMHEEEREBANTET R IP IEEAVFBIMULTE, A
ERFEXEIMN, EAKEEUT FHREEE,; WRURBNESIAIBREENFMEEEETFT. Ithsh
i@ﬁﬁﬂb?’l@ﬁﬁﬁ%ﬁﬁﬂ’ﬁﬁ [EFREIA(EHER IP I TEECERNIET R, AR BELE
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& FERAISSH RN TN EFEAMSHILFER (NAT), 3T NAT, FEEHIZRESIRNZER1E NAT
’ Hhik, MAZSEFREY IP EHMLE, FIES BN PRIEE LA BEHFEL AR,

ANl

WIERRNECE R, U TREREX R

version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

fERLLThAERY, KAUAR SVM RRVIRES R AB i tIZRI SRR AT R CIDR $RAY
&  SHAN BIINFINFHRE) o 1RLRETE NetApp HEFERNRESLE, 79 Trdent TA—1
SVM,

TR R LR A% BRIt I ae TERIBRIRRRE

* autoExportPolicy BN true, XK/ Trident AFEALLEIHN svml SVM EEEMENERIRBSHER
B&, FfER autoexportCIDRs It RAMER N BVARINAMIBR. TEHEZFITRZE, ZEEAZEMUN
TFHEER LN ZENABEIS, HEAMITREY, Trident REIE—N5IKE qtree RIBHNFHE
B%, 1% qtree B1R1EE CIDR AT R IP, XL IP 3G #ARMNEIR FlexVol HfERH S H KB

° fgn:
* [5i% UUID 403b5326-8482-40db-96d0-d83fb3f4daec
* autoExportPolicy BN true
* FHERISE trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159c1c

* &4 trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c BY qtree 9 9 "trident-403b5326-
8482-40db96d0-d83fb3f4daec # FlexVol BIRSH I, ~NEN
‘trident_pvc_a79bcf5f 7b6d_4a40 9876 _e2551f159c1c H gtree RIS H IR, FH7E SVM LAl
&7 “trident_empty =S HZREE, FlexVol SHEREEHIMINIE R gtree §H RIS &S HERFLN
. TSHEEEHERMMNEAEER,

* autoExportCIDRs BEMUIIRGIR, LFEERRER, FAIAK [0.0.0.0/0", "::/0", FARFKEN, Trident
SARMELET R ERENFE LB EE S FE I R E L F,

EUE RGBSR, 1BHT 192.168.0.0/24 #ilit=(E), XRRUIHUSEERE S &% Kubernetes T 52 IP 1548
ZINZE| Trident SIS HEREER, & Trident FMEEITHT AN, ESRERT A IP ik, HiEE
autoExportCIDRs FHIHAVHIINRBITIORN, &mBY, IR IP /5, Trident AEHAHREIMNT mHNEFi% IP 6
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S HSRESHIN,

SR LITE B IR GiR/E 3T E "autoExportPolicy #1 “autoExportCIDRs #{TE#1. &R LN B E BN GEImENNH
#9 CIDR ZMFRIIERI CIDR, Milfk CIDR BYE/ Dy, UBERIIAERZRFASEKX, EEALUEEN FIRE
“autoExportPolicy HELREIF oIS H R, XBEFEEERIRECEPIRE exportPolicy %4,

£ Trident QIS EF FFHGE, ETLUER tridentctl HABNE “tridentbackend CRD MEFiH:

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4ddaec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24

autokExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""

chapTargetUsername:
chapUsername: ""
datalLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: extd

BRI 28T, Trident BB SHKRR, MUMRSZT S NAYARFN, @3 MEEFHNS R FRER
LEF5 52 1P, Trident BILARGLETRIRIERE, FRIFLL IP B P T REM,
X FARIFIER G, £/ tridentctl update backend' B fGiHAI R Trident BEhEESHKR, XSEFRE

BRI LUSER UUID A gtree ZiFan & SHERER, Bih LFENESEHNHABRXEIERERHEIZEN
SR,

& MExE A B EES R EIRFRFRMS LB R, NREHEIERR, SREAN
! WEEm, FRSEEIZERR LIRS,

WRSEB TR IP B EHR, WK RET R EEFHB) Trident pods A, Trident I EMEEENGIHN
SRS, URBRI IP e,

EHALE SMB &
B —LLEEINESR, EAILUFER ontap-nas RIFEFECE SMB %o

s WAZITE SVM EFEEE NFS #1 SMB/CIFS Y, A BE/9 ONTAP A#1B$&E 612 ontap-nas-
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economy SMB %, T/AREXLEMNPRIERI—PMERIGE I SMB HE)E KK,

#x autoExportPolicy A%#F SMB %,
PR, =]
I8 E SMB 281, HAMEE FIARR,

* BE Linux 15428 T SfZED—M51T Windows Server 2022 #J Windows worker T35 52 # Kubernetes £
B, Trident (X X155 SMB & EI7E Windows T35 EiE1TH Pods

* ZOBE—1MEEEM Active Directory EHEAY Trident 2583, B4R Z$A smbereds:

kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'

* BE2& 5 Windows BRSZHI CSI KB, EBEIE csi-proxy, 1BEZSE"GitHub: CSI Proxy"8{"GitHub: i&EAF
Windows B CSI XIE" T 27T Windows _E3iE{THY Kubernetes 15 &,

S
1. XFZih ONTAP, EAJLUERESIE SMB H=, (& Trident AU EEIE—MHEE,

ped Amazon FSx for ONTAP % SMB #%,

,UEJLMEFH "Microsoft EIEITHIE" HEXHKEE BT FEA ONTAP CLI UFF Az —EliE SMB BIE
H=, EEFH ONTAP CLI g SMB H=;

a. AKE, FHHZCEERRRIEEM,

lﬂ: vserver cifs share create SRRTEHZEEIEHAEIEE -path IEMPISENRE, WNRIEEHIE
Z_T_T_} D-JUF'F‘ 79&5&0

_;_

b. I S51EE SVM XELAY SMB H=:

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]

[other attributes] [-comment text]

_;_

C. WiERRELIRILHE:

vserver cifs share show -share-name share name

%5I ﬁ*ﬁéﬁﬂn i) 'lﬁ Jﬂ ||QUL SMB /\E"O

2. piERmE, HTEEBEBUTHRBLUIETE SMB &, MFFiE FSx for ONTAP [GimAc &k, iEEIH "FSx for
ONTAP Be&iEImFR B s

81


https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/zh-cn/trident-2606/trident-use/trident-fsx-examples.html

28 151 BA Nl

smbShare A IEE L TRz —: {8 Microsoft smb-share
Management Console @ ONTAP CLI §l|## SMB
HEMZFR; 2IF Trident I SMB HEHZFR;
FETLUESHETUBIEEN AR HEZ IR, It
SEITF A ONTAP BAEH, thBEE Amazon
FSx for ONTAP GimFrA B, FEEAZT,

nasType AR BN smbo *FARI null, MERIAA nfso smb
securityStyle HENZEHER. XWTF SMB &, NIIKEN ntfs” ntfs B mixed AF
gy “mixed, SMB &
unixPermissions HENER, F SMB &, HIET, "
BREZ4% SMB

M 25.06 hRZA<FF4, NetApp Trident Z#5fE 3 “ontap-nas ' #1 “ontap-nas-economy' [5if8IER SMB HHZ 2D
B, BA%T2E SMB Jg, AJLUERIARIIEHIFIZE (ACL) 7 Active Directory (AD) AP A1 P 4A1R X SMB £=
B2 1=IA1Al,
FERENER

* X% EFZ N “ontap-nas-economy .

* X ontap-nas-economy B RiFETTE,

* WIRBAT XL SMB, Trident F 2B FiHFIREIR SMB H=,

* B# PVC AR, FHEXIBNERFEF2EMH SMB 1= ACL.

* fE7BE PVC B ERHIEER SMB £= ACL B F IR PVC #HJ ACL,.

* BRTE A% S SMB NERZHEMHN AD AF. TRRAFRBARAME] ACL.

. E}%E)—E—ﬁ#ﬁ\ FHESH PVC FRAAEEIRY AD AP R ERINIR, MAIRLAELR . PVC. FiEE, AF

R Io Yo
* Z% SMB % ‘ontap-nas Tt EESANTEF, FERTFIFREES.

g
1. SN FEARBIFRT, £ TridentBackendConfig 8% adAdminUser:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true

82



defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

2. TETFREEAPIINHEE,

¥ trident.netapp.io/smbShareAdUser ;FRERIMEIEFEMESE, DIREBAZEH SMB, 3
trident.netapp.io/smbShareAdUser IEEMAFENS *smbcreds ZiAPIEENAFRZER,

BRI UM L TIEINAIEE—IN  smbShareAdUserPermission:

‘reado BAIMXPRA full controlo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:

trident.netapp.io/smbShareAdUserPermission:

full control. change &

change

trident.netapp.io/smbShareAdUser: tridentADuser

parameters:

backendType: ontap-nas

csi.storage.k8s.io/node-stage-secret-name: smbcreds

csi.storage.k8s.io/node-stage-secret-namespace: trident

trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

1. 83 PVC,

TRAIRIEZET PVC:

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |

read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
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resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS B & EInFI 5

Bl ONTAP NAS IREhiZFEFH1E Trident DEARER, AT IRHEEIREERGIURE Gl

BRE4E] StorageClasses FUIFAMIEE, M 25.10 hRAsFH 84, NetApp Trident 235 "NetApp

AFX ZERS"s NetApp AFX EERAEEFEEHLIM S ES HthE T ONTAP WAL
(ASA. AFF #1 FAS) BFiA M,

#F N2 4F “ontap-nas’ IKEhiER (R NFS 1)) BT NetApp AFX £&4t; AZ#F SMB il

[E U EC BT

7% Trident FIRECE S, TEIEEEMRSE NetApp AFX FER S, XL ontap-nas {EN
‘storageDriverName'BY, Trident 2 Bohi@illl AFX FE RS, FLERIFKICESHAEH T AFX EER S,

M 26.06 BRASFFYE, EATLUSE ONTAP HE#HME, LUE ONTAP HHi&%RE S, £ ONTAP 9.19.1 ESR
KEWNAFX ZHEARZTEFEHHRE, EXEXRNRAG, BESHE FH ONTAP GinHIERE",

TRETRT EiRECE DL

B8 iR E /NN
version BEE 1
storageDrive fFEIREITEZRFEIRIT, ontap-nas, ontap-nas-
rName economy, Y ontap-nas-
BIRETEEN. BEEMILEEH, BMCIE—MHMIN  flexgroup
[EHo

31T NetApp AFX &4k, XZ#F

= pud }
ontap-naso
backendName BHENXZMKEFMEGEIH IXohiZF &R +"_" + dataLIF
managementLI EEB¥5} SVM BIE LIF By IP sk, tBEILUIEETT LM “10.0.0.17, “[2001:1234:abcd::fefe]”
F EifB (FQDN) . WRMERA IPv6 iniE&EE T Trident

, MBTLLSE JER IPv6 ik, 1Pv6 lbARTE S TE
SHEN, Bu0
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555
1o BXT4 MetroCluster ¥J#t, i5Z M MetroCluster
AN
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datalLlIF

svm

autoExportPo
licy

autoExportCI
DRs

labels

clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate

username

password

storagePrefi
x

154 BH

i LIF B9 IP H#itik, NetApp BBINIERE datalIF, #l
BRIRMH, Trident M SVM F£EX dataLIF, BILUEE
EFTF NFS ZE£HIZENT2REHE (FQDN), RIF
&I DNS LIEESZ 1 datalIF #1THh &Fh, A
DEVIRIRERER. 1558IH . tNRFEMA IPv6 iFER
T Trident, MBILUEENFER IPv6 ik, IPv6 i
WARMEFIESHEN, Fl
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555
1o *&B& MetroCluster, *15&[% MetroCluster =7l

ZE{FFRY Storage Virtual Machine *¥F MetroCluster
EEE, *15BR MetroCluster x4l

BREBESHERIECIZEFEH [Boolean], fEF
“autoExportPolicy’ #1 “autoExportCIDRs 1#EIl, Trident
B EEIES H R,

B “autoExportPolicy Bt FidE Kubernetes T3 5
IP B9 CIDR %5l%%, fF “autoExportPolicy #l
“autoExportCIDRs %I, Trident AILLEMEESHER
B

ENATENER JSON BHInEE
FFIRIERHY Baseb4 fidH. ATFEFIEBNEMNE
ik

P ImTAIARY Base64 fidH. ATFETIERNEHE
IE

Z{S1E CAIETHY Base64 4mbS{E, Bk, AFETIE
BHSHIIE

EIZFEE/SVM AR &, BTETERENS MR
iE. B Active Directory S4I0IE, BESIR "FH
Active Directory EiEMGEH SVM JIE Trident"s

ERZEIERF/SVM &S, ATETERENS KM,
B Active Directory 232, FZIR "FH Active
Directory EEMIGiH SVM I Trident"s

£ SVM I EHENERNEIR. RERTEAEN

L{#F ontap-nas-economy M5 24
NHEZF R storagePrefix B

, Qtree FBWMANEHRIR, REEL
FEEFH,

EININ

EEMILFIRE SVM, HIRFKIEE
(FHE=)

MRIEFET SVM managementLIF
, R

false

['0.0.0.0/0", "::/0"T

“trident”
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aggregate

useBalancedP
lacement

limitAggrega
teUsage

flexgroupAggreg
ateList

limitVolumeS
ize
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i RR ZRIA
RFEREENRE (FIE; NRIGE, Wb ics
SVM) o XtF ‘ontap-nas-flexgroup IRGhA2R, Ithik

WU 288, SNRK7ES, WA LUEREA I BIER
B¥EE FlexGroup %o

HRETE SYVM HERHEY, Eo@EdR
1 SVM BEh7E Trident RERT, MLE
EHB5h Trident Controller, HI&1E
Trident FEE TRER S URLESH,

i MRZREWEMGRHZL SVM, N
518 SVM BEBY, FRIRIETE Trident
FRRELKRES. BRIBEREERN
SVM LEENRE, SEBETEH
b, LUERmEREEN.

REJ AFF FERGTETE.

Y ‘useBalancedPlacement i& & /9 “true BY, iF703E

Eo

BB EIEIRZEIT4 ONTAP [Boolean], EE false; true i&ZAF ONTAP
ONTAP 9.19.1 iEShRA, FHIF useREST IEBA  9.19.1 EShRA LY AFF FHER

‘é:tA 25

‘true. ABES ‘aggregate’ EE1FH. 4%

BXERMTA, B2 £ ONTAP [FiREIHIETL
B

NERIETE, T ONTAP 9.19.1 SLE S Hras_EAY AFX
ﬁﬁ%%éﬁ: y{f}%i&%ﬂg true,

MRFEAERBIILES, MEEEXK, FERATF " (BMANER T AT
Amazon FSx for ONTAP, ~Ef AFF 2R %ts
Eo

RAFEENREYIER (Ahk; NFRLE, WHHmoEe
25 SVM) ., Pfidts SVM MFrE R A A TERE
FlexGroup &, 1% ontap-nas-flexgroup 7Zfi&IX5h
2.

£ SVM HEHREFIRES, Trident =
B35 SVM BoiEMIIK, MEE
EFB5h Trident Controller, H&1E
Trident FELE THERSIIRURES
=5t By, MIRBEV|RFERZHZL

’ SVM, NI7E#i8 SVM BEE, Figis
7£ Trident FREELKARS, EAT0E
RATIREN N SVM LEEMFIR,
%%ll%ﬁ%éﬂﬂurﬁﬁ, LU fEim I S Bk

MRBFBRPERNETIE, MKEXRK. " (BAAER R AREIHIT)
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debugTraceFl
ags

nasType

nfsMountOpti
ons

gtreesPerfle
xvol

smbShare

useREST

limitVolumeP
oolSize

denyNewVolum
ePools

adAdminUser

15 EH E/NIN
W PEHERRETE A EIRIRE. B30, {"api"false, T
"method":true} BRIFIEFEFH I THIEHBRH R EIFANH
%, SWAEMER debugTraceFlagso

ACE NFS 3¢ SMB 832, EMA nfs. smb nfs

nulle ®EAN null BHIAA NFS &, MIRIEE, X
F AFF FHRARKBRXRIKEN nfs.

NFS HEEIMMIE S 7 FE5IR. Kubernetes AL ™
HHATUBE B EFMEEPIEE, BNREMEEPRIEE
BEHIRD, Trident R ELREIFEREMEEHREEXHF
IEEMEHED, NRFHERHEEXGPRIEEES
iﬁlﬁ, Trident ARTEXRBKRVIIAE LIS B EfAHEHE

I,

S FlexVol BIE K Qtrees, #Z7E [50, 300] SEEIR  "200"

BILUEE U TIEINZ—: /A Microsoft Management smb-share
Console 3 ONTAP CLI 8 SMB £ZHZR; &

¥ Trident € SMB HEMRR; ERILUESHE

T PHIEREN AT HEZIAHE, ST T4

ONTAP ZrER, tEEZE Amazon FSx for ONTAP
[EIRFRAER, FEENZ,

/3 ONTAP REST API H9%/RE84#1, useREST I&E true iEFTF ONTAP 9.15.1 RES
A true BY, Trident f#F ONTAP REST API A7, &N falseo
E5RmiEE; 188N false B, Trident fEF

ONTAPI (zAPI) HAERImEE. LLINEES

ONTAP 9.11.1 NMEShRAS, LI+, FRERH

ONTAP B RABNIMEEBIHIR “ontapi NMAER.

XEETNENXH “vsadmin M “cluster-admin’

AEXRFHE, M Trident 24.06 KRZAF] ONTAP

9.15.1 ESREHIE, useREST FIANKEN

“true; & useREST BN false LUFEH

ONTAPI (zAPI) AR, WIRIEE, XTF AFF FfiE

AFIRERIGE N trueo

7£ ontap-nas-economy [5imfER Qtrees BRIRERARIF " (FAIANER FREFIHIT)
K FlexVol K/)\,

PRI “ontap-nas-economy' [GimElIEHT FlexVol ELAE
B H Qtree, NfEATTFEN FlexVol RECEFHY
PV,

BB SMB H=7X 2150 RRY Active Directory EIE
RAPNAFRAH. ERLESHANEER2ITHINRERN
SMB HE=RHEEE IR,

BT EENEHEC &R
TR LAERECER defaults HOARXEETREFIFNINERE. BXTF, HSRTENEERG,
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=

spaceAllocat
ion

spaceReserve

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

encryption

tieringPolic
y

unixPermissi
ons

snapshotDir
exportPolicy

securityStyl
e

nameTemplate

154 BH
Qtree B9= (8] AL

FEIFTNEEI; "none" (¥5f&) = "volume" (&)

E({FEFARY Snapshot FKEE

EININ

"true"

ENOIRIEHEN QoS HHM, NENMFEHIER "

%3¢ qosPolicy ¥ adaptiveQosPolicy HHAJ—1

ZHEBNED BRI EIER QoS KA. NEN1ZME
H/FEIRIERE qosPolicy 3¢ adaptiveQosPolicy FEY—
1o ontap-nas-economy Azt INAE,

HNREMENEB DL

BRI ME R IR 22

E#E LB NetApp EI1ZE (NVE); ERIAA

falseo WMTEER EREFIFIHBHE NVE 7 gEFA
%I, WNREFIHBAT NAE, NI7E Trident FECE
HEREEIEER NAE, EXiFAEE, 52

: "Trident #8048l 5 NVE #1 NAE B2&1ERA"

E(FEA"none"NH =R

MEREI

EHI3T . snapshot BRBVIAIE]
EFEANSHER

MEMNZEHER . NFS Z#F ‘mixed #l "unix £
o SMB EiF “mixed fl "ntfs' B2,

BT eI BEEXERMEIER,

"0" 4N snapshotPolicy A
"nOI"]e", E{mu% "

"false"

"false"

NFS &4 "777"; SMB AT (R
&)

true, false (EXIKE).

"default"

NFS ZRIAEN unix. SMB BRIAE
ﬂg ntfso

7£ Trident M QoS REZAFE ONTAP 9.8 SESIRAE. TNIZERIFHEE QoS RIKH, H
gE WHERZERARIVATFENERES. HE QoS KIEAEBFNITRE LB EETEN L

Ro

SECE T

UTBEX T BIAMERRA:

version: 1

storageDriverName:

backendName:

customBackendName

managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
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labels:
k8scluster: devl
backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"

¥FF ontap-nas #M ‘ontap-nas-flexgroups, Trident IIEFERFBIITERAR FlexVol £
snapshotReserve B73 b1 PVC IEMIAE A/, HAFIEK PVC B, Trident AT EEIEZEEEZZIE
BIIEYE FlexVol, ILtbitErI#fRA P UEI{]7E PVC IERIAIE=(E, MAe L FMITERN=TE. £
v21.07 281, HAFER PVC (Bl305 GiB) BY, #N8 snapshotReserve 9 50%, M{NFKIF 2.5 GiB RIE =
8l XRENEAFIEKNEENE, M snapshotReserve BZBEHNEDe WF Trident 21.07, AR
ERWNZEAEZTIE, Trident ¥ ° snapshotReserve WEEXNEBENENB DL, ERRFERTF
‘ontap-nas-economy. BB TRAILT BEITFRIE:

HRERINM TR

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

3+F snapshotReserve = 50% #1 PVC 153K = 5 GiB, Sf&FfIK/\A 5/.5=10 GiB, RIEX/\A 5 GiB, XEH
F7E PVC i5RHIERMIAS. “volume show SN BRFEMTF U T RAIMILESR:

Vserver Volume tat Size Available Used%

online Rw 18GB 5.
_pvc_eB8372153_9ad9_474a_951a_@8ael5elcOba
online RW 1GB 511.8MB

2 entries were displayed.

FHR Trident B, SERIRENINERHRFIZ LRLNEES, NTALRCIRNS, WABEERNA/N, LUENR
BN, 50, fERA “snapshotReserve=50"FHBhikdsHY 2 GiB PVC FREJEZRIENRM 1 GiB BRI E=(a), 5140
, RENANEAES 3 GiB, BI7E 6 GiB £ LANAREFREM 3 GiB R E=(E,
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&/ NEEE R
UTRBERTRAZSHSHRRBNMAENESELE, XBEXEHNRE R E.

s YR EFE Trident L1{EF Amazon FSx for NetApp ONTAP, 284 LIF $5& DNS ZFFmA2 IP
’ Hhik,

¥ ONTAP NAS 5%/l

version: 1

storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

¥ ONTAP NAS FlexGroup =3l

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

¥ MetroCluster ;=5
e BB RIR, LUBRE "SVM EFIF1MmE" BRal# TR EF oI EMEIHRE Xo

FFFTLETIRMIE], FH managementLIF 38 SVM HEEE dataLIF M svm %, Fl40:

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

Vv SMB &=l

version: 1
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backendName: ExampleBackend

storageDriverName:

ontap-nas

managementLIF: 10.0.0.1

nasType: smb

securityStyle: ntfs

unixPermissions: ""

dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

v EF B E R IIIETRA

X2— /e E R,

trustedCACertificate (A&, WIRFEAZESER CA) PIFHIEFRTE backend. json FHIKENEF

clientCertificates

H. FAFAFIRI(E CA IEBRY base64 FRiT(E,

version: 1

backendName: DefaultNASBackend

storageDriverName:

ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15
svm: nfs svm

clientCertificate:

trustedCACertificate:

clientPrivateKey #l

ZXROZXJWYXB. ..ICMgJ3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX

storagePrefix: myPrefix

v BEISHREERG

zcyBbaG...b3Igb3duIGNsYXNz

N

U lE

R FIERIAEF Trident FRASFHIRE B EZMEIESFHREE, XI ontap-nas-economy
ontap-nas-flexgroup JaIFEFWREIFIER,

version: 1

storageDriverName:

ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2
svm: svm nfs
labels:

k8scluster: test-

cluster-east-1a

backend: testl-nasbackend

autoExportPolicy: true

autoExportCIDRs:
- 10.0.0.0/24
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username: admin
password: password
nfsMountOptions: nfsvers=4

v G E R

IR IS ONTAP FETLE, LUE ONTAP NiEiEER G, HWEIREFE ONTAP 9.19.1 AESHRA. &
KFAMEE, BESH EH ONTAP EIREIIERE"

version: 1

storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
useBalancedPlacement: true

V IPv6 i3RI
It RBIERT "managementLIF 8/ IPv6 it

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:1090:10b41:d491]"
labels:
k8scluster: test-cluster-east-la
backend: testl-ontap-ipv6
svm: nas_ipv6_ svm
username: vsadmin

password: password

Vv {EF SMB %/ Amazon FSx for ONTAP 7=fjl
M FER SMB & FSx for ONTAP, smbShare SIENEMN,

version: 1

backendName: SMBBackend
storageDriverName: ontap-nas
managementLIF: example.mgmt.fgdn.aws.com

nasType: smb
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datalLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2

clientPrivateKey: vciwKIyAgZG...0OcnksIGR1c2NyaX

trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

Vv #48 nameTemplate H/5iwRACE 1)

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults:
nameTemplate:
"{{.volume.Name}}g{{.labels.cluster}}g{{.volume.Namespace}}i{{.vo\
lume.RequestName} } "
labels:
cluster: ClusterA
PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

BAEIEREmRR G

ETEHETHRFIGRHEEXXHY, NFEEEMEE TIRENRIAE, 5130 spaceReserve’ /9 none.
“spaceAllocation’ /3 false &1 “encryption’ /3 false, FEIHIETEAEERD HE Xo

Trident 7£"Comments"F I BARLBETS . Comments iIEEE FlexVol LT ontap-nas B FlexGroup
FAF ‘“ontap-nas-flexgroup. Trident TEECERTREIMNM EFENFIBEINEEFEFES. hAEEL, 7
EEER A UAS T EMMEXIRE, FHiRinEXNEH#HTOH,

EXLERfld, —EEFMEETECHN spaceReserve. spaceAllocation 0 encryption 8, m—L
MEBET FIAE.

¥ ONTAP NAS 7=l

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1

svm: svm nfs

username: admin

password: <password>
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nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"

unixPermissions: "0755"

adaptiveQosPolicy: adaptive-premium

- labels:
app: slack
cost: "75"
zone: us east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
- labels:
app: mysqgldb
cost: "25"



zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"

¥ ONTAP NAS FlexGroup 5l

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us_ east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_ east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
- labels:
protection: gold
creditpoints: "30000"
zone: us east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
protection: silver
creditpoints: "20000"
zone: us_east lc
defaults:
spaceReserve: none

encryption: "true"



unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"
zone: us_east 1d
defaults:

spaceReserve: volume

encryption: "false"

unixPermissions: "0775"

¥ ONTAP NAS 5%/l

version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas economy store
region: us_east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_ east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us east 1b
defaults:

spaceReserve: none

encryption: "true"

unixPermissions: "0755"

- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
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defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
- labels:
department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

15 i5imRRsYZE] StorageClasses

LAF StorageClass EXI5&IH [EE EINMEmRGl. 8 parameters.selector FE&, &1 StorageClass
IEEWLERIMTBTFRES. EEAEMMEEINBPEXHEMN,

* The protection-gold StorageClass M44Z! “ontap-nas-flexgroup fGimAYE— NI E Z N R, XL
R EESREIPHM,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* The protection-not-gold StorageClass BRE1Z! “ontap-nas-flexgroup [RIHAYE = F B AN EM M, X
L B IR E S RG LIIMRIPRAI BT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* % app-mysqgldb StorageClass BRETE! “ontap-nas' [FiRAYSE AN EIM M, XEME— mysqldb B FBFE
iRt EE AL & YA,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* The protection-silver-creditpoints-20k StorageClass BRETZ) “ontap-nas-flexgroup' fGERHIE =
MEI, X2 —IRHIRR RPN 20000 7389,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* The creditpoints-5k StorageClass MS1Z] “ontap-nas f5imAYSE = MR A0 “ontap-nas-economy’ /5§
IHAYSE N RN, XLERM—IAE 5000 M5 SRR o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident JREZEFP N EINH, FHHRRBEFHEER,

AL E S # dataLIF
e UV EC B @iz T A Fap < B dataLIF, LURMHEBEEHAY dataLIF BYFT/FiE JSON X5,

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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&1 R PVC HZZ—1IHZ 1 pod, WATXFFFEHENE pod, RERFEENGZEN, UEHBN
: dataLIF &34,

%% SMB Rl

8 ontap-nas IRSIEFIGIHACE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

£ ontap-nas-economy REZF R FIHACE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

EREFMELNERECE

apiVersion: trident.netapp.io/vl



kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:

name: backend-tbc-ontap-invest-secret

#8 ontap-nas JXahFEFHITEEIERGI

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

e BRI “annotations’ B X £ SMB, MR EHEFRE, TiLEHK PVC PIgENERE
! fa], Secure SMB #AIES T F.

B ontap-nas-economy IXTHTEFHITFESR A

apiVersion: storage.k8s.io/vl
kind: StorageClass
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metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

B AD B PVC Rffl

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

BEB%4 AD P PVC R=fjl

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
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- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuseri4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?2
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

£/ ONTAP [GimRSENE

1EA]LATE ONTAP fgim L /2 A ONTAP EEHRE, @S FHME, ONTAP AS M HEIEEF
RERES, EIELERE Trident FEER S DD

HEMEN TIERE

BAERT, Trident SRMHELA SUM WEE, BENBRAUWAEMEY, HERESMERES,
R e E R

* Trident IF2 SVM iREANBNEFEM, MABIRSETERS.
* ONTAP B MHEERERES, HEJBRRSZETES,
* Trident {8 ONTAP /application/containers REST API &%,

BB R T 4i— ONTAP %% (AFF. FAS f1ASA) #1 NetApp AFX T2 R4,

K

* [GURMAZ{ER ONTAP 9.19.1 E SRS,
* Trident %7 REST 5 ONTAP &=, ZAP| A EYBIRE,

* RIREEFFIEERSG. TERTERES EARGEFBELE S,
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FINME

‘useBalancedPlacement  MEIABEURTEZERS::

EERA EISIN WiAA

Unified ONTAP (AFF false PRIFEERASEHRE, BN Trident = BoEERS.
. FAS. ASA)

NetApp AFX (ONTAP true TR E NAMET, & useBalancedPlacement 1R &
9.19.1 WEBHRAS) 7 “false’ =SB MHITIER M.

NetApp AFX (BF false TR BRI,

ONTAP 9.19.1)

[{=swnl]

sy ey i
useBalancedPlacemen FEMNEREIEIZFETITLH ONTAP, EEIKECERNIRE false; true EATF

N o I SR I, ONTAP 9.19.1 REBHRAS

B AFX

EREHESS SR E
TR EEREM, WRIREY R ERTE:

* MRKBEM, Trident 3§ SVM IiRENBNEZMEH, HERTFERELIEZFIENRE,

* SEREINH, Trident SRERSEDCLHRKRESHILE, NRCENVEMEERAT FEKRE, N ONTAP =
NEEEREG,

EEIRECERRE RILE "useBalancedPlacement FIGEN A FPRAEEMNM, SERMEIML LHITIRE LI
EMERTE,

ANt

LUTFRAIFES—B) ONTAP G LRI FHmME

version: 1

storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: trident svm

username: cluster-admin

password: <password>
useBalancedPlacement: true
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LURRfBIER TridentBackendConfig  SEE &1 & :

apiVersion: trident.netapp.io/vl
kind:

metadata:

TridentBackendConfig
name: backend-tbc-ontap-nas
spec:
version: 1
storageDriverName: ontap-nas
backendName:
10.0.0.1

svm: trident svm

managementLIF:

nas—-balanced-placement

useBalancedPlacement: true
credentials:
name: backend-tbc-ontap-nas-secret

AR RBIYAE "gold' MM E /B A E, Trident 448795 “bronze' [EIMHILEEHEIEIERS !

version: 1

storageDriverName: ontap-nas

backendName: nas-virtual-pools
managementLIF: 10.0.0.1
svm: trident svm
username: cluster-admin
password: <password>
storage:
- labels:

performance: gold

useBalancedPlacement: true

- labels:

performance: bronze

[Rim3IEEEIR

FEUTERT, Rint/ZEEHMKRK:

[Tt

useBalancedPlacement:

ONTAP

true 2F 9.19.1 B9

true TEGUREER ZAPI

useBalancedPlacement:

Q:tAgF%l—"IERA

useBalancedPlacement: true ZotFfAE=RT
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fcE “

useBalancedPlacement: false {EfEF ONTAP IGJEZRIK, ONTAP 9.19.1 SREShrAS LY AFX £2E
9.19.1 HESHRAH AFX L TERE,

Amazon FSx for NetApp ONTAP

3% Trident 5 Amazon FSx for NetApp ONTAP Z&& A

"Amazon FSx for NetApp ONTAP" @— 52 ER AWS IRSS, i&1TH NetApp ONTAP
FHEIRERASITNXH RS, TRt ONTAP IhgE. MHeEME ﬁ, BA& AWS Be]¥ Jﬁ
MAHIREREM. XHRSHE Amazon FSx FREEZRR, FKMF AU ONTAP £8f, &
MGERFAVE—PHZSMFHEEMU (SVM), 1 SVM 85 /\_JZ%’/I\??T%YFF*DE
FHE, XMERFETE Amazon Elastic Kubernetes Service (EKS) Hiz1T8Y Kubernetes
SKBREB NRMXHFTIEAHECE ONTAP IFHRIA S

2K
BRT "Trident Z3k", E¥% FSx for ONTAP 5 Trident 258, SXEE:

* BR3E “kubect B9ILHE Amazon EKS &5 B EIEM Kubernetes &2,

* AT MBFEM T ET 2iAaA9IA Amazon FSx for NetApp ONTAP X4 £ 4:#0 Storage Virtual Machine
(SVM),

* B2 "NFS 3 iSCSI" &I T o

15H1RIEME Amazon Linux 1 Ubuntu "Amazon Machine Images" (AMI) FREMT AR T B

BE T B REURT A EKS AMI KR,

AERFEm
* SMB &:
° {fEH ontap-nas WapiEFF SMB &,
° Trident EKS IIEHINASZHF SMB %,

° Trident 1XZ#F% SMB EH#H EI7E Windows T2 EIBZTTHY Pode BXRIFHER, 1AEH "EELLE
SMB #",

* 7E Trident 24.02 Z &1, EBAT Boh&D8Y Amazon FSx X RS LRI ETT AW Trident bR, EfHLE
Trident 24.02 S EFARAHBILLIERR, E7E AWS FSx for ONTAP BY/GimECE X HIEE
fsxFilesystemID. AWS apiRegion. AWS apikey #] AWS secretKeyo

WRER Trident $87E 1AM A, NIETLAEEEH Trident BAMEIERE apiRegion. “apiKey #

BE ecretkey TEE, BREIEMSE, BB "FSx for ONTAP BB EIAIT "

Rt {ER Trident SAN/iSCSI 1 EBS-CSI JXEhig
WREIHIE ontap-san IRENFERF (40 iSCSI) 5 AWS (EKS. ROSA. EC2 Si{EEMSLE) —tEfEmA,
T 5 EFrEmMZ R IREIE rJAES S5 Amazon Elastic Block Store (EBS) CSI IRGHTZFH3, 7 THRZ KRR
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BEASTHE—T = LM EBS &, BRETZRITIREPHIR EBS, WRHIETRT— multipath.conf XX
, HPESFRER Trident 198, R EBS MEHIREZREZIM.

defaults {
find multipaths no
}
blacklist {
device {
vendor "NVME"
product "Amazon Elastic Block Store"

B{HI0E
Trident 327 NS4S I0IFET,

s HFEIE (%) . £ AWS Secrets Manager R 2MIFEERE, S IERXHRSAR fsxadmin AP
%N SVM BEERY vsadmin FAF.

Trident 2L vsadmin SVM AR B UEGERAENARZ AR &S
& 1T Amazon FSx for NetApp ONTAP H— fsxadmin FIF, ©& ONTAP admin $&fH
FPHEREBERMR. BHIN15RZIEINIE vsadmin 5 Trident —#ZfEH,

* EFEB: Trident FfEA SVM ERERIEBS FSx XHRFT LR SVM #HITE(E,
BXEASMEIENFAESR, B2RENEKIEF LN SR IIIE:

* "ONTAP NAS S{333E"

* "ONTAP SAN S{73&iE"
28 Amazon Machine Images (AMIs)

EKS SR ZIFEMIZIERY, B AWS B X E2IM EKS 1L T FELE Amazon Machine Images (AMl)o LR
AMI BEi&d NetApp Trident 25.02 Tz,

AMI NAS NAS-£255 8! iSCSI iISCSI-&5 1%
AL2023 x86 64 ST £ 2 = =
ANDARD

AL2_x86_64 ! 2 =" ="
BOTTLEROCKET x £+ 2 RERA RiEH
86_64

AL2023 ARM 64 S £ 2 = =
TANDARD

AL2_ARM_ 64 2 2 2 ="
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BOTTLEROCKET A B 2 TiEF &M
RM_64

* CMRAEFBITR, WEERER PV
* ** RiEFTF Trident hiras 25.02 B9 NFSv3,

SNREFAFRRY AMI RTELELTI L, XAREREEARH;, ERERREERARZIT M. It
FIRAIEN BB AMI BYFERI,

#&iE
WITNAfER

* EKS hiz#s: 1.32
« ZEFE: Helm 25.06 F{EAH AWS $ff4 25.06
* 3FF NAS, Bl NFSv3 #1 NFSv4.1,
* 3FF SAN, MR T iSCSI, mRMix NVMe-oF,
BEHITEIMIR
* glJ&: Storage Class. pvc. pod
* MiER: pod. pvc (E#. qgtree/lun —economy.  AWS #1787 NAS)

EREZER
* "Amazon FSx for NetApp ONTAP 314"
* "%F Amazon FSx for NetApp ONTAP Hyi#ZE Sz E="

gl IAM S & AWS Secret

AT LB EN AWS IAM B EHITEDIRIUE, A SRHARAY AWS EiF, K&
Kubernetes Pod LLifiR] AWS &R,

#&x EEH AWS IAM BEHITEHINE, HIER EKS ZBE Kubernetes 58%,

B AWS Secrets Manager %A

FTF Trident 3£t 3+ FSx vserver %76 API RAEEIREE, FEILFEZEABERITIIRE, FEXLEEENR
éfizinﬂ_f_f_ AWS Secrets Manager 1, HEItb, WNREIFEE AWS Secrets Manager %1, NEECIEE
& vsadmin kP EHERY AWS Secrets Manager %8,

IR 15IBI%E AWS Secrets Manager Z5k5 LATZ % Trident CS| &1
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials™"\

--secret-string
"{\"username\" :\"vsadmin\", \"password\" :\"<svmpassword>\"}"
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B 1AM FEBE
Trident XHEE AWS N RABEIERIBTIT. Eitt, EEBELE—PEKRE, A Trident IREAFAEHINIR,

LU RBIER AWS CLI Bl 1AM 5ERBR

aws lam create-policy —--policy-name AmazonFSxNCSIDriverPolicy --policy
—-document file://policy.json
—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

B JSON =f3:

"Statement": [
{

"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",

"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "*x"
b
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws-account-

id>:secret:<aws-secret-manager-name>*"
}

1,
"Version": "2012-10-17"

RS M P xBX (IRSA) € Pod Identity 3 IAM f &

&AL Kubernetes RSk P BCE J9 BB EKS Pod Identity 8 IAM role for Service account association
(IRSA) BJ AWS Identity and Access Management (IAM) fifa, 7RG, ECERFERIRS M, BEM Pod #EELL
iR AEERGRRBIER AWS BRSS.

108



Pod 514

Amazon EKS Pod Identity XEXIRH T EIEN AR EIETIEE, £IMTF Amazon EC2 LHIEEE XM
Amazon EC2 LR ERE S (.

£ EKS 8% LR Pod Identity:

AT LGB AWS =5 &SR LT AWS CLI s8I Pod #7IR:
aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

BXEMEE, 1B5B% &E Amazon EKS Pod Identity Agent"s

Bl# trust-relationship.json:

B3 trust-relationship.json LB EKS Service Principal 738 Pod Identity Bttfat, SARERIEESR
BREEAE:

aws lam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

-—-description "fsxn csi pod identity role"

trust-relationship.json XX f¥:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
b
"Action": [

"sts:AssumeRole",
"sts:TagSession"

RAaRERHINE 1AM At
B L= hevmaREMmEIECIEN IAM B!
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aws iam attach-role-policy \
—--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy

-—-role-name fsxn-csi-role

B pod FRiRXKEX:
7T IAM B &F] Trident ARS MK  (trident-controller) Z[&]8I%E pod &5 X<E%

aws eks create-pod-identity-association \
--cluster-name <EKS CLUSTER NAME> \
--role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

--namespace trident --service-account trident-controller

BRSSP X B% (IRSA) BY IAM & &
{&F3 AWS CLI:

aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

trust-relationship.json X5 :

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc_ provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}
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B trust-relationship.json XL TE:

* <account_id> - &89 AWS kP ID
* <oidc_provider> - EKS £2#19 OIDC, &r] U@ izTT A T ar<3REX oidc_provider:

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
--output text | sed -e "s/“https:\/\///"

% 1AM AR5 IAM FRREE
tIEfAtE, FRLGSRHRE (ELRTEFRCIEN) MNEfAe:

aws liam attach-role-policy --role-name my-role —--policy-arn <IAM policy
ARN>

JOIE OICD 1RftE B & XEX:
WIEER OIDC IRMIEF BB S EMER X, EAILUERUTHLRIEE:

aws ilam list-open-id-connect-providers | grep $Soidc id | cut -d "/" -f4

R AT, BERU TSR IAM OIDC XEXEIERVEFE

eksctl utils associate-iam-oidc-provider --cluster Scluster name
--approve

WRFEH eksctl, HFERLUTRAITE EKS HHARSKFQIE IAM 6

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

-—cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

--attach-policy-arn <IAM-Policy ARN> --approve

2= Trident

Tndent f@1% T Kubernetes 1 Amazon FSx for NetApp ONTAP 212, FEEHNAFAA
ANERREBE I TNRERHE, EaLIERUTAEZ—%E Trident:

e Helm
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* EKS KnnIsn
MR BFHREINGE, 1BRE CSIREBIEFISZIMEIN, EXIFMEE, FBN"H CS| EEAREIIEE",

B helm &% Trident

Pod 51/
1. A0 Trident Helm 72

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. FEEALUTRAIZRE Trident:

helm install trident-operator netapp-trident/trident-operator

—--version 100.2502.1 --namespace trident --create-namespace

EAILAERA helm list LERREFAMER, IR, sR=E. BR. KRS MAREFELT
RS

helm list -n trident

NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-
100.2502.0 25.02.0

ARSS MK XEX (IRSA)

1. 750 Trident Helm 72

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. i&& cloud provider # cloud identity F9{& :

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

—-set cloudProvider="AWS" \
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--set cloudIdentity=""'eks.amazonaws.com/role-arn:
arn:aws:iam: :<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
--namespace trident \

——Create—-namespace

TR LA helm list LB REREFMER, FIMNRH. dR=TE. BR. KE. NBAREFELT
mi"?o

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2510.0 25.10.0

SNRITITRIER iISCSI, BRFEEENE fr%*)U:F'FHT iSCSlo zzu%uﬁﬁﬁmm AL2023
Worker TRBRIERSA, WelLUBETE helm LEHFIN node prep SER Brh& L iISCSI FF ik

#iE

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 --namespace trident --create-namespace —-
set nodePrep={iscsi}

1Bt EKS MNAHELREE Trident

Trident EKS MIEME S RMNT ST BiREE, H&d AWS Lﬂ‘ﬁ Amazon EKS B2 &R, EKS N
Zkﬁﬁf&sﬁ%ﬂ%%%ta—ﬂﬁﬁaﬁ Amazon EKS EEIZ2MZE, HELRE. IEBENEHMMEIMFAENIE
==}

£ AWS EKS ECE Trident MNEINZ AT, BHRERAEUATHRMA:

* BEEHINITIAM Amazon EKS S KA
* AWS X AWS marketplace FYRR

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 2£8Y: Amazon Linux 2 (AL2_x86_64) 5% Amazon Linux 2 Arm(AL2_ARM_64)
* TRIER: AMD 3¢ ARM
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* IA Amazon FSx for NetApp ONTAP X142 %:

79 AWS = Trident fINZI

BIEEH S
1. 7£ https://console.aws.amazon.com/eks/home#/clusters ¥JF7F Amazon EKS {Z#1&
2. TEMSAMEETR, E4Z Clusters,
3. EEENEHAZE NetApp Trident CSI INEIMAIBEERI B FFo
4. %% Add-ons, PAf5i%#F Get more add-ons.
S. BRI TSR MIANLA
a. [ TFRENE] AWS Marketplace add-ons 253, SASTEIEZRIEFRFEN "Trident"
b. 3% Trident by NetApp 1A _E A EIEIE,
C. 1% Next,
6. £ Configure selected add-ons IRETUE L, HITUTIRIE:

#iE NRIEFERARYZ Pod Identity XBX, IBENI XL,

a. EFEEEF AN Version,
b. dNR(EMA IRSA BHIIE, FHRFERIEEREIRETIKE T ANEEE:
EFRIEEEF AN Version,

* IRERMIINAHEERR, B *@E%ﬁ*ﬁﬁﬁﬂﬁ*conﬂgurahonVaIues*ﬁ"‘ﬂUx%jj‘ RIE E—H B
SIEMAE arn (ENEAUTHER)

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

ﬂﬂ%ﬁzﬂlﬂ SRR FIEIFEEE, WALLER Amazon EKS HﬂﬁlﬁiﬁﬁgﬁfmﬁﬂﬂﬁlﬁE"J—/I\EE%/I\WIQ
B, MRKXBAILED, HFESMEREFEEANR, WHREEKK, o] UEREMINEIREERHR
MR, EEIFIEMZ I, B#fR Amazon EKS JJDEJZIﬁT%E.“EE CEEEHREEMNIRE,

7. 3%&$E Nexto

8. 7f Review and add TiE L, i%#¥ Create,
MEMEZETRE, EREDEREMEI,

AWS CLI
1.8172 “add-on.json 314 :
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3tF Pod Identity, i&EERUTERI:

i pEs £

{
"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",

3 F IRSA BHHILIUE, EFERLLTE:

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",
"serviceAccountRoleArn": "<role ARN>",
"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"
}
}
ip=s ¥ <role ARN> BN E—FHEIERAER ARN.
2.%% Trident EKS MifNZA {5,
aws eks create-addon --cli-input-json file://add-on.]json
eksctl
U8 &% Trident EKS HNZIN:
eksctl create addon --name netapp trident-operator --cluster
<cluster name> --force
B Trident EKS FiN4A {4
BETHIe

1. TF Amazon EKS 1&#l& https://console.aws.amazon.com/eks/home#/clusters,

2. TEMSMERF, % Clusters,
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3. ERERNEHFTH NetApp Trident CSI N INAIEFERIZFR,

4. %% Add-ons EIF,
5. 3%#% Trident by NetApp , #A/FI%E#E Edit .
6. 7£ Configure Trident by NetApp TE £, HITUTiRME:
a. EFIEIREEAB Version,
b. EFF Optional configuration settings FH1BIEEEHTTIEN

K¢

C. #&#F*Save changes*s

AWS CLI
PUTFRBIEH EKS AN :

aws eks update-addon --cluster-name <eks cluster name> --addon-name

netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role-arn: <role ARN>'\"}"

eksctl

* #2& FSxN Trident CSI F{INBAHBIZHATAMRZS. R my-cluster BERNIEHIEE BT,

eksctl get addon --name netapp trident-operator --cluster my-cluster
bR
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

s BmEImMEHE E—FimH R UPDATE AVAILABLE FiR[EIMIARZS,

eksctl update addon --name netapp trident-operator --version

v25.6.0-eksbuild.l --cluster my-cluster --force

WRIEMIBRIZ --force %I, HEMEM Amazon EKS INEINIZEESIBIKE AR, MEH Amazon EKS
Dﬂﬁklﬁgi)ﬂﬁl, ,‘E%Hﬁlﬁu—%%’él%?iﬁ,%\, LIESBh S ARMZE, TEIERE LRI Z /i, 1@5%1% Amazon EKS fN%;
NMAERGEFEEENRE, AAXERERWIENER ﬁ?&ltt&%ﬂ’]ﬁf’fﬂiﬁlﬁﬂﬁﬁfﬂﬂiu, BB
i@f"s B Amazon EKS Kubernetes FEE ﬁﬂ’]ﬁéﬂifnlw BZ M "Kubernetes FEREIE",
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ENE /MBS Trident EKS &4

EEMMMIFR Amazon EKS MNEINAYIED :

s (REBEE FRIMIINEE — RN BT MIBR{ERNIEE Y Amazon EKS 12, ©iXMIBR T Amazon EKS i@411&E
MHEL B EN G EERH Amazon EKS INEINAIINEE, BR, ERHFEER MG, kIR
EMEIR N EREIENLEE, MAE Amazon EKS MNEIR, ERALEDR, MINAEFRSEN. FEHS
Y --preserve T AR EINEIN,

* MEBHSTLEIRMINNENG — NetApp BV A EHIERE LR B RFIZMINA SRR, +MEEPZR
Amazon EKS MiNEH. M --preserve ep S HF5ER “delete &I AT BRIZ M DNA 5

#F  WRMMAHRBXEKR IAM IKF, WARSBIFRIZ IAM KA,

BEIEHIE
1. 7£ https://console.aws.amazon.com/eks/home#/clusters ¥JFF Amazon EKS &#1&,
TEEMSMEETR, % Clusters,
TR EMIFRE NetApp Trident CSI MNZLTRAYEEEEHI R R0
%1% Add-ons ETIR, FAGi%E Trident by NetAppo
%% Remove,
7% MiFR netapp_trident-operator HiA MFEES, HITLUTIRIE:

a. NRFEE Amazon EKS FIEERMEFINANIZE, 185i1%EHE Preserve on cluster, (1R EIGMNEINER
HREBEER L, UEUBITEEMEMMNAEIRE, BT E

b. %\ netapp_trident-operator,

© o & W BN

C. %1% Remove,

AWS CLI
¥ my-cluster BMABENRIE, ABEBITUTSHL.

aws eks delete-addon --cluster—-name my-cluster —--addon-name
netapp trident-operator --preserve
eksctl

LU TS EIE; Trident EKS ANZIA:

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

ECEFER

https://kubernetes.io/docs/concepts/storage/storage-classes/["Kubernetes

StorageClass W&R"*] HRAESEFHIETESEFNAEEE. ATREEERTNAEER
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Trident }IEENEEEFE Kubernetes StorageClass R

£l StorageClass X%

LI FSx for ONTAP 813 StorageClass BY, Trident Bt EEIKECE.

&1 MREFHEEFMEGR, 152 0286 BohEinic &R Kubernetes StorageClass #8453 T #&

A BUBIEE Trident FiRFITEES,

$EXEFTE StorageClass £%%

Blj# StorageClass NHEEEXUT =15

o WALETH it
fsxFilesystemID = string
storageDriverName = string
credentialsName = string
1SR AES

=

WiER
FSx for NetApp ONTAP X% %t ID
Trident ZEEREFEF (180, ontap-nas 3

ontap-san)

12 FSx for ONTAP Z1EH Kubernetes
Secret IR

&R L@ StorageClass £ A% fGiHS 5, 7 StorageClass parameters S HIGSFRIEREEEX NF

TR, BXRERSHNTEIIR, ESH:. "FSx for NetApp ONTAP EiRECE",

5l StorageClass EC& X1

UTRBIERT A BohEimEc &R StorageClass.

YAML

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-fsx-demo

annotations:

description: "Demo StorageClass for FSx for NetApp ONTAP"

provisioner: csi.trident.netapp.io

parameters:
fsxFilesystemID: "fs-0abcl23"
storageDriverName: "ontap-nas"

credentialsName: trident-fsx-credentials

allowVolumeExpansion: true
reclaimPolicy: Delete

volumeBindingMode: Immediate
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JSON

"apiVersion": "storage.k8s.io/v1l",
"kind": "StorageClass",
"metadata": ({
"name": "ontap-fsx-demo",
"annotations™: {
"description": "Demo StorageClass for FSx for NetApp ONTAP"
}
by
"provisioner": "csi.trident.netapp.io",
"parameters": {
"fsxFilesystemID": "fs-0abcl23",
"storageDriverName": "ontap-nas",
"credentialsName": "trident-fsx-credentials"
by
"allowVolumeExpansion": true,
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate"
}
8i# StorageClass

SIRECEX G, BEITUTaLREEFMESR,

kubectl create -f storage-class-ontapnas.yaml

MTE, BNIZTE Kubernetes F Trident F#EREZ! basic-csi {753, HH Trident FiZE2 &M T FimA,

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

[ZF StorageClass f5, Trident &BmIeIERIR. ARG, ZrILEIE5|ALL StorageClass B
PersistentVolumeClaims,

I EImACE RS
Trident 7 StorageClass ;FBEHiC REmEIENE R,
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VES WiER

trident.netapp.io/configuratorStatus FeE4ER (Success B Failure)
trident.netapp.io/configuratorMessage FAREHEIRER
trident.netapp.io/configuratorName AEPECE 2 R RRI R TR
trident.netapp.io/managed <7 StorageClass H Trident EI1E

trident.netapp.io/additionalStoragePools NItEIHAIEATZEM

BIIERT, IBIETT:
kubectl get storageclass ontap-fsx-demo -o yaml

1A trident.netapp.io/configuratorStatus BI&EN “Success. WR{EN Failure, BIEE
‘trident.netapp.io/configuratorMessage' LA T #8510

FINEM FSxN XHR%
WNREHSFAMERIRY StorageClass MR R ERIINIEERE, 1ERNEM FSXN XHRS ID,

“m1E StorageClass FARMMUTERE:

metadata:
annotations:

trident.netapp.io/additionalFsxNFileSystemID: '["fs-

:9:9:9:9:9:9:9:9:0:0:9.9:9:0:0:0-0- 4l Il

N AERfG, Trident BfT/EIRACEH E# StorageClass i3,

IR EE RS

* iR EE BofEiRECE R StorageClass 1B& 2MIBRXEXAY Trident [Gif. XA BESHRFTFAEIEIEH P RTIETE
BT I (e, EMBRIEERY StorageClass ZHi, 1BIIERMH,
O

* IBIERT NetApp ONTAP B AWS FSx 7 ZiFBrhfEIRAL B,
&% B BohEIRECE R Kubernetes StorageClass

MREHEIRBEE Trident [FiF] StorageClass, HIRIBIUT S EIRE,

T EE R EIRECE R TIEIRIE

Trident M StorageClass EX PG HEIHECE. HEN A StorageClass BY, Trident IWIEFIRHISE, BIEGIR
, FHERREEFRE StorageClass.

Trident 28 —X VolumeSnapshotClass, Trident &/5%4:RY StorageClasses EEEAR—1
VolumeSnapshotClass.
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BlIZE Trident [5if

LR Trident [5i, FTEEIZE JSON 5 YAML RIMREX . XHFEREMZNFMHEEE (NAS 5 SAN
)« XHRGMRIVZAH SVM LUIREREXHHITEMIIERNS e LUWTRAIETRIIEEXETF NAS B
FHEHER AWS BRI RIEFMHEEIZ A/ SVM!

YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:xXXXxXxXxXXX:secret:secret-
name"

type: awsarn

JSON

"apiVersion": "trident.netapp.io/v1",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
"namespace": "trident"
by
"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs-xxxxxXXxxxxX"
by
"managementLIF": null,
"credentials": {
"name": "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name",
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"type" .

"awsarn"

FSx for ONTAP IEnhi2F i+ 452

&R LUER LU FIREHIFER Trident 5 Amazon FSx for NetApp ONTAP ££5% :

IXEhiERE R R

ontap-san

ontap-nas

ontap-san-
economy

ontap—-nas-
economy

ontap-nas-
flexgroup

iR

SMERER PV #2H B 2K Amazon FSx for NetApp ONTAP &#HH)— LUN, #E
BFH1FE,

EEEBENE PV #252EM Amazon FSx for NetApp ONTAP %, #E=AT NFS
SMB,

FMEEER PV #2— 1 LUN, S Amazon FSx for NetApp ONTAP & E G alAc &K
=HY LUN,

ECEMSE PV 82— qtree, & Amazon FSx for NetApp ONTAP =BG n A& i
=R qgtreeo

F1EEEMN PV #2— 1N 5TEM Amazon FSx for NetApp ONTAP FlexGroup %,

BXEDRFNIFAER, ESE "NAS KapizF" M "SAN IKEZE"

IR

SIRREXMHE, BT TS USIEMILIE Trident FiHACE (TBC):

* M yaml X{F8l%E Trident f[FIRECE (TBC) FHiziTUU Tan<:

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* IIFE RINEIEE Trident [RIRECZE (TBC):

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-

122



b9ff-f96d916ac5e9 Bound Success

BEXHMEEETNFAER, BEIUT EinakicEMRG 8.

B T B EiRRE
LITF25 Trident #1 FSx for ONTAP B2 &{EBMITZEXEE R H,

NFS 773

1RE] LUE ARG ER NFS B9%i8E StorageClass (BXBMMSEETIR, E21E TEMA Trident BEZRSH
) -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

iISCSI Hy7Z i
fER LR REER iISCSI B9%IZE StorageClass:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

{#H NFSv3 1 AWS Bottlerocket BYTZfiEE

E1E AWS Bottlerocket EAZE NFSv3 %, IEREFTRRERY "mountOptions AN EITE & :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
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name: ontap-gold

provisioner: csi.trident.netapp.io

parameters:

backendType: "ontap-nas"

media: "ssd"

provisioningType:
snapshots: "true"

mountOptions:
- nfsvers=3

- nolock

Trident StorageClass E1f

il

XS E A E N EFARLE Trident BEERNEFMHURRELTXENS,.

Rt Sl
=Xy string

provisioningType string

backendType string

snapshots IRE
ek mR{E
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& R IER
hdd. hybrid. ss MWEEIRER IEEHFEKRLE
d T, BRERK
ERERE
ISTN E

MEFFIECE EREEETA

/

ontap-nas MEFLEE  EEEH
» ontap-nas- 5im

economy

» ontap-nas-

flexgroup

» ontap-san

, solidfire-san

» azure-netapp-

files, ontap-san-

economy

true, false MXFERBRE ERARRHE
&

true, false WEFRES < EEARENE

<¥h

ontap-nas

» ontap-nas-
economy

» ontap-nas-
flexgroup

» ontap-san

, solidfire-san

thick: FfiE
ONTAP; thin:
Fr5 ONTAP #
solidfire-san

FRBEIRENIZRE

ontap-nas
« ontap-san
. solidfire-san

ontap-nas
« ontap-san
. solidfire-san



B4 i) El R IEXK R
mz= /RE true, false MEZIFNESE EEBAMERNE ontap-nas

» ontap-nas-
economy

» ontap-nas-
flexgroups

» ontap-san

IOPS int IEEEEK HMEESSRIELLE  HRIEXLE IOPS solidfire-san
EIRH IOPS

' ONTAP Select 8% FSx for ONTAP RAEAHF

1525 "Kubernetes #l Trident 3", TH##1FERUMAS PersistentVolumeClaim 32 E, LAKAFIEH Trident
fE &S EIEE.

BIRTFAES
BidE StorageClass &, &R LTE Kubernetes F8IEE,

SIg
1. XZE— Kubernetes %R, EILIEFERE kubectl £ Kubernetes FRIEE,

kubectl create -f storage-class-ontapnas.yaml

2. M1E, BNiZTE Kubernetes F Trident H#BE ! basic-csi 1722, FH Trident NiZBELX LI T FiREY
Ao

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h
fd&E SMB %

ERILAER ontap-nas WEiZFECE SMB &, BE, BERITILRIE, EHFTRIUATHE: "ESEE SMB

n
o

[EinmRECEM R
BXEIHECEED, FEIT&:

=28 5 BH Al
version Va1
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storageDriverName

backendName

managementLIF

dataLIF

autoExportPolicy

autoExportCIDRs

labels
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WiER
FEREDAE B R AR

BE X B2 F e

&£8¥5 SVM EIE LIF 19 IP Hthdit,
R fEE T REEZ (FQDN
) o WIRfEMA IPV6 IRERET
Trident, MATLUZEIER IPv6 it
ik, IPv6 HIMEATUAFIES E X,
B30
[28e8:d9fb:a825:b7bf:69a8:d02f:.9e
7b:3555], SNR{FTE
fsxFilesystemID FHY ‘aws®
FEPRMT ‘managementLIF
, MTEEBIRM managementLIF
, B Trident =M AWS 1Z& SVM
%:%\o Jﬂ:: ﬁ]-\"\\;fﬁ\ﬂg SVM —FEI‘JJEE
P (f51g0: vsadmin) 1RHERE, #H
BZRAR AR vsadmin A,

1Y LIF B9 IP i3k, ONTAP NAS
IXEHFERE: NetApp BIIEE
dataLIF, WNSRKiftt, Trident M
SVM $KEX dataLIF, AILUIEEEF
F NFS HEHIRENTLRETA
(FQDN), RiFELIE 1 DNS LU
%1 datallF #1THE T, A
UEVIRISEREN. ONTAP SAN
RohiER: A& iSCSI 5

Eo Trident 5 ONTAP Selective
LUN Map R&IMEIL ZERE IR
TH9 iSCSILIF, INREBAHENX T
dataLIF, M=%MES. WNREH
IPV6 RS T Trident, MITTLAIE
BHER IPv6 ik, IPv6 Hihib4Zm
LIAESEN,
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555],

BB eSS EREeIZENEN
[Boolean], f#f "autoExportPolicy’
#0 “autoExportCIDRs &I, Trident
A B EES R,

B “autoExportPolicy Bt BB Fid &
Kubernetes T35 IP B9 CIDR %13,
£/ “autoExportPolicy #1
“autoExportCIDRs i1, Trident 7]
B EES H R,

gmﬁﬁj—%a@&% JSON BIAFE

Nl

ontap-nas, ontap-nas-
economy, ontap—-nas-
flexgroup, ontap-san, ontap-
san—-economy

IXCHIERFRBFR + "_" + dataLIF
“10.0.0.1”, “[2001:1234:abcd::fefe]”

false

"["0.0.0.0/0", "::/0"]"



28 LA Nl

clientCertificate E P ImEPH Base64 ‘mi%{E. F
FEFEBHOEMRIIIE

clientPrivateKey EFimfh(A8Y Base64 ‘mi3{E, A
FEFEBNSHIIE

trustedCACertificate Z{={E CA IEHH Baseb4 fmhd{E,
A%, BFEFIERHNEHIIE,

username HIREERfE SVM VAR &, AT
ETFEIENSHIIE, fli0

, vsadmin,

password EIZ RS Y SVM WERE, ATE
FEENSFHIDIE,

svm EfF R Storage Virtual Machine  #ASREE T SVM managementLIF
> MREE,

storagePrefix £ SVM FREMENFANEIZ, trident
SIZELEEBR. EEMLLSH,
ERENE—NIER.

limitAggregateUsage *157079 Amazon FSx for NetApp BMER,
ONTAP $EE. *#EHHY “fsxadmin’
M vsadmin' FEENRESERE
%#@ﬁTMaﬂWﬂEﬁ%%W

limitVolumeSize MRIBEKRWEX NS TFUE, Wig " EOAER T REEHIT)
BXW. ERHIES gtree F1 LUN
BIENEHNRAKXDN, HEZ
‘gtreesPerFlexvol iEIN 71 B E X
8 FlexVol EHIE K gtree %4

lunsPerFlexvol & FlexVol volume BY& A LUN %k “100”
WAZITE [50, 200] SEEIN. 1XPR
SAN.

debugTraceFlags HWEHERIE AN RIS, flin =

, {"api":false, "method":true} B&3E
ETE T PEHIRH R B AN E
TEfE, SNAREFR

debugTraceFlagse

nfsMountOptions NFS E#HEMBIES 73R!

o Kubernetes IFAEHIIEE LI
BREFMEPIETE, BUNREFHE
LrRIEEERIED, N Trident &
ELREMEREEEIRICE X FHis
EBVEHIED, REEXLAEE
MXHHRIEEFEFIET, Trident 3§
AEEXBIFEASE LIRETAE
LN,
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28 LA Nl

nasType ACE NFS 3¢ SMB 82, #EMA nfs
nfs. smb 8 null. *XF SMB
&, BINKEHN smbo IREN
null BXIAH NFS %,

gtreesPerFlexvol 1 FlexVol HHIE K Qtree ¥, # "200"
ZE [50, 300] SEEAN
smbShare SRl LEEU T EImMZ —: smb-share

Microsoft Management Console
ONTAP CLI 88y SMB =&
#R, SAIF Trident B SMB HZ
B2, Amazon FSx for ONTAP
EinEELSE,

useREST f£F3 ONTAP REST API f9#5/RE  false
o HiIGEN ‘true'BY, Trident 3§
£/ ONTAP REST API 5/5i#i#1T
BS, IHINEEEZE ONTAP 9.11.1
NEShRES, tbsh, FREERRY
ONTAP ERABHINEETE AR
‘ontap’ TR, XiBEFIE XY
‘vsadmin'# “cluster-admin’ &3k
;ﬁEO

aws &8 LATE AWS FSx for ONTAP K
ELEXHFPIEEUATHE: -
fsxFilesystemID: 87 AWS mn
FSx X &A%Y IDs - apiRegion "
: AWS APl i #E R, - apikey ™"
: AWS API Z$H, - secretKey
. AWS 4R,

credentials IEE ETFETE AWS Secrets
Manager 189 FSx SVM &1, -
name: MZB) Amazon FIREZ TR
(ARN), Eff& SVM BIEIR, -
type: ®RE N awsarn. BXIFH
58, 15BN "0IiE AWS Secrets
Manager 20",

BT EEEREREE RN
TR AERECER defaults B PHXLEETREFIFINEE. BXF, HSRATENEERG,

S WiBA EININ

spaceAllocation LUN B9== (8] 92 Be true

spaceReserve FEIFAEIEL; "none" (¥&f@) = none
"volume" (/F)

snapshotPolicy E(F AR Snapshot FKEE none
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gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy

unixPermissions

securityStyle

AcE PVC

WiER

ENEENEDECHT QoS KA,
NEEFENEERER gosPolicy

8} adaptiveQosPolicy FIBI—1, 7£

Trident F{EH QoS HRIFAEE
ONTAP 9.8 SR EEIRA, ENZfE
FIEHEE QoS HB&AH, HHAFRIZE
BRLABIMN A TFENEMIBD. H
= QoS HKBAEGIMITFAE LIER
oAM= LR,

EININ

ENCENEHIBEN QoS & ™

B84, A/ EFEBEEIRER
qosPolicy ¥ adaptiveQosPolicy
#)—4 ontap-nas-economy A%

FRLIhEE,
HRR"OREBHENE DL

I ME R IR 722

R snapshotPolicy i@ none,
else™

false

£#7% L2 NetApp E10% (NVE) false

; BRIAN falseo WAMTEEEEE IR
BiFeIHE R NVE A sEER L%
I, WMRERRBAET NAE, NTE
Trident PECEREAEEEEH
NAE, BXFHEER, FEH

: "Trident 80{a]5 NVE #1 NAE fic
BIER"

BF LUKS &, 850 EH
Linux Unified Key Setup (LUKS)",
PR SAN,

EEAIDERE none
%)E%E"J*Eito F SMB %, 159

MENR 2o NFS 2Hf "mixed’

M unix 21 SMB i
‘mixed # “ntfs" Z2iER

NFS ZRIAEN unix. SMB BRIAE
yil ntho

AT EEFXNMAEIEFERAEEE Kubernetes StorageClass Ki53K PV BY
PersistentVolumeClaim (PVC) BYi#BE, $0SRAEIH, EREERILUEZ PV #E£HE pod,

£l PVC

https://kubernetes.io/docs/concepts/storage/persistent-

volumes[" PersistentVolumeClaim ""]

(pvc) RifPERE L PersistentVolume

B9IEK. pve AJLIBCEMIERFERNSIHPIRBIEF(E, ERXEXE
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StorageClass, EHEERTLUTHIEBEY Persistentvolume K/NFIARIREXHNELZAR
—Flan4aeskAR S R Ao

B2 Trident J5i%#0 StorageClass f5, ERILLGIEE PVC, €I PVC g, ErILIEEESE Pod A,

s
UTRAIERTEASH PVC ECERDL,

# RWX 5ia]fY PVC
WRHIERT—1N5R 7 basic-csi'fY StorageClass HXEXHIEHE RWX A RRIEZ PVC,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: ontap-gold

PVC & iSCSI =5l
RAFIETRT—1N5R N protection-gold B StorageClass t8XExHIE A RWO A1) R iSCSI EZs PVC,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: protection-gold

Bl PVC

S
1. BIE PVC,
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kubectl create -f pvc.yaml

2. I PVC Ko

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE

pvc-storage Bound pv-name 2Gi

RWO

5m

525" "Kubernetes #l Trident 35", TH#E1FMELRUNMAS PersistentVolumeClaim 32 E, LAKFATFIEH Trident

FEEEHNZHIFE,

HEN AR

BIERFMEZEA PVC [T, ERILUR PV 2% Pod £, ATHIHE T PV HiAIZE] Pod BY7R

Blan<MECE,

EBERGIN AR

FTIE
1. 71 Pod 8%,

kubectl create -f pv-pod.yaml

TFRBIETR TR PVC i&E#E pod IEAREE

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80

name: "http-server"

: BARE:
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volumeMounts:
- mountPath: "/my/mount/path"

name: pv-storage

=p=s &R LIER kubectl get pod --watch MSIT#HE,

2. WIFERREEN /my/mount /patho

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

HEERILAMIER Pod 7o Pod MARFRABET, BERREFRE.

kubectl delete pod pv-pod

7T EKS &2# LA E Trident EKS MifN4A &

NetApp Trident &14 T Kubernetes 1 Amazon FSx for NetApp ONTAP ZEEIE, FERY
FEARNEEREBE T TNARFIFE, NetApp Trident EKS IF A S RFMNEZE
T SEiREBE, HEZD AWS I8IFAI S5 Amazon EKS EEATEFHO EKS MNEIEREEEIA

LYN—Hifa R Amazon EKS BV L2MIBE, FHRDRE, ECEMEMMETFRENT
T’EEO

Ik e
79 AWS EKS ECE Trident IIEDZ 71, BERERAFUTEY:

* EEFERAMBTNRAEY Amazon EKS B, 1EEH "Amazon EKS MINAH",
* AWS X AWS marketplace FIRR :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 2£8Y: Amazon Linux 2 (AL2_x86_64) 2% Amazon Linux 2 Arm(AL2_ARM_64)
* TRIER: AMD 3¢ ARM
* IA Amazon FSx for NetApp ONTAP X4 2 %:
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p

1. EHRCIE IAM BEF] AWS 58, LUFE EKS Pod 8EISIAI] AWS FiR, BXiBE, 1520 "6lE IAM &
&3 AWS Secret",

2. 7f EKS Kubernetes &8 +, S#1%) Add-ons &I+,

tri"env'eks @ ( Delete cluster ) ( Upgrade version )

[ (@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more Upgrade now J

information, see the pricing page [7.

¥ Cluster info it

Status Kubernetes version info Support period Provider
© active 130 @ standard support until July 28, 2025 EKS
Cluster health issues Upgrade insights

00 ©0

Overview Resources Compute Networking Add-ons [E Access Observability Update history Tags

{ (@ New versions are available for 1 add-on.

Add-0ﬂ5(3] Info View details ) Edit ) ( Remove

[0. Find add-on ] [ Any categ... ¥ ] [ Any status ¥ ] 3 matches <1

3. %%l *AWS Marketplace MNEIT*FHiERE storage 23,

AWS Marketplace add-ons (1) ©

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

{ Q, Find add-on ]

Filtering options

[Anycategory v ][ NetApp, Inc. ¥ ][Anypricing model ¥ }( Clear filters )

NetApp, Inc. X < 1

M NetApp NetApp Trident O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and
administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the
ideal choice for organizati king efficient containerized storage workflows. Product details [?

Standard Contract

Category Listed by Supported versions Pricing starting at
storage NetApp, Inc. [2 1.31, 1.30, 1.29, 1.28, View pricing details [
1.27,1.26, 1.25, 1.24,
1.23

4. % NetApp Trident 3% Trident MINAGEEIE, AFET Nexto
S. RPN kRS,
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Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

NetApp Trident
Listed by Category
storage
M NetApp

Status
(&) Ready to install

(D You're subscribed to this software

You ean view the terms and pricing details for this product or choose another offer if one is available.

Cmatmen) x

Version
Select the version for this add-on.

v25.6.0-eksbuild.1

v

» Optional configuration settings

6. ELEPTRAMMALGIRE,

Review and add

Step 1: Select add-ons

Selected add-ons (1)

[ Q, Find add-on

)

Add-on name

netapp_trident-operator

Step 2: Configure selected add-ons settings

Selected add-ons version (1)

Y

Type v Status

storage

Cancel Previous

@ Ready to install

1
Add-on name & Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set
EKS Pod Identity (0)
1
Add-on name 'Y 1AM role [# v Service account v

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

7. INREA IRSA (RSEKF Y IAM BE&) ,
8. TR,
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9. IIFMEBBARESES A Actives

Add-ons (1) View details Edit Remove i E‘mlﬂm

| Q. netapp X \| \ Any categ... ¥ \ | Any status ¥ ] 1 match 1

fNetapp NetApp Trident O

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and administrators focus on application deployment. F5x for
ONTAP flexibility, scalability, and integration capabilities make it the ideal choice for organizations seeking efficient containerized storage workflows. Product details [4

Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24,10.0-eksbuild.1 - (IRSA)
Not set
Listed by
NetApp, Inc. [3

10. BT TS RIIEER FRTIERTET Trident:
kubectl get pods -n trident

N, WHGEHREERES. BXEL, BE0 REEFHEE"

R CLI Z2/HZ; Trident EKS FifiNE 4

£/ CLI &% NetApp Trident EKS MifN4A {4 :
LU FRflen$ %3 Trident EKS HNZ;I0

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.0-eksbuild.l (FHBETRBEIRZE)

UTFRflan < &% Trident EKS $&E{HhRZS 25.6.1:

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.1-eksbuild.l (WHEEBIRZE)

R RfIEn < R4 Trident EKS $&fFARZS 25.6.2:

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.2-eksbuild.l (WHEEBIRZE)

&M CLI 1% NetApp Trident EKS K N£E 4 :

LU R e < EE Trident EKS ANZIN:

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

{5/ kubectl 812 FiH

[FIRENX Trident SIEERFAZBNX R, ©EIF Trident RIS ZEFERFAHITERE, KU
K Trident A MFEEE S, L& Trident f5, F—FEeIEEIR,

TridentBackendConfig BENXRIEEX (CRD) #&EENE Hiz@1d Kubernetes REE!
BB Trident Fif. ERILUESER kubectl BAEH) Kubernetes & {ThREAZERN
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B9 CLI T AR5t (E,

TridentBackendConfig

TridentBackendConfig (tbc, tbconfig, tbackendconfiqg) —MEilR. #F&TIEA CRD, FEEENSRE
Fl kubectl B Trident [if. Kubernetes M7FEEIERIME R LIEEET Kubernetes CLI B2 EIE iR
, MEREZHANGLITLEARER (tridentctl)o

tll## TridentBackendConfig W&RfE, SRELUTIER:

* Trident F1RIBERRENECE Bt G, XTEREPRTAN TridentBackend (tbe, tridentbackend)
CRo

* TridentBackendConfig M—4#FEZE|H Trident BIEM "TridentBackends

8 "TridentBackendConfig #85 “TridentBackend {R{F—x—BREY, BIE BIRHLa AP BT iKiHMEE SR
#O; FER Trident RREPREH RIS o

e TridentBackend CR H Trident B&htIE, E*ARIZMEREN]. NREN GimHITERN, 15
= B3 fE TridentBackendConfig' 3R e H 1T IR 1E,

[

BX TridentBackendConfig CR BN, 1EE AT RA:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svim: trident svm

credentials:

name: backend-tbc-ontap-san-secret

SRR AER "trident-installer” BRHBRE], THRFIEEFEETS/MRSHORHEE,

‘spec’ BRERTETRRHNVEESH. ELLRFIP, BHFEARA ontap-san®
FEREER, HERLLTIENEEESE. BXEEERIEFNEERIYIR, 55
xref:{relative path}backends.html ("B EERDERNERICEEE " 1.

F|_\|.

‘spec’ EBOIEEHE  credentials’ M “deletionPolicy’ FER, XEFEE
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‘TridentBackendConfig' CR FRHT5IARY:

* credentials: WWBHANKEFER, 85BTHEEAS/RSHITEHIIENEE. XEIEENAFLIE
B9 Kubernetes Secret, EETEUAX AR EE, BFHEIR,

* deletionPolicy: WFERENXMER TridentBackendConfig BYNHITAVIRIE, ©RILIRE LU TMMHR]
BENEZ—:

° delete: XS TridentBackendConfig CR MEXEiRE MR, XEIAE,

° retain: MPF TridentBackendConfig CRBY, [FIRENXIIEETE, JUER tridentctl HITE

#,

RMIPRERBEIRE N retain RIFAFEEEIRERE (21.04 Z51) FRECIENGR. LFRE

BRI LITERI# TridentBackendConfig f[EEH.

#&iE

TERERIR

[EimBFRER spec.backendName IRE., WMRFKIEE, NEIHENBITIEEN
TridentBackendConfig JRMBZF (metadata.name) . ZEINfEM spec.backendName &
NI ERIHB .

M tridentctl RIEMNERZE XA "TridentBackendConfig X, {RAILLEL G
## “TridentBackendConfig CR, %M kubectl XKEEBXLLRIR, HIUFEISEHRERN
ACES# (W " spec.backendName. spec.storagePrefix. 'spec.storageDriverName’
%) o Trident 2 EIEFEIER “TridentBackendConfig' 5 BB MG IH48E

E(HH kubectl SIEFBGR, NMRITULATIRE:

1. Bl "Kubernetes Secret"s A E Trident SEEEE/RZ B EFAENER,
2. B3 TridentBackendConfig MR, EREEEXEFMREE/ARSIFAEE, H5AT E—PelEN

5o

BIEERE, EaLUER kubectl get tbc <tbc-name> -n <trident-namespace> MERE RS FH INEEMiFA(E

B

$I% 1: 6132 Kubernetes Secret

BIE— MR SRRIIPEIE Secrete XM T NMFERS/FREEIE—T =M, TEE—TRH:

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl

kind: Secret

metadata:

name:

backend-tbc-ontap-san-secret

type: Opaque

stringData:

username: cluster—-admin
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password: password

TRELTEHNEEFEM Secret PANMBESHFE:

EET & Secret FELHHIA %A
Azure NetApp Files clientlD

Element (NetApp HCI/SolidFire) s

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

BFR#&

password

clientPrivateKey

chapUsername

chaplnitiatorSecret

chapTargetUsername

chapTargetinitiatorSecret

FERIR A
RENAEMNE i ID

BABHBPEER SolidFire 28589
MVIP

EEIEH/SVMNARE, BTE
FEEHNSHIE

R RY/SVM WEE, BTET
FHR S (D I0IE

Z P inFhfAR Base64 4miL{E, FH
FEFEBHE ML

NP &, W3R useCHAP=true
, MANE, XTF ontap-san H

‘ontap-san-economy

CHAP Enhzs®$H. R
useCHAP=true, MIAHNE, FF
ontap-san M ‘ontap-san-
economy

BirFP &, MR useCHAP=true
, MAKE, XF ontap-san

‘ontap-san-economy

CHAP BIffiRiEEEZH. WNR
useCHAP=true, MAHFT, XF
ontap-san M ‘“ontap-san-
economy

Ft T BB A Secret F1E TF—F IR TridentBackendConfig FHRH spec.credentials FEEH

W51 Ao

$I8 2. B/ TridentBackendConfig CR

SIMAER LABUEE TridentBackendConfig CR 7o TELLRBIA, fFH “ontap-san Rtz En B A
LURFRRAY “TridentBackendConfig' 3 & 8l 22HY :

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:

name:

138

backend-tbc-ontap-san



spec:
version: 1
backendName: ontap-san-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
svim: trident svm
credentials:

name: backend-tbc-ontap-san-secret

% 3 0. IWIUF TridentBackendConfig CR BYIRZES

MEERZE TridentBackendConfig CR, &R LIGIEIRE. BB WL TRA:

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8efb6-

bab2699%e6ab8 Bound Success

BRI EIRHYEER] TridentBackendConfig CRo
Phase B] AR FEF—ME:
* Bound: TridentBackendConfig CR 5FIHIEXEL, ZEHESE configRef "IREN
‘TridentBackendConfig CR HY uids

* Unbound: f#H "" {o TridentBackendConfig MRARLERFiH. BINBERT, FrEFHEIEN
TridentBackendConfig CR T LM, METER, TEBREFRNERIERS.

* Deleting. TridentBackendConfig CR deletionPolicy EI&&E MR, MiIf&
TridentBackendConfig CR 5§, EIEHEEI"HIFR" KRS,

c MRBIHLEAEFEEIFAERRA (PVC) , MMIFR TridentBackendConfig FEH Trident MIBRE
%A “TridentBackendConfig CRo

° NRFHFE—THZD PVC, MHNBPFIKS. TridentBackendConfig CR Ffatid NIRRT
. RBEMPBRAE PVC &, A=MIFREiHH TridentBackendConfige

* Lost: 5 TridentBackendConfig CR XXM Fim#EE N EMIFR, M TridentBackendConfig
CR 725 | B EMIEREY iR, oI TridentBackendConfig {EH{AI, ‘deletionPolicy CR {AZARILL
R AIERo

* Unknown: Trident T/EME S TridentBackendConfig CR XEXMGIRAVIRESTEE. B0, R API
AR$5282 BN EY tridentbackends. trident . .netapp.io CRD £%k, XATREEETFT,

LM ER, EMIHEIERER! B MMRIER LIEIMLIE, 90 "backend EHi#l backend flBx"s
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(FIE) T 4. RNEZHAEE
ERILIESTIA T i< SRIREVE X EIHEIFAER

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

5, fEE R LUFREY TridentBackendConfig B YAML/JSON 3%1&,

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:11%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success

message: Backend 'ontap-san-backend' created
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phase: Bound

backendInfo B8 7 backendName #l backendUUID, XLEZFMIL TridentBackendConfig CR IR
[Gi%fE 8o lastOperationStatus FEXFKR/R TridentBackendConfig CR sRE—/RIRIERVIRTE, ZiRE
AL EARftE (Bla0, BFTE spec T T EER) XA Trident % (HI30, £ Trident EZHAIE) . R
LA Success 3 Faileds phase R~ TridentBackendConfig CR 5FIHZEIXAKE. ELERRSG
F, phase BYEN Bound, XEIE TridentBackendConfig CR BE5/Gik*xEL,

EBILUETT kubectl -n trident describe tbc <tbc-cr-name> fp< LURENEMGHERIFMESR.

. &FTEER tridentct ERTIMIFRE & KEX “TridentBackendConfig' X &R GiH. T 1T
== “tridentct!’ #1 " TridentBackendConfig' Z [BIY#RPTH R BIFPIE, "ES UL

SR
£ kubectl EIZ Trident [Fin
T RRANAER kubectl TS IR B IRIE(E,

ilE3=pn

BT MIBR TridentBackendConfig, &6 Trident MFRMRE fGiH (BT deletionPolicy) . EMiFREIRH
, BRI deletionPolicy 18BN deleteo, ENMIER TrldentBackendConflg, BHREE
“deletionPolicy I & /I retain. XA LUIMIRGIR{TIFATFE, FERILUBEBIER tridentctl #ITEIE,

BITUA TSRS
kubectl delete tbc <tbc-name> -n trident

Trident A =MIFRIEEE AR Kubernetes Secrets TridentBackendConfig. Kubernetes FiF fi 5 51E 2
IHBRMZ BT A TUE IR TSR, (XNHNBREHER, A MEERBR.

EERNERER
BT a2

kubectl get tbc -n trident

&R AT LIBTT “tridentctl get backend -n trident 8%, “tridentctl get backend -o yaml -n trident’ LAFREXER B B A 5%
5K, LHIRERFGEIEFER tridentct! SIER iR,

EHEH
EHEIRAaEE SRR
* FRREAFNEEEENR. EEMERE, YWIEH TridentBackendConfig MRAFEHAM Kubernetes
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Secret, Trident B {ERIREN R EIEEIEHRGHR. ETU TS LUEH Kubernetes Secret:

kubectl apply -f <updated-secret-file.yaml> -n trident

* REEHMSH (BIGNEEFERL ONTAP SVM BEFF) o
o XA LUIER U T er < EiEi@Y Kubernetes 3 "TridentBackendConfig X%

kubectl apply -f <updated-backend-file.yaml>

° BE, TWRLUIERUTHRLEINE TridentBackendConfig CR:

kubectl edit tbc <tbc-name> -n trident

* MREHREMRK, NWEhSRREERRENNEE, ERLUETIETT kubect get tbe

<tbc-name> -0 yaml -n trident 3, “kubectl describe tbc <tbc-name> -n trident REZE HE L

-pEs HERER,
c BEAFEREEXHNNERE, ERIUEMETENGS,

{# 8 tridentctl EIE Trident [Fix
TRRGEMEA tridentctl LT R EIEIRE,

elkedEy
B "EiRiEXH" &, BITUTH<

tridentctl create backend -f <backend-file> -n trident

MR EHREIERY, WERFEHREERRE, ErIBIETU TH<EERSUHRERE:

tridentctl logs -n trident

FIRAIHEIEREXHNNEGE, REBRIEITLE create AR,

ilEIEr
EM Trident BIpREiH, EHITLTIRIE:
1. WREIRZR:
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tridentctl get backend -n trident

2. MRS

tridentctl delete backend <backend-name> -n trident

Y0%R Trident EMUL/FIRECENAFENENRE, WHFERSELERHEERES. Rimgass

& 2F"Deleting" iR,

EENEGH
EEFE Trident HENEIR, 1BERITUUTRE:
s BREUEE, BETUTH

tridentctl get backend -n trident

* BREFFAFAESR, BBITUTHS

tridentctl get backend -o json -n trident

B
IEMRREEX G, BITUTe<:

tridentctl update backend <backend-name> -f <backend-file> -n trident

ﬂﬂ%i‘lﬁﬁ%%?&)"‘ﬁb N5 RREHEES BN EZHNERLTR. EILLETETUTRSEEREUBERR

tridentctl logs -n trident

IR HBEIFEEXHNR@EGE, REBRXIBITI update SEIA],

TRIRER R TFiESR
XE—NRA, HEBERILUER tridentctl NEHATRELEAY JSON KEIZX KRB, XFERT jq LHE
r_: :d§ﬁ'ﬁg§%\g€o

tridentctl get backend -o json | Jjg '[.items[] | {backend: .name,
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storageClasses: [.storage[].storageClasses] |unique}]’

XMERATFEA TridentBackendConfig BIERNGIR.

E4E Trident [FIHEIES A

T fR7E Trident R EREHRIIARRE 7%,

B [FIRAYIEIRN

B8%E TridentBackendConfig M, BERMEERMMISHNEIREIES . XMEH T U TE:
* £/ “tridentctl BIZERY F iR A] LUET TrldentBackendConflg TEEE?
* £ "TridentBackendConfig 82V /Fin A LUBT “tridentct! 1T EIEIG?

{8 tridentctl BI2[GiF TridentBackendConfig

EBNATERET tridentcetl HIFET Kubernetes REEJEZE TridentBackendConfig XRMEIENG
IHFR R YL B

XIERF LU TIER:
* BEEENRIR, )88 TridentBackendConfig, EATEITE[ER tridentctl SR,
* BfEA “tridentct!’ I /G, BFEEM TridentBackendConfig 3%,
EXFWMHERT, BiREPESEEFETE, Trident HESHMNEHBITIRE. EERAEILERHREE:

* YEEMER tridentctl REEFERTRIENGHH.

* BER tridentct! QIR R IREEE ZIFHY “TridentBackendConfig &R, X MELKE FiHIEEERA kubectl'
MAE tridentctl HITEIE,

EEA kubect BIEFLEFENGLE, TEESE— TridentBackendConfig BFEEIMETiH. UTEEI %
[RIEREA :

1. 83 Kubernetes Secret, ZEAE S Trident STEEER/RZ BEAENEIR,

2. 8l TridentBackendConfig MR, HPBEEXFHEEE/MSHIFAER, H5IBT L—FHEIERN
Zi5, HIAVERIEEMERNEESH (10 spec.backendName. spec.storagePrefix.
spec.storageDriverName &) o spec.backendName AIKE NIMEFIHHIEFR.

%0 IR5EH
BoIEMNERINE SR TridentBackendConfig, EERRBERIE. FERFd, RIKERSERU
T JSON & X BlI3EHY:

tridentctl get backend ontap-nas-backend -n trident
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| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e i
oo to—mm———— e +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc-
96b3beb5ab5d7 | online | 25 |

e e Fom -
e fomm - fomm - +

cat ontap-nas-backend.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",
"username": "cluster-admin",
"password": "admin-password",
"defaults": {
"spaceReserve": "none",
"encryption": "false"
}I
"labels": {
"store": "nas store"
by
"region": "us east 1",
"storage": [
{
"labels": {
"app": "msoffice",
"cost": "100"
by
"zone": "us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"
}
}I
{
"labels": {

"app" . "mysqldb",
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"COSt": "25"

}I

"zone": "us east 14",

"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"

$IE 1. 6l Kubernetes Secret

tE— B ERIREERN Secret, WA TRBIFAR:

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

# 2. 8l TridentBackendConfig CR

T—FR6IE — TridentBackendConfig CR, % CR G EMERITNSEEN ontap-nas-backend (
WATRBIFIR) » WiRHEUTEK:

* 1 “spec.backendName' F7E X 7 HEEIRY G 1% % FFo

* iEESH S RIGEmER.

* il (NRER) RS ReERERNIRF.

* EIRBET Kubernetes Secret 1&fft, MARUAN AR R RH,

EUEBER T, TridentBackendConfig ¥ FFAR:
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cat backend-tbc-ontap-nas.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
dataLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created
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% 34 I TridentBackendConfig CR FYIRES

tl# TridentBackendConfig f&, EMEMINA Boundo EIEN RMSINE FintERNGiHRFRA UUID,

kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3be5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

Fommmmmmememsmesememe= fommmmmmmmemem===
Fommmmmmemoososorrenesmemememeoememmm o Frommomoms Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmensneosomoos Fommmmmmomoommmms
et it Fom—————— fom - +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

e et e e Fom e
Fommmmmeemssesesess s s s e e i Fommmmmm== +

IM7E, ¥EMEA tbc-ontap-nas-backend TridentBackendConfig XWRFTEEEIEGiH,.

{#F TridentBackendConfig BIZfGi% "tridentctl

‘tridentctl’ RIATFFIHER TridentBackendConfig®
SIENER. LI, BERARALLUEFEET tridentctl” REBEBIEFR, HEEMHER
‘TridentBackendConfig' HMREEE “spec.deletionPolicy’ ®EAMN ‘retain’s

%05 R3S

Flan, 1EFENNBRIGL T ERE#ERA TridentBackendConfig GIEERY:

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident
fom fom
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e oo pomm - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

fom - fom e

fessssmsss s e s ss s oses s s s ess R frossmm==== ¥

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

fosessssssssssss==== fosssmsmsm=ssas=s
fesssssssssscsesessosssassssassssasmaaa femmm==== fosssm==== 4

MEHPAIIEY, TridentBackendConfig BRAIIBIEHYE Gl [RERGIHAY UUID],

S 1. I\ deletionPolicy IXRE/ retain

LR EE deletionPolicy B, XEEIKEN retain. XA LURAREMRPR
TridentBackendConfig CR BY, FIRENXINAEE, HEALUER tridentctl HITEIE,

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315acb5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

#iE FRIE deletionPolicy‘iQ%?\] ‘retain, BRUIBMHREET—F,

# 2: fiff TridentBackendConfig CR

=E—% BMB& TridentBackendConfig CR. ik “deletionPolicy iI&E /7 ‘retain' 5, &7 LALRLEMIRR

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted
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tridentctl get backend ontap-san-backend -n trident

et ettt - o ———— +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

e o

+———_—_—_— - +————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-bo06-
0a5315ac5f82 | online | 33 |

o -

e o o — +

ffiB% TridentBackendConfig M&RfG, Trident REGEMER, MAEIriREIRIS
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