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* L APodSecurityPolicy (& FKubernetes 1.255% & FhRZx)
BT X

<strong>tKkF </strong>

EEECEM = IR SRR R R R BIE S5 Astra= I8 E REXRBKNHIR, XrDR/MEM S ZIESE
BRSPS RN R R A EFEEIHEIR. XN TEREENMBHEXREE,

<strong> —{& S IjiE—</strong>

1R1F R T Astra TridentfREE. FEhREVEFERARIEEA. HIENERZASRBIFRIMES. &
trident-operator-<generated-id> HBEHEBIESXEXAIPOD TridentOrchestrator B3

T Astra TridentBfICR, XHER] U HREEF P R B —MAstra TridentSLFIHITHIEIRE. MMARTEEK.
WNREHITENR (FINMERSENT REUFIRE) B, BRERFIRAIXELEEIHEMEEE .

<strong> E 17 A L&EH</strong>

BRI UME IR ERBRINEFHINEEE, ERERIE TridentOrchestrator criAEMEE,

Ban, EEEEFEEZA Astra Trident LERKIEIXBHENIER . Ak, EE# TridentOrchestrator 1%
& spec.debug to true:

kubectl patch torc <trident-orchestrator-name> -n trident --type=merge
-p '{"spec":{"debug":true}}'

ZJG TridentOrchestrator B/, RIESFLEERHEMNNERE, Xulgeaft g elEFHPodItE
Rz E R R4,

<strong> CleanE=# &R </strong>

BT ERSCEM IR AS IR, AU 2MRERSEENRIR. AR RS2 #Astra tandent3H
BMEBEMRE,



<strong> KubernetesF+£k</strong>

LB Kubernetes MR ASFREIZ ST FRURRASEY, 1R ERSEIEHIMAER Astra Trident REHHITE
2, UMREHE Kubernetes MiZABIER,

MNBEBHARDNAZZIFNRD, NIRIERSFELIEZEE Astra Trident » R EREIRERRE
@ T Astra Trident , ME&ER—FKELE, 157 Astra Trident ZEFARZ L 1EHM Kubernetes AR
xt,

<strong> & {EFBlueXP (LAg1#F3Cloud Manager)</strong> #{TEEEIE

fEF "{EFIBlueXPHIAstra Trident". &0] AAREISRFhRASAIAstra Trident. AN EIRFMEEHBEHIEE
B TEIRIE. LUK fERCloud Backup Service &K AME. BlueXPZ#HER TridentiR{ER Fohak(E
HHelm&fZE Astra Trident,

{£M tridentctl

MREHAEHBLAAR. HECRENBERHTEEEEN. NNER . XZEE Astra Trident BIEHT

/80

&R LA R TridentZ RAVE R, HAEHE Astra Trident EREIZHEIZENEE, BUHIKE, IRSIKFAMES
At

M 22.04 HRFFEE, SX%EE Astra Trident B, AES AR ABEFHEM. ELbhRZASP, Astra
@ Trident B RE—NFHINEBERNR, ZNRITEREZBRFSEFTE. XEKE. tridentctl
7£22.049, BIAEIE A HIMAR Trident. {ERHARRATSIEAENF22.04 %%, EFEHNR

% method,

ERRBIET

RIB G FRERY_installation mode" (15 /). "Offline" (B #/1)2X"Remote" (=12 ) K E 2 BT 72,
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TREREE
XELHEAstra TridentNE&E R G E. BRATASEASEMMERFINIFE, mEREENERRIAER
RFKFMEFTFBITrident (docker.10)FICSI (registry.k8s.i0)M &,

ERMERTIEY. Astra TridentZREiZF4:

* J&@id InternetiZEX A 28 AR(&
c SIEHEN T RECHMRE. LUEEKubernetesEEB AT E & £ 48T == LB BhAstra Trident Pod

bk et

FHEXNORLZ2UEFAEFERNLZERL, EXMERT. ErUIR— N TRANREEMRIM N5
BOEMRREZMEFTFE B TridentAM CSIBR A,

() FrmERENA. COMGHMUTLRE— MRS,
iR
TEGERA T IRREE:

* EEHE Astra Trident HEALH B EEPEIE LARAR Kubect 1 o

* M Kubernetes £85 S HIECEN M, HEZIEITEN LIRE KUBECONFIG MR &,

* JB5f kubectl get nodes W%, WIFEEE A LUEZEIFFEL Kubernetes 58%,

* EAMNERESBMZZT BN EE,

RIEER 7S AR IVERI 2
ERER. EEEFERRIE,

T3k RS,
TridentizZ B RF (Fzh) "R

"B "
TridentiIzBERF(Helm) R

"B "
tridentetl "TREBIA R
ELREFEZIEI%Dh

TR LURE BARE TS R, ERITILIRIEZ AT, BE B TEI
© REMEHAstra Tridentt, FRXEREENTG Z. NREEEAIME tridentctl. ENERRIERAR
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& tridentctl AFEHIEAstra Tridentf ZHBIN M, FEIF. NREFERIRERSFITIE. NR4RIE
TridentOrchestrator CRHIZE spec.uninstall=true 1 Astra Trident,

* MREEBETIRER. VWERFRILEFEH LB LEE tridentct]l EEfEAstra Trident. N 5TdRiE
TridentOrchestrator FI&E spec.uninstall=true H#&Astra Trident, SASMHIER
TridentOrchestrator MIRIEREE, ARG, ErIUFHALE tridentctls

s NMREFEANEETIREGNFIZE. HEEFERE FHelmBTridentiZERIBE. NI FcFohENH ki
ER. REBRITHem®REE, Xi¥, Helm FHol UERFAERIRES N EREE Trident #21ER. SR
1TIEIRME, METF Helm BY Trident IRERIBRARY, HE SRS IRMAERIEEIR. NREF
‘tridentctr EFEE. Er]LUIEAETFHemBIZE. MASBE R,

H{th B HIEC & 2L

7 VMware Tanzu Portfolio =g &% Astra Trident B9

* SRV RIENRIN TER H.
* " -kubelet-dir' FFERMIZRE N kubelet BRMIUE. BIANERT, AR Ivar/vcap/data/kubelet’ o

BXIER ° -kubelet-dir' $85E kubelet i BiEFF Trident Operator , Helm #l tridentctl Zp&,

EATridenti2(ER L3

FahEPETridentiZER (PEET)

1A L FohEFE Tridenti@{ER IR EE Astra Trident, IR AMEEA7E . H
. Astra TridentFR BB e MM EASEZRETREMERP. NREE LT BIRGEMR.
1B "IHAVLEE T IE"

B XAstra TrdenttI EE{Z224.06

EATFIELL T A X Astra TridenttIEE(E B,

<strong> 175 XAstra </strong> FJ{5 &

* MTE. Asta= i Kubbernetes 1.29, EH%KKubernetesZ giF£& Tridents

* Astra Trident= ™ & 52FITESANIFIR PEA S HRIFECE. BB find multipaths: no
7Emultipath.confSX 41,

FERIEZRFOLE DL find multipaths: yes =174 find multipaths: smart multipath.conf> {4
FRERSBIEHKM, TridentE2BiNEA find multipaths: no H21.07hRi2,

FohERETridentiZ{EG FH ZE Trident
EEE "TEMR" URRGE ZERSHH N ENIRE SR ERY L ExT,
Feaz i

FaREZH. BEFRILinuxENHRITEEEEEEE—MERBITH. "SZHH Kubernetes 8" H A&
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RBECENF.

@ &£ OpenShift BY, £ TERERGIHER oc MAR kubectl , FEAKL * B4 admin* By

B{31E1T oc login -u system . admin 3 oc login -u Kube-admin #H{TE R,

1. I8iFKuberneteshiR7s

kubectl version

2. WP IR IR :

kubectl auth can-i '*' '*' —--all-namespaces

3. IEERE A LU MDocker Hub /& oh {8 A BUEEYPOD @3 PODMILE I A ZE R 4 -

kubectl run -i --tty ping --image=busybox --restart=Never --rm -- \
ping <management IP>

#1545 THTridentLERREE
Astra TridentREEF B E & I ETridentRERF R Astra TridentFFEHIFFEARS. M TEHHIRENGHRA
B TridentZEFERF "GitHub EAY assets &9

wget https://github.com/NetApp/trident/releases/download/v24.06.0/trident-
installer-24.06.0.tar.gz

tar -xf trident-installer-24.06.0.tar.gz

cd trident-installer

%25 Gl TridentOrchestrator CRD
Bl TridentOrchestrator BENXRIBEENX(CRD), & BI3E TridentOrchestrator HMEBENZ R,
FEAPHEMNAICRD YAMLIRZ deploy/crds LB TridentOrchestrator CRDo

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

£3%5 . HETridenti2ER

Astra TridentZZEREFRE T —1MNEXH. TRTRERERMEBEXEN R, FERLLRL S AR IR RHER
ZRERHFEABRIALE T Astra Tridents
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* WFiziTKubbernetes 1.248958%, 15 bundle pre 1 25.yamlo
* XFiziTKubernetes 1.253 EShRZASHIEEE. 75fE M bundle post 1 25.yamlo

ez el

* BINBER T i_i_@ﬁﬁ:iﬁ”ﬁ?f“&r _JLJ\?'_qJﬁB%EET’Em trident AAR T, IR trident SRR TIE)
RiEE. BEAUTHSEGRRZT

kubectl apply -f deploy/namespace.yaml

* FIEMBATEPEHEBIRIER trident B TIE). B serviceaccount.yaml,
clusterrolebinding.yaml # operator.yaml FERERFHE XY kustomization. yamlo

a. B kustomization.yaml EAL TS, HA_<bundle.yaml>_J}J bundle pre 1 25.yaml 3
bundle post 1 25.yaml {RIEEBIKubberneteshis,

cp deploy/kustomization <bundle.yaml> deploy/kustomization.yaml

b. AU THLHENDLE. HAP_Data <bundle.yaml>E bundle pre 1 25.yaml 3§
bundle post 1 25.yaml {R#EEHIKubberneteshiks,

kubectl kustomize deploy/ > deploy/<bundle.yaml>

p
1. QB RIRH BRI

kubectl create -f deploy/<bundle.yaml>
2. WIFRRECNRIRER. HEMBEIALE.

kubectl get all -n <operator-namespace>

() 7 Kubemetes SEBffR AL * —MB(FRISIAI * o /MBI Trident IIERISMEE,

%645 Bl TridentOrchestrator H%ETrident

ME. EBRILIGIE TridentOrchestrator FH&EAstra Trident, W ETLLER "BEE N TridentZ 2" ERHFN
B TridentOrchestrator &
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kubectl create -f deploy/crds/tridentorchestrator cr.yaml
tridentorchestrator.trident.netapp.io/trident created

kubectl describe torc trident

Name : trident
Namespace:
Labels: <none>

Annotations: <none>
API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Spec:
Debug: true
Namespace: trident
Status:
Current Installation Params:
IPv6: false

Autosupport Hostname:

Autosupport Image: netapp/trident-autosupport:24.06
Autosupport Proxy:

Autosupport Serial Number:

Debug: true

Image Pull Secrets:

Image Registry:

k8sTimeout: 30
Kubelet Dir: /var/lib/kubelet
Log Format: text
Silence Autosupport: false
Trident Image: netapp/trident:24.06.0
Message: Trident installed Namespace:
trident
Status: Installed
Version: v24.06.0
Events:
Type Reason Age From Message —---——- —————-— ———— ——m= === Normal

Installing 74s trident-operator.netapp.io Installing Trident Normal
Installed 67s trident-operator.netapp.io Trident installed

IEREE,

AILUEE M7 ERIE RS,



{# TridentOrchestrator status

BPIRZE TridentOrchestrator FEREERERIN. HERELZENTridenthkd, TELEHRE. BPIKE

TridentOrchestrator B8f¥H Installingto Installed, YIREMERE Failed RE. HHIRERTE
BiTE. ""EHE"

Status Description

T RERIFEFERLL TridentOrchestrator CR &3
Astra Trident o

BRE Astra Trident BERIh& 3,

IETEENE 12VERFIETEENE Astra Trident , EJ9
sPec.uninstall=trueo

BELENE Astra Trident EH1&,

e BRIERTERE, B, BHEE Astra Trident ;
%sﬂ{’ﬁmil—fﬁubz:ﬂMJtthur = ill]%tlﬂku{}"j%?ﬂ‘
, MFBEHITHIEHBR,

IETEEH BRIERIEEEHNMBERE

error AfEH TridentOrchestrator o« A — 1 BF T,

IF1E{EFAPODAIEIRGS

e LB EE B OEPodBVIR SR Astra TridentZ X2 B E 52k -

kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-controller-7d466bf5c7-v4cpw 6/6 Running 0
Im

trident-node-linux-mré6zc 2/2 Running 0
Im

trident-node-linux-xrp7w 2/2 Running 0
Im

trident-node-linux-zh2jt 2/2 Running 0
Im

trident-operator-766£7b8658-1dzsv 1/1 Running 0
3m

{#HH tridentctl

R LAER tridentctl KWEZRZER Astra Tridenthi s,
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./tridentctl -n trident version

o fmm e +
| SERVER VERSION | CLIENT VERSION |
fom e frmmm e +
| 24.06.0 | 24.06.0 |
Fom e oo +

FohERE Tridenti2{ER (AAIER)

&Rl LUFBhERE TridentiR2ER LIR & Astra Trident, IiIIEGMEERIE &, H

FA. Astra TridentPh BN B 2BMEREFEET T A EMERT. NRELETHAMRGIMER. 15
£ "tESRERIZ",

B XAstra TrdentfIEE(5£24.06

AR LT B X*Astra TridenttEEE B

<strong> 1755 X Astra </strong> FI{E &

s M7E. Asta=iEHiEE ¥ Kubbernetes 1.29, EHZ&KubernetesZ BiFt£& Tridents,

* Astra Trident= ™ MR HITESANIMEPER ZHKRZACE. BIEN find_multipaths: no
#Emultipath.conf>X 5,

EFAIEZRREER find multipaths: yes B{ find multipaths: smart multipath.confSXff
FRERSEIERKM, TridentEZiNEA find multipaths: no H21.07hRi2,

FrhEPE Tridenti2(E G H L2 Trident

BEER "TEMAR" DR ELEFIREMHHNENIFIR ISR IR 2 E1EDL,

FFHaZ Al

BRELinuxENHKRIEEREIEEEIRIEE TIEMF "SZ15H Kubernetes £285" H BIGIHAE N ERIRIY

@ £ OpensShift BY, FELLTAIERHFIFER oc MAR kubectl , HELU * Z4: admin* Y

B{7E1T oc login -u system . admin 3{ oc login -u Kube-admin #H{T&E R,

35


https://docs.netapp.com/zh-cn/trident/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-install/requirements.html
https://docs.netapp.com/zh-cn/trident/trident-install/requirements.html
https://docs.netapp.com/zh-cn/trident/trident-install/requirements.html
https://docs.netapp.com/zh-cn/trident/trident-install/requirements.html
https://docs.netapp.com/zh-cn/trident/trident-install/requirements.html
https://docs.netapp.com/zh-cn/trident/trident-install/requirements.html
https://docs.netapp.com/zh-cn/trident/trident-install/requirements.html
https://docs.netapp.com/zh-cn/trident/trident-install/requirements.html
https://docs.netapp.com/zh-cn/trident/trident-install/requirements.html
https://docs.netapp.com/zh-cn/trident/trident-install/requirements.html
https://docs.netapp.com/zh-cn/trident/trident-install/requirements.html

1. I8jFKuberneteshi s :

kubectl wversion

2. IIEEREFEIR AR -

kubectl auth can-i '*' '*' —--agll-namespaces

3. IFEEE ] LUMDocker HubEEh{E FEBIPODHIEIEPODMLRIF RITZE R 4

kubectl run -i --tty ping --image=busybox --restart=Never --rm —-- \
ping <management IP>

$£145 . THTridentLERRFEE
Astra TridentZE 2 F B8 S ZBE TridentiRERFZEEAstra TridentFFEMIFFENR. M T EFHIRENGETIRES
B TridentZ T2 "GitHub_ERY assets Zf93"

wget https://github.com/NetApp/trident/releases/download/v24.06.0/trident-
installer-24.06.0.tar.gz

tar -xf trident-installer-24.06.0.tar.gz

cd trident-installer

%25 QI TridentOrchestrator CRD
B3 TridentOrchestrator BENXZRIBREN(CRD), I TridentOrchestrator HEBENER.
{ERAFENEICRD YAMLARZS deploy/crds LB TridentOrchestrator CRD:

kubectl create -f deploy/crds/<VERSION>.yaml

B3 ERERPRVEMRUE
£ /deploy/operator.yaml, E#T image: docker.io/netapp/trident-operator:24.06.0 LA

[ BREREGCERFRBIGIE . B9 "TridentHICSIBRE" AILMUIF—MEMRFR. WAL TFABRGEM KD, EFF
BCSIEGE ML TR —EMERF, Fl40:

* image: <your-registry>/trident-operator:24.06.0 NREMFIEMIGEMIF— N FMERA,

* image: <your-registry>/netapp/trident-operator:24.06.0 YREN=IHIRESCSIEAITF
REBFEMRTRF.
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H4F: BETridentiR(ER

Astra TridentZERZFRE T —1NEXH. TTHTLRERERMEIEXRBENR, FERIIRGIESHE 0] LIS AER
ZiRERHERAIIAIGCE T Astra Trident,

* XFisfTKubbernetes 1.248958%, &M bundle pre 1 25.yamlo

* }FiE1TKubernetes 1.255 B ishi AR, 75 bundle post 1 25.yamlo

a2z Al
* BABER T, BIERAZIRTERRRF. AILUEREREIRIESR trident SREE, YR trident BARE(E
NMFE. BERU T o<t EaR =i

kubectl apply -f deploy/namespace.yaml

* FIERB TR EPBIRIER trident MATIEL. BH serviceaccount.yaml,
clusterrolebinding.yaml #l operator.yaml FHEREMBEEXH kustomization. yamlo

a. Bl kustomization.yaml FAMU TS, HH_ <bundle.yaml>_J}J bundle pre 1 25.yaml 3%
bundle post 1 25.yaml {RIBEHIKubberneteshi 4,

cp deploy/kustomization <bundle.yaml> deploy/kustomization.yaml

b. FERAUTHLHEENLE. HAP_Data <bundle.yaml>& bundle pre 1 25.yaml 3
bundle post 1 25.yaml {RIEEBIKubbernetesh s,

kubectl kustomize deploy/ > deploy/<bundle.yaml>

p
1. IR RHEREIRIER:

kubectl create -f deploy/<bundle.yaml>
2. MR R ERIRIRIER. SEMBIARE,

kubectl get all -n <operator-namespace>

(D) 7 Kubemetes SEB¥RREEA * —MRIFFTE * o BB Trident IBIERNS B,

$50 . BEIPMMESEMRNE TridentOrchestrator

Your "TridentFICSIBRE" RILMIF—NEMRIAFBEMERP. BPIECSIRGEAILFR—IMEFR. &
#1 deploy/crds/tridentorchestrator cr.yaml RIEFMRECERMEMAIE I,

37



— INEMERPEIIR G

imageRegistry: "<your-registry>"

autosupportImage: "<your-registry>/trident-autosupport:24.06"

tridentImage: "<your-registry>/trident:24.06.0"

REIEARPEIBRE

1R

ALk il sig-storage £ imageRegistry ERRENEMERMUE,

imageRegistry: "<your-registry>/sig-storage"
autosupportImage:

"<your-registry>/netapp/trident-autosupport:24.06"
tridentImage:

"<your-registry>/netapp/trident:24.06.0"

%65 Bl TridentOrchestrator H}%&ETrident

ME. EBRILIAIE TridentOrchestrator FH&E Astra Trident, & ] DUEIRMRLEEIR(E "EHE X Trident& 2"
EFRPREM TridentOrchestrator ML TRAIERT TridentFICSIBE(I F AR EMTRPILE,
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kubectl create -f deploy/crds/tridentorchestrator cr.yaml
tridentorchestrator.trident.netapp.io/trident created

kubectl describe torc trident

Name : trident
Namespace:
Labels: <none>

Annotations: <none>
API Version: trident.netapp.io/vl
Kind: TridentOrchestrator

Spec:
Autosupport Image: <your-registry>/netapp/trident-autosupport:24.06
Debug: true

Image Registry: <your-registry>/sig-storage
Namespace: trident
Trident Image: <your-registry>/netapp/trident:24.06.0
Status:
Current Installation Params:
IPv6: false

Autosupport Hostname:

Autosupport Image: <your-registry>/netapp/trident-
autosupport:24.06

Autosupport Proxy:

Autosupport Serial Number:

Debug: true
Http Request Timeout: 90s
Image Pull Secrets:
Image Registry: <your-registry>/sig-storage
k8sTimeout: 30
Kubelet Dir: /var/lib/kubelet
Log Format: text
Probe Port: 17546
Silence Autosupport: false
Trident Image: <your-registry>/netapp/trident:24.06.0
Message: Trident installed
Namespace: trident
Status: Installed
Version: v24.06.0
Events:
Type Reason Age From Message —-—--——- —-—————-— ———— ——m= === Normal

Installing 74s trident-operator.netapp.io Installing Trident Normal
Installed 67s trident-operator.netapp.io Trident installed
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S ERIE RN R,

{#M TridentOrchestrator status

HIRZS TridentOrchestrator IERRERETMIN. HERBLRENTridenthkads, FERERE. KRS
TridentOrchestrator B{H Installingto Installed, UIREMERE) Failed RS, HERERTE

BiTRE

" ATEIL;\ o

Status
T4

Bz
AR

BEE
K

ETEEH

error

EEEHAPODSIEIRS
NGV G|

kubectl get pods -n trident

NAME

AGE
trident-controller-7d466bf5c7-v4cpw
Im

trident-node-linux-mr6zc

Im

trident-node-linux-xrp7w

Im

trident-node-linux-zh2jt

Im
trident-operator-766f7b8658-1dzsv
3m

{#H tridentctl

AT LUER tridentctl KWEREMAstra Tridenthi 2,
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T EE B LIEPodAIRES K IAAstra Trident& %t

Description

IRERIEEERALE TridentOrchestrator CR &3
Astra Trident o

Astra Trident B Th &%,
1REFFIETEENEY Astra Trident , FEJy

sPec.uninstall=trueo
Astra Trident B,

RFRTERE, B4, EHMEH Astra Trident ;
#%T’Emll—rﬁﬁbz:ﬁtMJthUT RE o WNRIREIFAEFTE
» WREHITHEHR.

RERIEEEMNAE RE.

AMFEMA TridentOrchestrator o B—1BFHE.
=EBE5EMK:
READY STATUS RESTARTS
6/6 Running 0
2/2 Running 0
2/2 Running 0
2/2 Running 0
1/1 Running 0



./tridentctl -n trident version

o fmm e +
| SERVER VERSION | CLIENT VERSION |
fom e frmmm e +
| 24.06.0 | 24.06.0 |
Fom e oo +

fEFAHelmEfE Tridenti&(F 52 (MR ERT)

el L UfEAHelmEZFZE TridentiRER H L3 Astra Trident, T FREAMEERIZE &, H

==

B, Astra TridentFf BB HBMEFCIFRETRIMERR. NREFZTABRGEMR.
BER "BRAERE IR

B XAstra Trdentl I EE(55.24.06
B TRIE L T A *Astra TridentNEEE R,
<strong> 175 X Astra </strong> FI= &

s M7E. Asta=iEHiEE ¥ Kubbernetes 1.29, EHZ&KubernetesZ BiFt£& Tridents,

* Astra Trident= ™ MR HITESANIMEPER ZHKRZACE. BIEN find_multipaths: no
#Emultipath.conf>X 5,

EFAIEZRREER find multipaths: yes B{ find multipaths: smart multipath.confSXff
FRERSEIERKM, TridentEZiNEA find multipaths: no H21.07hRi2,

ZFZETridenti2{ERH{EAHelm%Z 3 Astra Trident
R Trident "HelmE5R" & 0] LA— P ZBE TridentiRER H Z L Trident,
BEE "LEMR" LBARH R ZETIREHHAENIFERRIE AR E RN,

FiaZ Al
BRT "HEFHRFME" BFE "Helm higas 3%

Uz
1. ZshlAstra Trident HelmfZf&E

helm repo add netapp-trident https://netapp.github.io/trident-helm-chart

2. {F nelm install FIEELBEZMR. WATRAIFFR. HEF 100.2404.0 REEEZREMNAsta
TrandenthiZs.
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helm install <name> netapp-trident/trident-operator --version 100.2406.0
--create-namespace --namespace <trident-namespace>

@ MRBEATridentt|Zip R =8, N -create-namespace’ B ARSI BEIMISH R ZiEl,

TR LAGEMA helm list BRREFMER. FINBR. sR=TE. BR. KE. NBAREFRE. MMEITRS,.

ERFEHETEECE IR
EREFEHE, AILOBE M UL RECE R

eI Description

EEBSBENYAMLX . RIS RIEELIE, &G
MBS AR

--values (8 -f)
--set ST LIEEE S

BIgn, EFCAIERIAE debug, FEIBITUATHS, --set HH 100.2406.0 BEIETLEMAsta TrdenthR 4

helm install <name> netapp-trident/trident-operator --version 100.2406.0

--create-namespace --namespace trident --set tridentDebug=true

[iy=$va0l

R HM values. yaml X (B

BT HelmBEIZRI—EB0 ) iRH T R IRKERIAE,

1IN Description Default
nodeSelector BATFPODLEHITI AR

podAnnotations POD#RE

deploymentAnnotatio BREIFE

ns

tolerations PODZECHIEE

affinity BFPod7BECHIAE X1

tridentControllerPl PodBVEMTImi%FEE. FE N 7 HEEH|28PodFTa
uginNodeSelector mPod THRIFHER,

tridentControllerPl FEZEKubernetesitPodMIRE, BN T iEiEHI2EPod
uginTolerations T mPod THIFMER,

tridentNodePluginNo PodMVELfthTI =i%iF28. SN Sl 28 Pod T
deSelector mPod THRFHER,
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il

tridentNodePluginTo
lerations

imageRegistry

imagePullPolicy

imagePullSecs

kubeletDir

operatorLogLevel

operatorDebug
operatorImage
operatorImageTag
tridentIPv6

tridentK8sTimeout

tridentHttpRequestT
imeout

tridentSilenceAutos
upport

tridentAutosupportlI
mageTag

tridentAutosupportP
roxy

tridentLogFormat

tridentDisableAudit
Log

tridentLogLevel

tridentDebug

tridentLogWorkflows

tridentLoglLayers

TridentImage
tridentImageTag

tridentProbePort

Description

#E =KubernetesXPodMI R 8. 1S 7 f#izH28Pod

T mPod THHFARER.

MRIRAYEMER trident-operator,
BfR. BTLIEZHIAME,

‘trident’ F1EL{th

R EHIMGRIZENEREE trident-operator,

R EHIMERIZENEEE trident-operator, trident
MEMER,

1T FEkubelet AERRSH ENALE,
ft.lﬂ—rTrldent?%%T’FﬁE'J EIL,\ Uligjj trace,
debug, info, warn, error '3 fatalo

S TridentRVERTRY B E K518 & JIDEBUG,
AFTELBEEMME trident-operatoro
AFEERNRC trident-operator B,
ARVFTEIPVEEEBE R 5 Astra Trident,

B E A Kubernetes APHR{ERIBRIASOFLEBRT (IR
RAZ. MIAFY 8L,

ERBEHTTPIERAIZAIA0FEBEY 0s NEBITRITIR
FEEYEl, RAFERAE

AIFZ A Astra TridentE#iAutoSupport IRE

AIFEEAstra Trident AutoSupport A 28HIBRIEITIC,

ftl?Astra Trident AutoSupport BeSEITHTTPCIE#

17EH%
B Astra TridentBEIEREI (text 3 json) »
%%Astra Trldent%*ﬁ E lu\*EEr_o

Utzﬁijj

error EY,

SiFFAstra TridenttI B 54

debug, info, warn,
i Astra TridenttI BERFNIRE S debugs

AFNEREASICEHEER LB RS ERAstra
Trident Z{ER.

AFNEREAESICEHEERILEE RS ERAstra
TridentE.

ARIFTEBEEAstra TridentBIIR{&,
SIFE EAstra TridentBIBR SRR

IFE E T Kubernetes &R/ FLE IR MAY EAIA I
Ho

trace,
“fatalo

Default

wn

IfNotPresent

"/var/lib/kubelet"

n infoﬂ

true

nmn

mn

false

"905"

false

<version>

nmn

"text"

true

" infoﬂ

false

nmn

nmn

nmn
nmn

nmn
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1IN Description Default

windows AFEWIndows TIETI s _E L2 Astra Tridents false
enableForceDetach IFEARS 9 EINEE, false
excludePodSecurityP MEIEIZHHFFRIZERPODE 2R, false
olicy
cloudProvider BN "Azure" EAKSER HEREE RS D "

BY, WNRFEEKSER LERA=INR. 1BIRE " "Aws"
cloudIdentity TEAKSEE HER IR, BN TIERHER

13("azure.Workload .Identity /client-id: XXXXXX-
XXXX-XXXX-XXXX-XXXXXXXXXXX")o TEEKSEEf FfERA=
S8d. LB RAWS IAMA&E(™
eks.amazonaws.com/role-arn: arn: aws: iam: @ :
. 12356: roe/astratriident-roe™).

iscsiSelfHealingInt JEMAHISCSIERKEEMIEIRE. 5m0s
erval

iscsiSelfHealingWai iSCSIEHEEBIHITIHENELERRKEHMAMR Tmos
tTime [BS1E Z B AyiF4E A E],

T #RI=HI28Pod T == Pod

Astra TridentfE A—MZHIZZPODIETT. HEEETHEN LT R LET— 1T =P0OD, TTHPODAITEE
A1l geEEE Astra Trident&EB TN _EIETT

Kubernetes "7 siE4%25" Ml "B EMIRE" AFIRHIPodERFET M B IET m EiE1T. A ControllerPlugin®
# NodePlugin. ERILIIEEAERNEE

* FHISSHEHATERENEE. HIuNRBIEER
* TREM A RREEERET
EFAHelmERE Tridenti®{E R (BRAIET)

el LUIERAHelmEBE Tridenti2{ER FH L3 Astra Trident, T FRIGAMNIRERIG= L. ﬁ
. Astra TridentFT E B RIGIFEE T HIMERD, NREEETHRGIMR. I
ﬁﬁﬁ "*/T/&nﬁ%bw EIDE"o

B XAstra TrdenttVEE=5E524.06

IRATURELL T E *Astra TridenttlIEEE &,
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<strong> 175 XAstra </strong> FJ{5 &

* M7E. Asta=imhiE T Kubbernetes 1.29, EHZkKubernetesZ BiFt£E Tridents,

* Astra Trident= ™ & 52FITESANIFIR PEA S HRIFECE. BB find multipaths: no
7Emultipath.confSX 4,

ERIFZ R ER find multipaths: yes ¥, find multipaths: smart multipath.conf> {4
FRERSBIEHKM, TridentE2BiNEA find multipaths: no H21.07hRiE,

ZRETridentiZER FHEAHelmZZEAstra Trident
{EATrident "HelmE&" 8] LI —F ZBE Tridenti@ER H %2 Tridents
BEER "TEMR" LHRGELZREREHHNEIFIR TR I 22D,

ez Al
BT "EREBRIRFME" BF/E "Helm higZs 3"

BB
1. ZxfNAstra Trident Helm & :

helm repo add netapp-trident https://netapp.github.io/trident-helm-chart

2. {8 helm install FEEBMIEIEMRMUBNZF. BB "TridentFICSIBRE" BT F—MEMR
. BRI FARRBGEMRSP. EBFFECSIEGEMIUTR—EMERFR, ERFIP. 100.2406.0 B
ERERENAER B=IRZIHAIRRZS,
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— INEMERPEIIR G

helm install <name> netapp-trident/trident-operator --version
100.2406.0 --set imageRegistry=<your-registry> --create-namespace

-—-namespace <trident-namespace>

RENEMRFAYBRE
A ailuaml sig-storage ]| imageRegistry ERAREMRAUE,

helm install <name> netapp-trident/trident-operator --version
100.2406.0 —--set imageRegistry=<your-registry>/sig-storage —--set
operatorImage=<your-registry>/netapp/trident-operator:24.06.0 --set
tridentAutosupportImage=<your-registry>/netapp/trident-
autosupport:24.06 --set tridentImage=<your-
registry>/netapp/trident:24.06.0 --create-namespace --namespace
<trident-namespace>

(D)  wmEnTridentblEm&EIE. M -create-namespace SHF R SIRFSMIRATIE,

TR LA helm list ERREFMEE. FINBR. sR=TE. BR. KE. NAREFRE. MMEITRS,.

EREHETEECE IR
EREEHE, ATLOBE M S RECE R

eI Description

--values (& -£) EEBSBENYAMLX . RIS RIEELIE, &G
MBISHRL .

--set Eﬁ%ﬁtﬁigﬁo

1 140, BEEXMIBRIAE debug, EBITU TS, --set HHF 100.2406.0 BEEEZEMAsta TrdenthiiZs

helm install <name> netapp-trident/trident-operator --version 100.2406.0
--create-namespace --namespace trident --set tridentDebug=true

[ y=gral]
bR HM values. yaml X (B FHelmBERN—Z 0 e E T R#IIEKMEZIAE
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PRI

nodeSelector
podAnnotations
deploymentAnnotations
tolerations

affinity
tridentControllerPluginNod

eSelector

tridentControllerPluginTol
erations

tridentNodePluginNodeSelec
tor

tridentNodePluginToleratio
ns

imageRegistry

imagePullPolicy

imagePullSecs

kubeletDir

operatorLogLevel

operatorDebug

operatorImage

operatorImageTag

tridentIPvo

tridentK8sTimeout

Description Default

FFPODSERHT mines
POD#RE

BEINE
PODAEEHIE(E
FFPod BECRIMER 4

PodBYEfth Ty mikHRas. IHFEW "7
fRTHI28PodA T mPod" T R+
(B8

B EKubernetesXtPodMI A tE. 18
B0 "T R HI22PodF T S Pod" T
EMERE,
PodBVE M HikFEe. BEW "7

fit=HI28PodA T3 mPod" T i IF4A
(B8

FEEKubermnetesxPodI A . 15
B0 "7 R HI28Pod T smPod" T
RS R

PRIAAYEMER trident-operator
, Ctrident MIEMESR, B=LUER
ERIMES

RERIRIRIZENERES trident-

operatoro

RBEHMEGIZENEH trident -
operator, trident M1 EE%,
AVFE EkubeletIEBIRSHI E AL
=13

AR TridentiZERFRYHELR A&
BN. trace, debug, info,
warn, error BY ‘fatale

AR Tridenti2ERFBIAERFNIE  true
B IDEBUG,

ANFTLBENIRE trident-

operatoro

AFEEMINRIC trident- "
operator B,

RIFFEIPVeERE R fEAstra
Tridento

BEASEKubernetes APIIRERY 0
FASOFEBRT (IR A AE. W LFD
NI,

IfNotPresent

"/var/lib/kubelet"

n info'l

false
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1IN Description Default

tridentHttpRequestTimeout {ERABEHTTPIEXKAIZAIA0FIERT "o0s™
0s NBETHILPRIFEAYEl, AT

WAL=
tridentSilenceAutosupport FIFEHAstra TridentE false
HAAutoSupport IR
tridentAutosupportImageTag FiF7Es=Astra Trident AutoSupport <version>
REHIRERAFIC,
tridentAutosupportProxy f¥FAstra Trident AutoSupport 28 ™
BEHTTPARIE#HITEIR,
tridentLogFormat 1% B Astra TridentHEIERET "text"
(text T json) o
tridentDisableAuditLog 2 Astra Trident®E1Z B ERRFo true
tridentLogLevel AV Astra TridentBI HELFIKE "info"

M. trace, debug, info,
warn, error By fatale

tridentDebug AIFRAstra TridenttI HERANIZKE false
79 debuge

tridentLogWorkflows AFHREAESERFEETRZLEE "
B3 EMAstra Trident T{E,

tridentLogLayers AFNBREAEICRFEERZLEER "
FAYFERIAstra TridentBo

TridentImage AiIFELBEAstra TridentAyi R, ™

tridentImageTag IFEEAstra TridentA9BR&ERIZ. ™

tridentProbePort AIFBEERAFKubernetes&oh/FiE "
IR MBI ERIA IR O

windows AFEWindows TET S LR false
ZEAstra Tridents

enableForceDetach AVFB RS EINEE. false

excludePodSecurityPolicy MEIES T HIPRIRERPODZE false
HE&o

BENXTridenti2{FR %t

ERATridentR{ER BT LIEAPRE M B E X Astra TridentZ2E TridentOrchestrator
fﬂ%tﬂ%@%ﬂi&%ﬁﬁﬁf@‘(\ FEEBHINHASEE TridentOrchestrator &8
. BEEMEA tridentcetl EREENXYAMLUBREURIEEZEEZHTE X,

T iRz H28Pod T = Pod

Astra TridentfEy—MZHIBEPODIETT. HAEEEHFTHNE N TR LEBET -1 THRPOD, T RPODKMATEE
AR RE B Astra Trident&HIEH_EiTTT.
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||—|—|—

Kubernetes

PEEER M "B RAIRE" BFRBIPodEFET
| NodePlugln\ &R e E

REE
NRNEBE.

* TSR A SRSHREMNEIE. FIMIRBRIEE K/,

* TRiEGRR

R EEREIT R

TR LEiE1T. £ ControllerPlugin®

Bio & %10
spec.namespace {EFFEE TridentOrchestrator FRNEE T Astra Tridentfyen & Tial, Itk
(D 80 =3 Astra Trident EEAEH * o MREHPTLIRIE. WRSH
TridentOrchestrator BERNBVIATS Failed, Astra TridentReEEMm AT 8T,
LR IFDANBTHEXEER TridentOrchestrator @4.
=8 Description Default
namespace FAFZ&EE Astra Trident F98p 3 8] "default"
debug 79 Astra Trident /B FHiEs false
enableForceDetach ontap-san # ontap-san-economy 1XBRo false
A 5KubnetesIFIEE TR XHFAINGN)EEHFH. FE
BEIERERETRAETRAFRESENEEEHENT
EEH T TR =
windows BN true BAEWIndows TIET = YR, false
cloudProvider IKEBEN "Azure" FAKSEE HERARES M =EMH "
Ej’o QD%EEKsﬁﬁtﬁﬁﬁitﬁiﬂ\ ﬁ%iﬁ%yg"AWS"o
cloudIdentity TEAKSEE HERIMRMN. BN TIERHR e
13("azure.Workload .Identity /client-id: XXXXXX-
XXXX-XXXX-XXXX-XXXXXXXXXXX")o TEEKSEEf FfERAL
BH8d. IRENAWS IAMABE("
eks.amazonaws.com/role-arn: arn: aws: iam: . .
. 12356: roe/astratriident-roe").
IPV6 ZEET IPv6 BY Astra Trident false
k8sTimeout Kubernetes 12{EBAt 30sec
silenceAutosupport AE[ENetAppA&iEAutoSupportifl4iel false
Bz
autosupport B AutoSupport Z NS 23R4 "netapp/trident-

autosupport ftIE

ENE
logFormat

TridentImage

BT &iXAutoSupportFI LI AL /i% O
=N

FATFENE; Astra Trident BIFRE
EfFHA Astra Trident BEIZRIET [text , json]
BLRHREM Astra Trident BR{E

autosupport:24.06"

"http://proxy.examp
le.com:8888"

false
"text"

"netapp/trident:24.
06"
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=2 Description Default

imageRegistry AERFMRAEER. B "k8s.gcr.io/sig-
<registry FQDN>[:port] [/subpath] storage" (Kubenetes
1.19 K EShitAs)
g "quay.io/k8scsi"

kubeletDir FH LB kubelet B RRVEEE "/var/lib/kubelet"
wipeout ZMFRURITE2MBR IR
Astra Trident
imagePullSecs MIRERFARAPIEERGHINZE S
imagePullPolicy KB TridentiZ B RTAYMGIZENRER, BRUEN: IfNotPresent

Always MASRZRIEENAR(G,
IfNotPresent NHT R L AEEMERI A 1ZENZ

R {5
Never MAHZENBRIER,
EHSEG T REESE  PodiEMT RERR. SRSHEREI TEINE; PNk
pod.spec.nodeSelectore
EHS Rt AE E EKubernetesIfPodM A, EESHEFIAEI TEINE; BNk
pod.spec.Tolerationse
nodePluginNodeSelec PodHEMTIRiEER, BESHEBEI TERINE; BNk
tor pod.spec.nodeSelectoroe
nodePluginTholeatio ZEEKubernetes¥fPodlA . EESHERBRIEI TEINE; Bk
ns pod.spec.Tolerationso

()  BABAUPODBHIRIEER. EBIH 15 Pod HEAT A,

B Xl Y iFEAE S
A XHEFEFIETFF ontap-san # ontap-san-economy X[R. E/EAEGIK A ZH]. HITEKubbernetestE
B LrERAIEEETRXAINGN), BXFMEER, BB "Kubnetes: TImIEIEEXH"

HFAstra=infFE&# FKubbernetes NGN. FELIE7IMIER out-of-service BITIRAARIEE
MR RESEHIRR. BREMTIFERAZIFNTEAFE NI, A5 S EHt L B
[AlRR A BE = fE M feim SRR P

LKubnetesEE BB AN 7B node . kubernetes.io/out-of-service=nodeshutdown:NoExecute
b5 S AMITEE S enableForceDetach I8B N true, Asta TridentiGHED SRS, H:

1. FIEEHEIZT SHER IR0,
2. BAstra=iE T RN RIFEA dirty (W FHERYIFAZ L),

S S BT BT AAEARIENE)Z 8. SRR (Trident) iS4 S IGIE LI 1 R 5B R
@ dirty)e QETEAsta= 7 AEELIS IS B EPVCHIEMA T e 2 (BRSBTS SUElT
RREIFADEEHES). LITEAEASHIES clean (AR AT HERYD).
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EMET RBITRAHABBRILS R, Asta Trident}:

1. WEHBRT R LRRIANE R BRI,

2. MRV RMUTFH cleanable KEEBHFFRS PHIIE D . HETRLATRE Ready KRE). HEMELH
NEXGREZHET#N. Asta=ERARRTNTREMRERN clean HATRATRAHHNELHE.

[iSh=han ]l
BRI LUERFREM [EE %0 EXBY TridentOrchestrator BEXRTE,

BEXBENXEKE

— M EREEXZETH,

cat deploy/crds/tridentorchestrator cr imagepullsecrets.yaml
apivVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullSecrets:
- thisisasecret

T RIERRER

HREIG L ERE T RiEEERIAsta Trdent,

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
controllerPluginNodeSelector:
nodetype: master
nodePluginNodeSelector:
storage: netapp
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Windows T{ET5i &=

ERANSAER FWindows TET = ko

cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident

windows: true

AKSER EMRES D

R BIRREATER FEAKSERE LERAZES M.

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident
spec:

debug: true

namespace: trident

cloudProvider: "Azure"

AKSEE FN=BH

52

IR BIETEAKSE R F RERTF =B BAsta Dent,

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
cloudProvider: "Azure"

cloudIdentity: 'azure.workload.identity/client-id:

XXXX—XXXX—XXXXXXXXKXX"

XXKXXXXXX—XXXX—



EKSE& =)

L RGPETEAKSE R ERERTF = HH5BIAsta Dents

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
cloudProvider: "AWS"
cloudIdentity: "'eks.amazonaws.com/role-arn:
arn:aws:iam::123456:role/astratrident-role'"

{EAtridentcthf#{T%3E

{EBtridentcti#{T%

ol LIERA %3 Astra Trident tridentctl. MHITIRGAMIEEAIS 3. HA. Astra

TridentFREEM R 2SMG BB FEHEET AEMERP, UBEENX tridentctl EE. BB "
BHENX tridentctl ZRE",

HXAstra TrdentHEE(Z£24.06
EATURAIELL T A X Astra TridentHIEE(E B
<strong> F175 X Astra </strong> = &2

* MTE. 7ETridentZiFKubnetes 1.27, EH K KubernetesZ BiF£& Tridents

* Astra Trident= ™ 1852 FITESANIFIRREA S HRIFECE. BB find multipaths: no
7Emultipath.confSX 45,

EAIFZRREER find multipaths: yes B{ find multipaths: smart multipath.conf>Xff
PRERSEIEFHRY. TridentBZINfEMA find multipaths: no B21.07hRiE,

{EF %3 Astra Trident tridentctl
BEE "LEAR" LHERHEZEIIRSHH AN R RIE B R EIEIN,

ez el

FaREZ A BERELnuxENHARIEERSEEEE—NMEREITH. "2 58 Kubernetes &85" HEK
B YBEE
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(D /A OpenShift Y, TELLTERERBIFER oc MARE kubectl , HELKL * R4: admin* B

B{3151T oc login -u system . admin 3 oc login -u Kube-admin #H{TEHR,

1. I8iFKuberneteshiR7s

kubectl version

2. WIEEEREIE AR

kubectl auth can-i '"*' '*' —--all-namespaces

3. WIFEE A8 LIMDocker Hub/EEh{E B MR PODH@EITPODMEIF R E R S :

kubectl run -i --tty ping --image=busybox --restart=Never --rm -- \
ping <management IP>

$F1F5 . THTridentZEREFE

Astra TridentZ 32 B8] 6872 Trident Pod. ECE A FHRIFEIRSHCRDM R, HHIIAKCSI sidecars LAMAITED
BE UG SR LR ENFIRE. N THHHIRIRMMRANTridentREFZRF "GitHub EFY_assets_Z19"
ERBIF. FEREER<trident-installer-XX.XX.X tar.gz> TridenthR 2~ #_Astra Tridents

wget https://github.com/NetApp/trident/releases/download/v24.06.0/trident-
installer-24.06.0.tar.gz

tar -xf trident-installer-24.06.0.tar.gz
cd trident-installer

$24 . LI Astra Trident

B ITE S A& Bl Z & Astra Trident tridentctl install &< ERILURINIEMSECRIEEIREE
ARAIE,
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FRAERRTU

./tridentctl install -n trident

— INEMERPBYBRE:

./tridentctl install -n trident --image-registry <your-registry>
-—autosupport-image <your-registry>/trident-autosupport:24.06 —--trident
-image <your-registry>/trident:24.06.0

AELFAZRABIBRE
RATMINN sig-storage B imageRegistry ERAARRMEMRAE

./tridentctl install -n trident --image-registry <your-registry>/sig-
storage —--autosupport-image <your-registry>/netapp/trident-
autosupport:24.06 --trident-image <your-
registry>/netapp/trident:24.06.0

BRI RIS NI TR

INFO Starting Trident installation. namespace=trident
INFO Created service account.

INFO Created cluster role.

INFO Created cluster role binding.

INFO Added finalizers to custom resource definitions.

INFO Created Trident service.

INFO Created Trident secret.

INFO Created Trident deployment.

INFO Created Trident daemonset.

INFO Waiting for Trident pod to start.

INFO Trident pod started. namespace=trident
pod=trident-controller-679648bd45-cv2mx

INFO Waiting for Trident REST interface.

INFO Trident REST interface is up. version=24.06.0
INFO Trident installation succeeded.

IEREE,

] AEAPODEBIRES T IOUERZE tridentetlo



F1E{EFAPODRIERIRES
BRI LB EE B RIZEPodBVIRES K iAAstra TridentZE 2B BTl :

kubectl get pods -n trident

NAME READY STATUS RESTARTS AGE
trident-controller-679648bd45-cv2mx 6/6 Running 0 5m29s
trident-node-linux-vgc8n 2/2 Running 0 5m29s

MR REREFARMINTHMIE trident-controller-<generated id> (trident-csi-
(i)  <generated ia> 723, OB PR EEEST R, FRARRULTE. 2.
~d to "FIAFIEEREC" H el F TR

{#H tridentctl

EEILMEA tridentcetl MBI Astra TridentER 7S,

./tridentctl -n trident version

Fom e b +
| SERVER VERSION | CLIENT VERSION |
fom e frmm e +
| 24.06.0 | 24.06.0 |
Fom e o +
FCE R

UTRORE T FERZEAER BIRFIELE tridentctls

Windows 5 =5

EEWindows T ;2 _EIZITAER =2

tridentctl install --windows -n trident

S I AT T

BXEFIRFFENEMAER. BEN "EHE X TridentiEERLE",

tridentctl install --enable-force-detach=true -n trident
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HE XtridentctlZ it
& LAfE A Astra TridentZ 3£ F B ENX T3,
TRRERERE

fEFHAstra TridentZERERF I LIBEX B, Hli0. WREE TridenttiGEH|2E BEMEZE. Mol LUFERSEM
BB --trident-image. FIRBERETridentBRELAKFIFERICSI sidecarlREEHIEIEBFME. NRIFFER
IEEZIFEENME --image-registry 3X#Hl. EFERX A <registry FQDN>[:port]o

WNREFEARZ Kubernetes B9 &7, EHAF kubelet BJEEIBEREFTEER ° /var/lib/kubelet LIIMYERER
£, WETLUER * -kubelet-dir' 8 & BERZ,

MREFEEAENTE, FEHBHRERFSHNAETEE, WERIUBEXSBEX ., A  -generate
-custom-yaml’ B EIELREEZEFN setup BRHFEIELLT YAML X :

®* trident — clusterrolebinding o yaml
* trident BZPE. yaml

* trident — crds.yaml

* trident &EBAB, vyaml

* trident — demonset.yaml

* trident service.yaml

* trident @RATIE .yaml

* trident BRSBKF. vaml

* trident&FFEota. yaml

ERXEXE, ERIURBEFENEFITIENR, ARER  -use-custom-yaml” LEBENXEE.

./tridentctl install -n trident --use-custom-yaml
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{E A Astra Trident

HEETFTR

KubernetesSEEBHMAIFRE TET mERABEBIEH NPodERENE., BAEZFITIET A, &4
FIRIB AR IREHIZEF ZEENFS, iSCSIEENVMe/TCPT A,

EEFESIERNTA

MREEANRREEFAES. WNRERDIZFFAFNAELIR, BRIAERT. &Mhk4BIRedHat CoreTM
OSELRREXLTH,

NFSTH

"ZENFSTE" IREFEHIRZ: ontap-nas, ontap-nas-economy, ontap-nas-flexgroup,
azure-netapp-files, gcp-cvso

iISCSITH
"ZEEISCSIT A" MNREFEAMRE:. ontap-san, ontap-san-economy, solidfire-sano

NVMeT H
"ZZENVMe TAE" NREFAME ontap-san EHATFETFTCP (NVMe/TCP)IMYHVIES KR TZEINE
(NVMe)o
@ X FNVMe/TCP. ZiXfEEFRAONTAP 9.128 E S kR4S,
TPRRELZI

Astra Trident= =1 B ot R 25 7] LUE1TiSCSIZNFSARSS -

@ TRRSZIAIRFNELAMNARS . BLEARIERSEERIE. k. NREKERILAIRS.
MFTEERIESEFHRFEY.

BEEMN
Astra Trident2 AT REIBRSEH LARRAMBIARS . BEEXLESMH. 151517

kubectl get event -A --field-selector involvedObject.name=<Kubernetes node
name>

EELMHIRS
Astra TridentfRiR A Tridentts RCREMNE M T RBHANRS. EEFERMBRS. 1BIE1T:

tridentctl get node -o wide -n <Trident namespace>
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NFS volumes

EREATENRERZNGSLENFSTE, HWIRNFSARS BB thEREIREN.

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D  =#NFSIAREREHIADR. LR SEEHEBNEAN,

iISCSI &

Astra TridentE] LB 52 IZiISCSISIE. HAMLUN. RILZRIFIRE. WHEHHAITERAUHREEHTIPod,

iISCSIBEFEEINEE
FTFONTAP Z%:. Astra Trident& R 2 #IE{T—/XiSCSIEFKBE. LUE:

1. *HaE PR R RYISCSIRIE RS HATRIISCSIZIER.

2. BAARRES S HRTRSHITIR. UHMEFRRIEE, Astra Tridentrl B E MR AKIRAIIE S RIBY
I8]o
3. FEPITHRE A e HRTiISCSISIERTIME NATEMISCSIZIERT.

@ BEEEENAEMTH trident-main FHMAIDemonset Pod LB 28, BEEEFHE. HIE
%8 debug TEAstra TridentZZEHA[B1I& & A "true"s

Astra Trident iSCSIB &S IhaEB BN T A LE:

* EMZEEREREIR 2 [FRIRE A ERRIBSIZIT A ERERISCSIRIE, MIRFIFEEIE. NAstra Trident=
EHta. AEREIHEUENELSIIFPNEE,

B0, NREFMEITHIZE LRIRT CHAPEA. MMLKBHTF 7%, NIHAY(stal) CHAPZE R
@ gﬁaﬁﬁéiﬁh B AT LRI SR. 3 £ 2h Sk 2% L iy R S50 o B CHAPES
* f/DISCSIRIE
* ERZDLUN
ZEISCSITA

EREATENRERANGLLEISCSITR,
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Sa . = WAl
* Kubernetes £8P E NS ENIEBEH—R IQN . * XENEMFIREH *
* MNRFHARHCOS 4.5 EShRAHEMSRHELEARBILinuxD &k, iBS5E SR solidfire-san X&)
f2FF#Element OS 12: 5mERhRAS. BEHHRPAICHAPE R IIERIAIZRE HIMDS5

/etc/iscsi/iscsid.conf, Element 12. 72T FEFIPSHILECHAPEASHAT., SHA-256F1SHA3-
256,

sudo sed -i 's/”"\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* FAIE1TRHEL/RedHat CoreOSHIiSCSI PVAY T{ET =BY. 158 discard StorageClassHl
HImountOption. FFHITEAITEIEIUR, EE I "Red Hat 314"
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-
mapper-multipath

2. ¥ iscsi-initiator-utils FRASZEE /9 6.2.0.877-2.el7 S EBhRES:
rpm -gq iscsi-initiator-utils
3. BHEIRENFoh:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BRZEE:
sudo mpathconf --enable --with multipathd y --find multipaths n
@ fffR detc/multipath.conf contains find multipaths no under efaults .
S. M4fR iscsid M multipathd IETEIBTT:

sudo systemctl enable --now iscsid multipathd

6. BAEHEE iscsT ;

sudo systemctl enable --now iscsi

Ubuntu
1. RENTRERGE:

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. ¥97 open-iscsi lRASEE N 2.0.877-5ubuntu2.10 XEShRAS (WFFNFHRL) 5( 2.0.877-
7.1ubuntu6.1 XESEhRZAS (XFF Focal ) :



dpkg -1 open-iscsi

3. BRI ENF:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BRZRE:

sudo tee /etc/multipath.conf <<-'EOF
defaults {

user friendly names yes

find multipaths no

}
EQF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

(D iR detc/multipath.conf contains find multipaths no under efaults .

S. MREBREHIE!T open-iscsi M multipath-tools :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

FF Ubuntu 18.04 , &S FEA iscsiadm KIMBRHO, AEBRE5) open-
() isesi, iSCSIFIPEREA R, GHAE iscei RSEMNEHR iscsid

o

B2 AHiSCSIBEREE
BRI LR E LU FATER N =iiSCSIB R EISBEREEKIAMSIE:

* iSCSIBREEEIE: MEFERISCSIEIEERIARFIAE: 577H). EALRKHEEE NETIRER/EY
HFRRESEITIMR. WA BT IRERANSEFRERSITNER,

@ KiSCSIEREEEIRIEE NPT 2(FLISCSIBREE, BINAEZMISCSIBRKEE; R
EISCSIBREERETZER LIF L TR BRI, A NERE.

* ISCSIBREEFRE. HETIHETRAFNEENREAZHENERZANISCSIBEREEFFN
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EJ(BRIAE: 798). BAILURKEREARANET. UEREANBITIRAFEENSIELNERFR KT E
ZaeEH. ARBEHRENER. HERENR/NHNBFUREMEHENE R,

2
EfRRENFENSCSIBEHKEBEILE. BE# iscsiSelfHealingInterval
iscsiSelfHealingWaitTime feRETACEFHABIRN S,

UTREEiSCSIBREEERIRENINH. HIEEREEFFHEIREN6HH:
helm install trident trident-operator-100.2406.0.tgz --set

iscsiSelfHealingInterval=3m0s --set iscsiSelfHealingWaitTime=6m0s -n
trident

Tridentctl

ERE S ENISCSIBEHEEIRE. 1BE#E iscsi-self-healing-interval fl iscsi-self-
healing-wait-time FEZRZEHEFHTRDentcdrifB]FISEK,

U RAIFISCSIBREERIRIKENINH. HIEEREEFHFHENREN6IH:

tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self
-healing-wait-time=6m0s -n trident

NVMe/TCP%&

ERERATENRERSENHTRLENVMe T,

* NVMeZEERHEL 95 ES iR,

(D * f1RKubelnetes TV RRIAIZIRAKIH. HENVMeREFBRER FENRNIZRE. ErAIEEFE
B R NZhRAE A BEENVMe B BYhR N,

RHEL 9
sudo yum install nvme-cli

sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu
sudo apt install nvme-cli

sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp
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IIE R

ZEE. EAMLEIEKubenetesEEBHFHE NN RELEHEBHE—HINQN:

cat /etc/nvme/hostngn

@ AEF Rf8EL ctrl_device_tmo AFHRNVMeERER EHIENARBFTRIE, BWEUL
RE,

FCEMNEEGiR

[R=1=g

BIRENX T Astra Trident 5SFEERFKZIEINXR. ©51F Astra Trident I 51ZFE RS
HITIEE, LUK Astra Trident d0A MiZ1EE R AL E Lo

Astra Trident= BB MEIRtR AT SR ML E XMNBERNEFMEML, TR AFERREE G,

* "BCE& Azure NetApp Files [Gis"

* "BELEIEATF Google =F &R Cloud Volumes Service [5if"

* "B2& NetApp HCI 3% SolidFire f5if"

* "{§F3 ONTAP I} Cloud Volumes ONTAP NAS IRshiZF AL & fEin"

* "f§5F ONTAP Z Cloud Volumes ONTAP SAN IRapfEF At &S is"

* " Astra Trident 53&FF NetApp ONTAP B Amazon FSX &5 & fEA"

Azure NetApp Files

BcE Azure NetApp Files [5if%

1&a] LIS Azure NetApp FilesER B N Astra=i, &R LAEAAzure NetApp Files/gimiE
ENFSHISMB%E. Asta TridentiRsz#5fEFHEE 519 79Azure Kubnetes Services (AKS)&
HEEER,

Azure NetApp FilesIREH2F1EAEE

Asta= IR IR T LU TFAzure NetApp FilesTZEIRthiZER. ATFSEEHITEE. IFMNIARRIEE
. ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

IXshiZF Y EIRI S FEFHIGRIET NGRS
azure-netapp-files NFS XH 7S Rwo. ROX. rwx. RWO nfs, smb
SMB P
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AEEM
* Azure NetApp Files lREZ A=/ F100 GBHYE, IRIEKRHER/. Asta=imi REZ1FS B 5161 100-
GiB%,
* Astra Tridentf¥ 2 #51%SMB&EEE FWindows T 51 _EIiE1TRIPod,

AKSHZE &)
1®

Asta=TIhEE 1% " E B & FAzure Kubnetes Services® 8, EFBEZESMIZHNEHEREIE. &
AT

* EFAAKSERERKubbernetes&E &%
* 1£AKS Kubbernetesf2% FEiENZ E &5
s BLREAsta=1IhgE. EFEIE cloudProvider LUIFERE "Azure"o

Trident ZE
EFERAZ IR REAstra=1lx. 1H44E tridentorchestrator cr.yaml €&
cloudProvider to "Azure", f5/40:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

=42
T REIEREAsta=TNINEESR cloudProvider ERIMEE S HARNME|Azure scp:

helm install trident trident-operator-100.2406.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>
LIRS L EEAsta DentH i E cloudProvider FRIEA Azure:

tridentctl install --cloud-provider="Azure" -n trident
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ERTAKSH =S

BT =B 5. Kubnetes Podr] LUBEE N TIEAEH B 01T B RIERIFIRAzure RIR. MAERHAEH
MAzure 18,

BEAzureRIBAR SN, A

* EAAKSZREMKubbernetes&E &
* 7£AKS Kubelnetes& 8% FEEER T H S 19 HMoidc-Issuer

* BREAsta=IINaE. HAEHE cloudProvider BIERE "Azure” M cloudIdentity I8E LIEREAIR
iR
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Trident & T

EFRA=mc BT L& Astra=1f. 7E%HIE tridentorchestrator cr.yaml &8
cloudProvider to "Azure" FHI&E cloudIdentityto azure.workload.identity/client-
1d: XXXXXXKX—KXXXK-XXKX—KKXXXK=XXKXXKKXXKXKXo

a0

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
*cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-—

KXXX—XXXKX—XXXXXXKXKXXXX " *

e
FERAUTHREEIRE IRMEIZRF (CP) M = B4 (CI) Tr&RIE:
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX—XXXX—=XXXX—XXXX=
XXXXXXXXXXX"

LU TR ZEEAsta DentfllSets cloudProvider FRIMET X EHTMEIAzure scp HigE
cloudIdentity HAIFIRLE sc1:

helm install trident trident-operator-100.2406.0.tgz --set
cloudProvider=$CP --set cloudIdentity=$CI

<code>tridentcti</code>
FRAUTIMETERE iR ' =B 0 InENE:
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—
XXXXXXXXXXX"

TR ZEAsta DentHIKE cloud-provider FRIEA $CP, #l cloud-identity to $CI:

tridentctl install --cloud-provider=$CP --cloud-identity="S$CI" -n
trident
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HEREZEAzure NetApp Files /5l

7EECE Azure NetApp Files [FiRZ R, EEEHRFEFHEUTENR,

NFSFISMB#&MIEIIR 14

NREEE R EHAzure NetApp Files SRTEFUEFH. NBEEHIT—LEYIAECERIZREAzure NetApp Files 3
BIEENFS#E, 1EE M "Azure: 1&EAzure NetApp Files HBIZENFSE",

ECEFMER "Azure NetApp Files" Jgif, BEEHEUTENR:
* subscriptionID, tenantID, clientID, location, #l clientSecret {FAKSE
@ B HERARE S M ARIE,
* tenantID, clientID, # clientSecret FAKSEE: FFEHASIRIRRATE,

s —NAREHM, FEEM "Microsoft: JJAzure NetApp Files SIEZB =",
* &ik45Azure NetApp Files F9F M, 155 "Microsoft: FFMZI kA Azure NetApp Files's
* ssubscriptionID 3KB/EHAT Azure NetApp Files Y Azure 175,

* tenantID, clientID, M clientSecret M "NATEFEFM" 7 Azure Active Directory R, BB EBR
Azure NetApp Files IRSZ PR, NFFEFEMRFER L TE—IN:

° FIEEREMEAE "HAzUreFIE X",

o B'HENTHERAE" ITIALS (assignableScopes). FEBLUTINR. XLLEAPRIEFAstra
TridentFT R HINIR. BIEBEXABRE. "ERAzurel JIF DELAE"
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BEXTTHMERT

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {
"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited

permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"

1,
"permissions": [
{

"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/read",



"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

I

"notActions": [],
"dataActions": [],

"notDataActions": []

* Azure location Z/DEE— "EIkFM"s BTrident 22.01BHIE location BN EERECE X EGTIER
WIEFES, TEREIAPTE EE’JLLETEH?&UB&

* LI cloud Identity iBIREX “client ID MA"FFSQECRIIEE B9 HIEPRIEELLID

azure.workload.identity/client-id: XXXXXXXX—XKXKXX—XXXKX—XXXXK-XXXKXXXKXXKXXXo

SMBERIHE K
ZeIESMBE. EUTAR:

* Bt &Active DirectoryFHiZE1ZZIAzure NetApp Files, 12N "Microsoft: BIEFIEIEAzure NetApp Files
AJActive Directoryi®EiE",

* —/“Kubernetes® 8. EFEE—MLinuxiThlZs T R AR E/D—ET1TWindows Server 201989Windows T
ETS s, Astra Trident{¥ 21515 SMBEHEE EIWindows T s _EimiTAIPod,

. E/I\—/\@/E\Actwe Directory/E#ERJAstra TridentZ 0. LAfEAzure NetApp Files AJ LAEActive Directoryif
TEHEIIE, UEMEA smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* BB AWindowsARSZHICSIKIE, ERE csi-proxy. BB "GitHub: CSILIE" 8 "GitHub: &M
FWindowsHICSIHEIE" & BF1EWindows_LiE{THIKubernetes T &=,
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Azure NetApp Files [FIfHEC & EINFIR G

T BB&ER T Azure NetApp FilesBINFSHISMB/GEimEL B ixEINH EEEE R Flo

[EUREC B I

Asta=InfFEFERENEIHIEE(FM. EBIMME. IRSENFMGE)EFERUETHANAEN EEEAzure
NetApp Files®. H51ERKBIARS %K 5F1FM LA,

@ Astra Trident A% #FF 5 QoS BE,

Azure NetApp Files/Gimte it 7 X LEAL B IET,

28
vehfgZs

storageDriverName

backendName

ssubscriptionIDo

fAF 1D,

EPiR ID.

clientSecret o

sARSS R 5
g

resourceGroups

netappAccounts

_NE

N

virtualNetwork

Description Default
B 1
FHERTNIZFERI BT "Azure-netapp-files"
B X B MREF o i WEhiZF R AR + " + FEAF AT

Azure 1TIEAB9TTIR ID

NREAKSER LERATRE
IR WAL,

N 2R EMRIER ID

INRIEAKSEE: LERITE R
=55, WENk,

N AR EMRIE AR D

INREAKSEE: LERITER M

=57, WEnk,

N FRtE R A M PR R P iR A

INRTEAKSER LERRE RN

=B WAE,

StiiE , BR N BR Z— " (FEA)
B EH Azure (LB Z TR

NREAKSER LEATREM
IR, MI9RTE,

BAFmEEAMARNTRATIR "[I" (EimiksR)
RAFmEE LI AR NetApp HKFA "[]" (FCTHikes)

LIS

BFmEBLAMFRNAEMTIR " (Cimikss, B

BEZIFMBYEPAILEEIR R
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o Description Default

=

ssubnet ERLA
Microsoft.Netapp/volumes HY
FRIEY 2 FR

WILRIHEE —PNERN—HvNetINEERTAER

Basic B Standard. MEINEE
EEFR B X EB I . FIREREE
ITRFPER. 18%F
networkFeatures JIRFKBALL
e, NM=SBEREXMK,

nfsMountOptions FEAEH] NFS HEHED, SMBERE "nfsvers=3"
2%, EFEANFS 4.1EHE. B8
¥E nfsvers=4 EIES DIRAVES
IR PIEIENFS v4.1, TFESE
EXPIgENEH RSB S G
FCE 1% B RV SHETL,

limitVolumeSize MRBFBRPERNBEIIE, WE " FOABR TRERESLHE)
BRI
debugTraceFlags WEEHBRN EERNERHITS. &~ =T

B, *\ {"api": false, "method

. true , "discovery": true} "o,
PRIEEEEHITHEHRH R EIF

%E HBEEEE, SNE7ERLLIH

BEo

nasType FCENFSHSMBH IR, M EIE nfs

nfs, smb HAT. FINER T
BB NTSRBNFSEHERENT,

supportedTopologies R fEiH 2 FH XA X A9 5|
R, BXIFMER, BERA 4
CSI R,

(D)  BEmaEmEreEEs. BB R TREAze NetApp Files SR

FRFBIRAMZIR

WRTELIEPVCETULEI"No Capacity Pools"(KRIXFIBE ) iR, WK BIERF M I 8E/&H XEERIFTEAIR
MBR(FM. EIPNE. BEM), WRBHETIAIL. MAstra TridentRic ReIESiHI L MAYAzUre BR, 0IE
EREEFEREENAE.

M{E resourceGroups, netappAccounts, capacityPools, virtualNetwork, #l subnet AJLUE
?E%Wﬁ%@ﬁﬁi%%*?gﬁo ERZHIERT. BVERR2EERN. RAEBIFATUSZ1ERBRRIRL
o

o resourceGroups, netappAccounts, # capacityPools {EEiglmites. AT LMHI—AHRIER!
Nt EF#EEIETRANZE. HETUUEREAESHRIEE. TE2RERZMREBLUTER:

Type 3o
Resource group < ZRAH >
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Type 3o

NetApp B < %R >/< NetApp M >
TEM < %E4A >/< NetApp K >/< BEM >
REPAPNES < BEA >/< EIRE >

Subnet < FEL >/< EIRLE >/< FR >
BEE

A LU TEEC B XA RS RER 0 RHEE LU FIRTRIZHIBIAEERE. 120 [ROIECE] THIFAESR.

o Description Default

exportRule MBS HIN, "0.0.0.0/0
exportRule Wz U CIDRERTRE
FTHERIPvaAE s IPv4F A
BHES HIRYIR. SMBEER

B&o

snapshotDir =4l .snapshot B RAYRI 4 false

sAR/N FTBRIERAKRD "100 %= "

unixPermissions MBEHUNIXRPR@EN/ #EEE) "™ (FisThee, FEEITEPTIN
- SMB&EBERE, H&8)

THIECE
UTFRAIERTRAZSHEHRBEANBRANENESEE, XBEXEHRNREETT .
RIRECE

XEENNRIEEIRICE. FHRIEE. Asta=inFEAI UL ER B EZRIKLZ Azure NetApp FilesBIFRT
BNetApptk 7. REMFFW. HEEVBEFREREETEP—MEMFMWLE, FN nasType EE& nfs FIA
BERTER. BB ANFSERE,

SHIENIRIFFaafERAAzure NetApp FilesH AR LEIR(ERT. HECERIEBAIERE. BLRE. BFEENFRE
BENESREGINMTSER R E,

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET

location: eastus
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AKSHIZE B %

WERAEESHINESR subscriptionID, tenantID, clientID, # clientSecret, EFARE
B2 RIEN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet

EAFAKSH=E )

HWEIRIEESHIEE tenantID, clientID, M clientSecret, EFERIMRNERERN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet

subnet: eastus-anf-subnet

location: eastus

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
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\

fERAENImERNFERS RS EE

AL E S E B TAzure® castus B Ultra BEM, Asta=iRFiEENEAIZMIEER
¢6Azure NetApp FilestIFRE FW. HEENEEFR—NFW LEHE— I #HE

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2



SRECE

76

EREEH# - BERETESE N N—NFN, FERTRESEENIAE,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'



REPVHECE

HEIHRECERITE— T XEREX S EFE, NREES T REWSIFAENRS R, HEEHEE
Kubernetes el R TXEARSZRANNTFMESL, MWILIHEEIFEER. EINITERTRIEX Dt

performanceo

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2



XFRINCE

Asta Trildentm] URIEXIHF AT BAMXIF A TEAHAES. supportedTopologies’ tt/SimAc & PRI TF
RESERIKIFEMDXTIR, AEENXIEFN S KBNS E MKubnetesEEEF T m _EARE AV X33
MPXELH, XXM XRTAIEEFEREDRENLAITFETIR, MTEEEHREENES XIS

XETEfESS. Asta Tridenti§7E EIRAKIFH DX P elES, BXIFMES, BFBIP FH CSI

version: 1

storageDriverName: azure-netapp-files

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

tenantID: 68e4f836-edcl-fake-bff9-b2d865eebobct

clientID: dd043f63-bf8e-fake-8076-8de91le5713aa

clientSecret: SECRET

location: eastus

servicelevel: Ultra

capacityPools:

- application-group-1l/account-1/ultra-1

- application-group-1/account-1/ultra-2

supportedTopologies:

- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1

- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

FHEEREX

LIFAZA storageClass ENXEIE LIRTE#E M,

FEAIRHIENX parameter.selector FE&

{8 parameter.selector EBAIUAEMERE StorageClass ATFRESNEMM, SEREEEMHEN
BN HH.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"

allowVolumeExpansion: true

SMBERIRIE X

{#H nasType, node-stage-secret-name, 0 node-stage-secret-namespace. SR LIIEESMBE
FRHFREERIActive Directory £,
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iR E EHEAEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

SR EARENEN

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

BN EEAFENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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@ nasType: smb XFFSMBERMAYHIELES. nasType: nfs 3 nasType: null NFSHIAYIHE
PR T

ellfed=yiy
IR EIREEN G, BITUTHS:

tridentctl create backend -f <backend-file>

MRGEHEERERY, WEkEEHIRAF, ErILUETUTHSREFERTURERERR:
tridentctl logs

MEHEEREXHHREGE, EeJLIB/RIBIT create 85 <,

71Google Cloud/5ixAE Cloud Volumes Service

T BRAN{A(E IR R R HIEC B 5 &R T Google CloudfINetApp Cloud Volumes Service B
B N Astra TridentL &M G,

Google CloudiFshiEFEAME R

Asta=TINEERME gecp-cvs SEEBENIREF. ZHRVIFRZEINEE: ReadWriteOnce(RWO)
« ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWtriteOncePod(RWOP),

KEhiERr Y BRI SRR EET RN HRR
GCP-CVS NFS XHRSR Rwo. ROX. rwx. RWOP nfs

T &R FGoogle CloudfJCloud Volumes Service fJAstra Tridentsz 5

Astra Trident®] ILA7EF N E 63 Cloud Volumes Service &2 — "IRFEZZEE":

* CVS-Performance:. ZXiABYAstra TridentlRSZEE, X MREMUBIRSZSEEZESEMMERENE~ TR
%, CVS-PerformancefREZHEEB—MEHIZETL. ZIFHNEXRNELDL 100 GiB, EAILLEE—N "= IRS
LRl

° standard
° premium
° extreme

* *CVS*: CVSIRSZREURMBIHATAM. HaeLknIRFINTE, CVSIRSZEERZ— ML, AIEREF
B I NE1 GBHE, FEMERZAIEE501E. HFMESHAZHNEEM ML, EaILUEE—"
MRS RA"

° standardsw
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° zoneredundantstandardsw

TBEENRE
LIEREMER & T Google Cloud #J Cloud Volumes Service" [Gif, EEEHREUTENR:

* BZ&E T NetApp Cloud Volumes Service FYGoogle Cloudti

* Google Cloud HF T B 4=

* BH netappcloudvolumes.admin FH Google Cloud RS
* Cloud Volumes Service it EIAPIZZEA 4

[5 i EC B 1T

B RIHEZTE— Google Cloud XIFFEES, BEHMKIEGIES, Ea]UEXEMGH,

=25 Description Default

vehRZA 9828 1
storageDriverName FERoHIZRR IR R "GCP-CVS"
backendName B E X B FhEfEin KapfgF& R + " + API

BAN—ak

sTEfiBZE FTFIEECVSIRS LR IESE, £ ...
software EHECVSARFZ XA, BN, Astra Tridentt
KFCVS-PerformancefR$5#£E! (hardware) o

storagePools {XFRCVSARSEEE, ATIEERTEIBENFMEMEIA
it 8

projectNumber Google Cloud tkFINE4%S. Itt{ERTEGoogle Cloud
P ET EE

hostProjectNumber  WIRFEAHZVPCWLE. MANEI, 7ELERP.
projectNumber EARZBIME.
hostProjectNumber &EHINE,

X% Astra Tridentfll#Cloud Volumes Service ##JGoogle
=X, tIEBEXIHKubernetesSEEERT. EHAIZER
% apiRegion AIF1EZ 1 Google ClouditiXHI T =
EIRIN TR S, BRIERESFEEIMNLE,

apiKey Google CloudfRZ5 M BIAPIZ A
netappcloudvolumes.admin B, e8iE
Google Cloud Ar531K A & RETASHEY JSON FETLRY
NE (FFEFEFHRICEXH) -

2 URL RIBRS BREEEIETICVSIKF IR IEEURL, KIEAR
ZERALLE HTTP I8, WaJLAE HTTPS {IE, X F
HTTPS 12, BBLIIEPEIE, UAFERIEIRSS2E
g;ﬁﬁﬁ BERZIEH, AZFERT BMRIERIERS

nfsMountOptions FEARITHI NFS $£53%10, "nfsvers=3"
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https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
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25 Description

=

limitVolumeSize MRIBEBRNEARNBEIUE. MWEEKK,

sARSSZR 3! ¥r&EMICVS-Performances{CVSIRSZ 45, CVS-
PerformancefE /Y standard, premium’ I
‘extreme, CVS{EN standardsw 3
zoneredundantstandardswo

Default

" (BRINER TSR SE
i)

CVS-PerformanceZRi\E
H"standard", CVSEZXIAE
J9"standardsw"o

L FAFCloud Volumes Service #MGoogle = M4, default
debugTraceFlags HEHIRR B AT S, 2. T
\{"api":false, "method":true}o FRAEEIETE
HITHEHIRH R R IF AN BTG, SNIE/ERL
Ihde.
allowedTopologies BEABXIEIGR). 15E X StorageClass
allowedTopologies AAMBIEFAAMKX, fI90:
- key: topology.kubernetes.io/region
values:
- us-eastl
- europe-westl
HECE IR
TR AR PITHIFIABECE defaults 8859,
= Description Default
exportRule MENSHAMN, H¥IFL CIDR  "0.0.0.0/0
RTERTHEE IPv4 #iitsy IPv4
FMASHIES DRYIR.
snapshotDir ifiA) * .snapshot’ B false
sSnapshot Figg HNREBEFENEB DL " (EZ CVS EMIAMENO)
s/ FBRIKR). CVSI4gEsR/IVMEN100 CVS-PerformancefRS3HEEERIA
GiB, CVS&/MENI1 GiBo 79"100GiB"s CVSIRSZSHEIKIGE

HINME. BEDEE1GIB,

CVS-PerformancefR s £ B R

T RFIRMET CVS-Performance [RSZ A MR BIEE
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RIREE

XZ2ERZRIACVS-Performance RE X B U R EIN A" RS KN R/ NG IHAL B,

version: 1

storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2

apiKey:

type: service account

project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-

project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/oauth2/auth



token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
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RGBT RiREC &R, BHERS KA NERIAE,

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project

private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth



token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti
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T3 EPCHECE

W RBIER storage BLEEIMMH StorageClasses XEEEN . BB [FEEE N UEBRFHESE
BIE X o

I AIG B RIFRE RIS E TR EBIFRIAE snapshotReserve 5%# exportRule F]0.0.0.0/0, FEM
HMIEFHITEN storage B ENEIMMEEN T HOHEMAM servicelevel. HFERLEMNESES
INME, BIHIrEAFIRIEX 9 performance # protections

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgogyxy4zg701lwWgLwGa==
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client email: cloudvolumes-admin-sa@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
labels:
cloud: gcp
region: us-west2
storage:
- labels:
performance: extreme
protection: extra
servicelevel: extreme
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:
performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard
servicelevel: standard



FHEREX

LU R StorageClassE XiE AT EINHEIE R, #MH parameters.selector. EAILIAE{ StorageClasstg
EHATFESHEN,. ERERTEMPEXENHH,.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=standard"
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allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: csi.trident.netapp.io

parameters:
selector: "protection=extra"

allowVolumeExpansion: true

* 85— StorageClass (cvs-extreme-extra-protection)ME B —NEIM, XEM——RIRHK

=1MaER Snapshot T 10% BYHE,
* Rfe—" StorageClass (cvs-extra-protection)fEiRMH10%RBINZEHEMITZE M, Astra TridentR

EEZRM A EI. HERBEERBINEER,

CVSHRS5 KRB R

T REIRM T CVSIRS XA RAIRE.,
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XEERNRIEEIRICE storageClass FEECVSIRESEERFERIAE standardsw IREEKF

version: 1

storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software

apiRegion: us-eastd

apiKey:

type: service account

project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com
client id: '123456789012345678901"
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auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://ocauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
servicelevel: standardsw



Tfl2: fFiEhECE

W RFIEHREICEF A storagePools BLEFEM,

version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:
type: service account
project id: cloud-native-data
private key id: "<id value>"
private key: |-

MIIEvVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQDaT+0ul 9FBAwW1 9
L1AGEkrYUS5xd9K5N105JMkIEFNDSWCD+Nv+jdlGvt FRLaLKSRVXyFS5wzvztmODNS+
qtScpQ+5cFpQkuGtvIUI+N6qtuVYYO3b504Kp5CtqVPICgMJakK2j8pZTIgUiMum/
5/Y90TbZrjAHSMgIm2nHzFg2X0rqgVMaHghI 6ATm4 DOuWx8XGWKTGIP1cO0gPqJlgsS
LLaWOH4VIZQZCAYyW5IUp9CAMWgHgdGOUhFNfCgMmED6PBUVVLsLvcg86X+QSWRIk
ETQElj/sGCenPF7tilDhGBFafd9hPnxg9PZY29ArEZwWY 9G/Zj ZQXTWPgs0VvxiNR
DxZRC3GXAgMBAAECggEACN5¢c590G/gqnVEVI1ICWMAa1M5M2z09JFh1L11JKwntNP]j
Vilw2eTW2+UE7HbJru/S7TKQgASDnn9kvCraEahPRuddUMrDOvG4kT1/IODV6uFuk
Y0sZfbgd4iMUQ21smvGsgFzwloYWS5qzO1W83ivXH/HW/1igkmY2eW+EPRS/hwSSu
SscR+SojI7PBOBWSJh1V4ygqYf3veD/D95e12CVHERCkL85DKuUmeZ+yHENpiXGZAE
£8xSs4a500Pm6NHhevCw2a/UQ95/foXNUR450HtbjieJo50+FF6EYZQGEU2ZHZ08
37FBKuaJdkdGW5xgaI9TL7agkGkFMF4F2gv0OZM+vy8QKBgQD40oVuOkJD1hkTHP8 6W
esFlwlkpWyJRI9ZATLIOG/rVpslnX+XdDgOWQf4umdLNauShYEHOLU6ZSGs1Xk3/B
NHwR60XFugEKNi1iu83d0zS1HhTy7PZp0Zzdj5a/vVvQfPDMz70vsqLRdA7YCAbdzuQO0
+Ahg0ZtwvgOHQ64hdWO0ukpYRRWKBgQDgyHj 98ogswoYula+pPlySOpPwlmjwKyNm
/HayzCp+Qjiyy7Tzg8AUqlH10u83XbV428)jvg7kDhO7PCCKFg+mMmfgHmTpbOMag
KpKnZg4ipsgPlyHNNEoRmcailXbwIhCLewMgMrggUiLOmCw4PscL5nK+4GKu2XEL
JLqjWAZFMOKBgFHkKQIXXRAJ1kR3XpGHOGN890pZ0kCVSrgjubalef /5KY1FCt8ew
F/+alxM2iQSvmWQYOvVCnhuY/F2GFaQ7d0om3decuwI0CX/xy7PJHMkLXa2uazs4
WR17sLduj62RgGXRLX0c0QkwBiNFyHbRcpdkZJQuibYMhBa+757SxT4BtAOGAWMWT
UucocRXZm/pdvz9wteNH3YDWnJILMxm1KCO6gMXbBoYrliY4sm3ywJWMC+1Cd/HBA
Gecxd/xVuSmA2L2N3KMgl8Zhz8Th0G5DwKyDRJIgOQ0Q4 6 yuNXOoYE]jlo4Wjyk8Me
+t108iK98EO0UMZnhTgfSpSNE1bz2AqnzQ3MNOUECgYAqdvdVPnKGEfvdtZ2DjyMod
E89UIC41W])jIGmHsd8W65+3X0RWMzKMT 6aZc5tK9J5dHVMWIETnbM+1TImdBBEFga
NWOC6£f3r2xbGXHhaWSl+nobpTuvlo56ZRJIJVvVk71FMsiddzMuHH8pxfgNJemwA4P
ThDHCejv035NNV6oKyoO0tA==

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396"'



auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelevel: Standardsw

T R4
REHREXHE, ETUTHS:

tridentctl create backend -f <backend-file>

MREmHRIZERK, NEHEEHIAE, EaIEITUTaSREEEEURELAERR:
tridentctl logs

MEHEERREXHHIRHG, EeJLIB/RIBTT create 85,
At E NetApp HCI 5 SolidFire G
T fRUN{AI{EAsta TridentZ 26l 2 F1{E FHElement/Fim.

ElementIXshiZF 1540 2

Asta=TNINgelR it solidfire-san AT SEBENFREERIER. ZFRLRENEE:
ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

o solidfire-san FEREIIEFZFF file F_block HEI, o Filesystemvolumemode. Astra Trident
KOBEHCBEXH RS, XHFRFHIEER StorageClass FEE.

IXEhiZRE i EIE ZHEBVIHRIET TN H RS
solidfire-san iISCSI R Rwo. ROX. rwx. TITXHZRS, RIaR
RWOP o
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Kzhizkr

solidfire-san

ez Al

EIR T HEIFRIEL
XY 7RG Rwo. RWO1.

EelZElementiFinZAl. EEEHEUTERK,

* 1517 Element MFHIZ ZIFEHE RS
* NetApp HCI/SolidFire B EIR R~ AP NERE, TR TEES
* FiE Kubernetes TFT m&IN REEIE LAY iISCSI TR, H8M "TIETESEEE

[EimEC B 1T

BXEREEER, BESRTF&!

28

vehRZs

storageDriverName

backendName

pYir]
iyt

sVIP

e

AR

InitiatorIFace

UseCHAP

SHimR
s

limitVolumeSize

debugTraceFlags

Description

TFEIRENAE P YR AR
BE X &M iE Gl

fEAA P EHER SolidFire 8589
MVIP

=g (iSCSl) IP #uhtfNEma

ENATFEN—HAER JSON 1B
BURRE

EEANEARM (IRRKE,
neuE)

¥ isCsI RERFINFE ENEO

{FEFRACHAPXIISCSIH{TE /I8
JE, Asta=imZE|FEHRACHAP,

EFR/IGIRILA ID 5k
QoS #3E

RBRBERNESLLE, WE
BRI

HPEHIBRN EFERIRIR IS &
5 {"api": false , "method " :
true }

X RS

xfs, ext3,
extd

Default
B 1
AR A "solidfire-san”

SolidFire + 7=fiE (iSCSI) |IP bt

default

true

EHE A "trident " BYIFIA)ZEBY ID

Y (BOAER AR L)

H}

(D) MMM debugTracerlags , MIEEMHTREHRA BEFAN AT
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51 BIERECE solidfire-san BB =MEXNIREIER

WREIERT —NEHEXYE, ZXEER CHAP BHIIEHERYEE QoS RIEx =& ITEER, G,
SR ATEE=E A 10PS storage class SEE X FEE U EREFREMHEE,

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

Tf52: MEmMTEMEEEE solidfire-san EBEPHNIREIIERF
IR BR T R IR E B SR E X S LA 5 | FiX LE Y StorageClasses,

EECERY. Astra Trident= 7 &M ERVIRE EHIZIFIREFMELUN. AT HEREN. FREERALURITENE
MEPBINEEE XITE

£ TEFIRERAIEREXXAH. NFAEFELRE TRENRIAME. XEFEBIRET type TESilver. &
POBERHITENX storage Hd. EIRAIR. FEFEHZIKEECHRE, MELFEHSBS LEHIRE
HIERINMES

version: 1
storageDriverName: solidfire-san
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Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"
UseCHAP: true
Types:

- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: '4'
zone: us-east-1la
type: Gold
- labels:
performance: silver
cost: '3'
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: '2'
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: '1'
zone: us-east-1d
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LA FStorageClassEENX5|A 7T EIREIM, FH parameters.selector FEH. B StorageClass#F =1
FAETATFHEEENEN M, SREEEEIHPENENHH.

s5—"StorageClass (solidfire-gold-four)MRESEIE—TEM, XEM——"PEhETRHTHEERER

A volume Type QoS iEh#. mfa—1 StorageClass (solidfire-silver)ARREIEEEEREMZEE
Mo Astra TridentRERE EEFEI N EIN. HiBRHEFHEER,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=gold; cost=4"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=3"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=bronze; cost=2"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=1"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver"

fsType: "ext4d"
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TRESEE
IR

ONTAP SAN IRhiEE

ONTAP SANIRzhiZ A

T #RYN0{A1{EEF ONTAP # Cloud Volumes ONTAP SAN IRGHFZFECE ONTAP Gif.

ONTAP SANIRGIEFIFAMER

Asta=infFfifie 7 LU SANTFERTNIZRF . AT SONTAPEE#HITERE, IFHILEEAEHE
. ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

®

oz

ontap-san

ontap-san

ontap-san

ontap-san

ontap-san-economy.

ontap-san-economy.
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i
iSCSI

iSCSI

NVMe/TCP

BER
NVMe/TCP
REMER
E0,

NVMe/TCP
BEER
NVMe/TCP
BV EAER
E S

iSCSI

iISCSI

BRI
3R

X RS

3R

X &S

R

X &G

SEFHYIAIEMRTC

Rwo. ROX. rwx. RWO
P

Rwo. RWO1.

RoxFlrwx1E X 4 R A EIR
X TR,

Rwo. ROX. rwx. RWO
P

Rwo. RWO1.

RoxFIrwxIEX 4 RAAEIR
X TFARAH,

Rwo. ROX. rwx. RWO
P

Rwo. RWO1.

RoxFIrwxEX 4 RABIR
X TFAATH,

BT Astra Control#TRIP. WERISE). Bk Astra ControlIXEHTE 32 e

EBIX RS
EXHRSE; RIgRIRE

xfs , ext3, extd

EXHRS; RIgRIKE

xfs, ext3, extd

EXHRS; RigRIgE

xfs, ext3, extd



Astra Control 3R ohiEFFA M

Astra ControlF] A SIZN BRI TLEFRIP. IEMEMIZ S (TEKubernetes&E B 2 [BI#8 T4 ) ontap-nas
, ontap-nas-flexgroup, #l ontap-san JEEPiERF. 1BEN "Astra Control EFIFITEF A" THIFMEE,

* f£M ... ontap-san-economy REHXKAMEFEHETHIHES T, ARERILE "SZHF
BFIONTAPERH!"

@ * {83 ... ontap-nas-economy RE YK A MEERBTETES TN, A2 RIbE =i
FIONTAPEFRS]" #] ontap-san-economy T AR IREITERS,

* J870fEM ontap-nas-economy FUNEIRRIF. REME HIETHERIFE R,

RFR

Astra Trident fiZLL ONTAP 5 SVM BIER S 7151T, B@EER admin cluster P vsadmin SVM BB, B
EFEHEEHERABMNEMBITNER., X FEAT NetApp ONTAP 9 Amazon FSX &, Astra Trident i
fEFRS R fsxadmin user & vsadmin SVM AR EEHERAENEMBZFREVEAFE/ ONTAP 8 SVM &I1E
Ri51T. fsxadmin AP REHEERBAFRNERBEREF,

WMNRFEA 1limitAggregateUsage &8, WEEBEHEIEGNE, FiERH T NetApp ONTAP By
@ Amazon FSx 5 Astra Trident £&55 AR, limitAggregateUsage BEFIEATF vsadmin
# fsxadmin AP, MNRIEEILSE, EEIRIEEEK.

BIAT LITEONTAPHEIZR— A LI Z iRk shiz FEARIRFIE ERp AT, BRI FRIGXH M. KRS
hRZSHY Trident SEAFTEZENEM APl , MMEALTFEREES S HiH.

NVMe/TCPHYEL ;3 EEIN
Asta=inZiE2s ZFHERNIEZ KR EHR(NVMe) X ontap-san IRoFZFEIE:
* |Pv6
* NVMe&RYIRERFNTTE
* JAENVMeB A/
* S A\1EAsta Trident/PEPEIFEBINVMeE. LU{EAsta Tridentr] UEIBEH A B HA
* NVMeZ#H|Z&1F
* IEEHIEIER X FK8sTI = (24.06)
Astra=IHE R AR ¥

* DH-HMAC-CHAP. HEINVMeZs#liR {5
* IR EIREIFEF (Device maper. DM)ZE&1E
s FHITTINER

% BEFEONTAP SANIEFIZFEIE S
T fR{EFHONTAP SANIXEIFEFECE ONTAP /SR E R & 19 10 IEIEIN,
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R
JtFFFE ONTAP Gif, Astra Trident E2ZE/DA SVM HEc—1MERE.

FiglE, EEAILUE1TTE MRz, HelEBEmAER— P EmEFNFES. FiW, EeIURE(EA ontap-
san IREHFEFHY san-dev £FEH ontap-san-economy-one Y san-default 3,

FiEKubernetes TET SE N ML EIELMISCSITHE, EFEW "EETET S THRIFAER,

FTONTAPFimiH1T B9 I0IE
Astra Trident 122 7 Ff3t ONTAP FifiH#1T 91 FRIER,

* Credential Based : EBFTENIRA ONTAP BB AMERS, BINER admin 3 vsadmin FENX
NELERAR, LUARS ONTAP AR AZED 4.

* BEFEP: Astra Trident X 0] UMERARIRRZENIEHS ONTAP £EH#ITIERES, L, EHREXMNEEER
PUiE+H, ZEAFEI{E CA IEBHY Base64 R3E (WRFEH) GV .

ERILEMNA ER. UWEEETEENGZNETEBNGEZEBE, BR. —RNFHF—FHIHRIES
o BYMEIEMBHIIETE. SN EHEETRRFRIRE 757%.

@ NREZ AR R TIEIIER . WERIERRK. HER—FHER. BHEEXGPiRM
T BB PIIETS Eo

BRETFRENSMHEIE

Astra Trident FF2 SVM SEH / £ESCEINEERAIRIEZ 885 ONTAP [Gin# TS, BIERITERTIE X

A, Bl adnin 8 vsadmin o XAFFRILUHRSARKET ONTAP FRAERBIFRE, XEMRARIGEREEINEE API

NFFHARFKB Astra Trident hii A2/, AIUEIEZBEX ZR2ERABHKEHEMAT Astra Trident , {EREIN(E

Fo

S E X B0 TR -
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",
"password": "password"

HAR, BRENXEERUAXNARAFENE—ME, IR IRGE, AFR / B35 EA Base64 HITHRIDH
Ff# 7 Kubernetes ZH, RIEREHEHEM —FE TMEENTE, Alit, XE—T{XHEERHITHIRE
, H Kubernetes S 17 EI2 G 1T,
BRETFIEPNEHIEIE
MM EN G LUERIEHH S ONTAP EiRi#{TEE. BREXEE=12%,

* clientCertificate : B iHiFHH Base64 fi5{E,

* clientPrivateKey : XEXFAHRY Base64 4RAL{E,

* trustedCACertifate . Z{51E CA iEHHY Base64 Fwi3{E, WMRFEHAFES CA, MATIREILSE, WMRFEE
FAAI{s CA, MeJLLZBRILISE,

HANTEREEU TSR,

p

1. £ EFHIEPMER, £, F2AE (CommonName , CN) REBAEFENZMHILIERN ONTAP
RF.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. FEl{E CAIEHAINE ONTAP &8, ItiRArIseERFHEEERAMIE, WRKEHAEE CA, WA,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7Z ONTAP S8 L ZEZFIRIEBMNER (MTE 1 F18) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. gl ONTAP Z2ERABLIF cert BHMWIEAE,

security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

5. FERERAGERNNR S HIIE. & <SVM BIE LIF> F1 <SVM &1 > e HEIE LIF IP 1 ONTAP &Z#F,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
-—-cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. f£F8 Base64 XIEH, HEAMAIE CAIEB#HITHRID,

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. ERAMN E—TRENEEIRER.
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fosssssssssssscscssssssasososs====
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl
online | 0 |

fessmmmmeme== frememesessess==== R
f=mm==== fememema== +

E SIS A BRI E

IR

ANy

AILUEM A R U EREM S M IS ASie EEE. XRMASIEER:. FRAFRA / ZEpYEHA UL

EHAERIES; ERIEBNERIUERAETRP R/ BENER. Ak, SRFTRERIRE S IIEREH

AN EHREIES . RE. FREEMESHNENGIR jsonXXHH1T tridentctl backend update’,
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

RIRTIE, FAEBERMIMIE ONTAP EEMAFRNENE, AEH#HITEHER. BHRIEH
, AIAAPARMZMNMER. 25, BREERUERFIESR, ARSI ONTAP SEF kR
IRIEH,

EERASTHNERIRERENIANR, UASFNEZREINEEE, RNNEIHEMKRAE, Astra Trident
AILLS ONTAP Gl TIBE H A IERKHEIZRE,

fEFXE CHAP X EEH#HIT R I0IE

AStra TridentA] LA XN @ CHAPXISCSI= 1TB{PIE ontap-san M ontap-san-economy RENFEFo
XEE/SH useCHAP &, BN true’ ':F', A{’Fﬁﬁ EiﬁSVME’JEﬁMFﬂJ&F‘EzéEEE%?J?XI‘]CHAP, ¥
RERHXHFNARZNZEH, NetApp BiIVERANE CHAP 3 EE#HITH M. BRI TERERG:
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

C) useCHAP B Z—NMu/Rikll, REERE—R, ABRT, BHEGE RN false . BEHIZREN
true [, TEBHEHIGEN false o

BRY useCHAP=true ZI, FIHENEMHEIE chapInitiatorSecret ,
chapTargetInitiatorSecret , chapTargetUsername # chapUsername FER, BT

tridentctl update BIEREIH, AIUEXRXLERH,

TERIE
BidIE useCHAP BB N true , FHEBIERIST Astra Trident TE7ZE/GIHECE CHAP , HhafE:

* £ SVM Lig&E CHAP :

° INRSVMBIERIABBiEF L2 X B fanone (FAINRE) M*EHERBEARILUN, Asta TIDent=IFEAIA
Z2RAIGE N cuapr ARKEALECHAPBIER UK BirA R B EE,

° 318 SVM & LUN , M Astra Trident R*&1E SVM L2 CHAP , X RIHERERMSVM_ EEBEE
BILUNAYIA R AR Z PR,

* BCE CHAP BatiZF AR BArAF A MEE; AAE/EIRACE TEEXEER (M LEFR) .

tliEfFiRfS, Astra Trident 28IE+HNAY tridentbackend CRD , #¥& CHAP BB AEEN
Kubernetes 213, Itbf5imHE Astra Trident SIi2BIFFE PV #3583 CHAP #TiEHEMEE,

R EH BRI

&R LUBId B #T backend. json XHHBE CHAP SR EH CHAP £iE, XEEFH CHAP B HFEH
tridentctl update #p<RMUXLEEN,

@ FHGEERH CHAP e, %AER tridentctl XEFGiE, 577385 CLI/ONTAP Ul B
FHEERE FMER, AH Astra Trident S5 1EEUXLETE X,
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e —— e — e e ettt
t——— R +

MBEEZERAZEMm; WREED SYM £8 Astra Trident B3, NMXLEERREREREENIRS. FEEEE
REHMENERE, IEERESRRFRITENRT. WAHERMEZAN PV BSRENERAERENETE.

ONTAP SANED & 3EINAN =1

T RRAN{AI{EAstra= IR LRI EAONTAP SANIREHIEF. A TiRE T /5
Zl|StorageClassesiV /G imAc E R FIFIIFAE R

[EUHECE I

BXEIHECEED, HSM TR

=K Description Default

vehfgZs 42 1
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2

=

storageDrive
rName

backendName

nfE B H

datalLlIF

sVM

£ cHAP

chapInitiato
rSecret

RS

chapTargetlIn
itiatorSecre
t

chapUsername

chapTargetUs
ername

BEFURIES

clientPrivat
eKey

Description

FHEIREDAE P B R AR

B E X &Mz iE G
SR FHSVMEIELIFAYIPHIE,

I LEE T2 REE S (FQDN).

MREARIPVOIRERE T Asta=7tH. MBI LUGENE
FIPveitiit, IPveitiibAI(ERSIESHITENX . a0
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
lo

BXTHMetroClustert]Ji. 5B [mcc-best]o

WY LIF B9 IP b3k,

15 iISCSHEE. Astra TridentfEFE "ONTAP 1%&#
MELUNBRET" &I Z R SIEFAFIVISCI LIF, 40
RHI. WEERES dataLlF EFRE N,
*JtFMetroClusterd B&.
E{FEFPAY Storage Virtual Machine

*I5E& M, [mcc-best]s

*IFFMetroCluster& &, *IH5E M [mcc-best]s

{EACHAPITiISCSIFIONTAP SANIREHIZF 1T B 1956
WE[#R/R1E], REBN true itAstra TridentI/FIRLATE

BISVMERE H{ERANECHAPENBRIABHIEIE, BS
Il "EZFEFAONTAP SANIKSIIEFECE fGin" T fRi¥4

-
=8,

CHAP BopiEF%H, SR N usecHAP=true , MA
AEIN

BEWATEN—HES JSON BIBIIRE

CHAP BirBiiEFE . MR useCHAP=true ,
M) S AZEIR

NP &Z. SR N useCHAP=true , NMFNEIR
B &, 2N useCHAP=true , MR

F P ImEHR Base64 fiD{H. ATETIEBNE MR
iE

K Fin% A% AR Base64 iDE, BFEFIERNE
RI0IE

Default

ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san,
ontap-san—-economy

IXEhiE R MR+"_"+ dataLIF

"10.0.0.1 ", "2001 : 1234 :
abed @ © : fefe]"
FSVMIk4E

WERIEET SVM managementLIF

» W&AE

false

1M


https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html

=2 Description Default

=

trustedCACer %2{E{E CAIFPHH Baseb4 HhE{E, A%k, BFEFIE ™

tifate BRI S IR,
RR& 5ONTAP £EHBIEFTRNAFR 2. BTETRENS "
B35k,
=5 5ONTAP &EEHBEFERNEE, ATETEENSHG ™
I3k,
sVM EfF R Storage Virtual Machine WRIEE T SVM managementLIF
, R4
sTRAERIER £ SVM RECEMENERAILZ. TEHREENR. B trident

B H. EREE— IR,

limitAggrega MWRFRAEEILEDLL, WEEXK. MNREFERE ™ EHABERTREFILHE)
teUsage FFNetApp ONTAP [GiffJAmazon FSX. 1B701EE

limitAggregateUsageo ety fsxadmin

vsadmin BB ENERSFERBRPMIREINR.

fEFAstra Tridentxd ELi#17RHl,

limitVolumes YNRIFERMEA/NEIUE. WEEKXKK. I ES "FIAER T AREILHE)

ize PRI E fqgtreeFILUN B EBRERI R AR/,

lunsPerFlexv & FlexVol B9Ex A LUN #1, #AT7E 50 , 20035BFE 100

ol |7§|

debugTraceFl MEEHHBRNEMFERIIARNS. a0, {"api": null

ags false. "METHO": true}
PRIEEEFEHITHRIEHIBRH B EIFMAN A EZME. SNE
MIER,

useREST FAF{EF ONTAP REST API f9%/RE5K, true XFONTAP 9.151H B SR
useREST IZB NBY true, Asta=imiE{ERONTAP , B falseo

REST APIS5GImiB(E,; RENE false, Asta=imid
EFFIONTAP ZAPIIAR S FimE{E. tINERER
FAONTAP 9. 1. 1R EEhiRads, Lthoh. EFRRIONTAPE
RABUTNERGAE ontap MR, FENXNMA
BRI LUAEX— vsadmin B3K cluster-admin o
MAsta=754024.06 kR ASFIONTAP 9.15. 15 E S hR A
8. ZRIANBER TS userRESTIRE N true ; B
useREST ¥/ false LUFERONTAP ZAPIE A,
useREST e2RTENVMe/TCPEXK,

sanType ERIER iscsi MFiSCSIT nvme EA iscsi R AT
FNVMe/TCP,

RTFEREENEIRECE RN
SR ATE P A X EIATUTHIBOARE defaults EEEHD. BXRAI, FESRUTERERG.
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2

=

spaceAllocat
ion

sTUETRE

sSnapshot =®

gosPolicy

adaptiveQosP
olicy

sSnapshot i
=2

splitOnClone

s

luksEncrypti
on

securityStyl
e

DERBE

nameTemplate

SECE T

Description Default
LUN BY== [l 3 e "IER"
TEIFMERI; "T"(FE)HE"(F) "I
EFHAB Snapshot K& "I

EHBIENE DA QoS HKE&H, EFSNEEM /
[51%89 qosPolicy I adaptiveQosPolicy Z—, 1
Astra Trident F &/ QoS HREELAFE ONTAP 9.8 5§
BEEhRA. BINFERIEHEZQoSHEIA. HARIEREA
DANBAFEIERE. HZE QoS HREEAKIFIEL
E N 2B EF5E LR,

ERCENE DN EIEN QoS KA, EFEsIME
figit / [FimBY qosPolicy I adaptiveQosPolicy Z—

HNREBFERNER DL gngAmo". My o

snapshotPolicy /"none". &N

?9""

false

BIETeER, MERXRIFDZ5ME

T¥E L B ENetAppBINZE(NVE); ZhiAF false’s B false
fEALLIEI, HMIEEERE LIRS NVE BiFaIHE A

NVE ., tNR7EGEimERETNAE. M7EAstra TridentdAD
ENEASEHIEEEANAE, BX¥MAEE. 5L

"Astra Tridentf1{fAI SNVEFINAEEZ &EA"S

BRALUKSHII®E, B2 "EALInuxR—ZH1%
& (LUKS)"

NVMe/TCPAZ #5E FA LL RE RN

MENZ 2R

unix

JFFONTAP 9.5 SVM-DRZ B AR
B. A"XIRE"

fER" T "HIE RS

BT eI EEXERMEIER,

TER—MEX T EIMERRG:
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

X TFFER ontap-san BENIEFRIEMIFRESL, Astra Trident 2@ FlexVol E9MNAIN 10% B =
@ » LIRS LUN JTEE. LUN BERBFE PVC FiERIHELIA/NEITECE, Astra Trident 3§

FlexVol &0 10% (£ ONTAP RERARTAKX/N)  ARIERREMEKRNTHETE, ILE

BUREIRALE LUN ZRARRES, BRIFEFZRSFIARIATE,. XAERT ontap-san-economy.

MFENX snapshotReserve HfGiH, Astra Trident RN T A NITEESRIA/:

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 2 Astra Trident [/ FlexVol ZiFMNARNN 10% UB LUN o8, 3TF snapshotReserve =5% , PVCiB
K =5GiB, £E2K/\N5.79GiB , AJAEK/NA 5.5GB, volume show BN ERS U TRAIZEURILE

Aggregate State i Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd
online RW 5.79GB
_pvec_e8372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

Ba1, AR NENNEEERMITEIE—T%,
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RIRECE A
UTFRAIERTRAZSHEHREAMANENESEE, XBEXEHRNRESETTE.

(D IR Amazon FSx on NetApp ONTAPSAsta Dent&E & fER. NIEINE NIEEDNSZR. M
R2IPihit,

ONTAP SAN/RfI

XZ2EANEREE ontap-san RENFEFo

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

ONTAP SANZ 4RI

version: 1

storageDriverName: ontap-san-—-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

1. 31
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TR RImEITECE. NBEREVIRMYIEEFHERFREX "SVMEHIFIME"

BT REY)IEMYIO]. 1BEERISESVYM managementLIF FH B dataLIF ] svm parametersffliN:

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

E TR SR IIIERA

EARBEARRERGIF clientCertificate, clientPrivateKey, # trustedCACertificate (Ul
REARSCA. MEE)FIEF backend. json MR FRBEFIFIER. TRRAFASCAILES
Hbase644mi3{E,

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
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XA CHAP I

XL RGER G iR useCHAP BN trueo
ONTAP SAN CHAP: =l

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SANZZ £ CHAPI

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe/TCP= {5l

RATIEONTAP/S IR AISVMECBNVMe, XENVMe/TCPHIE A FitAE,

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

fEFAnameTemplatefY /S iHEZ & =15

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults: {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.R
equestName} 1"
by
"labels": {"cluster": "ClusterA", "PVC":
"{{.volume.Namespace}} {{.volume.RequestName}}"}

RE At S i {5

EXLERFIRREX X4, NFAEEEMKE TIRERIME. B0 spaceReserve T spaceAllocation
Hfalse. Fl encryption Hfalse, EINMTETFEIDFIHFHITE N

AEA 27E"Comments"FEEHIGBEEITS ., TR 1EFlexVol LI1&E, EEIER. Astra TridentiF It LMY
FREREERRIEES, T AERELN. FEEER R UIRIGFEANS N EIHIES E XNIFE,

EXLERGIR, FLEFEMESBITIZRE spaceReserve, spaceAllocation, # encryption {H. Mk
MEBEEIAE
E=EmA o
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ONTAP SAN/fI
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'

120



ONTAP SANZZF MR

version: 1

storageDriverName: ontap-san-economy

managementLIF: 10.0.0.1
svm: svm _iscsi eco
useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe/TCP{l

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20"
defaults:
spaceAllocation: 'false'
encryption: 'false'

5 EmSTE| StorageClasses

AR StorageClassiE X P M [ EIRR o F parameters.selector FEEH. & StorageClass#f=
sHATATFRESHNEMM, SREEERIMHHAENXEZNHH,.

* o protection-gold StorageClassiFIRETEIFRRIE— N EAM ontap-san fGik. XEMW—IRHEEhER
PRI,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* . protection-not-gold StorageClassiGREIEIFHIE —PNFE=NEIMA ontap-san fGiw. REX
LE R HAVRIP RS R 2golds

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysqgldb StorageClassFRETE|FYE =PI ontap-san-economy [Fif. X&/Amysqldb
KRN BEEFREFMENEE R —i,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* . protection-silver-creditpoints-20k StorageClassi&BRETE|FAYE —NEIMAM ontap-san I
Imo XEME—IRAIRERIFFI20000™ME A =AY,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* o creditpoints-5k StorageClassiFIRTEIFRIE =D EAM ontap-san FHIFiHNEEEIAA
ontap-san-economy [Glf. XEM——{EH=EI500089:t™ Mo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* o my-test-app-sc StorageClassi§MREIE| testArPP HBEIIA ontap-san IKEIFEF sanType:
nvme, XEM—HAM™ M testAppo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Astra Tridenti/REEFW D EA. HBFEHEFEENK,

ONTAP NAS IRXcHiEF

ONTAP NASIKohFEF LA

T BRSN{AI{ER ONTAP # Cloud Volumes ONTAP NAS IXoHiZFFEZE ONTAP Sl
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ONTAP NASIRGIEFIFME R

Asta=infEfifie it 7 LUFNASTEERTNIZRF . AT SONTAPEE#HITEES, IFHILEENEHE
. ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

@ WNREERAstra Controli#{TRIF. MEMIEEH. 1BIRIE Astra ControlIREHEFE A 14

Konizre Y BRI YIS RIET RN HRR

ontap-NAS NFS NHRSG Rwo. ROX. rwx. RWO "' nfs, smb
SMB P

ontap-nas-economy. NFS X4 A% Rwo. ROX. rwx. RWO ", nfs, smb
SMB P

ontap-nas-flexgroup NFS XHRG Rwo. ROX. rwx. RWO " nfs, smb
SMB P

Astra ControlIRchHiZF F A4

Astra Control ] AfEFRIENEIRETEFRIP. RMEME M oh % (TEKubernetesE8 2 [B]#% 5% ) ontap-nas
, ontap-nas-flexgroup, 1 ontap-san IRaHFEF. SN "Astra Control EFETIRHM4" THIFMER,

* £ ... ontap-san-economy REHKAMEFERE RIS TN, A2ERIE "2
HIONTAPHERE!",

@ * {83 ... ontap-nas-economy RE YK A MEEREHETHES TN, A2BRIbE =i
FIONTAPZEIRS" 1 ontap-san-economy To/AERIRENIEF

* /05 ontap-nas-economy FISIERIF. REMERBHIMENBR.

FAF R

Astra TridentiZ LIONTAP & SVMEIE R B{Hi51T. BHEFA admin E£EAF K vsadnin SVMAFHEGHEF
AENEMZFRAR,

JFFEAFNetApp ONTAP BJAmazon FSXERE. Astra TridentR/ S FIEEEELIONTAP {SVMEIE R B 49517

fsxadmin FAF 3 vsadmin SVMAFRHEBHRACHNEMBIFNEF, o fsxadnin AP EEBHEEAH
FHRBERERXEBF.

WRMFH limitAggregateUsage B, WHEEEHEIERNIE, iEHTF NetApp ONTAP HY
@ Amazon FSx 5 Astra Trident £5&{FAEY, limitAggregateUsage BAERATF vsadmin
# fsxadmin AP, NRIEELSE, EERIEEEK.

BT UEONTAPHEIE— A LU H = mIRshiEF ARSI Fai A e, ER1IAEINXEM. KZEHH
hRZsAY Trident A2 AAEEEEBNEM APl , MMIEALZTEREES S HHE.

& EFONTAP NASIE i E /Gl
T R{EFRAONTAP NASIRGIIZFECEONTAPEIHME K. F4IWIEEINFS HFHEg.
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2K

* 3 FFFE ONTAP i, Astra Trident EEZE/DA SVM DE—1NEE,

s BRI LUB1TE N IREIIER, HelEismER—PNRGIIEFEMFEES, G, EaUEE—MERNESE
ontap-nas REPIZEFMFE RS ontap-nas-economy —1

* FiBKubernetes TIETI m &M ML EELHMINFST A, B8N "It BXFHAEE:
* Astra TridentfN 2 #5315 SMBEEEH FIWindows T ;2 _EIz1THIPod, 1BEE N EEILESVMBE THIIFMEE,

JTONTAP/GiH#H1T B9 I0IE
Astra Trident 12t T H#X% ONTAP Gim#{T S0 KIERIET .

s ETERE: HEXFENONTAPEIRAE EHHINIR,. BINFEASTEXREERABXEIKS. Fla0
admin 3 vsadmin LIRS ONTAP MRS RAFRE M,

BRI EXBERERHRLEIED. A aEFAstra TridentSONTAPEEHHITIBIS, b, FIREXHM
BEEFPHIES, ZAMAE CAIEFHRY Base64 RiGE (MREA) EIY .

EEILEFIE Rin. UWEEETRENGENETIEBNGEZEE, BR. —RINFHF—MEHIIES
o BYMREIHMBHIIES A KM EIHREETRRIFINET %o

@ NREZHAFE R EEIER. WEHRIEEEK. HER—FKEIR. BHEEXHPIEM
T SR BERIIE %

BRETEIENEHIIE

Astra Trident & SVM SEE / £ESCENEE G EIEA8ES ONTAP Eimi# @S, BIVERITRAERTIE X

A, 90 admin 3% vsadmin o XA LRSS AFEL ONTAP RAEMERIFRES, XLEARAFGERFEINEE AP

RFEERKBY Astra Trident iRASER, FILIBIZBENXZEERABHBEEAT Astra Trident , {BREINfE

Mo

[EumRE X0 TR
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

IR, BREXEEEUANSERFENE—IE, IERRE, BFRR / BEEER Base6s #H1T4RIEH
76&79 Kubernetes 50, i / EMEHEM—FETHREENTE, Alt, XZ—IT{XHEERRITHIRE
, H Kubernetes S ZEEIERHIT-
BREFIEENS4HICIE
MMM ENGEHA LUERIERHS ONTAP Eifi#TEE. BREXEE=1EH,

* clientCertificate : B imIEHHY Base64 43 {E,

* clientPrivateKey : XExA$AH) Base64 Ri3{E,

* trustedCACertifate . Z{5E CA iEHH) Base64 fmiIE, INREHRES CA, MAtHttSE, MNREREE
FBrl{E CA, MBI ZEILIZE,

HANTEREFEUTIE,

p

1. £EREFPIEPRA. £/, B2AE (Common Name, CN) iEBNEENSHILIER ONTAP
BF.
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ]S CAIEHAINEI ONTAP &£58%, ItiRBrAIseEMFHERERNIE, MRKEREIE CA, WAL,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 12 ONTAP S8 L REXFIRIEBMNER (MTE 1 718 -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. HaIk ONTAP 2B RABHF cert BMNIWIEGZ.

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. FERAERHNERNNR S HIF, & <SVM B8 LIF> F1 <SVM Z#F > B SR LIF IP 1 ONTAP Z#F,
SRR LIF BUARSBSREZIKE N default-data-management o

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"

vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. f£F Base64 XIEH, HEAMAIE CAIEB#HITHRIG,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64

7. ERAMN E—TRENVELIRER.
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et ettt it
o +—— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e e it ittt et P
+————— - +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o f——————_ Rt et L P
o t———————— +

T S IIE TS A BRI R

eI LIERIE Rin AR EMS R IIE R AN RREFRE, XRMANEEH: FRARS /I BHENERKAT L
SERAERILES; ERIEBNEHIUERAETRFR / BENER. Altt. SXRERIRE B HIEIESEH
RINFNBMIIES%. AE. FEREMGEMbackend jsonXX . ZXHEEBERITHFAESE tridentctl
update backendo
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cat cert-backend-updated.json
{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

WIRER, FHEIRRUMSE ONTAP LB MEN, AEHTEHRER. BIEHe
() LURRPRENS NS, 25, GREERLERIES, AEALUM ONTAP E2ERHIR
B,

EFERASPEHNECIRENIR, BASEMEZGRINEERE, RIINEHREMNKRA, Astra Trident
AILLS ONTAP Gim#t{TIBEH A ER KM EIRIE,
EIE NFS SR
Astra Trident £/ NFS i SRB&KIZHIM HECERIERITR
EASHRIEET, Astra Trident 324 T FNEIN:

* Astra Trident EJLIBISEESHRRAS; FINMRFERAT, FREEASEE—RTUES IP ks

CIDR $RFIFR, Astra Trident 2 BB FXEEENT R IP ANEFHREH, &, MRKEEEMA
CIDR , NET R LILEIMEA2FEEERERE IP #RARINEI S HREH,

* FREERTUFHEESHRIEFRMAN, BRIEFEREDISE T ARINSHKRIEZIR, TN Astra
Trident B ERARIANSH L,
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SEES LR

Asta =X AR T Eh S EIEONTAP/G IR S H SRBEBITNEE, XiF, FHEEERMAIUATETR IP EEAWF
Aottt ==a], MARFHEXERMU. EXKAELT SHERBRERE,; EARURBTIBREFHTIEIMHEE
B b XBB RN EFAEERRIARIRE ANAFIPU T EE CERNN TEN RiAR. MMFEHEAR B
e,

EADSSHERI. 57ERMRHE 5 (Network Address Translation. NAT), fEFINAT
() 0. RSB ARSIBIENATIN, MARSIRPEA ML, Fit. MRS EMNETE
PRI, MBI,

Nl

HIERRNEEED,. FTER—NaihE R

version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true

@ fERALLThRER . EATRHRSVMAIRESAB LRt/ EZNFHRE. FEBEARITT RCIDRIRAY
SEAN(FIINFRINS L), 1RELERENetAPp BRI RESLE. NAstra=InfFiEEZ FASVM,

TR R LRRAIx It Thae sy TERIEHITHINER:

* autosExportPolicy IREN true , X/ Astra Trident &8 svml SVM GIEFH KL, HEH
autosExportCIDRS HIIFERAMIEFMAYAINFIMIBR. BI%0, UUID 73 40305326-8482-40db-96d0-
d83fb3f4daec H autodExportPolicy BN true MNRIHKRTE SVM LE8JE—1R A trident
-403b5326-8482-40db-96d0-d83fb3f4daecc HISHKE,

* autosExportCIDR EIEMUNRTIR, WWFERAFNEFE, BIA% "0.0.0.0/0, ": : /0", MERREX,
M Astra Trident AN LT R LI EIRFAE £ BSEE RSB L,

EUERBIR, FRMET 192.168.0.0/24 #lt=(a], XFRRUEEUSEEIRR Kubernetes 15 IP & 7RI0%! Astra
Trident 8IS HERIEF, % Astra Trident EMEGEITHT R, E2KRRZT A0 P ik, HiRiE
autosExportCIDRS FRIZHAMIIBRITEHITIOE, THik IP 5, Astra Trident R AELZIMMEFis IP gIE
SR, HAEFZHNENT = EIE—N,

SR, B NRIRER autosExportPolicy M autosExportCIDR » &R LN BohEEN fGimH NHT
# CIDR , el LURIFRINERY CIDR o PR CIDR BHIES A/, BRI EZEARMA. S0l LLEERG
ImZAF autosExportPolicy , HEIREIFHEIEBNSHEE, XEEERIHALEFIKE exportPolicy B
508
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1£ Astra Trident SIS EFHEIRGE, ERLUER tridentctl BFENB tridentbackend CRD M &Gl

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4

T SARMNEI Kubernetes 5855 (A Astra Trident 1=#I287EME, NERENSLEREEN FRECINI
FIEiHMY autosExportCIDR FRIEEAMASEEIAN) -

BT s=f5, Astra Trident RICEFREBNGIE, BIBRZT SB0ARIN, @it MZE GRS H RS
BRILTIS IP , Astra Trident AJFALEREER, BRIELL IP THREEPIFTH RESFER.

MNFLUFIEENRR. 1BFEREMEI tridentctl update backend BEfafRAstra TridentBoIBEIESHE
B, X RIE— P UUEIRUUIDG BRI SHERE. Bin LNESEEMEZSNEERMCIENS LR,

(D MErEA B EES HREHERSRIFHS RIS LR, NREMEIERR, WIKEMR
R, HEEHRTFHRE,

WREHF 7IESIT R IP #ht, NMARELT R EEH/Z6h Astra Trident Pod o #Af5, Astra Trident 3$&E#HE
EIENGERNSHER, MR IP B2,

EEICESMBS
DOEHEES. A LUIERERESMBE ontap-nas RENFEF,

@ FoE. ERNITESVM EENEENFSFHISMB/CCIFSHMY ontap-nas-economy i@FFHA
ZRONTAP HISMB%, WRFKEEFLLEHPE—HN. NALERE SMBERIERF KK,

Faz Al
FECESMBEZ AT, EIURE LT 5+,
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* —/Kubernetes®E&f. EHREE—MLinuxiThlgs T m AR ZE /D —1ME1TWindows Server 201989Windows T
ET 5o Astra TridentfNZ & SMBEEH EIWindows T ;2 _EIE1THIPod,

* E/b—PEEActive DirectoryE1EHIAstra TridentZ$8, LIERLZEEH smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* EEEAWindowsAREZMICSILIE, BEE csi-proxy. BN "GitHub: CSIYIE" & "GitHub: &M
FWindowsHICSIHEIE" & BF1EWindows_LiE{THIKubernetes T &=,

p
1. S FHREBONTAP. R LUEIZFRCIESMBHE., WAILIEFAstra=infFE NG L E— M=,

@ Amazon FSx for ONTAPEESMBHE,

EEI LAER U TR AR 2 —RIZSMBEIEHE "Microsoft BIRIZH 6" HEXHREE R TTHFEAONTAP
BLITRE. EfEFAONTAP S TRHECIZESMBHER. FHRITLUTIRE:

a. AEKE, AHELIBERRIZEM.

o vserver cifs share create ﬁ%%&ﬁﬂ@?t?ﬁﬂfﬁliﬁﬁ-pathﬁlﬁﬂlﬂ‘éiﬂ’\ﬁ%@o WNRISTE R
BAREE, WapSREK,

b. S S5EESVMEXEXHISMBHE:

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C BIIRRELIBEE:

vserver cifs share show -share-name share name

() msm bl VB £3 THREE¥EEL.

2. g EmE. HIAECE UL TRBUIEESMBE, BXIEHTONTAP EiRMFIEFSXECEIED. 1EEN EH
FONTAP BIFSXBL & ZEIAN ="
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https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html

=2 Description T A5

smbShare BRI LIBE L TFIEIN z—: {EAMicrosoft BI2#TH|8 smb-share
FONTAPHLITHRECIENSMBEZZFR, &
FAsta=IwZIIHEECIESMBHREZMNBIR; IE. &0
UGS BT UG L E# I TEAEZIAE,

X TFAEBONTAP. Lt ERZFIERY,

b & #3FF Amazon FSx for ONTAP G i g ;AR

ap M- g
Z:Hb JTo

nasType *AINEE N smb IR AT, MBEKIAA “nfso smb
securityStyle HMENZ2ER. NIISEN ntfs 5 mixed A ntfs ¢ mixed X
FSMBE, FSMB&

unixPermissions HENER, WFSMBE. “MET,

ONTAP NASHD &I AN

T FRUNEIBIZRONTAP NASIREhiZF H I HA FAstra=in R, ANEM T EimREY
Zl|StorageClassesBY G imbt & R I F1IE (S o

[EiRECE TN

BXEIRECEED, BSI TR

B Description Default
vehRZs IRER N 1
storageDrive TZEIREIFEFRIZFR "ONTAP NAS ". "ONTAP NAS%
rName ' "ONTAP NASX A"
. "ONTAP SAN ". "ONTAP SAN£&
i
backendName BENXAMHEFHEGIR IXEHIZFE B FR+" "+ dataLIF
nfE A H &85 SVM B LIF B9 IP bt "10.0.0.1", "2001: 1234 :
abcd @ : : fefe]"

A LIEE T2 PRE 3 (FQDN)o
MRFERIPVOITERE T Asta=7tH. MR LUSE NE
FBIPveithiit, IPvetItAERAIESHITENX .. a0
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555
o

B XTEMetroClustertlift. EFEM [mcc-best]o

134



dataLlIF

sVM

autosExportP
olicy

autosExportC
IDR

P&
EPIRIES
clientPrivat
eKey

trustedCACer
tifate

BAR&

=i
sTRIERISR

limitAggrega
teUsage

limitVolumeS
ize

Description Default

Y LIF B9 IP itk
TE)(FiEN)

BIIETE dataLlF, SIRFKIZMHULSE. NAstra

Trident2 MSVMIBEREUELIF, &R LUIEEATFNFSHE

Hi2EMT2MREE R (FQDN). MmE LLEIETRE

IADNS. LUETEZNEHELIF Z 18] S0 62 & F 17,

A LUEIRIREREN. BSW .

INREAIPVOIRERE T Asta=7c. MATLUSE N
FIPveititit, IPvestAbAER SRS HITENX. . HIdl
[28€8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
lo

*IFFMetroCluster& &, *3IFE N [mcc-best],
EfFEFPAY Storage Virtual Machine

, MRS
*3tFMetroCluster&Bg, *IFE I [mcc-best]o
BREMEIENEHRSHRER/RE]l. £/H

autoExportPolicy*ﬂautoExportCIDRsiﬁ
I, Astra Tridentr] LA BEHEIES H K&,

T iHi%EKubbernetesT5 | IPHICIDREIR
autoExportPolicy BB,

false

['0.0.0.0/0« ": > > /O"T

R autoExportPolicy M autoExportCIDRs i%
11, Astra Trident®] LB EHEIE S H R,

EWVATEN—HER JSON BIBIIRE

B IHIEBY Baseod HiDE, AFEFIEBNSHE "
i

=I5 % AT Baseod HSfE. AFETFIERNG "
HIIE

Z{EE CA LR Base64 fwiS{E, mlik. AFETFIE
B I0IE

RFEERIER /SVM AR, ATETRENSH

JO3IE

EEFIER /SVM NEE, BTFETERENSHIIE

£ SVM HECEMERERNRIZ. REBERTEEH  "ZHREX"

MRFEHEBEIEES, MEEEXK, * RERTFE " (BANER TAEHI5EH)
AT ONTAP HY Amazon FSx *

MRBEBRPVERNBIIE. WEEXK, Lt E=x
FRHIE HqgtreeFILUNA R BRI BRI ER A K/
gtreesPerFlexvol EWMAFBE XS FlexVol B
R Aqtree#lo

"(BRIAB R N AR HSL )

HEERULEGKE BSVM (J1RKHE

WMRIEE T SVM managementLIF
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B Description

lunsPerFlexv &1 FlexVol Y& A LUN %4, #4Z07E 50 , 200 SCE

ol V\]

debugTraceFl EHFRNEFBIIARGSE. Hi0. {"api":

ags false. "METHO": true}
15701EH debugTraceFlags BRIEEIEIEFHITHRIEHE
PRHEEZIFMANETEE,

nasType FEENFSTHSMBERIE, EMEIE nfs, smb A
=T RINBERT. BIRENTEZENFSERENT,

nfsMountOpti NFSEEHEES 73FR5IR. KubernetesFFAER

ons BEHATIREEFEEDIEE. BINREFMEEPRE
EHEHIE. NAstra Tridenti$ R EIE R ZEGIRED
BEXHHRIEEERHED, MNREFELIEEHFF
KRIETHHIET. NAstra Trident AT X LRI A M
& _EIGE AR,

gtreesPerFle &1 FlexVol &K gtree #1, #JNTE 50 , 300 SEHE

xvol |7<_|

smbShare BRI LIEE LU TR 2 —: {FAMicrosoft BIRiTHI&
FONTAPERLTTRELIENSMBHEEM R, &
FrAsta=IHEITHRECIESMBHEZMZFR; SE. &0
DRSS ET SIS E#HITBREEZEIRR,
IFTFREFONTAP. LthEEERHEN.
&3t FAmazon FSx for ONTAP/Sim A IEIR, R
BENT,

USeREST FAF{8EF8 ONTAP REST API F97%5/RE#1, useREST

WEBENN true, Asta=ImiG{EHONTAP REST APIS
[SIEES; BENN false, Asta=iEEHEAONTAP
ZAPIER S EiREE. tINEEREEAONTAP 9.11.1
KEShRAS, Lo, FERIONTAPERABXNIMAEN
1518 ontap MAERF. TEXHMAER LUHEX—
vsadmin B3K cluster-admin . MAsta=7t

£H24 06hRASFIONTAP 9.15 1B S hRAFIA. BRINE
M TFZ= userREST IKEN true ; B useREST XA
false LIfEEFEONTAP ZAPIEF,

RFEEENEIHECE LN

Default
ll1 Ooll

H}

II2OOI|

smb-share

true 3 FONTAP 9.151HE Sk

, BN falseo

TR IR R EAREETUERIBIARCE defaults BEEEED. BXTA, BEEUUTERERG,

Description

spaceAllocat LUN BY=[E]5 AL

ion

s ERE SIATIGE; " (H )8 ()
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2

=

sSnapshot R

B

gosPolicy

adaptiveQosP
olicy

sSnapshot T
2

splitOnClone

e

DERB

unixPermissi
ons

snapshotDir
exportPolicy

securityStyl
e

nameTemplate

Description Default

E{FEAY Snapshot K& nen

EREENEDECH QoS KA, EFEEF I F#EM/ ™
[5i%89 qosPolicy ¢ adaptiveQosPolicy Z—

EABIENEDENEIEN QoS HK&H, EFESIME
figith / JFImBY qosPolicy B adaptiveQosPolicy Z—-
A% ontap-nas-economy.

NIREBFIENEB 7L gnERA"0". MHg"o"
snapshotPolicy /"none". HN
?glm

IR, MERXRIFD Z=E false

T L B EANetAppBINZE(NVE); ZhilJy false’s B false
fEALLIEI, HMITERE LIRS NVE BiFaHE A

NVE ., WMNREGHERATNAE. NIfEAstra Trident?EZ
BT ASEIEERANAE, BXFAEE. 5L

"Astra Tridentf1{fAI SNVEFINAEEZ &EA"S

fER"T "B R 3FFONTAP 9.5 SVM-DRZ BiRYAD
B, A"XIRE"

MEIED "7TTT"RANFSE; T(RER)E
T SMB%

EHIXFEYIEIR) . snapshot BHR false

EFRANSHER default

MENZLE, NFSEHF mixed Ml unix IR NFSERIAEAN unixo SMBEAIAEN

o SMBE#F mixed M ntfs LRI, ntfso

BT eI EEXERMEIER,

7E Astra Trident A QoS HKIZLHAFEE ONTAP 9.8 REShr A, EINFEAIEEE QoS KA
() | tmEEmaAslNETFE I RS S, 33 QoS FRABHIAE LIRS R EILE T L

Ro

SECET

TEHE—TMEXTRIAMENRG:
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

3FF ontap-nas M ontap-nas-flexgroups , Astra Trident ILTEERFEIITERE G EEKHIR FlexVol BY AR/
1IEH, H{EF snapshotReserve B43tbF1 PVC . HEAFIEK PVC BY, Astra Trident 2fERHFITEEIEZREEE
= EINIRA FlexVol . LitEAIMRAFE PVC FREIFMERN BRI E =8, mAR/NFEFERN=E, £
v21.07 281, MNRAFIBER PVC (f5lg0, 5GiB) , #H snapshotReserve 7§ 50% , MR =3K1E 2.5 GiB Y
AIE=E, XERNAFIBRNEENE, M snapshotReserve 2HAN—1ED L. 7 Trident 21.07 |,
BRiEKMERIE=E], Astra Trident 3 snapshotReserve number EX AEBNENET DL, XFEAF
ontap-nas-economy" o WU TRAILLT BETIERIE:

HEAENT:

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

3tF snapshotReserve =50% , PVC 13K =5GiB , 2K/ 2/.5=10GiB, AJEX/\A 5GB , XEBF
£ PVC IERAIERBIA/N volume show B3N ERS LU TFRAIZEMAIER :
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Vserver Volume Aggregate tat '‘pe Size Available Used%

_pvc_89f1lcl56 3801 4ded4 9f9d _034d54c395f74
online Rw 18GB

pvc_eB372153_9ad9_474a_951a_088ael5elc@ba
online RW 1GB

2 entries were displayed.

TEF4R Astra Trident BY, FoaiLEMNINE GIHERE LR RBERES, M TFEARZAICENSE, BNAEHE
SR/, LUEMRFIFAMAIER. 180, — 2 GiIB PVC , H snapshotReserve=50 earlier 28 —1\%&
Bt 1 GiB WA E=iE], 50, BFEKR/IEAZEN 3GIB A ANBEREFE— 6 GiB &_LiZ{t 3GiB BRI 5 =&,

xIRECERA
UTRAIERTRAZSHEHRENBDANENESEE, XBEXEHRNREETTE.

@ WRTEFRF Trident B9 NetApp ONTAP _Ef#F Amazon FSx , ¥4 LIF 5% DNS &#F, mF
2 IP ik,

ONTAP NASZZF R

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroupfjl

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster; 3|

TR UM EETRE. MR EYIRMYIEEFERERENX "SVMERIFIME"

BT[], 1EFERISESVYM managementLIF F A& dataLIF ] svm parametersffl0:

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB#& 5l

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
datalLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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ETFIEBR S (D INIERG

XE— " REEHIEE R, clientCertificate, clientPrivateKey, #I
trustedCACertificate (MRFEABECA. MANHEFIET backend. json MAHIRAEFIHIER.
T RZRAF S CAIEERIbase644mi3{E,

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BE)S SRR

LRI ER T W{AHER Astra Trident EFTHS S LR BN EESHERE, HREXNTFHENLE
ontap-nas-economy # ontap-nas-flexgroup JoIIEF.

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4
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IPv6ithiE Rl

WRFIERT managementLIF fERIPvEiiL,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

Amazon FSx for ONTAP{EFESMB% 5l

o smbShare EFASMB&HIFSx for ONTAPEE S,

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix
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fEFAnameTemplatefY/SiHEZ & =15

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults: {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.R
equestName} } "
by
"labels": {"cluster": "ClusterA", "PVC":
"{{.volume.Namespace}} {{.volume.RequestName}}"}

REH ISR 51

ZETEHETHRFIRHREXXHH. NFABEFENSE TIRERIAME. B30 spacerReserve .
spaceAllocation Hfalse. # encryption Hfalse, REINMEFEMEIED FFHITE N

AER B7E"Comments"FEERIGEREEIN® . 7EFlexVol L9188 77 ontap-nas 3¢ FlexGroup ontap-
nas-flexgroup. ERCEM]. Astra Trident2¥EiNM ERFIEREEFREES, AT HERL. FEEIE
SR] LRI N I AEE X7,

EXLERGIR, BLLEFEMESBITIEE spaceReserve, spaceAllocation, # encryption {B. ML
MEBEIINME
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ONTAP NASfl

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: 'false'
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: '75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0755"
- labels:
department: legal
creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755"
- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NAS FlexGroup:Rfjl

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NASZZF MR

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

B EiHSTE| StorageClasses

LU R StorageClassEXIEE M [FE /S0, A parameters.selector FEEH. & StorageClass#l
2FEHTATRESNEDNL, SBEEERIERENE N AHE.

* o protection-gold StorageClassiFMRFEIPRIE—NFIE Z PN EIMAH ontap-nas-flexgroup fg
i, XM B —IRMHBRERIPAIA,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* . protection-not-gold StorageClassMEtEIFRHYE = NFIFEMEMEA ontap-nas-flexgroup
[Gif. XLt B —IRHEETRIAIMRIPEIIRIM,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysqgldb StorageClassiGBRETE PRI AP EIAM ontap-nas fGif. XEAmysqldoZEEAIR A
FEFRHEE DA E R —t,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* o, protection-silver-creditpoints-20k StorageClassi&RgtE|FAYE =B ontap-nas-
flexgroup Gk, XEMW—IERHIEERIFF20000MME A =AM,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* o creditpoints-5k StorageClassiFRTEIPRIE =P EAM ontap-nas FHIFIHME Z N EIAA
ontap-nas-economy [Gif. XEM——{EH=E/I500089:t™~ Mo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Astra Tridenti/RTEEZEM N EMM. HIBFRHEFHEER.

B dataLIF YIMRECEG

TR UTEARECE R ECRBUELIF. HERBITU TS, NG IHJSONS R EHAVEIELIF,

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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@ EE%PVCE%EU—/PEJZ%’PPM\ MABRAFFENNPod. ARKEMER. FHEBIELIFAEE
o

iEFF NetApp ONTAP A9 Amazon FSX

% Astra Trident 53&FT NetApp ONTAP Y Amazon FSX &&1E M

"EFF NetApp ONTAP B Amazon FSX" @— MR RENAWSIRE. IR F Baifl
1IZ1THNetApp ONTAP IFEIRERARIREZIFN XGRS, BENEAFONTAP HIFSxX.
&) LR B IS 2K INetAppIhEE. MREFEIREIIAE. RFBIEAWS EEEEIERIEE
M. REM. Z2MMEY EMY, FSX for ONTAP 31HONTAP X4+ RATHEEFI B IEAPI,
BER

XHRGEZE Amazon FSX RV EBRZIR, FINTAEPERERY ONTAP &8, &1 SVM H, EALIGIE—1
20 E, REERRBXAMXHREFEEXRATRIHIESR. EEIEMAT NetApp ONTAP #J Amazon FSX
, Data ONTAP RfEAN=HFEITEX R SR M. MBI RGEETTA * NetApp ONTAP *

BT 3% Astra Trident 5iEATF NetApp ONTAP B Amazon FSx & &ER, &r]LIFA{RTE Amazon Elastic
Kubernetes Service (EKS) HIETTH Kubernetes &7 LA EH ONTAP FDBBRIX XA M S
ARE
* SMB%:
° SMB&E X FHER ontap-nas (XFRIREHIZR,
° Asta Trident EKSIIEHINAZFSMB%E,
° Astra Trident{¥Z##1§SMBE & EIWindows 15 = _Eiz{THIPod,

* {EAstra Drident 24.02Z GiIRVRRZASH. T2 T Boh& B EVAmazon FSxX 4 Z& % L 8IS T A/ Drident
bR, EffAsta=im%E24.02FH EShRAFPELEILL RIS R, (BIERE fsxFilesystemID. AWS
apiRegion. AWS apikey #MAWS ‘secretKey TEAWS FSx for ONTAPH [GimED & X4,

NREHAsta TridentisEIAMAE. MR EBRIETE apiRegion, apiKey, #l
(D) secretrey BFBRERFMIASa=IE, BXHEEE, BB R JEHTFONTAP HFSXEE
AR

FSx for ONTAPIRGHFEF A5 &

& LUER LU FIRGhFERE #Astra Trident53i& I FNetApp ONTAP BYAmazon FSxEER :

* ontap-san : EEENE PV #EHE B SH Amazon FSX for NetApp ONTAP &AHJ—™ LUN o

* ontap-san-economi : /J NetApp ONTAP EEENE PV #i— 1 LUN , & Amazon FSX B
FEERY LUN #i=,

* ONONTAP NAS : FEEME PV #EEFRT NetApp ONTAP HI5EE Amazon FSX %,

* ontap-nas-economy. . EBEHNE PV #HE—1 qtree , XIF NetApp ONTAP %, &> Amazon FSx
89 gtree HER T ECE.
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html

* ontap-nas-flexgroup . BCEME PV #2i&H T NetApp ONTAP FlexGroup HHI5SEEE Amazon FSX

BXREIEFEMED. BB "NASIKEIZE" M "SANIRENTZF"S

SHIIE

Astra Tridentie (F S {3 I8IER T
* BEFEF: Astra Trident #EH SVM ERENIERS FSX XHERS LW SVM #HITEE.
* BTEIRE: EOUERXERSED fsxadnin B A SVM EEBR vsadmin AP,

Astra TridentRfE/9181T vsadmin SVMAR X AEHERAGHNEMBZTRNAR, EA
@ FNetApp ONTAP FJAmazon FSXEH fsxadmin BIRFEHONTAP A admin &£
Fo B{158ZUIEBINER vsadmin {#HAstra Tridento

AU EHRREUERETEREN G ZMETIEBN A ZE#860, B2, REZ SR EREMER. N5k
BRI, BB EMEHIIESE. SN EIREEPRIRIE 5%,
EXBRESMRBIIMNFHAERE. 158 RERTENRMIEFIEEN B HIIIE:

* "ONTAP NAS S {4 343iE"

* "ONTAP SAN S {4 L&iE"

ERTEKSH =S

B =B, Kubnetes Podr] LUBEENAWS IAMB&#1TEHINIERIFRAWSHEIR. MARRTEERAWSE
o

BEAWSHFIBRS M. EiAN

* {FHEKSERERKubenetesEEEE
s BREAsta=IINEE. HAEHE cloudProvider 38 "AWS" A cloudIdentity IEEAWS IAMAE,
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Trident =&

EFRA=mc BT L& Astra=1f. 7E%HIE tridentorchestrator cr.yaml &8
cloudProvider to "AWS" FIZE cloudIdentity SEZLAAWS IAMAE,

f5lan:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "AWS"
cloudIdentity: "'eks.amazonaws.com/role-arn:
arn:aws:iam::123456:role/astratrident-role'"

=43
ERAUTHREERE RERER "B T SRIE:

export CP="AWS"
export CI="'eks.amazonaws.com/role-arn:
arn:aws:iam::123456:role/astratrident-role'"

LT Rflig % Asta DentflSets cloudProvider to aws EHEIMETE scr HERAIFIETE2I8E "=
#RIR" $CI:

helm install trident trident-operator-100.2406.0.tgz --set
cloudProvider=$CP --set cloudIdentity=S$CI

<code>tridentctl</code>

AU TR T R E SRR T RS RS
export CP="AWS"

export CI="'eks.amazonaws.com/role-arn:

arn:aws:iam::123456:role/astratrident-role'"

LUTF R %2 Asta DentHiZE cloud-provider #RIEA $CP, M cloud-identityto $CI:

tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident
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THREZER
* "Amazon FSX for NetApp ONTAP 4"
* "B XiEATF NetApp ONTAP BJ Amazon FSX MIEE X E"

£ & T NetApp ONTAP f9Amazon FSX

1EB LUBIE R FNetApp ONTAP fJAmazon FSXX {4 &4 5Astra Trident&ERE. UAMAIR
7£Amazon Elastic Kubernetes Service (EKS)Fiz{THIKubernetes&E & 1] LIAC & FHONTAP
IR IFIRA KA LS

ER
ItESh "Astra Trident Z3R"EXEAFONTAP BIFSx5Astra TridentfERy. BEE:

* B%3E kubectl BYIHE Amazon EKS & 2f5k B EIE Kubernetes &%,

s AT MEBEM T ET 2iAaA9I B Amazon FSx for NetApp ONTAPX {4 & 4t#1Storage Virtual Machine
(SVM).

* NEFETENIFET R "NFSELISCSI

@ HaRIZEAmazon LinuxAUbuntuFR BT s ER L B #H1TIRME "Amazon Machine BR{&" (
AMIS ) , BAREURATFER EKS AMI 38,

* Astra Trident{¥Z#FiESMBEEE ElWindows T i _Liz{THPod, 15E N EHFELESMBE THIFMHAE R,
ONTAP SANAINASIREHIZFERK
(D WREHSVBEEE. NWATER EERESVBS AREH i,

P
1. EREAP—FhEFZ Astra Trident "SFZE757%"

2. INEESVMEIELIF DNSEFR, a0, FHAWSTHLITRMEEX DNSNane FAYZEE Endpoints —
Management BT TFH<E:

aws fsx describe-storage-virtual-machines --region <file system region>

3. BIBALEIEH "NASFIHSHILIE" 5 "SANSiH S HIEIE"

R LAM BT LUR R X 4 B ARERIEER SSH EREFIXHGRS (Bla0, RELEH) . 4
fsxadmin AP, BIEXHRAREERNZEDLUN AWS FSx describe XHFRL PHERE
DNS #&#F,

4. EREHEBMEIE LIF B9 DNS eI EmXHE, IUATRGIFIR:
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YAML

version: 1
storageDriverName: ontap-san
backendName: customBackendName

managementLIF: svm—XXXXXXXXXXXXXXXXX . £S5 —XXXXXXXXXXXXXXXXX . fsx.us—

east-2.aws.internal

svm: svm0O1l

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz

JSON
{
"version": 1,
"storageDriverName": "ontap-san",
"backendName": "customBackendName",
"managementLIF": "svm-XXXXXXXXXXXXXXXXX.fs-
XXXXKXXKXKXKXXKXKXKXKXKXKXX . fsx.us-east-2.aws.internal",
"svm": "svmO1l",
"clientCertificate": "ZXROZXJIwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...OcnksIGR1lc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"

}

gE. SR UERFETEAWSHIZBIERPHSVMEREFR P 2MED) I ERXE. T RFIFR:
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YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
managementLIF:
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name"

type: awsarn

JSON
{
"apiVersion": "trident.netapp.io/v1",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
by
"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-xXxxxxxXXxxxX"

}I
"managementLIF": null,
"credentials": {
"name": "arn:aws:secretsmanager:us-west-
21 XXXXXXXX:secret:secret-name",

"type": "awsarn"
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BEXEBRERNER, BESRLTHEE:

o "{F A ONTAP NAS IREhiEFE & fGin"
o & ONTAP SAN o2 =i B GiE"

HEZEESMBE
Ea] LIFEBAELESMB%E ontap-nas REIfEF. SThEl ONTAP SANFINASIRGHFZF R ST T B,

FIE 2 i
7 BEERAECESMBE ontap-nas REhFEF. NMATHE B LA T 514,

* —PKubernetes&E2f. EFRBEE—MLinuxiTHlgs T 2 UK EL—1NETTWindows Server 201989Windows T
ET =, Astra Tridentf¥Z#51ESMB&EEE FWindows T s _EiB1TRIPod,

* E/b—1E&Active Directory£iERVAstra TridentZh, LUIERZE A smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* BEE AWindowsARZHICSILIE, BCE csi-proxys 1F&N "GitHub: CSHLIE" 8§ "GitHub: &
FWindowsHICSIHEIE" & BF7EWindows_EiE{THIKubernetes T &,

p

1. BIBSMBHE, ERIUFERAUTHMANZ—EIESMBEEHE "Microsoft BEIRIZHI 6" HEXHKEERE
TCEEEFAONTAP fp<1THRE. EFEAONTAP shS1TREIESMBHEE. BHITUTIRIE:

a. MAERE, AHELIBERRZEM.

o vserver cifs share create S EESIEHLZHAE ﬁ’ﬁ-pathiﬁlﬁiqﬂ?ﬁiﬂ’ﬂﬂgﬁo WRIETE R
BAREFE, WepLRRK.

b. i 54EESVMXEXHISMBH = :

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

c PIIRRELIBHEE:

vserver cifs share show -share-name share name

() w0 o sve 3 TREEAES,

2. | EmE. HIECE UL TFTRBLUIEESMBE, BXIEHTONTAP GinlFIEFSXECEIET. 1EEN EH
FONTAP BIFSXEL & ZEImAN =51
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smbShare

nasType
securityStyle

unixPermissions

JEFAFONTAP HIFSXED & &A= 71
THRERFONTAP ByAmazon
BB

BXEREICE IR, B2 TR

2
vehRZs

storageDriverName

backendName

nE B H
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Description

BRI LIsE L gz —: f&F
FMicrosoft IRz H| & 3 ONTAP
B ITRECENSMBHEHNZ
R, HE mFAsta=ixZITHAES!
ESMBHER AR,

3t FAmazon FSx for ONTAPfG
im. WWSHIENEH,

*MIUEE A smb IR AT, MR
AN “nfso

MENZEER, BIUREN
ntfs I mixed FHFSMB%,

%ﬁ%ﬂ’ﬂ’fﬁiﬁo XFSMBE. N

—~To

FSXHY/atnAc & 1L,

Description

FREIEhIZF YRR

BREX &M iEETm
SEE¥3( SVM EIE LIF BY IP 3tk

A LU E e 2 RE % (FQDN),

WRERIPVOIRELLE T Asta=JT
2. MIRILUSE AFERIPveit
ht, IPveHIIEATIAR A ES E X
f51%0: [28e8: d9fb: a825: b7bf
: 69a8: d02f: 9e7b: 3555],

Nl

smb-share

smb

ntfs 5 mixed ¥}FSMBE

TR T R E TG

NG

4aL8 79 1

ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san,

ontap-san-economy

IXCHIERFRBFR +"_" + dataLIF

"10.0.0.1", "2001: 1234 :
abcd : : . fefe]"



S Description A5

dataLIF X LIF B9 1P ik,

* ONTAP NASIREHIZF*: EBilis
TEdatallF, SNRFRIEMHULBE
MAstra Trident& MSVMIREXER
BLIF, EolLEER FNFSIEH R
EM L PREE R (FQDN). MmeE]
LABIZEEIFDNS. LUETEZ MR
ELIFZ 8] SR fa & F17, a] LATEH]
BIREREN. BEEW .

* ONTAP SANIRZHFERE*: R
HiSCSIFETE. Astra TridentfsE
FHONTAP JEF M4 LUNBRET K & T2
U ERERIEFREMISCI LIF, 308
BEMAE X T dataLIF. NMIS%EREZE

= =

Ho

WRFEARIPVOIRELLE T Asta=JT
2. NMBTLUEE NERIPv6it
bt IPveHIIEA TR A ES E X
fle0: [288: d9fb: a825: b7bf
: 69a8: d02f: 9e7b: 3555],

autosExportPolicy BRBtIZNEHSHERE[R/R  false
{E]o 1 autoExportPolicy
autoExportCIDRs &I, Astra
Tridentr] LA BEh EIES H KK,

autosExportCIDR B FFiKubbernetes T3 s IP "['0.0.0.0/0". ": : /0""
BICIDR%IFK autoExportPolicy
2=

fEF3 autoExportPolicy
autoExportCIDRs &, Astra

Tridenta] L BohEIE S H 5FER,

ik BWHAFEN—HEE JSON B
BITREE

EPIRIEH P imiEPRY Base64 ‘Ri3{E. F
FEFIEBNEHIEIE

clientPrivateKey B FimE A% AR Base64 4whg
B, AFETEBMS DI

trustedCACertifate Z{S1E CA IEHHY Base64 Jri3(E,
Ak, ATFEFEBHNEHRIIIE,

BFR& BT EZREENSVMBERF B,

BTFETFRENSHEIE. F

M. vsadmin,

5 AT ST LB SVMIET,
FETFEROSHRIT,
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S Description A5

SVM E{FEMAM Storage Virtual Machine  dNRIEESVMEIRLIFNRAE,
sTRIEFISR £ SVM HEEMEERANFIZ. trident

BIBETAENR. BEMILSHR.
BEELIB— B EIR.

limitAggregateUsage *1870793& B FNetApp ONTAP BMER.
AJAmazon FSXIEE. *1R{HAY
fsxadmin ] vsadmin BB S0
RESHHB ISR, HiE
FBAstra TridentX E#1 TR,

limitVolumeSize MRIFKRWEANBILE. WEE " (BONER T RESISEHE)
BRM, Ltsh. E=RFIE Fqgtree
FILUNLAR B IRV SRR AR/
gtreesPerFlexvol EMATFEE
X & FlexVol I Aqgtreeil,

lunsPerFlexvol FFlexVol BIRAKLUNEUATTE 100
50. 2005EEM. 1XFESAN,

debugTraceFlags HBIEHRNEFERNIARIRS. B =
0. {"api": false. "method "
: truel AEB
debugTraceFlags FRIEEIETEH
gﬁﬂlﬁﬁﬁﬂﬁ#%gﬁéﬁi AT
1 [o]

nfsMountOptions NFSHEZIEEE S 2R
o KubernetestFA EHIIEH LI
BEEFMEEPIETE. BUNREE
fERPRIBEEFIZTL. NAstra
Tridenti& ELR 2 F B EMEGIRRE
XHHIEERERIED, NREF
ERFEE X RIEEERIE
I, MJAstra TridentFAE1EFBEHIK
AME LIGEE AR,

nasType ACENFSESMBEEIE, EWMEIE nfs
nfs, smb H/AT, *WUINKEN
‘smb X FSMBE, *MRIEEN
= MERIAANFSE,

gtreesPerFlexvol B FlexVol B98x K gtree #1, #7 200
£ 50 , 300 SEERN
smbShare ERILIEE U Tz —: 1F smb-share

FMicrosoft 51215 %l & I ONTAPHR
SITREAIEMNSMBEZ AR,
FE RiFAsta= iR EITHEECIEZSMB
HEMEZFR,

JtFAmazon FSx for ONTAP/G .
B HENE,
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useREST

aws

credentials

E# datalIF YHARRES

TR LAEVIREC B R B EIELIF. HERIBITUT <. NHHIEHISON R BRI EIELIF,

tridentctl update backend <backend-name> -f <path-to-backend-json-file-

with-updated-dataLIF>

@ INRPVCIEZE—THEZ T Pod. WATXHAFFEIRPod. AEFEMEER]. FBIELIFT 6E

R

BTEEENEIRECE XN

TR TP EAXLERTUTHIBIARE defaults BEEERD . BXRTHI, BSLUTEETRA,

Description NGl

BT ER ONTAP REST API B9%5/R  true X FONTAP 9.1515{ E S k2

S8, useREST IRBENBY true , BN falseo

, Asta=Imig§fEFHONTAP REST
API5RIRE(E; IKRENBY false

, Asta=imf{EEFIONTAP ZAPIIEAR
5EimBE. WhEEEF
FHONTAP 9. 11 1 EShRZA, It
46 [FERIONTAPERBBUINAE
#hiA ontap RATERF. FIENXH
MAERLUKREX— vsadmin B3R
cluster-admin . MAsta=7z
2024 06hRZA<SFIONTAP 9.15.184 &
ShRAEFIE. FANBER TS
UserREST IXE N true ; &
useREST B¥/ false LU#E
FONTAP ZAPIIEH,

&BI LATEAWS FSx for ONTAPHYEZ
BEXHHIEEUTHE:

- fsxFilesystemID. }EEAWS
FSXxX 4R 4RIID,

- apiRegion: AWS APIXi%#& "
o "
- apikey: AWS APIZH, no
- secretKey. AWSHIZZH,

IEEEBFMEIEAWSH | R EIRgEH
BIFSx SVMEHE,

- name: Z{AMIAmMazon&IRZ
FR(ARN). HAPE&SVMEIER.

- type: I®EN awsarno

BEN "BIEAWSH IR BRI E A"
BXIFARGEE ...
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2

=

spaceAllocation

sTUE TN

sSnapshot BRBE

gosPolicy

adaptiveQosPolicy

sSnapshot ik

splitOnClone

mnz

luksEncryption

7 EREE

unixPermissions

securityStyle

THEE
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Description
LUN BY== [l 3 e

TEMERN; "L (KEfE) ="
&" (B)

E{FFARY Snapshot L

ZHEIRNE DB QoS ZKEELH,
EESNMFENE ERHAqosPolicy
g{adaptiveQosPolicyz—, 7E Astra
Trident A{EA QoS HREAFE
ONTAP 9.8 X EShitds, ZINfER
EHZQoSHERA. HIAIREEEEA
DANBAFEIESE. HZ QoS
RERBRMFE TERHN ST
X LR,

ENOIEMNEDEBIER QoS &
B&LH, EERENFEBEEH
AJqosPolicya{adaptiveQosPolicy 2
—. % ontap-nas-economy.

FREBIEREB D LEH "0

B TefER, MERXRIFDETE

1T¥% _E B FANetAppEIIZ(NVE)

; BRIN false’s EfFAILETT, @4
TEEEEE LK1 NVE BiFeI HE A
NVE . IRERIREBATNAE. M
1EAstra Trident P EC & R ERIEERE
BFENAE, EXIFHAERE. BER

: "Astra Trident1{AI SNVEFINAE
& EA"

Default

true

p

x

%1% snapshotPolicy A none,
else"

false

false

BRLUKSINZ, E&0 FHLInux ™

Gi—2EAIZE (LUKS)" s {XPESAN,
BFANEREE none

MEGHRT. M TSMBELRET
HENR RN, NFSZHF mixed

M unix Z2EH, SMBZHF
mixed fl ntfs ZEE,

snapshot-only I&FHFONTAP
9.5 SVM-DRZ BIRVECE

NFSEAIAEN unixoe SMBEMAESN
ntfso



FCE SMB&ERITEES

ﬁfﬁﬁnasType, node-stage-secret—-name, # node- stage-secret- namespace\,miﬂi$b

TESMBEHIRHFrEM Active DirectoryEiE, SMBEHXIFEMA ontap-nas XRIXENIERF.

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: nas-smb-sc

provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

FERAZRAEIESEEEAWS FSx for ONTAP

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
managementLIF:
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name"

type: awsarn

TFEKSEEf RS Asta Trident EKSHNE;I5123.104k

Asta=IRTZ &R 1% T KubelnetesHiE FAFNetApp ONTAP??ﬁ%E’JAmazon FSxEIE, fFEFF
EANGMEEREBE I TNAERFTE. AFR @B JTAWSKIE. AJ5Amazon EKS@E
BEH, BIEKSMEIN. EaLIARHa{RAmazon EKSEMLZLIRE. FR/DRE, B
BENEHMIMBTAAEN TS,
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b=t

FEEIEAFAWS EKSHIAsta TriDentiNEHIN 7 8. iFHRHE AT RE:

« BEMNITIRIAAmMazon EKSEEEHK
* AWSITAWS Marketplace B[R :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMIZEE!: Amazon Linux 2 (AL2_x86_64)3{Amazon Linux 2 ARM (AL2_ARM_64)
* HREE: AMDZARM
* IAHAmazon FSx for NetApp ONTAPX {4 4;

p

1. 7£EKS Kubernetes& &% E. SAE*MIMNIR*IENF,

EKS D Clusters ) netapp-test

nEtapp-test | (4] L Delete cluster |
{D End of support for Kubernetes version 1.26 s June 2024, f you don't update your cluszer ta a later version before that date, it will automatically enter extended support. After the extended support Update now
praview ends, cdusters on versions in extended suppart will be subject to additional fees. Leam more [

¥ Cluster info 1

Status Kubermetes version infe Suppart type Provider
@ Active 1.26 (@ Standard suppart until June 2024 EKS
Overview Resources Compute Hetworking Add-ons Authentication Observability Update history Tags

Add-ons (3) i

iQ Find cdd-on ' Any category W | | Any status v 1

2. ¥ E|*AWS MarketplaceinNIn*#iE&#F_storage 351,
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AWS Marketplace add-ons (1)

Disarvay, sisbacriter b g corfigure EK% aod-om to enhance yoee CXF chatm

| O Fandd odfeon

Filtbiring ofxsons

ILWJPI'_:EWW'“MIPTMM': Clear filters |

MMNetapp  AstraTrident by NetApp

arnEneristd arage ok e, Mvocudt dells E

Sixtrm Traden streamlices Sovaenn Fia for Meeipp ONTAP viorage mamsyemern « Kuberneses 10 it
your Seeepl opors ane ademi abors Focin on i daployment, P for ONTAF fesibad iy,
stlalul iy, ard rrtegrtion cagal ey faie i e otrsl cioeds bor ergamigationm werkmg effigiors

Category Lsted by Copported wirisbi
Morage HutApy, v B 127, 1,26, 125,
124, 1,2%

Priciisg alarthng ot

View peicing
dirtais [

—

¥ E*AstraDent* by AstraDent*31%EFINetApp it HY S IEE,

3.
4. R PR R BIMIANER R AR

Astra Trident by NetApp

Listed by Category Status
MkstApy storage ) Ready to install
You're subscribed to this software

another offer i o is avaitable,

Yau an view the terms and pricing details for this proguct or choose

View subscription J w

Version
Srbect e wnbiaitin For thih sdd-on
V23 10.0-ckabuled 1 ” |
Select LAM rofe
St r LAM pode B Lsed Wt iTi Sdc-oen. Torcreatn 5 mcw Fold, Tollow (R0 imbructions im the Ammaoon ES L Gukoe E
Mot set & | c |
(8] Flfl:'rrdﬂ
Not et o

. Thi adic-gn will use The 1AM rofe of the nods wher It s

S. EFRE M R4 ERYIAM A BRI,
6. IRIFFEAEMEMANLIRE, AFIEEFE Next*

o

cance [ oveves | [
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Review and add

Step 1: Select add-ons | e |

Selected add-ons

O\ Find add-an 1
Add-on naeme Y Type v Skafiun
metapp trident-operator oo @) Ready to imzald

Step Z: Configure selected add-ons settings | Edit |

Selected add-ons version

Fedel-gen NI Wi 1AM il

et —p ator I3 10.0-whabsailed. 1 Inhptt dreem pode

Cancel Previous | A X

577l 1] RS

8. I LN IAVIRSE S /9_Active_.
soassie e
Riwtagy AT Iy MsEARR

EABTITRARE/ENHAER W=IREKSNEIN

FERGSITRELZEAsta Trident EKSHNZIN :

LU Rfds < AT L Asta Trdent EKSHNEIN :
eksctl create addon --cluster K8s-arm --name netapp trident-operator --version
v23.10.0-eksbuild.

eksctl create addon --cluster K8s-arm --name netapp trident-operator --version

v23.10.0-eksbuild.1 (AL BARZES)

FERBSITREEE Asta Trident EKSHIEIN :
LT ep S5 EE Asta = IREKS N &N :

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

{5 kubectl 8ISk

BImENX T Astra Trident 5SFEERAZIENXR. EFIF Astra Trident A5 ZZHE RS
HITIE(S, LUK Astra Trident AN IZTZERRECE S, LI Astra Trident f5, T—% =
Bl FiR. M TridentBackendConfig Custom Resource Definiton (CRD) , &
B EH#EEE Kubernetes RERIZEMEIR Trident 5K, Ak, EAILIIT Kubernetes 43
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A hRfER kubectl FRHBLITRE LR,

TridentBackendConfig

TridentBackendConfig (tbc, tbconfig, tbackendconfig) e—THIHE&AMN CRD , sJAFE
F3 kubectl BIE Astra Trident /5. I7E, Kubernetes M{F(EEIER A LAEIE @IS Kubernetes S8 $1THRE
SIBEMEEGR, MAFTEHGSITEAER (tridentctl) o

Bll## TridentBackendConfig W&, EARELUTIER:

* Astra Trident RIRIEEIRHANEE BEhRIEER. WEERNZPRTN TridentBackend (tbe ,
tridentbackend) CR.

* TridentBackendConfig ME—4FEE|H Astra Trident €728 TridentBackend o

£ TridentBackendConfig &5 TridentBackend fRIF—X—MES, FIEENEFPRENAF &
EGmmiEL; FER Trident RREFEHETRIA .

(D TridentBackend CRS H Astra Trident BoitlE. & * AR * BHXEN]. WREEMGIH, 15
JBIiF{BER TridentBackendConfig MREHITILIRIE,

BX TridentBackendConfig CR BIH&Z, 1BEESWLLTRAE:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

BRI LAEBRFRIRA] "Trident 227" FRREFHET S / IRSHRAIEEE R,

o spec REEIRFENEE S, T‘_JHSH_'W'JEF' Fﬁﬁuﬁﬁﬁﬁ ontap-san FERHIEF. HEBIAFIRNEE
S8, BXAEEERDIEFNEEIRMSIR. BE2HE "FEREFNEIRLEEEE

sPec EPPIEEFE credentials deletionPolicy FEY, XLEFERHE T TridentBackendConfig CR HEr
by

* credentials . IWEBEANEFE, GSBTHEEERS / RSHTEHRIIMNEIE, HZFEEERNARP
B389 Kubernetes Secret , EIEFABELAN AR FE, FAtsSHEIR.

* deeltionPolicy . WWFEEXMIBE TridentBackendConfig BYNAERIE R, BRI LKA TR
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https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples

BEEZ—:
° delete . XFEMIFR TridentBackendConfig CR MXKEk[GiR. XEEIAE,

° retain . MR TrdentBackendConfig CR &, [GmENXINTEE, BEMA tridentctl #HITEIE,
EMBRIRBRIRE N retain AFAFEAEIRHIRE (21.04 ZF) HEBEIENGIR, 2
TridentBackendConfig f&, RIMEHILFERMIE,

[EiHBFE sPec.backendName &, ARKIETE, NEHENBZBIFEFIEEN
(D TridentBackendConfig JRHIEZI ( metadata.name ) o HEIN(EMA sPec.backendName
EHZEGHE .

£ tridentctl SIRNGRZE XBLH TridentBackendConfig R ERILUES I
TridentBackendConfig CR, R kubectl KERBINEFiR, HIFEISEHEERE

BESE (H)90 sPec.backendName , sPec.storagePrefix,
sPec.storageDriverName %) . Astra Trident =BGl
TridentBackendConfig 5B HBHGIHSE,

TEEHR
B/ kubectl BIENEH, NMRITUTRME:

1. B "Kubernetes #172", IthZEAEIE Astra Trident STEEEE / RS BEFIENERE,

2. Bl TridentBackendConfig MR, HHBEHEXEFMEER / RSFRES, H3IBAT L—FhelE
AYZ Ao

tliEEiRfE, ERILIER kubectl get tbc <tbc-name> -n <trident BRRATIE > KMBERE, H
WEHEHMIFHAER,

%1% 612 Kubernetes #1%%

tIE—MNE, HPEsEHRNANERE. XESNMEERS / FAFSEN. UTE— 1A

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml
apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: tQAxQ7qg (>

TRLETEITEFETFENNETLNEENTFR:

FHEF N ZF e in didEl M= FERIn) IR
Azure NetApp Files clientld NEREREMPINZEFIE ID
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https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/

FETF e E F il

&ATF GCP 19 Cloud Volumes
Service

&MATF GCP 19 Cloud Volumes

Service

Element ( NetApp HCI/SolidFire
)

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

M=
private_key _id

private_key

iy

Ui =

username

password

& F imtX PR A

BR#&

chaplnitiatorSecret

chapTargetUsername

chapTargetinitiatorSecret

FERIR) AR
THZEHAWID, BEF CVS BIEA

AT GCP ARS51KA B API A
B—aB5

LHARA. BE CVS BEEGRAEN
GCP RSB #9 API Z2EARY—2B5

e, EHER SolidFire S28#HY
MVIP

RAFEZEIEE /SVM WA R
BTFETRENSHREIE

EERIERE /ISYM MRS, ATE
FREEHNSHIIE

EFin% A% Base64 4Rig
B, ATFETFIEPMNEHIEE

NP &, W3R useCHAP=true
, MAMER, EATF ontap-san
# ontap-san-economy.

CHAP BahiEF%EH. R
useCHAP=true , MANEI, &
AT ontap-san # ontap-san-
economy.

BirAP B, W18 useCHAP=true
, WANE, EBATF ontap-san
M ontap-san-economy.

CHAP BirBhizF &R, MR
useCHAP=true , MAKFEI, &
BATF ontap-san # ontap-san-
economy .

ETF—FTHeIERN TrdentBackendConfig FHRE sPec.credentials FELES|I AT BHAIZENNZE,

%24 BJ# TridentBackendConfig CR

WME, EEILBIE TridentBackendConfig CR 7o TEULRFIF, M TriventBackendConfig JREIE
£ ontap-san "IREhIEFHI G, W TNFAR:
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kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

$34 . WIERYIRS TridentBackendConfig CR

IW1E, EELIE TridentBackendConfig CR, FILIRIEIRTES. 1BEERLLTRE):

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

ERIRIEGRHAIEHEYES] TridentBackendConfig CR o
MERRT AR T EZ—:

* Bound: TridentBackendConfig CR5GIHXEL. FIHEE configRef IREN
TridentBackendConfig CREJuid.

* Unbound . f#H """ &Ko TridentBackendConfig MREAHEEFim. HINBERT, FIEFHEIERN
TridentBackendConfig CRS T ILMER, HMEAEENGE, ERLEBREERN "Unbound (B
BUE4PRE) "o

* Deleting. TridentBackendConfig CR deletionPolicy BIRE Ndelete, X
TridentBackendConfig CR¥G#MIBR. B2 EEIDeletingthZ.

° MNRFHAFEXKAMEEBRK (PVC) , MMBE TridentBackendConfig S E Astra Trident fflfx
[Gi% AR TridentBackendConfig CR o

c MRBIHFEE—ITHZ PVC , MEHNBIFRIRZES. TridentBackendConfig CR FEGHE#H AR
M. RBEMPBRFAE PVC &, 7 2MFREiHH TridentBackendConfigo

* Lost . 5 TridentBackendConfig CR XEXHGim#EINEEMPR, TridentBackendConfig CR
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s HEMFRNGER. i detionPolicy B, {IAIMIFR TridentBackendConfig CRo

* Unknown: Astra TridentTo/AHIE S XEEH R IREVIRESHEEFE TridentBackendConfig CR.AIU0. U0
EAPIARSE28KRMINEY tridentbackends. trident .netapp.io H/PCRD, XATREREF T,

EULBER, BATheIRER! thoh, TSRS MEME, BIa0 /EinE Al EimmFE"

(FIE) % 4% RNEZHAER
ERILUETT AR an < SKIRENE K iRATIFAE S .

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£f60-4d4a-8efb6-
bab2699e6ab8 Bound Success ontap-san delete

ek, EERTLUFREY YAML/JSON #:f# TridentBackendConfig o

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112Z"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo &AM TridentBackendConfig CR MEIEMEIRE backendName #l backendUUID

o lastOperationStatus FEFR TridentBackendConfig CR HI_ERIBIEIRE, ZIRFRIURAFP A
B (FlE0, FAFTE spec FEXRTENND) , WAILUZH Astra Trident f&HY (130, 7£ Astra Trident
BohEBiE]) o RILIERLN, WrRILIZKMK, phase TR/~ TridentBackendConfig CR 5EFIRZ 8K AR
o ELERIRABIF, phase BIEHN bound , XEME TridentBackendConfig CR 5igikxEk,

-

o] LUSTT kubect]l -n trident describe tbc <tbc-cr-name> B FIRENEHHENEAEE,

@ EARBEFER tridentctl EFEMIPRE S KEXEY TridentBackendConfig WRMGFiR, BT
f#7Ef tridentctl M TridentBackendConfig ZBJYHRFTS MAIFZE, "15SILLEAL",

EEIEy
579 kubectl 11T/EIHEE

T HESNEIER kubectl HITRWEIEIR(E.

172



g

BI PR TridentBackendConfig , ERILUIER Astra Trident filfR / RE/Giw (BEF detionPolicy) o
EMFRIEHE, 1EHEE deletionPolicy B delete o EAXMIFR TridentBackendConfig , ERERE
deletionPolicy BN Retain o XIFERIUMRGIHTIATEE, HAMER tridentctl HITEIE,

kubectl delete tbc <tbc-name> -n trident

Astra Trident A= MIPf TridentBackendConfig fEFHY Kubernetes #1%, Kubernetes FiF fa 51/ % A,
BFMZ B ATC REERHERERVZRN, A RAGEBPR.

BEENARR

BT T <!

kubectl get tbc -n trident

WA LIIETT tridentctl get backend -n trident 3 tridentctl get backend -o YAML -n
trident RIRMEENFIERKNGIR, WHREFEIEFE tridentctl SIENEIR,

EHE
EfERAIER SMIREA:

* FRAFNEREEENR. EEMERE, YWIEH TridentBackendConfig MRAFEHM Kubernetes
Secret , Astra Trident F{ERIBEN R EIEBSIEHGIF. BT TS LIEH Kubernetes Secret :

kubectl apply -f <updated-secret-file.yaml> -n trident

s FEFWHSE (FIGNFRERRY ONTAP SVM BIRFR) o
o &R LAEHT TridentBackendConfig AU TH<SHEIEETKubeNetifAI IR

kubectl apply -f <updated-backend-file.yaml>

o ZyE. WAL BEHITELL TridentBackendConfig AL Tar<HITCR:

kubectl edit tbc <tbc-name> -n trident
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* MREHEHMRY, NWEHNHKEFEEH LREHEEF, EAILUETIETT kubectl get
tbc <tbc-name> -o yaml -n trident 3{ kubectl describe tbc <tbc-name>
O “n trident XEE BT LHELLEE.
* BEHEEREXHRNRRG, R UEIZIT update 85

fE tridentctl ITIEIREIE

THRAMER tridentctl HITHIR S B,

Elked=r
BIEfE "RIREEXH T, BITU e

tridentctl create backend -f <backend-file> -n trident
MREwEIEEN, NEKEEEHRNAE, EILUETU TaSREERAEUBELRERRA:

tridentctl logs -n trident

MEHEEREXHINEEE, BRFBRIET create saLHIEL

il =i
E M Astra Trident FHIBRSIR, EHRITLTIRE:
1. RRERZR:

tridentctl get backend -n trident
2. HipRES:

tridentctl delete backend <backend-name> -n trident

[5E

@ 9NR Astra Trident MIL/RIRECE T HEFERSMRE, NREREHRFELEHEERES. ik
L50F " RR "OIRES, T Trident AL EIEXLEEMIRE, HEREMBRLL,

EENEGER
BEE Trident THERVRIR, IFHITUATRE!

* BREMEE, BT T

174



tridentctl get backend -n trident
* ZRNFABIFAER, BIETUTH !

tridentctl get backend -o json -n trident

BHfanm
IEMHRREEX G, BITUTe<:

tridentctl update backend <backend-name> -f <backend-file> -n trident

NREHEHRY, WEHEE LM AREZANERLTYR. EAILUETUTHSREFHTURELERR

tridentctl logs -n trident

HBEHBIEREXHFRNREE, BRFEBRIETT update s8R

HE A RRIEFESE

UTRERLUERREEES JSON BIERRERRA, XEEFS tridentctl FHNRVEEL. HIRIER
fEMA 0o EAER, BEEREZLARER.

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

XWiERFFERA TridentBackendConfig SIENFR.
ERIREIEXD 2 85
T #RYN{AI1E Astra Trident P EIRGiE

AFEERRNEDR
FEkS "TridentBackendConfig Ml7E. EEA N LB AN AR EEGRK. Xatet AT ia):

* fH tridentctl BIEBMNRIREE A LAER TridentBackendConfig H{TEIE?

* £/ TridentBackendConfig BIENEHEEG I UEA tridentctl HITEIE?
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EI2 tridentctl [GIHfEMA TridentBackendConfig
ETHNABIBEIENE TridentBackendConfig MREEET Kubernetes REEIE@FH tridentctl SIENGE
IR E R,
IERATFLUTIEH :

* BEEEim. 1B)%F TridentBackendConfig RAEHNIEFEREIEN tridentctls

* £ tridentctl SIENHGER, MEEHM TridentBackendConfig KR,
EXFEMERT, BRNEEFEE, HA Astra Trident 2itXIEH T EH#1TIRE. EERTLUAEUTHEM A
z—:

* PRGMER tridentctl BIEFEATLIEMNGIR,

* {8 tridentctl BIENEIHRHERFA TridentBackendConfig MR, XEMEBKRERFER
kubectl MARE tridentctl KREEFiH,

B(FH kubectl BIEEBGH, BEEQNE—IHEZINBEEIHB TridentBackendConfigo, NHEIBIEST
ZTENITERIE:
1. BIZ Kubernetes #1%, LZFAEIE Astra Trident S1Z(EEEEE / IRZBEFIENER,

2. gz TridentBackendConfig R, HROSHXFMEER / RSFHEE, H3IBT L—FHelE
B, HIEEIEEHERENEEESE (fl90 sPec.backendName , sPec.storagePrefix,
sPec.storageDriverName %) o sPec.backendName MM ENIE FiHHIE TR,

F 0L HERH

IDRElfES TridentBackendConfig MRMPEDMEGR. NWEERNGIHREE, EJJZIZZI_'\WJEP, RIKEFERBUT
JSON EXEIET Fim:

tridentctl get backend ontap-nas-backend -n trident

Fomm e Fommm e
Fom e to—mm— to——— - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

tommm e tommm e

Fomm tomm = to—— +

| ontap-nas-backend | ontap-nas | 52f2eb10-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

tomm e tomm e

B Rl e TR e +

cat ontap-nas-backend.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
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"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",

"username": "cluster-admin",

"password": "admin-password",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
}I
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels":{"app":"mysgldb", "cost":"25"},

"zone":"us east 1d",

"defaults": {
"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

%1% 62 Kubernetes #1%&

tIE— N ESRREEOVE, MUTRAFR:
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cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

%2 . G TridentBackendConfig CR

T—®P 28— TridentBackendConfig CR, 1% CR B Em4EZFIEEM ontap-nas-backend (7
THIFR) o MFRHEEUTEXK:

* 7 sPec.backendName T X T HERIKFiHE o

* EES#SRBERER.

* EIH(INRFE)HAS [RiAEiHEIRRE AR,

* EIRBET Kubernetes Secret £, MARUAX AR RH,

EXMBERT, TridentBackendConfig TR
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

B3P WIEAPIKES TridentBackendConfig CR

Bl# TridentBackendConfig f&, EMEEWINA bound » BN RSB GiRiEREGiRZFRF UUID

[e}
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

ITE, BILAEA tbc-ontap-nas-backend TridentBackendConfig MRM/GimFEITEEHE IR,

EI2 TridentBackendConfig [FIR{ER tridentctl

tridentctl AJAFHIHER TridentBackendContig BIEMNRIR, LI, BIERERLLLFET
tridentctl RKE2BEBIEFRE, HiEESMER TridentBackendConfig HiFRE
spec.deletionPolicy BN retaino

F 04 HERH

a0, {RI&EA TridentBackendConfig BT LU T EiH:
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

MEHPA B X —& TridentBackendConfig ERINEIEFHLE R iR EimEIUUID],

%15 A deletionPolicy IRE M retain

LA TKREE deletionPolicy HNME. RERULBEIRE N retain o XA LIHRBIFR
TridentBackendConfig CR BY, FREXNFEE, HAIEA tridentctl HITEIE,

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

()  Em#sTT—%, KIS deletionpolicy BEH retain,
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%25 . MIF& TridentBackendConfig CR

=ig— E@MBR TridentBackendConfig CR o ik deeltionPolicy IREM retain [, EJLI4REHR
1THMIRR

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

fosessssssssssas==== R e
e e et fomm - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

fom fom e
R R fomsmm==== +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

fosesssssssasmas==== fosssssmss==sms=a
fessssssssssssesessosssssasssssssasaaaa femmmm=== fommmmm=a= 4

% TridentBackendConfig MR fG, Astra Trident REMRPRIZITR, MEELIMIRERES,

BIEMEERFMEE

BIEFHES,
EoEKubnetes StorageClassRHBIEFMESR. LUIETRAstra Tridentdl{AIECEH.

fid EKubnetes StorageClassii %

o "Kubnetes StorageClass3f %" $§Asta TandentfiiR A FZENEEER . HiERAsta TandentfIfAli &
. f5lan:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate

BB "Kubernetes #ll Trident 3 5R" BXFERINAERBERFME R PersistentVolumeClaim MAFIF
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fllAsta TridentBe EEHI A VNS,

BlIETFEE.

tl#EStorageClassM R 5. ERILIBIREFMESR, [FHEETO] IBME T — Lo EER BRG],

g
1. XE—1Kubbernetes}R. FEILIEFHE kubectl LIfEKubernetesH8l7E,

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. IMTE, Kubernetes # Astra Trident #3N Z 7= * B -CS| * 771E2E, Astra Trident N E &M GiHAT M,

kubectl get sc basic-csi
NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json

{

"items": |
{
"Config": {
"version": "1",
"name": "basic-csi",
"attributes": {
"backendType": "ontap-nas"
by
"storagePools": null,

"additionalStoragePools": null
by
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggrz",
"aggr3",
"aggrd"
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TFESRA
Asta=INIHEE "1E A T4 E RimaYE 2 FEEENX "

&, EWRILIHITYREE sample-input/storage-class-csi.yaml.templ BEREFMBMHIIIXE. ARG
HTER BACKEND TYPE MTFMEIRTHFZER & o

./tridentctl -n trident get backend

Fommmmmmmmem= Fommmmmemmemem=== e mes e s s s s s s ee s
Fomomomme e e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmomoomoms Fommmmomomoomomms Fommomemeressmsreerenessosoeseoomomoms
Fommmmmms Fosmmmmmes +

| nas-backend | ontap-nas | 98el%b74-aecT-4a3d-8dcf-128e5033b214 |
online | 0 |

fom Fom e o
Pommmmm== Fommmemm== +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify @ BACKEND TYPE with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

BIREFMER
BRI EBMBFMEER. IRERINFEE. HEFMEEEIRURBIERFIES.

EEMEEMEE
* BEEWE Kubernetes 722, BEizfTAT@®HS

kubectl get storageclass

* EEE Kubernetes IFEFIFMEER, BETUTHS

kubectl get storageclass <storage-class> -o json

* EEFE Astra Trident RS FMESE, BETUTHS:

tridentctl get storageclass
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* BEEE Astra Trident RIS EESFMER, HETUTHS:

tridentctl get storageclass <storage-class> -0 json

RERINFESE

Kubernetes 1.6 &/ 7R BRNVATFHERRIINAE. SNRAAREKAMLERE (PVC) FEEXAME, NitE
EEATEE XA NS

c BEEFMEEEXFEITE storageclass.Kubernetes o io/is-default-class BN true K&
XERINFESE, RIBISE, EREMESIREREFEEINA false o

* BRILMER U T o S RMBEFMELEENIAFESE:

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

* @, EWAILER U T LRIFREVAFERITE:

kubectl patch storageclass <storage-class-name> -p '{'"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"'

Trident REREFEFEE B S IAREBITRAE.

@ ERHP—RABEE— 1 ERIAEES, Kubernetes TER A EARSPHIEEIRE SN EESE, BHITH
FEBRAE B AN TEESLE %,
HE F e SR

U TRER LUERRBFES JSON —i2H Astra Trident FiHX R tridentctl ARG, LIRIE
KR 00 KAER, BrRRFEAREZLARER.

tridentctl get storageclass -o json | jg '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’
fHBRTEAESE

EM Kubernetes Ffif&7EEZE, BT TS

kubectl delete storageclass <storage-class>

"< fFER > MERAEHEES,
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W IR ESERIZRERIRAMEFRITAZE, Astra Trident FHSWHHITEE,

Astra Tridents8HIERZT £sType BIENE, FFiSCSIigim. EINRH|SHE
@ parameters.fsType {EStorageClassH, f r\_ﬂﬂuB?f)uﬁstorageClasses#ﬁFﬁE%ﬁﬁUEEﬂ\]

parameters. fsType BI8E

ALEMEES

BREE

BIEZ— MEHA B A B RIKubernetes StorageClass3¥iE R XTPVAIIA BRI KA % (PV)F Kk
AMETERIB(PVC), AR, EaLIEPVEZEIPOD,

R

% "PersigentVolume" (PV) 2B EE 512 R EKubbernetes£ 8% _F At B VIR 1ZE S o
"PersigentVolumeClaim" (PVC)@ X &8 _EAV KA ERIHIRIIE K,

A LUEPVCERE NI KRIFE AR/ NTEE G RIED. @i ERXEXAIStorageClass, EEEIEG ] LUIEHIARRET
FEE RN IBRRT (BN BES AR S %K 5).

SIEPVHIPVC/A. R LIREEEEHEIPodH,

AN EE!

PerfsentVolume = {jli& &

LR BEEERT 5StorageClass XEXHI10giIE APV basic-csio

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: basic-csi
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
hostPath:
path: "/my/host/path"
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PersentVolumeClaimR{5i&E %

XERAIRRT BARPVCERE LT,

PVC. Hi%kENES

LRBIERT — BB EZERRIEARPVC, ZPVC5& IHIStorageClassXEX basic-csio

kind: PersistentVolumeClaim

apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: basic-csi

KENVMe/TCPHIPVC

RHIERT —1N58RIRStorageClass X EXBY A5 BN RBINVMe/TCPHIEASPVC protection-

goldo

kind: PersistentVolumeClaim

apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 300Mi

storageClassName: protection-gold
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PODBE R

XTI ER T PVCIEREEIPODMIEARELE,
BEARE

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: pv-storage
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EZRNVMe/TCPECE

apiVersion: vl

kind: Pod

metadata:
creationTimestamp: null
labels:

run: nginx

name: nginx
spec:
containers:

- image: nginx
name: nginx
resources: {}
volumeMounts:

- mountPath: "/usr/share/nginx/html"

name: task-pv-storage
dnsPolicy: ClusterFirst
restartPolicy: Always
volumes:
- name: task-pv-storage
persistentVolumeClaim:

claimName: pvc-san-nvme

BIEPVAIPVC

HIE
1. BIEEPV,

kubectl create -f pv.yaml

2. WIFPVIRES,

kubectl get pv

NAME CAPACITY ACCESS MODES
STORAGECLASS REASON AGE
pv-storage 4Gi RWO
7s

3. gl PVC,

RECLAIM POLICY

Retain

STATUS

Available

CLAIM
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kubectl create -f pvc.yaml
4. IFPVCIRES,

kubectl get pvc
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

. BEHHEIPodH,

kubectl create -f pv-pod.yaml

(D oI UER EIE#HE kubectl get pod --watcho

6. WIFERREEHE L /my/mount /path,

kubectl exec -it task-pv-pod -- df -h /my/mount/path

7. 7E. EEILIERPod. PodNAEFBABEFE. BERRE

kubectl delete pod task-pv-pod

B2 "Kubernetes #l Trident X R" BXEFERIAISRERIFMER PersistentVolumeClaim FIAFIE
#lAsta TridentBd E &8I 5 IS,

BRHE

iB3d Astra Trident , Kubernetes AP RILITERIZERMEHITT B, EREXT R
iISCSI #1 NFS &FrERCERE .

BFF iSCSI &
TR LA CSI icER2FY B iSCSI kAME (PV) o

(D iISCSI| &Y BY ontap-san, ontap-san-economy , solidfire-san RohiEFE#F, &
E Kubernetes 1.16 &E SRS,

% 1% ECE StorageClass LU FET B

YmiEStorageClassEEX LIIEE allowVolumeExpansion FERIEE M trueo
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cat storageclass-ontapsan.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

3 FBETFERY StorageClass , EXH#HTTHRIE, FHER allowvolumeExpansion &,

% 2% FRELIER StorageClass ¢l PVC

YRIBPVCE X HEH spec.resources.requests.storage URMEFEEZNA/N. ZK/NAIKFRIGK

o

cat pvc-ontapsan.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-—-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Astra Trident REIBE—MKkAME (PV) HRESIKAMERER (PVC) XL
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kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

% 3. EXEE PVC B9 POD
BPVEREIPODLUAE K/, JAE iISCSI PV K/NBY, BFRfHIE)

* 1R PV E#ZE| Pod , N Astra Trident 2 BEMEEHRIE, EFRPBIREHEARXXHRAZ KR

* ZRIARRIEE PV BIK/NBY, Astra Trident ¥ BEMEGIHNS. & PVC 4% %I Pod [5, Trident &
IS EHIABRXHRSE AR, RS, Kubernetes & BIRIERINTREEH PVC K/

T TRAEIR, T —MEMA san-pvC BY Pod o

kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name: san-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc-protection]
Capacity: 1Gi

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod
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£45: BAPV

ERESIEN PV M 1Gi AT R 2Gi , B4 PVC EXHRF sPec.resources.requests.storage B A
2Gi .

kubectl edit pvc san-pvc

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 2Gi

E5%: WY R

~

A LUEITIEE PVC , PV # Astra Trident B A/NEWIF BE2E EEiE(T:
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE
san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi
RWO ontap-san 1lm
kubectl get pv
NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1i RWO
Delete Bound default/san-pvc ontap-san 12m
tridentctl get volumes -n trident
e f————————— f———————————————
e e R L L L L el Fommmmmm= S +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
oo e e oo o= R S e
et et o= S et +
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |
ittt i S et o=
R o fom—— +———— +
BFF NFS %

Astra Trident 2353 7E ontap-nas , ontap-nas-economy , ontap-nas-flexgroup, GCP-CVS
azure-netapp-files [GIRECEMI NFS PV #1TEY B.

% 1. BCE StorageClass LI &Y B

EIAE NFS PV IR/, BEGHMAEER allowvolumeExpansion FERIRE N true KEEBEFMELURIF
B E:

cat storageclass-ontapnas.yaml
apiVersion: storage.k8s.io/vl
kind:

metadata:

StorageClass
name: ontapnas
provisioner: csi.trident.netapp.io
parameters:
backendType: ontap-nas

allowVolumeExpansion: true

NREECELB EMATEMESS, NI EFEH kubectl edit storageclass fRIBINEFMEIEAN A HITE
VR
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% 2 {EREEIEM StorageClass 8l PVC

cat pvc-ontapnas.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi
storageClassName: ontapnas

Astra Trident 2 A1tk PVC 83— 20 MiB NFS PV :

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE
pvc-08f3d561-b199-11e9-8d9f-5254004dfdb7 20Mi RWO
Delete Bound default/ontapnas20mb ontapnas
2méd2s

E3%: BFPV

ERHEIER20MIB PVIAEA1GIB. 154IEPVCHIHITIZRE spec.resources.requests.storage |1
GiB:
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kubectl edit pvc ontapnas20mb

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 1Gi

Fa4¥: WV R

R L@ eE PVC , PV #l Astra Trident ERIAR/NVRIGIEEEA/NEEIER TIE:
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |
et ittt L fommm - fom e
fom - oo fom - e +
PN

O] LAER tridentctl import EMEFMEEIEN Kubernetes PV &N\,

AR FEREEIN

BRI LIEES NBAstra= B U & :
c B BEEFARMHESFRENEHES
* M—P N RREFERSIEENTE

* BEERREHPENKubrenetesEEE
* ERMERE BRIELNT R N AR IR

AEEIM
SEANEZHI. BEEUTEES,

* Asta=IRFE IR REES ARW (I 5)KEONTAPE, DP (3B RIP)XENE ESnapMirrorBinE. EBES
NAstra=IR1ZfEZ fil. ERFcHREGX R,
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* HNBNSNEEEDERNE. ESRASRERANG. BRELE. ARRITEAN.

@ XN FRELHEE. FJyKubnetesFERIREILAIAERE. H B UBMMG EEEE
F|Pod, XFIRERFEHUREIRIT,

* Fid storageClass AMEPVCLIEE. AEAR BESNHEAERILLSE. CIEEHESERFEMEER
EEEFIEM I RR#HITIERE, ATEERERE. BRSNREAFTE®ZEM, ALk, BMEEITF5PVCH
BENEFEERALEN RSP, SABREEXK,

* WEEXNEPVCHBENIRE, FHREEFSANER, RAKFEE PV, HFAHESE— Claims Ref,

o BIUERIRRVIEE N retain EPVH, Kubernetes BIH4FE PVC 1 PV &, S EFHEIUNERIR UL F
BRI B R,

° FFERMIEIURIE ABT delete. MIBRPVEY. FHESIEHMIFR,

* BRINBR T, Asta=infFfEEIEPVC. HIEEIREMBFlexVolfILUN, ERILUEE --no-manage BF S
NEREENIRE. MRERER --no-manage’F, AER BEXNKRNESRBEHRNARNPVCHPVHITERIE
ke, MEEPVE. FaMFEEES. HEERENSONEABRSHMRFESR AR,

NREBX AU TIEAFHFER Kubernetes , BFHETE Kubernetes MNP EIRFMEENERAE
HA, MLEIEEHR,

* PVC #1 PV RERII—MRE, ATFHETEESAUK PVC 1 PV 2EEBEHE. RRAECEMBRILIRE,

SANE
AT LAER tridentctl import IS AE,

p

1. QKA MEBERPVC)XE@EIM. pve.yaml)e PVCXENEIE name, namespace, accessModes
, M storageClassNameo, fEWAILIERE unixPermissions FEPVCENXH,

AT RS RA:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

(D amaspvanmErSHHSE, XTELEERLESAGIEN,

2. fff tridentctl import ML LUISEESENAsta=THIRGEIRNEMUREEE EH—FRSERZR(
f5%0: ONTAP FlexVol. Element#. Cloud Volumes Servicel&12). » -f IEEPVCXHHNBRREESE,
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tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-
file>

ANl
BEUTESATA. THRRFHNRER,
ONTAP NASFIONTAP NAS FlexGroup

Astra=ININaEZ FFEA S NE ontap-nas M ontap-nas-flexgroup RENTEF,

@ * o ontap-nas-economy REIFZFTLESNFEEqtree,
* o ontap-nas #l ontap-nas-flexgroup RENIEFARAIFFERAEENEZM,

fEF ontap-nas WohiZFRIEMNE N EEE ONTAP £8f FAI—1 FlexVol o {#H ontap-NAS BIFEFS AN
FlexVol B T{E/RIEHHRl, ONTAP 58 EBE/Z7EM FlexVol B LA N\ ONONTAP -NAS PVC ., [E##, mILUE
FlexGroup vols £\ ontap-nas-flexgroup PVC o

ONTAP NAS/Rfl
UTEZEENIEZEEZNBIRA,
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Ss
UTRHERNE IS managed volume {iiF&AMWGIH ontap nas:

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

e tomm - fom -
fomm - o e pomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm - fom e
fomm o fomm fo—m +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6a4-b052-423b-80d4-8fb491alda22 | online | true |

o fo—m fom -
fomm o fomm - fomm - +

FZES

FEHAKN --no-manage . AEH BN EHITEDZo

YENISIN unmanaged volume z=E ontap nas f5im

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

o e Fomm -
fom - o fom— - fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fommm————— fomm -
fom - o fomm - fommm - +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5ab6f6ad-b052-423b-80d4-8fb491ald4a22 | online | false |

o - fommm - fomm -
fom— - o fom - e +

ONTAP SAN

Astra=ININEEZ FHFEHASANE ontap-san BaiEF. AEIFHFERAFNE ontap-san-economy JRapiERF,

Astra=IHTZEER LS NE S EPNLUNBIONTAP SAN FlexVol, X5—% ontap-san KEhfEFE. AT AFlexVol
S PNPVCHILUNSIEEFlexVol, Asta=3# IS \FlexVolHEE 5PVCE N XEHEE,

ONTAP SAN/fI
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UTEREEMIEREETFNEIRA,

KK

EE

WFZELE. Asta=IHiEfEEFlexVolE&F & N pve-<uuid> ¥EFlexVol FRILUNME L 1uno,

TSN ontap-san-managed L#F7EHYFlexVol ontap_san default /gif:

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-

basic-import.yaml -n trident -d

fossssssss=sssesess s osssososssssssssssss=s Fem=m==== e et
fem=======a fememmesessss s s e sese s eessasaa s f=m===== fememema=a +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
fossssssssssscessssssssesosossssssssssssa=s femmmm=== fomssmssmemaaa
fressmm=a==s L R L e X
| pvc-d6eedf54-4e40-4454-92£fd-d00fc228d74a | 20 MiB | basic |
block | cd394786-ddd5-4470-adc3-10c5ced4ca’57 | online | true |
frosssssesmssmeme s oo s e n s s e s e e froccsssssmeea==
femm======a R fe======s e +
REE

UFRBIS N unmanaged example volume £t ontap san fgim:

MR
already mapped to initiator(s) in this group. EHEEMIFFEINIZFHECHMRETLUNAREZAN

o

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage

——_—_———— e o ——_——
e +—_ - +——— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- +——— f—_
—— f—_———— - R et +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759f555a | online | false |
- Fo—— Fo———_
e o - - e +
SR LUNBRET R 5Kubornetes T R IQNHEZIQNMigroux. 1A T RBIFR. EBWREIR: Lun
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-41f38-9eb@-c7719fc2f9f3

iscsi linux ign.1994-05.com.redhat:4c2elcf35e0

unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

Element

Astra= 7 # 2 FFERNetApp ElementfR{HINetApp HCIES AN solidfire-san JREhFER.

@ Element IXBiEFHFEENERIT, BR. MRFEEENEZM. Asta DentiiiR[EIFEIR, 1F
NIEEERR. "fEE. REHE—NEINHISARENS,

Tt &R
UTTRAIEFN element-managed Gl EHIH element defaulto

tridentctl import volume element default element-managed -f pvc-basic-

import.yaml -n trident -d

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s femem==== R e

e e e e e e e e e P fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e fom -
frems=m=a==s et R fremememm=s I
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
fossssssssssssesessssoses oo sssssssss s R fossmessmemae==
fe========= femessesssssssasss s e se s esssss s f=m====== fememe==== 4

Google =F&

Astra=TNNRESFFERFANE gep-cvs WEpigF.

E7EGoogle=FEH S ANetApp Cloud Volumes Servicez#38#%. BEIRERRBTE XS, BK
() GRENSUBEN—EHH. GF2E /. G, NRSHEEN 10.0.0.1: /adroit-
jolly-swift. BTN adroit-jolly-swifto

Google Cloud Platform:if!
UTRBIERN gep-cvs fGimLHE gepevs YEppr BE&{E adroit-jolly-swifte
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tridentctl import volume gcpcvs YEppr adroit-jolly-swift -f <path-to-pvc-
file> -n trident

fos=ssss=s=ssscsessssssssosossssssss==ssa=s femem==== R e
e e e e e e e e e e fro— e +

| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e fom -
frems=m=m==s fremeoeesessssse e s e s s s o s R fremememm=s I

| pvc-ad6ccab7-44aa-4433-94bl-e47£fc8c0fad5 | 93 GiB | gcp-storage | file
| ela6e65b-299e-4568-ad05-4£0a105c888f | online | true |
fossssssssss s e se s s oses oo sssssss s s e e e
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

Azure NetApp Files

Astra=ITNINEEZFER S NE azure-netapp-files WRENFEFo

@ E2Z N\Azure NetApp Files%. BIRERFRTZE. BRERENSHEREN—IH. UTFZE
:/o BIE0. WNERIEFEHERIFN 10.0.0.2:/importvoll. HBEIEN importvolls

Azure NetApp Files =l
UTRBIEFN azure-netapp-files fgif LM% azurenetappfiles 40517 HEEE importvolls

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

Fommcmcmcososososrsre e e e T T E eSS e Fosmmmmmes Foccsmsmsssmsoss
Pommmmmmm== e e Pommmmm== o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

Fommmmmmemsmesesesese s s s s e ss s o= P
Fommmmmomoe B e e e e e e Fommmmmoe Frommmmomos +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d94b-44a3-98a3-04c953c9%a5le | online | true |

Fommmmmmmmomeorrrrrrrrre s re e mm o e Fommmmmemesemos
Fommmmmmmms et Fommmmms Fommmmmme= +

BEXEBMMIRE

fEAAstra=infzfiE. A UAEIENENEESXNRMMITE, XBEHTFEIRIEHE
Pt H RS E R B89KubnetesEHIR(PVC), XA UEGIREIIENX AT OIEBEX
SRMMBEXIFZRIRR; eI, FABENTAEEHFEEXERR,
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FFeazZ Bl

AT B E X EZ AR 215

1. BRI, SAMTERE,

2. NRFERAHIZONTA-NASE FRIKENTER. N R A gtree ERRIRTT & b2 FRIENR
3. MNREAAZONONTAP SANZFHRIREIEF . MR BLUNZIRRT & bR FRIEIR,
PR

1. AT EENXHNE LN SONTAPH S BEIRNIZF H S

2. IREXMEZMRERTMES

AIEE X ER IR XEITH

1. MNRAZRIRFREETRMSHEY. WEHEEEEK. B2, NRERMAEFRK. WSREDR
B R ENEHITH R

2. NREARIKREEPNRITRIK D EE. WEERIETER. ERAFEINEIRZER I UEERNEIRR

o

BERVMERMTE R S IRECE R
BT LATEARM/E AR5 E X B E X AR RIR.

i Gl
{
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",
"username": "<admin>",
"password": "<password>",
"defaults": {

"nameTemplate":

"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.Requ
estName} } "

b

"labels": {"cluster": "ClusterA", "PVC":

"{{.volume.Namespace}} {{.volume.RequestName}}"}

}
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puEt Sl Nl

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",
"username": "<admin>",
"password": "<password>",
"useREST": true,
"storage": [
{
"labels":{"labelname":"labell", "name": "{{ .volume.Name }}"},
"defaults":
{
"nameTemplate": "poolOl {{ .volume.Name }} {{ .labels.cluster

}Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
by

"labels":{"cluster":"label2", "name": "{{ .volume.Name }}"},
"defaults":
{

"nameTemplate": "pool02 {{ .volume.Name }} {{ .labels.cluster

1Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"

}

an R R IR

w5

"nameTemplate": "{{ .config.StoragePrefix }} {{ .volume.Name }} {{
.config.BackendName }}"

wf52:

"nameTemplate": "pool {{ .config.StoragePrefix }} {{ .volume.Name }} {{
slice .volume.RequestName 1 5 }}""
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FEEENER
1. HFESAN. RELHNEEAERERANTEN. ToBHFE, Fiu:

{"provisioning":{"Cluster":"ClusterA", "PVC": "pvcname"}}o
MNTFREERAN. ERMERGHE X PIREHE X B R MIER.

Asta=TTHAXFHERH A FHEIRN I KIEZE .

NRXLEARIRASE LM —HIERIR. Asta TrandentiG NI —LEFENF 75 LARIEM—HIE B R,

INRNASEFRENHEXBIFKEBE641MFF. Asta TridentiFIRIBINE S BUE N SRR WTE
HMONTAPIREhiEF. MNREZ MBI RIRE]. NELEIIZFRK.

a > W BN

EirRTIEIZ B HENFSE

A Astra Trident. EAIUEFGRBTEPFEES. HE—PHSZ P ZLAmBTEIFHE
&5,

ThRE

{8 Astra TridentVolumeReference CR. &R LATE—1 3% Kubernetesip & T8 Z [B| 22
ZReadWriteMany (rwx) NFS#%, IttKubernetesAs#lfZ R AR BB UTMRE:

LB ZNRFIBIGRIIESIRARET M
s EATFFRB Trident NFSHIRGHIEF
* FK# T tridentcti SR E A IEAHIKubernetesIHEE

HE 2R T MW NKubernetests & FiE) Z [BJBINFSEHLE,

206



re

________________________

TVol €—p

=
3
2

.......................

O [
H

TridentVolumeReference
primary/pvci ;
B e e s T -7 Storage " Y i e e e P - 3
Volume
TRIENI]
RENANTEEAIEENFSEHE,

BLERPVCUHES
Ren R A A ER T RIREPVCHRIHERIIR,

BFEBIrH R TIE TR CRAINR
EHREER MBI RATENFIE &R FEIETridentVolumeReference CREIIX R,

e £ Bire 2 Fia)H alZE TridentVolumeReference
Biren i = I8]9EF A E & 61 TridentVolumeReference CRELS | FBIREPVC,

o EEM SR TEIREIEMEPVC
Biren 2 TEIMFREE I MEPVCLUERIRPVCHBEUETR,

ECERM B R 2 =8

ATHRZ 2. BEafTEAEZFERGATEAMEE. EHEERN B TEMEENDENRE. &
TR EERF AT,
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T
1. *BEfRTEREE: *CIEPVC (pvcl). MIRFEBIrHRATEHZNNRE (namespace?)

shareToNamespace 1RFo

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Astra Trident&8ZPVN EGIENFSTEiES,

o O] UFERE S A RRYIRIEPVCEZL Z N iR TiEl, fHul:
trident.netapp.io/shareToNamespace:
namespace?2, namespace3, namespaced,

@ © WRILERHAZEIFrEmA=E *. flg:

trident.netapp.io/shareToNamespace: *

o BRI L EHFHPVCLLEE shareToNamespace BERSARAINARE,

2. EREIERA . SIEAEXABHNITkubeconfig. LIEFBIFHRATEIFAEEEEFHITEF )
#TridentVolumeReference CREVALBR,

3. *Birfn B TEIFTESE: *EErR T EIES | BIRaE = E/f TridentVolumeReference CR pvcilo

apivVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. *BirenBTEIFFEE: *QIEPVC (pvc2) (namespace?) shareFromPVC B FIEEIRPVCHIRE,
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

()  BiPVCHAIKINFREFEPVC,

“

Astra Tridenti2BY shareFrompvC fZBARPVC LARMATE. FHRBEFPVEIEN—IMES. MEBSLEED
FPVIVEERIR. HAHZREPVEFERR. BRPVCHIPVERNIEEHE,

BEFHZES

S BREZ N e R TEJHEMNE, Astra TridentEHBRx R TE_ EEIAE. FRIFHHEZENEM
B TIEIAYIANE. MIFRS|IBAENFIE R R TIEIG. Astra TridentiEIBRiZE,

f£H ... tridentctl get BMNES
[t ridentor] SAEFH, MRS oot ATHIMBENDS, GXHMER. HENGHE

. Jtrident referation/tridentct.htmi[tridentctl s FEIR],

Usage:
tridentctl get [option]
flags

* “-h, --help: &,
* —-parentOfSubordinate string. BFEERFIAMNESE.

* ——subordinateOf string: BEIERHEIANENTRE

PRI
* Astra TridentZTB/APEIE BiRas B =R B AR ZE S, SN ERXHBESEMHEIZRY LBEHZEHIE.
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* & RBEBI PR RIBUE FHRPVCHYIAIR) shareToNamespace 8% shareFromNamespace 1R+ MIB&
TridentVolumeReference CR.EBHH AR, HAIAMIERMEPVC,

* TEEMBELRITRE. EMRE.
BXFMAER ...
BT RAEXEGITRENENFAER. BRITUTEE:
* FipR ERRTEZERES: MR TEEHERHello"

* MAET "NetAppTV's

{53 cSl #/#h

Astra Trident A] LUBE E A EFHEIZEFHIEEM NN EI Kubernetes £85I = "CS|
¥aFNINEE"S

L7RUN
fEF CSI $#h¥hINRE, AILUMRIEXKIEA A BRI ERIARIREIA—NMED TR M5, EBEnRHER,

Kubernetes BIZRAIUEME T HEHNTRo TRAUIF—PEKIEANRR ] AEXES, We]IFAE
Xigzial, ATEFESKERMNFNTIERHECES, Astra Trident £ 7T CSI #hih.

THRE% CSIRHINNEEMESER "It

Kubernetes 1t 7 mME—EH TR :

* A VvolumeBindingMode B/ Immediate. Astra Tridenti§8lEE. MASRFEMIAIN BIE
PVC MBS EMIESILE. XEMIAE VolumeBindingMode FiEAF A& SSHEIRFNERIE
B, BIEKAMEN. AT & HIEKINPODRIITRIERK,

* WNR¥E volumeBindingMode IREB N WaitForFirstConsuming , M PVC SIZEFIEE KA 4 ERIIE
gﬁﬂii& BENTRIHEEFER PVC 9 Pod ALk, Xi¥, ESRIEHRFNERIREISSHERYIHRIREIRE!

@ WaitForFirstConsumer" HEEAREBIRIMGE, LIELEMIIF CSI HRHNEEEH,

EBENNE
LR CSI B, ERERELTFEH:

* IEZ1TEYKubernetes&EE "7 1FHIKuberneteshi 2"
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kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1le4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amdoc4"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df"”,
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

c RPN AN EB R 5| NIRINEFIBIRE (topology.Kubernetes 10/ Xig #
topology.Kubernetes I0/ XIF ) . 7E&ZE Astra Trident Z B, EEPNT A FNEEXLERE *,
LAfE Astra Trident BEBSIRBIFRFH,

kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0s":"1linux", "kube

rnetes.io/arch":"amdo64", "kubernetes.io/hostname" :"nodel", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/master":"", "topology.kubernetes.io/region":"us-
eastl","topology.kubernetes.io/zone":"us-eastl-a"}]

[node2,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/os":"linux", "kube
rnetes.io/arch":"amdo64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl","topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/os":"linux", "kube
rnetes.io/arch":"amdo64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl","topology.kubernetes.io/zone" :"us-eastl-c"}]

F 1T CIEARAINYGIR

B LAt Astra Trident #fifgtn, UERETAMXKEEEEMEES. 81 EHEBATUEE—1 Lt
supportedTopologies . ZRAXRZTZIFHNDXIXIEFFIR, HFEHILFIHAY StorageClasses , RE
EZRIZHEXIE / KPR BRREFERE, F26IESE.

THE—TEREXRH:
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YAML

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl

managementLIF: 192.168.27.5

svm: iscsi svm

username: admin

password: password

supportedTopologies:

- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-a

- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-Db

JSON

{

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",

"svm": "iscsi svm",

"username": "admin",

"password": "password",
"supportedTopologies™: [
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-a"},
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-b"}

]
}

supportedTopologies AFRMHEBNEHINXKIFHM I XFIR, XEXFMNOXRRTE
StorageClass iR R IFETIR. M TEEEIRRMEIE7 X573 X B StorageClasses ,
Astra Trident ¥ 7EGimeIES,

BOAT AT NEEMEN supportedTopologies o BT RAG):
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version: 1
storageDriverName: ontap-nas
backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b
storage:
- labels:
workload: production
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- labels:
workload: dev
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b

EURBIF, reGion M zone IMERRNEMMIIIE. topology.Kubernees.io/zone
topology.Kubernees.io/zone I8EFMEMIERUE,

% 2 . EXARFIFAFNY StorageClasses

RIBREE T RIRMHEAVRIMEZE, PILUE StorageClasses EX NEEHIMER. XRHERE PVC 1EK
(EER RETFEM, LUKRAIER Trident EEMERNT R F&o

5SS RLLTRG:
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:

fsType: "ext4d"

7£ bR StorageClass EXH, volumeBindingMode &N WaitForFirstConsumer" . TELLTFEEFIF
KBY PVC 7£ Pod 5| ZEIA=HITIR(E, b9}, allowedTopologies i T EFEAN S XX
5, NetApp-san-us-Eastl StorageClass &£ R san-backend-us-Eastl [GimeliE PVC,

%34 SIENEER PVC
832 StorageClass FHIFHMEEIFIRG, EMERLULIE PVC,

BT RA spec :

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

ERLERBIE PVC SR TER:
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B{E Trident IR EHFHLE

kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

EI PVC , I57E Pod HfER PVC o BT RA:
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

Ilt podSpec #57~ Kubernetes 7 us-East1 KIHFMTI = _Eit%] Pod , HM us-Eastl-a 3 us-Eastl-b X
1R AR T R AP TR,

BEEIU T
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

BHERIULEE supportedTopologies

AJLAfER tridentctl backend update BFEERIR, UES supportedTopologies Y&, XARF
mEiENS, HENXBATELPVC,

THREZER

* "EIERBHNRR
T RIERRER

BRI R KB
L RERAR
EFTRER

FAE(PVs)HKubbernetes & REBZ 1FEHBT B R B, &EB]LL9ERAsta TridentBlHY
EOEREE. FNTTAsta Trident/MERSIZEAVIREE. MU B IRBRIEFEURMNREBTE &
IR

5%

S #FEIRE ontap-nas, ontap-nas-flexgroup, ontap-san, ontap-san-economy, solidfire-
san, gcp-cvs, # azure-netapp-files RENTERF,

FaZ Al

EEARR. BOIEGINPIRBITHIZZMBEE X ZFIREE X (CRD), XEKubernetesiitZ4mHtE R (5140
: Kubeadm. GKE. OpenShift)#JE035,

WNREBIKubernetes 3 AR A B S RRIZTHIZZFMCRD. BB [EEEIRRIZHIZE].

(D) RECKERSAREBSREA. BIURRRZHSE. CKE-EANENIMRALHS.

BIEERE
p
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-

1. 8l VolumeSnapshotClass. BXIFHEER, BB M "VolumeSnapshotClass's
° o driver 1BMAAER N =ixRCSIIRTITER

° deletionPolicy AILLE Delete B Retaino, RE MBS Retain. FHEEE FHNREVIERERR
&, EMEEFERANE 2Lt volumeSnapshot R E MR,

Nl

cat snap-sc.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

2. BIEIMBPVCHIRER,
Nl
° LR FIE IR I EPVCHIIRE,

cat snap.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:
persistentVolumeClaimName: pvcl

° WWRFIERNZ NHPVCEIEBIREBIR pvcl REBIBIRIGEN pvcl-snap. VolumeSnapshotZ{ik
FPVC. H5XEX volumeSnapshotContent RNEFRRIBAI R,

kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

o &R LIMARE VolumeSnapshotContent YRR pvel-snap VolumeSnapshotBViftEH, o Snapshot
Content Name FRIFIRMHELEIRIBAIVolumeSnapshotContentif%R, o Ready To Use BERIREET]

AT eIZHHPVC,
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kubectl describe volumesnapshots pvcl-snap

Name: pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8a0ca-9826-11e9-9807-
525400£3£660
Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl
Status:
Creation Time: 2019-06-26T15:27:29%Z
Ready To Use: true
Restore Size: 3Gi
MEREBAIEPVC

EE] UM dataSource FRAZ NMNERBAIEPVC <pvc-name> ERNEIER, 8IZ PVC g, STLUSEMIM
E| Pod L, FHE&EEREMEREM PVC —HEEH,

@ PVCR S REER—EREIE, B8N "MIRENE: TEEERERLIEM=IHPVC Snapshot
BIEPVC",

U T RAEERBIZEPVC pvcl-snap EREIER.
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cat pvc-from-snap.yaml
apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: pvc-from-snap
spec:

accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

SNEIRE

Asta=ININEEST $F "KubbernetesTNEL & [REEIT 2" LMEERHEIEGAH
TridentMEB BRI RIS NIRER,

FFeaZ Bl

Asta=IRfEENNE BIRHESNREBEHNR E.

SIE

1. *EBEIER:. 88— volumeSnapshotContent 5|BEH
TER

S gelfE VolumeSnapshotContent 1EAsta

REBRIM R

XIE1EAsta TrdentPBEHR

° IEHIEERIRIREBAZ IR annotations YEN trident. netapp.io/internalSnapshotName:

<"backend-snapshot-name">,

°?Eﬁ§<name—of—parent volume-in-trident>/<volume-snapshot-content-name> {£H
snapshotHandle, XEIMEPIREBIZFIER AAsta TridentiRHtAIME—{Z 2 ListSnapshots B,

@ o <volumeSnapshotContentName> HHFCREZRH]. FEEIRASFIHIRBRIRIT

fico

Nl

UTREECIZE volumeSnapshotContent 5| BRIHMRBIINR snap-01.
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apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£f71223b5-23b9-4235-bbfe-e269ac7b84b0/import—-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content—-name>

2. *EBEIEA . QI volumeSnapshot 5|HABICR VolumeSnapshotContent IR, IIRIEEIBERIFIRILL
{8 volumeSnapshot ELAERR TEH,

Nl

TG CI# volumeSnapshot CRE#® import-snap 5|HAM VolumeSnapshotContent BE&
import-snap-contento

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)
source:

volumeSnapshotContentName: import-snap-content

3. *NERNIB( T FBHATIEMIRIE): *IMERIRIBIZEF ARSI 632 VolumeSnapshotContent BT
ListSnapshots B, Asta=TINEERI I TridentSnapshots

o SNERIRFRFZEFFHFIKE VolumeSnapshotContent to readyToUse #l VolumeSnapshot to trueo
° TRIdentiR[8] readyToUse=trues

4. “ERIFAF *BE— PersistentVolumeClaim BAS|IBH#HY VolumeSnapshot. HMH
spec.dataSource(EEspec.dataSourceReng*m%JVolumeSnapshot3g*mo

Nl

UTREECIE—5|FHBPVC volumeSnapshot B8 import-snapo
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

ERRRRE SHE

FRINBERT. REEROTFRERS. UERAEEMRSERIEENENREM ontap-nas M ontap-
nas-economy JX5I#EF. B .snapshot BRUBEMREBIRE LR,

fEAvolume Snapshot restore ONTAPER 21T R E & E R EI SRR I RIS,

clusterl::*> volume snapshot restore -vserver vsO -volume vol3 -snapshot
vol3 snap_ archive

()  i&mSnapshotElAs, MEERERKHEE. IESnapshotBIAs/EHEMIBFHIEREE K.

FR R A XEXIRIRBIPV
%‘Jl‘%ﬂﬁ KEXIRIRAO KA LR, N Trident SIFEFHH " IEEMER " RS MFFRERERLUMFRAsta Trdent

ERE & IRIBITHIZE
WNREFIKubernetes 3 AR A B & RRITHIZZFMCRD. Mol LUZIN FErRHITEE,

P
1. BI3EEMRIECRD,
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cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. IERRARITH2R,

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

@ MEME. ITH deploy/kubernetes/snapshot-controller/rbac-snapshot-
controller.yaml HEH namespace & (8o

PSS

R

* "VolumeSnapshotClass"
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EIRF 5= Asta Trandent

45 Astra Trident

4% Astra Trident

M24.02kRFFIR. Asta=IimEIIHIRA N ANEAHTRIET. STNHBERHE=ZNEERRD,
BN RASES BT AIARASAY BT _ EAERY. FigM T FrThae. MREIgsRINEE. HBiRBE
MeoH, RNEBENESEER DAL —R. LIFIBAstra TridentH BT IHEE,

FREIREEEIN
HRFNEREFARASE Astra Trident B, iEZELTEIN:

* TE4AEKubbernetesEEB¥PIFTE BT EIR RN TE—NMAER H=imE 5,
* Asta Trident 23.07 R ESRAZEvIEREB. FHEXIFAphasiBetalRiE,

* INREIEFIE TIiEH T Google CloudfICloud Volumes Service "CVS JR55ZEE", M AMEH fEIREIE A
BEfEM standardsw 5 zoneredundantstandardsw MAsta Trdent 23.01HRSIIRSE K5, TTEEH
servicelLevel Efgim. REBRRETRESEMBIE, SN "CVSIRSELRA" THIFEMAEE,

* FHRBY. BB RM parameter. fsType TEH StorageClasses HAstra TridentfEH, &R LUMBRHE
Bl storageClasses MASFHEE S,

° XEITHI—IN * B3R * "2 E X" SAN %,

° samplelsi \ B & & & https://github.com/NetApp/trident/blob/master/trident-installer/sample-
input/storage-class-samples/storage-class-basic.yaml.templZ& R ffl[storage-class-
basic.yaml.templ)fI§%#Z: https://github.com/NetApp/trident/blob/master/trident-installer/sample-
input/storage-class-samples/storage-class-bronze-default.yaml[storage-class-bronze-
default.yaml®,

c BXIFAER, BBW BEAIEE,

B EERRE

Astra Tridenthk A=K AEF HEARARZA vy . MvM SR E. ERYY'B—FEFHNEEHRUHFE. "MM'EH
9o DOTHRAESIEBREA YY.MM. X HE. HF"X"BEMEFET). EERBEMPARIIREIEREALKEBIR

o

* AU EEARE B RERAHNENMRAR OPRERBmhRE. Fla0. S UEEM23.04 (FE[23.04
DOTHRZS)FH 4% EI24.06,

* NRBMIUNhRAE O ZIMIRESHITHER. BRITZTBEAR. BREEARNIALRBAREESH
ThRAEOR "SRR &R, B0, WREEITHE22.01 HHEHLLE24.06:

a. BRM22.07F4%%123.04,
b. S5 M23.04F K EF24.06,
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7£OpenShift A28 F & _LFEA TRIDentRIEIZFHITHERE. MAKEITRIDent 21.01. 1K E SR
(D % 21.01.0 fR%A0 Trident EBRBE— M EANFBA, % B 21.01.1 P8, HX¥
HE8. WS GitHub LTRSS,
$25: MERBRESE
EBHERAIREAstra TrdentBIRAIMRA, EHITIUTHRIE:

1. {8 ... kubectl get pods -n trident ZPod,
° MR EHIRIERPOD. NEEARETAsta=ixfE tridentctlo
© NRBIBERER. WERA=ZIHRERFEIERHelm&E TAFA =%,
2. NBRERERTHIE. 5 kubectl describe torc HBERBEAHelm&Z % T Astra Trdent,
° NREBHelminE., NIFKTRAsta Trdent2fFEFHelmZ% [,
° NERZEHelmiRZE. NEATridentRIEA RFEHREAIER FTrident,

BIW . EEARSE

BE. ENERASTRTERBNERITAR. BERILUXFY TELEGEZETIR" FikAstra Tridentd
[ i =

* “ERATrident@ERFHITHER"

Q) BINBWEEE TREERASTER EERRIERETHE .

(EEE bR e
TRIBIERFHR TR

TEERAZIREERENARAsta=IRIEERF 2. BN T EARRERENGGHIE
HA N P RMEMN =T AERIZE. =2H28PodH T3 mPod LAK T3 RDemonSeti#
THEN,

TRIdenti2{ERFHRILIE

REFER 2z — FRMETVRERNMIE" REMARAsta Trident2IEEATFIN A EEHENH R T B
I Asta TridentflKubbernetes3t R, @I XA R Astra=IHIE AR A UL IFSENALK. & AIEH" LH
=, Bid 5KubenetesEEHHITIBS. AILL:
* BIRRHERCIE=KITHIZZZBEF T mDemonSet.
* FRFMRAERTRIDentiZHl28PodF TRIDent I 52 Pod,
c MRTHEREH. WARBEILEEHFEFT =

° ABEIT T =T RPodiY T R BeHEEE
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B UMEESSCREN ZIERAARTLEALRE S —INEE CENZmEARAAR LR, FiBAstra Trident 21.01
EEhRAFEREESCRENEER,
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KXTFULES

(\fe7oi@id} {\f270 {\f151. } {\f270} {270} {\151. } {\f270} {\f270} {\f151. } {\f270@id}
{\f151. } {\fe70} {\fe70} {\f151. } {\f270}

* X FisiTKubbernetes 1.248958%, &M "bundle_pre_1_25.yaml",
* X FiE{TKubernetes 1.255 Em i AHVEREE, 1HEF "bundle_post_1_25.yaml"s

Feaz i
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PIE
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./tridentctl -n trident version

2. BT YA Astra Trident S2HIBY Trident IEE T, Hl30. WREM23.07H %K. EEITUTEHS:

kubectl delete -f 23.07.0/trident-installer/deploy/<bundle.yaml> -n
trident

3. MNRBFERABEENXTHIALE TridentOrchestrator B, BAILIZREE TridentOrchestrator AF
BREESHIINR, EF A sEEENRVIENIEEH & TridentF I CSIMUE EMER. BRI BEISEMR
GAR B AP B E 24,

4. FREATENIFEMNERRESEYAML XL itAstra, HA Kubornetes s EF &M <bundle.yaml>
bundle pre 1 25.yaml bundle post 1 25.yaml hR#dS, g0, WREZREAsta Trident 24.06. IFIE
TUATE<:

kubectl create -f 24.06.0/trident-installer/deploy/<bundle.yaml> -n
trident

F4kHelm& &

] U FHR Asta= i Helm &3,

BRET Astra TridentdIKubernetesEE &8 M 1.24FHR EI1 . 25 B S hRASES. 4T values.yamIsE
@ ¥ Hset excludePodSecurityPolicy to true ZAMN --set
excludePodSecurityPolicy=true | helm upgrade 5%,

P
1. INRE "BEfEAHelm%ZZEAsta Trdent" 8, MATLUER helm upgrade trident netapp-
trident/trident-operator --version 100.2406.0 —FFHLRk, WREFRRFMHelm repod oA fE
REe#iTHE:
a. M\ EIEFEYAstra TrdenthiRZs "GitHub_EHY_assets_ E353"
b. £ helm upgrade <. HH trident-operator-24.06.0.tgz RMT BEAHKEIAIRRES,

helm upgrade <name> trident-operator-24.06.0.tgz

MBEIEIAR RIS E T BEGER(BI, =GRS MEISEEM. B
() #%). B neln upgrade M4 —-set N T HIRXEATIES Eupgradess < HH,
BB B E D EAEL

2. i&81T helm list WITEIRAMNBREFRAIIEA R, BT tridentctl logs EEFEMIAIRES.
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MFAL tridentctl REZITRIdentiR{ER

TR UM AR B SR FTRRA B Tridenti® 1SR tridentctl R, MBRFHAPVCIE BRI A,

() mmmgsrre. BEE wRESEZEBD,

TR

1. FTEHRHH Astra Trident kRZs,

# Download the release required [24.060.0]

mkdir 24.06.0

cd 24.06.0

wget
https://github.com/NetApp/trident/releases/download/v24.06.0/trident-
installer-24.06.0.tar.gz

tar -xf trident-installer-24.06.0.tar.gz

cd trident-installer

2. M\iBBEPEI tridentorchator CRD ,

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. B CENEEMNHETR —amR=TEH,

kubectl create -f deploy/<bundle-name.yaml>

serviceaccount/trident-operator created
clusterrole.rbac.authorization.k8s.io/trident-operator created
clusterrolebinding.rbac.authorization.k8s.io/trident-operator created
deployment.apps/trident-operator created
podsecuritypolicy.policy/tridentoperatorpods created

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE

trident-controller-79df798bdc-m79dc 6/6 Running 0 150d
trident-node-linux-xrst8 2/2 Running 0 150d
trident-operator-5574dbbc68-nthjv 1/1 Running 0 Im30s

foe]

4. 63 TridentOrchestrator CR LAZ3E Astra Trident o
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cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident

kubectl create -f deploy/crds/tridentorchestrator cr.yaml

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS
trident-csi-79df798bdc-m79dc 6/6 Running 0
trident-csi-xrst8 2/2 Running 0
trident-operator-5574dbbc68-nthijv 1/1 Running 0

°. WIABR=IIZhaE AR FHRMR AN,

kubectl describe torc trident | grep Message -A 3

Message: Trident installed
Namespace: trident

Status: Installed
Version: v24.06.0

&M tridentctl H{THEK
&) LUMERRBRMA LRI BB Astra Trident& 3 tridentctlo

KTFUAES

AGE
im
Im
5mdls

EEH E %3 Astra Trident BIERFLR, ENE Trident BY, R&MIBE Astra Trident ZPEFR{ERNXKA M EE
B8 (PVC) MXkAME (PV) o 7E Astra Trident Bi#4LERiE], EECER PV 501, M Astra Trident F1ERE

EXAE RTELCEREI 62 BV PVC ECE &,

ez Al
BEE "EEFRTTE" FHERZAEN tridentctlo

p
1. EHIEITHEBS tridentctl BIBR5Asta TrandentXBXBIFE 25 R (CRDAIME X IFRFRIMo

./tridentctl uninstall -n <namespace>
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2. EFiLEAsta Trdent, IEEN "FF tridentctl 22 Astra Trident"s

() woeAgeR, BREERFEGRE.

{Etridentct] EIEAstra=1im
. "Trident ZER2FE" @fF tridentotl ERHSTRARFAIMNBINAAAsa 5

Ao BB EBINPERIKubornetes B P B] LU B KL ZEAstra Denta EIE €1 & Astra Dent
PodHyen & =IE]o

LM /ITE

EAILUETT tridentcetl help DEREXAIAESMIFIR tridentctl SMINN --help BFEMGSHIIRE.
LURBUZAFE op 2 B IANARE S %R

tridentctl [command] [--optional-flag]

Astra=ININEE tridentctl SEAERXFUTHSHNEEIRS,.
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3

A
=S
create

BZRIFERIEAsta Trdent,

delete
MAsta TrdentFflig— 30 %1 FRo

get
MAsta=ImIREl— T HZ N ERo

help
BRERELRIEER,
images

FTEN—1NRR. Hha & Asta TridentFh EMNA2RE R,

import
BUMEZRRS NI Asta Tridentd,
install

Z3E Astra Trident o

logs
MAsta Trdent¥TEN B &,

send

MAsta Trendent&ix & Ro

ENE
EN#Astra trident,

update
TEAsta DentR{E X TR

update backend state
B EFEIREE.

upgrade
FtékAsta TrdentPHIZ R,

vehiZs
$TEDAsta TrdentfIhRZs,
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ERITE

-d, --debug
BN =T S
-h, --help

#BBY) tridentctlo

-k, --kubeconfig string
§E KUBECONFIG TEZASHIZE M —MKubornetes 5 8¥ 5 5 — MEBHIE TA S HVER R,

@ HE. eI LISH kuBEcoNFIG TE. AT RS ENKubbernetes&E B4 Fl n] @ifE iR

tridentctl 5%

-n, --namespace string

Astra= IR ZPER TR T(8).

-0, --output string
A& json_yaml_name_wide|ps Z— (ZXIA) o

-s, --server string

Asta=IHRESTZ Oyt /im .

@ BI LS Trident REST #OBEB AL 127.0.01 (FFIPv4) = ¢ @ 1) GFF
IPv6 ) filrFliRHtARSS

8 L IEDAATE

etlf=:

i create AT MAstra TridentFIIZE RHIER S
tridentctl create [option]

IR
backend: FEIHAINEIAstra Trident,

S
£/ delete FAF MAstra TridentFfifa— e 2N EFEHIS S,
tridentctl delete [option]

il

backend: MAstra TridentdPilpR— ok %N EE S,
snapshot: MAstra TridentPfflpg— 2 ZNERE,
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storageclass: MAstra TridentdffIBR—1N 2 Z N 1EESS,
volume: MAstra TridentFIfF— MR LM ZFiES,

FREX

R get FAF MAstra TridentFREX— P Z MR BRHIER S
tridentctl get [option]

R

backend: MAstra TridentIREX— 1M Z M FE SR,
snapshot: MAstra TridentZREX— 1 E ZMRER,
storageclass: MAstra TridentZREX—"Na ZMFEES,
volume: MAstra Tridenti kB —1 5% MN&,

LIS

-h, --help: &I,
--parentOfSubordinate string. EEERHIAMNESE.
--subordinateOf string. BEEREHIAENTE.

BRIR
£ ... images FITF#TENAsta TridentFT A 23 YRRV So

tridentctl images [flags]

&

-h, --help: E&#EEE,

-v, --k8s-version string. KubornetesEEE{HV1E X k7S,
SANE

fEF import volume BFEMEEZENEAstra TridentfVan <,
tridentctl import volume <backendName> <volumeName>

plIE=

volume, Vv

RS

-f, --filename string: YAMLEZJSON PVCX{4HIERIR,
-h, --help: HMIEEEN,
--no-manage:. 1XEIEPV/PVC, FEREEEMFHEE,

T
{8 install AT & %EAstra TridentBItRE,

tridentctl install [flags]

[flags]
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LIS

--autosupport-image string: AutoSupportiENHYZ 25815 (FAIA ST " NetApp/ TRIMT autostsupport

. <current-version>"),

--—autosupport-proxy string: BF&iZAutoSupport ENEICIERIHIAL/IR
--enable-node-prep: ZXEN R LELREFAFIRMEE,
--generate-custom-yaml: FERLREEFAEHER FEBRYAML 4,

-h, --help: RE#HEH,

--http-request-timeout: BEZIRITHIZZAIREST APIBHTTPIEKIBE (FRIAE /1 m30).
--image-registry string: PIZFRRMGIEAZREVMIL/IRO,

--k8s-timeout duration: FiBKubernetesiZ{EHVEERY(EAIAE/I3mO),
-—kubelet-dir string: kubeletNEBIRESEIENGLE (FRINE A" Ivar/lib/kubelet"),
--log-format string. Astra TridentHEIZFRIB (LA, json)(BRIA ST "text")o

--pv string: Astra TridentfEFIRIEHEPVEIRZFRAIHRILL 2 FRARZETE(FRIA A "trident "),
--pvc string: Asta=IGEFEHRNEREBPVCHEIR, MEAEEECAR=ZIHE"),
--silence-autosupport: FAEBGIFANetApp&RiXAutoSupport IREBE(ERIA Satrue)s
--silent:! EREHEZEAARZ ML,

--trident-image string:. ERZERAstra TridentBR{E,

--use-custom-yaml: {FHIZEBRHFHERIIMEYAMLX 4,

--use-ipv6: fEMIPv6#H{TAstra TridentdViE(E,

BE
£ ... logs AT MAstra TridentfTEN B EHIFE.

tridentctl logs [flags]

RS

-a, --archive: FRIESBEIRA. SNERFRE BE IR,

-h, --help: HEEB,

-1, --log string: BRERMAstra TridentBE. Trident FEJ— "auto"|trident RIERT "All"
"auto" ) o

--node string: BEMAKET 2PodHEMKubernetesT s & #Fo

-p, --previous: JREUCRIRZEEFINHEGNREE).

--sidecars. ¥RB¥sidecargzsfIHE.

Ri%x
£ send AT MAstra Trident&IiZZFFEHH S,

tridentctl send [option]

IR
autosupport: FFAutoSupport 31K iELANetAppo

ENE

fEF ... uninstall BFEIE Astra TridentfYtREs

tridentctl uninstall [flags]
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LIS

-h, --help: HN&#EEN,
——silent: EIEHABIEZRAAZEGEL,

SR
fEF update ¥ LUEENAsta DentP AR,
tridentctl update [option]

R

'~

backend: {EAstra TridentPE /TR,

EERIRZS

£/ update backend state AFEFEHIMEFIHIRIENGFS,

tridentctl update backend state <backend-name> [flag]

FEEENER

* IR FE A TridentBackendConfig (tbc)BliEGim. NI AFERXHEH /G backend. json o

* 1R userstate BIEtbcFIKE. WL EFERMLIEER tridentctl update backend state
<backend-name> --user-state suspended/normal o

* BidtbcIRBER. BEEFHRGE I tdentcttIRBERIINEE userState « HMMbcHFMIFRIZ userstate FE&o
B LUME A S KT UIR{E kubect]l edit tbc o MIBRLEFERS userstate « EELUER
tridentctl update backend state SIS BN userState [5imAY%

* [ tridentctl update backend state B userstate, IR LUERHXHEH usersState

TridentBackendConfig backend.json ,

s
_h’ ——help lﬁ'ﬁ)lklu\ﬁﬂﬂjjo

--user-state. ®EBNHN suspended

suspended:

* AddvVolume # Import Volume BEE{F.

®* CloneVolume. ResizeVolume PublishVolume. .
GetSnapshot RestoreSnapshot. DeleteSnapshot. «

ReconcileNodeAccess {R#FA] Ho

H(EEmIR1E, 188N normal MEF

UnPublishVolume.
RemoveVolumes

XA RRNTEEEMNRN. HEIRZIEEFN.

IimiR{E, RENAY

CreateSnapshot

GetVolumeExternal

SR R EREEXH PN FEENGEHIAS userstate TridentBackendConfig

backend.json, BXIFMER, HEH "ATEERIHAER" ] "&£/ kubectl H11T

o T

fEimEIE"
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JSON
BREBUTTBERAXHER userState backend.json :

1. B48 backend. json XL E S userstate FE. FBEEIZEN"EMM"

2. (FRGSHENR BN EEN Gl tridentctl backend update backend.jsono

Tf5l: tridentctl backend update -f /<path to backend JSON
file>/backend.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "<redacted>",
"svm": "nas-svm",
"backendName": "customBackend",
"username": "<redacted>",
"password": "<redacted>",

"userState": "suspended",

YAML

e UEERm SN Atbc G E#ITHRIE kubectl edit <tbc-name> -n <namespace> o AR
ERIETNE GRS EMNEE userState: suspended :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-ontap-nas
spec:
version: 1
backendName: customBackend
storageDriverName: ontap-nas
managementLIF: <redacted>
svm: nas-svm
userState: suspended
credentials:
name: backend-tbc-ontap-nas-secret

version
R ... version AFFIEIRRAIIFE tridentctl UNRIEFEEITHTridentiRS,

tridentctl version [flags]
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LIS

--client: {XPREFIRIRA(FZEEIRSS2R).
-h, --help: hRZAS#EEEH,

%47 Astra Trident

Asta Tridentigft T —2HPrometheusistrimm. B T 4T Asta TridentBYERE,

Bk
1BId Astra Trident I2EBVIEAR, 0] LARITATR(E:
* REAX Astra Trident BITIRRMEEBERET &, SR UK EIRENBRINEE UNRE BT EBIRTIERS Gin
HITIBE,
c MBEGREARABREE, ATHREIRREENSHEUNSANEEES,
s P BRI ENSHENME X AR,
* IRERMERE, EILLT R Astra Trident 55 @EEHHITIREFTERIETE]L,
@ ZINERT, Trident IEIF2ERTE /metrics mARBREO 8001 ° L, %3 Trident B,
XLIERRERIAN * BBE * o
BEENRA
s 4T Astra Trident B Kubernetes 2%,

* — Prometheus 5, RILLZE "B 2k Prometheus ZfE" (&, BRI LUERIE Prometheus {ERIBIT"
[RENBERF"

£ 1% X Prometheus B5
BN TE X — Prometheus BRANEETEIRFIRENE X /GiF Astra Trident BIEME 8, BRIENES, X "#

=" N BUNAIE Prometheus # Grafana 5 Astra Trident 5 & AR K =55, NERNB T NRALURER S D
EKubelnetesEEBEF i TPrometheus. LA UN{AI L7 ServiceMonitorsk3kEXAstra Tandentigtno

% 2 % 2% Prometheus ServiceMonitor

E(FA Trident 3845, B EIE— Prometheus ServiceMonitor , ZMaiE28 0] 415 trident CST BRSZFH{IA
mtrigics #wH. Rf5 ServiceMonitor 40 FF7:
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apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
name: trident-sm
namespace: monitoring
labels:
release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- port: metrics
interval: 15s

Itt ServiceMonitor EXSHZE trident CSI ARSSIREIAVIETR, HEIEHRSH ntrics e, HL,
Prometheus IM7E EBCE /1 T % Astra Trident BY3E4T.

FRT B MAstra TridentIRISHIIEFR Z 9N kubeleiR AFF T 1FZ4EHT kubelet volume * i@id B 2HIIEIRIR S
EEIEIT. Kubelet ATLURMHAE X BIEIENE, Pod REMEHEMALHEENEE, BESW ",

% 3% {£H PromQL &if Trident 151x
PromQL FEEIE S 6 R[EIET 8] F 53 R EIEIFRIA .

RE] LMER LT PromQL Z36):

FREY Trident BITIRRER

* 38 Astra Trident B HTTP 2XX FARZBIBE S LE

(sum (trident rest ops seconds_total count{status code=~"2.."} OR on()
vector (0)) / sum (trident rest ops seconds total count)) * 100

s BTSSRI B Astra Trident B9 REST PR AIE 4 L

(sum (trident rest ops seconds total count) by (status code) / scalar
(sum (trident rest ops seconds total count))) * 100

* * [ Astra Trident HIITEVIRERTFEI94F4L0Y(8] (ZF)) *
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sum by (operation)
(trident operation duration milliseconds sum{success="true"}) / sum by
(operation)

(trident operation duration milliseconds count{success="true"})

FXEY Astra Trident EHER

BRI FIE
trident volume allocated bytes/trident volume count
* F M EREENESEE

sum (trident volume allocated bytes) by (backend uuid)

HEB N BHBRIER
(D) RBERBE belet 5178, 42 RMAILIEE

BT ENERTERSL

kubelet volume stats used bytes / kubelet volume stats capacity bytes *
100

T iR % Astra Trident AutoSupport ENHER
ZANBERT, Astra Trident 225 HT5Z M NetApp &KX Prometheus 1IERFMEKFIHRE Eo

* EPRLE Astra Trident [ NetApp &% Prometheus 15IrFfIE R GiR{EE, 157E Astra Trident REEH[B)(F %
-silning-autosupport’ #x&.

* Astra Trident B BJLUBT tridentctl send AutoSupport RERB A HELIEE NetApp ZHFE61 1,
EEEMA Astra Trident U EEEBRE. FRXBEZHI, ERIES NetApp
BYhttps://www.netapp.com/company/legal/privacy-policy/["BaFAE R "o

* BRIESAWEE, TN Astra Trident 2MTE 24 NBHEENE S,

* e LUERIEE B EREBIBEIEE --since 7&. BHIU1: tridentctl send autosupport
--since=1h, MEEBIWENALIX trident-autosupport SAstra Trident—CLZENBEs. ERILL
MIRERA 28K "Trident AutoSupport”s

* Trident AutoSupport AF=WEHERMASEE (Pill) HPAGBE. EMFT "EULA" XRERTF
Trident RESBUEA S, BB LUFA T AR NetApp JHEUIEL £ RS ERIEE "L,

Astra Trident ZIXHIB MO ERFII0T:
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items:
- backendUUID: ff3852el-18a5-4df4-b2d3-£59f829627ed
protocol: file
config:
version: 1
storageDriverName: ontap-nas
debug: false
debugTraceFlags:
disableDelete: false
serialNumbers:
- nwkvzfanek SN
limitVolumeSize: "'
state: online

online: true

* AutoSupport JHE 35 &KX E| NetApp BY AutoSupport s . IRFERIEFTMRFMER MM, NaTLIEER
" -image-regRegistry’ #5:&,

s SR LB RS YAML XA RECEIE URL, Altt, ATLU#EA tridentctl install
-generate-custom-yaml B YAML X, H7E trident dedeployment.yaml 1/ trident
autosupport Besmil * -proxy-url’ S%,

%M Astra Trident 3545

B IREENR, BNAERBENX YAML (8 -generate-custom-yaml * #5:&) FHXTE#BITHE, LURIERA
trident F R25FHARY -metrics Fr&o

1%L Astra Trident
BN {FERSZEAsta= iR T ZHEN G EZHHAsta= iR &,
ETHAS

* IREFEBETALR. ROXREFENARKBEATERLIEEIR. WNEFHAsta Trendent. PA/GIZ
BRI VR E IR BAE T R E R HAMR S "version”s KB _BE R_F&REIFEIRRARE—EZINTT .

* ATBEFAENMENRSE. MEHAsta DentFEMIFRCRDE(Asta DentBlZEVEX N R, NREFTETEM
BRAER FRIZIRAREREHE. 152 W "T2iMlfRAsta TrandentMICRD"

ez Al

MR E(ZAHKubnetes&ERE. NIAMTEENE Z BiIFRERASRA= IRTF (&0 B ENFIE N BER. XHFa] LR
EMIBRZ BT, TEKubbernetesT s _ERBUHE I X LEPVCH B 1%,

MERIERRTT A
ENER SR EAsta TrdenttB R AREIHE. M2 A0, ERIERLEAsta Trdentid ERHIARAS
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1. {8 ... kubectl get pods -n trident ¥Z&Pod,
° YNRGHIRIERPOD. MMfEARET Asta=ix# tridentctls
° NRBIRERIER. WEA = IRIRIERF oI ERHelmEZE TAER BI= 1R,

2. NBRFiRERIEFIE. 15EA kubectl describe tproc trident MERTERHelm&ZiET Astra
Trdent,

° NRBHelmFrZ. NIFKRAsta Trdent2FEAHelm&ZEERY,
o IR EEHemITE . NMIEATridentREA RFILEEAIER FTrident,

HZ TRIdentiR{ER L%

&l U FohEFH s ERAHemEIZEH TRYDenti@{ER L2,

& FohZesE

NREERIRIERZTEE T Astra Trdent. A LUBEHITUA TRIEZ—IEEHENE
1. %48 TridentOrchestrator CRI1& B HEHrE*:

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"uninstall":true}}"'

Y uninstall IREIREN true. TridentR{ERPEEIZ Trident. 1B AR=MIBRTrident Orchestratords&, 4l
BEHEHZE Trident , NEIE Trident Orchestrator H B EHTHY Trident o

2. fBf TridentOrchestrator®: EiIMIfR TridentOrchestrator crlAFEf&E Astra Trident. LHLATESE

Bie R EREHIE Trident, IR21ERBMIBAIMIPRIZIE TridentOrchestrator AR EEMIBRAstra Trident
EBEMBCEENX . HMPREREIFZFEIZEN Trident Pod,

kubectl delete -f deploy/<bundle.yaml> -n <namespace>

I Helm% 3

WREEH Helm £ 7T Astra Trident , MBJLAEA helm uninstall EEEF,
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#List the Helm release corresponding to the Astra Trident install.
helm 1ls -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

trident trident 1 2021-04-20
00:26:42.417764794 +0000 UTC deployed trident-operator-21.07.1
21.07.1

#Uninstall Helm release to remove Trident
helm uninstall trident -n trident
release "trident" uninstalled

% tridentctl &
fEF uninstall A< tridentctl EffiffR5SAsta TrandentxEXAIFRE 32 R (CRDFAIME R I RERIM. 15
T IR(E:

./tridentctl uninstall -n <namespace>
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i& A+ Docker BY Astra Trident
ZRERBIIESME
FEEDE Astra Trident 281, (EMAIE T L EAIE BN EM N ATER L,

FIEER

s TN ER T FHEFAEEX "EX',
* R ERETZHFM Docker hr7As, INRERY Docker iASBEIRY, "ZEHEME"

docker --version

* WIER S EAEEN L REMNEE M INEIRF .

NFSTH

ERERTENRERANGLLENFSTA,

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D =ENFSTAREMEDIAENA. UHLERSEEIEBNEY.

iSCSITH

ERERTENRERAANBTLRISCSITA,
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-
mapper-multipath

2. ¥ iscsi-initiator-utils FRASZEE /9 6.2.0.877-2.el7 S EBhRES:
rpm -gq iscsi-initiator-utils
3. BHEIRENFoh:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BRZRE:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ fffR detc/multipath.conf contains find multipaths no under efaults .

S. M4fR iscsid M multipathd IETEIBTT:

sudo systemctl enable --now iscsid multipathd

6. BAEHEE iscsT ;

sudo systemctl enable --now iscsi

Ubuntu
1. RENTRERGE:

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. ¥97 open-iscsi lRASEE N 2.0.877-5ubuntu2.10 XEShRAS (WFFNFHRL) 5( 2.0.877-
7.1ubuntu6.1 XESEhRZAS (XFF Focal ) :
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dpkg -1 open-iscsi

3. BRI ENF:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'

/etc/iscsi/iscsid.conf
4. BHEZRKE:

sudo tee /etc/multipath.conf <<-'EOF'
defaults {

user friendly names yes

find multipaths no

}
EQF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

(D iR detc/multipath.conf contains find multipaths no under efaults .

S. MREBREHIE!T open-iscsi M multipath-tools :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

NVMeI A
ERERTEMREAZNGSETENVMe TE,

* NVMeZEERHEL 95 FE S AR,

@ * f1RKubelnetes T RAYAIZARAKIH. HENVMeREBRER FENNZRE. ErIEEE
BT R NZhRAE R EENVMei BBk EN,
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RHEL 9

sudo yum install nvme-cli

sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu

sudo apt install nvme-cli

sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

¥ Astra Trident

iEATFDockerfIAEA REIZESIEATNetAppEiE T AMDockerE SR FEEM. EXHM
ZEF &%) Docker FHMEH R RICENEIE, HIRH—MEZR, AFERFRNNIEM

VAN
o

Astra Trident B9 Z N SLEIA AR ER—FEH LIE1T. XEI RN EZE SN FHEARMEFMEEE, FHeEBR
E X AT Docker BHITZ(E,

FENRAE
W EEREIREM RERFEIRSFMHE, BIAIERE Astra Trident o

(R
ICAT
EE
ﬁ

Docker £ EifEH A% (1.13/17.03 XEShRE)

Friazal

MNBEEELATIFHIZS EZPER T Astra Trident Z 81 Docker 1.13/ 17.03 , EHRFEERAS
SR E 2 B{E1E Astra Trident IHIEHEHE5H Docker SFHFIHTE,

1. BB EEETTRISES)

pkill /usr/local/bin/netappdvp
pkill /usr/local/bin/trident

2. E¥EEh Docker o

systemctl restart docker

3. HfRE %% Docker 5|2 17.03  (Fhitds 1.13) HEEARZA

246



docker —--version

MBEAIRATEE, "R ERRE,

p
1. QUEAECE RN TR 8 RE I

° config ! BRIAXHB A config.json , BERILUERFMERERIRTR, HieFERXHRIERE
config &, UEEEXHAMATFENRG LR - /etc/netappdvp” BREH,

° log-level . IEEREIEELS) (debug, info, warn, error, fal) o PRIMEN infoo

° debug EERTRRAAXBEEIER. FINMEN false o WIRH true , WEBZHER

I NEEXAFIE—MIE:

sudo mkdir -p /etc/netappdvp

ii. BEECECM

cat << EOF > /etc/netappdvp/config.json

{

"version": 1,

"storageDriverName":
"10.0.0.1",

"managementLIF":
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username":
"password":
"aggregate":

EOF

2. FAZERG RSB Astra Trident o E#ft <version> EIETEEFEBEHIRZS (xxx.XX.X)o

docker plugin install --grant-all-permissions --alias netapp
netapp/trident-plugin:<version> config=myConfigFile.json

3. FFUafEA Astra Trident JHEBECE RFHMITEE,

a. gL A "firstVolume" 9%

docker volume create -d netapp --name firstVolume

"ontap-nas",

"password",

7l
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b. ERR B BIREINE

docker run --rm -it --volume-driver netapp --volume

secondVolume:/my vol alpine ash

c. fifg# "firstVolume" :

docker volume rm firstVolume

7% (112 ERHRA)

Fazal
1. HRIEE R4 Docker hR7s 1.10 SHEShRES,

docker —--version

NREHIRABEIH, BEMERILE,

curl -fsSL https://get.docker.com/ | sh

5 "IRIBER T IEH 9 KA AYi5 B T TIR1E"S
2. FIRENENARSEIE NFS #1/ 3 iSCSI .
SIE
1. REFEIE NetApp Docker B :
a. FHHBRERNAER:

wget
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-
installer-24.06.0.tar.gz

tar zxf trident-installer-24.06.0.tar.gz

b. RN EFEFERRHHIENMIE:

sudo mv trident-installer/extras/bin/trident /usr/local/bin/
sudo chown root:root /usr/local/bin/trident
sudo chmod 755 /usr/local/bin/trident
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c. NEEEXHEIR—MIE:

sudo mkdir -p /etc/netappdvp

d. BUERECE X!

cat << EOF > /etc/netappdvp/ontap-nas.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

EOF

2. WEZHEXHHOZEEXHE. ERAMFNEIEXA R =X#HEIFRHZ,

sudo trident --config=/etc/netappdvp/ontap-nas.json

() mdeEE. BUBEHEFHNIRAEFTAINGtADD,

BohsFP#HIEE, @R LUER Docker s ST RERIENEIES
3. BESE

docker volume create -d netapp --name trident 1
4. BEhA2EAIECE Docker &

docker run --rm -it --volume-driver netapp --volume trident 2:/my vol

alpine ash

5. MiF% Docker %:

docker volume rm trident 1
docker volume rm trident 2
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ERZ B B5h Astra Trident

BXRETRAFRINAFHIRBIR TS, 120 contrib/trident.service.example 7EGit repo. &
STRHEL{ERLESZ . IBHITLATFRIE:

1. X EHZIERNLE,
MREFEBITZANEG, WERTTHN{ERME—R o

cp contrib/trident.service.example
/usr/lib/systemd/system/trident.service

2. (BB, FOEER (55 217) ULEREFZMAMEXHREFE (55 917) URMERNIFE,
3. EHMNE systemd U NFEK:

systemctl daemon-reload

4. BARS.
IRIBIETE * /usr/lib/systemd/system’ BRAPAXGHFBHNAR, LBATREERRE.

systemctl enable trident

o. BEpARSS,

systemctl start trident

6. EERS.

systemctl status trident

@ BYHEEREBETXMHRY, JEIBIT systemctl daemon-reload 8%, FEH T ARFAMAYEN,

FiR ek ENE Astra Trident

I&a IR et FHRIE R F Docker B Astra Trident , MIAS N IE{EERMNEFEEAR
M, EARIIIER, FEMEIEHM docker volume @p 71#?‘1&%45’35'_?@]??9&)”&, HEMNMA
BB EESE, BIEHERGITAL. EAZSHERT, XIEE L,
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Fk
HITU T T BUALKERTF Docker BY Astra Trident o

L
1. FIHIMESE:

docker volume 1s
DRIVER VOLUME NAME
netapp:latest my volume

2. BFRtEM:

docker plugin disable -f netapp:latest
docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
7067£3%9a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. FAepddts:

docker plugin upgrade --skip-remote-check --grant-all-permissions
netapp:latest netapp/trident-plugin:21.07

@ Astra Trident 18.01 hiREX{X T nDVP , BN EIEM NetApp/ndvp-plugin BEFLRE!
NetApp/trident ¥HEME R,

4. BHREH:

docker plugin enable netapp:latest

o WIFERERAIEN:

docker plugin 1s

ID NAME DESCRIPTION

ENABLED

7067£39a5d£5 netapp:latest Trident - NetApp Docker Volume
Plugin true

6. WIFEERA .
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docker volume 1s
DRIVER VOLUME NAME
netapp:latest my volume

WEREMIBARASEY Astra Trident  (20.10 ZEiBYARZS) FEKE! Astra Trident 20.10 S E S hkZs,
NATRESBEIFEIR. BXEAEE, BSN "B NRBRIIEIR. W ALZAIIESE.

() #EBRMILE:. BEItE— FOMIRESERZERBNASa Tidenthids: docker
plugin install netapp/trident-plugin:20.10 --alias netapp --grant-all
-permissions config=config.json

ENE
AT TS BENEER T Docker B9 Astra Trident o

TE
1. BIBREGCIEFRE S,
2. B PR

docker plugin disable netapp:latest
docker plugin ls

ID NAME DESCRIPTION
ENABLED
7067£39a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. MBRIEM

docker plugin rm netapp:latest

ERE

SR LURIEFRZMAITERN docker volume 85 LAKIERERY Astra Trident IXEHFER 2 R
B, MBS,

BlEE
* ERRARHIROSRMDRFNE:

docker volume create -d netapp --name firstVolume
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* {EAIETER Astra Trident S2HIRIES

docker volume create -d ntap bronze --name bronzeVolume

()  mmdsREE w0, BERRENFNBIAE,

* BERINEKR/ ). BERAEMEFLIZE 20GB &, BEILUTRA:

docker volume create -d netapp --name my vol --opt size=20G

EXRNUAFFERT, ZFETRES—ESAERTHEKRE (FlT0: 106G, 20GB,
3TiB) - WMRFKIEEEN, MEIAMEN GRNEMAURTA2HE (B, KB,
GiB, TiB) 5x108% (B, KB, MB, GB, TB) . IREHR{FER2ER (G=

GB, T=TB, ...)

llEse
* GBI Docker B—HEMIIRILS :

docker volume rm firstVolume

(D) W solidfire-san WHRFEY, LATOIBBIRIERS,

HITU T T BUALERTF Docker BY Astra Trident o

RfEE

fEF ontap-nas , ontap-san, solidfire-san #l GCP-cvs TFEIRGHFERF BY, Astra Trident B] LLTefE
%o M ontap-nas-flexgroup & ontap-nas-economy-57 RopizFEY, AXZFwE, MNIIEELIE

HERSIZMIRR,
* ESUKERE:

docker volume inspect <volume name>

* NILEELIBME. XKSEEIEWIRE:

docker volume create -d <driver name> --name <new name> -0

from=<source docker volume>

* NELERNIIAERREIETE, HRERZEIZTIRER:
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docker volume create -d <driver name> --name <new_name> -0
from=<source docker volume> -o fromSnapshot=<source snap name>

Nl

docker volume inspect firstVolume

"Driver": "ontap-nas",
"Labels": null,
"Mountpoint": "/var/lib/docker-volumes/ontap-

nas/netappdvp firstvVolume",
"Name": "firstVolume",

"Options": {1},

"Scope": "global",
"Status": {
"Snapshots": [

{
"Created": "2017-02-10T19:05:00z",

"Name": "hourly.2017-02-10 1505"

docker volume create -d ontap-nas --name clonedVolume -o from=firstVolume

clonedVolume

docker volume rm clonedVolume

docker volume create -d ontap-nas —--name volFromSnap -o from=firstVolume
-o fromSnapshot=hourly.2017-02-10 1505
volFromSnap

docker volume rm volFromSnap

InESMERRIER S

NRBFEEPDX, HH Astra Trident TIFEXH RS (HIE0: Aexta t&HY  /dev/sdct” B TAiBid Astra
Trident 3518)) , MATLUER Trident * only * @I A28 409N R OIZRAUIRIG R (SHETME) o
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IXEhiZFr T ARV BT

BIFRERDIEFEE —AARRNED, Er]UELIBENEEXLERTUREE X ER,
BXRERTEEENFERSBNEDR, B2UUTARAZE,

TR FRREAXEETHFEE SR, T TRERERE, A o BREMFRMAETINE XESH
KB = JSON BECEXFPREMFRIE,

ONTAP %I

NFS #1 iSCSI &SI ZBIEMEIELUTHE:

PRI Description
sK/I HHRNERINT 1GB,
sTUE T RENERES, BINfEE. BMEN none (KFE

BeE) # volume (BHH) o

sSnapshot HB& HA2{ES¥% Snapshot FREZIGE NFFEME. BRIAMEN
none , "WRAREMAERIEIRE, RIEEFHEEERA
&k, TMFTE ONTAP RZ LEEFEE—NE R
"defaultion" FYSRES, ZEREXECIEHRB/SNE/NES
RER, AmNERRBNENESRARE, B8RS
REZEBERTA  snapshot” BF, AILUREREBHFR
BrEIE.

sSnapshot Fi& R ERIFIREINER KB NFTR B 2tb. BRIAMEH no
B, XEKREMREIERT snapshotPolicy , ONTAP
15354 snapshotReserve GEE R 5% ) ; MR
snapshotPolicy 9 none , Mi%EE 0% » Ee]LIEECE
XHFAFRE ONTAP fEiRiEBEZAA
snapshotReserve {8, FHAEEA{ERR ontap-nas-
economy. LUSMNIFRE ONTAP [GimAY4E Bl 3£,

splitOnClone RfEER, HRIEELZERE ONTAP ZLEIMERE
FR7RME. MAEN false, ERBEENRLEERIE
r, SFEIREIAEREMEREDRS,
NAXA B RS FEIRNN=, Hla0. =E
TEIRER T AENE. BRETERIDHFME
ial. FbE&FILENFRS b,
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DERRE

LU MINEBUER T NFS * R * -

il

unixPermissions

snapshotDir

exportPolicy

securityStyle

AT MEpmEBuE A T iSCSI * 1R *

il

fileSystemType

spaceAllocation

256

Description

E#E LB FENetAppEIMZE(NVE); FRIAA false’s B
fEALLIED, AIESERE EIRTS NVE BiFaIH 2
NVE o

WMREGHBHATNAE, NI7EAstra Trident ER & HI{E
AIEEE B ENAE,

BExXFMEE. HEBM: "Astra Tridenttl{al 5SNVE
MNAEBSSER"

REBATENDERE. XRFREMIEEENIFE
RS (%) HESBESR.

Description

IR FIEH A ERFIRERINE, FRIANERT,
NIRBIEERN ° -rwrxr-xr-x , WUAMERTE
0755 R, FHHB root BHAFMEE, XAHMFHERR
¥ e]fER,

BHIGEN true B2 . snapshot IHRENEFin
AUEFNER. BRINMEN false. "I
.snapshot ZNIANBERT. BRLATFERARE, FLem
BR(BIWIE A MySQLERE)E H IS B AR FRRIE T
.snapshot BRA M,

REBRTENTFHREE. FRINMEN defaulto

KERTIARENZEERN. RIAMER uNIX . BXE
FuNix Mmi BIEE,

Description

KREBR TR ISCSI EMXHZES. BRINMEN ext4
o BXMEN ext3, extd M xfso

RHIZENRN false BXRALUNN=BIS ECThEE. FAIA
BN true. KRHEZTEARBEEFHILUNTEER
S\BS. ONTAP =R ENA @A, HEBHE T
ONTAP £ EHMIFREHER B EhEIMR =S 8],



Tl
BEIULTRA:

* 8IE 10 GiB &:

docker volume create -d netapp --name demo -o size=10G -o

encryption=true

* BIEZABRIRAY 100GIB &

docker volume create -d netapp --name demo -o size=100G -o
snapshotPolicy=default -o snapshotReserve=10

* BIEBAT setuid {iIRY%E:

docker volume create -d netapp —--name demo -o unixPermissions=4755

B/N\EX/NA 20MiB ,

NRKIETEIREBTNE B IRIBEREE N none , N Trident FEMA 0% AYIRIEFNE,

* QIR RS AT IRIBINENE

docker volume create -d netapp --name my vol --opt snapshotPolicy=none

* QIE— P TIRERREEE BE X IRIEFAE S 10% BE:

docker volume create -d netapp --name my vol --opt snapshotPolicy=none
--opt snapshotReserve=10

* QIZABRIBERIEN 10% BEXREBABNE:

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy --opt snapshotReserve=10

© FERRBHRIECIES, HIEZ ONTAP HEVARBIE (BEH 5% )

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy
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Element {44110

Element HEN= B REEXBEHNA/NIRSHRE (QoS) HE, BIESH, RKER o
type=service_level’ a4 T BIEESHXEXRY QoS &,

A3 Element EEIR2FEX QoS BRBEFNNFE—F BELDCIE—MEE, HHEESEEXHFNZMRIEKNE
N, BRAFRE IOPS o

Hth Element B & EIBETEIE:

1B Description

sKN EMAN, BIAN1GB HEERXE ... "HIAME" :
{"size": "5¢"} o

RK N R 512 3§ 4096 , FAIAJ 512 SECESKHE

DefaultBlockSize o

Nl

BEIUUTESE QoS EXRIRFIECESNH:
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"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",

"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

ELRBRED, RIMNE=AEREN: FkE, BENSHE, XLZREEEN,
* 8l 10 GiB &5

docker volume create -d solidfire --name sfGold -o type=Gold -o size=10G

* 67 100GiB k%%

docker volume create -d solidfire --name sfBronze -o type=Bronze -o
size=100G
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i

£0E

ERI LR SR B S AR B TR R, WS BERY757ARIZTT Docker HAFRY G TR

WaEe B & LUHITHIEHIBR
TR

1.

NBEERBINNZEHEGAZE (B9, A docker plugin 88%) I&1T Astra Trident , 1B FFIR
ETEEN]:

docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
4fb97d2b956Db netapp:latest nDVP - NetApp Docker Volume

Plugin false
journalctl -u docker | grep 4fb97d2b956b

rE A SIERESIN AT IEIZIIR S MR, MRELXMXERE. W UBRFREETIER.

- ERARARASIER, BREBRATIHRAEICRAVENS:

docker plugin install netapp/trident-plugin:<version> --alias <alias>

debug=true

HE, FEREEFNELTEREHATIER:

docker plugin disable <plugin>
docker plugin set <plugin> debug=true
docker plugin enable <plugin>

CMREBEFN BT ZHEFIXERE. NENNFS HE /var/log/netappdvp BR. EREAAEIRXHE

lu\lailx 1E?EIA-E debug L{T*E#’:E—Jo

— R R HERRIE T
- FAPEINSENRRREETY, SEEFETENAK. NREEXMER, ERRRENSEBEEH

260

, AR EE ﬁD"F/E'%'.

THPHZENEIZRMA . $£F] unix /run/docker/plugins/<id>/netapp.sock . connect . no
such file or directory

XEREEGTIER. FIENE, ZEGENRT2ENAKIERINEE, ATUEMEIZEHAIEREINAS

in]



* WNRTEE PV HEHEIB2ETHINA)M, BHIR rpcbind BEREHIETIRTT. WNENIRIERKERFIERIR
HEEELE, HINE rpcbind BB IEEIETT. ErILUBTIEIT systemctl status rpcbind EHFN
IKASE rpebind BRSAVIRZS

EIEZ 1 Astra Trident 25

NRFLERMNEHZ N FHEEE, NEEZ Trident £, ZNEFIRIKBEET, T
ESLFE Trident B, {ERARESUIEMHERN * -alias’ JEINEY * -volume-driver &I A EHIZHAR
EIlEE=Y S

Docker E&ifHE (1.13/17.03 HESIRE) HWEHE
1. BEMEERBMEE S E— LM,

docker plugin install --grant-all-permissions --alias silver
netapp/trident-plugin:21.07 config=silver.json

2. JEhEARAI, EEEMRIRMEEX

docker plugin install --grant-all-permissions --alias gold
netapp/trident-plugin:21.07 config=gold.json

3. BIER RIBENREIEF B IFNE.
e, WFEEE:

docker volume create -d gold --name ntapGold

fplan, 3FREE:

docker volume create -d silver --name ntapSilver

&4t (1.12 AERRE) WPE
1. EREEXIIHIER ID BHAH NFS BB

sudo trident --volume-driver=netapp-nas --config=/path/to/config

-nfs.json

2. EABEEXREZR ID BEiA%E iSCS| BRI :
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sudo trident --volume-driver=netapp-san --config=/path/to/config
-iscsi.json

3. AE N RENIERFEFIECE Docker %

f5en, 33F NFS:

docker volume create -d netapp-nas --name my nfs vol

f5lan, 33F isCsl:

docker volume create -d netapp-san --name my iscsi vol

FABCE LI

BEIIERA T &R Astra Trident ECERYEC & 1ET,

/BB IR
XA B RINERATFERE Astra Trident Bt &, MAEEBERNEFHETES.

1IN Description Al
vehRZs FLEXMFhRAS 1
storageDriverName FERCHERFBI BT ontap-nas, ontap-san,

sTRAERTER

limitVolumeSize

ERMBAIERISZR. BAIAE:

netappdvp o

BARRIETERS, FIAE: ™

S Il K )

ontap-nas-economy,
ontap-nas-flexgroup,
solidfire-san

staging

10g

B TERIRER storagePrefix (BIIERIME) o FMABRT, solidfire-san IREf

R RERIEE, MAERTISR. FHIVEINERERNTEF ID #1T Docker MY, HEEH
BEEFERE AR TRAIB R FER Docker HEZEAY Docker hids, IREHIEF1E EFRIBRAMHNEN
R

ERILMERRANETREREIZNE N E LIEEX LR, s ETUEATABIEH LR, AXNMFAIRERIA
SEXRNEIRA, EZ 0 ONTAP ELE—T5,
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PRI
sARIN

ONTAP &

Description

MERRNERAKR DN BRINME: 16

IR7T bR F/EEEZIN, EEEA ONTAP BY, &I LAER LA R IRRET,

PEIR
nfE B H

dataLlIF

sVM

limitAggregateUsage

Description

ONTAP E1E LIF 89 IP #uhit, &7]
LieETeREE®Z (FQDN) .

X LIF 7Y IP bk,

* ONTAP NASIRGpER*: EiX
}ERE datalIF. WIRARIEHIt
2#. MAstra Trident& MSVM
IREVEIRELIF, ERILUEE A
FNFSEFHIREN T2 REE
A (FQDN). Mimel LBl E
IFDNS. WUEEZMEUELIFZ
18] SCI 4 & 187

* ONTAP SANIKZNFEF*: &~
HiSCSIFETE. Astra TridentfsE
F3 "ONTAP JEZFMLUNBRES" %
MEN ZRRRTEFRERISCI
LIF, SAREM. MEERES
dataLIF BEERME X,

E{FEFPAY Storage Virtual Machine
(NSRBI LIF AEE LIF, MK
WAMETR)

BT ERIFHEEENARR
AT EER L&D

ERENRS (AhE; NRIKET
RE, WKEgHEDEL SVM) o
¥F ontap-nas-flexgroup I
iz, AT ZE. 2t
SVM WFrER&# AT E
FlexGroup %,

ik, MREREBEIILEIEL,
NECERW

Nl

10G

5l

10.0.0.1

10.0.0.2

svim_nfs

vsadmin

secret

aggrl
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1PEI0 Description T 5

nfsMountOptions 3t NFS #ZEEHHIEDUATTHEAES];, X -o nfsvers=4
IAN -0 nfsver=3 , * {EATF
ontap-nas # ontap-nas- £&5%F
IXohiERs * o "EZILIEALEY NFS
FHEEEE"

igroupName Asta=TTHIBERIE T R EIEMEE netappdvp
igroups E/ netappdvpo

HEEFREE RN E RS,

{iEFTF ontap-san IREfiEF,

limitVolumeSize AEKRMERAEKR/NH giree XE 3009
Ko * 3FF ontap-nas-
economy JXEHFERE, IHIETUIAEER
HIEBIZEAT FlexVol BIAR/N * 6

gtreesPerFlexvol 8 FlexVol 95K qtree FMTE 300
50, 300 EEMA, FAIAEH 200

o

*HTF ontap-nas-economy IXEf
EF. R IFEENX F Ngtree*
e A FlexVol %,

sanType %4 ontap-san XfRIRGHFZRF, iscsi IR AT

{ERERR 1scsi MFiSCSIEL nvme
EBAFNVMe/TCP,

TR LMERRANETRE R ZNE N E LI E X kT

1IN Description T
sDIETN TEIFNEEI; none (IFEIACE)K volume (F) ¥
sSnapshot & EFAAMSnapshotFlE. EXIAN none "
B

sSnapshot ¥l SnapshotfiE B L. BRIAMEA"LUIEZZONTAP BIA 10
& &

splitOnClone GIETRENRBEMREIFS. BAIAN false false
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b Description A5

mz T34 E B FANetAppBINZ(NVE); BRiAH false’s B true
fERLEIEIN, HITEEERE E3X1E NVE NiFeIHEA
NVE .

WMREGHBEHATNAE, NI7EAstra Trident ER & HI{E
AIEEE B ENAE,

BExXFMEE. HBM: "Astra Tridenttl{Al 5SNVE
MNAEBSSER"

unixPermissi X FEEREHINFSE. NASIEZRIAN 777 777

ons

snapshotDir  FFIHIBINASIEIN . snapshot BR. BiAA true
false

exportPolicy ZEfFEFAMNFSEHERIEAINASIETL. EXIAN default default

securitystyl FFIHNEEENFSHERINASIEIL, unix

e

NFSE#F mixed Ml unix ZE&ER. HIAMERN

unixo
fileSystemTy SANEMEIEIZFENHARLAIE., FAIAN extd xfs
pe
DEEE BFEANDEHREE. BIAN none; snapshot-only 7o
&R FONTAP 9.5 SVM-DRZ HIHVECE
R

ontap-nas # ontap-san WRENIEFSNE Docker HHlliE—1 ONTAP FlexVol » XFENEET A,
ONTAP 5% 32#F 1000 1> FlexVol , MEERZRZZHEF 12, 000 1 FlexVol » 31REHY Docker HEERFT S LR
%, MEATF Flexvol IRHAIEMINEE (140 Docker HEHIFEIREBFTEE) , ontap-NAS IREPFEFEEILA NAS
FRRT 2

WRFRFEH Docker BB FlexVol FRHIFTBERAHISERE, 151%&#F ontap-nas-economy" 8 ontap-san-
economy" RXENFEF-

ontap-nas-economy JREHFZRF AI1E B EIERY ONTAP EittHH6# Docker H1E/ qtree o qgtree BIY FREE

T, S MEHTRRZEY E 100, 000 1, SMEERZATE 2, 400, 000 1, BELERS
EI®M, ontap-nas-economy WEFZFAZHF Docker HHIE IRERT 7T fE,

@ Docker Swarm BHiA%# ontap-nas-economy-225% R&hi2F, HHN Swarm FEESZMNE
R ZEASL I,

ontap-san-economy-driver HJTE— 1 HBEIEIERN FlexVol ¥apkFIEZ AN Docker L1779 ONTAP
LUN . X#¥, 81 FlexVol BARZNFRF— LUN , HEALIN SAN TIRAHIRHEIFNAYT Ri%. RIETF
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f&FEFIARRE, ONTAP 8NEERZSIF 16384 1 LUN ., HTFERTEA LUN , FELIIRGIIEFE 15
Docker HHIERIEF T,

%4F ontap-nas-flexgroup RapiZEF A HITHIRSEIENE, ZEJUY BREIEEHHZNXHR PB &
Elo FlexGroup BY—LEIREAFIEFE AUML/DL , KEIEM M, BEME, RNEE, XHEEES. BB
FlexGroup %&8Y, Trident &2 EC4E SVM BIFRBEER S, Trident FEY FlexGroup ZIFEFEE TR TEI:

* 2 ONTAP 9.2 {E SR,

* HEASHERSHE, FlexGroup 1X3%2# NFSv3
* BiA SVM B 64 i NFSV3 #RiRH.

* BiX89&/)\FlexGroupR 5/E XV 100 GiBo
* FlexGroup &R 1F5 M,

BXIEHT FlexGroup B9 FlexGroup FITEAHMEE, BB " ( NetApp FlexGroup & & {ESL A LTS
) "

EER—IMERREESRNEHIIMATUE B, EAILUE1TZ 1 Docker BiRHFLH], HFP—MEMA ontap-
NAS , B— “MEHA ontap-nas-economy.

ONTAP E2& X415l

<code>ontap-nas</code> JXENFZFHINFSI

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"defaults": {

"size": "10G",

"spaceReserve": "none",

"exportPolicy": "default"
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<code>ontap-nas-flexgroup</code> JXEhiZFHINFS R

"version": 1,
"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"defaults": {

"size"™: "100G",

"spaceReserve": "none",

"exportPolicy": "default"

<code>ontap-nas-economy</code> IXENFZFHINFST 1)

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl"
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<code>ontap-san</code> RXENFEFHIISCSIR A

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"igroupName": "netappdvp"

<code>ontap-san-economy</code> IXENFEFHINFS 1!

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi eco",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl",

"igroupName": "netappdvp"
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NVMe/TCP <code>ontap-san</code> IR &hi % 1l

"version":

1,

"backendName" :

"storageDriverName":

"NVMeBackend",

"managementLIF": "10.0.0.1",

"svm": "svm nvme",

"username

vsadmin",

"password":"password",

"sanType":
"useREST":

Element {4 E &
BT 2REEEZI, EFEA Element 3E ( NetApp HCI/SolidFire ) BY, i8] LU#F X LA,

PRI

i

N

sVIP

HP R

InitiatorIFace

s

LegendPrefix

solidfire-san ENIEFAZHF Docker Swarm o

"nvme" ,

true

Description

<a

href="https://&lt;login&gt;:&It;passw
ord&gt; @&It;mvip&gt;/json-
rpc/&lt;element-version&gt"
class="bare">https://&lt;login&gt;: &I
t;password&gt; @&lt;mvip&gt;/json-
rpc/&lt;element-version&gt</a>;

iSCSI IP #htitFNimO

E(FEMAM SolidFireF AR (FN8R%
HE, MelE)

¥ isCsI REMRGINIFEFIAZ O
, EIEEEO

QoS #3B

AR SHI Trident ZEEMATLE, TR
IR(ERMNE1.3.2 2 818kRZs

B TridentHF X IME HHRITHEK. T
EEGE I EAREIE)@ T volume-
name /5 ERETRIIRE

"ontap-san",

ANl

https://admin:admin@192.168.160.
3/json-rpc/8.0

10.0.0.7 : 3260

docker

default

BEE LT RE

netappdvp-
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Element X4 HC & X4 Rl

"version": 1,
"storageDriverName": "solidfire-san",
"Endpoint": "https://admin:admin@192.168.160.3/json-rpc/8.0",
"SVIP": "10.0.0.7:3260",
"TenantName": "docker",
"InitiatorIFace": "default",
"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": {
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",

"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

2 &0 0] @0 PR &l
BB X Astra Trident 5 Docker 45 & BTS2 &N 0] AF REIR S Bo

¥ Trident Docker &+ M IBARAALE] 20.10 XESHRAZSHARKLK, HEFEE
TS E B RiHiRo

Il AR R B
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1. ZRiEMt

docker plugin disable -f netapp:latest

2. fRRIEIRA

docker plugin rm -f netapp:latest
3. BTIRMHENINY config BEREFHRERMG

docker plugin install netapp/trident-plugin:20.10 --alias netapp --grant
-all-permissions config=config.json

SRMIRKELNEDH 2 NFRo

@ X2 Docker EFIRRIREl, FFIHZFERNFREZEREA Windows BB, "EZIIEIR
25773"

gzc;%ker Swarm HFE 1T 2PEIE Astra Trident TE NEEMIRHIEFAES P HEHIEH

* Docker Swarm BaIfERERTRMIFE ID {FAEM—BIRIRT,
* HIEREFR%XE Swarm EBEFHNEN T R

© LR (E13E Astra Trident ) #71E Swarm PSR EMIIIETT. BT ONTAP I{EA K
J(zfltap—NAS # ontap-san WEHEFHNITIEA, ENIGTF M —EEBEXLRFEERNEITRIRENE
Fo

HRERohigF A st 2R EEMSF RIBE SRR, XERATEZSBNRENMERCIEZAES, MEHHH
By "B "; B0, Element RE—ULNEE, AWEEBHEENZR, 1D FE.

NetApp B Docker FIRAfRH 1%, (BB ERTREBBIFIHKAILIFEA.

MNREAE FlexGroup , NM7EE " FlexGroup EE— 1M HZ NS5 EECER FlexGroup
MEINE ST, ONTAP A=ECE S 1 FlexGroup
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Ex{ESSERFIZEIN
ZRE
7EZBZE Astra Trident BY, JEER AN HAVIE I

MEINERAmRTIE

"R TE ERARNEEFRZEEMERRS, RRBREZNER, fli, — iR =TEH PVC FEEMNS—
MNenBTE)HEH, Astra Trident /9 Kubernetes B HIFIE MR Tialieft PV FIR, MMABEGRANE
BIARSS MK o

ItE5h, 3518 Trident POD RIREREAF REBSIF IR FER AR BN EMMBRES BSOHERNAEFAFANER
R FAf2R T AR Trident X RE X EL Pod A&,

fi& FRBC &I SC Bl PRl SRIZ R A (i H %

Kubernetes EEMININGE, XLEINRELESMEAG, FIRH—IPINREIR RBINEIRIRGIN BIZFRR R, o
TFELEG" EEEREBEE M oA TE R L2 R AEMN RITHCHFEREI LU E TFEER
fillo LS, fER SEEIRG" HWRTEE PVC B KRB AAEERRF 281, ZIEKRENLTFR/NMENSERETEER.

XEEZRBBRTEENY, XERES T HRERMUEXTEHRFRERNE BXiER, B2 "IN
el % FBECER"

FhEicE

NetApp/ = m & PHNENMAET S EEBREFNIIE. TIENARFERRLIERERE
b EBREEMPR =,
FaR

Trident B]J5 ONTAP # Element £&#H, XB— 1M FALLB— 1 FEEESFENAERNZSE, BE, £
ERTEN, NEENAREFSEERHMNER,

EMERERAERMNNENRERFENELARELR, 3E, BHAUZSERNAREFRESLR WRE)
5ials, FiEEM PVCIRBEAEAR, WEAMKENBREFLLEE.

ONTAP #1 Cloud Volumes ONTAP SR{E5%

TR Trident BEZE ONTAP #1 Cloud Volumes ONTAP BISR{ESL %,

TR ENB R TEREHEE ONTAP BEN, REFUITIENES LA Trident ISEENS. NEEHIT
EENABREZIFERRER M,

{EFRE T Trident B SVM

Storage Virtual Machine (SVM ) FJ7E ONTAP &4 EWFEF Z EISLIREMEERE. B3 SVM EBF
NARER, RIUEIRFNGR A &L H R PR HI R #E.
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AEE Z M5 AERE SVM ¢
s ERIRECE PR EERBIEEOUNENIERE, FHIEE SVM &FF,
* {£F3 ONTAP ZAEIESHHLITHRE N SVM SIEZEREEEO,
* 5 NFS RO = EE/AE,

AESMIBERT, #EOMMNALIT DNS &, ECE Trident BYN{EA DNS B, XEBTFENERMEZS I RERIF
SRR E R EME TS, F190 SVM-DR o

7 SVM BRETAER LIF IHEEIE LIF Za8EEaRF, B2, BNRERMNELZEERSEIERNGE
—, TeWfal, EIE LIF iZrJi@:d DNS i518], USLIMHEAKRIEM "SVM-DR" 5 Trident £& .
PREIR ALK

ONTAP FERAEERAEL, BAEEUATIREREFEHTFE. 152 "NetApp Hardware Universe" LA
ONTAP HaEHIRS. HEITHARE, EEEREARANE Trident LK, MBESMFABEE#HIEREK,

Trident B9 ontap-nas # ontap-san REIEF A EIEE D Kubernetes kA ME (PV) BEE—
FlexVolume o ontap-nas-economy JREIERE=AE 200 1 PV Gl ALY—1 FlexVolume (AJ7E 50 % 300
ZIEBEEE) o ontap-san-economy-£&55F WEhEF2AE 100 1 PV GIEKA— FlexVolume (AJIECE
50 2 200) . EBALE Trident SAFERZ LGRS, BRX SVM IRERE, ERILMELITHITIRE
E:

vserver modify -vserver <svm name> -max-volumes <num of volumes>

max-volumes NERMBENRIEZGFME:

* ONTAP &8 HIIEEHHE
* FHBTE Trident 2NN EMN RIEFEENEK
* Kubernetes N B2 FHA &5 ARV K A 14EEEL

max-volumes {EETE ONTAP EEHPIFRE T R LEENSEY, MAZEET ONTAP TR LEENSE
B Hith, ARLEERT, ONTAP EETRFIECER Trident HERIEEIZIZS T FTHMTI R,

fBan, —PWTI = ONTAP E£E &% A LUITE 2000 4 FlexVolume » R AEIHIZEN 1250 UFIEEEIE,
B2, MRERZE "BE" M— 1T aNELE SYVM , EMN— I T RoEENBETEERE (BN, AFE=E) , N
B— M EBEEAFRE Trident ILEEMBiR. XEKE, TAE max-volumes [EZHE], AJRERARIZTI A9

SRE, MMEIAEERZT R Trident FIEthER(E, * BRI LLEBIHERBEHRFEITTRNREa DS
Trident EFARY SVM SR X B, *

PR Trident BIEERISRIRAK/N
) Trident A] LASIRBERER AKX/, IBTE backend. json EXHER limitVolumeSize B,

BR T IERIFMERED ERE RN Z 5, IEENFI A Kubernetes THRE,
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BOE Trident LAfEEFXY @ CHAP

TR UIEEImENX FIEE CHAP Bl U KR BFEFR ZMZE, #7E SVM LB Trident CHAP . {FH
useCHAP B¥MERIFEEED. TridentEFACHAPXTONTAP FiMiSCSHEZH1TEHIIE,

BIEHER SVM QoS i

FANATF SVM By ONTAP QoS kg, R Trident EBERVERIEMARY IOPS B8, XBBIFRI "HLLiE S
AR HIERI R RHELE, UEEAZFM Trident SVM LUSMNY TIETH,

TR LB LS B SVM eI QoS ik, BXREMRIER, BHSNEMTER ONTAP iRZAHIX . LA
TRBEEIZ— QoS HE&, R SVM RITARE IOPS [RHJ 5000 -

# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>

ItE5h, SNREEY ONTAP hRASHsikThae, NRILAZEERKIR QoS REFRIERF[UILIERHNELE, BEN
QoS 5 SVM &5l tREEAR A

TRATES[UIIEAHR I0PS REEURTIFZ HE. HFEE:

 EREFEEFINEMT AR, MRFES Kubernetes BB XMEMTERE, NSRRI AEFHERR
, MARXE TERHAREINZEIRFIRMm,

* RBPIETHTMEATENE,. R I0PS EXKRESNITEMEIEERETIETT, N QoS HRIESFSHH
MABAL,

BESWIEE, £ SYM AR ECH QoS REEESHECEER| SVM NFMEEHER— IOPS i, NR—1 e E
ARUNAEFR I0PS ZXKE, NalgamAHEMBRUITIERERNIE SR RNNARER. NREXMER
, BWRIREFREZEERIMNIEMRDEETER QoS K&

(D) M ONTAPIRARTF 0.8, ML QoS HESASELA SVM * 12 *

73 Trident €172 QoS ZRE&LH

AR5EE (QoS) AIMERXEBIEMHMNIEERTIERFAIIERHMER. ONTAP QoS RERHNEIRM QoS
HI, HERFPEBA—ITRE I TEHHEXELE LR, BXQoSHIFAEE. EEN & Qos RIEHE
&,

TR TR RImEFiE A RIETE QoS SRESAH, XLERMARN AT ZtHEREIENE S,

ONTAP EMTHEEIR) QoS RERA: FRMBEN, FHRIRALL IOPS NEMURHEENEKR (H&/N) &
&8, BiEN QoS RFEIENHA/NBN BELE, HAETIEHEANNRET RS IOPS 5 TBSGB
BULER, MREEEAEFEBLEEHANSRTIIELH, WXFEHEREZMNE,

B2 QoS HRERARY, BFEELUATEI
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c BNIERIWECER defaults IRPIKE qosPolicy B3h. BT EIREEERG:

version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
dataLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
qosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
qgosPolicy: premium-pg

* BREZNSINENARRBYA, UESMEHRERBARENBIELE, FHFHERKA,

BXQoSHIARIFMER. 15SIH "ONTAP 9.8 QoS &<

BEERIRISNRG/ Kubernetes 2855 51

FE&IRT Trident BIZEAY NFS ##0 iSCSI LUN BYiAIRIE Kubernetes SR L 2R TN EBAR I 9. XERT LUK
LIERETF Kubernetes S£E¥HIEH A0 EFH Rl aE R IME LR

BSH T R R TEE Kubernetes RHERRNZENFR, RIKE—HRITRFHNRRIURLE, BEENZE, 8
BEGRTEINEE, XEWE, BIfE PV Z2E2RXNR, BEHEE PVCH, ENREERR—mR=EHR Pod
iRl * BSUHRERGRTEEELREHE DR *

RZEBLRTE Kubernetes MEHRBIER @ HENEEMSEE, BRPROEEDILUARERFIENERERT
ARNEME. "R xE" EEMEXFHEENRE, B2, FE—TH FINER.

ENRNABRIECITIHAE N ERRREZ ENEINRNELRE. FINERT, XERMAIFKEL, FE
HIRERFALLINEE "POD 25",

WFFEEM Kubernetes MISMEENIFRINE, NXRBERAHNEREME, HHEERSIAPYV, MAZEH
Trident B2, X#FAILUARRBTE Kubernetes MM AT EZ BEANBRERLER, ISHRILEFES. It
Gb, ERILANFBEX SHREE, LUEM Kubernetes 82851 = Kubernetes S28¥ LASMY B RARSS 28:#1T1A

8o

X TFEE T AEMIEAT R(FIE00penShift S EMTE AR N ARFHNT REIEE. NEARMIFHR

B — 5 PRGN FREZRAYIAE, HpEENHERXEEMIRMTTRRIARSS (5140 OpenShift #51rf1 BEIER
AR53) AKBRE EIAFEA IR T R BTN AR B2 S ERER
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ERETASHER

EBNBRENEIHSBE— TN FHER, ZRBXAIFAR Kubernetes EB N T =, (\2707] LUBTHEIEFME
BESHEREKE ({151, } BEXFHAI, Trident KFRHIFEEIELS Kubernetes S£EF T R BERIIAIR], FiE
73 BRI / B

HE, BHAIUFEESHER, HERA— I HZNSHEANKIAFTILERE, XLESEHMNBTFLESI TS
JHIEERK:

* f£H vserver export-policy create ONTAP e 1THREG ST LIES H R,

* M vserver export-policy rule create ONTAP mi<{TRE <M S HERERINFN,
BT TIXERS, EATLRHIMLE Kubernetes T3 R AJ LR AR,
A showmount FFNAIEFSVM
B3 showmount IHEE, NFS BFIHEILIE SVM EGA A NFS SR, ZFEEF Kubernetes 8% Pod 7]
PASSEE LIF $1TIAER showmount -e @, FHZRWRIAERHYIR, SFHEHTNRRNES,. BAXEE
HA=ENRe, BEHIIIRERLENER, AJEGETRERINNAFEZE NFS S,

SR fER SVM £R5IHY ONTAP ep TR E L2 A showmount :

vserver nfs modify -vserver <svm name> -showmount disabled

SolidFire sx{E5LE%
TR Trident ECE& SolidFire ZERNR{EL,

BlZ SolidFire Tk~
1 SolidFire t(KP#RR—IM—HNERES, FEKRECH—HRISEFEMIIEMNY ( Challenge-

Handshake Authentication Protocol , CHAP ) &iE. &ErILUERAM P ZFRFMEX CHAP gD &@id &k a2
HRIDEAKF NS, — MKPRZEIUSEE 2, 000 MNE, BE—1NERERTF—IIK .

87 QoS &
NMBEBEHREFEINAT S INENIRENIRSHREIRE, 15 SolidFire fRSFHEE (QoS) H.

TR LUREIRE QoS B, BIRE=IMHEEMNSHRENX QoS , AJLUHERENERNIERE: &/IVIOPS, &
K IOPS f1R& I0PS ,

AT ZE 4 KB SRA/NR A BERR/)Y, BRAMIRAK IOPS fHo

IOPS £#§ EX &/)\walue ZAE =AXE (4KB)
=/)\ IOPS LEHMRERELRS, S0 50 15000
5K IOPS HRERSEBITULR 50 15000 200,000

o
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IOPS £ EX &/]walue INE =AE (4KB)

=% IOPS EREREREER TR 50 15000 200,000
HFHmA IOPS 6

@ RARK IOPS 1% IOPS BJIRE =L 200, 000 , BENLIRRAMERERERBE R
BT RERERIRS,

RANHH B BTN IOPS &, MEERA/NIIEM, RASKHREEMEILIBERARK/NIENRI. B
ATHENEN, RAEEEBEEIN IOPS HEHZEL, ESN "SolidFire fRSHE" BX QoS MMEERTIFR(E

(a3 Yel

SolidFire B{3IE

Element 32 MM S HI0IEF 7% CHAP MELIEAE (VAG) o CHAP fEf CHAP thilm/aimx ENEITS
P, HipeBiEHIN EECERERIGE. NetApp BINER CHAP #1TBMHRIE, HAECEER, HEKE
BRI,

@ BA1ERE CS| ELBREFM Trident XA CHAP S17501E, VAG REETE(ZHRRVIE CSI 121(F
R TER.

QEETFIKFAVIFIEEHIZ X8 CHAP B I10IE (RIERMEFERNBIRERF) o WREM CHAP #1758
I0IE, MBI AR LT B[E CHAP FIXX[E CHAP . BE CHAP /A SolidFire P & BEhiEF %=
BN ERHEHTEMIUIE. WA CHAP ETARMERENEZMNINIESE, RAEREIIKF 2B ENIE
FERNENEITHMEIE, ARENEIKA RV BAREANEHITE M.

B2, NRTEER CHAP BEE[EMA VAG , BtIEIFRAFE VB EFEMERIZISAE, FmELE
BIARE 1QN B AT LUERSARER CHAP B910iEihRATHNE NS, R iSCS| BrhiEFi & HER
CHAP B1I63E, NSFEREFIKA AR, R iSCS|I BrhiZFERECE NIER CHAP SHIIE, N&fE
FR&ifRAsEE S,

IFEREZES
TEFIHT —LeRERBEXR, 3R NetApp &' S F RIS

* ONTAP *

* "NFS SR{ESLERANSTAEIER"

* " ( SAN EiEfER) " (WTFiscCsl)
* "&MF RHEL 19 iSCS| tRiRFCE"

* Element 3§ *

* "B2EIiEAF Linux B9 SolidFire"

* NetApp HCI *

* "NetApp HCI ZRERITREZH"

* "jf5i8) NetApp ZBE3|Z"

* MARERRELRER
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"storage": [
{
"labels":{"1luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"

"labels":{"luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

by

2. {3 ... parameters.selector FRALUKSIIZEE X Fi#t, Hu0:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—-name:
csi.storage.k8s.io/node-stage-secret-namespace:

3. BIE— 1M EELUKSEIEZIENZH, .

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A

luks-passphrase: secretA

luks-${pvc.name}

$S{pvc.namespace}
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PR
LUKSHIZ RIS TTEFIFONTAP &8 #iEm BRI SR E4E1N6E.

AFSALUKSEHNFiRECE

B2 ALUKSE. HIIRE luksEncryption to(true fE/Gife o luksEncryption OptionA] SRIAER #
H=IREER R BT ELUKS (true)HARFELUKS (false). SALTRABIFRR.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

WIRLUKSZIE5T1E
ER] LUCRLUKSZ IS FZEH i IA R i,

(D BSICREEE. FIEEHIMERE. REBIZATESIBE. MRFIBNBEREER. &
AT EEHILE. FRBIERREMEBRESET AR,

XFIAES
NREIEMBLUKSZEIFZIEGCIR THHEBHIPOD. NMEAELUKSEDE BRI, CIZMIIPodEY. Astra
Trident= 1% LRILUKSZRIFEE S B AP RE RN BIDEIEH T,

* NRE EHNEEEES BAPNENRZDRER L. NSXERH],

* NRE_LWRILIZIES TP ECHRIBITELE. MEER previous-luks-passphrase SEIGHEZ

o

T
1. 7N node-publish-secret-name # node-publish-secret-namespace StorageClassZ#, i
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apiVersion:

kind:

StorageClass

metadata:

name:

provisioner:

parameters:

csi-san

storage.k8s.io/vl1

csi.trident.netapp.io

trident.netapp.io/backendType: "ontap-san"

csi.
csi.
csi.

csi.

storage
storage
storage
storage

.k8s.
.k8s.

.k8s

io/node-stage-secret—-name: luks
io/node-stage-secret-namespace: S${pvc.namespace}

.1o0/node-publish-secret-name: luks
.k8s.

io/node-publish-secret-namespace: ${pvc.namespace}

2. ESSIRE LRI B BEIE,

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. EMBHLUKSEALIEE MEIEFZIEM £

BIDFEIE, R previous-luke-passphrase-name #

previous-luks-passphrase ILAZ_ E—NHIEETIE,

apiVersion:

kind:

Secret

metadata:

name:

stringData:

vl

luks-pvcl

luks-passphrase—-name: B

luks-passphrase:

secretB

previous-luks-passphrase-name: A

previous-luks-passphrase: secretA

4. BIE—RRHENPOD, XERBMEERPTHEN,

o. WIFEIEIER S BRI,
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Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

=

R EMIRIE_LIREIFEGEER . 4 SRIRELEEE,

(D NERIREIHNZLETIE. 190 luksPassphraseNames: ["B", "A"]. #HHATE, &r1LL
i & FrPODLIZE I TR H 1,

ERET R
TR TELUKSIIZENE LB RS B

p

1. BH cSINodeExpandSecret DHBEI J(MIhR1.2500 L), 1EBM "Kubernetes 1.25: f& AN #1T RIK
HEICSIET B" TIFHER.

2. N node-expand-secret-name #ll node-expand-secret-namespace StorageClass&#f, flal:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

ZR
BEhEXAFHEY AT, kubelet= SN H R ELWEZF.
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BERBIRH / HTE setup/backend. json XIS EE—/ StoragePrefix 28, XN THEAZIIX
M~ S= I EFAHERIAY FlexVol o

FEALUTE ContainerLinux (LABI#F/ CoreOS ) T&% Astra Trident ?

Astra Trident 22 Kubernetes Pod , BILZ1E Kubernetes I THIERIMIE,

ZE A LU Astra Trident 5 NetApp Cloud Volumes ONTAP &£ &1f£A?

=8, AWS, Google Cloud #1 Azure z#¥ Astra Trident o

Astra Trident 4% 2#F Cloud Volumes Services ?

=89, Astra Trident 245 Azure H1#Y Azure NetApp Files BRS5 AR GCP H#Y Cloud Volumes Service o

SRR 55

NetApp @5z #F Astra Trident ?
B 2A Astra Trident 2FFRE R ZHIRMHAY, EREER NetApp G2 2HF, NetApp a2 HE.
Wt ST 512
BRRTIFERG, BRITUTSREZ—:
1. B AN SIEE P ZIBEHFEI LTRSS,
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2. BRRLDUIRH ZHFEM "NetApp 5%

SAIERFAER?

&R LUBTT tridentctl logs -a REIEXFE, M7 ERAEHHERNBEZSI, ERILIEIR kubelet B
L L2 BT Kubernetes IHpYiEZ R, FKEX kubelet HERYIRABAE Kubernetes BIRE A RN Fo

NRFERBFINEEITR, HZEAD?

£ LRI R BUEIR "Astra Trident Github" FF1E 0] @ IARY 3 FA0 jn) @ IR IR &2 * RFE*

TN TE bR RS ?
£ L EIRRREHEIR "Astra Trident Github"s IBSHBESREEREXNFIELEESMAE.

INRIEB X Astra Trident FYIRFIFFRES, IREMFTAFER? BEEHLXHILIR?
B, REEER. H@EI A IBAstraBX R I "RiEFH" HGitHub,

RNEEZRAZIEEER. Astra TridentFELE. WNEMRE?

FERAEMEHNZR tridentct]l update backend myBackend -f </path/to new backend.json>
-n trident. i myBackend TR, EABIHEZI. M °/path/to new backend.json BRIFIEH
backend. json X

Astra Trident ${ R~ ZFH Kubernetes 755, WE{EE [thia]&R?
Astra Trident 7573 2] Kubernetes T3 m BV REAI AT BEE M, XATRERRE/ Kubernetes AR LK (o) @i iR o
DNS (8] @3#iR, 781 Kubernetes T LinfTHY Trident T8 BCHIE B M MBETSS Trident 252881 TIE(S,

LUEME Trident SEAHZ T S WNRELE Astra Trident FEEMLKRERN, MR EERINBIER R
Kubernetes T1 s _EA i@ 1t a) 7L,

R Trident POD #3E%, BREaERE?

N5 Trident POD ISR, HIEFEEX. = HIEEFEMEECRDRF, BEHA Trident BB EMFRE PV EEESE
1E1T,

4% Astra Trident

EEDUEEMIBRAARZIF MR (BI L MRES) ?

NetApp ¥R Astra Trident A\ — N EZRRAARE T —NEZREERA. ERILM 18.xx AHKE 19.xx , K
19.xx FREI 20.xx &, EEFFEBZH, EBREXRKEFRMRARK,

S TLUE Trident FE4E 3 A aihRA?

NREREREALBAIAEIR. KBKXRPAKARRMAARTENEZ,. WEHITIRCE "HHAstra
Trident" FHRIRIZMRARASTEIRPAEN REF A, XEMEREFEARAE—EZINTGZE.
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BIEFRIE

TBEEETE ONTAP FiRE X XHHERTE X EEFMEE LIF ?
BIELIF AT, HIELIFRBRMmE:
* ONTAP SAN: AR AiSCSI#ETE. Astra TridentfEF "ONTAP i LUNBRET" ZIMEI ZREFRIEFIE

BYISCI LIF, $NRHIM. WEEMES datallF BIEEEN. BEEM "ONTAP SANECEETIAIR A" 7 ##F
HERo

* ONTAP NAS: ZBIIERE datallF. WRFKIEMHULSE. NAstra Trident= MSVMIZEXEIELIF, EAILUE
ERATFNFSHEFHIZIER T2 REIHZ (FQDN). MM A LAIZEEIADNS. LUEEZMNBELIF Z (8] S2 I 1 2
1, 155 "ONTAP NASECE EINARA" THIFAEE

Astra Trident @5 B LA ONTAP jSiRECE CHAP ?

EH, Astra=X B ZFFONTAPEIHIINEICHAP, XHEEIZE useCHAP=true EGIHECE Ho

YN{al{sEFS Astra Trident EIES HFEEL?
Astra Trident B] LAM 20.04 i oS 2N EESHEE, X, FREERFEEHERRREERRE— 3

% CIDR IR, FHME Trident BEFXLEBEMN TR IP ANEIHAZENSEHERRA, BEXMAR, Astra
Trident 2 BHEHEENLATE CIDR FAHF IP BT RN MIFRAL ARFo

IPv6 it BRI B FEIEMEUE LIF ?
Astra TridentSz 354 LU R INE X IPv6idt :

* managementLIF #] dataLIF & FONTAP NAS/GiH.
* managementLIF JEATFONTAP SANGIH, BT EIEE datalIF fEONTAP SAN/Gif,

WITERTE R EAstra=JT4l —-use-ipv6 ((EATF tridentctl K3E). Ipve (WFZIHEEFT). T
tridentTPve (M FHelm%i). LUFEHELIPV6IETT,

EEALUEEREMEE LIF?

AILL, BILUER tridentctl update backend in S EHGHEIE LIF o

AT UEMGIHIEEE LIF ?
fEo] LUEFT _ ERIEUELIF ontap-nas # ontap-nas-economy 1XBR,

S5 LT ERATF Kubernetes B Astra Trident P8I Z N FiRE?

Astra Trident AJ AR 245215, ATUUERERNIRIER, WA ERARBIRIERF

Astra Trident WA ZfE[GimE1E?

Astra Trident 23 FiREIBZ(# 9 Kubernetes Secretes o
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Astra Trident d0{AIERIFE fGim?

MR EFEREREMBIAENLEEZESENM, WEER storagePools #ll addtionalStoragePools
SHCREFE—AR R,

WA R Astra Trident A2 M EGIRECE?
excludeStoragePools SEATF % Astra Trident EEFECER—4A 1, FHiGMIERITECRIE(RI A,

NREFEZMEREEBGEH, N Astra Trident JEEREERHGFiR?

NREE T Z MERREMGIE, N Astra Trident S1R#E storageClass M PersistentVolumeClaim H
HSEOEREN G, B, tNEREZ 1 ontap-NAS IREHFEF/SiE, N Astra Trident &1 ITED
StorageClass # PersistentVolumeClaim SIS, HILASIR, XEFRLFE StorageClass

M pPersistentvVolumeClaim HFHMENR, MREZNEIHSIEKRILA, N Astra Trident SFEVIMER—
M RIERHITIER,

Astra Trident 27 % $F Element 5% SolidFire FJX[@ CHAP ?

=i

Astra Trident 31{A17£ ONTAP % _LZBE qtree ? — NERILUEBEZ /D gtree ?
ontap-nas-economy JREIFER RITER—™ FlexVol 8l %X 200 4> gtree  (RJTE 50 % 300 Z &AL E) ,
BEETREIE 100, 000 9 gtree , FNEEFGIE 2.4 M 1 gtree » HEIMNBEFRIRsHIZEFIREIRS

BUFTEY PersistentVolumeClaim BY, REIEFEEE T EEERI NFM gtree 12HARSZHY FlexVol o #1R
RIFTERA qtree 1RHEARSZHY FlexVol , MIEBIE— NI FlexVol o

W{AI A7 ONTAP NAS EEIEMEIZE Unix X E?
B LUBIE TE /G IR E X X i B S ECE T Astra Trident BECE AIEIZE Unix A Ro

WNEIEELEENELE—HE TN ONTAP NFS &% m?

ZINIBERT, Astra Trident A= fF A Kubernetes FHEEHETIZE NEMI{E. ETE Kubernetes i3 IETEE
ORI, 1BIRERAERGIHITIRIE ",

AR ECENSRE N ES HRE?
EAFENKENIRRE, BEREREXXHFEER exportPolicy B

YN{A1{EF3 ONTAP i&:1Z Astra Trident & E&N132?

&) LUMERRIRE X XA RINMNZSETE Trident BERNS LISENE, BXFEHAEE. 1ESN: "Astra Trident
MNASNVEFMNAEER & ER"

i8id Astra Trident 7 ONTAP 32/ QoS NREA R ETA?

fEF storageClasses /3 ONTAP 325 QoS o

299


https://github.com/NetApp/trident/blob/master/trident-installer/sample-input/storage-class-samples/storage-class-ontapnas-k8s1.8-mountoptions.yaml
https://github.com/NetApp/trident/blob/master/trident-installer/sample-input/storage-class-samples/storage-class-ontapnas-k8s1.8-mountoptions.yaml
https://github.com/NetApp/trident/blob/master/trident-installer/sample-input/storage-class-samples/storage-class-ontapnas-k8s1.8-mountoptions.yaml
https://github.com/NetApp/trident/blob/master/trident-installer/sample-input/storage-class-samples/storage-class-ontapnas-k8s1.8-mountoptions.yaml
https://github.com/NetApp/trident/blob/master/trident-installer/sample-input/storage-class-samples/storage-class-ontapnas-k8s1.8-mountoptions.yaml

N{eE@ T Astra Trident 18 EfEBECE X EECE?

ONTAP IRopiEFr 2 HE M EECE. ONTAP RS EVANEERE. IRFEERE, NNERERIHENX
X4 storageClass » WIRFENEE T XME, M storageClass ffiftoe /I ONTAP EEELLTARA:

1. £ StorageClass L, ¥ provisioningType BMIEE N thick o

2. EEWMEXXHEH, B backend spaceReserve S IZRE N volume RERAES-

WA RENER MR T PVC B R MIBRFRERRE?
MAERZS 1.10 FF84, Kubernetes £BEIER PVC R,

AT LY FBH Astra Trident €8 NFS PVC ?

B, ALY B Astra Trident 8328 PVC , 1532, EEMNEKE—IN ONTAP IhgE, FiERTF Trident

REEUEELT SnapMirror #IERIF (DP) SHAURARFANE?
NRIMNEREL T DP RINE N, MESABERK. EXWEILLTHIRES

Error: could not import volume: volume import failed to get size of
volume: volume <name> was not found (400 Bad Request) command terminated
with exit code 1.

Make sure to remove the DP mode or put the volume online before importing
the volume.

ISR IRECENS% /9 NetApp 852

O E NetApp FiEEER=E, Kubernetes IFERBEECEIFNICIEA. 2 NetApp FEHTFARERNEMIL LT
Kubernetes ECERIS BB, Astra Trident 22iXA0E, (B H 5,

SEFTLUER Astra Trident SR &1REE?
ZM, Astra Trident SZIFMIRIBEIEIZFERBIAANLS, EMNREELIE PV, BHREEEH

VolumeSnapshotDataSource HEEI Jo

WL IR EHFE T 245 Astra Trident &IRER?

MBRIH, NN ontap-nas, ontap-nas-flexgroup, ontap-san, ontap-san-economics ,
solidfire-san, GCP-CVS azure-netapp-files [EimIR IR o

WA A9R B ONTAP Hy Astra Trident A& &6 2 IRBEZH?

I INBERTM ontap-nas , ontap-san M ontap-nas-flexgroup BRENFEFIKIF. EWHATLITE FlexVol 45!
9 ontap-san-economy RohIZFIERE snapshotPolicyo

LEIHEEH I #E ontap-nas-economy REHFER _EfEA, {BRITE FlexVol K3INIE EEHA, MABETE qtree 23!
NE EFER. ERBEXH Astra Trident BeE RS S IRBIIHEE, B EHRSEGEN snapshotPolicy IRE
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77 ONTAP JSiRE X AR IREBHE, Astra Trident Fo/EIRBITFAEIZHIZECIZAVEATIRER,

AT L@ Astra Trident BEEREIRERBIE B O LL?

AL, LB ERIRE X X HFFIRE snapshotReserve BHRMBEER S LLEESE, UEET
Astra Trident 7 Snapshot 8|45, MIREFIHEXXHFPFEE T snapshotPolicy #l snapshotReserve
, MERIBEHXHEFIEMA snapshotReserve B LLISERBIME R DL, WRFKER

snapshotReserve B ELEL, MEINERT, ONTAP = REMBEDLLIKEN 5. WIRE
snapshotPolicy IEIIZE N none , MIREFTIEBIELFIEEN O,

AU EFIFREREE RMEHISH?
AL, eI LUBSEEIRE X XEHIEE snapshotDir SEKRIAIE) Trident EZEAYE LAY Snapshot B Fo

AT LUET Astra Trident A& E SnapMirror ?
S|

1, SFER ONTAP S {TRE OnCommand REIBRAEIMMRE SnapMirror o

WENG A A M B IR R FN4EE ONTAP [REB?

B EIRRE] ONTAP [REB, ERITUTHE:
1. B EEFERXKAMENNAIER POD .
2. ®1T ONTAP #3<1TRE D OnCommand R4S IRSIR R FIFT=RIRER,
3. EMRNAERF POD,

TridentE S A UEEE T HHHAZHEERNSVM LA ES?

A LAEINFSIRIEHIERN SVMBIRE IR A BHF R B, ONTAP BRI TridentZMNEEMAHHLZR
Bo XFAIRERSEEHEHIDR, EATdentBIZZ M EM. EEEEEURTONTAP EfAHEZR R,
AKX A ENER | HPNFERERBER?

Kubernetes N iFEep R B REAFMHER, B2, EAILUER Kubernetes B ERE R TEIBFMHEEIR

ECERIRBI G an R TRV EFMERAIER. BEAKEnRTEMFEFMETAR, BRZFEENEIRE
BIREN 0,

PR HEER
FEF L AMB AT HERR REAER Astra Trident BYATAEERIROIFEL

= M PR HERR

* 9N Trident Pod ToAIEE B (B0, 2 Trident Pod {£837F ContainerCreating MEEBBHESREFNE
25/ DFFABY) , MZETIT kubectl -n trident describe deployment trident and kubectl -n
trident describe pod trident -%%.%.%.* —-* AJLURHEZ IR, FREX kubelet HE (5140, &
T jlogalctl -xeu kubelet ) WRIREHE,

* YN Trident BEPHEERE, ErILIRBERZEIZETNE * -d in&EED install 8%, =i Trident B
IR
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ARG, EH ° Jtridentctl logs -n trident” HFEHEHIER level=debug msg KHIABHIKE T At
FEIR(ER—E &3

kubectl patch torc trident -n <namespace> --type=merge -p
'{"spec":{"debug":true}}'

IRES EFBEIFRE Trident Pod , XPIBEHEJLFEFRVETIE]l, BRI LUBIIMER kubectl get pod
-n trident HHHE "age" YR E 0] @,

33+F Astra Trident 20.07 #1 20.10 , &R tprov X% Torc o
8 Helm —ifc 23t

helm upgrade <name> trident-operator-21.07.l1-custom.tgz --set
tridentDebug=true’

{58 tridentctl 223

./tridentctl uninstall -n trident
./tridentctl install -d -n trident

* AR LB ERIRENX FEE debugTraceFlags KIXMENFIHMIEIXAE. 0, 81
debugTraceFlags - { "api" . true , "method " : true , } LIFKEY Trident HEFHY
AP BN A EER. MERIHAILIEEE debugTraceFlags HECE tridentctl [GIHEH -

* {£MA RedHat CoreOS BY, 1EMFRELIEFN R LEEBAT iscsid HEIABEN. AILAER OpenShift
MachineConfigs S¢ &L R AR RTE R It 1% 1.

* {8 Trident BYATAESIBEIAY—NE LA "Azure NetApp Files" AP FIZE P in i BAER BRI BIE
FFift. BXRTEM=ZINERT|FR. B "Azure NetApp Files" Configuration

s WNREHE PV HEHIIBSEEH IR, BHRR rpcbind BEREHIETEIEIT. WEVURIERSERFRIERNR
HEEESE, HEE rpcbind @B IEEEIT. EoJLUBIIETT systemctl status rpcbind HEFX
TR E rpcbind IREBVIRE,

* WNR Trident BIRIREHEHL T Failed KA, REZFIBERLE, BXugeRETEN T 5EHRXEH
SVM/ BIEREIEFI, M tridentctl update backend BHIGIHEE MG Trident Pod BiEE 1t
i) EER

* NRERBISITITREE Trident FHEZINFRIRIER, BHEMA ° -in cluster=false’ &= EE Trident . XAS
BRREIRERF POD , HalB%HE trident RERF BPMEIERI,

* A uninstall 8% <Uninstalling Trident > EBITRKEHITEIE, RINBERT, ZHEFr=s
fBx Trident €728 CRD , FILEMEEIEFEIETHHESR, BAIURSMEIHHEHRE,

s MNREREFFEHIRAN =IHEITHEE. 1B5MIETT tridentctl uninstall BFMIF&TridentIe <, T&H
FREERY "Trident fRZs" HERLE tridentctl install <

* INERERE, R PVC (Z87E pending MER, MIETT kubectl describe PvC AILUREEMESR, W
BA Trident AT A1t PVC EEE PV o
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fERRIER T ERINERZ TRIdent

WMNRFEAIRIEREFZE Trident , M TridentOrchestrator BPRZSEM Installing BN Installed, Wl
RIEMEE failed RS, HERERTEBITME, NWRETUTHSRICETIRERNBE:

tridentctl logs -1 trident-operator

ERER trident 12(FER R A E DI Re e MIRIEFATE. BIa0, Hp—Na@HiR e gERT/E MIETT RIFRIIF IR
By B AR PIREN PR R RV A 23R K

BT Trident RELMNVRE, ENEE TridentOrchestrator FIRS,

kubectl describe torc trident-2

Name : trident-2
Namespace:

Labels: <none>
Annotations: <none>

API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Status:
Current Installation Params:
IPvoG:

Autosupport Hostname:
Autosupport Image:
Autosupport Proxy:
Autosupport Serial Number:
Debug:

Image Pull Secrets: <nil>
Image Registry:
k8sTimeout:

Kubelet Dir:

Log Format:

Silence Autosupport:
Trident Image:

Message: Trident is bound to another CR 'trident'
Namespace: trident-2
Status: Error
Version:

Events:
Type Reason Age From Message
Warning Error 16s (x2 over 16s) trident-operator.netapp.io Trident

is bound to another CR 'trident'
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tEIRR TS EFEATLE Trident BY TridentOrchestrator o« EHF & Kubernetes E£8FREEF—1
Trident 325, FEUIHR(E R AIRFREETERLAERE REE— 1A EIEN/ER) TridentOrchestrator o

IJI|S9|‘, y)bg Trldent POd EIJ'U(IL,\ ')#L-?E_[LX?E/—J_ rﬁ/ IEI:I ;r.l—.EEﬁo

kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-csi-4p5kg 1/2 ImagePullBackOff 0
5ml8s

trident-csi-6f45bfd8b6-vfrkw 4/5 ImagePullBackOff 0
5ml9s

trident-csi-9g5xc 1/2 ImagePullBackOff 0
5ml18s

trident-csi-9v95z 1/2 ImagePullBackOff 0
5ml8s

trident-operator-766f7b8658-1dzsv 1/1 Running 0
8ml7s

ERILUBERMEE, BTRER—IHZIERME, Pod TiETE2VRK.

BRI, W48 TridentOrchestrator CRo &, EHAIUUMIFE TridentOrchestrator , 3
ERE S RYERTE X BIE— 1 HFEY

ERTTEMRINEFZETRIYent tridentctl

AT EEBERHRIRENRE, ERIUER -d SHBRETRERR, ZSREITAEREAHENET
fRIn)FRTE

./tridentctl install -n trident -d

Rt R, IR TFAINBIERE, SAIEBRIEIT tridentctl install 83<:

./tridentctl uninstall -n trident

INFO Deleted Trident deployment.

INFO Deleted cluster role binding.

INFO Deleted cluster role.

INFO Deleted service account.

INFO Removed Trident user from security context constraint.
INFO Trident uninstallation succeeded.
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=2 MiPRAsta TrandentfICRD
&) U se e MiBRAsta DentA A B2 AICRDFIXEXAY B E X HRo

@ HIRETTEROE, BRIEEEELHREAsta=InRE, FNEDRITIIEE. EEFHIRCRDAY
&R T EIE Astra Trdent, 1555 "E1ZE] Astra Trident"s

Trident ZEF
EH# Asta DandentH{EADandenti2EF 22 MIPRCRD:

kubectl patch torc <trident-orchestrator-name> --type=merge -

p yp g b
'"{"spec": {"wipeout": ["crds"],"uninstall":true}}"'

Zie

EfFERHelmE# Asta DentFH5E2MPRCRD. BEHITLLTIRE:

kubectl patch torc trident --type=merge -p
"{"spec":{"wipeout":["crds"],"uninstall":true}}"

<code>tridentcti</code>
EEREIE Asta DentfF5E£MIBRCRD tridentctl

tridentctl obliviate crd

fEFiKubnetes 1.26_EIrwxRiGIR e 2 X EHIZEINVMe T 551K

NREIZITHEKubnetes 1.26. NMTERrwx/RIBREEA X FERANVMe/TCPRY. TRBCHEFERIEERLK, LUTiH
SRETHRENIRIEERER, HE. EWALUEKubbernetesH4LE]1.27,

Efflfze & = 8)F1POD

BRigEEFAsta=IHEHEE SR TEI(INVMek A 14 E) MM EIPod. WIREEMONTAPEIRMIFRar & =iEl. MEX
HEEIREIELEZIHMERPod/EEH, B A=FKubornetesSa* S H INEE,

ImBARRER
MR TS RENEK A M S (51X R 8 M) H R E MR

EFELEEIELIF
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If you block (or bring down) all the datalLIFs of the NVMe Astra Trident
backend, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.

GBS AR SR
[BfidataLIF ARE SEEEINRE,

EMFRanR == 8] BRET

If you remove the "hostNQON' of the worker node from the corresponding
subsystem, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.

. IGESRRIRER
A0 ChostNON® R[EIE|F RS,

< FF

NetApp A Z ML N2 FAsta=lr, EXRIRIEM 2R BHEISFHET. FIUNF1IRE(KB)
XENAHRIE,

Astra=ixz 1F4E e EHA
Asta=ININEERIBIERI AR AR =F 235K 5. BB W "NetApp R FRR A2 15 7E M

EEYEF
Asta=IHFAREE A HZ BEE12MN AN E2E .
TR
Asta=XN AR B A H 2 BEL132)24 1 B R EBE R,
EEuEE
Astra DridentX#i B & % 2 HicBI25F 36" BN,
version e AR BN HF
"24.06" 2025564 202664 2027561
"24.02." 2025521 2026528 2027521
"23.10." 20244108 20255108 20265108
"23.07" 2024%7RH 2025%7RH 2026FE7H
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version

"23.04."
"23.01."
"22.10."
"22.07."
"22.04."
"22.01."
"21.10."

"21.07."

B B2 HF

TR

XFEER
20255418

2025518

20245108

20245 7H

BB
2026548

2026518

20255108

2025%7H

2025548

2025518

20245108

2024%7RH

BXRHEDHXENTREYIR. B2 "NetApp AIRE (FEER) "o EIREILUKEIE XHIRS Astra AXH

[IERRYE S "Ibaks

X2 5

Astra EE— 1M EHAZRAF (BfEAstra= g & AR AMBER A HAK "RIEF", XE2—MRIFRMAG, &
HURHEB XM EN—MRIRE, H5ERESHEITITICHEXER,

NetAppF ARz

B3R5 HE X Astra Trident B9%5Bf), 1AM tridentctl logs -a -n trident SIEXIFE, HEEHKLEE
NetApp X#F < FRENEBE) >,

BXRIFHAER ...

* "Astra fEE"
* "Astra Trident tH&"

« "Kubernetes Hub"

* "netapp.io"
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o

=

Astra Trident %[
FA T fiRAstra TridentlB @S0 O,

Astra Trident i

-

Astra Trident @33 L T O3 T@E:

Port B89

8443 [E3@E HTTPS

8001 Prometheus 51T &=

8000 Trident REST AR5 88

17546 Trident demonset Pod f£EFBBYETN I / RALE IR M i O

@ EREHE. AUERAESUERE/MEMERNIED --probe-port &, HSHBHARILIHOR
W R EREMHZ R,

Astra Trident REST API

ﬂﬁj "tridentctl #p% %uL " @5 Astra Trident REST APIXR ERREIEA . ErILUREE
EEBIEFHARESTIR A,

{AIB{EFIREST API

REST APIi& BB F1£3EKubernetesZBE R {E A Astra TridentfE I —#H B ENER LR,

RNTIREZEM. FA1ER T Astra Trident REST API ZRINER T TEPodABRIETTE. {XPRFlocalhost, BEE
MUITH. BEEGEAstra Trident ~address

fEFAREST API
BXRUNEANARXLAPIFRG. HETER (-d)irE. BXFHMEER, FEN FM-tridentctd] EIEAstra=17",

APl BV TF/RIBGNT:
FREX

GET <trident-address>/trident/vl1/<object-type>
FIHZEBFIE N R,

GET <trident-address>/trident/vl/<object-type>/<object-name>

RIS RAVFAES.
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b-Zi]
POST <trident-address>/trident/vl1/<object-type>
BIRIEELEAITR,
© BEHERIMREE JSON . BREEMHEALWIE. HEN "B Mtridentct] BiAstra=i"
* MRMREFE, WITHEMAR: BEREMNERNR, MG EMITRERGHIRIERK,
i3
DELETE <trident-address>/trident/vl/<object-type>/<object-name>

il Gy

@ SRR EFMEERBENEIEREGFE, HIRMRRXLSE, BXEFMER, BEN &
Ftridentctd| EIEAstra=1ix",

AR 1T

Astra Trident 7 Trident RIZRHEFIRM T Z N apS1TIRI, &0] LA{E A X e 78 I cL 2B
=2,

AEIER

-debug
BRIt

-loglevel <level>
REATIEREAR. 8. B, HIR. B@s). FIANINFO,

Kubernetes

-k8s_pod

ERLLENE -k8s _api server BUEMKubernetesziF, WRIZELLE, N Trident BEAEFRE POD
B9 Kubernetes fRSZ M EEREX R API fRSZ288. REY Trident EE A T ARSZB M B9 Kubernetes SE8FH1{E
79 POD =178y, ItLIhEEA B,

-k8s_api_server <insecure-address:insecure-port>

ERLLIRINEY -k8s pod LUBFKubernetesz . I8EG, Trident FEBIRMEHNFA L MG OEZE
Kubernetes API AR5 88, XI¥RILUTE Pod Z49MEBE Trident ; BE, BENZEFS API REHBNALZLIEE,
EReEE. AEHAEPodEZE Trident -k8s_pod &I

Docker

-volume driver <name>

M Dockert@ B E FARVIREIIZF B . BAIAN netappo
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-driver port <port-number>
ffttim . MAGIFUNIXEIERF,

-config <file>

W, BAHETE BiRED B XL B 1R,

REST

-address <ip-or-host>

EEEEMIAN = H7FMEIRS 2L, BRIAA localhost » TEANHIEH _E (IR H7E Kubernetes Pod FiafTEY
, T7EM Pod 9MNEBE$EIAIA] REST #0, {8 ... ~address "" BIMPod IPi#iitiFRIRESTIE,

@ AJ LU Trident REST #0O8&E XL 127.001 FFIPv4) 5% (¢ 2 1) (IF IPv6)
AR AR SS .

-port <port-number>
EENTN = nEFiEARSS 28RO, BAIAJ 8000 -

-rest

BFREST#EO, BERIAA true o

Kubernetes 1 Trident 3%

B OB IZEA B NF RN R K ER REST APl 5 Kubernetes # Trident #1738

B, Kubernetes 5 Trident , Trident 51Zf&LA K Kubernetes 5ZEZ B XRHZNE
BRNRRTE, HPR—LLEIRIET Kubernetes #HTEIRE, MHP—LEXRNEL Trident #1T
B8,

HNRINEIMEERF?
TERMNR, MRWARURMERREARNRERE AR, E1E Kubernetes AP BIENEEIEK:
1. BPEIE— PersistentVolumeClaim , IBREBERAKLHIEER Kubernetes StorageClass FEBEHF
TEAR/NEYHT PersistentVolume o

2. Kubernetes storageClass ¥ Trident fRR N EEERRF, HFES5—LEE, BT Trident dNEIAIEK
HEEREE.

3. Trident & FHHBHCH storageClass HERERNZMRITIRLAN Backend M StoragePools , E
AILMERXEENZLEES.

4. Trident 2ELEMNEHEEZEHCIZERNNR: Kubernetes Y A PersistentVolume BFEH]
Kubernetes SN2k, EHMWIES,; Trident P—PNERFTARYE PersistentVolume S5EFRTFEEZIE]
XA,

5. Kubernetes &¥4 PersistentVolumeClaim #EZIFHY PersistentVolume » BE
PersistentVolumeClaim BY Pod £3Iitt PersistentVolume ¥ B Ei={TPRERERIEN Lo

6. FAF{#ER#EM Trident BY VolumeSnapshotClass I A PVC B VolumeSnapshot o
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7. Trident #7IR5 PVC XEXHE, HEHEREIZEESHIRIE, LI, EEEIE—

VolumeSnapshotContent , ¥&7R Kubernetes dNE[IRBIIRER,
8. AP B LUfEA volumeSnapshot YENIREIEE PersistentVolumeClaimo
9. Trident FIIRFIFAERYIRIE, HUITS50IE PersistentVolume M Volume HREIN—HITE,

Titt—4 T Kubemetes X%, BARINEMIR RAIEE" Kubemetes SALHI—T5.

Kubernetes PersistentVolumeClaim Y&
Kubernetes PersistentVolumeClaim X HRE Kubernetes &£ & HAYTEETE K,

BRTHREISEZS, MRBFAEBESERFREETIRENIINME, Trident EAVFAFEE MU MIEFENIRE

FroE IR SRR EHIE R
trident.netapp.io/fileSystem peEEY ontap-san. solidfire-san. ontap-
san-economy.

trident.netapp.io/cloneFromPVC cloneSourceVolume ontap-nas , ontap-san , solidfire-
san , azure-netapp-files , gcp-
cvs , ontap-san-economy.

trident.netapp.io/splitOnClone splitOnClone ontap-NAS , ontap-san
trident.netapp.io/protocol I 1=
trident.netapp.io/exportPolicy SHERR ontap-nas , ontap-nas-economy-
. ontap-nas-flexgroup
trident.netapp.io/snapshotPolicy snapshotPolicy ontap-nas , ontap-nas-economy.
ontap-nas-flexgroup , ontap-san
trident.netapp.io/snapshotReserve  SnapshotReserve ontap-nas , ontap-nas-flexgroup
» ontap-san , GCP-CVS
trident.netapp.io/snapshotDirectory snapshotDirectory ontap-nas , ontap-nas-economy-

. ontap-nas-flexgroup

trident.netapp.io/unixPermissions  unixPermissions ontap-nas , ontap-nas-economy-
. ontap-nas-flexgroup

trident.netapp.io/blockSize AN solidfire-san

MR BIFER PV BB Delete reclaime RBE, MERMK PV B (ENAFH#IER PVC B) , Trident EBHHIER PV
MEEE. MEMBRRIELRK, Trident 2% PV #ricAMENAY PV , FHERAZIRXILIRIE, HEEHIRIERINE PV
FrofibgALE. S0R PV A  retain’ 5KBE, Trident z@%ﬁ%ﬁﬁ, HBREBERIFM Kubernetes Fjgima
IEiZREE, UEEMREZAINEHITHEOHNE., BHEE, Mk PV AxBEAEER Trident IBREES-
&N {EAH RESTAPI (tridentctl ) EEMIBR.

Tndent S IFFER CSI e ﬁ'JL%H%,. 2. B S BERBHEERERIERRZEINE PVC ., Xi¥, PV HEY
Bl mBlAFL R LULREBAIF N AFF4E Kubernetes » #AIS, RILUMERIRIRRIEFIAY PV, BEE  + RELMRE
+ TﬁeFEIT’FJ%EEEo

Tridentif$2f# cloneFromPvC l splitonClone FAFRIERENITE. Er]UFRAXLEREREPVC. M
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R EFACSISE .

Flan: WMRBFPEEE— 1B N nysql B9 PVC , MARFRAUERINERIE—1NE N nysglclone BIFT PVC
» 90 trident.netapp.io/cloneFromPVC: mysql o IRE 7 UthrERS, Trident E5%fES mysql PVC 3
NEE, MARMKAIREEES.

BEERUTILA:
* BiRETNE.
* —1 PVC REREMUIFRE—1 Kubernetes ssR=EH, HEBHEBNFIHEL.

* {8 ontap-nas M ontap-san FEiEFAY, ATEEEER PVC i7E
trident.netapp.io/splitOnClone 5 trident.netapp.io/cloneFromPVC E&EMH, H
trident.netapp.io/splitOnClone I®BN true BY, Trident R REMNESKERD, MNMERE
NESHEHXENEGERTESE, MMERFEE, NRTRE
trident.netapp.io/splitOnClone HFHIGE N false , MRBVEHNTEEHE, MEEXEM
REEZEIRIRAIMXER, FALRIESRPRTE, SNWEERERE. RO REEEEXH—MWIERE, Blx

ETHIEESH, ZERHERESLZERAKNES, TEM ONTAP REMNFHENEHZH,

o sample-input BREBEETFTridenttIPVCENX R, 1BEEN BXS = ARIE XS ML ERNST
B ) IR
Kubernetes PersistentVolume XW&

Kubernetes PersistentVolume MRFRTREH Kubernetes EEBHFAN—ERZEE, THESGEARSEREN
POD %,

@ Trident 28 PersistentVolume R, FHIRIEEREMNSEBNIEEFMEI Kubernetes 58+
o BANBITEREE( T

SIS | AT Trident Y sT7fiE3E BY PVC BY, Trident REABENNEFREERERSHNZEIMHH PV, 7
FCEERENESMMENT PV B, Trident R1EELL TR

* Trident =9 Kubernetes £ PV 2R E A TFEEFHENASZTN. EXRMWERT, SEEUBEHERZM
TEEEERNEMHE—H,

* EWAR/NS PVC HIFRIA/NRATRELED, ErfERRIBET S EHNEAIRBEN T HEHE,
Kubernetes StorageClass MR

Kubernetes StorageClass MWRT{E PersistentVolumeClass FIEBIFIEE, BT ERA—AHR4REFE,
FREERAF MR BEFERANERERER, HIREERRRFATHRIAREE X ZBME.

EEREHEERSBENEENRIMERINRZ— F—1Z Trident [FIHITR,

&£ Trident B9 Kubernetes storageClass M RUNTFFAR:
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate

XLEESEZE Trident EABY, BJFHIF Trident MR E S,

FEXESHEIE:

B4 Type Required
B map][string]string &

Fhgt map([string]StringList 5

Fihn StoragePools maplstring]StringList =

HEB& StoragePools maplstring]StringList =

FhERIE R E AR LA N EFEIEEE M Kubernetes [B1%.

FiEmEEREE

XEESHRTE T REAMLE Trident BIEMEFMEMRECELE RIS,

Description
BERTENESEED

[Eim2 FRBRET R PRI 1 AE
pUEZIES
[Eim2 FRBRET R PRI TFAE
pubZIES

[Eim & MRIRET B R B 7E i
puEZIES

B Type =l hE SHF
TR string HDD , B&, Pool B&ILER IEEMNEEE  ontap-nas ,
SSD TR, RBRER ontap-nas-
TRE economy. ontap-
nas-flexgroup ,
ontap-san ,
solidfire-san
FoERE string faE, B Pool Z#ILECE #EERECEHE  Thick: All
FE ONTAP ; Thin
. All ONTAP &
solidfire-san
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B% Type (=] = BN 3§

[S iR string ontap-nas HETFIERY ETEH FREIREhIER
. ontap-nas- )=t
economy. ontap-
nas-flexgroup
« ontap-san
.« solidfire-san
. GCP-CVS
« azure-netapp-
files. ontap-san-
economy.

snapshots H true false Pool Z#FEAHR BATHRENE ontap-nas,
BiE ontap-san ,
solidfire-san ,
gcp-cvs

e A true false Pool X#FmfEgE BATRMENE ontap-nas,
ontap-san ,
solidfire-san ,
gcp-cvs

= A true false MZHFINESE EEAMZENE  ontap-nas ,
ontap-nas-
economy-.
ontap-nas-
flexgroups ,
ontap-san

IOPS RER EE#H Pool BEIZIRIELL HIRIEXLE IOPS solidfire-san
SEEIRAY IOPS

' ONTAP Select AR HF

TERZHERT, BRNEEELMEE; fN, FREEESSHERERE. B2, Element FiEH=E
%E?%T#E’\J IOPS B/MEMEZAERKIZE QoS 1B, MARIBEKRNE. EXMERT, BERNENRABTEEREME

ERIERT, ERILSMMER attributes RABBREXRFKMENEFHERERE, Trident ZHEHAIFHE
E5EEERN BIE 1Y all ILECRYEFAEM,

MRELIMBSTEER attributes BAENERAESEIM, WoJLUFER storagePools M
addtionalStoragePools B¥H—FT MM, EELUEE—ARFERNM,

EOILUFH storagePools BHH—FRHISEMIEEN attributes ILAHME, REFZ, Trident 2FH
attributes Ml storagePools SEITIRHMIIR X RH{TACE. EAIUURIMERSE, el ERERXMR
&,

] LAERS addtionalStoragePools BEY & Trident B FEEMME, MAE attributes
storagePools SEUEFME U0,

BB LAER excludeStoragePools Bk Trident B FECERME, FAISEEMERER AR,
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£ storagePools #M addtionalStoragePools B H, F1FBBIEIS * <backend>:
<storagePoollList>" , EH * <storagePoolList>" EI5E EiRVFE#EHTIR, LLUESHMR. Hla,
addtionalStoragePools HERIBERIUTF ontapnas 192.168.1.100 : aggrl , aggr2 ;
solidfire 192.168.1.101 ! bronze ., XEFIREZFIRENTIRENENRENE, ERIUER
tridentctl get backend FRIRENGimNMEMBITIR,

Kubernetes E 4%

XERERZR Trident FEENSECEBEDEFIEFE / Bk, Bk, XERBEIRM Kubernetes XA LS
XFNEH. TENTRATXGRSKCIRIENE, HEARFEXGRSALARER, B xfsprogs o

B Type =] Description BXIREHIERFE Kubernetes
N
FSType string extd , ext3, IREMNMHFRL solidfire-san 28
xfs & KA . ontap-nas
. ontap-nas-

economy. ontap-
nas-flexgroup

+ ontap-san

« ontap-san-
economy.

RIEET R boolean true false ERSZENE  ontap-nas , 1.1 REShRE

10 PVC K/h893Z ontap-nas-

¥ economy. ontap-
nas-flexgroup ,
ontap-san ,
ontap-san-
economy.
solidfire-san ,
gcp-cvs ,
azure-netapp-
files

SHTEEL string BNE, EFRAIRHITE 250 1.19-1.26
WaitForFirstCon #EMEISEE
sumer"
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* o fsType BHATFIEHISAN LUNFRENIXHRSZETR, b KubernetesiEF=fEMA
fsType EFEEPLUIERXHFRACET. AJLUEREFIEMBIN fsGroup NHHINLLF
B, PodfZ L L FTXAKRER £fsType BIRE. HEM "Kubernetes : /7 Pod 2 A 25L
ELe X" BXERIREEFMENEIELR fsGroup R, Kubernetesi&NF fsGroup
REEUTERTA HE:

o EEMEEHIEE FSType o
° PVC iAR#&E I RW ,

T NFS ZERzhiER, NFS SHARBFEXHRG. B fsGroup , FHEENFRE
TE FSType o EAILUFGHIREN Nrs BEMIFZE,

*IFEN EAE BXRET BRNESFAEER,

* Trident RERFERMET JLNRHIFEMEEENX, AIAF sample-input/storage-class-
* o yaml Y Trident o MIFR Kubernetes T2 ESMIFRIERAY Trident 7FHEZE,

Kubernetes VolumeSnapshotClass WM&

Kubernetes VolumeSnapshotClass MRFIATF StorageClasses o ENTEBITFEXZNFMESE, HHER
BREIAURFREBSFAENREBEXE. SMEREBEHS—1EREBIEBREL

EhEIRE, BIERNENX VolumeSnapshotClass o MBI ERLUTEX BIEERIEE:

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

driver ¥8EL Kubernetes , H Trident 28X} csI-snapclass FEHERIBIEK, deeltionPolicy 18E
AR BRI IR AT B ITAVIRIE, WK deletionPolicy IREN Delete , MTEMIBRIRIRETS, HIREEIFTRIL
REEERE FNREIREGHBIER. E, NRBHEHIREN Retain , MRRFRE VolumeSnapshotContent
FHMIRIRER,

Kubernetes VolumeSnapshot Y&

Kubernetes VolumeSnapshot M RELIEEIREBIVIERK, G PVC KRBFAIELAHIIER—EF, HRED
SHEFAME PVC RIERBAYIERK,

WEIERBIERG, Trident 2 BohBEEERIRNECIRRBRIRE, FHBICIEM—/
VolumeSnapshotContent MRAFIRE, EATLUIMINE PVC SIERER, HECIEHH PVC B XL REBAEE
DataSource .

VolumeSnapshot W& AR SIRE PVC £ : BMERFR TR PVC , REUSIFLEFTE. HRA
() BEBHRENPVCE, Trident 235Ut PVC MREEATIZN » EFEMIR W R3S, BRRIGHS
SR, BIRFIEXBRIEE, SEEHR.
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Kubernetes VolumeSnapshotContent &R
Kubernetes VolumeSnapshotContent MRFZTIMEEENELIEIIRE, ERTF Persistentvolume

, RnFEERE FECERIRIE, 5 PersistentVolumeClaim #ll PersistentVolume XIREMPL, BIEIRE
BY, VolumeSnapshotContent MRESIEKREIRIRIERE VvolumeSnapshot IRFEFF—I—BRET,

VolumeSnapshotContent HMREEATFE—TRREBIFHAES, 590 snapshotHandle o i
snapshotHandle & PV #&#F#] VolumeSnapshotContent MRBZMMIME—LHS,

WEIRIRIEKR G, Trident STEGIREIZEMRE, QIERES, Trident SEEE— VolumeSnapshotContent
MR, MIMRFIREBLFE Kubernetes API .

@ BE. BARAFEEIE volumeSnapshotContent WK, BIIRFBE. MFIIM "SNERE"
7EAsta TrdentdMERBIEE,

Kubernetes CustomResourceDefinition W&

Kubernetes BHE X ZJEE Kubernetes APl iR, HEERENXHBFWRMUTRIHITHEE, Kubernetes
TR EN R BRUEENRES, BRI LUBTIETT kubectl get crds FIREUXLEFIRTE Xo

BEXZFENX (CRD) MEXBMMRITEHEIEH Kubernetes AT EITHIBEFEME P, XIEFEMITFEN Trident
Bl BRI RE.

Astra TridentfffH CustomResourceDefinition FAFRETridenttREDHIF R, Fla0Trident/5iH. Trident
FHELEMTridentE, XLEXRE Trident BIE, Lk, CSI HIREBIEZIAS|INT —LE X HIREBFIEM CRD .

CRD Z—# Kubernetes ¥35&, EREFERIFRE Trident 81, FI80, A tridentctl RGN, &6
B— A tridentbackend CRD 3, {i Kubernetes £,

BX Trident 8 CRD , iHEFEUT/LR:

* RE Trident BY, RAZBIE—4H CRD , HAIGEREMEMAREE —HFER.

* EAENE TridentBY tridentctl uninstall <. Trident Pod=# Bk, EEIZMCRDASHBIE,
BFEN "HE Trident" T A MK TR E2MBRFEFECE Trident o

Astra Trident StorageClass W&

Trident= IKubernetes I} ILECAYTEAEZE StorageClass IBEMXNR csi.trident.netapp.io EHECETRR
FFEH, FEEEZTRSKubernetesBIBFRILER StorageClass EFfLRIIITR,

fEF3 Kubernetes BY, S0RFM T ER Trident {fEABCETZEFHY Kubernetes StorageClass , NI
S B EXEIR,

FERES—AHEER, Trdent ZRXEBERS SN FENFRIBIEHITIE; MRLE, NiZEFMELEER
BFERECE BB BT,

EATLAEA REST AP 8B ERALE LB IRE N EFEL, BE, T Kubernetes ZpE, {1/ EEIMIAN
Kubernetes StorageClass X RIYEIEXLEERE,
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Asta=IE 3R
BRRTIEIRMIZT, Ko Trident BES; 84 Trident SO EIRER MRS,

() =RCACURMEENHHHKALZ —, B— 2 Kubemetes storageClass %o
BXMANRXERRNFAES, BN EELEER

Astra Trident StoragePool &

EEERTAES N EHEENTENME, WF ONTAP , XLERAWMNTF SVM FHEE, XTF NetApp
HCI/SolidFire , X%t QoS AN FEIERIEER QoS 77, *1F Cloud Volumes Service , XLeXIF 3tz
FoirtBXE, SN EEWSE—ARENEERN, BT EXE S EMEBUERIPFI.

SIHEMN KRR, FEBERENRGZRZEMARNER,

Astra Trident Volume X5

EREAREST, HERKESAR, FI90 NFS HEZFiSCSILUN , £ Kubernetes A7, XLEEBHZEWN T
PersistentVolumes ., SIEERN, FHFREAEGEFME, ETHEREZENME UK.

* 1£ Kubernetes A, XL REENHFHITER, EAIUEFENUEE Trident EEERIARR.

@ ﬂﬂUf‘?Eﬁ?’éHﬂEH&E”E’J PV B, HEMNAY Trident BIFEFHA * EEMIBR * K& ZMIFF Trident
%, ENMRERZERRR,

SEEEX TEENENAEGNEM,

B Type Required Description

version string = Trident API hlzZs ("1")

name string =/, EOIEMERIR

g string p=1i 8 FCE SN EFERNFMHEE

size string =/, ERRENEAR/N (UFT
L)

iy string S EFERARIINER; "file"
g "block"

REBRZ R string = FERR LRI REIR,
B Trident &£

cloneSourceVolume string = ONTAP (NAS, SAN
) #1 SolidFire —* : EM
R R SHIZ R

splitOnClone string & ONTAP (NAS, SAN
) L BREMERRRS

snapshotPolicy string = Snapshot-* : BEfEAMN

ONTAP g
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B Type Required Description

SnapshotReserve string = Snapshot-* : AIRERTNE
HEB DL ONTAP

SHRE string & ontap-nas* . BEAMNS
H SRR

snapshotDirectory it & ontap-nas* : EHE R
BER

unixPermissions string & ontap-nas* : #J¥& UNIX
PR

A string = SolidFire — * : R/ BKX
L

XERY string S XU RFGHT

QIEBEY, Trident 24/ internalNane o XEERANSE, Bk, TLBEMIISE (BHAE trident 5
EIEE A TUERINESEME, NTEEHERS  <prefic-<volume-name> o RS, THSEE
BEH, BRERFAIHEENZE. MF ONTAP B, CRGERHERNTHLE (Hit, NSBEIHEER
" <prefix>_<volume-name>' ) o X{F Element /i, B2 FRIABRNETH.

SR LUIERSEEFER RESTAPI HiZACES, 1B7E Kubernetes SPEAH, HIHEAZ AP FEHINEN
Kubernetes PersistentVolumeClaim /5%, Trident R7EACETIEH BEIEIZIET R,

Astra Trident Snapshot W&

REBEESHNEREIZE, JRFEEMEHERIRT. £ Kubernetes 1, XLEIREREN W T
VolumeSnapshotContent HR. BMREBEES—NMEHEXE, ZEERBHIHIER.

£ Snapshot MREIFLUTE4:

B Type Required Description

version string =21, Trident API higZs ("1")

name string =8 Trident Snapshot 3T &R AY
BFR

REBR IR string =, FHER S L Trident
Snapshot IREIZ TR

volumeName string =0, NEBIEREBIKALS
SNE=R Y

volumelnternalName string =1 FiEZR S L XEXBY Trident
EXNRIBIT

(D) Kubemetes o, XERRREHTEE, EAUEEEIIUEE Trident REHNE.

tl#2 Kubernetes VolumeSnapshot FRIEKAEY, Trident SEEAFER S LEIEE Snapshot IR, LEIREERT
KM internalName BT FEIZ snapshot- 5 VolumeSnapshot Ry uip (N0, snapshot-
e8d8alca-9826-11e9-9807-525400£3f660 ) HAEMAEME. VolumeName #l volumeInternalName
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BT REEEEHIFAE B RIET.

Astra Trident ResourceQuota W&

Tridentf&£k = " ssystem-node-critical’ Priority Class-the highest priority Class available in Kubernetes—L4
ffafRAstra TridentBEBTEIE BT R X HHAEIRAIFEEE. H AT Trident demonset PodE R IRIE /1R HISERE
LU ST RIE & TR &,

Ak, Astra Trident= A ResourceQuota’ X R KM RH E TridentF&E " RAT 2 X B "L ARk, T2BE
FelEemonsetZ Fii. Astra Trident2Z1% ResourceQuota' W&, MNRKEWM. NMESNAIZITR.

NREFEBEWNRINZ BRI M IRIEHITEZITH. ATUERHelmBRER custom.yaml ¢ AD
& ResourceQuota' W,

LI F@—1 " ResourceQuota’ X RIVIR . ZWREMAAIETridentF 5,

apiVersion: <version>
kind: ResourceQuota
metadata:
name: trident-csi
labels:
app: node.csi.trident.netapp.io
spec:
scopeSelector:
matchExpressions:
- operator : In
scopeName: PriorityClass
values: ["system-node-critical"]

BXARETIFAREE. BES "Kubernetes: ZIRECEN"

BIE ResourceQuota WRLIELN
ERADEIBRT. INRELIE ResourceQuota WRELEKXMK. B "EFEHE" AREMRLE,
WMNRFEER. BEFE5IMIFS ResourceQuota W&,

ﬂﬂ&%ResourceQuota

NREHLBITH B SRR E. M e] AR UL T is<HiBRAstra Trident "ResourceQuota’ 315 :

kubectl delete quota trident-csi -n trident

PODZ£nE(PSS)M1Z £ L TXIRHI(SCC)
Kubernetes PodZ& 215 /E(PSS)F1Pod % £ 5% (PSP)E X X PRLk 5! H PR HlIPod YT
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7o OpenShiftZe £ FXAR(SCC)EHFTE X T #5E FOpenShift Kubernetes5 | ZEHY
PODRHl, A TIRMILBEENIEE. Astra Trident2EREEEBRELENE, UTET

JFANLB T Astra Tridenti& & HIRR,

@ PSSEEMPodZ £ HRE&(PSP), PSPE{EKubernetes v1.21HF. FHiGF1Ev1.25 kR, B%

FMIEE. B8N "Kubernetes: T2

FrEEfKubernetesZ 2 F T XHEXFEL

R Description

ST CSIEREFEHRAWE@EH R XELKE TridentT
RPODKIEITHIINA 28. BXIFHARES, BEENL
"Kubernetes: IEE(EHE",

FHMELEE iISCSISFFHFIZFTER, iscsiadm A EIRiISCSIFEH.
FER ENMLE SiSCSISFIFHIZHITIEE,

FHIPC NFS1E B #128)5@15 (Interprocess Communication
. IPC)ENFSD#{Ti8(5,

FEHPID S EANFSErh rpc-statd’ s TEHEHINFSHZHI. Astra
Trident2E B ENHIZLUME rpc-statd B E IETEIE
170

IhgE SYS ADMIN INRERAHNA 2RMVERIATHEER —EB 5.
. Dockera NENRHNAEHIKEXLEINEE
. "CapPrm: 00003fffffffff "CapEff
. OOOO3fffffffff

Seccomp SeccompEE B X A EFRIMN AP IR T IEZ RS
; Ak, TiEEAstra TridentP2HE,

SELinux 7£OpenShift b, 4R EITE sPC_t (BRI ER")
HHIE T, MAHFINA 21T container_t'1&FRIETT,
£ 'containerd’ E£. MR %% T container-SELinux’.
NFFE B EERTE sPC_tIFHHIEIT. MMBEXEE
FBSELinux. &tk Astra Tridentf=
& seLinuxOptions RN A 2: 4,

DAC BRI B LLroot B B173151T. ERINE 23
LlrootFl R &1731517. LUAIRICSIFARRUNIXEREF,

PODZ 21r/E(PSS)

Label Description Default

po-security.Kubernetes ARFETridentiZHIZFFITTAUWANL  enforce

I0/enforce’ “po- EmBTiE, B7NEHBFRTEWR | privileged' “enice-

security.Kubernetes % version: <HBIEEFRIRRZANTNIR

I0/enforcehRads MEEPSShids, >

@ B R TENFE A RE R FEPod AR IR, HIL"BUEIHE: | "S"E S TridentCSI-..." 40
REEXMIER. 1HRE privieged NS BT ETEEEEEN. ARE. FEMZETrident,
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PODZ 2B (PSP)

FE
allowPrivilegeEscalation
IFCSIDrivers

allowedCapabilities

FiFrlexvVolumes

allowedHostPaths
allowedProcessMountTypes
jtﬁ?UnsafeSysctls
defaultAddCapabilities
defaultAllowPrivilegeEscal
ation

forbiddenSysctls

fsGroup

hostIPC
hostNetwork
hostPID

hostPorts

ST
readOnlyRootFilesystem
requiredDropCapabilities

runAsGroup
runAsUser

runtimeClass
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Description
BRI AR A IFIPRF
Trident A {EFSLBYCSIIERYE,

IEFF Trident B 2P R RIINRER =
BIAINRE. MSNESRRIRE
PR FIRERYINEE,

TridentREF "FlexVolumeIX &7z
F's AeEfF28SEATNE
IR

TridentTs RPODER T RAYIR S {4+
4. ARBEITIRSBIFL

TridentRERE
faI" ProcMountTypes o

Tridet A EEE M AL LW
“sysctls’s

ZE%E-T@WFEE’J@%%%’EHDEWUJ
BEo

AFNEAREE A Trident PODH
HITRIE,

R FEER sysctls .

Trident& 28 L rootF19iE1To
EHNFSEFZEEHIPCH 8E

5 nfsd #{T8=
iscsiadmE R EHMLES5iSCSISFP
HEHITIBES,
EEFATNPIDENEL S LER
IETEIB1T rpc-statd’s
Trident R ERERIENIHEO

TridentT s Pod 4G i T4 A 854
BEHEEHS

TridentT sEPod NE NTT X &

4t

TridentT 2 Podiz TE R A 28
T EMIBRIRE

Trident& 28 LLroot & 141517
Trident& 28 L rootF19iE1To
TridentF & RuntimeClasses o

Default

true

H}

H}

H}

H}

H}

H}

H}

false

z3
o i

RunAsAny

true

true

true

z3
o i

true

false

x

RunAsAny
runAsAny

z3
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FE

selLinux

supplementalGroups

&

Ze FTFXPRHI(SCC)

s

allowHostDirVolumePlugin

allowHostIPC
allowHostNetwork
allowHostPID

allowHostPorts
allowPrivilegeEscalation

allowPrivilegedContainer
fthUnsafeSysctls

allowedCapabilities

defaultAddCapabilities

fsGroup
¢

readOnlyRootFilesystem
requiredDropCapabilities

runAsUser

Description

Trident>Ri& & seLinuxOptions’.

HNR25z1TEYE]FKubernetes 73 &

TERFESELInUXBI S B RIFEE
=

F+o
TridentA 28 L root B 43iE1T.
Trident Pod EE X L& M

Description

TridentT mPod#EH T = FIREX G R

4t

HEHNFSEZEEANIPCARE
5 nfsd #1185,

iscsiadmE R EAMLE 5iSCSISFH

HIZHITERS,

FEEAFNPIDREETR EER

IEfEiE1T rpe-statd
TridentREREM ENIKE,
BRI AR AR IFIPRF R,

TridentT mPod 4G I THINN A 2874

BelEHE.
Tridet A EEEMFALEN
‘sysctls’o

IE N TridentB 2RFFFRHVTHEER =
BIAINRE. MISNERRIRE
FRE PIRERYTNRE.

i%ﬁﬁﬂf‘ﬁﬁ’\]ﬁ%&%ﬂﬂ&ﬁ%
BEo
Trident& 28 LLrootH{9151To

ltSCCE AT TridentH 45 E EIH A
Fo

TridentT APod NG N T X R

4t

TridentT mPodiz 1T BRI A 25

To A MBRINEE,
Trident& 28 LLrootH19151T.

Default

%

RunAsAny

hostPath. projected. emptyD

1r

Default

true

true

true

true

false
true

true

H}

]
i

.

RunAsAny

z3
o i

false

x

RunAsAny
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s

selLinuxContext

seccompProfile

supplementalGroups

RR

%
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Description

Tridentki& & selLinuxOptions".
FB R iziTHEIFIKubernetes 9 &
RFAESELInux AR BalEEE
=

F+o

BRI A RBLIBIT"TRE"S
Trident& 28 LLroot B 141517,

M7 —1%B. ATFBILSCCH
EE|Tridentdn & = 18] PRI Trident A
Fo

Trident Pod & EX &M,

Default

z3

X

%

RunAsAny

TER

hostPath. downwardAPI. proj
ected. emptyDir
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