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EIMRPNZE, MREELEREGEIMR, BER"HVEIZHE"

BXTrident 24 10N EEEE
BAREEL A XTridentNEERE S,

<strong>5Trident </strong>f8xHI1= &

* M7E. ETridentPz3FKubnetes 1.31, EFZKkKubernetesZ BiF & Trident,
* Trident=2 ™ &R BITESANIFE R B ZRFACE. FEMultipath.confX 4 EREINE

find multipaths: noo

FERIFZ R ER find multipaths: yes =17 find multipaths: smart multipath.conf
XGEPNERSBIEFHLK, TridentBZI(EA find multipaths: no B21.07hkiL,

FENEPETridentiZERFH L2 Trident
BEER "TEMR" LR EREREHHNENIFIR TR IR 2D,

ez Al
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FaREZH. BEFILinuxENHRITEEE EEEE—NMERIZTH. "S2iFH Kubernetes 5£85" # 8
SIHE VBRI,

a—

B{959T oc login -u system . admin 3{ oc login -u Kube-admin #{TEH,

@ M3 OpenShift BY, TELATFABERAIFEER oc MARE kubectl , HEELL * RE: admin* B9

1. I&iFKuberneteshRZs :

kubectl version

2. IIEEREF EIE IR :

kubectl auth can-i '*' '*' —--3all-namespaces

3. WIEEEE B LAMDocker Hub/2Eh{E MR HIPODH@IZPODMR I R fZiE R Sk

kubectl run -i --tty ping --image=busybox --restart=Never --rm -- \
ping <management IP>

F£15: THTridentRERFE
TridentZZERZF BB & B ZE Trident Operatorfl L2 TridentPF B —1], M T EHFFREIERITHRASHY TridentZ 2L
EF"GitHub_ERY_assets ZF73"

wget https://github.com/NetApp/trident/releases/download/v24.10.0/trident-
installer-24.10.0.tar.gz

tar -xf trident-installer-24.10.0.tar.gz

cd trident-installer

%24 62 TridentOrchestrator CRD
8% TridentOrchestrator BENXARIBENX (CRD), GG TridentOrchestrator BENXE
Bo TEHFEREHMCRD YAMLIRABIE “TridentOrchestrator CRD “deploy/crdse

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

#3445 HETridenti2ER

TridentRERRFIRE T — NI B TFLERESMOEXBEMNRVIRGSE X4, BIRGEEXXHE. sl UEREAR
BERMNEIPBIZERH T Trident,
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* WFiziTKubbernetes 1.248958%, 15 bundle pre 1 25.yamlo
* XFiziTKubernetes 1.253 EShRZASHIEEE. 75fE M bundle post 1 25.yamlo

ez el

AT A= HEEET. Tuﬁmﬁgﬁﬁﬁtmdwtﬁgﬁaom%tmd%tﬁgﬁﬁ
BT, WEAL TS HEs R

kubectl apply -f deploy/namespace.yaml

* FIEMBATEPEHEBIRIER trident B TIE). B serviceaccount.yaml,
clusterrolebinding.yaml # operator.yaml FERERFHE XY kustomization. yamlo

a. B kustomization.yaml EAL TS, HA_<bundle.yaml>_J}J bundle pre 1 25.yaml 3
bundle post 1 25.yaml {RIEEBIKubberneteshikZs,

cp deploy/kustomization <bundle.yaml> deploy/kustomization.yaml

b. AU THLHENDLE. HAP_Data <bundle.yaml>E bundle pre 1 25.yaml 3§
bundle post 1 25.yaml {R#EEHIKubberneteshiks,

kubectl kustomize deploy/ > deploy/<bundle.yaml>

p
1. QB RIRH BRI

kubectl create -f deploy/<bundle.yaml>

2. WIFRRECNRIRER. HEMBEIALE.

kubectl get all -n <operator-namespace>

() 7 Kubemetes SEBffR AL * —MB(FRISIAI * o /MBI Trident IIERISMEE,

%645 Bl TridentOrchestrator H%ETrident

ME. EBRILIEIEE TridentOrchestrator H&ETrident, EBHAILLUER"BEEN TridentZEFERAME
HEM “TridentOrchestratore
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kubectl create -f deploy/crds/tridentorchestrator cr.yaml

tridentorchestrator.trident.netapp.io/trident created

kubectl describe torc trident

Name :
Namespace:
Labels:

Annotations:
API Version:

Kind:

Spec:
Debug:

Namespace:

nodePrep:
- iscsi
Status:

trident

<none>

<none>
trident.netapp.io/vl
TridentOrchestrator

true
trident

Current Installation Params:

IPvo6:

false

Autosupport
Autosupport
Autosupport
Autosupport
Debug:

Hostname:

Image: netapp/trident-autosupport:24.10
Proxy:

Serial Number:

true

Image Pull Secrets:

Image Registry:

k8sTimeout:

30

Kubelet Dir: /var/lib/kubelet
Log Format: text

Silence Autosupport: false

Trident Image: netapp/trident:24.10.0

Message:
trident

Status:

Version:

Events:

Trident installed Namespace:

Installed
v24.10.0

Type Reason Age From Message —--—-—— —————-— SIS S S Normal

Installing 74s trident-operator.netapp.io Installing Trident Normal

Installed 67s trident-operator.netapp.io Trident installed

g_l-LIEﬁ%o

LiEd M7 Z I TR,
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{# TridentOrchestrator status

BPIRZE TridentOrchestrator FEREERERIN. HERELZENTridenthkd, TELEHRE. BPIKE

TridentOrchestrator B8f¥H Installingto Installed, YIREMERE Failed RE. HHIRERTE
BiTE. ""EHE"

Status Description

e BIERIEEFERBILCRZE Trident
TridentOrchestratore

BR%E BRI Z % Tridents

IEfEENE BRERIEEEH Trident, EX
spec.uninstall=trueo

BEENE TridentE2 ENE,

N BRIERATERE. B BHFIENF Trident; RIER
11§Ebﬁﬁt}‘kltt’{j(/u\qzmgo ﬁl:l%ltt)lku%?j\iﬁr, )”JJ

1THRPEHERR,

[ETEEH BRIEAETEEMNERE,

error AfEMH TridentOrchestrator o« A — 1 BF T,

IFTE{EFAPODRIEIRES

n_,\E_“’/L *EE@JLPOdE'Hj(/uﬂ%bﬁl}\'rrldent 4 IZZI:E'JTEEE:

kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-controller-7d466bf5c7-v4cpw 6/6 Running 0
Im

trident-node-linux-mrézc 2/2 Running 0
Im

trident-node-linux-xrp7w 2/2 Running 0
1m

trident-node-linux-zh2jt 2/2 Running 0
Im

trident-operator-766£f7b8658-1dzsv 1/1 Running 0
3m

{#H tridentctl

&R LUER tridentct 10 E R ZE A TridenthiRZs,
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./tridentctl -n trident version

o fmm e +
| SERVER VERSION | CLIENT VERSION |
fom e frmmm e +
| 24.10.0 | 24.10.0 |
Fom e oo +

FohERE Tridenti2{ER (AAIER)

RB] U FehEFETridentiRER L AL E Trident, LidFEiE A F I TridentFr B B 250G 1Z(E
EREIMRPINLE, NESETHBRGEMR, BER"THEILERE

BXTrident 24 10N EEE R

BRI T A XTridentNEEE B

<strong>5Trident </strong>1EXHI{= 2

* M7E. 7ETridentz3FKubnetes 1.31, EFZKKubernetes Z BiFH& Tridents
* Trident= ™ i&52FITESANIFIE R (FE A ZRREE. FEMultipath.confXXHFHREEREINE

find multipaths: noo

FERIFZ TR find multipaths: yes 5 find multipaths: smart multipath.conf
XGEPRNERZSHEIEFHLK, TridentBZIEA find multipaths: no B21.07hkiL,

FohERETridenti2EGa H ZE Trident

BEER "EMR" LR ELZREIR M H N EIFIRIEIRIE A R 2%,

Feazai

ERFLinuxENHKRIEIE G IEEEIRIEE TIEMF "SZ15H Kubernetes 585" H BIGIRAE RN ERIRIY

@ £/ OpenShift BY, TELLTFAAERGIFMER oc MAR kubectl , FELL * B4 admin* By
B{3E1T oc login -u system . admin 3 oc login -u Kube-admin #H{TE R,
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1. I8jFKuberneteshi s :

kubectl wversion

2. IIEEREFEIR AR -

kubectl auth can-i '*' '*' —--agll-namespaces

3. IFEEE ] LUMDocker HubEEh{E FEBIPODHIEIEPODMLRIF RITZE R 4

kubectl run -i --tty ping --image=busybox --restart=Never --rm —-- \
ping <management IP>

F£15: THTridentRERFE
TridentZEREF BB & EZETrident Operatorfl L& TridentFr B —1], M T EHFFHRESERITHRASAI TridentZeE
2F"GitHub_ERY_assets EB93"

wget https://github.com/NetApp/trident/releases/download/v24.10.0/trident-
installer-24.10.0.tar.gz

tar -xf trident-installer-24.10.0.tar.gz

cd trident-installer

%25 6 TridentOrchestrator CRD
Bl TridentOrchestrator BENXRIRENX (CRD) ., EIHEKBGIZE  TridentOrchestrator BENA

Bo TEHFEREHCRD YAMLIRABIE "TridentOrchestrator CRD “deploy/crds:

kubectl create -f deploy/crds/<VERSION>.yaml

B3 ERERPRVEMRUE
£ /deploy/operator.yaml, EHT image: docker.io/netapp/trident-operator:24.10.0 L

[ BREREGCERFRBIGIE . B9 "TridentHICSIBRE" AILMUIF—MEMRFR. WAL TFABRGEM KD, EFF
BCSIEGE ML TR —EMERF, Fl40:

* image: <your-registry>/trident-operator:24.10.0 NREMFIEMIGEMLIF— 1 FMERA,

* image: <your-registry>/netapp/trident-operator:24.10.0 MREN=iHIESCSIGRAITF
REBFEMRTRF.
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H4F: BETridentiR(ER

TridentZERFRRM T — NI BTRERFRAMEERKT REVRS X . @I, FILUERRAL
BERNEERERA R K Tridento

* XFisfTKubbernetes 1.248958%, &M bundle pre 1 25.yamlo

* }FiE1TKubernetes 1.255 B ishi AR, 75 bundle post 1 25.yamlo

a2z Al
* BABER T, BIERAZIRTERRRF. AILUEREREIRIESR trident SREE, YR trident BARE(E
NMFE. BERU T o<t EaR =i

kubectl apply -f deploy/namespace.yaml

* FIERB TR EPBIRIER trident MATIEL. BH serviceaccount.yaml,
clusterrolebinding.yaml #l operator.yaml FHEREMBEEXH kustomization. yamlo

a. Bl kustomization.yaml FAMU TS, HH_ <bundle.yaml>_J}J bundle pre 1 25.yaml 3%
bundle post 1 25.yaml {RIBEHIKubberneteshi 4,

cp deploy/kustomization <bundle.yaml> deploy/kustomization.yaml

b. FERAUTHLHEENLE. HAP_Data <bundle.yaml>& bundle pre 1 25.yaml 3
bundle post 1 25.yaml {RIEEBIKubbernetesh s,

kubectl kustomize deploy/ > deploy/<bundle.yaml>

p
1. IR RHEREIRIER:

kubectl create -f deploy/<bundle.yaml>
2. MR R ERIRIRIER. SEMBIARE,

kubectl get all -n <operator-namespace>

(D) 7 Kubemetes SEB¥RREEA * —MRIFFTE * o BB Trident IBIERNS B,

$50 . BEIPMMESEMRNE TridentOrchestrator

Your "TridentFICSIBRE" RILMIF—NEMRIAFBEMERP. BPIECSIRGEAILFR—IMEFR. &
#1 deploy/crds/tridentorchestrator cr.yaml RIEFMRECERMEMAIE I,
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— INEMERAPBYAR G

imageRegistry: "<your-registry>"
autosupportImage: "<your-registry>/trident-autosupport:24.10"
tridentImage: "<your-registry>/trident:24.10.0"

REERRAPBIBRE:

imageRegistry: "<your-registry>"
autosupportImage: "<your-registry>/trident-autosupport:24.10"
tridentImage: "<your-registry>/trident:24.10.0"

%64 02 TridentOrchestrator F &% Trident

ME. BB TridentOrchestrator H&R&ETrident, EBHAILIHE—F "HEN Trident i (ERM
SEHMIEM "TridentOrchestratoro M TNRGIERT TridentfICSIBEI FARIEMERAFA L E,
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kubectl create -f deploy/crds/tridentorchestrator cr.yaml
tridentorchestrator.trident.netapp.io/trident created

kubectl describe torc trident

Name : trident
Namespace:
Labels: <none>

Annotations: <none>
API Version: trident.netapp.io/vl
Kind: TridentOrchestrator

Spec:
Autosupport Image: <your-registry>/trident-autosupport:24.10
Debug: true

Image Registry: <your-registry>
Namespace: trident
Trident Image: <your-registry>/trident:24.10.0
Status:
Current Installation Params:
IPv6: false
Autosupport Hostname:
Autosupport Image: <your-registry>/trident-autosupport:24.10

Autosupport Proxy:
Autosupport Serial Number:

Debug: true
Http Request Timeout: 90s
Image Pull Secrets:
Image Registry: <your-registry>
k8sTimeout: 30
Kubelet Dir: /var/lib/kubelet
Log Format: text
Probe Port: 17546
Silence Autosupport: false
Trident Image: <your-registry>/trident:24.10.0
Message: Trident installed
Namespace: trident
Status: Installed
Version: v24.10.0
Events:
Type Reason Age From Message —--—-— —————-— SIS S S Normal

Installing 74s trident-operator.netapp.io Installing Trident Normal
Installed 67s trident-operator.netapp.io Trident installed



S ERIE RN R,

{#M TridentOrchestrator status

HIRZS TridentOrchestrator IERRERETMIN. HERBLRENTridenthkads, FERERE. KRS
TridentOrchestrator B{H Installingto Installed, UIREMERE) Failed RS, HERERTE

BiTRE

" ATEIL;\ o

Status
T4

BRE
IETEENE,

B
FSL

ETEEH

error

EEEAPODSIEIRS
e LB B E B8 BPodBVIR S KA TridentZ it

kubectl get pods -n trident

NAME

AGE
trident-controller-7d466bf5c7-vdcpw
Im

trident-node-linux-mr6zc

Im

trident-node-linux-xrp7w

Im

trident-node-linux-zh2jt

Im
trident-operator-766f708658-1dzsv
3m

{#M tridentctl

&R LUEA “tridentctl 10 EREM Tridenthi 4<o

Description

RERIEEFAILCRZZE Trident

TridentOrchestratoro
BRIhEE Tridents
BIERIETEHHE Trident, EA

spec.uninstall=trueo
TridentE2E1 %

IRERTTERE., B BFEEIHTrident; #2ER
41§Ebﬁﬁt}‘Aﬁt’lk/u\q:‘|‘j_§o ﬁﬂ%ﬁtﬂkuﬁfﬁﬁr, JHJJ
1T PEHERR.

BRERIEEEMNAE LR,

AMEMA TridentOrchestrator o B—1BFHE.
eEB5EMK:
READY STATUS RESTARTS
6/6 Running 0
2/2 Running 0
2/2 Running 0
2/2 Running 0
1/1 Running 0
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./tridentctl -n trident version

o fmm e +
| SERVER VERSION | CLIENT VERSION |
fom e frmmm e +
| 24.10.0 | 24.10.0 |
Fom e oo +

fEFAHelmEfE Tridenti&(F 52 (MR ERT)

e LUEAHelmE P E Tridenti@ERHALRE Trident, I FIZER F TridentFrER 2 G X TF
BEMEIMERTNZE, NREELEMMEIMER, BEER I EIE,

BXTrident 24 10EEEZ L
BATUEIEL T E X TridentNEEE B,

<strong>5Trident </strong>1EXHI{= 2

* M7E. 7ETridentz3FKubnetes 1.31, EFZKKubernetes Z BiFH& Tridents

* Trident= ™ i&52FITESANIFIE R (FE A ZRREE. FEMultipath.confXXHFHREEREINE
find multipaths: noo

FERIFZ TR find multipaths: yes 5 find multipaths: smart multipath.conf
XGEPRNERZSHEIEFHLK, TridentBZIEA find multipaths: no B21.07hkiL,

ZETridentiZER HEAHelm%Z&E Trident
fE Trident "HelmEZ&" & 8] LA— P EPE TridentiR/ER H L Trident,
BEER "TEMAR" DRBREELZREFREHHNENIFRIEFRIERE L EIEDL,

FaZ Al
BRT "HEFHRFHE" THFE "Helm higas 3%

S
1. Fh0Trident Helm7Zf&RE

helm repo add netapp-trident https://netapp.github.io/trident-helm-chart

2. f£A “helm install Fi8E S EZFR. WL TRAIFTR. EF "100.2404.0' RELEM Tridenthr4s,
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helm install <name> netapp-trident/trident-operator --version 100.2410.0
--create-namespace --namespace <trident-namespace>

@ MRBEATridentt|Zip R =8, N -create-namespace’ B ARSI BEIMISH R ZiEl,

PRI LAMEMA helm list BEREREFMER. FIMNBH. B =TE. BR. KE. NARFRE. MEITHRS

EREH TSR EIE

TR EHE, JLUBIRTH AL RECEIE:

JFEI0 Description

--values (¢ -£) EEEABENYAMLX ., BIUZRIEEMRE, &6
MBS AR

--set Eﬁ%ﬁtﬁig%o

BN, EEHHIBKIAE debug, BBETTUTHS, HEH 100.2410.0 FEREMTridenthiR s

helm install <name> netapp-trident/trident-operator --version 100.2410.0
-—-create-namespace --namespace trident --set tridentDebug=true

(=%l
R values. yaml X (B FHelmERN—E D RME T RIIRMERIAE,

&I Description Default
nodeSelector FFPODSDECRIT minE

podAnnotatio POD#RE
ns

deploymentAn ZPEIRFE
notations

tolerations PODZECHIZEE
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il

affinity

tridentContr
ollerPluginN
odeSelector

tridentContr
ollerPluginT
olerations

tridentNodeP
luginNodeSel
ector

tridentNodeP
luginTolerat
ions

imageRegistr
y

44

Description

FFPod 7 ECRIHER 1%

PodBVE T Rk, BTSN 7
iz HlaEPodM T mPod T EF4AE

IENO

B EKubernetesXtPodMI A tE. 18
B TR H2Podf T =Pod T
BEMERE,

PodfIE T mikiRes. EEM 7
fRIEHI28Pod AT mPod T #RIE4A(S

[[AnYe]

B =KubernetesifPodMIRiE, &
B0 7 RIEEI28Podf T 5Pod T
AR,

trident MHEEEGHZE

[va L]

nmn

FRIR.
&R “trident-operator, BT
LigZHiNME. EEFER: EE
FHEEHR R E Tridentdd, R
imageRegistry ERRRHIEE
FEEME. BMEEEERZES
f£H /netapp/o

Default

affinity:
nodeAffinity:

requiredDuringSchedulingIgnoredDur
ingExecution:
nodeSelectorTerms:
- matchExpressions:
- key:
kubernetes.io/arch
operator: In
values:
- armé64
- amdo64
- key:
kubernetes.io/os
operator: In
values:

- linux

1577 Mvalues.yamISZ 4 BRERIAFE X
%, MNMREBREEEXEX M. BT B
FRINFE XM

O



PRI
imagePullPol
icy

imagePullSec
S

kubeletDir

operatorLogL
evel

operatorDebu
g

operatorImag
e

operatorImag
eTag

tridentIPvo

tridentK8sTi
meout

tridentHttpR
equestTimeou
t

tridentSilen
ceAutosuppor
t

tridentAutos
upportImageT
ag

tridentAutos
upportProxy

tridentLogFo
rmat

tridentDisab
leAuditLog

tridentLogLe
vel

tridentDebug

tridentLogWo
rkflows

Description

RERREIREVREE trident-

operatoro

RERIRGIEENE A trident -
operator, trident M EME %,

ARFEBE EkubeletIERRZSHI ENAL
Bo

AR TridentRERFRY B ER A&
BHN:. trace, debug, info,
warn, error By fatalo

AFRTridenti2ERTRI B ELR 1L
& HNDEBUG,

AFTLEBENME trident-

operatoro

AFESZHINRC trident-
operator B,

AVFEIPVeEEEE S A Trident,

BEAZHKubernetes APHE{ERY
ZRIASOFDEBRT (AN A AE. NILAFD
FEAiI),

ERBEHTTPIERAIEAIA0TDEERT
0s ABATEITCRIFEEET B, RAVF
fERRIE,

AIFZ R TridentE #AutoSupportik
H=

Ho

AIFEETrident AutoSupport A28
HIBR{GARIE.

A ¥FTrident AutoSupport & 28i@
EHTTPRIEEI R,

RETridentHEIERE N (text "

"json)o

%"—E%Tndentﬁ*z E ll_.\*ﬂir_o

AR TridenttI HERFNEE

trace. debuginfo. « « warn
error '3 "fatalo

jtiq::lngndentEg E II_,\ Ulﬂ%jj
debugo

ﬁlq:ijEE/T\ E ulﬂiﬁﬁ E /u?[ﬂﬁ?'“t'
P4 E R Trident T{ER.

Default

IfNotPresent

"/var/lib/kubelet"

"info"

true

nmn

nmn

false

0

"905"

false

<version>

mn

"text"

true

n infO"

false

mn
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1IN Description Default

tridentLogla AFANBRERHEECRFZATHSEE "
yers B ERTridentE,

TridentImage RIFTEE = IridenttIE%, "
tridentImage &= TridentfIBREAIRIC, "

Tag

tridentProbe HRIFEBEZHATFKubernetes;ETH/FLE """

Port IR MBI ERIA IR O

windows {ETridentfEIS ZEEWindows T{E false
REJ- W

enableForceD RIFEARGDEINEE. false

etach

excludePodSe MEIEIREFHIRIZERPODEE false
curityPolicy =B,

cloudProvide BN "Azure" TTAKSEEE LFER "

r RESHHA=E DY, JNRTEEKS

£ LFRASINR. FIREN

"Aws",
cloudIdentit {EAKSEE LFRA=IMRN. 18 "
y AT ESAEHARIZ ("azure.Workload

Identity /client-id:  XXXXXX-xxxx-

XXXX=-XXXX-XXXXXXXXXXX")o

ETrident&E 8 LEB B M. 1%

& Heks.amazonaws.com/role-arn:

AWS IAMA("eks arn: aws: iam
1 1 12356: roe/EAM-roe™),

iscsiSelfHea JEAISCSIEFEEEMNIE[F. 5m0s

lingInterval

iscsiSelfHea I(SCSIBHEEBIHITEEMEE Tmos

lingWaitTime BFRREXBRERIBRIEZAILZT
BYFFLEAYE]o

nodePrep fETridentBETS ffEKubbernetes5EE£HY
TR ES. UEFERIEER
BEEMEIES. BAi, iscsi’
=M —ZRE,

T BRIE I 23Pod T R Pod

TridentfE R B MNMEHIZRPod A REBEPENTIET A LMN— 1T EPodiafT. T mPodAMIiGiTIERIsEEE
H Trident&ERERIEMN L,

Kubernetes "5 =761 28" M "B AMIRE" AT REIPodERE T R BT = _EiB1T, {#H ControllerPlugin®
# NodePlugin. EAILIBENRMEE,

* IThlgE AR EEREMER. FIANREMIFE R/
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© IR R R

EFAHelmEE Tridenti®{E R (BRAIET)

& DAER HeIm%B%deentEﬁf’Em# ETrident, IR ERA T TridentFT B A 28R
FREMEIMERINZE, NMRSETHBGIEMR, BER"TNESERE

EXTrident 24 10EEEZ R
BATUEPEL T E X TridentIEEE B,

<strong>5Trident </strong>tAX (= 2

* 7E. 7ETridentz3FKubnetes 1.31, TEFAZKKubernetes Z BiFH& Trident,

* Trident=2 ™R HITESANIFERFE A ZRFACE. FEMultipath.conf>XX 4 EREINE
find multipaths: noo

EAIFZRRECED find multipaths: yes B¢ find multipaths: smart multipath.conf
XHFIEZSEIEEHEAK, TridentBZiIERA find multipaths: no B21.07hRiE,

ERE TridentiZ (S HEAHelm% & Trident

fEATrident "HelmEFR" B IA—F EE Tridenti&E R FH L& Trident,

BEE "L LR E ZREARZ M H A EAIMR IR IE M REED,
FHaZ Al

BRT "HEFHRFHE" ELHFE "Helm higas 3%

@ EFABFEERZETridentBy. W18 imageRegistry FERAXBYIEEFMREMLE. BNERF
fEERERFER  /netapp/o

HIE
1. F M0 Trident Helm7Zf&E

helm repo add netapp-trident https://netapp.github.io/trident-helm-chart

2. {F nelm install FIEEMEMNREIMRMUBIIZI. BB "TridentFICSIFE" R LI F—NEMER
. WA LI FARBFEMERS. EFFECSIBGENAALFR—FMETRP, ErFIF. 100.2410.0 RE
LM Tridenthi <,
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— INEMERAPBYAR G

helm install <name> netapp-trident/trident-operator --version

100.2410.0 --set imageRegistry=<your-registry> --create-namespace
-—-namespace <trident-namespace> --set nodePrep={iscsi}
RENEMRFAYBRE

helm install <name> netapp-trident/trident-operator --version
100.2410.0 --set imageRegistry=<your-registry> --set
operatorImage=<your-registry>/trident-operator:24.10.0 —--set
tridentAutosupportImage=<your-registry>/trident-autosupport:24.06
--set tridentImage=<your-registry>/trident:24.10.0 --create
-namespace --namespace <trident-namespace> --set nodePrep={iscsi}

(D)  mBENTidentI@HEZE, W -create-namespace SHTF L SIRRFSMOMHE 2.

TEILMERA helm list ERREFMER. FINBH. dR=TE. BR. RS MARFRE. NEITRS.

ERFEHETEECE IR
TEREEHE, ATLOBE RS UL RECE KR!

eI Description

--values (8 -f) IEEBEBENYAMLYX S, AIUZRIEELE, &G
MBS HF A 5o

-—set a7 LiEEES,

40, BECRBIENIAE debug, EFBITULTER<, HF 7100.2410.0' BB LRI Tridenthiz s :

helm install <name> netapp-trident/trident-operator --version 100.2410.0
--create-namespace --namespace trident --set tridentDebug=true

B MnodePrepfE. BEITUTaR<:

helm install <name> netapp-trident/trident-operator --version 100.2406.0
-—-create-namespace —--namespace trident --set nodePrep={iscsi}
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[i=$va0]

R values. yaml X (BFHelmBERHN—IBOHRMH T BIIRLERINME,

(D &mMvalues.yamiHERIIRERIAMER M, MRBIRHET X, T BRIMAXL,

I

nodeSelector
podAnnotations
deploymentAnnotations
tolerations

affinity

Description

FATPODZECRYT mATEE

POD#R/E

EERE
POD#ECHYE(E

T Pod73 ECRIHER 1%

Default

affinity:
nodeAffinity:

requiredDuringSchedul
ingIgnoredDuringExecu

tion:

nodeSelectorTerms:

matchExpressions:
- key:

kubernetes.io/arch

operator: In
values:
- arm64
- amdo4
- key:
kubernetes.io/os

operator: In
values:

- linux

1577 Mvalues.yamlIX
FERRIFRER AR

O . mempeas
SR, YRR
EA
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PRI
tridentControllerPluginNod

eSelector

tridentControllerPluginTol
erations

tridentNodePluginNodeSelec
tor

tridentNodePluginToleratio
ns

imageRegistry

imagePullPolicy

imagePullSecs

kubeletDir

operatorLogLevel

operatorDebug

operatorImage

operatorImageTag

tridentIPv6

tridentK8sTimeout

tridentHttpRequestTimeout

tridentSilenceAutosupport

50

Description Default

PodBYEMT Rk, BSW "7
fiEtzHlZEPodA T3 mPod" T R IF4R

E l%\ o

& =KubernetesXPodMI R 8. 1A
B0 "T I H 2RPod M T S Pod" T
AR,

PodBYEth Ty mik#Ras, IHBEW "7
fiEzHlZEPodA T3 mPod" T #RIF4H

E /%\ o

& =KubernetesXPodMI R . 18
20 "7 I E 2RPod M T EPod" T
AR,

trident METCEEGE ™

FRIR.

&R “trident-operator, BT
igZRiNME. EEFER: ELE
FiEER L E Tridentft. q1%
imageRegistry ERARRHIEE
FHEEME. B7EFEEEREEH
fEH /netapp/o

WERMGIZENREE trident -

operatore

RENMEGIZENEH trident-
operator, trident F1EME %,

RIFE Ekubelet I ERIRZSHI M AL
=13

AR TridentREFTHI HELR K
BN trace, debug, info,
warn, error ¥ fatale

SR Tridenti2{ERTHY B SR 512
B ADEBUG,

AFTEBEEMME trident- "

operatoro

AFESHIIRIC trident- "
operator B,

AVFEIPVEEE R E R Trident,

B E AL Kubernetes APHEIERY
ZRIASOFDEBRT(MNR A RE. TLAFD
N,

ERBEHTTPIERAIEAIAQ0TDEERT
0s JBRRYTERIFLRATIE], RAAVF
fERRE,

AF B TridentEHFAutoSupporti
H

Ho

IfNotPresent

"/var/lib/kubelet"

"info"

true

false

o

"905"

false



1IN Description Default

tridentAutosupportImageTag FRIFETrident AutoSupportEgs <version>

HIBRRARIC

tridentAutosupportProxy A Trident AutoSupport & 2sil "
TSHTTPARIEEHL,

tridentLogFormat B TridentHEIERE T (text "B "text"
“json)e

tridentDisableAuditLog ZHETridentdEZHEERF- true

tridentLogLevel AR TridenttI BERFNKE .  "info"

trace. debuginfo. . « warn
error '3 “fatalo

tridentDebug ARIFE TridenttI BERFNERE N false
debugo
tridentLogWorkflows AWFREREREASEREAENGERE "
B ER Trident TER
tridentLogLayers AFNREAEICREEETNHE "
FBHERTridentE,
TridentImage AFFTEBETridenttIE &, "
tridentImageTag B E TridentBIRRITICS, "
tridentProbePort AT EEHATKubernetes;&ah/fhdgE ™
MR MBI ERIA IR O
windows fETridentBEBE R EEEWindows TE  false
RE =W
enableForceDetach AT B RES D EEE. false
excludePodSecurityPolicy MEIES BT HIRIRERPODZE false
HRE&o
nodePrep 5 TridentBEAZ fEKubbernetes &£ 21

BT ES. LUBERIEENK
EFEEMVEES, Bai, iscsi’
SM— A,

BE X Tridenti2{ER &%

Tridenti2{E R R IFEERISCHMEM B E X Trident®Z2E TridentOrchestratoro Hl
BEEATFNEHZINBENLE TridentOrchestrator. iﬁ%ﬁg@ﬁﬁiﬁiﬁﬁ
XYAMLBEE, tridentctl UERIBEEHITEN

T fRIE 5 28PodF T = Pod

TridentfE R B MNMEHIZRPod A REBEFENTIET A LMN— 1T EPodia T, T aPodAMIiGiTIERIsEEE
H Trident&ERERIEN L,

Kubernetes "5 =761 28" M "B AMIRE" BAFREIPodERE T mEBEIET = _EiB1T, {#H ControllerPlugin®
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M NodePlugin. EEJLIIEELIRNES,

* IThltE AR SR EMEER. FIANRIBAIEE R/

* TR SEFEERIIT R,

=%l

spec.namespace {EHIEE TridentOrchestrator MRRZETridentMHmBTiE, &

O

A “Failedo TridentRMEEZNBIREHITER.

ttRIFANBTHEREE TridentOrchestrator &4,

S8
namespace
debug

enableForceDetach

windows

cloudProvider

cloudIdentity

IPv6
k8sTimeout

silenceAutosupport

autosupport B

autosupport fUIE

EHNE
logFormat

TridentImage
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Description
EBLE TridentfVeH & Z8)
A Trident/E AIEIR

ontap-san ontap-san-economy {XfE. #l

‘ontap-nas-economy. AJ5KubnetesIFIERE T R%
HIINGN)ESER. ERFHEEREBETREITIRR
FEENEEEHEN TIERA BT ESMTB T T =,

18BN true BEATEWiIndows TIET = _ERIREE,

REN "Azure" TAKSEH LERRERNNEEHN
Bt. SNRFEEKSEE EEATIMR. BIKREN"Aws"s

EAKSEE A SIMRE. IREANTIEAER
1R("azure.Workload .ldentity /client-id: XXXXXX-
XXXX-XXXX-XXXX-XXXXXXXXXXX")o  FE TridentSEE% {5 FH
=B, 18 E Feks.amazonaws.com/role-arn: AWS
IAMAB & ("eks arn: aws: iam: . : 12356

: roe/EAM-roe"),

ZEEETFIPvEM Trident
Kubernetes 1&{E{BRY

FEmNetApp & iEAutoSupportifi4i &
Sl
AutoSupport ZEH A28 &

BT %i%AutoSupportBIX IR A /im O
=M

BFHE TridentfIirE
EF AR TridentH EiE R X [text,json]
BLEE M TridentBR G

ETridentBTEEMIEEE . SHHITIHREFRSEH TridentOrchestrator IREEN

Default
"default"
false

false

false

nmn

nmn

false

30sec

false

"netapp/trident-
autosupport:24.10"

"http://proxy.examp
le.com:8888"

false
" teXt"

"netapp/trident:24.
10"



25 Description Default
imageRegistry REREMRAEER. B "k8s.gcr.io"(Kubornet
<registry FQDN>[:port][/subpath] es 1.19+)8
"quay.io/k8scsi"
kubeletDir EH LR kubelet B ZRIERR "/var/lib/kubelet™"
wipeout EMpR AT Tridente & IR S RTIR
imagePullSecs MPIER I PR GO E 1 B
imagePullPolicy K E Tridentiz B RS IZENERES, BRUEN: IfNotPresent
Always BASRZEIEENARIG,
IfNotPresent NHT R L AEEMRERI A 1ZENZ
IR,
Never MARENIRR,
RIS EM T kR Pod Y E T sikiE2s, ERSMEENEI TRIANE; At
pod.spec.nodeSelectore
ERIZaETAE E&EKubernetesxtPodMI B, EIESHERNER TAINME; At
pod.spec.Tolerationsoe
nodePluginNodeSelec PodMEMT fmikiFes. ER/SHERBIMEI TEINE; Bk
tor pod.spec.nodeSelector,

nodePluginTholeatio EZ&Kubernetes¥tPodiIRE, BIESHEFMRR TEINE; B]iE

ns

nodePrep

®

pod.spec.Tolerationsoe

{ETridentBEfNS{EKubbernetesEEB¥ I T S IF AR . LA
EFERIEENHUREEINMEES, Ba), iscsi@
ME—Z 1 FRY(E,

BXBRIANUPODSHAVFAMER. 1BSH " Pod DELAT R

B RaH A RIFEER

saH D BOEATF ontap-san. Ml onatp-nas-economy. ontap-san-economy 1EfEFESEFIMIFF Z &l #70
7EKubbernetes&# FBRAIFIEETREXFINGN), BXIFHAER, BB "Kubnetes: T RIEIEEXHA"

®

O

FRIREFIZERFEY ontap-nas-economy. EEEREIRICETHNSIEE
autoExportPolicy A “true. U{ETridentr] IR BT S ESHERRNAT AR
AIKubbernetes T s2 B3 18],

A F Tridentf&k#i FKubbernetes NGN. FEEEFITRIFIE R A FNITEAZEHZEI. IB7MNIE
ITRRAEENT =B “out-of-service ;5 mo AP S A S MIBRZ 0 Al fE = M Gk
BUERIS

LKubnetesEE B2 & 245 EARIEN A “node.kubernetes.io/out-of-service=nodeshutdown:NoExecute™ F 15 5
F “enableForceDetach I8 &/ “true'BY, Tridenti$HaE T SRS H:

1. FIEEHEIZT SHEREIRI/OIE,
2. K TridentTs S RIFIEN dirty(WNFHERYFRE).

53


https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown

TridentiZ 1SS IBLHANRIGBIER, EEIT S Trident™s sRPODEHTARE (FHEH/E) AL
(D) airty. EREHNPVCHIINERATIERREMEEERTS TETRRRF AR EERE
FERBETAES. HEITridentiEBINEETA clean(M FH AN BFRELLH),

EMET RIBTTRAHBBRILSRE. Trident}:

1. WEHBRT R LRIBNE R BRI,

2. MRIETRAFEAD cleanable K (EMFRERS . HFERTRATF RrReady WRZE) . HEFEMKIA
MEAHRIEHEBE. WrridentZFRTREFIERN. HARTFHNERBELELTR “cleans

=l
SR UEBFREMN [FEE1E0] E XY TridentOrchestrator BENX T,

BEXBENXEKE

EXE—TEEBEXLERG.

cat deploy/crds/tridentorchestrator cr imagepullsecrets.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullSecrets:
- thisisasecret
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TIRIERER

R EIE R ERE T REEER Tridents

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
controllerPluginNodeSelector:
nodetype: master
nodePluginNodeSelector:

storage: netapp

Windows T{ET5 &=

L REINSE TridentZ3EEWindows TET = L,

cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident

windows: true
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AKSEE TSR EEH

IR R Trident A FEAKS B LB AR E S,

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
cloudProvider: "Azure"

AKSEE =& H
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LERBISTEAKS B L RETridentld 5 ARIRE & E A,

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident
spec:

debug: true

namespace: trident

cloudProvider: "Azure"

cloudIdentity: 'azure.workload.identity/client-id:

XXXX—XKXXX—XXXXXXKXXKXX"

XX XXXXXX—XXXX—



EKSE& =15

LERBNGTEAKSEERE E L& Tridentd 5 ZATIRE S FE .

apiVersion: tri
kind: TridentOr
metadata:

name: trident
spec:

debug: true

namespace: tr

cloudProvider:
cloudIdentity:

arn:aws:iam::12

ERAFGKEN =514

dent.netapp.io/vl
chestrator

ident
"AWS "

3456:role/trident-role""

RGNS TEGKESE R L& Trident i 5 SARIRE S E A,

apiVersion: tri
kind: TridentBa
metadata:

name: backend-

spec:
version: 1

storageDriver

projectNumber:

network: gcnv-

location: us
servicelevel:

storagePool:

dent.netapp.io/vl
ckendConfig

tbc-gcp-gcnv

"'eks.amazonaws.com/role—-arn:

Name: google-cloud-netapp-volumes

'012345678901"

network

-west?2

Premium

pool-premiuml

{EAtridentcthf# {743

{EAtridentcti#{T%

eI LUMERZE Trident tridentctlo LEIZFE]
EAEEMRPILE,

EHENX “tridentctl ZfE,

EXTrident 24 10EEEZ R
BATRIR LT A XTridentNEEE S,

}fﬁ:_FTndentFﬁaﬁ{é%ﬁﬁﬂ%ﬁﬁﬁﬁﬁiﬁﬁﬁﬁﬁ
B2 N"BEX tridentctl ZE",
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<strong>5Trident </strong>tExHIE 2

* M7E. 7ETridenthziFKubnetes 1.27, EFZRkKubernetesZ BiF & Trident,
* Trident= ™ A& R G TESANIME R ER ZRFACE. HEMultipath.conf>XX R EREINE

find multipaths: noo

ERIFZHREAEEER find multipaths: yes %, find multipaths: smart multipath.conf> {4
FRERSEIEHR Y. TridentBEINEER find multipaths: no H21.07hRiEL,

{FR %% Trident tridentctl
BEE "LEMA" LIBRH R LEFIRSHH A ENIFIRIRRIE B R EIE,

FaaZ Al

FiaREZ . BEFRILnuxENHRITCET EEEE— N NEEBTH. "2 Kubernetes 85" # A&
B NERRNG

@ 5 OpenShift BY, ELLTFFAERGIFMER oc MARE kubectl , HERM * BLE. admin* /Y

B{981T oc login -u system . admin Z{ oc login -u Kube-admin #H1TEF.

1. I8iEKuberneteshiz s :
kubectl version
2. WIEEREF EIRCAANR
kubectl auth can-i '*' '*' —--all-namespaces
3. IIEEE E BT LAMDocker HubJS B FABMERIPODHIEIE PODMLE I IRl1ZiE R 45
kubectl run -i --tty ping --image=busybox --restart=Never --rm -- \

ping <management IP>

F145 . THTrident2EREFEE
TridentZZEREF B2 Trident Pod. ELE B FRIFERESHCRDY R, HHIBUCSIHFEURITIEESEFHEE

MNEIEEE N FIRE. M TFHHRESBRITREN TridentLZEI2F "GitHub_EAY_assets_EZf43". EAKIEEH
kx2S B Tridentd R BB TridentZEEFEF-XX. . . . . . tar. gz> o
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wget https://github.com/NetApp/trident/releases/download/v24.10.0/trident-
installer-24.10.0.tar.gz

tar -xf trident-installer-24.10.0.tar.gz
cd trident-installer

F2% . TETrident

WITL. EFMENmRATEIRRETrident tridentctl install, ERAILURINIEMESHCRIEEMGIEMER
(A=

FRAERRTU

./tridentctl install -n trident

—MEMRPHRE

./tridentctl install -n trident --image-registry <your-registry>
--—autosupport-image <your-registry>/trident-autosupport:24.10 --trident
-image <your-registry>/trident:24.10.0

REERAPBYBRE:

./tridentctl install -n trident --image-registry <your-registry>
-—autosupport-image <your-registry>/trident-autosupport:24.10 --trident
-image <your-registry>/trident:24.10.0

TR LIRS0 T FRo
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INFO Starting Trident installation. namespace=trident

INFO Created service account.

INFO Created cluster role.

INFO Created cluster role binding.

INFO Added finalizers to custom resource definitions.
INFO Created Trident service.

INFO Created Trident secret.

INFO Created Trident deployment.

INFO Created Trident daemonset.

INFO Waiting for Trident pod to start.

INFO Trident pod started. namespace=trident

pod=trident-controller-679648bd45-cv2mx
INFO Waiting for Trident REST interface.

INFO Trident REST interface is up. version=24.10.0

INFO Trident installation succeeded.

IOUF &
A LIERPODAEIRAS T IIELE tridentctlo
E7EfERPODRIEIRS

e LUBIT EE B EPodBVIRERIAFIATrident REE B E 52 -

kubectl get pods -n trident

NAME READY STATUS
trident-controller-679648bd45-cv2mx 6/6 Running
trident-node-linux-vgc8n 2/2 Running

RESTARTS
0
0

AGE
5m29s
5m29s

NRLERZFRMINTEME trident-controller-<generated id> (trident-csi-
<generated id> 7£23. 01ZHUE’JH&ZKEF‘)TEﬁ*IETM_’_*)IkU\ RIAKRLEIITFEES. £ ...

~d to "FTFFIELEURTL" FHXF R R HITEER R

{#H tridentctl

B LAER “tridentctl K EZZEM TridenthR2s,
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./tridentctl -n trident version

o fmm e +
| SERVER VERSION | CLIENT VERSION |
fom e frmmm e +
| 24.10.0 | 24.10.0 |
Fom e oo +
=Nl

UFRBIRMHE T ERRETridentfRBIECE tridentctlo

Windows i &5

EETridentBEIS7EWindows T 2 _EinfT. IBERITULTIRE:

tridentctl install --windows -n trident

SR

BXEHMTTAEE. BBN " EE N TridentiBER T,

tridentctl install --enable-force-detach=true -n trident

B E Xtridentctl2iE
BRI LMER TridentZEEFEEN LE,

TRRRER

B TridentZERZF. ERILBEXEM, Fli, WRERTridenttMEERIEIFBFMHEE, WA UEREEMR
BB ——trident-image. WMREBERTridentBRRUMRFIFERICSIBIAMRGE R ZIFAEFMERE, WRIFERFF
KIEEZEFHENNUE, --image-registry’ HigXH ‘<registry FQDN>[:port]o

EAEFEEFRLZETridenttt. 18R --image-registry FERBYISEFHEEMUE. BT
(D FEEREHRMER /netapp/o 8. ./tridentctl install --image-registry

<image-registry> -n <namespace>

WNRIEFEHAE Kubernetes I &7, HA kubelet SEHEIBREMEER * /var/lib/kubelet LIFMIERZR
L, MBTLUERA - -kubelet-dir 8 EZARKRR.

MREEEAENTE, FEHBHRERFSHNAETEE, WEAUBEXIBEX Y, A -generate
-custom-yam|’ S EIELREREFMN setup BRFEIELT YAML X1&:

61


https://docs.netapp.com/zh-cn/trident/trident-install/..trident-get-started/kubernetes-customize-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-install/..trident-get-started/kubernetes-customize-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-install/..trident-get-started/kubernetes-customize-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-install/..trident-get-started/kubernetes-customize-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-install/..trident-get-started/kubernetes-customize-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-install/..trident-get-started/kubernetes-customize-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-install/..trident-get-started/kubernetes-customize-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-install/..trident-get-started/kubernetes-customize-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-install/..trident-get-started/kubernetes-customize-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-install/..trident-get-started/kubernetes-customize-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-install/..trident-get-started/kubernetes-customize-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-install/..trident-get-started/kubernetes-customize-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-install/..trident-get-started/kubernetes-customize-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-install/..trident-get-started/kubernetes-customize-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-install/..trident-get-started/kubernetes-customize-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-install/..trident-get-started/kubernetes-customize-deploy.html
https://docs.netapp.com/zh-cn/trident/trident-install/..trident-get-started/kubernetes-customize-deploy.html

trident
trident
trident
trident
trident
trident
trident

trident

— clusterrolebinding o vyaml

ZpE, yaml

— crds.yaml
£A6, yaml
— demonset.yaml
service.yaml
R =E . yaml

RSB o yaml

trident&/EFEota. yaml

ERXEXHE, EURBESENEBITER, REFER  -use-custom-yaml' LEBENXEE,
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{EATrident

HEETFTR

KubernetesSEEBHMAIFRE TET mERABEBIEH NPodERENE., BAEZFITIET A, &4
TIRIESEIRNIRETZFE LENFS. iSCSI. NVMe/TCPEFCT &,

EEFESIERNTA

MREEANRREEFAES. WNRERDIZFFAFNAELIR, BRIAERT. &Mhk4BIRedHat CoreTM
OSELRREXLTH,

NFSTH

"ZENFSTE" IREFEHIRZ: ontap-nas, ontap-nas-economy, ontap-nas-flexgroup,
azure-netapp-files, gcp-cvso

iISCSITH
"ZEEISCSIT A" MNREFEAMRE:. ontap-san, ontap-san-economy, solidfire-sano

NVMeT B

"ZHENVMe TAE" NREFHIRE ontap-san EHEFEFTCP (NVMe/TCP)IMYBIIEZ KM RFTE
(NVMe)o

@ FFFNVMe/TCP. EIN(FEAONTAP 9.125 E S hk 2,

HETFCHSCSITA
ETFLFBERISCSI (FC)E Trident 24.10hR AP I — T AT K Thigo

"ZEEISCSIT A" NREFERMRE ontap-san " sanType " fcp (BEFFCHISCSI),
BXFAEE. 15BN "BEEEFCHIFC-NVMe SANEHEIA ()" o

T RARS &M

Trident2 =1 BT R @& A LU TTiISCSIZEINFSARSS

@ TRIRS ARG ELRMNRS. EXERIERSEEHEE, Bk, MRLZERMBRS.
M T A RUESHEE R KMo

BEEMN
Trident2 AT REIERE 4 LUME LIRS BEEEXEEMH. 1B5IE1T:

kubectl get event -A --field-selector involvedObject.name=<Kubernetes node
name>
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BEERMBIIRS
TridentfRiR A Trident™ RCREMNE NN RBAIIRS. BEEELKMBIARS.

(Eu
A\

tridentctl get node -o wide -n <Trident namespace>

NFS volumes

FEREATENRERANGSLENFSTE, HRNFSIRSBERBhEREIEE.

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D RENFSTAREMEHTABA. MR EEETERNEAN,

iSCSI &

Tridente] LB ohEIZiISCSISIE. HELUN. AMZHRFIEEF. MEHBTERANWHBEEEZHEIPod,
iISCSIEFEEThAE

FHTFONTAPRS . TridentBRADHIZIT—RISCSIBFKEE. LUE:

1. *HE PR RIISCSIRTE RS HAIMISCSISTERZ.
2. BATBRRSSHRREHITIR. UREMBIEE, TridentfBEREM TR UAKRFITIESEES,
3. FEWITHEE F B HRIiSCSIZIEREIME N FRMISCSIZTERT.

@ B EEEHE N THENAIDemonset Pod EAIAEEH trident-main, BEEHE. HM
TETridentZ3EHA[E]F1&E "debug’ /9"TRUE",

Trident iISCSIB & EINREB BN TFRALE:

* EMSERRERER Z R st R ERRIASEIT A EEISCSIRTE, MRAIEMKIA. TridentE Lo
[EEEHE. WEEMELS P RIEE.

BlIgn. NRFEFAEITHIZE LM T CHAPREA. MMKMIFA 7iERE. NIHAY(stal) CHAPZ R
O VRIS, EESIRERIORRILI. SRR 208 LITR EHHCHAPES
3,

* fR/DISCSIRIE
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* fR/DLUN
FHKTridentHi B F EZEIN
* MRERT BT = Mligroup (£23.04 R EEhRASH# L ). MiSCSIEHKIEE I SCSIRAPIFIE
& & BTISCSIEHINE,

* WNR{VFER ETEERigroup (B23.04(LEF ). MiSCSIBTTIMEIhEEE B EISCSIEFHINE. LU
ESCSIZZ&HaIHHTIILUN ID,

* WMRBAERT &M =MigroubM EHEEMigroux. MiSCSIBFKEE IHEEE X SCSIZEL&RAIFHELILUN
ID/ESISCSIEFHINE,

ZIEISCSITAE
FERERTENRERGNHSLEISCSIT A,
Feaz i
* Kubernetes EB¥HHE N REBLTIEGH—M IQN , * XENEEIREEH * o

* NRFHARHCOS 4. 5 EShiAHEMSRHELFRABILinUXD ZhR. 1B54E SR solidfire-san IRaf
2 #MElement OS 12: 58 E R4S, FHRERPHCHAPE R IRIEREIKE HIMD5S
/etc/iscsi/iscsid.conf. Element 12.71{ T R EFIPSHLECHAPEASHAT. SHA-256F1SHA3-
256,

sudo sed -i 's/”\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* {FHiz1TRHEL/RedHat CoreOSHIiSCSI PVRI LET b, 1587 discard StorageClass™
HImountOption. FAFHITEE=E]EIUR, EEN "Red Hat 314"
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi iscsi-initiator-utils device-mapper-
multipath

2. ¥ iscsi-initiator-utils FRASZEE /9 6.2.0.877-2.el7 S EBhRES:
rpm -gq iscsi-initiator-utils
3. BRZKE:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ fffR detc/multipath.conf contains find multipaths no under efaults .
4. H41R iscsid M multipathd IEfFIETT:
sudo systemctl enable --now iscsid multipathd

5. BRHE5h iscsT :

sudo systemctl enable --now iscsi

Ubuntu
1. RENTRERGE:

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools

scsitools

2. 17 open-iscsi IRZASEE N 2.0.877-5ubuntu2.10 HES A (HFNFHRL) T 2.0.877-
7.1ubuntu6.1 S(EShRAS (33F Focal )

dpkg -1 open-iscsi

3. BHEIRENFh:



sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}

EOF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

@ fffR detc/multipath.conf contains find multipaths no under efaults .

S. MREBBHIBTT open-iscsi M multipath-tools :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

XT:J: Ubuntu 18.04 , EWATS(ER iscsiadm ﬂif)uﬁﬁ'iﬁ"ﬁlj, RIEBRBE open-
(D iscsi, ISCSISFIPMRA MR, EHEE iscei RSEMNENRE iscoid

o

BB S22 AHiSCSIBERKIEE
e UERE LU T Trident iSCSIB B E IS BERIEERIARIE:

* iISCSIEREEERE: MERMISCSIEHMBERIARFIAE: 578, EAURKHEEE METIRER/EY
HFRESTITMER. WA LUETIRERARHRFRERTI TR,

@ KisCSIBREEEIRIEE HOF]T2FLLISCSIBHKEE. BINAERAISCSIBREE; RF
EiISCSIBEREE R A E R TEEE T RIR BRI, A NERAE.

* iISCSIEREEFRNE: METIHBTRANEENZEHZHERSRZANISCSIBREEFFFN
El(BRUAE: 798). EAIUREREARANET. UERENEITIRAREENSIELNERFR KT E
FaeEH. AEBRERERER. HERENB/HNHBFUREMETHENE R,
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£

EfERENISCSIBEHKREBEIRE. 1515% iscsiSelfHealingInterval
iscsiSelfHealingWaitTime FEZENEEFEABIRISEL

T RAFSCSIBREERRIRENSD#H. HIEEREBEFHFHENZE N6
helm install trident trident-operator-100.2410.0.tgz --set

iscsiSelfHealingInterval=3m0s --set iscsiSelfHealingWaitTime=6m0Os
trident

Tridentctl

ERENENSCSIEHEEIRE. 1B5#%E iscsi-self-healing-interval ]l iscsi-self
healing-wait-time TERLEHFFHTRDentcdrAABIHIESEL,

T RAREiISCSIBRIEEERKENIDH. FREREEFTFHEIREN6D !

tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self
-healing-wait-time=6m0Os -n trident

NVMe/TCP&
EREEATENRERANGSRENVMe T,

* NVMeFEZRHEL 95, E SR AN

@ * WRKubelnetesTi REYAZMRAXIA. HENVMeRHEFERTEHIRNZMRA. &
BT R RZhRAE R EBNVMei B BN,

RHEL 9
sudo yum install nvme-cli

sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu
sudo apt install nvme-cli

sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp
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AJRERE



ZEE. EAMLEIEKubenetesEEBHFHE NN RELEHEBHE—HINQN:

cat /etc/nvme/hostngn

(D) TrdemzEmit o device tmo'fll, LUBENVMOEHSE R EISI TR IS E. WIE
B R

AT IBIE (FC) 245

WE. BRI LIETridenttRE AL iEiE (Fibre Channel. FC)HMYRECEFM EIEONTAPR
% ENEEER.

EF A @EmISCSI (FC)ETrident 24.10kR A Ay — I R ¥ s ThAE,

HABEERESERE. RN BEMA AW EEFERZRANDIN. EAEMESEIRMET —MEX
MEMEEEEE. IR ME R ER, BIERRTAFEERNSCS]. EUFANEETFSCSI
HEEEMZN. FNZEZHABENSEEFITEEINEE, EUUBREEFHZRE. Q1B BRNSMEMEXE
ML (SAN). M LURIER M IEA = 3R,

EFCIHEES TridentE & . BRI AITLATRIE:

* FEREEMERSEEPVC,
RIS REBH MULIRIR G FTE-

* REIMBFC-PVC,

* HBEHEESHIKR/.

RIFE A
AFCECEFrRIIMEN T RIRE.

1. SREXEMZORWWPN, BXFHEE. 138N "network interface show" o
2. KB B EhRERF (EN) LEZEOAWWPN,

BEAENNETIR(ERALAIERF.

3. fEAENHBARBIWWPNIEFCARIRA LA E 77 X,
BXER. ESNMEN IR AR S,
BXFAEE. BS R TONTAPX .

o "YL@EF FCoE 43 XAA"
> "BEREFCHIFC-NVMe SANEHBIA ()"

69


https://docs.netapp.com/zh-cn/trident/trident-use/..https:/docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/fibre-channel-fcoe-zoning-concept.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html

EETLFTNR

gbemetesﬁﬁqﬂE’\JFE’%IWH%%BLIZ\%'@E%%EW\]Podﬁﬂ%ﬁ’ﬂ%o BAFCEEILT R, HMREFRFNT

REFCIA
EABEATENRERANGSTEFCIA,

* f#£AIEITRHEL/RedHat CoreOSHIiSCSI PVEY T{ET By, 15¥ERE discard StorageClassH
HImountOption. FFHITEAITEIEUL, EEI "Red Hat 315"
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi iscsi-initiator-utils device-mapper-
multipath

2. {7 iscsi-initiator-utils hRZS2E /9 6.2.0.877-2.e17 EShR A
rpm -gq iscsi-initiator-utils
3. BEZKE:
sudo mpathconf --enable --with multipathd y --find multipaths n
@ IffR detc/multipath.conf contains find multipaths no under efaults .
4. H41R iscsid M multipathd IEfFIETT:

sudo systemctl enable --now iscsid multipathd

5. BRHE5h iscsT :

sudo systemctl enable --now iscsi

Ubuntu
1. RENTRERGE:

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. 17 open-iscsi IRZASEE N 2.0.877-5ubuntu2.10 HES A (HFNFHRL) T 2.0.877-
7.1ubuntu6.1 S(EShRAS (33F Focal )

dpkg -1 open-iscsi

3. BHEIRENFh:



sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}

EOF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

@ fffR detc/multipath.conf contains find multipaths no under efaults .

S. MREBBHIBTT open-iscsi M multipath-tools :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

3FF Ubuntu 18.04 , &S EA iscsiadm KIMBARHO, AEBRB5) open-
(D) iscsi, ISCSISFIPMEREAAERT. GHANE iscei BSEHNEMRH iscsid

o

SRR E
RIEEHFEFEF fop 8 —NTrident/5 4 “ontap-san fEXgsanTypeo
BRI

s "HZFEAONTAP SANIREIEFEC & [T iR"
* "ONTAP SANEZ B &I 5"
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fEAFCHRIRECE R

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

sanType: fcp

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

BIEEES.
BXBFEAER. BEN:
* "TFfEEC BRI

TR

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: fcp-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
protocol: "fcp"
storagePool: "aggrl"
allowVolumeExpansion: True

AcENEE AR

==Y

[EiRATEX Trident5SFEERFZZERNX R, EXHIRTridenttlfl] SZEFHEARFEE.
K TridentffAI MIZTFERGECE o

Trident2 BEIM BB FEREX BRI EiRiEHFEL. THROAANEERAEE R,

* "B2E Azure NetApp Files [Fim"
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* "EEBIEATF Google =F &R Cloud Volumes Service f5im"

* "B2E NetApp HCI 5 SolidFire [5i#"

* "{§F3 ONTAP g} Cloud Volumes ONTAP NAS IRchiZFAC & G iR"
* "{&F ONTAP g Cloud Volumes ONTAP SAN IXzhi2FAc & fgifn"
* "} Trident5Amazon FSx for NetApp ONTAPZ: & 8"

Azure NetApp Files

B2 & Azure NetApp Files [5if

1A LI Azure NetApp FilesERE A TridenttfGim. &7 LIEERAzure NetApp Filesf5imi&E
ENFSHISMBE, Tridenti®Z#5EAEE &1 *tAzure Kubnetes Services (AKS)&E£1#1T
EIREE,

Azure NetApp FilesIREIFZFIEAE R

Tridentigfit 7 LU FAzure NetApp FilesTEiEIRTHIEF R SEEHHITIBIS, IFMIHREREE:
ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

KEhiER e BRI ZFEFRYIA T RN RS

azure-netapp-files NFS XHRG Rwo. ROX. rwx. RWO nfs, smb
SMB P

AREIM

* Azure NetApp FilesfRS A ZH:VF50 GiBHIE, WMRIERIER/. Trident=BnieIiE50 GiB%,
* TridentX 2 EH FIWindows T &= _Liz{THIPodHISMB,

AKSHIZE S %

TridentXz "2 & 519"Azure KubnetesfREZ 58, EF AT ESMNIRENEHERERE. .

* {FHAKSERERIKubbernetesE &%
* 7ZAKS Kubbernetes®8f FRiENSZ EH %D

* LT Trident, EFEIFEIETE "azure" B “cloudProvidero
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Trident & T

EFATridentiZ B L& Trident, 1E%84E tridentorchestrator cr.yaml LUSIRE
‘cloudProvider /4 “"Azure", BIUl:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

Zfe
T RGIMERTIBET = Trident® EZ%E cloudProvider " #lazure “$CP:

helm install trident trident-operator-100.2410.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>
U TR ZETridentHEITEIRE cloudProvider ' 4 “Azure:

tridentctl install --cloud-provider="Azure" -n trident

ERTAKSH =S 1%

BT =B, Kubnetes Podr] LUBEE N TIERAEH B 91T B M IRIEFRIFRAzure RIR. AR HEEH
MAzure 18,

BEAzureFRIBEE SR, Eii:

* {EFAAKSERERKubbernetes& ¥
* 7£AKS Kubelnetes&8% FERE R T ES & F 19 Foidc-Issuer
* BZ&Trident. HAEFE “cloudProvider' 483 ""Azure" 1 “cloudldentity $&E TER EHATIRAY
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Trident & T

EfE A TridentiZ BT LEETrident, 15448 tridentorchestrator cr.yaml BURHEERN, HiE
‘cloudIdentity ' ®E ‘cloudProvider '/ “"Azure"
azure.workload.identity/client-id: XXXXXXXX—XKXKXX—XXXKX—XXKXXK=XXXKXXXKXXXXXo

a0

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
*cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-—

KXXX—XXXKX—XXXXXXKXKXXXX " *

Zfe
ERUTIREEIRE  RIRMHIZRF (CP) " &7 (Cl) tr&RIE:
export CP="Azure"

export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX—=XXXX—
XXRXXXRXXXXXX""

U TFRANERETridentHERIFELE
SCI'I®E “cloudIdentity:

BZE cloudProvider MAzure “$cp. HERMNIRTE

helm install trident trident-operator-100.2410.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SCI"

<code>tridentcti</code>
FRAUTIMETERE iR ' =B 0 InENE:
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—
XXXXXXXXXXX"

U TR ZETridentHEIREIRE cloud-provider ' 4 “$CP. # cloud-identity $CI:

tridentctl install --cloud-provider=$CP --cloud-identity="S$CI" -n
trident



HEREZEAzure NetApp Files /5l
7EBCE Azure NetApp Files Eit2#l. EREWEHREUTER,

NFSFISMB#&MIEIIR 14

NREEE R EHAzure NetApp Files SRTEFUEFH. NBEEHIT—LEYIAECERIZREAzure NetApp Files 3
BIEENFS#E, 1EE M "Azure: 1&EAzure NetApp Files HBIZENFSE",

ECEFMER "Azure NetApp Files" Jgif, BEEHEUTENR:
* subscriptionID, tenantID, clientID, location, #l clientSecret {FAKSE
@ B HERARE S M ARIE,
* tenantID, clientID, # clientSecret FAKSEE: FFEHASIRIRRATE,

s —NAREHM, FEEM "Microsoft: JJAzure NetApp Files SIEZB =",
* &ik45Azure NetApp Files F9F M, 155 "Microsoft: FFMZI kA Azure NetApp Files's
* ssubscriptionID 3KB/EHAT Azure NetApp Files Y Azure 175,

* tenantID, clientID, M clientSecret M "NATEFEFM" 7 Azure Active Directory R, BB EBR
Azure NetApp Files IRSZ PR, NFFEFEMRFER L TE—IN:

° FIEEREMEAE "HAzUreFIE X",

o "EE N TIEkE B B 1TIR% S (assignableScopes BY) BB LI TFINR, XLEANPRIX PR F TridentFRrEE A9
B SIBBEXABRE, "FHAzurel JFDEEHEE"
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BEXTTHMERT

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {
"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited

permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"

1,
"permissions": [
{

"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/read",



"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write"

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

I

"notActions": [],
"dataActions": [],

"notDataActions": []

* Azure location Z/DEE— "EIkFM"s BTrident 22.01BHIE location BN EERECE X EGTIER
WIEFES, TEREIAPTE EE’JLLETEH?&UB&

* LI cloud Identity iBIREX “client ID MA"FFSQECRIIEE B9 HIEPRIEELLID

azure.workload.identity/client-id: XXXXXXXX—XKXKXX—XXXKX—XXXXK-XXXKXXXKXXKXXXo

SMBEREMER
EBIESMBE. EHMMAR:
* BEZEActive DirectoryFHiZE1%Z|Azure NetApp Files, 1EE I "Microsoft: BIEFEIEAzure NetApp Files
AJActive Directoryi®EiE",

* — P Kubernetes& &, EFEE— M Linuxizhlas T = U RE LD —1NE1TWindows Server 2022EYWindows T
ER S, TridentfX Z3HEEH EIWindows T &= _HiE1THIPodISMB,

* E/b—/ B &Active Directory’E3EM TridentZ$H. LA{EAzure NetApp FilesF] LA[FActive Directoryi# {7511
I9IF, 4 RE4$H smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* BB AWindowsARSZHICSIKIE, ERE csi-proxy. BB "GitHub: CSILIE" 8 "GitHub: &M
FWindowsHICSIHEIE" & BF1EWindows_LiE{THIKubernetes T &=,
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Azure NetApp Files [FIfHEC & EINFIR G

T BB&ER T Azure NetApp FilesBINFSHISMB/GEimEL B ixEINH EEEE R Flo

[EUREC B I

Tridentr] ERENEIHACE(FW. EIMME. IRSEINFGE)EFRUETANAE M EEIEAzure NetApp

Files%. H5IERAIARSS R A FRIITED,

@ Trident R 35 E EIQ0S A Bt

Azure NetApp Files/Gimte it 7 X LEAL BT,

28
vehfgZs

storageDriverName

backendName

ssubscriptionIDo

fAF 1D,

EPiR ID.

clientSecret o

sARSS R 5
g

resourceGroups

netappAccounts
BB

virtualNetwork
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Description Default
BET 1
FFHEIREhAZ B9 & R "Azure-netapp-files”

BE X & Re 17t fGin
Azure 1TIEAB9TTIR ID

NREAKSER LERATREM
IR W9 RTE,

N 2R EMRIER ID

INRIEAKSEE: LERITE R
=55, WENk,

N AR EMRIE AR D

INREAKSEE: LERITER M

=57, WEnk,

N FRtE R A M PR R P iR A

INRTEAKSER LERRE RN

=B WAE,

StiiE , BR N BR Z— " (FEA)
B EH Azure (LB Z TR

NREAKSER LEATREM
IR MI9RTE,

BAFmEEAMARNTRATIR "[I" (EimiksR)

RAFimEE R IZAEIRAY NetApp tkF "[]" (FTimiEes)
e

BFmEBLAMFRNAEMTIR " (Cimikss, B

BEZIFMBYEPAILEEIR R

WEhiZF R AR + " + FEAF AT



o Description Default

=

ssubnet ERLA
Microsoft.Netapp/volumes HY
FRIEY 2 FR

WILRIHEE —PNERN—HvNetINEERTAER

Basic B Standard. MEINEE
EEFR B X EB I . FIREREE
ITRFPER. 18%F
networkFeatures JIRFKBALL
e, NM=SBEREXMK,

FEAEH] NFS HEHED, SMBERE "nfsvers=3"
2%, EFEANFS 4.1EHE. B8

¥E nfsvers=4 EIES DIRAVES

IR PIEIENFS v4.1, TFESE
EXPIgENEH RSB S G

FCE 1% B RV SHETL,

MRFERNERNEDLLE, WEE ™ EOAER T AEHSLH)
BRI

WIEHERN EEARNARNS. & =T
B, *\ {"api": false, "method

. true , "discovery": true} "o,
PRIEEEEHITHEHRH R EIF

%E HBEEEE, SNE7ERLLIH

BEo

nasType FCENFSHSMBH IR, M EIE nfs
nfs, smb HAT. FINER T
BB NTSRENFSHERENT,

R R I SRR XA B RY 5
®o BRIFMESR, BB A
CSI $h¥h"s

nfsMountOptions

limitVolumeSize

debugTraceFlags

supportedTopologies

(D)  BERaEmErsEEs. BB R TREAze NetApp Files SHIMAEE

FRFBIRAMZIR

YNRELIEPVCETURE"No Capacity Pools"(RILEIAE )R, WIEBIN AR EM A8 A XEXBIFRRNIR
MAR(FR. EPRNE. B8, NREATIEE. TridentiFiZRELIZEFHRITLRMAAzZUre ZIR. WIERE
[EEfERESNAE,

A{E resourceGroups, netappAccounts, capacityPools, virtualNetwork, #l subnet AJLUfE
?E%Wﬁ%@ﬁﬁi%%*?gﬁo ERZHIERT. BVERR2EERN. RAEBIFATUSZ1ERBRRIRL
o

o resourceGroups, netappAccounts, # capacityPools {EEiglmites. AT LMHI—AHRIER!
Nt EF#EEIETRANZE. HETUUEREAESHRIEE. TE2RERZMREBLUTER:

Type

Resource group

3o

< KA >
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Type
NetApp %
T8
REHAPILE
Subnet

SiCE

o

< FiR4H >/< NetApp 1K >

< #iF4H >/< NetApp 1K >/< =t >
< B >/< EINRILE >

< BIRA >/< BIARLR >/< FW >

A LU TEEC B XA RS RER 0 RHEE LU FIRTRIZHIBIAEERE. 120 [ROIECE] THIFAESR.

exportRule

snapshotDir

Sj(IJ\

unixPermissions

THECE

Description Default

MBS LA, "0.0.0.0/0
exportRule Wz U CIDRERTRE
FRTRHER PVt IPv4FMLE
BHESHIRYIR. SMBEER

B&o

=4l .snapshot BRAYR] L4 FFFNFSv4. A"TRUE"; Xf
FNFSv3. AH"false"

HEREIAKRN "100 5% "

MEHUNIXBPR (4N \#EIEF) ™ (F%IheE, FEEITRATIN

- SMB&EZB, H& )

UTRAIERTRAZSHEHRENBDANENESELE, XBEXEHRNREESETTE.
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RIREE

XEENNRIEGIREE. EALKER. Tridenta2 RINEFAECE I BZIKZ5Azure NetApp FileshIFf
BNetApptk . FEMFMFMN. HIENIFHEREEEP— MM FMN L. BHF nasType BT Elik
= nfs NARIARE. FHFEANFSERE,

HIENIRIFFaEAAzure NetApp FilesH IR LIR(ERY. HECERIEBAERE. B L. BHEZENRE
ERSIRHEIMIERE SR E.

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

AKSHIZE &%

WEIRAEESHINESR subscriptionID, tenantID, clientID, # clientSecret, EFERARE
E= VNP1 prin: S8

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet

subnet: eastus—-anf-subnet
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ERATFAKSH=H17

IWERIEESHIMFEE tenantID, clientID, M clientSecret, EFERAIFRNEREHN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet

subnet: eastus-anf-subnet

location: eastus

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

ERRENRERIISERSASEE

WEIREEES B ERETAzuredy castus BEMH “Ultrao Trident2 Bai&IIZ{IEZEIKZAAzure
NetApp FilesBFrEFW. HEENEEP— I FWEHE— 1 FHE.

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
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SRECE

EREEH# - BERETESE N N—NFN, FERTRESEENIAE,

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network

subnet: my-subnet

networkFeatures: Standard

nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi

defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'

size: 200G1

unixPermissions: '0777"'



REPVHECE

86

HEIHRECERITE— T XEREX S EFE, NREES T REWSIFAENRS R, HEEHEE
Kubernetes el R TXEARSZRANNTFMESL, MWILIHEEIFEER. EINITERTRIEX Dt

performanceo

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2



XFRINCE

Tridenta] LURIEX I af BIEXIF N TES HEC B, “supportedTopologies' It/SIREC & FHAYIR ATt
FMRRAXKIFEMDXTIR, HAEENXIGH S XEXNSE M KubnetesEEEE T = LR HRIX G153
XMELA, XEXIFMNSXRRIEFERPIRENAFETIR. N TFEEEHRRENE S XIGM X
FiEZR. Trident2E ERKIFHXIEF RS, EXFMEE, BB FH CSI A,

version: 1

storageDriverName: azure-netapp-files

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

tenantID: 68e4f836-edcl-fake-bff9-b2d865eebobct

clientID: dd043f63-bf8e-fake-8076-8de91le5713aa

clientSecret: SECRET

location: eastus

servicelevel: Ultra

capacityPools:

- application-group-1l/account-1/ultra-1

- application-group-1/account-1/ultra-2

supportedTopologies:

- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1

- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

FHEEREX

LIFAZA storageClass ENXEIE LIRTE#E M,

FEARGIENX parameter.selector FE&

{8 parameter.selector EBAIUAEMERE StorageClass ATFRESNEMM, EREEEMPEN

BN H.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"

allowVolumeExpansion: true

SMBERIRIE X

{#H nasType, node-stage-secret-name, 0 node-stage-secret-namespace. SR LIIEESMBE
FRHFREERIActive Directory £,
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iR E EHEAEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

SR EARENEN

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

BN ERAFENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}



@ nasType: smb XFFSMBERMAYHIELES. nasType: nfs 3 nasType: null NFSHIAYIHE
PR T

ellfed=yiy
IERREEX MG, BITUTHS

tridentctl create backend -f <backend-file>
MREHEIEXK, NEKEEELIME&E, ST TS REREEEUBELAEREA:
tridentctl logs

MEHEEREXHHREGE, EeJLIB/RIBIT create 85 <,

Google Cloud NetAppt

fit EGoogle Cloud NetAppi/gim

IW7E. &L Google Cloud NetAppBACE A TridentB /G, &R] LAEAGoogle Cloud
NetAppEEimiEiENFSE,
Google Cloud NetAppEIRTNFTEFIEAME R

Trident}gfft T "google-cloud-netapp-volumes' B F S &£ BENIRIIEF. ZIFHIHRIER G
. ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

IXshiZF Y ER S FEHVIAIRIET SR H RS
google-cloud- NFS XHFEZ%  Rwo. ROX. rwx. RWO nfs
netapp-volumes P

ERTGKEN=&14

BE=H. Kubnetes PodA] LUBIEEA TIEAEH B9 #IT BB IRIERIFIRIGoogle Cloud#ZER. MAEHEA
i8I Google CloudEiE,

E1£Google CloudF B &%, EA:

* EFAGKEEBZEHKubbernetes&E &%,
* EGKE&EE LR ER T Ef #itriRMoidc-ulssuero
* B&R%ETrident. EAEHE “cloudProvider B F4EE ""GCP" # “cloudldentity 5 T{EH HARIRH,
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Trident & T

EfE A TridentiZ BT LEETrident, 15448 tridentorchestrator cr.yaml BURHEERN, HiE
‘cloudIdentity I®E ‘cloudProvider '/ “"GCP" iam.gke.io/gcp-service-account:
cloudvolumes-admin-sa@mygcpproject.iam.gserviceaccount.como

a0

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "GCP"
cloudIdentity: 'iam.gke.io/gcp-service-account: cloudvolumes-

admin-sa@mygcpproject.iam.gserviceaccount.com'

e
FERAUTHREEIRE IRMEIZRF (CP) M = B4 (CI) Tr&RIE:
export CP="GCP"

export ANNOTATION="iam.gke.io/gcp-service-account: cloudvolumes—-admin-
sa@mygcpproject.iam.gserviceaccount.com"

U TR ZETridentHERIFIETEREIEE cloudProvider * AGCP " $CP, HEFEAMIELS
SANNOTATION 'I&E ‘cloudIdentity:

helm install trident trident-operator-100.2406.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SANNOTATION"

<code>tridentcti</code>

FERUTHREERE cRRIHEF " cE O IRSHIE:

export CP="GCP"
export ANNOTATION="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com"

U TR ZETridentHEIREIRE cloud-provider ' 4 “$CP. M cloud-identity
SANNOTATION.

tridentctl install --cloud-provider=S$CP --cloud
-identity="SANNOTATION" -n trident
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HEEZACE Google Cloud NetApp# /5
fEAZE Google Cloud NetApp Volumes/Fit 2 Hi. EEEMFEHEUTER,

NFSERIRIIR =

MREREREAGoogle Cloud NetAppEHEFMUEER. MEZHIT—LEAIRACE T 81 E Google Cloud
NetAppEMEIENFSE, 1HERE "HIE280"

7EA2E Google Cloud NetAppEGiHZ . IBHFREHE AT

* BEEE A Google Cloud NetApp#HEARSSHIGoogle Cloudtk P, i5£i% "Google Cloud NetAppE"s
* f&89Google Cloudtk FHIINB RS, 1BSIR "HEDE"

* EBNetAppEEER A B Google CloudfRE M, (netappcloudvolumes.admine EEH "S{HF117R]
EEABNNER"

* EHIGCNVIKFPBIAPIZSAX . 1FEI "CIEARSS 1K 2R
* FhEM. BEN EFEEA

BXRUNMENIEE X Google Cloud NetAppEHIIA R REVIFME S, 155 & E 3T Google Cloud NetApp#&HYif|a]
PR"S

Google Cloud NetApp Volumes/giHED & & AR5
T f#i#1EFHFGoogle Cloud NetAppEHINFSGiRED & TN A EFEL & Rl

[EiREC & T
BN EHREBRTE— Google Cloud XiHEES, BEHMXINEIES, ErILEXEMSNH.

S Description Default
vehRZs BRI 1
storageDriverName ZEIRCHIZ R I Z #F &

storageDriverName %
MFETE H"gosle-Cloud
NetApp-volumes",

backendName (AR E SR IRETRRF B + " + AP
FSAN— 25

storagePools BFiEERTRENEFENNEHESE

projectNumber Google Cloud tkFINE4%S. Itt{ERTEGoogle Cloud
TP ETTEE

(A= TridentBE2GCNVERIGoogle Cloudfii &, RIEEX

B KubnetesEE8£RY. 7EHEIEMNSE location AIRETF
£%1~Google Cloud X1 = _EitRIBI TSR Hio
BXERESTEEINLA,
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nfsMountOptions

limitVolumeSize

sARS 45!

B

debugTraceFlags

supportedTopologies

HECE L

Description

BB ATMGoogle CloudiRS K P BIAPIZZ A
netappcloudvolumes.admin o eaiE Google
Cloud ARZ51KF EFRZEAX 4RI JSON HERHAE (
EFEFIZIFIREEEXH) o apiKey MEFEUT
BAVREX: type. project id.

client email. .« client idauth uri

token uri auth provider %509 cert url Fl
‘client x509 cert urle

A IIERITHI BN EECE defaults 299

28

=

exportRule

snapshotDir

sSnapshot ik

unixPermissions

THIEE

UTRAIERTRAZSHEHRENBRANENESELE, XBEXEHRNREETT .

Default

FELRITHI NFS HEEHE, "nfsvers=3"
NRIERWER MBI LE. NEEEXRK. " (BRINER TSR SE
)
FiEMNREENRS &S, B/ flex. « standard
premium 8 “extremeo
FFGCNV#EHGoogle Cloud®4£&,
HEHIPRE B2 ARVIAIRAR S, B4, =
{"api":false, "method":true}. PFRIEMIETEH
ﬁé‘rﬂﬁﬁ%#*ﬁ%ﬁéﬂ] B EEAE, TUEDERLD)
BEo
R ERSZFFRIBRF XM TIR. BXIFHAER,
BESIA £ CSI R, Fign:
supportedTopologies:
- topology.kubernetes.io/region: asia-
eastl
topology.kubernetes.io/zone: asia-eastl-
a
Description Default
MENSEAM, HAZPv4itiat  "0.0.0.0/0

FEEAEGHES HIRYIR.
ihia) * .snapshot B

JHFNFSv4, R"TRUE"; Xt

FNFSv3. H"false"

HNREFENER DL
FEBIUNIXA R (41 \#thlERF), ™

(R EIMED)
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RIREE

XEENNRIEEIRICE. FHRIERER. Trdents &KMEAE I BEZEIKL Google Cloud NetAppBRIFFE
FiEt., HENBEREREBETEEFT— Mt BT nasType B&T. FELbE nfs NAZGNEE. BiEE
ANFSERE,

HERINIFFIAERGoogle Cloud NetAppEH X RIFRY, IHECEZEMAEE. BXfFL. BRAURFE
HNIERENSRHIMIMIEERE,

apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: 'f2cbbted6d7ccl0c453£7d3406£c700c5df0ab9ec’
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50])Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50])Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gp8B4Kws82zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gp8B4Kws82zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50])Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws82zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws82zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50])Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50])Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m\n
XsYg6gyxydzg7O0lwWgLwGa==\n
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apivVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '123455380079'
location: europe-west6
servicelLevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: '103346282737811234567"'
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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£ StoragePools/fiE e Al B

apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: 'f2cbb6ted6d7ccl0c453£7d3406£c700c5df0ab9ec’
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3b1l/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3bl/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgogyxy4zqg701lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-gcnv
spec:
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version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '123455380079"
location: europe-westo6
servicelevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-westb6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: '103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret
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REPVHECE

98

WEIRECERAITE— P XEREX S EMM. EINE—TRHITTEX storage » IR

1R

150

BEIFE

THARMIRS A, MiEFHEEKubbernetes BB RNIXLEARSZRFINFME. NXLEXETIRIFER
B, BIVIIRERAFX oM, Flal. ELULTRAIF performance « 3% servicelevel FRAFKX

73 B

ttsh. EERR LIS E— L&A T BIHRIEIAME. HBESE M EMHIRIAE. ELLTRAIH.
snapshotReserve # exportRule BEFRE BRI EIAES

BXEFMAESR, TS "EI

apiVersion: vl

kind: Secret

metadata:

name: backend-tbc-gcnv-secret

type: Opaque

stringData:

private key id: 'f2cbbted6d7ccl0c453£7d3406£c700c5df0ab9ec’

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m



znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zqg701lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '123455380079"
location: europe-westo6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: '103346282737811234567"'
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: '10'
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard
servicelevel: standard



ERAFGKEN =& 1%

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelLevel: Premium

storagePool: pool-premiuml

SFHRINCE

TridentA] LUARIEX IS AN ] BB M X A TIEFHECE®S. “supportedTopologies' thfSimEd & HBISR A Tt
B EIHEIKIEF S XTIR, A IEENXIEN S XENNS S KubnetesEEE8E 11 1 _EARE AR XI5
XMELA, XEXIFMNHXKRIEFERPIRENAFETIR. NTFEEEIHRRENE S XIGM X
FiESE. Trident27E LRKIFMXIFEHEIES. BXIFMER, BB EH CSI R,

version: 1

storageDriverName: google-cloud-netapp-volumes

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct

clientID: dd043f63-bf8e-fake-8076-8de9%le5713aa

clientSecret: SECRET

location: asia-eastl

servicelevel: flex

supportedTopologies:

- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a

- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-b

T R4

IR EREEX GG, BITUTHS:

kubectl create -f <backend-file>

100



BIERREMINEIEER. BETUTe<:

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID

PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2fd1f£f9-b234-477e-88£d-713913294£65
Bound Success

NREHEIBERW, NEikicE LI, & LUER<IARIR kubectl get
tridentbackendconfig <backend-name> . HEETUTHRSEEEEURERR:

tridentctl logs

MEHEEREXHRIREG. ErUBERERHBRiEiTcreatefs <o
e
B E X

THEREX LRAGRNER StorageClass EXo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

FRAFENRFIENX parameter. selector :

. parameter.selector EAILIANEMERE StorageClass "E" BFHEEEN, EREEEMPE
Y& FHH,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=extreme"
backendType: "google-cloud-netapp-volumes"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium"
backendType: "google-cloud-netapp-volumes"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=standard"
backendType: "google-cloud-netapp-volumes"

BXEFEENFMAEE, BN "QIEFFEZE %
PVCE Xl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

BIIPVCERREHE. BBITUTEHZ!
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kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

gecnv-nfs-pve Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb79%9a213 100Gi
RWX gcnv-—nfs-sc 1m

79Google Cloud/5imAcE Cloud Volumes Service

T BRI (E IR R R BIEC B 45 & A FGoogle CloudBINetApp Cloud Volumes Servicefid
B A TridentZ 20 iR,

Google CloudiFshiEFIE4E R

Tridenti2 T “gep-cvs BT SEEH@EEIRTIER. ZFMNIAREEIE: ReadWriteOnce(RWO)
« ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

IKEhiERF I HIER SIS SENXERS
GCP-CVS NFS XHRY Rwo. ROX. rwx. RWOP nfs

T A TridentXiZ T Google CloudfICloud Volumes Servicefysz 3%
Trident®] AR A" ARSSZE 2 LU R 7574 Z —BlI32Cloud Volumes Service® :

* CVSIHEE: ENIARYTridentfRSZ2EE, XMMEEM MRS EERESEMMERENE~TERE, CVS-
PerformancelRZ R B —FMEEMHIEIN. ZIFMNER/NELD100 GiB, &R LUERER" =N ARSZ 5" LA T IZED
z—:

° standard
° premium

° extreme

* *CVS*: CVSIRSZRERMSXIIAIAM. HaeksIREINFTEF. CVSIRSEER—MIRMIETL. FIfER7F
@M NE1 GBRIE, FEMERZSAIES50TE. HFMESHMAZHNETEM ML, ErILUEE—1,"
MRS RA"

° standardsw
° zoneredundantstandardsw
BEENHNES
LIBREFER EH T Google Cloud B Cloud Volumes Service" [, BBEEREIUTENRK:
* BZE 7 NetApp Cloud Volumes Service FJGoogle Cloudiik
* Google Cloud HF TN B 4=
* BB netappcloudvolumes.admin FAY Google Cloud RSP
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* Cloud Volumes Service i FIAPIZZEA {4

[EimEC BT

B RIRERZTE— Google Cloud XIFFELES, BEHMKIEEIES, EaUEXEMGIH,

2
vehRZs

storageDriverName

backendName

sTRAE

storagePools

projectNumber

hostProjectNumber

X5

apiKey

32 UrL

nfsMountOptions

limitVolumeSize

sARSS K5
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Description Default
RN 1
FHERTHIZFRY R R "GCP-CVS"
BE X B F e IRFTEREZFR + " " + AP

EERN—ERD

BTFIEECVSIREZEBRMTESE, software AT
FERCVSIRSE R, BN, Trident&XRHACVSIERERR
ZIAB (“hardware)s

XPRCVSHRSS KA, ATiEERTEIBENEFME LA
prin % (8

Google Cloud tkFIBE %S, It{ERI7EGoogle Cloud
P ETTERE,

MREALEZVPCHLE. MANED, FELESH.
projectNumber ERZWE.
hostProjectNumber &EMNINE,

Trident8l)ZCloud Volumes Service®&fIGoogle Cloud
X, RIEEXIEKubnetesEEIRT, EHRIENE
“apiRegion" a] B F £ % ~Google CloudXIgI T =k
RN ITERE,. BXERER=ETIMRE,

Google CloudBRS3HF BIAPIZ A
netappcloudvolumes.admin s, ©EIE
Google Cloud AR & RE A 4HRY JSON EUEY
NE (BFEFEIRREEXH) -

RIBRS B R EEZTICVSIKF TN AIEURL, RIEAR
SaRrLAZ HTTP I8, a2 HTTPS IR, T
HTTPS RIZ2, RKBRTIERIUIE, UAFERIERS S
g;ﬁﬁﬁ BERZIER. FXFHERAT FHIIERNRIERS

FELRITH] NFS HEEHEIR, "nfsvers=3"
MRIBERIEARNBIZUE. MERE KK, " (BB R AGEESE
1)

#rE&EHICVS-PerformanceZCVSIRE %5, CVS-
PerformancefE/J standard, premium’ 3
‘extreme, CVS{EAN standardsw 3§
zoneredundantstandardswo

FAFCloud Volumes Service HRIGoogle=M4Z,

CVS-PerformanceZAIA{E
A"standard". CVSERIAE
F"standardsw",

default



debugTraceFlags

allowedTopologies

HHCE I

Description Default

HEHIRN B AT S, 2. =
\{"api":false, "method":true}o FRIERIETE
HITHEHBRH FE2 IR AR BT ME, SNIS7IERALE
Ihee.

ZEBBEXIEIAR. 1EE X StorageClass
allowedTopologies AABIEFAAMKX, fI90:

- key: topology.kubernetes.io/region
values:

- us-eastl

- europe-westl

TR ATERIEHBAEEE defaults 8705

exportRule

snapshotDir
sSnapshot ik

s AR

Description Default

MENSHAN, #MZU CIDR  "0.0.0.0/0
RTVERTHMER IPv4 HIFEY IPv4
FMAEEGHNES 7RI,

1518 * .snapshot” & false

NREBEFENEB DL " (3% CVS BiAMENO0)
HEMNARN. CVSHRER/IMEN100 CVS-PerformanceBRFZIERIZRIA
GiB, CVS&/JMEHN1 GiBo 79"100GiB"s CVSARSZSHEAIKISE

HKiNE. BEDEE1 GIB,

CVS-PerformancefR s 2B R

U TFREIRMET CVS-Performance RSB HER R BIECE,

105



w1 RRECE

XZ2ERZRIACVS-Performance RE X B U R EIN A" RS KN R/ NG IHAL B,

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"'

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
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mh2: BRSRRIRE

RGBT RiREC &R, BHERS KA NERIAE,

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelLevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti

107



T3 EPCHECE

W RBIER storage BLEEIMMH StorageClasses XEEEN . BB [FEEE N UEBRFHESE
BIE X o

AN IS ERIFRE IR E THRENRAIAE snapshotReserve 5%# exportRule £0.0.0.0/0, FE#A
HMIEFHITEN storage B ENEIMMEEN T HOHEMAM servicelevel. HFERLEMNESES
INME, BIHIrEAFIRIEX 9 performance # protections

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

client email: cloudvolumes-admin-sa@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1l/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
labels:
cloud: gcp
region: us-west2
storage:
- labels:
performance: extreme
protection: extra
servicelevel: extreme
defaults:
snapshotDir: 'true'
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snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:
performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard
servicelevel: standard

TEEE X

LU StorageClassTE X & A FEMMECE R~ G, £/ parameters.selector. &
ERFRESHNEMM, SREEEMPENEZNHFHE.

B L& StorageClasstg
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BRI
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=standard"



allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: csi.trident.netapp.io
parameters:

selector: "protection=extra"
allowVolumeExpansion: true

* 85— StorageClass (cvs-extreme-extra-protection)ME B —NEIM, XEM——RIRHK
=46EHE Snapshot TR 10% B,

* &/g— StorageClass(cvs-extra-protection)iABiRH10%REBFNEWERITZEEN, TridentREIERF
SRR, FHRHE R IREEER,

CVSHRS5 KRB R

T REIRM T CVSIRS XA RAIRE.,
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TN RIRECE

XEERNRIEEIRICE storageClass FEECVSIRESEERFERIAE standardsw IREEKF

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software
apiRegion: us-eastd
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
servicelLevel: standardsw
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Tfl2: fFiEhECE

W RFIEHREICEF A storagePools BLEFEM,

version: 1

storageDriverName: gcp-cvs

backendName: gcp-std-so-with-pool

projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:
type: service account
project id: cloud-native-data
private key id: "<id value>"
private key: |-

client email: cloudvolumes-admin-sa@cloud-native-

data.iam.gserviceaccount.com

client id: '107071413297115343396'
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:

https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:

https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-

sa%$40cloud-native-data.iam.gserviceaccount.com

storageClass: software
zone: europe-westl-b
network: default

storagePools:

- 1bc7£380-3314-6005-45e9-c7dc8c2d7509

servicelevel: Standardsw

TSR
QREREREXAE, EIUTHS:

tridentctl create backend -f <backend-file>

NREHEIERY, WERECELREE, ERILUETUTHRLSHKEEASURELREREA:
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tridentctl logs

MEHEIERREXHHREG, EeJLIB/RIBTT create 85,

At E NetApp HCI 5 SolidFire Gl
T HRUNAITE TridentZ AR e 2 M £ Element/Simo

ElementIXshiZF 15405 8

Tridentiefft T “solidfire-san' B F S&EEHBENEFEIRER. ZFNIHRREIE:. ReadWriteOnce(RWO)
« ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

‘solidfire-san FEIREHIZFZIF file M block HEN. WF Filesystem’
EERX. TridentEZBNBE—NEHLE—IXHES. XHERFAREH StorageClass $ERE-

IRohiZF Y EIRT ZHFRYIARIET TROXH RS
solidfire-san iSCSI R Rwo. ROX. rwx. TTXHZRS, RigiR
RWOP " Ho
solidfire-san iSCSI XA Rwo. RWO1. xfs , ext3,
extd
FiaZ 8

Fe)EElementfGimZ8]. BEEHEUTEXK,

* J&E1T Element MR ZIFFER A,
* NetApp HCI/SolidFire £ EIRERANEFR AR ER, TRETFEES.

* FiB Kubernetes TE TV R#f N REE KM iSCSI TR, EEN "TIENRESERE"

[EimEC BT

BXEIHECEED, S TR

o Description

vehRas

storageDriverName FEREhIZF YRR
backendName B X B R F /e i

I fEFTAF EIEH SolidFire SE2%AY

MVIP
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Default
BLLH 1
4421 "solidfire-san”

SolidFire + 7Zfi# (iSCSI) IP it



2

=

sVIP

e

AR

InitiatorIFace

UseCHAP

el
it

limitVolumeSize

debugTraceFlags

Description
=fi# (iSCSI) IP #sitFNimO

ENATEN—HAER JSON B
BIRRE

BEEANEARM (IRRKE,
neIE)

¥ isCsI AEMRBINFE EHEO

{EFRACHAPXIiISCSIH{TE I8
JE, TridentfEFACHAP,

EFRMIAIRAE ID 5%
QoS #M3E

RBRBERNELLLE, WE
BRI

HPEHBRN EFERIRR IS &
5 {"api": false , "method " :
true }

Default

default

true

EHZ 7 "trident " BYIFIRIZERY ID

" (BOAER AR L)

H}

(D #/7M debugTracerlags , BAHEEEH{THE AR BEMIN A S,

1. BEIRECE solidfire-san BB =M&EXENIREIIER

WREIERT — 1N EHXHE, ZXEER CHAP BHI0IEHFEBRE QoS Rk =fEREHRITIER, KRG,
EIRATRERE A 10PS storage class SEE X FER LUEREH R EEE,

115



version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

T2 EmATEEEECE solidfire-san EBEICHIIRCHIEFE
IR R T B R E YRR E X X4 LUK 5 | X LY StorageClasses,

FCERY. TridentxREMEt ERREEHIZIFIREFEMELUN. T HEER. FHEEERALURITE NS EIE
MBEE XITE

£ FEMRIRAEREXXHH. AFEEFEBIRE THERNRIAME. XEFMEBIRET type ESilver, [E
POBERHITEX storage #d. FURAIF. REFEHBZIKEECHRE, MELEFEHSES LEHIRE
HIERINMES

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"

UseCHAP: true
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Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1

storage:

- labels:
performance: gold
cost: '4'

zone: us-east-la
type: Gold

- labels:
performance: silver
cost: '3"

zone: us-east-1b
type: Silver

- labels:
performance: bronze
cost: '2'"

zone: us-east-1c
type: Bronze

- labels:
performance: silver
cost: '1"

zone: us-east-1d

LU FStorageClassiE X5 T LiRE, A parameters.selector FEXH. - StorageClassEi=1EH
ATRATFEEENEMN,. SRIEEEIHAPEXENAHEH.

55— StorageClass(solidfire-gold-four)FRFEIE—NEE. XZME——MEHER R
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Volume Type QoS. Exfg—" StorageClass(solidfire-silver)=EHREMIIREIER 4 RERTFE
Mo TridentiREEFW D EINM. HAFRBEFEEK,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=gold; cost=4"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=3"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=bronze; cost=2"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=1"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver"

fsType: "ext4d"
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TRES(EE
L B

ONTAP SAN IRhiEE

ONTAP SANIRzhiZ A

T #RYN0{A1{EEF ONTAP # Cloud Volumes ONTAP SAN IRGHFZFECE ONTAP Gif.

ONTAP SANIRGIEFIFAMER

TridentigHt 7 LA FSANTFHEIREHIZF R S ONTAPEEF#HITIB(E, IFMIRRIRNNEIE: ReadWriteOnce
(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

Kzhizrr

ontap-san

ontap-san

ontap-san

ontap-san

ontap-san-economy.

ontap-san-economy.
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i
iSCSI

iSCSI

NVMe/TCP

BEER
NVMe/TCP
BIEMER
=AU

NVMe/TCP
RER
NVMe/TCP
R EMER
E0,

iISCSI

iISCSI

SR
3R

X &G

3R

X &G

3R

X &G

SRR

Rwo. ROX. rwx. RWO
P

Rwo. RWO1.

RoxFlrwx1E X 4 R A EIR
X TFAATH,

Rwo. ROX. rwx. RWO
P

Rwo. RWO1.

RoxFIrwxEX 4 RA B IR
X FARAH,

Rwo. ROX. rwx. RWO
P

Rwo. RWO1.

RoxFIrwxE X RAAEIR
X FARAH,

ST R G
EXHRS; RigRigE

xfs , ext3, extd

EXHRS; RigRigE

xfs, ext3, extd

EXHRSE; RigRigsE

xfs, ext3, extd



* {8/ ... ontap-san-economy REHKAMEFEREITHTHS T, A=ERIE "SiF
HIONTAPERH!",

@ * {53 ... ontap-nas-economy RE YK AU EEREHETPES TN, A2BRIbE =%
FIONTAPEFRS!" ] ontap-san-economy T ERIRENIEF

* YE/D{ER ontap-nas-economy TSR REMERBEENER,

FAFP R

TridentfZ LAONTAPESVMERE R F 11517 BEEREEHAF vsadnin HsvrMARP. HEER "admin B
EHERABHNEMBINERF, Fanazon FSx for NetApp ONTAPERE. Trident N {FFHEEIRAF
‘vsadmin BsvMA P LloNTaPE sVMEIRR H11517. HEEAREEHERAGNEMBTNAFIETT
‘fsxadmin, Itk fsxadmin' P REEERMBRERHEEGRHAF.

WNRFEA “limitAggregateUsage 8. NEBEEHEIEGANIR, FAmazon FSx for NetApp
@ ONTAPS TridentsE &R, “limitAggregateUsage' S A& T “vsadmin'#1 “fsxadmin' AP
P, INRIBTEULSER, EERIERERB.

BIARILIFEONTAPHGIEZ— MR LI = s R shi2 R EABVRRGIE ERrIA &, ERNFRINXE M. KRS
hRZSHY Trident BZEAFTEZEEM APl , NMEARTSEEES S Hik.

NVMe/TCPRYE M+ E BTN
TridentfE A A FIRshIEF ZIFIEZ R MEREFIFIR(NVMe) 1Y ontap-san:

* IPv6

* NVMeBHIIREBHIFTfE

* FENVMeHB A/

* SAETrident/MEBEIEBINVMeH. LAUETridentr] LAEIEHE 4 dnF HA
* NVMeZHZ 1

* IEEAFIE R XHFIK8sTI (24.06)

Trident A 3233 :
* DH-HMAC-CHAP. HEINVMeZsHig 2%
* IREMREIFEF (Device maper. DM)ZE&E
s HITTINE
EZEFONTAP SANREHIZF R B G ik
T #R{EFAONTAP SANIKGHIEF EC B ONTAPGiRAIE KM & 15 I IEED,
ER
WHFEFEONTAPRIK. TridentEXRZE/DASVMAOEBE— MBS,

BieE, BEAUETZS N EER, HeIZEmER—MREREFIFES, fli0, EaIERERER ontap-

121


https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html

san IRoPFZEFHY san-dev FEHMEER ontap-san-economy-one B san-default 3,
FiGKubernetes TET R ERN ML EIE HMISCSITE, FEN A& TIET A" THRIFAEE.

JTONTAP/Gim#H1T B 7 3iE
Tridenti2 T TP ITONTAP /G H T B D IRIEAIET

* Credential Based : EBFIEIIRR ONTAP HFRHIREF ZMERE, BINFER admin 3 vsadmin FIENX
NLZeERAR, UHBERS ONTAP lREMNEAFERE,

* EFIEH: Tridenti®B] LIEARIRRENIEBSONTAPEE #ITER, 1A, BIREXBAEEEF ik
B, BAMAIME CAIEBH Basebs FwiZE (WMRFEA) EN o

TR UEFRRA RR. WEEETEENGEZNETEBNGEZESEH. BR. —RIZF—IMILIES
Ho BYMMEIEMBMIIETT A SN EHRECETRRIFRINE 7575,

@ NREZ AR EERER . WEHReIBFEERK. HER—FHEIR. 5HEE X Gzt
T ZMBARIIIE .

BRETFEIENS DRI

TridentEEESVMIEE/EE RN SR AN EIET fE SONTAPRImH1TEE., BINERMENTIEX A, W

admin '3 ‘vsadmin. XIFRILUBRERFONTAPIRABIERFRA M. XA RIES A AR K Tridenthr s

EERMIHEEAPI, BT RIEBEENXZ2ERABHIGER T Trident. BAREINXEFM,

[EimRE X B0 TR
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",
"password": "password"

HAR, BRENXEERUAXNARAFENE—ME, IR IRGE, AFR / B35 EA Base64 HITHRIDH
Ff# 7 Kubernetes ZH, RIEREHEHEM —FE TMEENTE, Alit, XE—T{XHEERHITHIRE
, H Kubernetes S 17 EI2 G 1T,
BRETFIEPNEHIEIE
MM EN G LUERIEHH S ONTAP EiRi#{TEE. BREXEE=12%,

* clientCertificate : B iHiFHH Base64 fi5{E,

* clientPrivateKey : XEXFAHRY Base64 4RAL{E,

* trustedCACertifate . Z{51E CA iEHHY Base64 Fwi3{E, WMRFEHAFES CA, MATIREILSE, WMRFEE
FAAI{s CA, MeJLLZBRILISE,

HANTEREEU TSR,

p

1. £ EFHIEBMER, £, 2 AE (CommonName , CN) REBANEFENZMHILIERN ONTAP
RF.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. FEl{E CAIEHAINE ONTAP &8, ItiRArIseERFHEEERAMIE, WRKEHAEE CA, WA,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7Z ONTAP S8 L ZEZFIRIEBMNER (MTE 1 F18) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. gl ONTAP Z2ERABLIF cert BHMWIEAE,

security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

5. FERERAGERNNR S HIIE. & <SVM BIE LIF> F1 <SVM &1 > e HEIE LIF IP 1 ONTAP &Z#F,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
-—-cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. f£F8 Base64 XIEH, HEAMAIE CAIEB#HITHRID,

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. ERAMN E—TRENEEIRER.
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fosssssssssssscscssssssasososs====
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl
online | 0 |

fessmmmmeme== frememesessess==== R
f=mm==== fememema== +

E SIS A BRI E

IR

ANy

AILUEM A R U EREM S M IS ASie EEE. XRMASIEER:. FRAFRA / ZEpYEHA UL

EHAERIES; ERIEBNERIUERAETRP R/ BENER. Ak, SRFTRERIRE S IIEREH

AN EHREIES . RE. FREEMESHNENGIR jsonXXHH1T tridentctl backend update’,
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

R, FREEERAIICTE ONTAP EEMAFPNENL, ARHTERER. BRIEH
, AIAAPARMZMNMER. 25, BREERUERFIESR, ARSI ONTAP SEF kR
IRIEH,

EERASTRNERIRENIAR, AR EZRENEEER. BiREEMMRINFR T Tridenta] L
50ONTAPEIHBEFHAMER K EIR(E,

ATridentt|ZZEE X ONTAPHE

EAT LABIEPrivilegesEREHIONTAPEE A . XIEFEMANFEHAONTAPEIR A A BETridentHHITIRIE, WNR
ETridentRiREEEFEERAF B, WTridentEERELIZEFNONTAPEE A ERNITIRE,

BXEIBTridentBEX ABIIFAESE. BEW TridentBEX ABEMZE"S
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{EFHONTAPS < 1TRE
1. FRUTHStIEHRAR:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

2. ATridentBFEIEARZ:

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_name\> -comment "user description"

3. BABMHNIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
TEONTAPAZEEEFHITU T E:

1. IREEXAE:
a. BEEEELICIEEEXAE, FiRFECluster > Settings*,
g)ETSVMQ&nUﬁULQEXﬁ@\ JBIEFE1ZfE> Storage VM required SVM>>RE>FAF A
b. %&#Z*F P A B AR ET KB (—)o
C. B IR R
d EXABRMN, SASHTE Save*s
2. ¥ A EMESE Trident user: +7E*Users and Roles*TE EHITIU TS E:
a. AP TEEZERMERTR+
b. EEFRENAFR, RABE MR I rouseriEFE—M A,
C. BEHE*RE",

ﬁ;&ﬁém'fnlu\\ 1ﬁ L/{_FF-_'E
* "FHTFEEONTAPHEEXAR"K"EXBEXAE"
* “ERABMAR,"
fEFINE CHAP Xt EE#H1TH {10
Tridentjl«(@ﬁﬁ*ﬂ ontap-san-economy  RENFEFAIWNECHAPKT i SCSIRIEHITHMPIIE " ontap-sano

XEBEEHREXPEAL useCHAP ET, BN “true, Trident%’l%SVME’\J%jtikFEjﬁzf"zzéEEE%%
WEICHAP, HigERmX4FNAR ZMEH, NetApp BIEANMA CHAP XEEHITH MR INIE. ESMLL
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TECERA:

version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkeslIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ useCHAP B E2—NMa/Rikll, REEERE—R, ZVABERT, BHLE R false ., BHIEEN
true f5, TERBEIREN false o

BRTY useCHAP=true Zi, FIHENENMEIE chapInitiatorSecret ,
chapTargetInitiatorSecret , chapTargetUsername # chapUsername FER, BIIETT
tridentctl update BIEERH, A A BUX L Z A,

T1ERIE
WREIZE "useCHAP Atrue. NIEFEHEEIR SIS R TridenttEFiE/GIRAECECHAP, EFREHE:

* £ SVM LigE CHAP :

° INRSVMBIERNIABBIiEF L2 X B Sinone FRAINE) M EHERBEABRILUN. N Trident= AR
SXRAIGEN cuap. HUEFCECHAPRBMER UKk BinH P 2%,

° YNERSVMEELUN. NITrident AR 2TELLSVM_EEBCHAP, XiERIHRITSVM_EBFEEAILUNAYA R R
SR,

* BCE CHAP BaniZiFr AR BArAF A MEE; AAE/aiREcE TEEXEERN (M LEFRR) .

SliEEIRGE. Trident26IEMERNABY “tridentbackend CRDHIECHAPZZ RSN B - & 771i% IKubbernetes
B3, TridentfE Lt EiH AR PV, 5@ 12 CHAPSH T EE,

RHEIEA B ER

&R LB B HT backend. json X CHAP SHEREH CHAP &1, XHFEF#H CHAP ZiBHER
tridentctl update P RMIXLEEH,

@ FHEIRCHAPZE AT, HATERA “tridentctl EF/RiR. 1577:@iICLI/RAID ONTAP UIEHi1E
g R FRVER. EATridentiS T AIET X LT,
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e —— e — e e ettt
t——— R +

NAEERAIREIRN; WRTridenttESVM EEMFTIE, XEERRURERFENINS. MERFERENRR
R, MEEERBRSRNENRS. HAHEMERIBN PV RSHE(EREMENERE.

ONTAP SANED & 1EINAN =1

T BRAN{AITE TridentZ A AIZZFEFAONTAP SANIREHTER . AT iR T IS/t
Zl|StorageClassestY/GimAC & R FIFIIEME B

[EUHEC B TN

BXEIHECEED, HEI TR

=K Description Default

vehfgZs 42 1
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2

=

storageDrive
rName

backendName

nfE B H

dataLlIF

sVM

fEF cuap

chapInitiato
rSecret

oy

chapTargetIn
itiatorSecre
t

chapUsername

chapTargetUs
ername

B IRIES
clientPrivat
eKey

trustedCACer
tifate

BR#&
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Description

FHEIREDAE P B R AR

BE X B F e

SR SVMEIELIFAIPHINE, TILUIERE R RE
#A(FQDN), R Trident2{ERAIPveiFEREER . MA]
LU E AERIPveiidt, IPveIIEATBBEAIESENX,
a0
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
lo BXT#MetroClustertJ#pIE 2, iEZE M [mce-
best]o

X LIF BY IP 3k, *A$57EiISCSl, *Tridentf#
FA"ONTAP M LUNBRST R IR Z RRIZSIEFAEE
BYICI LUN, MNREBHENX. MESEKES datalIF
o *#&B&MetroCluster, *i55 Jl[mce-best]s

E{FEMARY Storage Virtual Machine

*I¥FMetroCluster& B&.

{FFCHAPX}iISCSIBYONTAP SANIREHIZE#HI1T B 1958
UE[FR/R1E]e BIEEBEN true. LUETridentEZE N
BICHAPH S E RERIHFLA ESVMIIEIA F R I8,
BEXFHEE. FEN "EEFEFHONTAP SANIKEHFE
FEEEIR" .

CHAP BohiEF%$H, 8RN useCHAP=true , MHA
AETN

ENATERN—HES JSON BRABIITE

CHAP BirBohiEFZ . RN useCHAP=true ,
M)A AZETN

*I5& I [mce-best],

NIEAFB. RN useCHAP=true , WHHKHEIR
Bt &, SR AN useCHAP=true , MHNHEIR

F P inIEFHR Base64 fRiD{H, ATFETIEBNEMHIE
IE

EFih% FAZAR Base64 wiDE, ATETIERHNE
PI03E

Z{S1E CAILTHY Baseb4 4mbE{E, Bk, ATFETIE
B INIE,

5ONTAP &85 BEFIENAR 2. ATETRENS
593k,

5ONTAP SE8EBIEFIRIE. BTETRENSH)

I3k,

Default

ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san,
ontap-san—-economy

IXEhiE R MR+"_"+ dataLIF

"10.0.0.1 ", "2001 : 1234 :
abed @ © : fefe]"
FSVMIKk4E

MNRIEFET SVM managementLIF

» MPRE

false
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sTEBRIER

Ra

limitAggrega
teUsage

limitVolumeS
ize

lunsPerFlexv
ol

debugTraceFl
ags

useREST

Description Default

F(F AR/ Storage Virtual Machine WMRIEFE T SVM managementLIF
, MER&E

£ SVM RECEMERMERRIRISR, TEHGEENR. B trident
EHtEH. ERELIB—NHRIER.

ERRENRES (FliE; MRIKRETERS, WHEE
PEgsA SVM ) o ¥TF “ontap-nas-flexgroup IRGHFE
. HETUS #7288, NRK9E. N AT LAEREMA
BB & KA EFlexGroupH,

ESVMHEFRRERE. ZREe%
ETridenth BEhEH. HE21KIH
SVM. MEEEHBoNTridentizHl28,
ETridentPEEE THERESULES
(D) B nPEERAESRZRBHSVM,
M7EIHSVMEB AR, [FimiEETrident
T HRERS, BRIAEREEX
HASVMEMRE. ERBFE IR,
PSR S B Ao

MRFEAEBILESLE, WEREEXK., MREFRN " EFOAER TARHIEHE)
ZAmazon FSx for NetApp ONTAP/Gi%, iB7IIEE

limitAggregateUsage. IMHHIFI ‘vsadmin' FEE
EATridentte BRR SR BRH T EH#HITIREIFTFRR

“fsxadmin' AR,

MRBROEARNEBIUE. WEERK. I B "FOAER T ARHSLHE)
REEALUNEENERI AN LR,

> FlexVol BYERA LUN #(, #7U7E 50 , 200 5EE 100
A

HIEHRN EFEAIAR NS, Hle0.  {"api": null
false. "METHO": true}

PRAFIEEH T ERRH BRI AR A SHME. S5

IDAER,
FBFEFH ONTAP REST API 9% /RE %K, true I FONTAP 9.151HES ks
UuseREST IRB NN “true, TridentEFAONTAP , &M falseo

REST APISGImB(E, RENE false, TridentfE
FIONTAP ZAPIAR S GimBE. tINgEREME
FAONTAP 9. 1M1 1K EShRA, tbsh. EARIONTAPE
RABNNERGAN ontap NARF. EXFA
B LUHEX— vsadmin BXX cluster-admin o
MTrident 24.06kRFNIZAPI. 151K ESIRAFFIE. ERINE
MTFRIREN true; B

useREST BXA “false LUfEAHONTAP 9
“userREST ONTAPIEM.

useREST FeE2RTENVMe/TCPEX,
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=2 Description Default

sanType BT AISCSI. nvme NVMe/TCPEETFHLTEERN iscsi MIRAT
“fcp SCSI (FC)iE$E “iscsio "FCP"(ETFFC
BISCSI)ETrident 24.10hR &Y —IN$ AT BT THEE,

formatOption L

s ‘formatOptions AFIEEMTHNH LTS
H. BEXNEHITRIVEE., BIVAXES
5

‘mkfs o XHFE. EBAILIRIERFERR LS. 15
HIRIERE Snk f sTRLIETSMRIAE TET, B
AEIEIZEHKRT. 7B "-E nobdiscard"

* ontap-san ‘ontap-san-economy Xz $5F1IXEHFE

Fo *

limitVolumeP fELUS-SAN-Economy/gifnfEFAONTAPERIERME " (BIAER FASREHISEH)
oolSize AFlexVolAX/)ve

denyNewVolum [Rf#l “ontap-san-economy [GimBIiEFHIFlexVol& LI E
ePools EHLUN, X&=EBEBRFlexVolEcEFTEIPV.

B X {FHformatOptionsHIiEiX
TridentiZ2iX A A FIEDERMNRE IR
-E NODiscard:

* RE. FEZHEMKSHEEFR(EFREVEESRENHHRASEEEFME LRER). WATUFERAE
FRINER-K'. FERTREXHRS(xfs. ext3Hextd).

BTEEEN AR E XN
R AT AR ERTUEHIBOIAERE defaults BB D BXTH, BFERUTEESRA.

B Description Default
spaceAllocat LUN BI85 D "IEFA"
i10n

sDIE TR TEFER; "L (HEE)NE"(F) "I
EgSnapshot % E{FFA Snapshot K& "X

gosPolicy EABIENE DA QoS K&, EFSNEMEA /
2B qosPolicy 8 adaptiveQosPolicy Z—. QoS
RERLAS TridentE S EAFEEEFAONTAP 9™8T B
hiads, SR ERIEHZQoSHREEAH. HARILRERA D
SINBTFE IS E. HZQoSHEEASIFIE LIEHR
HHBEM =505 LR,
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=2 Description Default

=

adaptiveQosP ERBIEMNEHEHEERN QoS HRIKH, EFEEMF "

olicy fig / I5imBY qosPolicy 3 adaptiveQosPolicy Z—
sSnapshot Tl AMREMENETDL WEA"0". A 0"
4 snapshotPolicy A"none". &N
ﬂgml
splitOnClone GIETERN, MERXEIFSDZ5ME false
= T#% LIS FENetAppEIIZ(NVE); BRIAA false, false
EfFA LR, HNESEE LIRS NVE BFAIHEH
NVE . SIREFRImBHATNAE. NETridentFEEHY
ERIEERFHBANAE, EXIFMER, FESH
: "TridentdIfAI SNVEFINAEER S{EMA"S
luksEncrypti BRALUKSIIZE. E&W FHLInuxZ—% 1%
on &(LUKS)"
NVMe/TCPASZ 158 A It R EENN 2
securityStyl HENZEER unix
e
7 ERES fER" TR RES 3 FONTAP 9.5 SVM-DRZ Hi#IED

B, AIRE"
nameTemplate BT B EXEBITER, "

SECET
TER—MEX T EIMERRA:
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

M FERIREIEF L ENFIE®S ontap-san. Trident2MAFlexVolFIIMNFIN10%MBE. UR

@ ZALUNTTEHE. LUN BERBAFE PVC RIEKIIBIIA/NEITEE, Trident=R10%MZ EIR
INZEIFlexVolR(FEONTAPH 2R AR AR, AFPMEERIFFMERNABERE, tESUERIR
IE LUN TZARIERE, BRIEEZASFBTATE, XAIEHTF ontap-san-economy.

XFEXMGH snapshotReserve, Tridenti W FEAIRITEBHIA/:

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1. 12 Trident ABZLUNTTEIEM R FlexVolZMIMENNEY10%. *FF snapshotReserve=5%. PVCIEK=5
GiB. M#EH#Z2A/NAS5.79 GiB. AIAA/NNS.5 GiB, It “volume show 855 N B REMNTF LU TR AIRILEE

Aggregate State Size Available Used%

_pvc_89f1cl56_3801_4ded_979d_034d54c39514

online RW 18GB 5.88GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_951la_@Bael5elc@ba

online RW 1GB 511.8MB

3 entries were displayed.

Ba1, AR NENNEESERMITENE—T%
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RIRECE A

UTRAIERTRAZSHEHRBEABRANENESEE, XBEXE

(D MR FIEAmazon FSx on NetApp ONTAPS 44
Hhik,
ONTAP SAN/

XZ2EANEREE ontap-san RENFEFo

version:

storageDriverName:
managementLIF:

svm:
labels:

k8scluster:
backend:

username:

password:

1
ontap-san
10.0.0.1

svm_iscsi

test-cluster-1
testclusterl-sanbackend
vsadmin

<password>

ONTAP SANZ 4RI

version:

storageDriverName:
managementLIF:

svm:
username:

password:

1. 31

svm

1
ontap-san—-economy
10.0.0.1
iscsi_eco
vsadmin
<password>

Y

Uty

fEA. Bil

1R

NS

mEER (R 77 5o

HTridentiEEDNSEZ R, MAZIP
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TR RImEITECE. NBEREVIRMYIEEFHERFREX "SVMEHIFIME"

BT REY)IEMYIO]. 1BEERISESVYM managementLIF FH B dataLIF ] svm parametersffliN:

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

E TR SR IIIERA

EARBEARRERGIF clientCertificate, clientPrivateKey, # trustedCACertificate (Ul
REARSCA. MEE)FIEF backend. json MR FRBEFIFIER. TRRAFASCAILES
Hbase644mi3{E,

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
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XA CHAP I

XL RGER G iR useCHAP BN trueo
ONTAP SAN CHAP: =l

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SANZZ £ CHAPI

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe/TCP= {5l

BN TRIEONTAPGIE ISVMEZENVMe, XENVMe/TCPRIE A GFIFEE,

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

fEFAnameTemplatefY /S iHEZ & =15

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults: {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.R
equestName} } "
by
"labels": {"cluster": "ClusterA", "PVC":
"{{.volume.Namespace}} {{.volume.RequestName}}"}
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formatOptions <code> ONTAP —san—</code>IXEhi2 % =l

version: 1
storageDriverName: ontap-san-economy
managementLIF: ''
svm: svml
username: ''
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:
formatOptions: "-E nodiscard"

RE At S i {5

EXLERFIFIRENX X4, NFAEEEMKE TIRERIAME. Bl spaceReserve Jo. spaceAllocation
Hfalse. M encryption Afalse. FEINMTEFZMEIBDHPIHITE N

Trident27E"Comments"FEEPISBEREIRT ., T EFlexVol LI&E., BEEMR. Trident2FEIH _ EREREIR
TEFEIFREE,. NTHEREN. FREER Y UIRITE AT N EIHFIAEE XIFE,

EXLERGIAR, FLEFE M BITIRE spaceReserve, spaceAllocation, # encryption {H. Mk
MEBEIIAE,
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ONTAP SAN/fI
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store

kubernetes-cluster: prod-cluster-1

region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'

encryption: 'true'

adaptiveQosPolicy: adaptive-extreme

- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'
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ONTAP SANZZF MR

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe/TCP{l

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20"
defaults:
spaceAllocation: 'false'
encryption: 'false'

5 EmSTE| StorageClasses

AR StorageClassiE X P M [ EIRR o F parameters.selector FEEH. & StorageClass#f=
sHATATFRESHNEMM, SREEERIMHHAENXEZNHH,.

* o protection-gold StorageClassiFIRETEIFRRIE— N EAM ontap-san fGik. XEMW—IRHEEhER
PRI,

143



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* . protection-not-gold StorageClassiGREIEIFHIE —PNFE=NEIMA ontap-san fGiw. REX
LE R HAVRIP RS R 2golds

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysqgldb StorageClassFRETE|FYE =PI ontap-san-economy [Fif. X&/Amysqldb
KRN BEEFREFMENEE R —i,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* . protection-silver-creditpoints-20k StorageClassi&BRETE|FAYE —NEIMAM ontap-san I
Imo XEME—IRAIRERIFFI20000™ME A =AY,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* o creditpoints-5k StorageClassiFRTEIFRIE =D EM ontap-san FHIFiHNEEEIAM

ontap-san-economy [Glf. XEM——{EH=EI500089:t™ Mo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* o my-test-app-sc StorageClassi§MREIE| testArPP HBEIIA ontap-san IKEIFEF sanType:

nvme, XEM—HAM™ M testAppo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

TridentRREEEZM N EP. HHARBREFEEK,

ONTAP NAS IXcHiEF

ONTAP NASIKohFEF LA

T ARAN{AI{ER ONTAP # Cloud Volumes ONTAP NAS IXoHiZFFEZE ONTAP Gl
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ONTAP NASIRGIEFIFME R

Tridentf2f 7 LA FNASTEEIKIIZ K S ONTAPE B #ITIBIS, IFMIRIRENEHE: ReadWriteOnce
(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

XohizRr i HIEN ZFEFHIGRIET RN HRR

ontap-NAS NFS XH&RS%E  Rwo. ROX. rwx. RWO "™( nfs, smb
SMB P

ontap-nas-economy. NFS XH RS Rwo. ROX. rwx. RWO ™. nfs, smb
SMB P

ontap-nas-flexgroup NFS XHRG Rwo. ROX. rwx. RWO ", nfs, smb
SMB P

* {8/ ... ontap-san-economy REHKAMEFEREITHTES T, A=ERIE "SiF
HIONTAPERH!",

@ * {83 ... ontap-nas-economy RE YK AU EERE TS TN, A2BRIbE =%
FIONTAPEFES" ] ontap-san-economy T ERIRENIEF

* YE/DER ontap-nas-economy FNMIREIN. REMERBEENER,

FAFP R

TridentiZ LIONTAPZSVMEIE R Bz 1T. BEFEAEEAF vsadmin'  SVMARF. &R "admin' BB
HERAENEMBZFRIAEF,

3FFAmazon FSx for NetApp ONTAPERE. TridentiZ{ER&EE A, vsadmin HSvMAF LIONTAPE SVMETR

RBMNET. AEEAEEHEACNEMIZMAVAFIETT fsxadmin, It fsxadmin' AR REEERMEALE
BHEEGAR,

WREH limitAggregateUsage' 231, MIFEEBEEEIERNIRE, EAmazon FSx for NetApp
@ ONTAP5S TridentéE & BT, limitAggregateUsage SERERT "vsadmin'F “fsxadmin' B
P, MNRIBTEUSE, AEREGEM.

BT UEONTAPHEIE— A LUH = mIRshiEF AR Far A e, ER1IAEINXEM. K285
hZsHY Trident A2 AAEEEENEM APl , MMTEALRZTERWES S HE,

% EFONTAP NASIE i E G
THR{ERONTAP NASIRGIIZEFELBEONTAPG M ER. SHIiEEImIS H 58,

2K

* JWWFETEONTAPGI. TridentERE/LDHSVMOEE—PES,

s BRI LUBTTE N RIER, HOlEERES—PMIRSEFNEMES, fl0. EMEE—MERANESESSE
ontap-nas FEIEFFERIIIIEZE ontap-nas-economy — 1%
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* FiBKubernetes TIETI m#IA ML EELHMINFST A, B8 "t BXFHAEE:

* TridentX 2 FEE FIWindowsTi = _Liz1THIPodiISMBE, BXIFHMEE. 1EE N E&ZILESMBE
FTONTAP/Sim#H1T B DI
Tridenti2 T I ONTAPFiHH 1T E D IIFRIIRE T,

s EFER: EXFEMNONTAPEIHRAER BBINIE, BINERSTENXZEERAEXEKIK,. Fla
admin 3 vsadmin LUARSONTAP MR AFRE M,

* BT MEXFEERBRELEIER. Trident1 BESONTAPER #HITRIS, ItA, FREXVDAEEE
FIsiE$, ZEAMENE CAIERH Base64 RiE (MIRFEA) (Ei) o

ERILEMME EiR. UWEEETEENGZNETEBNAEZEBE, BR. —RNF—FHEHRIES
o BYMEIEMB MG E. SHMEHECERRPRIRE 7%

@ NREZ AR EREER . WEHRIEEEK. HER—FKEIR. BHEEXHPIEM
T S BERIIE %

BRETEIRENEHMIITE

TridentEESVMEE/E R TEMNEIE AN EREA EESONTAPEIRH#HITEE, BIVERITENTENX AR,

admin 3 “vsadmin. XIERILURSARFONTAPIRANIERFERE. XLEMARIGESNFFRFK TridenthiRZs

EFERMNINEEAPI, TILEIEBEENXZ2ERABHIGER T Trident. BRI,

[EiRE MR TR
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

IR, BREXEEEUANSERFENE—IE, IERRE, BFRR / BEEER Base6s #H1T4RIEH
76&79 Kubernetes 50, i / EMEHEM—FETHREENTE, Alt, XZ—IT{XHEERRITHIRE
, H Kubernetes S ZEEIERHIT-
BREFIEENS4HICIE
MMM ENGEHA LUERIERHS ONTAP Eifi#TEE. BREXEE=1EH,

* clientCertificate : B imIEHHY Base64 43 {E,

* clientPrivateKey : XExA$AH) Base64 Ri3{E,

* trustedCACertifate . Z{5E CA iEHH) Base64 fmiIE, INREHRES CA, MAtHttSE, MNREREE
FBrl{E CA, MBI ZEILIZE,

HANTEREFEUTIE,

p

1. £EREFPEIEPRA. £/, B2AE (Common Name, CN) iEBNEENSHIRIER ONTAP
BF.
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ]S CAIEHAINEI ONTAP &£58%, ItiRBrAIseEMFHERERNIE, MRKEREIE CA, WAL,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 12 ONTAP S8 L REXFIRIEBMNER (MTE 1 718 -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. HaIk ONTAP 2B RABHF cert BMNIWIEGZ.

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. FERAERHNERNNR S HIF, & <SVM B8 LIF> F1 <SVM Z#F > B SR LIF IP 1 ONTAP Z#F,
SRR LIF BUARSBSREZIKE N default-data-management o

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"

vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. f£F Base64 XIEH, HEAMAIE CAIEB#HITHRIG,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64

7. ERAMN E—TRENVELIRER.
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et ettt it
o +—— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e e it ittt et P
+————— - +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o f——————_ Rt et L P
o t———————— +

T S IIE TS A BRI R

eI LIERIE Rin AR EMS R IIE R AN RREFRE, XRMANEEH: FRARS /I BHENERKAT L
SERAERILES; ERIEBNEHIUERAETRFR / BENER. Altt. SXRERIRE B HIEIESEH
RINFNBMIIES%. AE. FEREMGENbackend jsonXX . ZXHEEBERITHFAESE tridentctl
update backendo
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

WIRER, FHEIRRUMSE ONTAP LB MEN, AEHTEHRER. BIEHe
() LURRPRENS NS, 25, GREERLERIES, AEALUM ONTAP E2ERHIR
B,

BiERAIPEXNEIRENIAR, BARSHMEZREINGER, FinENAIIZRRTridentd] X
5 ONTAP G 5 H AR HKHIBR(Fo

A TridentBIZ2EE X ONTAPAE

&) LAgY 2 Privileges I RAIONTAPEE A, XIFMANLEFRAONTAPEER A B TridentPITIRME, 1R

ETrident/iRECEFEEAF R NTridentFEAEEIZRIONTAPE R A & RN TIRIE,

BXRUETridentBEX BEINFAEE. BEN TridentBENX BEEME"
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{EFHONTAPS < 1TRE
1. FRUTHStIEHRAR:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. ATridentBFEIEARZ:

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BABMHNIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
TEONTAPAZEEEFHITU T E:
1. QB EXAE:
a. BEEEELICIEEEXAE, FiRFECluster > Settings*,

g)ETSVMQ&nUﬁULQEXﬁ@\ 151%1R*12%> Storage VM required svM>>EE>FHF A
b. %&#Z*F P A B AR ET KB (—)o
C. B IR R
d EXABRMN, SASHTE Save*s
2. ¥ A EMESE Trident user: +7E*Users and Roles*TE EHITIU TS E:
a. AP TEEZERMERTR+
b. EEFRENAFR, RABE MR I rouseriEFE—M A,
C. BEHE*RE",

ﬁ;&ﬁém'fnlu\\ 1ﬁ L/{_FF-_IE

* "ATEEONTAPHEEXAB"H"EXBHEX AR
* ERABMAR"

EIE NFS SRS
TridentffE ANFST H RERITHIX HECE SRR,

FERSHERET. TridentiZ2 T 7K
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* TridentA] UBHSEESHREAS; FHRFENT. FHREERATMIEE — N RTIEZIP#IRCIDR
RIK, Trident=E A BEIFXEEERNNERT RIPHRINEISHREER, &, MRKIEECIDR.
MEZXRBET R LREIRFE 25 CE 2 REIPERIE RN E T H RS R,

* FEEER A UFHEIR S HREARMAN. FRIFEEEREE T HFHRBRM. SN TridentifER
FRAIAS HERER

S EESHERR

@S Trident. FILIEISEIEONTAP/RIRIVR L RES, Xi¥, FHREERMAUANIIETR IP I5E AL
8], MARFHEXERAM. EXAEHTSHERBER, EARERBIBREFHTIEFMESEE. N
XIEG B F R F SR IA R R (R EEEHES B IPUTFEEEERMN TR R, MMZHEHnNE
S EE,

ERDNS SRR, 1577ER MR (Network Address Translation. NAT), fERENAT
() o, GREEHSSBESBMNATIL. TMARKIRPEAME, ik, MBESHANAHTE
LR, MISIELiBIE,

fETrident 24.107. “ontap-nas' FERNIZFIFYE 5 RHARA—HE TIE; ONTAP NASIKZNFE
@ FR#ITEMEN, ETrident 24.10FF. 2H “ontap-nas-economy ZERsIiZFEEETEN
KT RE

]l

HIERR N ECEED,. FTER—MMaimE X R

version: 1

storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password

autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true

@ EFALEIhAERY. EHABERSVMPNIRIZES B L tIENSHER. HFEB AT SCIDRIRA
SHEIN(GIINERINS HEFERR), 1ALBENetAppEINMRESLEK. BSVYMEHRF Tridents,

AT Z A BRI T AERY T(ERIEFH1THINER:

* autoExportPolicy BN true, XFT/RTrident2ASVMIIERLLEIHEENENERIE—FHE
B svml. FEAMIBRGIBIMNAYHRIMFAMIER autoexportCIDRs, EFEEZEI T AZA. WERFH
— N FHEE, R HERFNRY LI ZEH#HITRABENIRE, FELARITRGE. Trident=eliE
;¢5¢5E0|DR1%¢@§%,§|PE’\JFE)%qtreeE%E’J%Hﬂ%ﬁﬁo XL Pt AR INEI R FlexVolfE A 1Y § H 2%
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° f5gn:
* [RIHUUID 403b5326/8482-40db-96d0-d83fb3f4daec
" autoExportPolicy HI&BN true
" EHEFISR trident
= pvc UUID a79bcf5f-7b6d-4a40-9876- e2551f159¢c1c

= & Jgsvm_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1chiqtreeE FHIFlexVolplIlE— NS H
LK. AR AW gtreet|E— S H KL
trident pvc a79bcf5f 7b6d 4a40 9876 e2551f159clc HETrident EEIE
“trident-403b5326-8482-40db96d0-d83fb3f4daec — MR NME FHHKER
“trident empty. FlexVolFHHREGHIFINIKE BatreeFHRIEP B ENEMMNTEE, =FH
RIS HFIE RN EEEFER,

* “autoExportCIDRs B &#HRY R, EFEENRLAFE:, BAIAS "0.0.0.0/0, ": : /0", TARKEN.
NMTrident=FRINTER R ARV TET R _ B3R FIBIFRE £ B5e E it

FEURBIF. 192.168.0.0/24 IRMETHINTE], XFRTETFIUIHMIBEE B ZHARBHIKubBLM R 1PRER
MRTridentBIENSHERE ., HTrident/FMEITIZENT RN, ERORZTTRNIPHE, HIREH
RHRIIER N EHFHITIE "autoExportCIDRs. AEY, EMIEIPZE, TridentiEAELHINTRHNE
FimIPEIE S H SRrE A

SIE, EeLIAGIREHR autosExportPolicy M autosExportCIDR » &AILIANBohE RS IHMII0FT
B CIDR , tBAILAMIPRIRERY CIDR o MiER CIDR BHES WDy, UMERILEEEASEHA, Sl LUsENF
w22 F autosExportPolicy , HENREIFHEIENSHKE, XFEERIHAEFIRE exportPolicy B

o

FETridentp|EZEFERE. &l LUERAIENE tridentbackend CRDE/GUF “tridentctl:
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./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export

chapInitiatorSecret:

chapTargetInitiatorSecret:
chapTargetUsername: ""
chapUsername: ""
datalLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: extd

BT RS, Trident2EFE S H R UBIIRSIZT S MAYGRIFN, @it NZE SRS SR bRt
TRIP. Tridenta]fHIEEEER. FRIEEEDIHT RESFEALLIP,
NFUURIFENGE. FERAEHGH tridentctl update backend B R TridentHSH EIE S HFEK, XFSIRE

FRCEM M TFHREE. HURRKRIUUIDMgtreeR MR, [Fin ERISEEHA BEHERERMEIRZ
A9 SREK

(D MErEA B EES HREH SRR RS RIS LR, NREMEIEGR, WSKEMR
PR, HEVEHBITH R,

SNRER 7 IESHTIRRYIPHENE, MATTELL T = EEFBTTrident Podo #A/S. TridentiG BT H EIERFIHAY
SR, LURBRILIPENR,

HEEILESMBE
QEHEEES. EMaLIERERESMBE ontap-nas WREhiEF-

(D FoE, ENIESVM LEEEEENFSFHISMB/CCIFSHMY ontap-nas-economy i@FAFHA
ZBONTAP HISMB%E., SNRFKEEEEBHPE—MN. NAERE SMBERIEFKK.

@ “autoExportPolicy' SMB& AR 43,

Fazal
FECESMBEZAI. EIURE LT 5+,
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* — P Kubernetes&2f. EFREE—MLinuxiThlgs T 2 UREL—1METTWindows Server 202289Windows T
T 5. TridentXZ3FHEEEH BIWindows ™ s _EIiEZ{THIPodBISMB#,

* E/D—EE&Active Directory BRI TridentZZ i, 4 MEA smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* EEEAWindowsAREZMICSILIE, BEE csi-proxy. BN "GitHub: CSIYIE" & "GitHub: &M
FWindowsHICSIHEIE" & BF1EWindows_LiE{THIKubernetes T &=,

p
1. S FREBONTAP. SR LUEIZRGEZSMBHE, WATLUEE Trident N EEIE— M=,

@ Amazon FSx for ONTAPEESMBHE,

EEI LAER U TR AR 2 —RIZSMBEIEHE "Microsoft BIRIZH 6" HEXHREE R TTHFEAONTAP
BLITRE. EfEFAONTAP S TRHECIZESMBHER. FHRITLUTIRE:

a. AEKE, AHELIBERRIZEM.

o vserver cifs share create ﬁ%%&ﬁﬂ@?t?ﬁﬂfﬁliﬁﬁ-pathﬁlﬁﬂlﬂ‘éiﬂ’\ﬁ%@o WNRISTE R
BAREE, WapSREK,

b. S SEESVMEXEXHISMBHE:

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C BIIRRELIBEE:

vserver cifs share show -share-name share name

() msm bl VB £3 THREE¥EEL.

2. g EmE. HIAECE UL TRBUIEESMBE, BXIEHTONTAP EiRMFIEFSXECEIED. 1EEN EH
FONTAP BIFSXBL & ZEIAN ="
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S Description

smbShare BRI LIS Tk z —: fEHAMicrosoftEI2iHI &
FONTAPHLITHRECIENSMBEZZFR, &
W Trident8|ESMBHEZRIZFR, FE. BAILUES
BT IER SR TERARZIRR. TR
ZBONTAP. LB EREN, ItbEEAFAmazon
FSx for ONTAP/SimAWEIN. REERNZ,

nasType *AIUEE N smb IR AT, MBEKIAA “nfso
securityStyle HENLZEIEN. HNIOIEE N ntfs 5 mixed
FSMB%,

unixPermissions HENRER, W FSMBE. HUNET,

ONTAP NASHD &I AN

ANl

smb-share

smb

ntfs oY mixed ¥f
FSMB&

T FEANMEITE TridentZ &R OIZF{EEAAONTAP NASIRGHTERF . AT T8 S inbRsy

Zl|StorageClassestY/GimAC & R~ FIFIIFME B

[EiREC B I

BXEIHECEED, BSI TR

B Description Default
vehfis AL 1
storageDrive {FBIXSHTEFRIRZFR "ONTAP NAS ". "ONTAP NAS%
rName 75", "ONTAP NASZR E4H"
. "ONTAP SAN ", "ONTAP SANZ
i
backendName BENXZAMHEFHEGIR IXopizFE &R+ _"+ dataLIF
mF A H EREISVMEBIELIFAIPHENE AT U E ST 2 PR E 15 "10.0.0.1", "2001: 1234 :
#(FQDN), #NRTrident2EAIPVOIRELLEER. MEl abed : : @ fefe]"
UGB R ERIPVeiitE, IPvEIItA A AIESENX,
g0
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555
1o BXT4EMetroClustertJIRBIE L, iBES Il [mcc-
best],
dataLIF WY LIF BY IP ik, ZIYIERE datalIF., WIRAEM BERMULTIKEBSVM (FNRKIE

B, WTridentiF MSVMEZEREHELUN, ERILIE  E)(FEIY)

E B FNFSEHIRERNTLREE(FQDN). MmA]
PABIZEEIFDNS. LUETEZMURELIF Z [BISKIR 1
&1, AIUEAIBISERE. BESNH . MR TridentE
ERIPVeIRE LAY, MB] LU E F{ERIPveitt

tt, IPveUEATIRAIESENX, Fli0
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555
1o *&B&MetroCluster, *i5% Il[mcc-best]s
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autosExportP
olicy

autosExportC
IDR

PR

B URIEH
clientPrivat
eKey

trustedCACer
tifate

BFR#&

=i
sTRIERTZR

A
op

limitAggrega
teUsage
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Description Default

E{FEMM Storage Virtual Machine

, MR
*YFFMetroCluster&B&, *IEE M [mce-best]s
BREMRIENEHRSHRER/RE]l. £/H
“autoExportPolicy’ #1 “autoExportCIDRs i#%EIil. Trident
AU EEE SR,

AT Hi%EKubeNet T = IPRICIDRFIZER (B B,
“autoExportPolicy {8 “autoExportPolicy’ #l
“autoExportCIDRs &I, Tridents] LIEEHEIESHER

[e]

ENATEN—AMES JSON BABIRE

E P imiE P Base64 wiZE,. ATFEFIEENEHE ™
JE

B FinE A% AN Base64 fmiZE, AFEFIERHNG ™
ﬁﬁ&ﬂﬁ

Z{EE CAIEHH Base64 fiS{E, mlik. AFETFIE
B FHINIE

FEEEISE /SVMNAR R, BTETEENS D
JIE

EIREIEE /ISVM BVERS. BTETRIENSHIIE
£ SVM FECEMERERNRR. RERTAEH

®

false

['0.0.0.0/0, ": :

"= EREX"

NEEABIONTAPREE2UNHELF
fFHIstoragePrefix. Mgtrees F=HRN
EiEFIR. ExEREERTF,

ERREMNRES (A%, IRKETERS, UxagE ™
PE2LA SVM ) o ¥TF “ontap-nas-flexgroup IRGHFE

Fr. kTG 2R, WNRAKSE. W =T LUEREMA
AR & RELEFlexGroupH,

ASVMAREHREE. ZBaF
ETridentt BEEH. AEEIIH
SVM. MEEEHBoNTridentiTHl28,
ETridentPEEBE THERSGUEES
fa. IR ZBEEMRZEZHSVM.
m7E EﬁlﬁjSVM%AET\ [EimREE Trident
T HEBPERS. BRITBREEN
ASVMEMRE. HEIEEIBMIFR.
U 5 i R & B o

®

WMRFEAEBEILESEL, WEEEXK,
FF ONTAP BJ Amazon FSx *

*ARERTE ™

. 10"

(RRIAER R A5RHISE

MRIEET SVM managementLIF

i)



=K Description Default

FlexgroupGroup EFEMREFIR(AE;, WREIRE. MWHKTHEED

GroupRegateList fg¢58SVM), S EC4ASVMBIFREREIYRTE
EFlexGroupt, X#F* ONTAP—NAS—FlexGroup
— StorageRahFZFo

ESVMAAEFRETIRG. IFIRE
ETridentP BEEH. HEARKIE
SVM. MEEEHBohTridentizHl2s,
ETridentPEEERERSYIRUEES

() B mERATRESZRBEHSVM,
NEHRIBSVMEESH. FimiEETrident
P AWERT, BRTERETIRE
BASVMERNRETIR. HERHLEP
kR, LAEE IS XA

limitVolumes $NRIFERMEA/NEIUE. MEEXRK. Wi ES "FIAER T AREILH)

ize FRHIE HatreesBIEMEN AN LR, FAIE
‘gtreesPerFlexvol JEI 572 B E X & FlexVol
MqgtreesBImR A E,

debugTraceFl HIEHIPRIIEFBMNIAILINES. B0, {"api": =

ags false. "METHO": true}

15701ER debugTraceFlags BRIEEIEIEHITHRIEHE
BRAFEEIFM B EIE,

nasType BEENFSTSMBERIE, EINEE nfs, smbE "Ejj nfs
T RINERT. BIRBEATRRENFSEIRBEAT

nfsMountOpti NFSHEHIENANESDIRYIR. BEEEFERS

ons HIKubnetes-k At EIEEHEHIED. BINREEESR
PRIEEETHIET. N TridentiS LR B (ERAFMHE G
Ao EXfFhis E’Jati%ziﬁ'_albio WREFERHEE X
PRIEEFEFHIXT. M TridentFETE XA A M
IR B FAEHIEDL,

gtreesPerFle & FlexVol BIERAK qtree $1, %7F7E 50 , 300 S8 "200"
xvol |7§|

smbShare BEIIEE LT EINZ —: {EH8Microsoft&IEiT#lI4&  smb-share
FHONTAPHLITHRECIENSMBEZNZFR, 2
W TridentB|EBSMBHEZZ R, HE. EAILIKESE
B UBFIEERITEREZIRR, TR
ONTAP. LB IEMN, kB3 FAmazon FSx
for ONTAP/Sim AR, REENT,
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useREST

limitVolumeP
oolSize

denyNewVolum
ePools

Description

FIF1EFH ONTAP REST APl %R/RE4, useREST"
BN true, TridentfEFONTAP RESTAPISfE
IE(E,; RENBY false, TridentffEFIONTAP ZAPI
PRERmBE. tINEEFEEFERONTAP 9. 11.1K%E
Shk7s. Ltkoh. EFRARONTAPE R A BB NS
ontap MAER. FIEXNMBERLUKEX—
vsadmin B3R cluster-admin o MTrident 24.06kK
MZAPLAS1EEShRAF IR, BRANBER TRIZE R
true; B useREST BN ~false LMfEAHONTAP 9
‘userREST ONTAPIREH,

fEqtree-NAS ONTAPL F B! [F iR {E A qtreesBY A1 IE K
IR AFlexVol X/,

PRl “ontap-nas-economy’ f5im Bl FTEYFlexVol& LIE
EHqtrees, X=FEHEBBIFlexVolELEFAIPV.

BT EEENEIRECE XN

TR AR R EA XL ETUERIRIARCE defaults BBEED. BXTH, BEERUTRETRH,

spaceAllocat
ion

sTUE I

sSnapshot R

B

gosPolicy

adaptiveQosP
olicy

sSnapshot T
2

splitOnClone

e

DERB

unixPermissi
ons
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Description

qtreesHY = [8] 3 A

TEIMERERN; "T"(FE)H"E"(F)
E{FEAAY Snapshot K&

EABIENE DA QoS K&, EFSFMEMEM /
[51%89 qosPolicy I adaptiveQosPolicy Z—

EHBIENE DI EIEN QoS HK&H, EFEFNME
fis / [gimBY qosPolicy 8% adaptiveQosPolicy Z—
A% ontap-nas-economy.

HNREMENEB DL

BIZTER, MERRIFDETE

T 5 LB ANetAppEIIZE(NVE); BRIAN falses
E(FEALIET, HWNTEER EIRTE NVE BNiFIHER
NVE ., MNREFHERATNAE. NITETridentPEER
FRIEEEBANAE, EXIFMER, FSR

. "Tridentf{fEI SNVEFINAEEZ & EF"

fER"T"HE RS

WERIRIU

Default

true X FONTAP 9.151 EE R4S

, BN falseo

" BRIANER TASRHISLHE)

Default
"R

ll%ll
na&ll

R A0 WA 0"

snapshotPolicy /"none". &N

?gn
false

false

JFFONTAP 9.5 SVM-DRZ BiHIER

B, A"NIRER"

"TT7T"RANFSE; T (RER)E

T SMB%
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=2 Description Default

=

snapshotDir  EHIXIBYIAIRA] . snapshot BR JFFNFSv4, A"TRUE"; 3¢
FNFSv3. A"false"

exportPolicy E(FRANSHERR default

securityStyl HMEMNEZEEN, NFSEIF nixed M unix 1R NFSERIAEN unixe SMBERUIAENR

e o SMBX#F mixed fll ntfs ZLIRI, ntfse

nameTemplate MATOIEEBENXERIRIIRR,

1§QoSHERL A 5 Tridents & EABBEFAONTAP 9™ea Bk, ENEMAIEZQoSHHRK
() A #wREERASITATE NS, HZQoSHEIARIFTE LIFR I SEL BT
LR,

SECET
TEHE—TMEXTRIAMENRG:

version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

3FF ontap-nas M ‘ontap-nas-flexgroups, Trident¥l7EFERIMBITRE G ERRBRE
FdsnapshotReserve B 73 tb MlpvcIE M AEEFlexVolBI A/ HAFIEKPVCH. TridentxERAMITE A ECIER
BEEZTEINREIGFlexVol, Lit&ERIHRAFTE PVC RIREIFMERIAIE=(8], mAe/NFmEKRN=IE, 7
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v21.07 281, IRAAIERPVC (M, 5GiB) , B snapshotReserve 3 50% , MIALRIKIS 2.5 GiB
MR E=E, XERNBFRIBERNEENE. HH snapshotReserve @HEPN—1MESD L, ETrident
21.07H, APBRPEAIETE. TridentFIZMFEN “snapshotReserve ABNEMNEDLL. XFi
BF ontap-nas-economy. BEEILITFRHILLT EEHTERIE:

(o

HEGENT:

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

3FF snapshotReserve = 50% , PVC 153K =5GiB , £2K/\A 2/.5=10GiB , AJAK/\A 5GIB , XEAF
£ PVC IERAIERBIA/N volume show SN ERSLUTRAIZEMAIER :

Vserver Volume tat Size Available Used%

online RW 18GB

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB

2 entries were displayed.

LRI RENMAE R EEA R TridenttHIZEE_EXFRREIE L, WFEARZFRIENS, ERIARREENAN,
LUEME B ER, FIa0. EAKEMAHI2GIB PVC “snapshotReserve=50' 2 S &R 1GBH A B
8l B30, BFEX/NAER 3GIB rTANBEFE— 6 GiB % L2t 3GiB A 5=,

IR E RS
UTRAIERTRAZSHEHRBANBRANENESEE, XBEXEHRNRESETT .

@ WRTEFRA Trident B9 NetApp ONTAP 1§ Amazon FSx , Zi LIF 5% DNS &%F, W+
2 P thit,

ONTAP NASZZF R

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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ONTAP NAS FlexGroup:Rfjl

version: 1

storageDriverName:

ontap—-nas-flexgroup

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

MetroCluster; 5|

TR UM ERETERE. MR EYIRMYILEFERERENX "SVMERIFITE"

BT[], 1BERIEESVYM managementLIF FHEB& dataLIF ] svm parametersffli0:

version: 1

storageDriverName:

managementLIF: 192.

username: vsadmin

password: password

SMB& 5

version: 1

ontap-nas
168.1.66

backendName: ExampleBackend

storageDriverName:

ontap-nas

managementLIF: 10.0.0.1

nasType: smb

securityStyle: ntfs

unixPermissions:
datalLIF: 10.0.0.2
svm: svm nfs

username: vsadmin

password: password

mn
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EFIEBR S (D INIERG

XE— " REEHIEE R, clientCertificate, clientPrivateKey, #I
trustedCACertificate (MRFEABECA. MANHEFIET backend. json MAHIRAEFIHIER.
T RZRAF S CAIEERIbase644mi3{E,

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BE)S SRR

LRI BU TSR TridentE oSS L LR B IRIEMERSH K, X3 FH ontap-nas-
flexgroup WEiEFEMERER “ontap-nas-economyo

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4
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IPv6ithiE Rl

WRFIERT managementLIF fERIPvEiiL,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

Amazon FSx for ONTAP{EFESMB% 5l

o smbShare EFASMB&HIFSx for ONTAPEE S,

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix
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fEFAnameTemplatefY/SiHEZ & =15

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults: {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.R
equestName} } "
by
"labels": {"cluster": "ClusterA", "PVC":
"{{.volume.Namespace}} {{.volume.RequestName}}"}

REH ISR 51

ZETEHETHRFIRHREXXHH. NFABEFENSE TIRERIAME. B30 spacerReserve .
spaceAllocation Hfalse. # encryption Hfalse, REINMEFEMEIED FFHITE N

Trident=7E"Comments"FEEHPIG BRCEin®. FRE1EFlexVol forgFlexGroup ontap-nas-flexgroup fort
I®E ontap-nas. FCER. Trident=FEMNM LN BEREEHIEIEFES. N T HERI. FHEEERTLUIR
NSRS EIMHFAETE X IR,

EXLERGIR, BLEFEMESBITIEE spaceReserve, spaceAllocation, # encryption {B. ML
MEBEIINME
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ONTAP NASfl

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: 'false'
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: '75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0755"
- labels:
department: legal
creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755"
- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"



ONTAP NAS FlexGroup:Rfjl

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NASZZF MR

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

B EiHSTE| StorageClasses

LU R StorageClassEXIEE M [FE /S0, A parameters.selector FEEH. & StorageClass#l
2FEHTATRESNEDNL, SBEEERIERENE N AHE.

* o protection-gold StorageClassiFMRFEIPRIE—NFIE Z PN EIMAH ontap-nas-flexgroup fg
i, XM B —IRMHBRERIPAIA,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* . protection-not-gold StorageClassMEtEIFRHYE = NFIFEMEMEA ontap-nas-flexgroup
[Gif. XLt B —IRHEETRIAIMRIPEIIRIM,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysqgldb StorageClassiGBRETE PRI AP EIAM ontap-nas fGif. XEAmysqldoZEEAIR A
FEFRHEE DA E R —t,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* o, protection-silver-creditpoints-20k StorageClassi&RgtE|FAYE =B ontap-nas-
flexgroup Gk, XEMW—IERHIEERIFF20000MME A =AM,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* o creditpoints-5k StorageClassiFRTEIPRIE =P EAM ontap-nas FHIFIHME Z N EIAA
ontap-nas-economy [Gif. XEM——{EH=E/I500089:t™~ Mo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

TridentfEREEZM N EIN. HHRRBREFEENK,

F# dataLIF YIMRECEG

TR UTEARECE R ECRBUELIF. HERBITU TS, NG IHJSONS R EHAVEIELIF,

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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@ EE%PVCE%EU—/l\EJZ%’l\Pod\ MABRAFFENNPod. ARKEMER. FHEBIELIFAEE
o

iEFF NetApp ONTAP A9 Amazon FSX

$%Trident5Amazon FSx for NetApp ONTAP4: &£

"TEFHTF NetApp ONTAP BY Amazon FSX" @—MZEEEMNAWSHRSS . RIERF Bl
1IZ1THNetApp ONTAP FEIRERARIRHEIZIFHXH RS, EBHERTFTONTAP BYFSX.

BB UF) RIS SEHINetAppIhAE. HREFIEIRTHAE. FIRFIBEAWS EZMEEUERIE @
M. REM. ZeMMEY EM, FSX for ONTAP X1FHONTAP X4+ R A HEEFM EIEAPI,

f&a LU Amazon FSx for NetApp ONTAPX £ 4 5 Tridenti#1TEERL. LAI{RIEAmazon Elic Kubelnetes
Service (EKS)FiIZE{THIKubelnetesSE &35 7] LUEC B ONTAPZ FHRFN SRk A M &

X RSEZE Amazon FSX RNEBEHIR, LMTREREEER ONTAP &8, £ SVM A, A LgIB—
Z2N0E, REERFXAMXAREFEEXFRGFRBIERS. EEIEMAT NetApp ONTAP B Amazon FSX
, Data ONTAP R{EAN TR EX R SR M. MBI RGEETTA * NetApp ONTAP *

BT R Trident’5Amazon FSx for NetApp ONTAPE & A, &R LU{R7EAmazon Elic Kubelnetes Service
(EKS)HiE1THIKubelnetes £ 85 1] LU EC B ONTAPSZ AR FI Xk A M Es

R

BT "TridentZ3K", EIEFSx for ONTAPS Trident&ERY,, TIAEE:

* B%3%E kubectl BIIHE Amazon EKS &2#sk B EIE Kubernetes &%,

s AT MEBM TET 2iA1aA9I B Amazon FSx for NetApp ONTAPX {4 &4 #1Storage Virtual Machine
(SVM),

* EETENITET R "NFSEISCSI",

@ HaRIZEAmazon LinuxFUbuntufr BT s ER B FHITIRIE "Amazon Machine BR&" (
AMIS ) , EABURTFEAY EKS AMI 258,

EEE
* SMB%:
° SMBEXZ#FM ontap-nas XRIREHIERE
° Trident EKSINEHINAZFSMB%.
° Triden¥ZFFHEFH EIWindows TI /R _EIETTHIPodMISMBE. BXIFMER. BB "EEREESMBE"

* ETrident 24.02Z BIRIARZAH . TridentZTo/ZMIFRTE E /B B Boh&{9EIAmazon FSXX 4 A% LEIENE. E
fETrident 24.02 E ki AHBA LE L)@, JETEAWS FSx for ONTAPHIEIRACE X4 HI5E
fsxFilesystemID. AWS. apikey AWS ‘apiRegion HMAWS ‘secretKeyo

@ MNRERNTridentiEEIAMAE, MAIAEBEATridentBBISE apiRegion. “apiKey'#
‘secretKey' FE&, BXIFMESR, 1BBIR "EHTONTAP BIFSXERE LI R A"
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BHIGIE
Tridentie MM B IR

s EFEIEGRN): BERTSMEMEEAWSHIZEIRESEFR, EoLERXGRAAZNER. e UER
fsxadmin vsadmin ASVMECERAF,

TridentiZ IASVMAF 51517, BEUEGHERAENEMIZTHIAR &1I51T vsadnin

o Amazon FSx for NetApp ONTAPBYE fsxadmin FHF REEARMMERONTAP “admin®

EBEAP, mIBNESTridentEEFER “vsadmine

* BEFEF: TridentiiEASVM_ERERIERSFSXX RS LRISVM#HITIES.
BEXBRSMIIEFAESR. BEHERTENREIZF RIS NINIE:

* "ONTAP NAS B {558 3E"
* "ONTAP SANS {4 58"

THREZER

* "Amazon FSX for NetApp ONTAP 34"
* "BXiEATF NetApp ONTAP B9 Amazon FSX FIEE X ="

RIIAME B FIAWSHZ

B LUEI ENAWS IAMA B#1TE M INIE(MA R EENAWSEHE)RED
EKubbernetes Pod LiH R AWSE R,

()  BERAWS AVABEFTIHIE. EUFEREKSHIEKubenetes R,

BIZAWSHI R EIZRE R

UTFREECIZE—DAWSH IR EIE2E . AT ZEETrident CSIFEHE:

aws secretsmanager create-secret --name trident-secret --description "Trident CSI
credentials" --secret-string "{"user":"vsadmin", "password":"<svmpassword>"}"
BIEIAMERES

TR ERAWSE 1T R EEIZIAMERES:

aws lam create-policy --policy-name AmazonFSxNCSIDriverPolicy --policy-document
file://policy.json --description "This policy grants access to Trident CSI to
FSxN and Secret manager"

HRBEJSONSI {4
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file://policy.json

policy.json:

{

"Statement": [
{
"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"
I
"Effect": "Allow",
"Resource": "*x"
by
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws-account-

id>:secret:<aws-secret-manager-name>"
}

1,
"Version": "2012-10-17"

ARSI BB RFIAME &
AT RAPEEEKSH ARSI CIZIAMA R

eksctl create iamserviceaccount --name trident-controller --namespace trident
-—cluster <my-cluster> --role-name <AmazonEKS FSxN CSI DriverRole> --role-only

-—attach-policy-arn arn:aws:iam::aws:policy/service-
role/AmazonFSxNCSIDriverPolicy --approve

Z%E Astra Trident

Asta=iRTZ &= 1% T Kubelnetes & FBFNetApp ONTAP7ZfiERIAmazon FSxEIE, fEFF
EARMEERREBE T TNAERIHE,

BRI LUER LT A2 —% % Astra Trident:
* Efe

* EKSFH$nI
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If you want to make use of the snapshot functionality, install the CSI
snapshot controller add-on. Refer to
https://docs.aws.amazon.com/eks/latest/userguide/csi-snapshot-
controller.html.

iBidHelm%ZZAsta Trident
1. T#iAsta TridentL&E12FH

Astra TridentZ X ZFEEEE B%Trident?a?%f’ﬁﬁ*ﬂ FAstra TridentFr ERIFIEAS. MGitHub EAJ"Assets"
R4 T HFH IR Astra TridentZ 212 MR HT AR ZRo

wget https://github.com/NetApp/trident/releases/download/v24.10.0/trident-
installer-24.10.0.tar.gz

tar -xf trident-installer-24.10.0.tar.gz

cd trident-installer

2. FERUTHEEERE RIREER I B0 REE:
export CP="AWS"
export CI="'eks.amazonaws.com/role-arn:

arn:aws:iam::<accountID>:role/<AmazonEKS FSxN CSI DriverRole>"'"

MU TR ZEAsta TridentFH BIFEIRE cloud-provider A “$CP. # cloud-identity $CI:

helm install trident trident-operator-100.2410.0.tgz --set
cloudProvider=$CP --set cloudIdentity=$CI --namespace trident

EAILUER "helm list s @ BB RFWFMEL. BINBTR. SRZE. BR RS, MARFERAEMIEITHR

"50

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14 14:31:22.463122
+0300 IDT deployed trident-operator-100.2410.0 24.10.0

BT EKSHhfE &= Astra Trident

AER i_l_AWSLlIE\ B 5Amazon EKSEEEfEA, BEEKSINEI. &n] LUIGEfIRAmazon EKSERETE
RE. FHRLZE, REMNEMINEAEN IS,
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BItRR 1t
EECEIERFAWS EKSHIAsta TriDentINEIM 7 8. iEHEHE U TR

* BEEMINITIRMAmazon EKSEEEEIK
* AWSIAWS Marketplace B E :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMIZEE!: Amazon Linux 2 (AL2_x86_64)3Amazon Linux 2 ARM (AL2_ARM_64)
* mREE: AMDZ{ARM
* IAE Amazon FSx for NetApp ONTAPXX {4 & 4;

B RiEFAFAWSH Asta Trident/NZ;10
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EKSEEE
LT REIs<$ AFLiEAsta Trdent EKSHNZIN :

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v24.6.1l-eksbuild
eksctl create addon --cluster clusterName --name netapp trident-operator

--version v24.6.1-eksbuild.l (B EBRZ)

@ ERRERIESEN cloudIdentity B, IBWEREFEREKSIME M ZETrident IIEE

‘cloudProvidero

BEITHIE
- THFAmazon EKSIEHIE&, MILA hitps:/console.aws.amazon.com/eks/home#/clusters,
2. TEMSMERTR, RHBEES
3. BEHEENEHEZENetApp Trident CSIMNEFINAIEEELHIZ R,
4. B#*Add-ones*, FAfGET*Get more add-ones*,
S. TE*SME MEW DI L, HITLUTIRME:
a. TEAWS Marketplace EKS-addonsZBsr . %EH* NetApp Trident by Astra*Ei%4E,
b. gFH*T—F*,
6. B IRENMMNIMEE TIE L, HITUTFRE:
a. EEREFER AR
b. %tF*Select IAM Role*, 1R }7*not set*,

c. BAPNEEEIGE", EBEMWMEEZR*, HRFEEE SR P HIconfigurationvalues*SEigE N
&7 E—deliERroole-arn (BTN . eks.amazonaws.com/role-arn:
arn:aws:iam::464262061435:role/AmazonEKS FSXN CSI DriverRole), SASRIEFHZR
fRRFAEEEBE. WeLIERAmazon EKSHINiG BB SMBMMBEI—PMHZMEE. SNRK
BRLED, HESHAIGEFTAR. MHRERRK. ErIUERERNEIRE SRR,
EIEFILRT Z /). IEffRAmazon EKSKIMAGREREFEEZEBTEENILE,

—_

@ ERRERIESEN cloudIdentity B, IBMEREFREKSIIEH N ZETridentBY3E

T ‘cloudProvidero

7. FFTFT—57,
8. ¥*Review and add*T1_k, #%#F*Cree*,

MBHLETHE. EREIELENMEIL,

AWSE1TRE
1. 83 add-on.json Xf&:
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https://console.aws.amazon.com/eks/home#/clusters

add-on.json

{

"clusterName": "<eks-cluster>",

"addonName": "netapp trident-operator",

"addonVersion": "v24.6.1-eksbuild.l",

"serviceAccountRoleArn": "arn:aws:iam::123456:role/astratrident-
role",

"configurationValues": "{"cloudIdentity":
"'eks.amazonaws.com/role-arn: arn:aws:iam::123456:role/astratrident-
role'",

"cloudProvider": "AWS"}"

@ EERERIESEN cloudIdentity B, EMREFERERSIMENZETrident FE1S
E "AWS AN “cloudProvidero

2. L3EAstra Trident EKSHIINER4E"

aws eks create-addon --cli-input-json file://add-on.Jjson

E#fAstra Trident EKSIE I
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file://add-on.json

EKSE&EE
* H2ZFSxN Trident CSINNEINAY HFIhRAS, BB my-cluster NEHEEZT,

eksctl get addon --name netapp trident-operator --cluster my-cluster
Nl e
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v24.6.1-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

* BUEmMEIE R E—F Rt P update TR EIBIRRAS,
eksctl update addon --name netapp trident-operator --version v24.6.1-
eksbuild.l --cluster my-cluster --force

NBEMFRT Z --force M. HBEMAmazon EKSHIINZE SEMIIEIZE AR, ME
#rAmazon EKSMT?JI]lx%’l—:QE)&, ,‘@l-ﬂlﬂl?tu FEIRHE. UBHERRPR, T8 Eltl:i?_EIDTZETJ\ 15
ifafRAmazon EKSHIIIAH A EERELEE EEEI’ME\ lﬁﬁ‘ﬁu%’“?&lﬂ:ﬁilﬁg o BXILIEEN
HmAMBNFAEE, FE0 "?Eﬁ:" £ *Amazon EKS KubenetesFE&E fiﬂ’]ﬁ*ﬁﬁnu, =l
"KubbernetesItiHEIE",

BIEEH S

1. ¥TFFAmazon EKSIZTHI& https://console.aws.amazon.com/eks/homett/clusterso
2. EEMSMERS, REEES
3. BHEFHAINetApp Trident CSINNEITHIELEERIE FFo
4. BH*Add-ones*ETE,
5. Bad*Asta Trident by NetApp (AstaZmig), JAfGEH*Edit(ZRiE*).
6. 7£*Configure Astra Trident by Astr* NetAppBi_E, T TiRE:
a. ERBEANhRE".
b. (RIi%)&E R IR FIAR & IR B HIRIER B#H 1T,
C. Bl REEN *o
AWSE2ATHE
LA EERTEKS INE TN -
aws eks update-addon --cluster-name my-cluster netapp trident-operator vpc-cni
-—addon-version v24.6.1-eksbuild.l \

--service-account-role-arn arn:aws:iam::111122223333:role/role-name
--configuration-values '{}' --resolve-conflicts --preserve
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ENZ/MIFsAsta Trident EKSHNZIR
o] L@ A 75 T BRAmazon EKSHEANIR :

* (REB SR _EAIMIINARM— IRV IFRAmazon EKSIHEIIREMEE, . BEEEEAmazon EKSTE
BHIEER. HEEBoENFBEHAmazon EKSHIMNTL, EBE. ERRBER LRIMNNEM. LI
AIEMINAGFR N B EERE. MAZEAmazon EKSHIMAN, @ IbiEm. tHMAHRZHIEN. R
Ben LB --preserve W LARE LM NI,

* NEREE P2 BIBRMENAR AT VRN ENERE P E KB T LM INEEZIRES . 7 MEEBFPHIER
IEMIINER S MEBSHMIFR --preserve LRI delete LUMIBRIEANELI,

() MBUMATESXBEIAMIKS ., WREBIRLLIAMIKE

EKSE 8

T e £ 3G ENE Asta Trident EKSHIZIN :
eksctl delete addon --cluster K8s-arm --name netapp trident-operator
BIEIEH G

1. ¥THAmazon EKSIEHI &, MiEA hitps://console.aws.amazon.com/eks/home#/clusters,
2. TEMSHMERTR, RHBEES

3. BHEEMBFRAINetApp Trident CSINNETMHIERERIZ FF,

4. eaf*Add-ons* £, FASEE*Astra Trident by NetAppo *

S. B~ kR * .
6. 7£*Remove NetApp_trdent-operator confg 2*XHEER, HITIUATIRME:

a. JNREHFELAmazon EKSIEIEERILIINAMHENRE. BHEFREEE NREBEEHLEREW
mERfE. UEERUBITEEMINRGFRFIEIRE. BHITIEMF.

b. %5 N\*NetApp_trdent-operator,
c. B~ bR~

AWSE 2 1THRE
IEEAEBNZMHEITER ny-cluster . RAEBITUTHS,

aws eks delete-addon --cluster-name my-cluster --addon-name netapp trident-
operator —--preserve

foEFiEfEin
ONTAP SANFINASIREHIZFE &K,

TR LUEREEEAWSHIZ EESEFRISVMETR(A A SMEE) IR AT REIFTR:
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https://console.aws.amazon.com/eks/home#/clusters

YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-nas
spec:

version: 1

storageDriverName: ontap-nas

backendName: tbc-ontap-nas

svm: svm-name

aws:

fsxFilesystemID: fS—-XXXXXXXXXX
credentials:

name: "arn:aws: secretsmanager: us-west-2:xXXXXXXxXX:secret:secret-

name"

type: awsarn

JSON
{
"apiVersion": "trident.netapp.io/v1",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
by
"spec": |
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fsS-XXXXXXXXXX"
by
"managementLIF": null,
"credentials": {
"name": "arn:aws:secretsmanager:us-west-2:xXXXXXXXX:secret
name",
"type": "awsarn"

BXUERRNVER. HFERUTE:

:secret-
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* "/ ONTAP NAS IREhiZFE & Gin"
* & ONTAP SAN 2 EEiE"

FSx for ONTAPIRGIFEFIE A= &

& /] LUE A LU FIRBHAZF 3 Trident 5 Amazon FSx for NetApp ONTAPEERK :

* ontap-san: ECBERSMPVELZEHEBSAmazon FSx for NetApp ONTAPEHR—PLUN, EiVATFIRE
fifo

* ontap-nas. FENEINPVEIE— 1N TEAIAmazon FSx for NetApp ONTAP®E, iV FNFSFISMB,

* ontap-san-economi : /3 NetApp ONTAP BECERNE 1 PV #Z— 1 LUN , &> Amazon FSX A&
BCERI LUN 22,

* ontap-nas-economy. . EEEHNE PV #E—1 qtree , 3T NetApp ONTAP %, &> Amazon FSx
89 gtree HER T ECER.

* ontap-nas-flexgroup : BRENE PV #2iEH T NetApp ONTAP FlexGroup HHIFEE Amazon FSX

BEXEopEFIFMER. BEW "NASIKEIER" 1 "SANIKEhFZE",

THECE

FRZAEIEREIEAWS FSx for ONTAP

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
managementLIF:
credentials:
name: "arn:aws:secretsmanager:us-west-2:xxxXxXxXxXxXX:secret:secret-
name"

type: awsarn
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EoE SMB&RITEAESS

{#H nasType, node-stage-secret-name, 0 node-stage-secret-namespace. GV

TESMBEFHIRHFAEAYActive Directory£HE, SMBEXIFHEHH ontap-nas XRIREHTIERE,

apiVersion: storage.k8s.io/vl
kind:

metadata:

StorageClass
name: nas-smb-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"

trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
[EimmkEL &G
BXEHEEIRD, BESI TR
= Description el
vehRZx 48287 1
storageDriverName FFEIRTHFE R Y 2 FR ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san,
ontap-san-economy
backendName BE X B EiE Tl IXCHIERFRBFR + "_" + dataLIF
nfE A H B SVMEIELIFRIP#IAERTAFE "10.0.0.1 ", "2001 : 1234 :
EreEREE R (FQDN), il abcd @ @ @ fefe]"

RTrident2ERIPVOITEZZER.
Ma] LG B AERIPveittit, 1Pv6

IR ESEX . Bl

. [28e8: d9fb: a825: b7bf: 69a8

. d02f: 9e7b: 3555], WREFEL
T aws “igft
‘fsxFilesystemID. MTCHIR

. managementLIF®
HTridentZMAWSKEZRSVM

‘managementLIF {58, Etk.
R sv F RN AR BIEE (
flgivsadmin) « HEZBFRHBRE

Bt “vsadmin B,
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dataLlIF

autosExportPolicy

autosExportCIDR

e

B P IHIEH

clientPrivateKey

trustedCACertifate

BAR&

sVM

sTRIERISR
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Description 45

X LIF B9 IP 33k, * ONTAP NAS
IXohFER*: BBINIEEdataLIF, WN%R
TIRMHIESE. N TridentiE MSVM
IREVEIELUN, ERILUEE A
FNFSEFIREN T2 REE
#A(FQDN). Mima] LB EIR
DNS. DUEEZNMEIELIFZ[852H]
ETE, AILUEIRISERE
X EBIF . * ONTAP SANIREHFE
F*: AAISCSHEE. Trident{H
FAONTAPIERZRMELUNBR TS & I 32
I ZRRSIEFIERISCI LI, 3R
BEMAE X T dataLIF, NMISERE
&£, MRTrident2ERIPVOITER
£E89. WA LUK EAFERIPv6ith
ik, IPVEHIIEAT H1ES TE XA
40 [28e8: d9fb: a825: b7bf

. 69a8: d02f: 9e7b: 3555],

BEEMEIENEHSHER[F/R false
{&], fEF "autoExportPolicy ]
“autoExportCIDRs &I, Tridentr]

M BohEES H R,

FAFf53%EKubeNet T SIPRICIDREI  "["0.0.0.0/0 ", ":

FR(BHK), “autoExportPolicy f&#
F autoExportPolicy 1
‘autoExportCIDRs &I, Tridentd]
L BohEES H R,

BENVATEN—HES JSON B
RIARE

ZPiRIE B Baseb4 4RiaE. A "
FEFEBNS R

EFinE AZ$AR Base64 Jgig

B, AFETFIEPMEHIE

Z{SE CAEHHY Base64 4Ri{E,
Bk, BATFETFIEPHNEHIIE,

AT EERI SR NSVMBIA P R,
BTFETRENSHEIE.

M. vsadmine

AT EERIER N SVMIVERS, A
TFETRENS DRI,

EfFFHAY Storage Virtual Machine  SN1RIEESVMEIELIFNIKAE,

£ SVM RECEHERERRRIZ, trident
BIBETEENR. BEMILSER.
BEELIB— B EIR.

0"



limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

nasType

gtreesPerFlexvol

smbShare

Description

“JE /38 EAmazon FSx for NetApp
ONTAP, *fZftRI#0 'vsadmin' A&
BEATident TR SFERBERHF
;éﬁi#.ﬁl‘ﬁ%‘]ﬁﬁ%ﬂ’ﬂ “fsxadmin 1%

IRBFBRBERNEL LB, NE
BRI, It EZREIE Mgtree
FLUN AR EIERI BRI R A KN

gtreesPerFlexvol EMATFEHE

X MFlexVol B Kqtree#l,

B FlexVol BYEx KLUNEUAZIIE
50, 2005EEMA, {XPRSAN,

W PEHERRIN EEAIIERINS. 5
. {"api": false. "method "

. true} RfEMA
debugTraceFlags BRIEMGIETE
TR HEE AN B T

fi#o
NFSEHETRIE S HFR5IR. &

Ha2EFEERP IKubnetes-7k A M

SIEEEHIED. BNREEESE
RIS EHET. W TridentiE[E]
RENEREMEEIRICE X HFPIEE
BERED, WMREEMEEREE
XARRIEEERIET. NTrident
NRTEXRBKAIKA LS LIREEM
FEEEHRI,
BEENFSISMBESIE, EIMEHE
nfs, smb H/AT, *UMKEN
‘smb XWFSMBE, *WNRIEEN
=. MEIAANFSE,

8 FlexVol BIEK qtree £, &7

£50, 300 SEENRN

BRI LIsE L Tz —: 1&F
FMicrosoftE Iz H| & 3 ONTAPHS
SITREANEMNSMBHEEZAZ TR,
HE AW TridentBIEESMBHEZH

o XFFAmazon FSx for ONTAP/S

i, HSHR LT

Nl

BER.

" (BRINER TSR SErE)

“100”

z3
o

nfs

"200"

smb-share
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S Description A5

useREST FF{EHE ONTAP REST APl B9%5/R false
S, HARTRN
useREST MU ARG A IR,
BIAT AN E, mARTFES
Iﬂfﬁﬁko ﬂﬂ%l&%ﬁ true,
M Tridenti&{EEFONTAP REST API
5RE#HTEE, INEEERF
FIONTAP 9. 11 ANREShRZA, It
4h. EANONTAPERABNAE
#3518 ontap MR, FiENXEY
MAETLUKEX— vsadmin B3R

cluster-admino

aws f&BI LITEAWS FSx for ONTAPHYFL
BEXHHIEEUTHE:
- fsxFilesystemID: }EFEAWS
FSxX &R 411D,
- apiRegion: AWS APIXi%#& "
o "
- apikey: AWS APIZ$H, "
- secretKey:. AWSHIZEZHH,

credentials B BEFMEITAWSH IR EIRsSH
BIFSx SVMELE,
- name: ZEHBIAmazonZFEZ
FR(ARN). HAAE&SVMEIER.
- type: I®EN awsarno
BB "CIEAWSHIZ EIR28 21"
BEXEHAEE ...

BT EEENEIRECE LM
1SR ATE P A X ERTUTHIBUAERE defaults BB D, BXTH, BFESRUTEESRG.

BN Description Default
spaceAllocation LUN BY=S 8] 93 B true
sTUE T =EIFMER; "L (BE) " X

5" ()
sSnapshot KB E(FHFBY Snapshot HKEE T
gosPolicy ENOIEMEDER QoS HrEH, "

EFENMEEN SRR qosPolicy
g{adaptiveQosPolicyzZz—, §QoS
RERLA S TridentE S ERFEME
FIONTAP ™8 B s hivds, N fE
FIIEEZQoSHERLH. HHARILER
BEANFNNBTFEIHDE, &
ZQoSHREASKFIE LIERHEN
BEMS L LR,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html

adaptiveQosPolicy

sSnapshot Tl

splitOnClone
mzE

luksEncryption

DERBE

unixPermissions

securityStyle

HEREESMBS

Description

Default

ENBIEMNEDERIEN QoS & "
B&LH, EEFFNEENEER
#IqosPolicydfadaptiveQosPolicyZ
—, % ontap-nas-economy.

HNREIMENEB LA "0"

FH snapshotPolicy 7 none,
else"

B ER, MERXRIFDE7RME false

% LB EANetAppEINZE(NVE)  false

5 BIAA falseo, B ERILLIEDN,
AT EEBE FIR18 NVE BOFRIHE

% NVE . WIRERIHEHETNAE.

MIETridentPELENEAEE KB

HENAE, EXFAEE, B2

. "Tridentd1fAISNVEFINAEERR & 16

F"

BRLUKSINZ, &0 #FHLInux ™
Fi—Z5AISE (LUKS)" s XPESAN,

EfEARIERES none

snapshot-only I&@FFONTAP
9.5 SVM-DRZHTHVECE

MBHBR, HFSMBERZN "

oo
To

HENZLER, NFSHF mixed NFSERIAMEN unix. SMBERIAEN
*D unix ﬁé*ﬁfﬁo SMBi*% ntfso

mixed Ml ntfs ZLIER,

Eo] IFBAECESMB% ontap-nas REiEF. FeEl ONTAP SANFINASIRGIIZF SR ST T T &,

Fraz Al

FEEFEAEESMBE ontap-nas RahiERFE. MHATUHE LTS

* —PKubernetes&Et. HEHEE5—

PMLinuxizTHI2E T = AR ZE/D—1NE1TWindows Server 201989Windows T
ER &S, TridentNZ3HEEH EIWindows T &= _HIiE{THIPodHISMB%,

* E/b—/ 8 &Active DirectoryEEM TridentZ i, £ ZEH smbcreds:

kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'

* BRE AWindowsPRSZHICSIKIE, ALE csi-proxy. EEM "GitHub: CSIEIE" 8 "GitHub: &
FWindowsHICSIHLIE" & BFEWindows_EiE{THIKubernetes™s &

p

1. plESMBH =, ERILUERU TSN Z—EIESMBEEH

Z "Microsoft §IBiTH| 8" HEXHKERSE
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
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TCEEEFAONTAP e 21T HE. EFEAONTAP srL1TREIESMBHEE. BEHITUTIRIE:
a. AERE, AHECIBERRZEM.

o vserver cifs share create B3 R7EOIEHLZHAE ﬁ’ﬁ-pathiﬁlﬁiqﬂaﬁmﬂg@o WRIETE R
BAREFEE, W RRK.

b. BliZ54EESVMXEXHISMBH = :

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

c WIREELIBHEE:
vserver cifs share show -share-name share name

() #Bm bl sV #E TREEIMER.

ol

2. | EmE. HAECE UL TRBUIEESMBE, BXIERATONTAP GiRFAIEFSXECEIET. 1EEN EH
FONTAP BIFSXBL & ZEIAN =< F1"

S Description el

smbShare o LIIEEL &Iz —: f# smb-share
FMicrosoft & IB4TH| & 3t ONTAP
mRITHRECENSMBREENR
FR. & ARiFTridentt)ESMBHE
&R, *FFAmazon FSx for
ONTAP/GIf. IthBEHEHER.

nasType AITIEE S smb  IIRAT. WEL smb
iA?\j \DfSo
securityStyle MENZ2E . BILEN ntfs & mixed X FSMB%E
ntfs I mixed A FSMB%5,
unixPermissions HEMNER, XFSMBE. H4AmE "
To
BB FERFPVC

AoEKubnetes StorageClassRHEIZFMEE. ISR TridenttNAIflES. BIE—1FEA
B EC & Kubernetes StorageClass3igK X PVEIIARIF KA S (PV)FKA S 73X
I(PVC). . ERILUEPVIEH EIPOD,

BIEFES,
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https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
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https://docs.netapp.com/zh-cn/trident/trident-use/trident-fsx-examples.html
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fic ZKubnetes StorageClass¥i &

https://kubernetes.io/docs/concepts/storage/storage-classes/ ["Kubnetes

StorageClassXR" ¥ TridenttNR BT IZLNEERER. IERTridentiNAIELES. fl0:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"

BXREFEENASHMEHZE LTSI TridenttNfAEL B &S E PersistentVolumeClaim, I8
Dl"Kubernetes #1 Trident }&",

Bl
p

1. X@— M Kubbernetes3R. FELLiEFEA kubectl MEKubernetesHEliE,
kubectl create -f storage-class-ontapnas.yaml

2. I7x, KubernetesFTrident &N B —N*BASIC —Csi*7Zfi&3E, HHTrident B A WS,

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h
tlEZPVHIPVC

& "PersigentVolume" (PV)2HEEEE R EKubbernetesE 8 LRt BYIEBEFE AR, o
"PersigentVolumeClaim" (PVC)@X 8% L RIK A ERIAIR)IEK,

A LUEPVCERE MIEKRIFEAR/NTEME S G IER. @i ERXEXAIStorageClass, EEEIEG 7] LUIEHIARRET
FEE RN IBRRT (BN BES AR S %K 5).

SIEPVHIPVC/A. R LIREEEEHEIPodH,

191


../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes
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AN

PerfsentVolume R {§li5 &

L RBIBERERT SStorageClass XBXHI10giFIE APV basic-csio

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: basic-csi
capacity:
storage: 10Gi
accessModes:
- ReadWriteMany
hostPath:
path: "/my/host/path"
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PersentVolumeClaim:R{5i&E %

XERAIRRT BARPVCERE LT,

PVC. WHixENZR
LRBIERT — 1 EBEwxiERIERNEZRPVC, ZPVC5® B StorageClasskBX basic-csio

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

KENVMe/TCPHIPVC

RHIERT —1N58RIRStorageClass X EXBY A5 BN RBINVMe/TCPHIEASPVC protection-
goldo

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold

BIZEPVAIPVC

$HIE
1. 8PV,

kubectl create -f pv.yaml
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2. BIFPVIRE,

kubectl get pv

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS
STORAGECLASS REASON AGE
pv-storage 4Gi RWO Retain Available
Ts

3. Bl PVC,

kubectl create -f pvc.yaml

4 g_l -LJ-.E PVC’ikn_.\o

kubectl get pvc
NAME STATUS VOLUME

pvc-storage Bound pv-name 2Gi RWO

BREFEEZNASHMESHZE LUTHEITridenttNEIBEE SRIFMER
"Kubernetes #0 Trident %",

TridentE %

XLESHORTE 7 R ERAWLE Trident BENFEMREELSL EXEMNS,

B4 Type El RLE IER
TR string HDD , B&, Pool @& IbEE I5EEMNFREE
SSD TR, BER
NRE
Ao ERE string rafe, B Pool SZ#FILERE eEMECE 5%

7%
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CLAIM

CAPACITY ACCESS MODES STORAGECLASS AGE

5m

PersistentVolumeClaim. &%

S

ontap-nas ,
ontap-nas-
economy. ontap-
nas-flexgroup ,
ontap-san ,
solidfire-san

Thick: All
ONTAP ; Thin
. AllONTAP &
solidfire-san


../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html

B Type

FimERy string
snapshots h
wfE il
mE it
IOPS R

' ONTAP Select AR HF

BERGIN AR
EpBRBINAEERF.

T
1. ¥ EHEHFIPodH,

(=]

ontap-nas

« ontap-nas-
economy. ontap-
nas-flexgroup

« ontap-san

.« solidfire-san

. GCP-CVS

« azure-netapp-
files. ontap-san-

economy.

true false

true false

true false

kubectl create -f pv-pod.yaml

= BN
METFUEER  feERiR

Rl

Pool X#FEEIR BRTRENE
REE

Pool X#52fEE BAT RENS

MXFMEE  ERRNENE

3§
FRBIKENIZR

ontap-nas ,
ontap-san ,
solidfire-san ,
gcp-cvs

ontap-nas ,
ontap-san ,
solidfire-san ,
gcp-cvs

ontap-nas ,
ontap-nas-
economy-.
ontap-nas-
flexgroups ,
ontap-san

Pool BEIZIRIELL HIRIEXLE IOPS solidfire-san

SEEIRAY IOPS

UTFREIETRTRPVCEZEIPODNEREKE . EAEE:
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kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: pv-storage

(D Eo] DUE A S #HE kubectl get pod —--watcho

2. BirEREREEHE L /my/mount /pathe

kubectl exec -it task-pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G % /my/mount/path

1. e EEILUMERPod, Pod AR ABEFE. BERRE,

kubectl delete pod task-pv-pod

TEKSEEf A& Astra Trident EKSHNEIN

Asta=imZfi#&E 1% 7 KubelnetesiE A FNetApp ONTAPTEfEAYAmMazon FSxEIE, FFH
RAARMNEEREBREFTTYNREEFHE, AR 28 TAWSKEIE. f15Amazon EKSEE
BfER, BIEKSIEI. & LIELH{RAmazon EKSERLZLIAE. HE/DRE, &
EMEMINEMPFAENIEE,
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b=t

FEEIEAFAWS EKSHIAsta TriDentiNEHIN 7 8. iFHRHE AT RE:

« BEMNITIRIAAmMazon EKSEEEHK
* AWSFTAWS Marketplace B[R :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMIZEE!: Amazon Linux 2 (AL2_x86_64)3{Amazon Linux 2 ARM (AL2_ARM_64)
* HREE: AMDZARM
* IAHAmazon FSx for NetApp ONTAPX {4 & 4;

p

1. 7£EKS Kubernetes& &% E. SAE*MI NI IENF,

tri‘enV'ekS | c I | Delete cluster ] | Upgrade version |
(@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more Upgrade now

information, see the pricing page [7.

¥ Cluster info o

Status Kubernetes version  Info Suppart period Provider

@) Active 130 (@ Standard support until July 28, 2025 EKS

Overview Comput: N ing Add-ans o Access Observability Upgrade insights Update history Tags

(i) New versions are available for 3 add-ons. *
Add-ons (3) e View details Edit Remove

I Q. Find add-on | | Any category ¥ | | Anystatus ¥ | 3matches &

2. BE|*AWS MarketplaceMiiNIn* % _storage 25l

197



AWS Marketplace add-ons (1)

Discover, subscribe to and configure EKS add-ons to enhance your EKS dustors

| Q. Find add-on

Filtering options

Any category ¥ I MNetApp, Inc. ¥ Any pricing model ¥ Clear filters

MetApp, Inc. X < 3 2

MNetApp NetApp Trident
Netapp Trident streamlines Amazon F5x for NetApp ONTAP storage management in Kubernetes to let
your developers and administrators focus on application deployment. FSx for ONTAP flexibility,
scalabifity, and integration capabilities make it the ideal choice for organizations secking efficient
conthinerized storage workflows. Product details [

Standard Contract

Category Listed by Supported versions  Pricing starting at

storage Netapp, Inc. [3 1.30,1.29, 1.28, View pricing
1.27, 1.26, 1.25, details [1
1.24,1.2%

cnca [N

3. #F*Astra*HiEFNetApp Trident TridentiBH IS IEIE,
4. SEFRFRERIMIINERFRR S,
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MNetApp Trident Remove add-on

Listed by Category Status
I NetApp storage (Z) Ready to install
You're subscribed to this software View subscription X

You can view the terms and pricing details for this product or choose
another offer if ane is available.

Version

Select the version for this add-on,

l v24.6.1-eksbuild, v |

Select 1AM role
Select an |AM role to use with this add-on. To create a new custom role, follow the instructions in the Amazon EKS User Guide [,

[ /) [c]

¥ Optional configuration settings

Cancel Previous -

5. EIREMT S RBIIAMA BIEIR,
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6.

200

Review and add

Step 1: Select add-ons Edit

Selected add-ons (1)

Q} Find odd-on 1
Add-on name Iy Type v Status
netapp_trident-operator storage & Ready to install
Step 2: Configure selected add-ons settings Edit

Selected add-ons version (1)

Add-on name rs Version v 1AM role for service account (IRSA)

netapp_trident-operator v24.6.1-eksbuild.1 Mot set

Cancel Previous

| Create
(T RIBRERE CATARELE, WERE Next',

BIEMINERERN, FEEEE 29 Mconfigurationvalues* S & B N IETE_E—F HeIEMroe-arn (
BN : eks.amazonaws.com/role-arn:
arn:aws:iam::464262061435:role/AmazonEKS_FSXN CSI DriverRole), SASRIENMRMRRTSE
EEES. WA LMfEAAmazon EKSHINGEBZME MMM — P MEE, NREKRBALET. HE
5MBREFEAR. WIRIEREKK, Eo] UMERERIEIRE SR RPR, EEFATZE]. 15
fRAmazon EKSHINNAHREREFTEBITEENIRE,

@ ERRERIESEN cloudIdentity B, IBWEREFEREKSINENEZETrident FIEEE
"AWS A “cloudProvidero



Select 1AM role

Setoct an |AM role to use with this add-on. To create a new custom role, follow the Instructions in the Amazon EXKS User Guide u

Mot set v l [ |

¥ Optional configuration settings

Add-on configuration schema
Refer to the JSON schama Balow. The configuration values entered In the code editor will be validated against this schema.

"$id": "http:/fexomple. com/example. j50n”,
"4{schema”: “https://json-schema.org/draft/2819-89/schema”,
"default™: {},
"examples”; [
i

"cloudIdentity”:
}
]!‘
“properties”: {
"cloudIdentity”: {
“default”s "7,

"avemmel ac™s T i

Configuration values  info
Specity any additional JSON or YAML configurations that should be applied ta the add-an

iv {

2 "elovdIdentity”: "'eks.amazonaws.com/role-arn: arn:ows
riam: : 139763918815 role
/AmazonEKS_FSXN_CSI_DriverRole'",

3 “cloudProvider”: "AWS"

N

7OE IR
8. I MNBIAVRSZE 79_Active_.

Add-ons (1) info View details Edit Remove _

| Q. netappl X | ‘ Any category ¥ | | Anystatus ¥ | 1match < 1>
NNetapp  Astra Trident by NetApp o
Astra Trident streamlines Amazon FSx for NetApp ONTAP storage in to let your pers and focus on app ploy FSx for ONTAP
scalability, and grati P ies make it the ideal choice for organizations seeking efficient inerized storage Product detaits [
Category Status Version 1AM role for service account Listed by
storage @ Active v24.6.1-eksbuild.1 (IRSA) NetApp, Inc. [2
Not set

View subscription

ERBGITRARE/ENHAER B =IKEKSNEIN

FERGSITRELEAsta Trident EKS/INZIN :
TR len<$R3EAsta Trident EKSANELIN :

eksctl create addon --cluster K8s-arm --name netapp trident-operator --version
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v24.6.1l-eksbuild
eksctl create addon --cluster clusterName --name netapp trident-operator

--version v24.6.1-eksbuild.1l(fEREBIRZ)

@ FEEREESH cloudIdentity Y, BRAGREFEREKSIIENELETrident BEE

“cloudProvidero

ERBSITREEE Asta Trident EKSHIEIN :
LU T en S5 EE Asta Trident EKSHNZIM

eksctl delete addon --cluster K8s-arm —--name netapp trident-operator

£/ kubectl 8 EFH

BT EXTrident5SEZERAZENXR, EaSTIFTrdenttifl S5ZFEAFERE. U
K TridenttlAI MIZIZHERAEE S, TETridentid. T—F 2RI G,
TridentBackendConfig B BENXRIBFEENX (CRD). EAILIEEEIKubednetesH
HERBMEETrident /5. EAJUEAI I Kubornetes D AFMNGHLITRE LER
PATLEIRIE  xubectlo

TridentBackendConfig

TridentBackendConfig(tbc tbconfig. . tbackendconfig)@— 1 Hilm, EBRBMTEMNCRD, FE
A LUEAEETrident/5I% kubectl, IITE, KubbernetesF7Zf&EIE R A L EIEE I Kubbernetes CLIGIEME
Hieim, MEARETRANESITERAER(cridentctl)o

Bll## TridentBackendConfig W&, FRELUTIER:

* Trident2RBEIRMENACE Bt GiR. XERZFRST N TridentBackend (tbe, tridentbackend)
CR.

* TridentBackendConfig M—#EFIHTrident @B "TridentBackends

B TridentBackendConfig &5 TridentBackend fRIF—XW—MES, FIEENEFPRENAF &
BEHNELD; EEE Trident RALIFEHENRIAR.

@ TridentBackend CRSHTrident BEIBlE. & » AN * BHEN], MREFEHEIH. BEE
BT RKMITUIRIE " TridentBackendConfigo

BX TridentBackendConfig CR BIH&Z, 1BEEWLLTRAE:
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

EERILUEBFRIRA "Trident ZE2F" FRREHET S / IRSHRFIEEE R,

o spec RINVGEIHIHENEESH, FUROIP. FiRfER ontap-san FHEREIER. HERILAPIRHNEE
2. BXRAFEEENIZEFNEEETTIR. HSH FHERDEFNEREEREFEE"

sPec ZPIREIE credentials Ml deletionPolicy FE&, XLEEFERTE TridentBackendConfig CR H¥fT
1E:

* credentials . IWBEHANEFE, GSBETHEEERS / RSHTEHRIIMNEE, HZFEEERNAP
B389 Kubernetes Secret , EIEFBELAN AR FE, FAtsSHEIR.

* deeltionPolicy . WWFEEXMBEE TridentBackendConfig BANAERIER. BRI LUKAU TR
BEEZ—:

° delete . XFERMIFR TridentBackendConfig CR MKEk[GiR. XEEIAE.

° retain . MIFF TrdentBackendConfig CR &, BIRENXTEE, FI{EMA tridentctl HITEIE,
EMBRIRBRIRE N retain AFAFBEAEIRHIRE (21.04 ZF) HERBEIENGIR, €2
TridentBackendConfig f&, RIMAEHILFERMIE,

[GiRBAMREER sPec.backendName 8B, WRFKIEE, WEHENATEEEN
(D TridentBackendConfig MRAIZHI ( metadata.name ) . EiINfEA sPec.backendName
EXRERHB T,

EFARIEMNEIR tridentetl & BKXKELK "TridentBackendConfig ¥R, EAILLEL S
JBCR3ER “TridentBackendConfig R ERERILEGH kubectl, MILFEIETEMEEN
@BE%%&(?D spec.backendName. . spec.storagePrefix spec.storageDriverName"

F), TridentiEBEIEFEIENSEENERME TridentBackendConfige

LR
BB kubectl SIEIMER, NHAITUUTIRE:

1. Bl "Kubernetes #1", tZIAE S TridentS FEEE/ RS EISFREREIE,
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https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/

2. I TridentBackendConfig MR, HPBEFXFMHER / RSMFMAER, H3IHT L—FPelE

HYE Ao

tliERiRE, @ErILIEA kubectl get tbc <tbc-name> -n <trident @WRTIE > KMBERE, #

WEHEMIFAE R,

%1% 612 Kubernetes #1%%

tIE—MNE, EPEsRERNnNERE. XS MFEERS / FEaFSEN. UTR—1R6):

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:

name: backend-tbc-ontap-san-secret

type: Opaque
stringData:

username: cluster-admin

password: t@AxQ@7qg (>

TRLETENEFHTENNERLMESHNTFER:

FEF AR F IR SR
Azure NetApp Files

&AT GCP 1Y Cloud Volumes
Service

E&ATF GCP 89 Cloud Volumes

Service

Element ( NetApp HCI/SolidFire
)

ONTAP

ONTAP

ONTAP
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=
clientld

private_key _id

private_key

username

password

& IR REA

FER IR AR
N AR EMFMNE 5 ID
THZEHAWID, A CVS BIER

ATEY GCP ARS31KA B API &$A
B—ako

LTAZH, BE CVS BELAEN
GCP RSB HY APl ZZERRY—EB5

e EHER SolidFire S28¥HY
MVIP

RFEZZIER /SVM BWAF &
BTFETFRENSHEIE

EEHERIEEY ISVM RS, ATE
FREENSHIIE

EFin% AZAR Base64 R
B ATETIEPHNEMHIIE



FETF e E F il M

ONTAP

ONTAP

ONTAP

ONTAP

BFR#&

chaplnitiatorSecret

chapTargetUsername

chapTargetinitiatorSecret

FER IR AR
NILFAP &, 918 useCHAP=true

» MANE, EBTF ontap-san
# ontap-san-economy.

CHAP BohiZF%E$H. 1R
useCHAP=true , MIAHEI, &
FF ontap-san # ontap-san-
economy .

B #. 1R useCHAP=true
, MAMEIR, EHAF ontap-san
# ontap-san-economy.

CHAP BirEohiZF%EH. R
useCHAP=true , MANFED, &
BT ontap-san # ontap-san-
economy.

EFTF—FHEJEM TrdentBackendConfig FMHREY sPec.credentials FERFS|BILLTEREIEZERMNIE,

2% . B/ TridentBackendConfig CR

WTE, AL TridentBackendConfig CR 1o EURAIA, A TriventBackendConfig JTREIEE
fEF" ontap-san "IREHTEFBIGiR, S0 FFAR:

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:

name: backend-tbc-ontap-san

spec:

version:

1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

dataLIF:

10.0.0.2

svm: trident svm

credentials:

name:

backend-tbc-ontap-san-secret
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F34 . IQIEAYIRZS TridentBackendConfig CR

mM7E, BELEE TridentBackendConfig CR, BJLARIERTES. ES WA TRA:

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8efb6-

bab2699%e6ab8 Bound Success

BRI GEHRHIGESEER TridentBackendConfig CR,
MEERTLARAUTEZ—:

Bound. TridentBackendConfig CRERIRXEL. FIHES configRef IREBEN
TridentBackendConfig CRAYuid.

* Unbound . f#f " FTRo TridentBackendConfig WRAMERFim. IINERT, FIEFEIERN
TridentBackendConfig CRS FILMER. MEAEENGE, ERLEBREERERN "Unbound (B
BCESBE) "o

®* Deleting: TridentBackendConfig CR deletionPolicy Bi&E Hdelete, H
TridentBackendConfig CR¥EG#H MR, T2 EEIDeletingtkZ.

° NBRFHAFEEKXKAMEEIBFKPVC). MHIER TridentBackendConfig EEFE TridentBRFIHIL
MCR, “TridentBackendConfig

c MRBIHEE—THZD PVC , MEHNBIFRIRE. TridentBackendConfig CR B3 NMIBR
ME. RBEMBRFIE PVC &, A =MIFRiEIHA TridentBackendConfig o

* Lost ! 5 TridentBackendConfig CR XEXHIGIHtR BB EMIPR, TridentBackendConfig CR
s HEMFRNGER. i detionPolicy B, {IAIMIFR TridentBackendConfig CRo

* Unknown: TridentTo/EHE S CREBKMNEIRAVIRES K EETFE TridentBackendConfigo AU, M
RAPIRSS 28K MMz 5% ‘tridentbackends.trldent.netapp.io‘ﬁ;&i‘CRDo XA e R E T,

LR ER, BRTheIRENR! thoh, TSRS MEME, FIa0 EinE A EimmEE"

(FIi%) 4% KMELFMEE
A UE T TS SRR £ G a0t mE B

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete
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ItEoh, IR LASREY YAML/JSON #fi# TridentBackendConfig o

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09%c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699%e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created

phase: Bound

backendInfo 88 ‘backendName MNCRMEIZEMNGIKE "TridentBackendConfig #
‘backendUUID, lastOperationStatus FEFRRNCRIEMIZIERS, JUSHFILBVIRE (Fl, B
FPEAERTELERNS), BAIUETridentfil&MIE{E "TridentBackendConfig(fflell, spec"
ETridentEFEaIHAE) . UM, HAILIEKK. phase RRCRMGIHZBIXRANKS
‘TridentBackendConfigo TELEMIRAEIF. “phase BEEHEME. XELkE TridentBackendConfig'CR5
[EimR Bk

BAILIBTT kubectl -n trident describe tbc <tbc-cr-name> 8P KRN EHBHENIFHAEE,

@ EABEfER tridentctl BHEMIBRE S XELRY TridentBackendConfig MEMGHR, BT
fi#7F tridentctl M TridentBackendConfig ZEIYIHEFS MBS, "1ESDLILAL,
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ERfGim
£ kubectl 11T IHEIE

TR kubectl HITEIREIEEIE,

pllESE

BT MIBR TridentBackendConfig, EBJLUIERTridentffR/{REEim(ET deletionPolicy). EMIFRE
. AR deletionPolicy kB Ndeleteo EXMIPR "TridentBackendConfig, IEHR
deletionPolicy FHZBENRE. XFUMREIRNATE, HEATUFERAHFITEE tridentctlo

kubectl delete tbc <tbc-name> -n trident

Trident A= MIBREEEAMKubnetesIZ TridentBackendConfig, Kubernetes AP AT EIE5A, MIBRHN
BRI REEREREBNERN, A RAGEMBFR.

EENERIR
BT TGRS

kubectl get tbc -n trident

BT LUETT tridentctl get backend -n trident 8§ tridentctl get backend -o YAML -n

trident FIRIFTERIFRA RIRAIFIR. HFIREFEIEER tridentcetl NG,

EHE
EfERAIER SMIREA:

* FREAFNEEEENR. EEMERE. KIONEHXNRPERBKubbernetestlZ
TridentBackendConfigo TridentfFHIRENRM EIEBENGR. BITUTHSUEN

Kubernetes Secret :

kubectl apply -f <updated-secret-file.yaml> -n trident

* REEWMSE (BIGNFAEERR ONTAP SVM BIZHR) o
o f&A]LAEH TridentBackendConfig AU TH<THEEETKubeNetifAI IR

kubectl apply -f <updated-backend-file.yaml>

o IE. WA LN MABFRITER TridentBackendConfig AU TH<SHITCR:
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kubectl edit tbc <tbc-name> -n trident

* MREHEHMRY, WEHNHEEFEEH DRERHEEF, EaILUETIETT kubectl get
tbc <tbc-name> -o yaml -n trident 8f kubectl describe tbc <tbc-name>
@ -n trident RXEFEHEUHRELRERR,
* REHEEEREXHPRIREG, ErILEMIEIT update 7<%

{E tridentctl {TIEIREIE

THRA{MER tridentctl HITHIR S IBR(E,

ElkEd=r
BIEfE "EIREEXHT, BITUT e

tridentctl create backend -f <backend-file> -n trident
MREHEEELEK, NEKEELMEE, ST TaSREEEEUBRELERRA:

tridentctl logs -n trident

EﬁE#EEEEEY{q:EPEG'EJLﬁ}:: lu\R ﬁ/ li’/f create ﬁ%ﬂpﬂo

pllES =y
E MTridentFER/GIR. HHRITIATIEIE:
1. R EHBR:

tridentctl get backend -n trident
2. ipREES:

tridentctl delete backend <backend-name> -n trident

@ iltl%TridentMlttEﬁﬁ”ﬁ@EETUBT?TEE’\J%%D’H&E@ MR ERFELERRENE. RiRFHELT
B " AKZ, T Trident AL ERXLEEMRE, BEREMRLE,

EENEGER
BEE Trident THERVRR, IFHRITLUATRE!
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* BREVEE, BiTUTe<

tridentctl get backend -n trident

* BREFMEFAGER, BETUTHL

tridentctl get backend -o json -n trident

EE
IR EREEX ARG, BITUTH<S

tridentctl update backend <backend-name> -f <backend-file> -n trident

NREHEMRRY, NEHEEDRDTRESHNERLER. EAIUSTUTHRSREEASUHAELEREA

tridentctl logs -n trident

MBEHEEREXHFRNRESE, BREBRIETT update S8LRIE

HTE £ EIRRYEAESE

UTRERLUERREEES JSON BIEFRRERA, XEEFS tridentetl FRTRAVIEL. HIR(ERF
ﬁﬁﬁ Jo *}EH*EE}_‘_, ;ft:%g ® 12;%*%%_0

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

XWERTFER TridentBackendConfig BIEM G,
TEEmEERA 2 B
T R E Tridenth EIR SRR E 7575
FEIEGURAYIEI
K&t “TridentBackendConfig Bi1E. EIE G AILUBE MM A X BIEGH. XREHUTR-

* M tridentctl SIEBNGIREE AT LUFER TridentBackendConfig H{TEIE?

* {#f TridentBackendConfig BN EHmES A LUERA tridentctl HITEIE?
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EI2 tridentctl [GIHfEMA TridentBackendConfig
ETHNABIBEIENE TridentBackendConfig MREEET Kubernetes REEIE@FH tridentctl SIENGE
IR E R,
IERATFLUTIEH :

* BEEEim. 1B)%F TridentBackendConfig RAEHNIEFEREIEN tridentctls

* £ tridentctl SIENHGER, MEEHM TridentBackendConfig KR,
EXFWMHERT. #BR/UAEEFEFIK. Trident2AXLEFHITHIESHEE LIET, BEATLLEEUTRHMAR
z—:

* YREEMER tridentctl BIEFEATLIEMNGIR,.

* {8 tridentctl BIENEIHRHERFA TridentBackendConfig MR, XEMEBKRERFER
kubectl MARE tridentctl KREEFiH,

B(FH kubectl BIEEBGH, BEEQNE—IHEZINBEEIHB TridentBackendConfigo, NHEIBIEST
BT ENITIERE:
1. B Kubernetes ¥l %, ItZAB S Trident51FiE5EE/ARS BIEFIEINER,

2. gz TridentBackendConfig R, HROSHXFMEER / RSFHEE, H3IBT L—FHelE
B, HIEEIEEHERENEEESE (fl90 sPec.backendName , sPec.storagePrefix,
sPec.storageDriverName %) o sPec.backendName MM ENIE FiHHIE TR,

F 0L HERH

IDRElfES TridentBackendConfig MRMPEDMEGR. NWEERNGIHREE, EJJZIZZI_'\WJEP, RIKEFERBUT
JSON EXEIET Fim:

tridentctl get backend ontap-nas-backend -n trident

Fomm e Fommm e
Fom e to—mm— to——— - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

tommm e tommm e

Fomm tomm = to—— +

| ontap-nas-backend | ontap-nas | 52f2eb10-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

tomm e tomm e

B Rl e TR e +

cat ontap-nas-backend.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
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"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",

"username": "cluster-admin",

"password": "admin-password",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
}I
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels":{"app":"mysgldb", "cost":"25"},

"zone":"us east 1d",

"defaults": {
"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

%1% 62 Kubernetes #1%&

IE— N ESRREEOVE, MUTRAFR:
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cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:

name: ontap-nas-backend-secret

type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

%2 . G TridentBackendConfig CR

T—3 28— TridentBackendConfig CR, i%Z CR GBI EEIEBM ontap-nas-backend (W17

IR o HREEUTENR:

* 7f sPec.backendName FE X T HEREIM fGiHE FRo

* BESHSRInERER,

s EPCHENREE) VNS REERIREERE.
* Z1EIEIT Kubernetes Secret 12, MARUAN AR IR,

EXMBERT, TridentBackendConfig TR
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

B3P WIEAPIKES TridentBackendConfig CR

Bl# TridentBackendConfig f&, EMEEWMINA bound » BIRNRMEINE GiRiEEGiRZFRF UUID

[e}
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

ITE, BILAEA tbc-ontap-nas-backend TridentBackendConfig MRM/GimFEITEEHE IR,

EI2 TridentBackendConfig [FIR{ER tridentctl

tridentctl AJAFHIHER TridentBackendContig BIEMNRIR, LI, BIERERLLLFET
tridentctl RKE2BEBIEFRE, HiEESMER TridentBackendConfig HiFRE
spec.deletionPolicy BN retaino

F 04 HERH

a0, {RI&EA TridentBackendConfig BT LU T EiH:
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

MEHPA B X —& TridentBackendConfig ERINEIEFHLE R iR EimEIUUID],

%15 A deletionPolicy IRE M retain

UFENMREEBHNE deletionPolicy, RERHEHIKEN retain. XiF0] UMFREMPRCRES
TridentBackendConfig, fGIRENXMAEE, FEAUFERAHBITEIE tridentctls

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

()  Em#sTT—%, KIS deletionpolicy BEH retain,
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%25 . MIF& TridentBackendConfig CR

=ig— E@MBR TridentBackendConfig CR o ik deeltionPolicy IREM retain [, EJLI4REHR
1THMIRR

kubectl delete tbc backend-tbc-ontap-san -n trident

tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

fosessssssssssas==== R e
e e et fomm - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e e T
R R fomsmm==== +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

fosesssssssasmas==== fosssssmss==sms=a
fessssssssssssesessosssssasssssssasaaaa femmmm=== fommmmm=a= 4

BRI R G TridentBackendConfig. TridentEEIERFEMIFBR. MASEIFHIRERES,

IR EIR1EESE
BIRFMEZE,
EcEKubnetes StorageClassRHBIEFMESR. LISTR TridentdIfAIECE Bo

EtEKubnetes StorageClass &

https://kubernetes.io/docs/concepts/storage/storage-classes/ ["Kubnetes

StorageClass¥M&R"" ¥ Trident iR NATZENEREREF. HIERTridentARRES. HIU0
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate

BXREEXRUNAISHSEHZE LUIEFITridenttIAEL & HAEHME 2 PersistentVolumeClaim. iBS
D"Kubernetes 1 Trident 3 %",

BIREAES
tl##StorageClassM R fa. ERILICIREMESS, [FHEER0] R T —LrEEERTUERNEDTA,

g
1. XE—1Kubbernetes}&R. FEILIEFER kubectl L TEKubernetesH8ll7E,

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. IN7E, KubernetesFTridentdPEBR B R—MBASIC—Csi* 23, FHHBTridentt 242 SiHATM,
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kubectl get sc basic-csi
NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json
{
"items": [
{
"Config": {
"version": "1V,
"name": "basic-csi",
"attributes": {
"backendType": "ontap-nas"
by
"storagePools": null,
"additionalStoragePools": null
by
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggrz",
"aggr3",
"aggrd"

LT
TridentiZfft "E R T EEIRAVE BFEEENX"

&, BRI LIHITYREE sample-input/storage-class-csi.yaml.templ TEZFMBHIEIXHEH. ARG

N8N

#ITEIR BACKEND TYPE MTFEIREIFERF B #Ro
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./tridentctl -n trident get backend

e o T bt
o F—————— +

| NAME | STORAGE DRIVER | UuID

STATE | VOLUMES |

o —— o T et it
- F—m————— +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

o —— e it PP T ittt
- F—————— +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

BIREFMER
BRI UEBENEFMEE. KEAFESE. WEFEEERURMREFES.

EENBEFMHEE

* BEEIE Kubernetes 122, BT T®HS

kubectl get storageclass

* EEE Kubernetes IFEFIFMER, BETUTHS

kubectl get storageclass <storage-class> -o json

* EEETridentNRIZ FEESR. BiBTU @RS

tridentctl get storageclass

* BEEETridentN BRI EFHEELIFMEE. BEITUTHL

tridentctl get storageclass <storage-class> -0 json
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RERRINFAESE

Kubernetes 1.6 1N 7S BRNIATFAELRIINAE, NRAAREXALERSRE (PVC) HIEEXAMNLE, NitE
LA TFEE XA LS.

* B EFMEEEXFEIRE storageclass.Kubernetes o io/is-default-class IRBN true 3KE
XEINFEZE, BIEIE, EAEMESIRFIREFEINA false o

* TR LAER U T an I A FEEECE N AOAFES:

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

* BiF, EUEILUERUTaSMERAIAFMESSIRE:

kubectl patch storageclass <storage-class—-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"

Trident R&EIZF B HE RS HATERRA,

(D EBP—RABE—PBIAEESE. Kubernetes FEIRA EARRMEIETIRE SN FMEE, BHTH
MERAKBININFELR —1%,

HE 2SR e

AT R IERI LUER A Trident/5im» SRAaHAIJSONEIZBIRIER A tridentctle XK jo SEAER. &R
RERBEAREZIAER,

tridentctl get storageclass -o json | jg '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’
illEREREES

E M Kubernetes Hfipr7EESE, BIEITU TS

kubectl delete storageclass <storage-class>
< TFER > NERAENEES,
B I FER G R ERAMEE R RFALE. TridentFH 4 I 1TEIE,

Trident& X H AR ERFIFERTH £sTypeo WFiSCSIFiR. EINTEStorageClassH5& 5L
() paremeters. fsType. ERMMILEStorageClasses. RIEEAIRENEIREN]

parameters.fsTypeo
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EEENEES

BREE

BIE—MER BB ERIKubernetes StorageClass3i&a K3 PVAIIA BRIk A & (PV)FI7K
AMEZFRIB(PVC), Ala. ErILUKPVEZHFIPOD,

5%

& "PersigentVolume" (PV)EHEEEIE A EKubbernetesE 8% F it BRI FHEER Ro o
"PersigentVolumeClaim" (PVC)@ X 5e8% L RIK A ERIAIR)IEK,

A LUEPVCERE MIERIFE R/ NTEES G RIED. B ERXEXAIStorageClass, EEEIE G A] LUIEHIARRET
FEE RN ARED (G RES AR S K 5).

SIEPVHIPVCIA. R LRKEEEEHEIPodH,

AN EEE

PerfsentVolume R {§li5 &

L RBIERERT SStorageClass XBXHI10giFIE APV basic-csio

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: basic-csi
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
hostPath:
path: "/my/host/path"
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PersentVolumeClaim:R{5i&E %

XERAIRRT BARPVCERE LT,

PVC. Hi%kENES

LRBIERT — BB EZERRIEARPVC, ZPVC5& IHIStorageClassXEX basic-csio

kind: PersistentVolumeClaim

apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: basic-csi

KENVMe/TCPHIPVC

RHIERT —1N58RIRStorageClass X EXBY A5 BN RBINVMe/TCPHIEASPVC protection-

goldo

kind: PersistentVolumeClaim

apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 300Mi

storageClassName: protection-gold
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PODBE R

XTI ER T PVCIEREEIPODMIEARELE,
BEARE

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: pv-storage
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EZRNVMe/TCPECE

apiVersion: vl

kind: Pod

metadata:
creationTimestamp: null
labels:

run: nginx

name: nginx
spec:
containers:

- image: nginx
name: nginx
resources: {}
volumeMounts:

- mountPath: "/usr/share/nginx/html"

name: task-pv-storage
dnsPolicy: ClusterFirst
restartPolicy: Always
volumes:
- name: task-pv-storage
persistentVolumeClaim:

claimName: pvc-san-nvme

BIEPVAIPVC

HIE
1. BIEEPV,

kubectl create -f pv.yaml

2. WIFPVIRES,

kubectl get pv

NAME CAPACITY ACCESS MODES
STORAGECLASS REASON AGE
pv-storage 4Gi RWO
7s

3. gl PVC,

RECLAIM POLICY

Retain

STATUS

Available

CLAIM
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kubectl create -f pvc.yaml
4. IFPVCIRES,

kubectl get pvc
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

. BEHHEIPodH,

kubectl create -f pv-pod.yaml

(D oI UER EIE#HE kubectl get pod --watcho

6. WIFERREEHE L /my/mount /path,

kubectl exec -it task-pv-pod -- df -h /my/mount/path

7. 7E. EEILIERPod. PodNAEFBABEFE. BERRE

kubectl delete pod task-pv-pod

BREFEFRNESMSEHZE LTSI TridenttN{AELE SIS E PersistentVolumeClaim. IS
Dl"Kubernetes 1 Trident 3f&",

BRHE

TndentﬁKubnetesFﬁF‘ﬁEﬁET SIEEEMNEHRITY B, EIEXY E IiSCSI # NFS &Fh
EREMEE,

BFF iSCSI &
TR LA CSI icER2FY B iSCSI kAME (PV) o

(D iISCSI| &Y BY ontap-san, ontap-san-economy , solidfire-san RohiEFE#F, &
E Kubernetes 1.16 &E SRS,

% 1% ECE StorageClass LU FET B

YmiEStorageClassEEX LIIEE allowVolumeExpansion FERIEE M trueo
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cat storageclass-ontapsan.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

3 FBETFERY StorageClass , EXH#HTTHRIE, FHER allowvolumeExpansion &,

% 2% FRELIER StorageClass ¢l PVC

YRIBPVCE X HEH spec.resources.requests.storage URMEFEEZNA/N. ZK/NAIKFRIGK

o

cat pvc-ontapsan.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-—-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

TridentSBIE— N KA MEPV)HEE S KA 4ETBER(PVC)HEXEL,
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kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

% 3. EXEE PVC B9 POD
BPVEREIPODLUAE K/, JAE iISCSI PV K/NBY, BFRfHIE)

* INRPVIEEEE|Pod. MTrident=¥ BEMEERNE. ENPEKEHEMIEXHRLAKR/]

* ZEIARRIEZEPVAIA/NEL, Trident2Y BEHEEIHRNSE. & PVC 4EZ Pod /5, Trident EFHEMEIR
FHIABRXERTS A/, A, Kubernetes 273 RBISIERINTTREEH PVC K/

T RAEIS, T —MEM san-pvC BY Pod o

kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name: san-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc-protection]
Capacity: 1Gi

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

228



£45: BAPV

ERESIEN PV M 1Gi AT R 2Gi , B4 PVC EXHRF sPec.resources.requests.storage B A
2Gi .

kubectl edit pvc san-pvc

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 2Gi

E5%5: BT E
BRI LLUEE M EPVC. PVHITrident&M A/ NSRS BEeGER:
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE
san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi
RWO ontap-san 1lm
kubectl get pv
NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1i RWO
Delete Bound default/san-pvc ontap-san 12m
tridentctl get volumes -n trident
e f————————— f———————————————
fom— o fom———— fom +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
oo e e oo o= R S e
et et o= S et +
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |
ittt i S et o=
R o fom—— +———— +
BFF NFS %

TridentSz 537 ontap-nas—-economy. ontap-nas-flexgroups gcp—cvs‘*ﬂ ‘azure-netapp-
files GiRECERINFS PVIHITEY B “ontap-naso

% 1% BCE StorageClass LI &Y B

EIAE NFS PV IR/, BEGHMAEER allowvolumeExpansion FERIEE N true RKEEBEFMEURIF
B E:

cat storageclass-ontapnas.yaml
apiVersion: storage.k8s.io/vl
kind:

metadata:

StorageClass
name: ontapnas
provisioner: csi.trident.netapp.io
parameters:
backendType: ontap-nas

allowVolumeExpansion: true

NREECELB EMATEMESS, NI EFEH kubectl edit storageclass fRIBINEFMEIEAN A HITE
VR

230



% 2 {EREEIEM StorageClass 8l PVC

cat pvc-ontapnas.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi
storageClassName: ontapnas

TridenthZ A3 LEPVCEIE—120MiB NFS PV:

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE
pvc-08f3d561-b199-11e9-8d9f-5254004dfdb7 20Mi RWO
Delete Bound default/ontapnas20mb ontapnas
2méd2s

E3%: BFPV

ERHEIER20MIB PVIAEA1GIB. 154IEPVCHIHITIZRE spec.resources.requests.storage |1
GiB:
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kubectl edit pvc ontapnas20mb

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 1Gi

Fa4¥: WV R

AT LLUEE M EPVC. PVHITrident& A/ NRIGIFREANERIESE:
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |
et ittt L fommm - fom e
fom - oo fom - e +
PN

SO LAERA tridentctl import BIMEEMEEIEN Kubernetes PV §\o

BOARF EEE I

R IEES NE TridentdR, LUE:
c B BEEFARUHESFRENEHES
* M— PN EREFERSIEENTE

* BEREREHPENKubrenetesEEE
s ERMERE BRIELT R N AR IR

ABE
SAEZH. BEEUTEIESEI,

* TridentREEF|ARW (I£5)EEBIONTAPE, DP (BIERIP)EXENEESnapMirrorBinE. EEES
ATridentZ Bil. NFcHETEBHRX R,
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* HNBNSNEEEDERNE. ESRASRERANG. BRELE. ARRITEAN.

@ XN FRELHEE. FJyKubnetesFERIREILAIAERE. H B UBMMG EEEE
F|Pod, XFIRERFEHUREIRIT,

* B4 "StorageClass AMIEPVC EIERE. BTridenttES NEEIAERILEEE, C/EEHHESEREFEIERE
FESHEM T I TIER, HTEEEE. RS AHEREEEF N, Fit. BMEEUTFSPVCHIE
EMEEEARLRNGERIEH. SABFIEEK.

* WEEXNMEPVCHBEMNIRE, FHREEIEFSANER, RFAFEE PV, HFAHEEBIE— Claims Ref,

o EIWERIBRVNIEE N retain EPVH, Kubernetes BIH4FE PVC 1 PV &, S EFHEIUNERIR LT 7
BRI B R,

° FFERMIEIURIE ABT delete. MIBRPVEY. FHESIEHMIFR,

* FMABRT. TridentBIEPVCHIEGimEMRRAFlexVolFLUN, ERILUEIELL --no-manage "IREUEANIE
TEE., NRMFEH --no-manage, MEMNRNEGEILA, TridentAREXIPVCEPVIRITERMINIERIE,
ERPVE. F2MiFEES. HEEREMERNNEEZESH ML WL,

NREBXN AU TIEAFFER Kubernetes , BFHETE Kubernetes MNP EIRFMEENERAE
HA, MItLEIEREHR,

* PVC #1 PV RERII—MRE, ATFHETEESAUK PVC 1 PV 2EBEHE. RREEMBRILLIRE,

SN\E
AT LAER tridentctl import IS AE,

p

1. QKA MEBRPVC)XE@EIM. pve.yaml)e PVCXHENEIE name, namespace, accessModes
, M storageClassNameo, fEWAILIERE unixPermissions TEPVCEXH,

AT B &R RA:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

(D wnosrveBsss) SHASY, XTELERALRESARSEK,

2. {3 “tridentctl import S LIS E B S EM Trident/FIRAY R TR AR EZE LHE—IRREMNZFR(GIZ0: ONTAP
FlexVol. Element#. Cloud Volumes Service®&13), '-FIEEPVCXEHMBRREESH,
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tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-
file>

Nl
BEUTESNTRA. TEZFEFRNEIER.

ONTAP NASFIONTAP NAS FlexGroup

Tridentz##{FAHH ontap-nas-flexgroup BEHFEFENE ontap-nase

@ * o ontap-nas-economy REIFZFTLESNFEEqtree,
* o ontap-nas #l ontap-nas-flexgroup RENIEFARAIFFERAEENEZM,

fEF ontap-nas WohiZFRIEMNE N EEE ONTAP £8f FAI—1 FlexVol o {#H ontap-NAS BIFEFS AN
FlexVol B T{E/RIEHHRl. ONTAP %8 EBE/Z7EM FlexVol B LA NN ONONTAP -NAS PVC . [E#, mILUE
FlexGroup vols £\ ontap-nas-flexgroup PVC o

ONTAP NAS/Rfl
UTEZEENIEZEEZNBIRA,

235



REL

U TFREIESANEB RS nanaged_volume UFHAK/GEH ontap nas:

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

st ettt T T e e Fom -
fom - ittt ittt fom - e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fomm - fomm -
fom - o fommm - fommm - +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |

o fommm - fomm -
fom - o fom - Fom—m————— +

FREE

FEABSHBY --no-manage. TridentF2EHRRE,

UFRBIS N unmanaged volume £k ontap nas fgim:

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

o e Fomm -
fom - o fom— - fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fommm————— fomm -
fom - o fomm - fommm - +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5ab6f6ad-b052-423b-80d4-8fb491ald4a22 | online | false |

o - fommm - fomm -
fom— - o fom - e +

ONTAP SAN

TridentXz#5{# A ontap-san-economy " WEIIEFFEANE “ontap-sane

Tridenta] LIS N B & 8 NLUNFJONTAP SAN FlexVol, X5IREHFEF—2 ontap-san. ZEREIEFS
JIFlexVol P& MPVCHILUNBIE— N FlexVol, TridentS A\FlexVol3EHE 5PVCE X XxB%,

ONTAP SAN/fI
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UTEREEMIEREETFNEIRA,

KK

EE

MFZES, Trident=2RiFlexVolEarB A, HIFFlexVolFHILUNE R pvc-<uuid>"/ " 1un0o

TSN ontap-san-managed L#F7EHYFlexVol ontap_san default /gif:

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-

basic-import.yaml -n trident -d

fossssssss=sssesess s osssososssssssssssss=s Fem=m==== e et
fem=======a fememmesessss s s e sese s eessasaa s f=m===== fememema=a +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
fossssssssssscessssssssesosossssssssssssa=s femmmm=== fomssmssmemaaa
fressmm=a==s L R L e X
| pvc-d6eedf54-4e40-4454-92£fd-d00fc228d74a | 20 MiB | basic |
block | cd394786-ddd5-4470-adc3-10c5ced4ca’57 | online | true |
frosssssesmssmeme s oo s e n s s e s e e froccsssssmeea==
femm======a R fe======s e +
REE

UFRBIS N unmanaged example volume £t ontap san fgim:

MR
already mapped to initiator(s) in this group. EHEEMIFFEINIZFHECHMRETLUNAREZAN

o

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage

——_—_———— e o ——_——
e +—_ - +——— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- +——— f—_
—— f—_———— - R et +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759f555a | online | false |
- Fo—— Fo———_
e o - - e +
SR LUNBRET R 5Kubornetes T R IQNHEZIQNMigroux. 1A T RBIFR. EBWREIR: Lun
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-41f38-9eb@-c7719fc2f9f3
iscsi linux ign.1994-05.com.redhat:4c2elcf35e0

unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

Element

TridentSz #HE FAIXEHFIEF S ANetApp ElementZi {4 FINetApp HCI% solidfire-sano

@ Element X2 FFEENERIT. BRE. MRFEEENEZM. TridentihiR[MEFHIR, EH
IRESRRRER. 2L, RUE—HNEZMHFARENE,.

Tt &R
UTTRAIEFN element-managed Gk EHIH element defaulto

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s femem==== R e

e e e e e e e e e P fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e fom -
frems=m=a==s et R fremememm=s I
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
fossssssssssssesessssoses oo sssssssss s R fossmessmemae==
fe========= femessesssssssasss s e se s esssss s f=m====== fememe==== 4

Google =F&

TridentXz FFEAIRDIEERFSANE gcp-cvso

E7EGoogle=FEH S ANetApp Cloud Volumes Servicez#38#%. BEIRERRBTE XS, BK
() GRENSUBEN—EHH. GF2E /. G, NRSHEEN 10.0.0.1: /adroit-
jolly-swift. BTN adroit-jolly-swifto

Google Cloud Platform:if!
UTRBIERN gep-cvs fGimLHE gepevs YEppr BE&{E adroit-jolly-swifte
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tridentctl import volume gcpcvs YEppr adroit-jolly-swift -f <path-to-pvc-
file> -n trident

fos=ssss=s=ssscsessssssssosossssssss==ssa=s femem==== R e
e e e e e e e e e e fro— e +

| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e fom -
frems=m=m==s fremeoeesessssse e s e s s s o s R fremememm=s I

| pvc-ad6ccab7-44aa-4433-94bl-e47£fc8c0fad5 | 93 GiB | gcp-storage | file
| ela6e65b-299e-4568-ad05-4£0a105c888f | online | true |
fossssssssss s e se s s oses oo sssssss s s e e e
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

Azure NetApp Files

TridentSz FFE B IXCITEF S N\E azure-netapp-fileso

@ E2Z N\Azure NetApp Files%. BIRERFRTZE. BRERENSHEREN—IH. UTFZE
:/o BIE0. WNERIEFEHERIFN 10.0.0.2:/importvoll. HBEIEN importvolls

Azure NetApp Files =l
UTRBIEFN azure-netapp-files fgif LM% azurenetappfiles 40517 HEEE importvolls

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

Fommcmcmcososososrsre e e e T T E eSS e Fosmmmmmes Foccsmsmsssmsoss
Pommmmmmm== e e Pommmmm== o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

Fommmmmmemsmesesesese s s s s e ss s o= P
Fommmmmomoe B e e e e e e Fommmmmoe Frommmmomos +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d94b-44a3-98a3-04c953c9%a5le | online | true |

Fommmmmmmmomeorrrrrrrrre s re e mm o e Fommmmmemesemos
Fommmmmmmms et Fommmmms Fommmmmme= +

BEXEBMMIRE

fERTrident. RN ESEEE B XHNRAFRANITE, XEMFEIRFIEH BRI
HR5T R HE BKubnetesZJR(PVC)e IR AERIRRINEX AFRIZEBEX BRI
MBEENXIREHIENR; EeIE. SAREENEREEIEEFEXLEENR,
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FFeazZ Bl

AT B E X EZ AR 215

1. BRI, SAMTERE,

2. INR(FERAHIRONTA-NASE FRIKENTER. N R A gtree ERRRTT & 2 FRIER
3. MREAMZONONTAP SANZFHRIREIIEF . MR BLUNZIRRT & & FRIEIR,
PR

1. AT EENX NSNS ONTAPH S BEIRNIZF H S,

2. IREXMEZMRERTMES

A EE X ER IR XEITH

1. MNRARRIRFRNEETRMSHEY. WEHEEEK. B2, NRERMAEFRK. WSREDR
B RYENEHITHR.

2. NREARIKREEPNRITRIK D EE. WEERIETER. ERAFEINEIRZER I UEERNEIRR

o

BERVMERMTE R S IRECE R
BT LATEARM/E AR5 E X B E X AR RIR.

i Gl
{
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",
"username": "<admin>",
"password": "<password>",
"defaults": {

"nameTemplate":

"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.Requ
estName} } "

b

"labels": {"cluster": "ClusterA", "PVC":

"{{.volume.Namespace}} {{.volume.RequestName}}"}

}
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puEt Sl Nl

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",
"username": "<admin>",
"password": "<password>",
"useREST": true,
"storage": [
{
"labels":{"labelname":"labell", "name": "{{ .volume.Name }}"},
"defaults":
{
"nameTemplate": "poolOl {{ .volume.Name }} {{ .labels.cluster

}Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
by

"labels":{"cluster":"label2", "name": "{{ .volume.Name }}"},
"defaults":
{

"nameTemplate": "pool02 {{ .volume.Name }} {{ .labels.cluster

1Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"

}

an R R IR

w5

"nameTemplate": "{{ .config.StoragePrefix }} {{ .volume.Name }} {{
.config.BackendName }}"

wf52:

"nameTemplate": "pool {{ .config.StoragePrefix }} {{ .volume.Name }} {{
slice .volume.RequestName 1 5 }}""
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FEEENER
1. WFESAN. RELNEEAERERANTEN. 7B, flin:

{"provisioning":{"Cluster":"ClusterA", "PVC": "pvcname"}}o
WNFREESN. ERVERGIRE X PIREHNE X BB IFER,

Trident A2 B TR IERTERY 72 KR (ERTo

MRXLEBIRASERE—EBZTR. WTridentEHIIN—LHENF R RLZEE—ER T

INRNASEFREMNBEX BIFKEBI641MFARF. WTridentiFRIBEM B BLENERR. WTFAAEH
ftlONTAPIREAZ 7. WNRERIFEI ZIRRE. WELZIERRK.

o > 0D

AR EEZEIHENFSE
fEATrident. ERIUEESRZTEFEES. HAE—THS P LR ZEFHEZSE,
b2

i@id TridentvolumeReference CR. f&B] LATE— N8, % MKubernetes® 8] Z [B] R £ i = ReadwriteMany
(rwx) NFS%, IttKubernetesAs#lf2RA %R BB UTRE:

s BT Z MRS IFREESRBGRE SN
* EATFFRE Trident NFSHIREHIZF
* RRF FtridentctiHE M EMIEARYIKubernetesIThEE

WEE R T M M Kubernetestn & TiE] Z [BEJINFSEHE,

K ---------------- S Primary PV Secondary PV ,---------------—-.\

"secondary"

Q *_L._ua.m.a%ace

________________________

namespace

TVol €—» Tval

e

1
1
1
1
1
primary secondary |
1
1
1
1
1

.......................

TridentVolumeReference

r
h I
Storage L ——— '
Volume

R SN [ —
H
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&
i

NE
IZ NP BEIANIEENFSERE,

>0
3

BoEIEPVCLUIHEE S
BB TR A B R TIHR)RPVCHEIRIINIR,

BFEBIrmRTE P I ECRIUE
EIE R M Eird & T BINFAE &R T I TridentVolumeReference CREVIR R,

EEfrsp & =ialP eI TridentVolumeReference
Ten 3 =8| BUFR A E 1613 TridentVolumeReference CRELS|FiIREPVC,

Im i
O : f%

T Bt R TEFEIEMEPVC
Bines & T EINFIEE G MEPVCLUERIRPVCHREIE IR,

FCEJRA Bnan 2 (e

NTHRRZeE. BEaRTEHERFERGBTEMEE. EHEERNBRGITRMEENDENRE. &

TN BRESEERP At
p 3

1. BB TEREE: *BIEPVC (pvel). UEFS5BIrmB T EHZNINIR (namespace?)

shareToNamespace o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

TridentiE 8PV B[R IRNFSTZ(E S,
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o O] LUERES A IRFIREPVCHEL Z M R TiEl, flul:
trident.netapp.io/shareToNamespace:
namespace2, namespace3, namespaceio,

@ c WA UERAZEEIFrEaR=IE *. Flun:

trident.netapp.io/shareToNamespace: *

o IRATLIEHFHPVCLLEHE shareToNamespace FERIRAINARE,

2. *EREER: QIEATEXABFHRITkubeconfig. LIEFBirmRATEIFIEEEERmZZEF )
#ETridentVolumeReference CRHIFY R,

3. *Birds B TEIFMEE: *EEa AT EIHPEIES | ARG & =8/ TridentVolumeReference CR pvclo

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. ~BirmBFTEIFAEE . *BIEPVC (pvce2) (namespace?) shareFrompPvC B FIEEIRPVCHITRE,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

()  EfrPvCHAIMINFRETRPVC,
%

Trident=132EX “shareFromPVC BFrPVC_ERIIRE. HIEBATPVRIE N EB B 8B IERRPVIIEER RN F
&, ENEEEPVEERE. BsPVCHIPVERAIEESE,
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BEsH=ES

ERILIMFREE Z M e R TEHZIE, TridentiE MR IRER S =8 LRISRIAEIR. HREHLZZEMNH e
A=iERIHRNIR. MIBRS|IAEMPIERIF=EIE. TridentHIFR1ZE.

f#H ... tridentctl get BHMNESE
fEA[tridentctl SLAERF. BAILUETT get BFHABIMBENG L. BXIFHER. 155 EE

. Jtrident referation/tridentctl.htmi[tridentctl s FEIR],

Usage:
tridentctl get [option]

flags

* *-h, --help: &#B,
* —-parentOfSubordinate string:. BFEERHIAMNESE.

* ——subordinateOf string: BEEERHIAENTE,

PR

* TridentITAZfHLEBIR BB E AR ES, ENERXAHEREMEIERD LBEHZEHE.

* IS RBEBI PR RIBE FHRPVCEYIAIR) shareToNamespace 8% shareFromNamespace TR+ 3R
TridentVolumeReference CR.EBHH AR, HAIAMIERMEPVC,

* TEEMBE LHITRIR. EMER.
BXIEAER ..
BT RAEXEGITRENENFAER. BRITUATEE:

* IFIR "ERRTEIZEIHRES: WEsRTEE R Hello"
* MELBYET "NetAppTV'

{53 cSl #R#p
TridentA] LUBIS A iEFM SRS FHIE HiEiZEIKubbernetes S B HAY T = "CSI #RFMA
R

fEF CSI $h¥hINRE, AILUMRIEXIEA A BRI ERIFRIREIA—MED TR N5, EBEnRHER,
Kubernetes EIZSIF] IAERET P KT R NRAIUUITF— M KERBNRETRERKEF, Ba] TR
XigziEl, ATEFESXERMFATELHECES. TridentfEFCSIHAT.

THRE% CSI RHINNEEMESER "Il
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Kubernetes et 7 MfHME—RIEH TR

* BE&EN Immediate BY, TridentflliE&ER “VolumeBindingMode REBEFAIFRINZENTNEE, BIE
pvCc BRISAMBEERENNSEE, XBRIANKE "VolumeBindingMode. E A A EHISEHEFRIMNEHIAYE
B, BIEXAMEH. A=EHT &L IEKHWPODHITIIZER,

* MNRIE volumeBindingMode I8 BN WaitForFirstConsuming , M9 PVC SIEFISEE KA 4 EHIIE
gi@ﬁf\., BHEITRIFEIEEER PVC 89 Pod Alk., Xi¥, SMSIRIEHRIMERESISSHERYITXIPRSIR !

()  waitForrirstConsumer” SIEMAFBEIMIMGE. IBEAIRIT CSI FHNIAEMER,

ERBEHNNE
B(E CSI i, ERERRLUTRA:

* IZ1THYKubernetes&E & "SZ1FHIKuberneteshii 2"

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1e4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df”,
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

s EEPIT AN EB R 5| NIRFNERANBIHRZ (topology . kubernetes.io/region
‘topology.kubernetes.io/zone), TERZETridentZ g, XL WHIMERFEPITRLEY, U
{ETridentBEBZIRA R,
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kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/master":"", "topology. kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

£ 1P CIEARMIEHGIR

Tridentfzfi G5 AT LAZ T RIRIE Rl B XIS FE M ECE LS. SRR UEE— et
supportedTopologies . ZRAXRZZIFHNHSXFXIEFHTIFTR, HFEHILFIHA StorageClasses , RE
ESZHFXE / KIgPItHINNARERIERE, 728185

THE—MEHREXRH:
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YAML

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl

managementLIF: 192.168.27.5

svm: iscsi svm

username: admin

password: password

supportedTopologies:

- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-a

- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-Db

JSON

{

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",

"svm": "iscsi svm",

"username": "admin",

"password": "password",
"supportedTopologies™: [
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-a"},
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-b"}

]
}

‘supportedTopologies' FIF RS MNEHNEEANKIIR, KEKEMSRRTAL
() StorageClass IRMAIFETIR, HF S EMHIRIIEHKIEHSKOStorageClasses
« Trident2fE/GintIE—1TE,

BOAT AT NEEMEN supportedTopologies o BT RAG):
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version: 1
storageDriverName: ontap-nas
backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b
storage:
- labels:
workload: production
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- labels:
workload: dev
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b

EURBIF, reGion M zone IMERRNEMMIIIE. topology.Kubernees.io/zone
topology.Kubernees.io/zone I8EFMEMIERUE,

% 2 . EXARFIFAFNY StorageClasses

RIBREE T RIRMHEAVRIMEZE, PILUE StorageClasses EX NEEHIMER. XRHERE PVC 1EK
(EER RETFEM, LUKRAIER Trident EEMERNT R F&o

5SS RLLTRG:
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:

fsType: "ext4d"

7£_EiARStorageClassEEXH, volumeBindingMode ' ¥IREN "WaitForFirstConsumer, {EULTFEIH
153KEY PVC 7£ Pod 5| ZEIASHITI®E(E, # allowedTopologies T EFEANS XX

18, StorageClass® ‘netapp-san-us-eastl T LEREXMEIREIZEPVC “san-backend-us-
eastlo

$£3F: CIRMEER PVC
BlI#2 StorageClass HIFHMEZ[Fin/E, EIMERILUEIE PVC,

BBRLULTRA spec :

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

fERALEROIZE PVC BSBUATE
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B{E Trident IR EHFHLE

kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

EI PVC , I57E Pod HfER PVC o BT RA:
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

Ilt podSpec #57~ Kubernetes 7 us-East1 KIHFMTI = _Eit%] Pod , HM us-Eastl-a 3 us-Eastl-b X
1R AR T R AP TR,

BEEIU T

252



kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

BERUEHE supportedTopologies

AILAEA tridentctl backend update BFEERIR, UES supportedTopologies Y&, XARF
mEikENS, HENATFELEMN PVC,

THREZER
* "EERBNER
RS P =bri s
* "SRERMEAD R KB
*IREMNAE"
fERRE

ﬁi%(PVs)EI’JKubberneteS%H&,.“S'Zﬁ%ﬂ’]ﬁ]‘lﬂ““mﬂzlio A LU {ER Tridentl 21561
BRI, SAETridentyMERRIRRVIRIE. MINERIB QIS LUK NIRRT S HEHIE,

5%

TIFEIRER ontap-nas, ontap-nas-flexgroup, ontap-san, ontap-san-economy, solidfire-
san, gcp-cvs, M azure-netapp-files IREHFER,

FriaZai
EfFARRB. BUIEGINPIRBITHIZEMBE N ZFIFEENX(CRD), XEKubernetesiiZ4m 2R (5140
: Kubeadm. GKE. OpenShift)BJER 33,

INRERIKubernetes 73 R hRA B & IRFRITHIZZMCRD. 152 [EEERIRIZHIZE

()  RFECKENEHAIREBBIE. ENRIREBEHIRE, CKE-ERNENIRIRBEHS,

BIZERIR

HIE
1. 8% VolumeSnapshotClass, BXIEMESR, HE M "VolumeSnapshotClass's
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° “driver' g[@ Trident CSIIREHTEF o

° deletionPolicy FJLIE Delete B Retain. RENAY Retain. FEEE LNRKEIEREBSR
E. EMEEFERARNE 2Lt volumeSnapshot MR EMIFR.

Nl

cat snap-sc.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

2. BIEIMBPVCHIIRER,
Nl
° LRGN RIRII B PVCHIIRER,

cat snap.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:
persistentVolumeClaimName: pvcl

° WRFIERHBAIHNPVCEEREBIREBIR pvel REHIBITIEEN pvcl-snap. VolumeSnapshotZ (i
FPVC. H5XEt volumeSnapshotContent RREPFRIRBAIN R,

kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

o f&A]LIMARE VolumeSnapshotContent BIFR pvecl-snap VolumeSnapshotBYiftEH, o Snapshot
Content Name TRIRIRMHUILRFEAIVolumeSnapshotContentii%R, o Ready To Use B FRIREER
T eIZHHPVC,
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kubectl describe volumesnapshots pvcl-snap

Name: pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8a0ca-9826-11e9-9807-
525400£3£660
Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl
Status:
Creation Time: 2019-06-26T15:27:29%Z
Ready To Use: true
Restore Size: 3Gi
MEREBAIEPVC

EE] UM dataSource FRAZ NMNERBAIEPVC <pvc-name> ERNEIER, 8IZ PVC g, STLUSEMIM
E| Pod L, FHE&EEREMEREM PVC —HEEH,

@ PVCR S REER—EREIE, B8N "MIRENE: TEEERERLIEM=IHPVC Snapshot
BIEPVC",

U T RAEERBIZEPVC pvcl-snap EREIER.
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cat pvc-from-snap.yaml
apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: pvc-from-snap
spec:

accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

SANGIRE

Tridentsz #3833 "Kubbernetes il & R EE 1T
TETridentyMER BBV IRER,

FFHaz Al
TridentAZN E RIS NIREBIIR E,

p

2. REEBIERALUEIE VolumeSnapshotContent IRHFN

1. *EHEIER: “BIE VolumeSnapshotContent 5| FI/FIRIRIBRIM R, XIFIE TridentH B EHIRE T 7,

o EFHIEERIRIRBAIZ IR annotations fEN trident. netapp.io/internalSnapshotName:

<"backend-snapshot-name">,

° EH$ETE <name-of-parent-volume-in-trident>/<volume-snapshot-content-name>, X
ZIARH snapshotHandle’ SNERIRERFEF M Trident iR ERIE—E E. "ListSnapshots

@ o <volumeSnapshotContentName> HHFCREZRH]. FEEIRASFIHIRBRIRIT

fic

Nl

U TR E072 volumeSnapshotContent 5|FAFIRIRBIINR snap-01,
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apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£f71223b5-23b9-4235-bbfe-e269ac7b84b0/import—-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content—-name>

2. *EBEIEA . QI volumeSnapshot 5|HABICR VolumeSnapshotContent IR, IIRIEEIBERIFIRILL
{8 volumeSnapshot ELAERR TEH,

Nl

TG CI# volumeSnapshot CRE#® import-snap 5|HAM VolumeSnapshotContent BE&
import-snap-contento

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)
source:

volumeSnapshotContentName: import-snap-content

3. *NERNIR(TEFBHITEMIRIE): *IMNEPIRIBIERFIRFIFTEIZEAY VolumeSnapshotContent * FHiBfT
‘ListSnapshots M. Trident¥tl#E TridentSnapshote

o SNERIRFRFZEFFHFIKE VolumeSnapshotContent to readyToUse #l VolumeSnapshot to trueo
° TRIdentiR[8] readyToUse=trues

4. “ERIFAF *BE— PersistentVolumeClaim BAS|IBH#HY VolumeSnapshot. HMH
spec.dataSource(EEspec.dataSourceReng*m%JVolumeSnapshot3g*mo

Nl

UTREECIE—5|FHBPVC volumeSnapshot B8 import-snapo
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

ERRRRE SHE

FRINBERT. REEROTFRERS. UERAEEMRSERIEENENREM ontap-nas M ontap-
nas-economy JX5I#EF. B .snapshot BRUBEMREBIRE LR,

fEAvolume Snapshot restore ONTAPER 21T R E & E R EI SRR I RIS,

clusterl::*> volume snapshot restore -vserver vsO -volume vol3 -snapshot
vol3 snap_ archive

()  i&mSnapshotElAs, MEERERKHEE. IESnapshotBIAs/EHEMIBFHIEREE K.

R B KB IREREIPV

HpR R A XRELREBRIKA SR, LAY Trident HIFEF A " IEERFR " K& MBREIREBLBIBRTridentEo
IRE L RIBITHIZE

WNREFIKubernetes 3 AR A B & RRITHIZZMCRD. Mol LUZIN TR HITEE,

PR
1. BIEEMRIECRD,
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cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. IERRARITH2R,

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

@ MEME. ITH deploy/kubernetes/snapshot-controller/rbac-snapshot-
controller.yaml HEH namespace & (8o

PSS

R

* "VolumeSnapshotClass"
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SR S Trident
H % Trident

4R Trident

M24.02kRFFIE. TridentiZ@PNBH AR, SERH=ZNEERE, ENHREEEE
SeRihRABRA EADERY. HIZMH T IThEE. MAEIGIRINEE. BIRBEMIUH, BB
= DEEHLE—R. UFIBTridentRAYFTINEE,

FHREIBERSF I
FRBI AR Tridentf, 1BE B TEI:

* TELATERIKUbnetesEBE P RIFRE BMX A RN L — P TridentS2 7,
* Trident 23.07 X EERAEEBVIEIRE. FBXZIFAphadiBetalRiR,

* INREIEFEIE TIiEH T Google CloudfICloud Volumes Service"CVS ARS5ZEE!", NITEMTrident 23.01F+4%
B, HMEFHEIWRECEABEEA standardsw 8 " zoneredundantstandardsw IREZHK5. MNETE
ERIREHR “servicelevel. AJRESSEHELW. BXRIFMER. SN "CVSIRSEEIRA" o

© FHEREY. IS HE"HTridentfEA"H StorageClasses $@ff “parameter. fsTypeo. EAILUEARAFME
BEENER TRIBRFIEZEFEE "StorageClasses &

° XEHITHI—IN * ZK * "2 F X" SAN %,

° sample}fi \ B R B & https://github.com/NetApp/trident/blob/master/trident-installer/sample-
input/storage-class-samples/storage-class-basic.yaml.templ& = ffl[storage-class-
basic.yaml.templ)FI§$#%: https://github.com/NetApp/trident/blob/master/trident-installer/sample-
input/storage-class-samples/storage-class-bronze-default.yaml[storage-class-bronze-
default.yaml®,

c BXRBFMER, BB ERNEE

B1L . A

Tridenthk 2 RET HEAR YYMM GBRAE. ERYY'B—ENRERUKTF. "MM'ZH 3. DOThRZAEE
YY.MMX R HR"X B EHMEFRG. EOFRIEEMPARBRAEFEAREIBIRES,

* BRI U EEARE B REMA A E DR ER B iRk, Fla0. ErILIE#M23.04 (Bi{E"23.04
DOTHRZR)F+4KEI24.06,

* NRBMIOPNhRAE O ZIMIRESHITHER. BRITZTEAR. BREZARNNALRGBALIESH
MhRAEOR "SRR SRS, B0, WREEITHE22.01 HHEHLEI24.06:

a. BRM22.07F4%%123.04,
b. $XiEM23.04H 4% F24.06,
7Z0penShiftA2s F & _EFEATRIDentRERRFHITAHA&ES . NALKEITRIDent 21.01. 15 B SR

(D % 21.01.0 fr%7s80 Trident ERRBE—MEANTE A, % B 21.01.1 P, HX%
AER. FBI "GitHub +HIFEAE SR,
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28 BERBLZESE
BT R L& TridentBHEAMARZS. IEHRITUU TR E:
1. M ... kubectl get pods -n trident ¥Z&Pod,
° R KEIRIEGPOD, NERZRET Trident tridentctlo
° YNREIRERPOD. NTrident2EA TridenttEER FEhskFEHBHelm&Z M,
2. MNRBIEERPOD. i&EfEA "kubectl describe torc HE Trident2H SFEAHelm &3/,
° NREBHelmir%. MTrident2EAHelm& M,
° NERGHBHeImiFE. NITrident@EA Tridenti2ER Foh LR,
EB3L . EEARGE

BE, ENIZERSTRRERRNGEHITHE, BERIURXEM ELET7AZETR s AR Tridents Fid
ko

* “EATridentRERTHITHLR"

RITRNEEE T RIBERAR T (7 EERRIERTARZ A,

ERZRIESEFR
TR RARTIER

EERATridentizB AL Tridentz 8. &M T HEALIREAENGERHIE, HPEFENX
FrRoEFN =T AITHl2s. £H128Podf 1T mPod AN T3 mDemonSeti#{ THIE 4,
TRIdenti@{E R AR AL IR
BLREMALTridentlIRZ12(E2—"FE RS TUIZERNNE" B B E TridentflKubbernetesII R, MA=
FETEERHNINES. BEXMAI, Tridentr] AESENBTEIZH A EH"NIER F A%, LHR. B
5KubenetesSE& 1 TiEE. ATLA:

* BIBRHERCIE=KITHIZZZBEF T mDemonSet.
* FRFMRAERTRIDentiTHl28PodF TRIDentT 52 Pod,
c NRTRAREH. WARBALEEHERT R

© BIEATT S MPodHI T A B RS
% %Kubnetes B L Trident3 N AES, WEHE' TridentZ2i's

RERFARTIER
fEAZImE SR IEFT BRI TR
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1. ZiREE R
a. WM Y FREM TridenthRZAS(BRZS_n_)o
b. BHFIHKubnetesx IR, BIECRD. RBACHI =IARSS.
C. MipRARASA_n_BYTRIdentZHl 2820 &
d. SIEBRRZASA_n+1_BI=TUEHI2ESSE,
2. *Kubernetes*J_n+1_flIiE T =InEH25Pod,
3. ZIRIEBERT:
a. filpx_n_M=IEHFTRETE. BERFEFEFHRPod&1E,
b. A_n+1_QIZ=INB 5T mETo
4. *Kubernetes* 2ERTIT =B mPod _n MBS ESIEZ =T mPod, XA UBER—NT = EBEEAR
AR =IHFET SPod RRBE—1

fE A Trident OperatorgiHelm# £k TridentZ& 2t

&) LUER Tridentt®ER FEhE EAAHelmA 2L Trident, EB] UM TridentiRER R EFHHKE
B— 1 TridentRIER L. W] UAMEZEFAL tridentctl” Bl Tridenti2{EG NR4s, £
RTridentRERZEZHI. BER"1EEHLTE"

FERFNLE

TR LUMEESEREN Z IR RARA R L EAREISZ — M EESCEN ZH R ARA R L E, FiATrident 21.01 R EEHR
FEMERASEESERNIZE R,

@ EMNEAGRTEEEMNIZE R (MRZ%20.07%20.10) XXM TridentFH K. 15IRIBTridentAIFHR5
BRI TIRIE 18 2209 A"

KTFUIAES

(\f27oi@E:d} {\f270 {\f151. } {\f270} {270} {\f151. } {\f270} {\f270} {\f151. } {\fe703@id}
{\f151. } {\fe70} {\fe70} {\f151. } {\f270}

* XFiziTKubbernetes 1.248958%, &M "bundle_pre_1_25.yaml",
* WFisfTKubernetes 1.255 EShRZASHIEEE, 1BFEH "bundle_post_1_25.yaml",

Feaz ai
HREERNEIETETHIKubbernetesE 8 "2 15 HKuberneteshii 4",

PIE
1. I8iFTridenthRZs:

./tridentctl -n trident version

2. BRI FRE LRI TridentSE IR TridentiZE AT, a0, MREBM23.07H%K. BTEITUTHST:
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https://github.com/NetApp/trident/tree/stable/v24.10/deploy/bundle_pre_1_25.yaml
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kubectl delete -f 23.07.0/trident-installer/deploy/<bundle.yaml> -n
trident

3. MREBFEHABEN TR TridentOrchestrator B, ERILIYREE TridentOrchestrator AT
BRLZESHHFNR, HER g NRTIEIEEE S TridentfICSIMEGIEME. BRIAKBEHISEM
BRIRENE SARR MY E X,

4. FRERTENIFRERIEGSEYAMLX 42 Trident. EFf 2 % "bundle_post_1_25.yaml' BEF &
#J<bundle.yaml>
‘bundle_pre_1_25.yaml' kg, a0, NRELETrident 24.10. BEEBEITUA TS

kubectl create -f 24.10.0/trident-installer/deploy/<bundle.yaml> -n
trident

FHEHelmZ 3
&R UIFA K Trident Helm%& 3,
TEIBRE T TridentfKubernetesEE 85 M 1. 24 H K EI1 . 255 B S hRABY. B4 helm upgrade®

@ FeEHvalues. yanl BUEBEAHARMNE “true P, " --set
excludePodSecurityPolicy=true SARABEAREES, excludePodSecurityPolicy

INREEEKubnetesEEEBEM1.24FHKE1.25. BRFALKTrident Helm. MHelmALIGR K. EFemHelmFALK.
BIEARIREHFHRITUTSE:

1. MZZEhelm-mapkubeapistfff https:/github.com/helm/helm-mapkubeapiso

2. ERET TridenthYen & = (a IS TridenthR A ITIES R IHIRIERFT HEFIERIH IR,

helm mapkubeapis --dry-run trident --namespace trident
3. fEAHeImMITREIBITURITEE,

helm mapkubeapis trident --namespace trident

TR

1. tNRE "EfFEAHelmZ 2 Trident A, MAILUEA helm upgrade trident netapp-
trident/trident-operator --version 100.2410.0 —FFHLR, WRERFMHelm repod oA fE
BE#ITH&:

a. N TFEEFBTridenthR A& "GitHub B _assets #3453"
b. 5/ helm upgrade 8<%, HA trident-operator-24.10.0.tgz RMT BAHRKEIAIARZS,
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helm upgrade <name> trident-operator-24.10.0.tgz

MREEVRLTEIAEISE T BESOET(HII. A=IRIREFCSIIGIEE T B. Ri5E
MER). 1BMII0 helm upgrade B8% --set AT HFRXLENE S Fupgradeds < H.
BNXLEEFZEENRINME,

2. J&17 helm list BWIFERNNARFRAHIEHLR, 51T tridentctl logs BEEEMEINER.
MFALK tridentctl REEITRIdentiRIER
SR LAMARE AR AR Tridenti@{ER tridentctl ®E, MBRHMPVCREEA B,
@ EUHRER G EZAI. FEE "ELEHEZEB"
p

1. FH&EHARAAI Trident,

# Download the release required [24.10.0]

mkdir 24.10.0

cd 24.10.0

wget
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-
installer-24.10.0.tar.gz

tar -xf trident-installer-24.10.0.tar.gz

cd trident-installer

2. M\iEEBE A tridentorchator CRD ,

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. B CENEEMHEER R =TEH,
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kubectl create -f deploy/<bundle-name.yaml>

serviceaccount/trident-operator created
clusterrole.rbac.authorization.k8s.io/trident-operator created
clusterrolebinding.rbac.authorization.k8s.io/trident-operator created
deployment.apps/trident-operator created
podsecuritypolicy.policy/tridentoperatorpods created

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE

trident-controller-79df798bdc-m79dc 6/6 Running 0 150d
trident-node-linux-xrst8 2/2 Running 0 150d
trident-operator-5574dbbc68-nthijv 1/1 Running 0 1m30s

4. BI7Z "TridentOrchestrator CRULZZE Trident,

cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true

namespace: trident
kubectl create -f deploy/crds/tridentorchestrator cr.yaml

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE
trident-csi-79df798bdc-m79dc 6/6 Running 0 1m
trident-csi-xrst8 2/2 Running 0 1m
trident-operator-5574dbbc68-nthijv 1/1 Running 0 5m4dls

S. WIAER =IThae AR 2 FRHRhR AN,

kubectl describe torc trident | grep Message -A 3

Message: Trident installed
Namespace: trident

Status: Installed
Version: v24.10.0
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B tridentctl H{1THEK
BRI LUERRARIRE N TridentZ% tridentctlo

KTFUAES

HFHMEFHFLETridenttBE FHEK. EF Tridentdlt. A=MIBRTridentZBEFRERBIAA 4EEIFEKR(PVC)FKA M
E(PV), BEEMPVIETridentBiABTIAI A, TridentiS TR E B /S ATELLERIBI QIR MERIPVCECE %

Fiaz gl
BEER "EEARGE" ARKZE tridentetlo

T
1. EPEITEE S tridentctl LURIFR S TridentXBEHIPRE &E. CRDFNIEXITRIRIN

./tridentctl uninstall -n <namespace>

2. EFLRETrident, 1BESIF "FHtrdentclZ 2 Trident"s

()  wmeApR. BREERFETRE.

{EAtrdentctrd EIETrident

https://github.com/NetApp/trident/releases["Trident TREERFE" 1EE
‘tridentctl @R TTEHARER. AIAFEMIARITridente BB EMBPrivilegesfKubornetes
BRALUERERRETrident HEEEE Trident PodBIRE T8

M2 /ITS

EOJLUBETT tridentctl help UIREXATAS IR tridentetl S --help BFEAGFSHIIRE.
PURBUZAE 6 < B TAARE S R

tridentctl [command] [--optional-flag]

Trident “tridentctl LR ZIFU TS /inE,.
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3

A
4

create

BEIRARINE] Trident,

delete

MTrident B —1Nak Z N5

get
MTrldenté?éHY _2%774\33/ o

help
BRERELRIEER,
images

FTENTridentFR B A 25BERBITR,

import
BMEXRBESNETrident,
install

L% Trident o

logs
}‘AT”dentj:]—El] E iSvo

send

MTrident g2 &R

ENEL
ENE Trident,

update
ETrident 2L E R,

update backend state
B EFEIREE.

upgrade
ETrident AR EIRo

vehiZs
FTENTridenthRZ<o
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ERITE

-d, --debug
BN =T S
-h, --help

#BBY) tridentctlo

-k, --kubeconfig string

S KUBECONFIG TEZASHIZK M—KubornetesEeB# 25 — MR EHTITan T HIER R,

@ HE. fEfJfE_JL,{th KUBECONFIG T=. HATFEA4FERKubbernetesEE EEH o) @it A

tridentctl 5%

-n, --namespace string

TridentZBEBIT A =86,

-0, --output string
A& json_yaml_name_wide|ps Z— (BRIA) o

-s, --server string

Trident REST#& AV i% .

@ BI LS Trident REST #OBEB AL 127.0.01 (FFIPv4) = ¢ @ 1) GFF
IPv6 ) friFFIiRHARSS

a7 L IETAARS
eilfEd
fEF “create’ sp PR A R ARME] Trident,
tridentctl create [option]
gl
backend: #/GFimAN0EITrident,
iz
& delete’ a8 MTridentP IR — N HZ M EIR,
tridentctl delete [option]

PRI

backend: MTridentffilfr— P ZMEME SR
snapshot: MTridentFlfR— 1k Z N EIRER,
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storageclass: MTridentlfg—akZ M EES,
volume: MTridentPfliBF— N Z M FEES,

FREX
fEA “get &3 MTridentFREN— 1N Z N &R,
tridentctl get [option]

il

backend: MTridentZREX— M ZNMN1EME SR
snapshot: MTridentIREX—1 3, % MRER,
storageclass: MTridentfREX—MElZ NMEESR,
volume: MTridentfKER—1EZ 1N Eo

LIS

-h, --help: H#BEI,
--parentOfSubordinate string:. FEIERFIAMNEE,
--subordinateOf string. BEEREHIAENTE.

BRI
£/ “images FREFTENTridentFr E A SRIRE YR,

tridentctl images [flags]

LA

-h, --help: E%#EE),
-v, --k8s-version string. Kubornetes&EE{HV1E X k7S,

SNE
£/ “import volume gi M B EF A\ Trident,

tridentctl import volume <backendName> <volumeName>

pillE=!

volume, Vv

&

-f, --filename string: YAMLEZJSON PVCXHHIERTR,
-h, --help:. EHIEEEN,
--no-manage. XEIEPV/PVC, REREEETEREIE,

e
fE R install FrEZE Tridento

tridentctl install [flags]

[flags]
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LIS

--autosupport-image string: AutoSupportiENHIZE2SEG(FRIASI“NetApp / Trident AutoSupport

. <current-version>"),

-—autosupport-proxy string: FH?&‘LAutoSupport E N AIERI AL IH O

--enable-node-prep. SRED R EREFRFEHNIEFE,
-—generate-custom-yaml: FERYAMLXHMAREEANE.
-h —-help: &#E#EEEN,

--http-request-timeout: &z TridentfTHIZZSREST APIFHTTPIEKIBEY (RAIAME /I 1m30s).

--image-registry string: PIZFRRMGIEAZREVMIL/IRO,
--k8s-timeout duration: FTBKubeNetiE{EEIHBEY(FRIAEI3mMO).

--kubelet-dir string: kubeletIEBIRZSHIENLE (ERIAS"var/lib/kubelet")s

--log-format string: TridentBEIEREIL(IES, json)(FRIASXA"),

--node-prep: fETridentBETSfEKubbernetesSE BT RIeT /R, LUIEERIEERNSIEEFEDINEES,

Hal, iscsi ZW—ZHFME,
“--pv string: TridentfEAREAPVHATARAZEFRIA S Trident”),
--pvc string: TridentEBERPVCHIRATRAERANZEE(ERIAA “Trident”),

--silence-autosupport: AEHENetAppA&iXAutoSupportss & E(FIAAtrue)s

--silent: ELREHRZBAZEHEL.

--trident-image string. BREMTridentBRE,
--use-custom-yaml: {FHARZEERFHERIIMEYAML 4,
-—use-ipv6: EAIPV6#{TTrident@(S,

BHE
£/ “logs & M Tridentf TENH S,
tridentctl logs [flags]

RS

-a --archive! BIEGEMEBEHZFAENMGE, FIESERHA.
-h ——help E:u\ﬁgﬂj]o

-1 --log string. BRRMTridentHE, Trident |BEh|Auto-operator|allz—Trident (BAIA{E A "auto")o

--node string. BEMAWET mPodHERKubbernetes & 1o
-p --previous: RN E—1BBLHI(WRET)NESE,
--sidecars: ZkEYJtE%‘EEEI’JEluo

Rix
f#H “send f5 MTrident RIXZR R

tridentctl send [option]

IR
autosupport: FFAutoSupport 31K iELANetAppo

ENE
fEF “uninstall' #r&ENE Tridents

tridentctl uninstall [flags]
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LIS

-h, --help: HN&#EEN,
——silent: EIEHABIEZRAAZEGEL,

SR
£ "update' SE B TridentP BIE R,
tridentctl update [option]

1EIN
backend: TETridentPEHGiHo

BEREIRKES
£ update backend state BFEERMERIHIRIENGRS,
tridentctl update backend state <backend-name> [flag]

TEEENES
* IR FE A TridentBackendConfig (tbc)BliEGim. NI AFERXHEH /Gl backend. json o

* 1R userstate BIEtbcFIKE. W EFERM LB tridentctl update backend state
<backend-name> --user-state suspended/normal o

s BEffi@idtbci B G EFEES BidtidentcdtiE E userState. M MbcFHIBREEFER. userState AILL
ERa S HKTMURIE “kubectl edit tbc o MBRIEFERS userstate. ERILUER tridentctl
update backend state a8 < L "userState’ [eiHHY,

* M tridentctl update backend state B userStateo EEAILUMERAXHEEH usersState
TridentBackendConfig backend.json ; X=fMAEiHNTEEHIEL. HETESIEREFEN,
&

-h, --help: GRS EE B
——user-state:. 188NN suspended HZEmR(E, 188N normal ME GimR(E, 18BN
suspended:

* Addvolume # Import Volume E&E{Z,

®* CloneVolume. ResizeVolume PublishVolume. .« UnPublishVolume. CreateSnapshot
GetSnapshot RestoreSnapshot. DeleteSnapshot. . RemoveVolume. GetVolumeExternal
ReconcileNodeAccess RIFAI o

S UEREREEE X F RPN FEREMGIHIAS usersState TridentBackendConfig
backend.json., BXRIFMER, FEH "HTFEEFIHAVIEI" M " kubectl UITRIHEE"

* il *
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JSON
BREBUTTBERAXHER userState backend.json :

1. B48 backend. json XL E S userstate FE. FBEEIZEN"EMM"

2. (FRGSHENR BN EEN Gl tridentctl backend update backend.jsono

Tf5l: tridentctl backend update -f /<path to backend JSON
file>/backend.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "<redacted>",
"svm": "nas-svm",
"backendName": "customBackend",
"username": "<redacted>",
"password": "<redacted>",

"userState": "suspended",

YAML

e UEERm SN Atbc G E#ITHRIE kubectl edit <tbc-name> -n <namespace> o AR
ERIETNE GRS EMNEE userState: suspended :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-ontap-nas
spec:
version: 1
backendName: customBackend
storageDriverName: ontap-nas
managementLIF: <redacted>
svm: nas-svm
userState: suspended
credentials:
name: backend-tbc-ontap-nas-secret

version
R ... version AFFIEIRRAIIFE tridentctl UNRIEFEEITHTridentiRS,

tridentctl version [flags]
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rs
--client: {XPREFIRIRA(FZEEIRSS2R).
-h, --help: hRZAS#EEEH,

RS
tndentctdi‘iﬁ*ﬂﬂzkubectdE’J?ﬁﬁ:o AR FRM i EI 2 EE tridentcts-tld" 2 <plugin>.  F H Z#HI4
T_L:_F7§'J'c|:|'TE§1§W EE’JSU‘-“FS’EEP MitridentctL G 1EMIES. FrAWNE RV iEGE = Etrdentctrd &3 B AYIE 4

ZOHFIH, SR LB EIFIETETRIDENTCTL plugin_pathH3EE plugin S {4 R PRI Z= (R0 :
TRIDENTCTL PLUGIN PATH=~/tridentctl-plugins/). SARMEATEE. Mirdencdld{XTEIEE X I

R,

= Trident

Tridentig{t 7 —2HPrometheusteirnimm. AT Sz Trident*&E,

R0
I TridentiRHAVFEHR. fERTLURIT AT HRLE:
* BYIXRETridentiz TIRORMECE, ERILIEEIRERNMINAZEE UM ER S EBIZTHS FimEITES.
* RERRERBERER, HTHERREENSHEURSANTZEES.
* PP BRIRECEN SR ENRF X R,
* IRERI%RE. ERIUERTridents RIm@EHMITIREFAIRRIBTIE,

@ ZINERT, Trident BB = ER1E /metrics e lBAirmO 8001 ° £ &3 Trident B,
XLEIEIREIAN * BB ¥,
BEENRAE
s LR T TridentfIKubnetes&E 2%,
— Prometheus 25, BILLRE "B 281k Prometheus ZFE" 5%, EHEILLERIE Prometheus {EREIT "

}_EF"%&F"O
F1%: EX Prometheus Bx

&N E X Prometheus Bi%. LUREIBIRHIRENE X TridentBE BN RHMEAIENESENEE, X "HE"RET
{a¥& PrometheusFlGrafana 5 Trident4s & AR FRIEIR. AERENA T WRILIRIER B9 7EKubelnetesEE#
FizfTPrometheus. LUK EN{AIEIEE ServiceMonitorEIXEX Tridentfg#ro

% 2 %5 2% Prometheus ServiceMonitor

E(FA Trident 3545, BN EIE— Prometheus ServiceMonitor , ZUAIT28 0515 trident CST PREZH(IIA
mtrigics M. 3:ffl ServiceMonitor 80 FFf7R:
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apiVersion: monitoring.coreos.com/v1l

kind: ServiceMonitor
metadata:
name: trident-sm
namespace: monitoring
labels:

release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io

namespaceSelector:
matchNames:
- trident

endpoints:

- port: metrics
interval: 15s

Lt ServiceMonitorE X i ZEIRSZ R EIHIFENRF trident-csiv HEIIEH "metrics BREME S,

It PrometheusI7ER] LUECE A T fE TridentAY$E1R,

BR T B MTridentiRISHVIEAR Z SN kubeletit =i@:d B CHYET IR R A FF TS “kubelet_volume_*'#5
#Fo Kubelet BJLURIMEE XBIEENE, Pod REMENHEHMRIIRIENER. BTSN "I,

% 3% {£H PromQL &if Trident 151x

PromQL JFEi&EE 2R OB 8] 5 s RS EHRRIZRE.

AT LAER LT PromQL &1

FREY Trident BITIRRER

* KB TridentdIHTTP 2XXIANZEI B 5 L

(sum (trident rest ops seconds_total count{status code=~"2.."} OR on()

vector (0)) / sum (trident rest ops seconds total count))

* BT AIEEK B TridentdIRES TR FYH 73 L

* 100

(sum (trident rest ops seconds_total count) by (status code)

(sum (trident rest ops seconds total count)))

* HTridentA1THYIEERY T ITHFELAT B (IAZRD O B 11)
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sum by (operation)

(trident operation duration milliseconds_ sum{success="true"}) / sum by
(operation)

(trident operation duration milliseconds count{success="true"})

FEXTridentEARBERES
* BRI FIYE *

trident volume allocated bytes/trident volume count

* B EREENESETIE

sum (trident volume allocated bytes) by (backend uuid)

HEB N BHBRIER
(D) RBERBE belet 5178, 42 RMAILIEE

BT ENERTEARSL

kubelet volume stats used bytes / kubelet volume stats capacity bytes *
100

7 fi#Trident AutoSupporti&l
BINBERT. TridentaSXENetApp &K iXPrometheustE il E A GRS So

* E[fR1ETrident[mNetApp&iXPrometheustetin 1B AR FIHE B IBTE TridentZZEHAEF £ "--silence-
autosupport fr&,

* Tridenti®r] LB 3% E FINetAppZIF KX A28 HE tridentctl send autosupporte. EHEA

ATridentR EEHBE. TIERREEZH], RiEZNetApp
Ahttps://www.netapp.com/company/legal/privacy-policy/["BRFAELER "o

* FRIEFEE. BN TridentiFiRENE =24/ NtBI B Eo

s A ERRESIEEHEREYESERE --sinces ffl8: tridentctl send autosupport
--since=1h, WERBIERETrident—iCLEMNBeNEFLIX trident-autosupport. &EAJLUMIREN
AEBRE "Trident AutoSupport”s

* Trident AutoSupport FRBERFHMIAZHBESE (Pill) FPIAES. EMERN "EULA" REBTFZiHE
ERSRIREART . EEILUFH T fiENetApp Xt BB L £ S ERIAIE "Lhad",

Trident’ R IXHYE XA HRFIGA TR
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items:
- backendUUID: ff3852el-18a5-4df4-b2d3-£59f829627ed
protocol: file
config:
version: 1
storageDriverName: ontap-nas
debug: false
debugTraceFlags:
disableDelete: false
serialNumbers:
- nwkvzfanek SN
limitVolumeSize: "'
state: online

online: true

* AutoSupport JHE 35 &KX E| NetApp BY AutoSupport s . IRFERIEFTMRFMER MM, NaTLIEER
" -image-regRegistry’ #5:&,

s SR LB RS YAML XA RECEIE URL, Altt, ATLU#EA tridentctl install
-generate-custom-yaml B YAML X, H7E trident dedeployment.yaml 1/ trident
autosupport Besmil * -proxy-url’ S%,

2 A TridentiStx
- IREEIR, BNERBENX YAML (£ -generate-custom-yaml ™ 15:5) FH I E#ITHRIE, LUMERR
trident F R25FHARY -metrics Fr&o

E#L Trident
BN ER S ZE TridenttBREIR /5 7AEE Tridento

KXFUIES

* MREFEBETALR. ROXREFENARKMEATERLIEEIR, WNEFHTrident, ASKIRER
FIZRAEERBAEMREFIRA version"s XER_FF K _[FERE FHRRARNE—ZINTG %o

* ATETHEMNERZE. HETrident AR =MIFRTridentBIZAICRDHAX IR, MNREZET2MBRTrident
NEFFEEHE, BEEN TEM R TridentFICRD"

FazZ Al

IR B(ZHKubnetesSEEE. NMIAREEE Z BittlBRER Trident N EMNIE N BER. XHER] LU EREMER
ZHi. TEKubbernetesTi s _EREVE X XLEPVCHIE#Z,

MERIARRTT A
ENER S RE TridenttBEN T AREHE, M0, ERERILE Tridenti E IR
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1. {8 ... kubectl get pods -n trident ¥Z&Pod,
° MRS HIRIERPOD, NEEARET Trident tridentctlo
° INRBIRIERZPOD. MTrident2EMA TridentiRE R F RIS FEAHelm&ZHEH,
2. NREFIRERPOD. &fEA kubectl describe tproc trident HiE Trident2 & 2 AHelmZ A7,
> IRBHelmitZ. N TridentEEAHelm&Z2EHT,
° INERZEHeImIRZ. N TridentE E A TridentiR{E R FehREH,

H#EH TRIdenti@ER %3

1R B A FhE S ERHelmEI & TRY Denti@fE R L3k,

HEFoh&E

NREERIRIERTEE T Trident. WA LLUEEHITIA TIREZ —IGHENE
1. %48 TridentOrchestrator CRHIGEHHIFE":

kubectl patch torc <trident-orchestrator-name> --type=merge -p
'"{"spec":{"uninstall":true}}'

Y uninstall FREIRE N true. TridentiR2{ERFIGEIE Trident. {BARA=MIBRTrident Orchestratord~s&,
BEEHLE Trident , NEIE Trident Orchestrator FAIZETHY Trident o

2. % TridentOrchestrator: MG FEFZE TridentlICRIE TridentOrchestrator, EIGIERIBIERE
HTrident, RESBUIETridentZPEF T HIZOOMBRIIZ. HBRERIFRILSZBFTIFHE
TridentOrchestrator. [EIRMREEZREIIZEFEIENTrident Pod,

kubectl delete -f deploy/<bundle.yaml> -n <namespace>

I Helm=% 3

WNRIEFEHAHelmZEE T Trident, MATLAERFEEEZ helm uninstallo
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#List the Helm release corresponding to the Trident install.
helm 1ls -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

trident trident 1 2021-04-20
00:26:42.417764794 +0000 UTC deployed trident-operator-21.07.1
21.07.1

#Uninstall Helm release to remove Trident
helm uninstall trident -n trident
release "trident" uninstalled

HZE tridentctl &3

{8 “uninstall FEYE < “tridentct! #iIB& 5 Trident< BXBIFRE 2R (CRDANFE X IF R BRIM) -

./tridentctl uninstall -n <namespace>
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1i& - FDockerByTrident
ZRERBIIESHE
T T E R E S BRI ETR S, RS A SEEE Trident,

FIEEKR

s TN ER T HEFAEEX "EX',
* R ERETZHFM Docker hr7As, INRERY Docker iASBEIRY, "ZEHEME"

docker --version

* WIER S EAEEN L REMNEE M INEIRF .

NFSTH

ERERTENRERANGLLENFSTA,

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D =ENFSTAREMEDIAENA. UHLERSEEIEBNEY.

iSCSITH

ERERTENRERAANBTLRISCSITA,

279


https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/

RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-
mapper-multipath

2. ¥ iscsi-initiator-utils FRASZEE /9 6.2.0.877-2.el7 S EBhRES:
rpm -gq iscsi-initiator-utils
3. BHEIRENFoh:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BRZRE:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ fffR detc/multipath.conf contains find multipaths no under efaults .

S. M4fR iscsid M multipathd IETEIBTT:

sudo systemctl enable --now iscsid multipathd

6. BAEHEE iscsT ;

sudo systemctl enable --now iscsi

Ubuntu
1. RENTRERGE:

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. ¥97 open-iscsi lRASEE N 2.0.877-5ubuntu2.10 XEShRAS (WFFNFHRL) 5( 2.0.877-
7.1ubuntu6.1 XESEhRZAS (XFF Focal ) :
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dpkg -1 open-iscsi

3. BRI ENF:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'

/etc/iscsi/iscsid.conf
4. BHEZRKE:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}
EQF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

(D iR detc/multipath.conf contains find multipaths no under efaults .

S. MREBREHIE!T open-iscsi M multipath-tools :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

NVMeI A
ERERTEMREAZNGSETENVMe TE,

* NVMeZEERHEL 95 FE S AR,

@ * f1RKubelnetes T RAIAIZIRAKIE. HENVMeREBRER FENRNZARE. ErIEEE
B R RZhRASE R EENVMei 8BRS,
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RHEL 9
sudo yum install nvme-cli

sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu
sudo apt install nvme-cli

sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

22 Trident

i& A FDockerfyTridents] 5i& A FNetAppEfiETF S BDockerE SR A EHIZREM. BXIF
MEEF S E Docker FNWEMEZRICEMNEIE, FHRE—MMER, AFERFKRFNHE
S,

Z A TridentSZH AT AR E R —FEM LiE1T. XEFRI RN EZE SN FEAFZMEFERE, HeEBEEXHET
Docker HHI1Zf#,

BEENRA
BN HBENFRSM . BERHEXLEIREZHS. BIeJEi&E Trident,

Docker £ EiEH A% (1.13/17.03 XEShRE)

Friazal

MR EESEFIPHIZES EZPE AR ETrident Docker 1.3/17.03 7 B1RIARZA. BRI (ELETrident
HIEFHEHBoDockersTiFHTE. REBERIEEEMHHZE.

1. BB EEETTRISES)

pkill /usr/local/bin/netappdvp
pkill /usr/local/bin/trident

2. E¥EEh Docker o

systemctl restart docker

3. HfRE %% Docker 5|2 17.03  (Fhitds 1.13) HEEARZA
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docker —--version

MBEAIRATEE, "R ERRE,

p
1. QUEAECE RN TR 8 RE I

° config ! BRIAXHB A config.json , BERILUERFMERERIRTR, HieFERXHRIERE
config &, UEEEXHAMATFENRG LR - /etc/netappdvp” BREH,

° log-level . IEEREIEELS) (debug, info, warn, error, fal) o PRIMEN infoo
° debug EERERRAEXAETEIER, BIAEN false o IR true , MEBEZHELF,
L ARREXHR)E—MUE:

sudo mkdir -p /etc/netappdvp

ii. BEECECM

cat << EOF > /etc/netappdvp/config.json
{

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

EOF
2. FRAZEIEG RSB Trident, HEHR *<version> J9#& I £ R AVEMARZS (xxx.XX.X)o

docker plugin install --grant-all-permissions --alias netapp
netapp/trident-plugin:<version> config=myConfigFile.json

3. FHREATridentEB B E REHRITFESE,
a. AIERZ A "firstVolume" 1% :

docker volume create -d netapp --name firstVolume
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b. ERR B BIREINE

docker run --rm -it --volume-driver netapp --volume

secondVolume:/my vol alpine ash

c. fifg# "firstVolume" :

docker volume rm firstVolume

7% (112 ERHRA)

Fazal
1. HRIEE R4 Docker hR7s 1.10 SHEShRES,

docker —--version

NREHIRABEIH, BEMERILE,

curl -fsSL https://get.docker.com/ | sh

5 "IRIBER T IEH 9 KA AYi5 B T TIR1E"S
2. FIRENENARSEIE NFS #1/ 3 iSCSI .
SIE
1. REFEIE NetApp Docker B :
a. FHHBRERNAER:

wget
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-
installer-24.10.0.tar.gz

tar zxf trident-installer-24.10.0.tar.gz

b. RN EFEFERRHHIENMIE:

sudo mv trident-installer/extras/bin/trident /usr/local/bin/
sudo chown root:root /usr/local/bin/trident
sudo chmod 755 /usr/local/bin/trident
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c. NEEEXHEIR—MIE:

sudo mkdir -p /etc/netappdvp

d. BUERECE X!

cat << EOF > /etc/netappdvp/ontap-nas.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

EOF

2. WEZHEXHHOZEEXHE. ERAMFNEIEXA R =X#HEIFRHZ,

sudo trident --config=/etc/netappdvp/ontap-nas.json

() mdeEE. BUBEHEFHNIRAEFTAINGtADD,

BohsFP#HIEE, @R LUER Docker s ST RERIENEIES
3. BESE

docker volume create -d netapp --name trident 1
4. BEhA2EAIECE Docker &

docker run --rm -it --volume-driver netapp --volume trident 2:/my vol

alpine ash

5. MiF% Docker %:

docker volume rm trident 1
docker volume rm trident 2
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ERG BN BohTrident

BXRETRAFRINAFHIRBIR TS, 120 contrib/trident.service.example 7EGit repo. &
FMRHEL{EA L 4. EHRITLAUTRE:

1. Xt EHZIERNLE,
NREFEBITZANEG, WERTTH N ERME—R o

cp contrib/trident.service.example
/usr/lib/systemd/system/trident.service

2. (BB, FOEER (55 217) ULEREFZMAMEXHREFE (55 917) URMERNIFE,
3. EHMNE systemd U NFEK:

systemctl daemon-reload

4. BRRS,

RIBIETE  Jusr/lib/systemd/system” BRAPAXHGEHNE, RATBFARE.
systemctl enable trident
S. BnhBRSS.
systemctl start trident
6. EERS.

systemctl status trident

@ BYHEEREBETXMHRY, JEIBIT systemctl daemon-reload 8%, FEH T ARFAMAYEN,

HR i ENE; Trident
8] U Z it FHLKIiE A FDockerfyTrident. MASXMN IEEERANEEEAIEMHE, TR

WER. B—ERFEERIBYEL “docker volume {ERIEHRIEF SR AN, NAREREFET
FEHE. HEEBAERSTAL ERZHERT, XREFEZ/HH.
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Fk
HITU T T BHLRIE R FDockerfy Tridento

L
1. FIHIMEE:

docker volume 1s
DRIVER VOLUME NAME
netapp:latest my volume

2. BFRtEM:

docker plugin disable -f netapp:latest
docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
7067£3%9a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. FAepddts:

docker plugin upgrade --skip-remote-check --grant-all-permissions
netapp:latest netapp/trident-plugin:21.07

@ Trident 18.01hRER{L T nDVP, &N EHIZMBREFH LK "netapp/ndvp-plugin’ £ “netapp/trident-
plugin’ BR{&,

4. B

docker plugin enable netapp:latest

o WIFERERAIEH:

docker plugin 1ls

ID NAME DESCRIPTION

ENABLED

7067£39a5df5 netapp:latest Trident - NetApp Docker Volume
Plugin true

6. WIFEREEN:
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docker volume 1s
DRIVER VOLUME NAME
netapp:latest my volume

WNRE MIBRRZATrident (20.10Z BIRIARZS)FHERE Trident 20.108XEmhiids. NFTEESBEFE1R.
BEXFAGER, 1B5H "R MRBELEIR. WNZALES. ARMPRIGESG. A

@ EEEIEEMIMNIVECE SHR L EMEMNTridenthR4: docker plugin install
netapp/trident-plugin:20.10 --alias netapp --grant-all-permissions
config=config.json

EE
HITUU T S RBENEE R FDockerf Tridents

T
1. BIBRIEGTCIEFRE S,
2. B PR

docker plugin disable netapp:latest
docker plugin ls

ID NAME DESCRIPTION
ENABLED
7067£39a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. MBRIEM

docker plugin rm netapp:latest

ERE
(R U A U RIR BB B R A TridentIREN IR RFNZIAGIR. SEIERIMIRRE

docker volumeo

ellfesey
* EREAE RO ARMEFNS:

docker volume create -d netapp —--name firstVolume
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* IREERETridentEHINE:

docker volume create -d ntap bronze --name bronzeVolume

()  mmdsREE w0, BERRENFNBIAE,

* BERINEKR/ ). BERAEMEFLIZE 20GB &, BEILUTRA:

docker volume create -d netapp --name my vol --opt size=20G

EXRNUAFFERT, ZFETRES—ESAERTHEKRE (FlT0: 106G, 20GB,
3TiB) - WMRFKIEEEN, MEIAMEN GRNEMAURTA2HE (B, KB,
GiB, TiB) 5x108% (B, KB, MB, GB, TB) . IREHR{FER2ER (G=

GB, T=TB, ...)

llEse
* GBI Docker B—HEMIIRILS :

docker volume rm firstVolume

(D) W solidfire-san WHRFEY, LATOIBBIRIERS,

AT Z B FARIE B FDockerdyTridents

RfEE

ﬁﬁﬁaontap—nas\ N ontap—sarlsolidfire—san‘*ﬂ ‘gcp-cvs storage drivers BY, Trident®LL

s, ATl "ontap-nas-economy REIFEREEY “ontap-nas-flexgroup. AfFelE. MIIEEL

BEE e EHIRE,
* ESUKERE:

docker volume inspect <volume name>

* NILEELIBME. XKSEEIEWIRE:

docker volume create -d <driver name> --name <new name> -0

from=<source docker volume>

* NELERNIIAERREIETE, HRERZEIZTIRER:
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docker volume create -d <driver name> --name <new_name> -0

from=<source docker volume> -o fromSnapshot=<source snap name>

Nl

docker volume inspect firstVolume

"Driver": "ontap-nas",
"Labels": null,
"Mountpoint"™: "/var/lib/docker-volumes/ontap-

nas/netappdvp firstvVolume",
"Name": "firstVolume",

"Options": {1},

"Scope": "global",
"Status": {
"Snapshots": [

{
"Created": "2017-02-10T19:05:00z",

"Name": "hourly.2017-02-10 1505"

docker volume create -d ontap-nas --name clonedVolume -o from=firstVolume

clonedVolume

docker volume rm clonedVolume

docker volume create -d ontap-nas —--name volFromSnap -o from=firstVolume
-o fromSnapshot=hourly.2017-02-10 1505
volFromSnap

docker volume rm volFromSnap

InESMERRIER S

MRA[MEEPX. HBTridentSZIFEXH RS, WEE LAEATrident X @2 B 231HR1IMBEIRBVIRIZE (T
HE) (B0, ext4 TiEBEITridentiARIMNAY ~ /dev/sdcl)o
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IXEhiZFr T ARV BT

BIFRERDIEFEE —AARRNED, Er]UELIBENEEXLERTUREE X ER,
BXRERTEEENFERSBNEDR, B2UUTARAZE,

TR FRREAXEETHFEE SR, T TRERERE, A o BREMFRMAETINE XESH
KB = JSON BECEXFPREMFRIE,

ONTAP %I

NFS #1 iSCSI &SI ZBIEMEIELUTHE:

EI Description
sK/ EHARNERIAS 1GiB o
sDIETRE TEENERES, RRIANFEE. BRIEN none (F&1E

BeE) # volume (BHH) o

sSnapshot HB& HA2{ES¥% Snapshot FREZIGE NFFEME. BRIAMEN
none , "WRAREMAERIEIRE, RIEEFHEEERA
&k, TMFTE ONTAP RZ LEEFEE—NE R
"defaultion" FYSRES, ZEREXECIEHRB/SNE/NES
RER, AmNERRBNENESRARE, B8RS
REZEBERTA  snapshot” BF, AILUREREBHFR
BrEIE.

sSnapshot Fi& R ERIFIREINER KB NFTR B 2tb. BRIAMEH no
B, XEKREMREIERT snapshotPolicy , ONTAP
15354 snapshotReserve GEE R 5% ) ; MR
snapshotPolicy 9 none , Mi%EE 0% » Ee]LIEECE
XA ONTAP BiRiSEEIA
snapshotReserve {8, FHAEEA{ERR ontap-nas-
economy. LUSMNIFRE ONTAP [GimAY4E Bl 3£,

splitOnClone RfEER, HRIEELZERE ONTAP ZLEIMERE
FR7RME. MAEN false, ERBEENRLEERIE
r, SFEIREIAEREMEREDRS,
NAXA B RS FEIRNN=, Hla0. =E
TEIRER T AENE. BRETERIDHFME
ial. FbE&FILENFRS b,
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DERRE

LU MINEBUER T NFS * R * -

il

unixPermissions

snapshotDir

exportPolicy

securityStyle

AT MEpmEBuE A T iSCSI * 1R *

il

fileSystemType

spaceAllocation
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Description

E#E LB FENetAppEIMZE(NVE); FRIAA false’s B
fEALLIED, AIESERE EIRTS NVE BiFaIH 2
NVE o

NRERIRBHATNAE. NETridentPEERNERE
#R B FANAE,

BXFMAER, FBIE: "Tridenttl{A 5NVEFNAERD
BER"

REBATENDERE. XRFREMIEEENIFE
RS (%) HESBESR.

Description

IR FIEH A ERFIRERINE, FRIANERT,
NIRBIEERN ° -rwrxr-xr-x , WUAMERTE
0755 R, FHHB root BHAFMEE, XAHMFHERR
¥ e]fER,

BHIGEN true B2 . snapshot IHRENEFin
AUEFNER. BRINMEN false. RHITIIM4E
.snapshot ZNIANBERT. BRLATFERARE, FLem
BR(BIWIE A MySQLERE)E H IS B AR FRRIE T
.snapshot BRA M,

REBRTENTFHREE. FRINMEN defaulto

KERTIARENZEERN. RIAMER uNIX . BXE
FuNix Mmi BIEE,

Description

KREBR TR ISCSI EMXHZES. BRINMEN ext4
o BXMEN ext3, extd M xfso

RHIZENRN false BXRALUNN=BIS ECThEE. FAIA
BN true. KRHEZTEARBEEFHILUNTEER
S\BS. ONTAP =R ENA @A, HEBHE T
ONTAP £ EHMIFREHER B EhEIMR =S 8],
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../trident-reco/security-reco.html
../trident-reco/security-reco.html
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../trident-reco/security-reco.html
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Tl
BEIULTRA:

* 8IE 10 GiB &:

docker volume create -d netapp --name demo -o size=10G -o

encryption=true

* BIEZABRIRAY 100GIB &

docker volume create -d netapp --name demo -o size=100G -o
snapshotPolicy=default -o snapshotReserve=10

* BIEBAT setuid {iIRY%E:

docker volume create -d netapp —--name demo -o unixPermissions=4755

B/N\EX/NA 20MiB ,

NRAKIETEIRBTNE BIRIBERBE S none, MW TridentiFEFA0%AVIRERTRE

* BIETRIR RS AT IRIBINENE

docker volume create -d netapp --name my vol --opt snapshotPolicy=none

* QIE— P TIRERREEE BE X IRIEFAE S 10% BE:

docker volume create -d netapp --name my vol --opt snapshotPolicy=none
--opt snapshotReserve=10

* QIZABRIBERIEN 10% BEXREBABNE:

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy --opt snapshotReserve=10

© FERRBHRIECIES, HIEZ ONTAP HEVARBIE (BEH 5% )

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy
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Element {44110

Element HEN= B REEXBEHNA/NIRSHRE (QoS) HE, BIESH, RKER o
type=service_level’ a4 T BIEESHXEXRY QoS &,

A Element EEIR2FEX QoS BRSBEFNNFE—F BELDCIE—MEE, HHEESEEXHFNZMRIEKNE
N, BRAFRE IOPS o

Hth Element B & EIBETEIE:

1B Description

sKN EMAN, BIAN1GB HEERXE ... "HIAME" :
{"size": "5¢"} o

RK N R 512 3§ 4096 , FAIAJ 512 SECESKHE

DefaultBlockSize o

Nl

BEIUUTESE QoS EXRIRFIECESNH:
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"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",

"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

ELRBRED, RIMNE=AEREN: FkE, BENSHE, XLZREEEN,
* 8l 10 GiB &5

docker volume create -d solidfire --name sfGold -o type=Gold -o size=10G

* 67 100GiB k%%

docker volume create -d solidfire --name sfBronze -o type=Bronze -o
size=100G
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i

£0E

ERI LR SR B S AR B TR R, WS BERY757ARIZTT Docker HAFRY G TR

Wegs B & LUHITEEHIBR
TR

1.

ﬁD%UIET_T@EHLIME’H%A?@#H/HED@%u )lﬁ i’ rident. '%EE;ID—FFET = E L?ﬁﬁ: docker
plugin:

docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
4fb97d2b956b netapp:latest nDVP - NetApp Docker Volume

Plugin false
journalctl -u docker | grep 4fb97d2b956b

*TI&E/L.\TE%Q&ZUF_ﬁ#FIQ\ Iiéﬁj( %&'E_lhﬁo QU% kbbl_ ;F;rﬁjg )rIJ__l-L/(FIFHﬂﬁtE/b\laio

- ERRAARASER, BREBRATIHRAEICRAVEN:

docker plugin install netapp/trident-plugin:<version> --alias <alias>

debug=true

HE, FEREEFNELTERERATIER:

docker plugin disable <plugin>
docker plugin set <plugin> debug=true
docker plugin enable <plugin>

- NREEEN LT ZHE XSRS WEHHNPFERERASE /var/log/netappdvp BR. BEAFIRAE

/L,\lais 1E?EIA-E debug E??*E#FETJO

—AREEHRR R
cHAFBINRERNACEESS, SBEHT AR, MREZEXMER, ERRARENSBEFH
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, AR EE !lD"F/E'%'.

SFHREEAEIRMA . #5437 unix /run/docker/plugins/<id>/netapp.sock : connect : no
such file or directory

XEREREGTER. FIENE, ZEGENRT2ENAEIERINEE, ATUEMEIZHAIEREINAS

i),



* WNRTEE PV HEHEIB2ETHINA)M, BHIR rpcbind BEREHIETIRTT. WNENIRIERKERFIERIR
HEEELE, HINE rpcbind BB IEEIETT. ErILUBTIEIT systemctl status rpcbind EHFN
IKASE rpebind BRSAVIRZS

EIEZ M TridentsL{F)

NRFLERMNEHZ N FHEEE, NEEZ Trident £, ZNEFIRIKEET, T
Sk Trident B, {ERARESWIEMHERN * -alias’ JEINEY * -volume-driver &I EHIZHAR
EIlENE=Y

Docker E&§fHE (1.13/17.03 HESIRE) W E
1. BEMEERBMEE S E— M,

docker plugin install --grant-all-permissions --alias silver
netapp/trident-plugin:21.07 config=silver.json

2. JEhEARAI, EEEMRIRMEEX

docker plugin install --grant-all-permissions --alias gold
netapp/trident-plugin:21.07 config=gold.json

3. BIER RIBENREIEF B IFNE.
e, WFEEE:

docker volume create -d gold --name ntapGold

fplan, 3FREE:

docker volume create -d silver --name ntapSilver

&4t (1.12 AERRE) WPE
1. EREEXIIHIER ID BHAH NFS BB

sudo trident --volume-driver=netapp-nas --config=/path/to/config

-nfs.json

2. EABEEXREZR ID BEiA%E iSCS| BRI :
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sudo trident --volume-driver=netapp-san --config=/path/to/config

-iscsi.json

3. AE N RENIERFEFIECE Docker %

f5en, 33F NFS:

docker volume create -d netapp-nas --name my nfs vol

f5lan, 33F isCsl:

docker volume create -d netapp-san --name my iscsi vol

FABCE LI

BEEERFERTridentfit & A E XD,

TR INMEET S, XERERTENE AT AE Tridentic &,

L FHEE LD
PEIR
vehRZs

storageDriverName

sTRAERTER

limitVolumeSize

Description

FECEX iR S

TAEI T2 P YR AR

ERMBAIERISZR. BAIAE:

netappdvp o

5l

1

ontap—-nas, ontap-san,
ontap-nas—-economy,
ontap-nas-flexgroup,
solidfire-san

staging

HARNNAERS, FIME: "R 109
S Il K )

B TERIRER storagePrefix (BIIERIME) o FMABRT, solidfire-san IREf

R RERIEE, MAERTISR. FHIVEINERERNTEF ID #1T Docker MY, HEEH
BEEFERE AR TRAIB R FER Docker HEZEAY Docker hids, IREHIEF1E EFRIBRAMHNEN
R

ERILMERRANETREREIZNE N E LIEEX LR, s ETUEATABIEH LR, AXNMFAIRERIA
SEXRNEIRA, EZ 0 ONTAP ELE—T5,
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PRI
sARIN

ONTAP &

Description

MERRNERAKR DN BRINME: 16

IR7T bR F/EEEZIN, EEEA ONTAP BY, &I LAER LA R IRRET,

PEIR
nfE B H

dataLlIF

sVM

BR&

5%
o

A
op

limitAggregateUsage

Description

ONTAP E1E LIF 89 IP #uhit, &7]
LieETeREE®Z (FQDN) .

X LIF 7Y IP bk,

NAS ONTAPIREHIZ = F {132 1Ns
T dataLlIF., SNRAFIRHELSE.

M Tridenti& MSVMIZEREIELUN,

1R8] U5 E FI FNF SR ER 5T
2REHZ(FQDN). MmAI LI
fBIRDNS. LUETEZMEIELIFZ (8]
SEI £h E -

* ONTAP SANIKZNFEF*: &
JiISCSIHERE, TridentfsE
FB"ONTAP ZE#Z M LUNBRET" &
WE I Z IR RIEFAERICI
LUN, NREBHENX. M=4ERK

& dJatalIF,

E{FMARY Storage Virtual Machine
(ANREIE LIF REBELIF, WA
WAETN)

BT EEIEFEEENARR
BT EREIFERENERD

EMRENRE (AIE; NRIGET
Ba, WpdgH 4% sVM) .
¥F “ontap-nas-flexgroup IR EHFE
F. WRTUE#R 2R, HEiZaSVM
gﬁﬁﬁ%éﬁﬁﬁ?@ﬂ%FlexGroup

B, WREASBEIILENLL,
MBECE XY

Nl

10G

5l

10.0.0.1

10.0.0.2

svm nfs

vsadmin

secret

aggrl

75%
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https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html

1PEI0 Description T 5

nfsMountOptions 3t NFS #ZEEHHIEDUATTHEAES];, X -o nfsvers=4
IAN -0 nfsver=3 , * {EATF
ontap-nas # ontap-nas- £&5%F
IXohiERs * o "EZILIEALEY NFS
FHEEEE"

igroupName Trident= ST REIEMERE netappdvp
igroups A “netappdvpe

HEEFREE PR E RS,

{iEFTF ontap-san JREfiEF,

limitVolumeSize A ERMEmRAKEKR. 300g
gtreesPerFlexvol £ FlexVol B8z K gtree FUAIE 300

50 , 300 :EEA, BIAEX 200

[e]

*FAF ontap-nas-economy Iz
2. IBEMAIFBEEX S Nqtree*
BB AFlexVol %,

sanType {¥32#F ontap-san WEhiEF. *H iscsi NRAT
FHiscsSIi. nvme NVMe/TCP
FEFHABEEDN " fcp scSI
(FC) &#E “iscsi, "FCP"(E
FFCHISCSI)ZTrident 24.10kRZ<H
H—I A TR AR, *

limitVolumePoolSize * ontap-san-economy ontap- 300g
san-economy Xz FHIREHFTER. *
PREIONTAP ONTAPL 8!
FONTAPLE F IR ThFZEF
BIFlexVol K/

TR UERRMIMETRE R ZN SN E LigE X LR

PEIN Description Gl
sDIETN FEIFAEEN; none FFEIECE)H volume (F) T
sSnapshot R EfFEFMISnapshotFElE. FAIAN none 7c
B

sSnapshot T SnapshotfIZE L. EBRINMER"LUEZONTAP Bk 10
& &
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b Description A5

splitOnClone GIEFRMEEEMREIFS. BIAN false false
nnz £¥% L EENetAppBEINZR(NVE); ZRiAF false’s B true
fEFEIEIN, WHINTEEEEE E3K1E NVE iFeI HEA
NVE .
WNRIEFHBEATNAE. N7ETridentHECERE RIS
#B R B FENAE,
BEXFAEE, ESH: "Tridenttl{AI SNVEFINAEED
BER"
unixPermissi XFEERBEAINFSE. NASIEIRZAIAN 777 777
ons
snapshotDir  FFIHAERBINASIED . snapshoto FFFNFSv4. A"TRUE"; Xf

FNFSv3. AH"false"

exportPolicy BEFHAMINFSSHERIEHINASIET. 2RI default default

securitystyl HFIHREEENFSHRINASIEIL, unix
e

NFSZ#F mixed M unix B2iEH. BRINMER

unixe
fileSystemTy SANEMEEIZFENHARFAIE., BRIAS ext4 xfs
pe
A=Y= 1 EFEHANDBEEE. BAIAN none; snapshot-only 7
iEFAFONTAP 9.5 SVM-DRZ IR E
=3 v

ontap-nas # ontap-san RENEFEAED Docker HEJE— ONTAP FlexVol o S FENEEHTH,
ONTAP 5% #F 1000 1 FlexVol , T&EBRZZIF 12, 000 7 FlexVol » MR Docker BERMF S LR
%, METF Flexvol I2EREMINEE (5140 Docker BRIEIRIBITEE) , ontap-NAS KGR EIER NAS
FRARAER,

WIRFTEERY Docker HEGEH FlexVol [RHEIFTEERMAVERE, 151%#F ontap-nas-economy" & ontap-san-
economy" RXENFEFo

ontap-nas-economy JXEHIFEF RITE BB IERY ONTAP &t 8% Docker H1EN qtree » qgtree B FREE

ZEETL, SMEETRREFIT R 100, 0001, 8MEHERZATE2, 400, 0001, BELIGEER
E|®M, ontap-nas-economy JRGHIFEFAZ$F Docker HHiIERIRTY e fE,

@ Docker Swarm B#iF%#F ontap-nas-economy-%23% R&hiEF, EN Swarm RFEEZIT
RZEIhEELIE.
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ontap-san-economy-driver AJTE—1HBEIEIER FlexVol ¥IpkEIEZ AN Docker &L I ONTAP
LUN ., X##, 81 FlexVol IARNPRF— LUN , HERILI SAN TEAEIREEIFNAYT Bt RIEF
&SRR, ONTAP 8MEERZEZHF 16384 1 LUN . HIF4E THEAY LUN , EUbIhIRENIZRF 25
Docker BRI EIREBF T [E,

¥t$% “ontap-nas-flexgroup’ — MREHEF RIRE RN EMNHITAIEREN . ZERRSE KIS SHHZIXH
HPBZEEl, FlexGroup F—LEIBAB AGIEIE AI/ML/DL , KEIRFIOHT, WEWE, B Eh, XEEFEEE
%, BEEFlexGroupERYt. Trident=fER DAL SVME’JFE’%? &, Trident Y FlexGroup TR EEFELT
EIn:

* % ONTAP 9.2 S{E S RS,

* BEAXRSEEGH, FlexGroup ¥32#F NFS v3 .

* Ei¥9 SVM EH 64 il NFSv3 #RriR%F.

* EINBIER/)\FlexGroupRf 5i/& A/ 100 GiB,

* FlexGroupE A2 1F5af&,

ﬁ?&ﬁ-ﬁﬁﬁ?FIexGroupE’JFIexGroup%ﬂIf’FﬁESZEI’Hn B, #2801 " (NetApp FlexGroup& R {E LM L HEisr)

0

EER—MFERRESENEHLIAIE B, EaIisiT%1 Docker HiEHKAI, HHA—MEMA ontap-
NAS , B— M#EH ontap-nas-economy.

TridentBY HE X ONTAPH &

& o LLBIEPrivilegesRRIEAIONTAPEE A B, XIEFMANEFRONTAPE R A A BETrident I TIRE, TR
ETridentSIGECEFESHEFZ. MTridentEERELIEAIONTAPE R A & KMITIRE,

BXREIETridentBEXABNIFAER. BSW TridentBEXAHBEEMEE"
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{EFHONTAPS < 1TRE
1. FRUTHStIEHRAR:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. ATridentBFEIEARZ:

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BABMHNIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
TEONTAPAZEEEFHITU T E:

1. IREEXAE:
a. BEEEELICIEEEXAE, FiRFECluster > Settings*,
g)ETSVMQ&nUﬁULQEXﬁ@\ 151%1R*12%> Storage VM required svM>>EE>FHF A
b. %&#Z*F P A B AR ET KB (—)o
C. B IR R
d EXABRMN, SASHTE Save*s
2. ¥ A EMESE Trident user: +7E*Users and Roles*TE EHITIU TS E:
a. AP TEEZERMERTR+
b. EEFRENAFR, RABE MR I rouseriEFE—M A,
C. BEHE*RE",

ﬁ;&ﬁém'fnlu\\ 1ﬁ L/{_FF-_IE

* "ATEEONTAPHEEXAB"H"EXBHEX AR
* ERABMAR"

ONTAP ECE XX AR
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<code>ontap-nas</code> JXEHFZFHINFS 1)

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"defaults": {

"size": "10G",

"spaceReserve": "none",

"exportPolicy": "default"

<code>ontap-nas-flexgroup</code> JXEHi2FHINFS A

"version": 1,
"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"defaults": {

"size": "100G",

"spaceReserve": "none",

"exportPolicy": "default"
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<code>ontap-nas-economy</code> IXENFEFHINFST ]

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl"

<code>ontap-san</code> JXENFEFAJISCSI 1]

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"igroupName": "netappdvp"

<code>ontap-san-economy</code> IXENFZFHINFST A

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi eco",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl",

"igroupName": "netappdvp"
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NVMe/TCP <code>ontap-san</code> IR &hi % 1l

"version":

1,

"backendName" :

"storageDriverName":

"NVMeBackend",

"managementLIF": "10.0.0.1",

"svm": "svm nvme",

"username

vsadmin",

"password":"password",

"sanType":
"useREST":

Element {4 E &
BT 2REEEZI, EFEA Element 3E ( NetApp HCI/SolidFire ) BY, i8] LU#F X LA,

PRI

i

N

sVIP

HP R

InitiatorIFace

s

LegendPrefix

solidfire-san ENIEFAZHF Docker Swarm o

306

"nvme" ,

true

Description

<a

href="https://&lt;login&gt;:&It;passw
ord&gt; @&It;mvip&gt;/json-
rpc/&lt;element-version&gt"
class="bare">https://&lt;login&gt;: &I
t;password&gt; @&lt;mvip&gt;/json-
rpc/&lt;element-version&gt</a>;

iSCSI IP #htitFNimO

E(FEMAM SolidFireF AR (FN8R%
HE, MelE)

¥ isCsI REMRGINIFEFIAZ O
, EIEEEO

QoS #3B

AR SHI Trident ZEEMATLE, TR
IR(ERMNE1.3.2 2 818kRZs

B TridentHF X IME HHRITHEK. T
EEGE I EAREIE)@ T volume-
name /5 ERETRIIRE

"ontap-san",

ANl

https://admin:admin@192.168.160.
3/json-rpc/8.0

10.0.0.7 : 3260

docker

default

BEE LT RE

netappdvp-


https://admin:admin@192.168.160.3/json-rpc/8.0
https://admin:admin@192.168.160.3/json-rpc/8.0

Element X4 HC & X4 Rl

"version": 1,
"storageDriverName": "solidfire-san",
"Endpoint": "https://admin:admin@192.168.160.3/json-rpc/8.0",
"SVIP": "10.0.0.7:3260",
"TenantName": "docker",
"InitiatorIFace": "default",
"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": {
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",

"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

B A a] A FR 1

BB X Trident5Dockerss &£ ABTHI E MR R HIRIE Eo

¥ Trident Docker HifHMIBARASFHLRE 20.10 XNESHRASSHAREK, HEF=E
REEXHFH B REIR.

ISP ARRER
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1. ZRiEMt

docker plugin disable -f netapp:latest

2. fRRIEIRA

docker plugin rm -f netapp:latest
3. BTIRMHENINY config BEREFHRERMG

docker plugin install netapp/trident-plugin:20.10 --alias netapp --grant
-all-permissions config=config.json

SZMHEKESNDNZE DA 2 N FERS
@ X Docker EFIHHIRHl, FEFRIHSBENFRFRBITEREN Windows BiE. "5ZNHEIE
25773"
Docker Swarmiy R LLEIT A= ETrident T 2 N EF NEEMIRIIEFAH S IRIEST 15,

* Docker Swarm BriERERZMMIEE ID (EAEE—ERIRFT.
* HiFREFRKIZEF Swarm EBFHENT S,

* S (EETrident) S ESWarmE BRI BN T R LBIRIETT. HFTONTAPRY LIES LA ontap-
san WENEFMITIEA “ontap-nas. EfIEM—REBEXLRE TEITHREIERF.

HREohigF Al gt 2R EENMSE RBE SRR, XERATEZSBNREMERCIEZAES, MEHHH
BI" B "; B0, Element RE—ULNEE, AFEEBHEENZR, 1D FE.

NetApp B Docker FIRAfRH 1%, (BB ERTREBRIFIHRAILIRA.

MREAE FlexGroup , NM7EE " FlexGroup EE— 1M HZ NS5 EECER FlexGroup
MEINE ST, ONTAP A=ECEF 1 FlexGroup .
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e ZIFEIY
=iES
B Tridented. FHIBILLAFIHETHEIN,

HMEELZRaRTIE
"an B A" EAENARFZERIEERE. BRFELENER, W, — M aR=EF PVC FEEMS—
NP B =AM, Trident/IKubenetesEEB¥ HRIFIA BMXIRMEPVEIR. MIMFIAIEF T PrivilegesBIARSS b

o

5k, 3518 Trident POD BIREREFA P REBSIF IR R AR BN EMMBRES BV BMERNAEFAFANER
R A2 T A AR Trident X R E X B Pod A&,

&£ FRBCENANSE B PR B RZ BT i E #E

Kubernetes SAMTILIAE, LENALAMERIE, ARE—MINERANNSIRREINLARFNAREE, o "
LR EERRAEBES N HE TR L LSRR BRI BN LU E T iEL0R
o ks, R SEEIRE) BMRER PVC BRERARERFZA, ZERANLTR/IMENSRABEER,

XEERRBRTEEXN, XERES TR TRHMNEXTEERRERNE. AXES, HEILA "4
e FRECER"s

FiEicE

NetAppF= A& NS FHETFABEERISNIHE. TELARFESRTRIERS
. EBEEMFZ .

F AR

Trident A]5 ONTAP #1 Element &£ &1FH, XE— M FRLLE—FEEEEMENAREFNTR, B2, &
ERTEAR, NEENARFEIMESEIEFANERK,

TN ETEERMMERMINNENRERAANELARERE. 3E, BHIUEESYARFRESLR (MRE)
5iain, FHEEM PVC IREEAHER, UENNENREFLILEHE.

ONTAP #1 Cloud Volumes ONTAP S{E52E%

TR Trident BEEE ONTAP #1 Cloud Volumes ONTAP BISR{ESL %,

IUTFENZABRUITIFAHECE ONTAP BUEN, B IIEAHS SR Trident SISEENE. NEEHIT
EEN AT ENIREFIER .

FEAE BT Trident B9 SVM

Storage Virtual Machine (SVM ) TJ7E ONTAP &4 LW Z EISLIREMEIERE. B3 SVM EBF
NARER, AIEIREGN A i (E R B R PR HI 2RI 7.
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AEE Z M5 AERE SVM ¢
s ERIRECE PR EERBIEEOUNENIERE, FHIEE SVM &FF,
* {£F3 ONTAP ZAEIESHHLITHRE N SVM SIEZEREEEO,
* 5 NFS RO = EE/AE,

ESMIBERT, #EOMNALIT DNS &, ECE Trident BYNEA DNS B, XEBTFENERME S RERIF
SRR E R EME TS, F190 SVM-DR o

7 SVM BRETAER LIF IHEEIE LIF Z 8B EaRF, B2, BNRERERMNELZEERSEIERNGE
—, TieWfal, EIE LIF iZrJi@:d DNS i518], USLIMHEAMRIEM "SVM-DR" 5 Trident £& .
PREIR ALK

ONTAP FERAEERAEL, BAEEUATIREREFEHTFE. 152 "NetApp Hardware Universe" LA
ONTAP HaEHIRS. HEITHARE, EEEREARANE Trident LK, MBESMFABEE#HIEREK,

Trident B9 ontap-nas # ontap-san REIEF A EIEE D Kubernetes kA ME (PV) BEE—
FlexVolume o ontap-nas-economy JREIERE=AE 200 1 PV Gl ALY—1 FlexVolume (AJ7E 50 % 300
ZIEBEEE) o ontap-san-economy-£&55F WEhEF2AE 100 1 PV GIEKA— FlexVolume (AJIECE
50 2 200) . EBALE Trident SAFERZ LGRS, BRX SVM IRERE, ERILMELITHITIRE
E:

vserver modify -vserver <svm name> -max-volumes <num of volumes>

max-volumes NERMBENRIEZGFME:

* ONTAP &8 HIIEEHHE
* FHBTE Trident 2NN EMN RIEFEENEK
* Kubernetes N B2 FHA &5 ARV K A 4EEEL

max-volumes {EETE ONTAP EEHPIFRE T R LEENSEY, MAZEET ONTAP TR LEENSE
B Hith, ARLEERT, ONTAP EETRFIECER Trident HERIEEIZIZS T FTHMTI R,

fBan, —PWTI = ONTAP E£E &% A LUITE 2000 4 FlexVolume » R AEIHIZEN 1250 UFIEEEIE,
B2, MRERZE "BE" M— 1T aNELE SYVM , EMN— I T RoEENBETEERE (BN, AFE=E) , N
B— M EBEEAFRE Trident ILEEMBiR. XEKE, TAE max-volumes [EZHE], AJRERARIZTI A9

SRE, MMEIAEERZT R Trident FIEthER(E, * BRI LLEBIHERBEHRFEITTRNREa DS
Trident EFARY SVM SR X B, *

PR Trident BIEERISRIRAK/N
) Trident A] LASIRBERER AKX/, IBTE backend. json EXHER limitVolumeSize B,

BR T IERIFMERED ERE RN Z 5, IEENFI A Kubernetes THRE,
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P& TridentfllZ2AIFlexVol A/ LR

EFIE AEONTAP SANEZ K EIIREHIZEFIONTAP NASLE KR IR EhIZ R AU FlexVollI R A A/, 15
‘limitVolumePoolSize 1 “backend.json" & X FEFAEEK,

B E Trident L{ERI A CHAP

TR ATERIRE X FH8E CHAP BhieF UK BITAFR 2MER, H7E SVM EEA Trident CHAP o £/
useCHAP ZHE/FIRACE . TridentfEFACHAPITONTAP [FimRYiISCSIIEZEH#HITH I IIE,

SIEZHEHE SVM QoS FE

FARNEATF SVM B9 ONTAP QoS k&, PRHI Trident EEERERIERE IOPS &, XBEHFEI "[HiIEIES
R HIEHRENAES, UFEHEFRSFM Trident SVM LIS TES Hio

BRI LB JL N E B SVM I QoS K&, BXARARMEE, BSIERTEN ONTAP kRZASHISHY, LU
TREHIERIZE—D QoS HE&, 3§ SVM FJHRE I0PS BREIZ 5000 .

# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>

L5k, SNRIEHY ONTAP hRZASSZHFILINAE, MATLIE EFEARIK QoS KFIIRSBUITELRHNETE, BEN
QoS 5 SVM R 5IHRBEFFRE

TRTAHBLIERERN IOPS RERRTTZ HHE. HPEHE:

© FERFEMEEFINEMTER R, WREFETS Kubernetes BBBLXNEMITERAZ, NREEFIAERMERR
, UBRXETERBEAZBINZEIRFIRME.

* BRPTTHNFTEALERH. R I0PS EXBRENITEAHRBEREFRIEZIT, N QoS REERAESHH
A RIKLE,

BESIEE, £ SVM EHIHDEH QoS KRESHECEE SVM NFIEEHZERF— IOPS i1, IR—P T E
AN ARERFR I0PS BXREE, Nl nHEMBER M TERHNIE ST RNNARERF. NREXMER
, BRIREREZ EERIMNIBMIROEENER QoS Hh&,

()  mEONTAPIRARTF 0.8, ML QoS HESASEL SVM * X *

73 Trident €172 QoS ZKE&LH

RSHE (QoS) AIMRXBIEAHMMRETEEFAITERHMIESR. ONTAP QoS RERHANERME QoS
W, HERPEBA—IHS I TERHEXELE LR, BXQoSHIFAESR. BSMN "Ed QoS RIEE
&,

TR LIERIREF Bt HETE QoS RARA, XLERBARKNA T ZbaEReIEZNETE,.

311


http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html?cp=7_1_2_1_2
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html?cp=7_1_2_1_2
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html?cp=7_1_2_1_2
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html?cp=7_1_2_1_2
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html?cp=7_1_2_1_2
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html?cp=7_1_2_1_2
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html?cp=7_1_2_1_2
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html?cp=7_1_2_1_2
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html?cp=7_1_2_1_2
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html?cp=7_1_2_1_2
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html?cp=7_1_2_1_2
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html?cp=7_1_2_1_2
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html?cp=7_1_2_1_2
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html

ONTAP B MFHEEIR QoS R ERMBEEN, FARKRERAL I0PS ARUREEENEA (H&)Y)
HFHE, BEN QoS SREIFAHANEN BELE, HAELEONHANNREZLIRE IOPS 5
TBSGB BtER, NREBEARMEBHEEHAHHBT I IERE, WXEHEREZMNE,

B2 QoS RERLARY, FERLTHIL

* BNIERWECER defaults SRPIKE qosPolicy Bfh. BT EIREEERG:

version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
dataLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
qosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
qosPolicy: premium-pg

* BNZNENENARKE, UESTEHRERBABENBEINELE, T HFHZREAH,
BAXQoSHIARIFMEE. 155 "ONTAP 9.8 QoS &<

BEEXRIRIARRGH/ Kubernetes 52855 51

PR&IFT Trident SIEAY NFS #F0 iSCSI LUN BYifi8)2 Kubernetes ZPE LSRR EBAM IS, XiEA LS
LERETF Kubernetes £85I E MR EH AT RER IMELEIE

50T WHEZER Kubernetes PARIBEAR. BEA—HETETHAFAULE, BEBNE, &
EEGEZEANE. KEHE, BEPY R2ANR, BEMED PVCH, ENREEERA—HEZEM Pod
B, * BSLHRERHESEAEELIREN . *

RZEBLRTE Kubernetes MEHRBIER £ HENEEMSEE, BRPREREDLUARERZIENERERT
ARNEME, "R xE" SEMEXTMERNIRE, B2, FE—IH HINESR.

ENRNAHBRIECITIBE L ERRRESZ ENEIINRNELRE. FINERT, XERMAIRKEL, FE
HIRFEREALLINEE "POD 25",

FHFFEEM Kubernetes FIIMBENIANNE, NEAEARAANEEFME, HFHAEERSIAPY, MAEH
Trident BIF, XiFA]LUHERRBTE Kubernetes MM EN BT EZRBEABERILLERN, 7 2BEREES. It
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9}!}:, TN ABENXSHEREE, LUEM Kubernetes S8 T3 1 Kubernetes &85 LMY BARARSS 85317
il

X TFEE T AEMIEAT R(FIE00penShift S EMI A AR NARFHNT REIEE. NEARMIFHER

B — D PRGN FAEZRAYIAE, HpEENHNERXEEMIEM T RAARSS (5140 OpensShift #5trf1 BEIER
ARS3) WAKBRE I AFEAH IR T m BT AR A2 B2 S 2R ER

ERT ALK

ENHERENEIHSBE— TN SHER, ZRBXAIFAR Kubernetes EBEHFN T =, (\R2707] LUBTHEIEFME
BSHEREK {(\f151, } BEXFHAR, Trident KFRHIFEAIELS Kubernetes SEEF T R BERIIAIR], FiE
T3 BRI / AR

HE, BHAIUFESHER, HERA— I RS NSHEANKIAEFTILERE, XLESHMNBTFLESI TS
HIEERK:

* M vserver export-policy create ONTAP Mi¥1THREGFLEIESH K,

* f£F vserver export-policy rule create ONTAP @< {THRE MM SHEREEARMFM,
BT ETXEHS, SR LRHIHLE Kubernetes T3 52 8] LUK IRIENE,
A showmount FFNAIEFSVM
1Bid showmount IHEE, NFS B ImAILIA SVM EiFAIF NFS SH5R, ZEEI Kubernetes ££8$HY Pod 7]
AT EUE LIF $1TI0ER showmount -e @<, FHZRWRIRERHYIR, SFETNRRNES,. BAXEE
HA=ENRe, BEHIIRERVENER, AJEGEITRERINEAFEZE NFS S,

&R fER SVM £R5IHY ONTAP ep21TRE R L2 A showmount :

vserver nfs modify -vserver <svm name> -showmount disabled

SolidFire JR{E5L %

TR Trident 28 SolidFire £ RESE,

tlZ SolidFire Tk~

1 SolidFire t(KP#RR— I M—HNERES, FEKRECH—HRISEFEMIIENIY ( Challenge-

Handshake Authentication Protocol , CHAP ) &1&. &8 LUERAMKF ZFRFEX CHAP EiESE T &iha4E
WHEDEAKF NS, —PMKPRZAUSE 2, 000 7NE, B—NERERT—NKF,

Bl# QoS &
NMBEBQEHREFEINAT S NENIRENIRSHREIRE, 15 SolidFire fRSFHEE (QoS) H.

TR LUREIRE QoS B8, BIRE=ZNHEEMNSHRENX QoS , AJLHERENERNIERE: &/IVIOPS, &
K IOPS f1R% I0PS ,

IAFZE 4 KB SRA/NR A BERR/)Y, BRAMIRAK IOPS fHo
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IOPS £ EX &/]walue INE =AE (4KB)

£/)\ IOPS BOMBERIEES, 50 50 15000

EX IOPS MEERSBITIR 50 15000 200,000
T

Z24 I0PS TR RAR T4 50 15000 200,000

PRV K IOPS o

@ RARK IOPS 1% IOPS HJiIgE A=A 200, 000 , BENLRRAMERERERBE R
BT RMERERIRS,

RANHH B EIETN IOPS &, MEERA/NIEM, RASKHREEMEILIBERARK/NIENRI. B
Eﬁﬁﬂ’ﬂihﬂ, RRREISAEIRY IOPS HEBWRRELD, ESI "SolidFire RS FE" HX QoS MIERERVIFAIE

SolidFire B{3%E

Element S2#FMMH S {HI0IEF 7% CHAP MELIEAE (VAG) o CHAP £/ CHAP thilm/aimx ENEITS
PIRIE, EihRAEGIXNEHEERSMIR. NetApp EiNfER CHAP #HITHMINIE, RAECEESR, HEZHE
BRI,

@ BA1ERE CS| IR FM Trident S2H#EF CHAP S17501E, VAG REETE(ZHRYIE CSI 121F
R ER.

OBEETIKPBIGRIESIA 23 CHAP BRIRIE (RIEEEFEE NBEFREARAR) . WREH CHAP #1758
HI8IE, MITTLUEARAED: 8M CHAP FI3N A CHAP . B[A CHAP {EH SolidFire tk P M B iii2F 5
A EIFRHITERIIE, WA CHAP EMARHRELZEMNEFNRIES X, RAESEIKF IR B g
FZAM EVHRITEMNIRIE, ARTHEIKF 2R BIRBANE#TE NI,

B2, NRTEER CHAP BEE[EA VAG , BtIEIFRAFE VB EFEME RIS A, FmEE
BRSNS 1QN ERRT LUERS AR ER CHAP B90iFihRATHNE NS, MR iSCS| BriEFi & ER
CHAP B1I63E, NSFERETFIKAIAREE, R iSCS|I Brhi2FERECE NIER CHAP SHIIE, M&fE
FR&ipRAsEE S,

NAERESZER
TEFIHT —EREKBESME. 2 "NetApp F" W&k,

« ONTAP *

* "NFS R{ESLEAMTHEISR"

* " { SAN EIEf5m) " (FiSCSI)
* "IEATF RHEL B9 iSCSI LR E"

* Element #R{4 *

* "EREIE AT Linux B9 SolidFire"
* NetApp HCI *
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* "NetApp HCI ZBEHiIR 54"

* "J518) NetApp ZBE 5| %"

* NAREFRELRER

* "EF ONTAP B9 MySQL S{EE"

* "EF SolidFire 89 MySQL sx{E3LE"

* "NetApp SolidFire #1 Cassandra"

* "SolidFire _£#J Oracle &R{ESE"

* "SolidFire _£AY PostgreSQL F{ES= "

HIAEFFBENARZFEHERFERNEN, 58 NetApp BIASEHERIFEER "NetApp F" UEHEHM X,

£ i Trident

EEMTrident. FEEEMUTKTNEMER . KapiEFaFNaE. FEkiat. Bl
Eﬁﬁxiﬁﬁﬁﬁiwwmﬁﬁ%ﬁﬁﬁ%m\%@ﬁﬂ&ﬁﬁﬁ@mﬁ%Ommwﬁﬁ

ZJo

WRENAE P A EEE
NEERIERH S E R ERE.

ONTAP SifIRTHIZF

ONTAP JaimikahizF rl@E FRAfEA NI REFEA R LEEEEN AKX D, Hlt. EHREESZRIWR
EFE. BFAE R

BFafiNE, MRENNARFFNAHRTELZEM (21 Pod iFRIE—" PVC) , METF NAS B3Iz
EFRRARIAE, METIRAY iISCS| KohizF N el # B IFHZEFERIFRE R, RIEN AR FERURAFE
EMZMHEANETEREEFENN. — KW, MTFASHRNARFFRY, eflzEgataXs), Fit@E:
RIEEETEHLZEFME (21 POD FERIAR) RRER.

FIFARYONTAP [EinIXahizF eL4E:

* ontap-NAS . EEEME PV #E— 1 5TERY ONTAP FlexVolume o

* ontap-nas-economy. . EBEMNE PV #HE—1 qtree , & FlexVolume B qtree ZEFAIREER (
BRIAEF 200) o

* ontap-nas-flexgroup . {FAEEHNTE ONTAP FlexGroup B9 PV , UKD EC4A SVM BIFREER

A
Ho
* ontap-san . EEEMNE PV #EHEB S FlexVolume FAY— LUN o

* ontap-san-economi : EEEHE PV #E— LUN , &1 FlexVolume EBAECER LUN #E (BRIA
89 100)

£= NAS IXhizhr Z [Bl# T E S N A2 o] FRIThAE = £ — L2,
HAR. T RP. HEFADREEEI Trident AT, MIRFEFLINGE, FHREERUINEEERNAXLED)
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"storage": [
{
"labels":{"1luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"

"labels":{"luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

by

2. {3 ... parameters.selector FRALUKSIIZEE X Fi#t, Hu0:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—-name:
csi.storage.k8s.io/node-stage-secret-namespace:

3. BIE— 1M EELUKSEIEZIENZH, .

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A

luks-passphrase: secretA
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MR
LUKSHIZ BT /EFIFONTAP E 8 #RMIFRFI SR ELETNEE,

AFSALUKSEHNFiRECE

EEALUNE. HWINERREIZE luksEncryption A (" trueo 1% luksEncryption EMEsE
RTridentERMFBLUN (true(HB)EBAFTELUN (false(FD), WL TRBIFTR.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
datalIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

BTSANUKSERNPVCEE

BB SNLUKSE. 1BFINFIEE trident .netapp.io/luksEncryption A “true. H7EPVCHEER
BATLUKSHFESE. tNARBIFTR.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc

RIRLUKSZE5TiE

ER] LUCRLUKSZ IS FZEH AR I,
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(D BNSICEEIEE. RIFEHIAMERS. REXZATBIIAE. WRSIANZEEREER. &
AT EEHILE. FRBIERREMEBRESET AR,

XFIAES

NREISEMPILUKSZEIFZIEGCIR THHEBRIPOD. NMEAELUKSEILEERI. CIZFPodEt. Trident
ZFE ERILUNERSREE S B R PR E S B MEIEH T I,

* NRE ENEEEES BAPNENZIDRER L. NSZERH],

* NRE LNESIEIES BT REN B IBIZIELAL. MSE/R previous-1luks-passphrase SEEHA
B&o

T
1. 7N node-publish-secret-name # node-publish-secret-namespace StorageClass&#, i

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. HEBHIRE LM BBIEIE,

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. FHEMLUKSZHLUSEFMZLEIEMN _E—FB352i8, R previous-luke-passphrase-name #

previous-luks-passphrase ILEE _E—1NEREBATIE,
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apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4. BIE— R HEMPOD, XERBMHEHRPTHEN,
O. WIFFISFEIER S BRI,

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

.luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["B"]

“
R EMIRIE_LIREIFEGEER . 4 SRREEEE,

(D NERIREIHNZDFTIE. 7190 luksPassphraseNames: ["B", "A"]. #HHATE, &r7LL
i & FTPOD A=A SEA I 1R

BREEY E

BRI UELUKSIIZENE LB BEY B,

p

1. BF cSINodeExpandSecret DHBEI J(MIRhR1.2500 k). 1EBM "Kubernetes 1.25: {& AN #H1T RIK
HEICSIET B" THEHER.

2. 0 node-expand-secret-name #] node-expand-secret-namespace StorageClass&#, 30:
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=

apiVersion:

kind:

StorageClass

metadata:

name: luks

provisioner:

parameters:

selector:
csi.
csi.
csi.

csi.

storage
storage
storage
storage

storage.k8s.io/vl1

csi.trident.netapp.io

.k8s

"luks=true"
.k8s.
.k8s.

io/node-stage-secret-name: luks-

io/node-stage-secret-namespace:

io/node-expand-secret-namespace:

allowVolumeExpansion: true

BEhEXANEFREY A, kubelet= 1SN F G ELREZF.
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.k8s.
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A Trident Protect{®iF FAIZF
T fi#Trident Protect

NetApp Trident Protectig it =k N T2 F IR EIETIEE. BlIE5R2FHNetApp ONTAPTEAER
ZiFNetApp Trident CSIHEEEE BEFZ PR 2 VA R Kubbernetes N FI A2 B THEEFI B]
F3. Trident Protectr] &t AE =MABIFEHRRRI MU TIERFHNEE. FRIPNED, ©
MBI APIFICLIR B sh b IhEE,

TR LB B3 B & AR (CRS) B fE A Trident Protectds <17 52 E K& Trident Protect{R 3P N FBT2Fo
T—FEHA?
BRI AL EE Trident ProtectZ Bl 7 fRHEK

* "Trident ProtectE3k"

Z3ETrident Protect

Trident ProtectZ:3k

BROIEEIRERIE. NAREFRER. NEREFMFIIIREEAEEME. BERENIF
IR HEXLEE R, A rEEEMIzTTTrident Protect,

Trident Protect Kubbernetes &£
Trident Protect5 &M £ EMN BITEENKubernetesF=mER.. HPaiE:

» Amazon Elelic Kubelnetes Service (EKS)
* Google Kubernetes Engine ( GKEE )

* Microsoft Azure Kubernetes Service (AKS)
* Red Hat OpenShift

* SUSEIXAHE
* VMware Tanzui= A&

* _E¥Kubernetes

TridentRIFFEEIRFZEA
Trident Protectsz#F LA T EES 1%

* JEHTF NetApp ONTAP fJ Amazon FSX
* Cloud Volumes ONTAP

* ONTAPTF&[E ]
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* Google Cloud NetApp#&
* Azure NetApp Files

HiRTFfE /R ImR E LU X!

* HRIEE D EREHINetApp R iE(ER I Astra Trident 24.028, 5 S hkasGEIXE A Trident 24.10),

° YNSRAstra TridentBIRR Ak F24.06.1. Mt XIERANetApp SnapMirror’R3REIhEE. WEEFIE
FiAstra Control it B2,

* MIRERERHVAstralZ B BT2F (MAstra Trident 24.06. 1718, EINER FTEZEHEBEH).

* HfRIEE—NetApp ONTAPTZAE SR,

* WRERER TERESHHNNRFED K.

* BRI BT AREFR N AR SR ERIR NN BIZFS,. Trident Protect R =GB X L ds
ZTE);, IREEEXZRHIEEAREFEENGRETE. MHREREK,

NASZZFEI LR E R

Trident ProtectSz 3 INASE FREH TR IIERIZIE. BRIAZIFHERE. mEMSnapMirrorE HIEINASE
FHE, BEENITEISTrident ProtectA S FEANE NNASE KR EZA—1SnapshotE R,

R W RER SEASnapshotB REFRRD. WTFXLENARERF. BEEEIEONTAPEHERA
%7 EiE1T AT an < RE2EISnapshotB R :

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

SR LUEE 3B PINASEF R BT T U TS K EHSnapshotB R, FHIFHER <volume-UUID> AEE XK
#HHUUID:

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ B Trident/FIRECEETUKE N, ERILBIAA true HIEBARKEAR snapshotDir.
MBEERZRM,

SnapMirrorE HlHYE R

I F LU FONTAPEE R Z. NetApp SnapMirrorA] 5Trident Protect4: & 1EF :

* NetApp ASA

* NetApp AFF

* NetApp FAS

* NetApp ONTAP Select

* NetApp Cloud Volumes ONTAP
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* &R NetApp ONTAP #J Amazon FSX

SnapMirror2 f/FJONTAPEEFE K
WREIRIEASnapMirrorE &, IEHHRONTAPEEEH B LI T EXK:

* Astraiz(HERETEFE . Astraim (i B2 Trident X ZR BB T B ONTAP{E A fR iR AV JRA] B 45 Trident
&8¥ b, Trident ProtectSz 5 A LA T IRshAZE e S 3 E B2 @ I NetApp SnapMirrorisi R TE I -

° ontap-NAS

° ontap-san

* WFENE: AR BFONTAPEE /B AR LUERIPERIONTAP SnapMirrorR & A, BXIFHE
2. 1580 "ONTAP Hf9SnapMirroriFa] #EiR" o

SnapMirrorE FIH X E B EI
MREREREFEEHENE. FRERENINEHEULTEX:

* EEBEFISVM: ONTAPTFEEIRM IR LM FRS. BXFMER. BESN "EE8H SVM HHFEIR" .
@ HIRM N ONTAPE R Z [BINE X R P EANSVMEZREME—#Y,
. %stra?’:"‘#EEEEF%"EETrident*DSVM: MEFIRIESVMAA N Al 4 B AR B _E B AstraiZ (- BEC B2 3 Trident
* RERW: EBFEETrident Protect P RINFEIEONTAPTFiEGIR. A HECIRERIX R,
y %?TCPE’\JNVMeI S FERETFTCPIMY M TridentlEiEFiR. NVMefRIFARZHiNetApp SnapMirrorE
FIFSnapMirrorZ $f9Trident / ONTAPEZ &

Trident ProtectZBREE VECE —MFiEfElR. UENREENBEMEERINIFER], WMRREEMBEREERH
HE. NETNAEFNERS RN AEFARNEERR. MREREXEMREE.

fEAKubeVirtBTHE = EI0

MRIEIT RIS E IS SnapMirrorE#I4E & 1A "KubeVirt'. MEBIZBEIMME. WERLUREMBUE R
SVM, EEEIMLE. EEHENSVMESIEAENEUEHAEFIENIRE, BETHREXREEMLNIEAEE,
BB "L OpenShiftEEIAL",

ZIEFBIE Trident Protect

WNRIGEVIFIE # E Trident ProtectfVE K., A LIIRBB LT T BIEEEE 2 & Trident
Protect, &7 LA MNetAppIREXTrident Protect. tHATUMEEH SN EMERZEE, W
RE&EEB T AFRInternet. MM ERFMKRFITLZEIEFEER,

BAIABER T, Trident Protectz WA B MR AT AE G R EMINetApp 2 = HIFFHE B

@ BEEXEHNRENAREFNEE. EIFHHBIMER. Trident Protect= %S Bt XX LS F
BRIELENetApp, TERETrident Protectft, @RI LUERRAILZFFEME, ErILIFERFR"E
RSz FFEL AT AR,
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L Trident Protect from NetApp
1. Z N Trident Helm7Zfi#E :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. L% Trident Protect CRD:

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds —--version 100.2410.0 --create-namespace —--namespace
trident-protect

3. {FRHelmi@d LA F i< 2z —% % Trident Protect, &t “<name_of cluster>" REBZ IR, RIS
BoLA SE B H A FAMIRE B R D FNIRER

o IEEZETrident Protect:

helm install trident-protect netapp-trident-protect/trident-
protect --set clusterName=<name of cluster> --version 100.2410.0
--create-namespace --namespace trident-protect

° L& Trident ProtectHZ it %#Y%4E H Trident Protect AutoSupportsz 58 _E1%

helm install trident-protect netapp-trident-protect/trident-
protect --set autoSupport.enabled=false --set
clusterName=<name of cluster> --version 100.2410.0 --create
-namespace --namespace trident-protect

4. (ALE)FREVM, MNREFSnapMirrorfEFAKubeVirtsz 3. NARZEVMA B T8 B IR X L A :

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

EERETHEERET. CRERERIML, 7ElREEHENVMEIE RSNV R
() mmmssxe. BTRESIEEMUIFAEE, B8N 2E0penShift ML

o

MEREMERZETrident Protect

WNRIERITrident&EB LA A A Internet. WA UM E ARG EM R L EKubbernetes Protect, £ TR
. BiESHHESRAEIHREPHNESR:
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1B LUFRSIREX ) A3t B, EiTIE. AR EMEE G NEMER:

netapp/controller:24.10.0
netapp/restic:24.10.0
netapp/kopia:24.10.0
netapp/trident-autosupport:24.10.0
netapp/exechook:24.10.0
netapp/resourcebackup:24.10.0
netapp/resourcerestore:24.10.0
netapp/resourcedelete:24.10.0
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

fB4n:

docker pull netapp/controller:24.10.0

docker tag netapp/controller:24.10.0 <private-registry-
url>/controller:24.10.0

docker push <private-registry-url>/controller:24.10.0

2. BlIETrident Protect&Zisn & =88] :

kubectl create ns trident-protect

3. EREEMR:

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. SIBATRNEMRS HIERNAINE:

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. Fh0Trident Helm7Z A&
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helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. BIBE— 1B AW protectvalues. yaml. HEFEE LT TridentRIFIEE :

image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. % Trident Protect CRD:

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds --version 100.2410.0 --create-namespace —--namespace

trident-protect

8. EAHelmE I LU Fep< 2z —%E Trident Protect, &t "<name_of cluster>" A& Z . RZTFES
FeeA B H A TARRE RN R MR :

o IEE L &ETrident Protect:

helm install trident-protect netapp-trident-protect/trident-
protect --set clusterName=<name of cluster> --version 100.2410.0
--create-namespace --namespace trident-protect -£
protectValues.yaml

o Z3ETrident Protect3 2 it XI#94 H Trident Protect AutoSupportsz 336 % :
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helm install trident-protect netapp-trident-protect/trident-
protect —--set autoSupport.enabled=false --set

clusterName=<name of cluster> --version 100.2410.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

9. (AIE)ELEVM, HNREITSnapMirrorfEKubeVirtsz 1, NMERLZEVMA BT B MBI XL B

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

EEREVEEHET. CRERERML. EIEBEBBENVMEIERETEERE
(D R, BTREXRBREMIHEES, HSNZHEO0penShE

O

K Trident Protectdn < 1T R EEM

& A] LAfE A Trident Protectﬁ%\’ﬂaﬁ{ﬁF(TridentiﬁiEH“‘?E’\J#‘ f&)8UE Trident Protect
‘tridentct’ BENXZIR(CRS)HEZR

Z4ETrident Protectdn ${TREIEM

EERGLSITERARERZE. BEESERETRTANERFHNITEN L. BIBENITENFERNEx64 CPUE
ZARM CPU. HITUTHE,
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T &M FLinux amd64 CPURIIE{
1. F# Trident Protectdn €17 RE &AM :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.0/tridentctl-protect-linux-amdé64

THIEAFLinux ARM64 CPURIIE{
1. F#Trident Protectdh 4T R EE M :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.0/tridentctl-protect-linux-armé64

T#IEAFMac amd64 CPURIHE{F
1. F#Trident Protectdn <17 R B :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.0/tridentctl-protect-macos-amd64

T &M FMac ARM64 CPURJIEM
1. & Trident Protectén $ 1T R E G4 :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.0/tridentctl-protect-macos—armé64

1. R TEFI B RARITIIR

chmod +x tridentctl-protect

2. BEG T HBINHERERETEPFEXME, HI80. /usr/bin H /usr/local/bin(EAEERE
& FH Privileges):

cp ./tridentctl-protect /usr/local/bin/

3. R LU —#EIX M ER B EBARPHEMIE, EXMERT. BURFTERUERNZBRELES:
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cp ./tridentctl-protect ~/bin/

EFETridentin 1T R EIEHEER)
& LUER N E i A BhThREIRENE X iGHF ThRERY 1 ¥ 4 %58

p
1. RS ThREEEERERE:

tridentctl protect help

BR< BE5ER

L Trident Protectan S1TSREEME. ERILIMRE LS EA BTN,
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Jibash shell2 A E&h5ER
1. FH SRS

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.0/tridentctl-completion.bash

2. ZXERPUE—NHERUSEZMZ:

mkdir -p ~/.bash/completions

3. B THMMIZATZENE “~/.bash/completions' B & :

mv tridentctl-completion.bash ~/.bash/completions/

4. BLUTITHRME "~/ .bashre EE RPN

source ~/.bash/completions/tridentctl-completion.bash

HZ shell EABH5EH
1. THSERZs

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.0/tridentctl-completion.zsh

2. ZTEERPUE— B RUSE X!

mkdir -p ~/.zsh/completions

3. BT HMMIZATEENE "~/.zsh/completions' B R :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. BLUTITHRME  ~/ . zprofile' £ B RIS

source ~/.zsh/completions/tridentctl-completion.zsh
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#HR
TRshelEFRES, A LUK Er< BETem StrdentetrLRIFHEHFE S £,

=12 Trident Protect

BRI Rl

Trident ProtectfE & T A & Y15in#=H(Role-Based Access Control. RBAC)
HKubelnetest®Z!, ERIAER . Trident Protectigfit N R G & T i8] R H R EXFYERIABR
FKF., MRENALAEBITFZRAPIRENLTLENR. WA LEMTrident Protect
HIRBACTHEE Stz I3 23R AN 2 FRAY A 18],

%ﬁ BRIRATLUARRIAG R TEPRAIR trident-protect. ‘m__fl—,(lﬁlﬂﬁﬁﬁﬁ@, A Ell=sl b
o EEFIMZFRMNEBRERFIIGE. BFEECEEZHNRADHIGEBENNBRERRIZIXLERZ D,

EER. ERUAFSAREERIASZZEFEENAREFHIEEECRS trident-protect, EHEBENATE

FeaREE R ENAREFSIEEECRS (RIEWER. ESEXBKNNAREFBERNGRTEREENARERF
HHEEIECRS),

OFEIE R EEHI4FN Trident Protect B E X B BWR. EFEE:

* AppVault: FEFED B EIEHE
@ * AutoSupportBundle: YEistn. HEMEMBURAITrident ProtectfiE
* *AutoSupportBundleSchedule: EIEREUWEITLI

FNERESKE. 1BEARBACIREEIE R BN R RBYIIE,
B XRBACHNE{EH 3 #IRAMMRAVIABIRIIFAES, ESiH "Kubbernetes RBACSZ1E"s

BXERSKFIER, 155 "KubbernetesfR 551K A 324"

. EIEMARFRYIEIEAR

. —MEAE—MEEEER. —ATREAPN—AEHEAR. SEEERNTHUTES. UEIE—TF
5. ELIFRR. TRAMERAR B REHR DL S B a KIEN AR,

F15. QR I HIETEAUEESMENER
‘|t =R EUMEELEDBEHRR. HEFMERIEEROLRXERR,

p
1. RTI2AEHR=TE:

kubectl create ns engineering-ns

2. NEHAGEHRTIE).
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kubectl create ns marketing-ns

$2: QUEMBIRSIKF, . UESES MR T RPHRRHITRE

TelENE MR T RIERMHE—TERARSIKF . BENASEARPEIB—IRSKF . UERRIRES

ERNMAZEE—F X Privileges.

g
1. RTI2ECVERSK

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. EHACIERSIK

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

$3%: A NRIRSIKF el2— &
ARSSKA ZRA T RRSIKAFEITRAHWIE. NRMER. FTLURMARIBRAER 6,

p
1. A TIEARSS IR el — &R

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: eng-user
name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. NEHRSIKF EIEEA:
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apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

%45 . tl#ERoleBinding & LU ClusterRole W R 48 B & N ARS K

L4 Trident ProtectBf &8I — N ZRIARIClusterRole X R, & 8] LU 872 F1 N FRoleBinding 3 &3§
Lt ClusterRole48E Z AR SS T o

g
1. ¥&ClusterRole48E 2 TIZARSZ K

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. ¥4ClusterRole48E ZIE ARSI
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apiVersion: rbac.authorization.k8s.io/vl

kind: RoleBinding

metadata:
name: marketing-ns-tenant-rolebinding

namespace: marketing-ns
roleRef:
apiGroup:

kind: ClusterRole
trident-protect-tenant-cluster-role

rbac.authorization.k8s.io0o

name:

subjects:
- kind: ServiceAccount

name: mkt-user
namespace: marketing-ns

#55: MWUR
M PRZ S EHo

p
1. BIAIRRAF A AR TERR:

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get applications.protect.trident.netapp.io -n engineering-ns

SRIG -

2. WIATEAR TEABREHAR:
:engineering-ns:eng-user

kubectl auth can-i --as=system:serviceaccount:
get applications.protect.trident.netapp.io -n marketing-ns

£6% . ZTItAppVaultit RBIi5IRIFR
ERITRMONRBRFEHIEEIETS. SHEEAZTERZ AP EFIIAppVaultid RBVIA R,

pZ
1. 8 FH N AAppVaultilZAEESYAMLX B, LUIRFHF XFAppVaultdyif e, . L FCRERTAF

FFAppVaultdyif AR eng-user:
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apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

2. QIEHNAMBCR. EEHEEREBR TG ATEPRERIRIHRNIR, F90:
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. B3 H R FHRoleBinding CREUEANBRSBE ZIF Feng-user, 40:

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. I PRE B IEH.

a. RIANRERTERAppVault i RIES

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

TREFEMTFUTASRIREL:
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Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group

"protect.trident.netapp.io" in the namespace "trident-protect"
b. XA A B2 Bl LUREM IR B AR RIAppVaultiE 2. :

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

TREFEMUTUATASRIRES:

yes

7

ERHERT T AppVaulti PREV A F N iZBe S5 fE BN AIAppVaultt R T A2 R BUR EIRR(E. HEREERIE
DECRS R X ZIMNIERTIR. BRSBTS GHRBF IR,

ERHTE
I Trident Protect. EIZRAIUEMEEXNetAppZFEAEENIRHAE. EREER

KFFEEMEBNNAREFNEE. BIRAEIMEE. NREEEER Internet. NATLAE
FABE X FR(CR)X Rz #58 _E1ZEINetAppZ F5uh = (NSS),
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EACREIEZHE
1. SIZBEEXZRCRXEHBEESRZ (0 trident-protect-support-bundle.yaml)o
2. EEBUTEM:

° » metadata.name:(required )Itt BE X FIRNET, BAENIMEEEZE— M E—HSENET,

° spec.tfifi’k 28Type: (required) BTFHERIIENEMZIHE. BERITHIEMZFE. TXIFEUTC
BB 12 R A iR4GR B, FIRE(E:

* Bt
* Frf
° spec.ufZ MMFBEBA: (A E)EHRENEEMRZIFEERKE LEFINetApp b=, NRKIE
E, MERIAN false, FIRE(E:
= true
* false (ZRIN)
° spec.dataWindowStart: (7] i) RFC 3339 AW BIIFRE, BEEZFEHPEENIHEEON
FFearI B ERFORTE), SNRKIEE. MERIAA24/\B35, EALUEENREE O BER7XE0

YAMLTf51:

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. FEHEMMEIEZXY/G astra-support-bundle.yaml . WMACR:

kubectl apply -f trident-protect-support-bundle.yaml

ERBLITRELESSE

1. QIELIFE. BESHHNEBRANEIFEFRNESR. trigger-type WMERTIUACIES A, ;E
BEBETRIRET QIR 8], ATLIE "Manual '3 “Scheduledo PRINIKE N Manualo

a0

tridentctl protect create autosupportbundle <my bundle name>
--trigger-type <trigger type>
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BEMERIFNARER

fEFAppVaultXt R EIR ) E&

FiFTrident Protectf72 &5 E& B & X &R (CR) R AAppVault, AppVaultx &R 27ZiE 57 LY
EEAMEKubarnetes TERR A e AppVault CREETERM. 1REB. RRIZIE
FSnapMirrorE HIFRIFIZ{EHERERE D ERFIENEIE. REEIER T ECIE
AppVault,

ZRE A AppVaultE SRl

TEXAppVault CREY, EFEBEEFTIEAENFBHEHIZEFEENTR. RIERHEEFNTR. NEEERER
WA EEFRARRE. UTEZ MEHEFNGITERENTA. AREEMEMERFBIAppVaultE SRl

Google Cloud

BREAERRA

kubectl create secret generic gcp-creds --from-file=credentials=<mycreds
-file.json> -n trident-protect

U TFAppVaultE X RFILACRIFZ iR H. SR LIERFMEER. & LATrident Protectan S TR Ean L RIRHIFZ X
R4 R AppVault CR:

351



AppVault CRf

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

fE A Trident Protectdi 1752 Et/i2AppVault CREYR

tridentctl protect create vault gcp my-new-vault --bucket mybucket
--project my-gcp-project --secret <gcp-creds>/<credentials>
Amazon S3
FIRERTRAI:
kubectl create secret generic -n trident-protect s3 --from
-literal=accessKeylD=<secret-name> --from-literal=secretAccessKey

=<generic-s3-trident-protect-src-bucket-secret>

LU AppVaultiE XRBIACRMF iR, ErI LIEAMEER. o3& MU Trident Protectdap S TR E S SHIRAIFER

HIEE R AppVault CR:
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AppVault CRf

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

ERRLITRELIEAppVaultdyRjl

tridentctl protect create vault GenericS3 s3vault --bucket <bucket-
name> --secret <secret-name> --endpoint <s3-endpoint>

Microsoft Azure

RERERTAY:

kubectl create secret generic <secret-name> --from-literal=accountKey
=<secret-name> -n trident-protect

LU AppVaultE X RFILACRIAZ IR M. SR LIERMEER. 3& LATrident Protectan < 1T R Ean L RIRAIFZ R
HIEE R AppVault CR:

353



AppVault CRf

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4aB83621922
namespace: trident-protect
spec:
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey

name: azure-trident-protect-src-bucket-secret

FERHSTRELIEAppVaulthiy Rl

tridentctl protect create vault Azure <vault-name> --account <account-
name> —--bucket <bucket-name> --secret <secret-name>

SN ERFRENEEREFICEE

‘providerType AppVault CRAEVF]

‘providerConfig BEEH[EME. FTRIIETZIFNERE
‘providerType UNBESEBNMELSHEHNXEE providerConfig i
‘providerType o

F 151 “providerType &

%E% “providerConfig' Z%H

AWS s3
Azure azure
GCP GCP
GenericS3 s3
OntapS3 s3
StorageGridS3 s3
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fEFAppVaultY] 5 23EFAppVault(s £

TR LAEA TridentfRIFE 1T R EIE M EE B XEEE LEIERAppVaultiT REIE B

T8
1. EFAppVault it RIREA

tridentctl protect get appvaultcontent gcp-vault --show-resources all

Nl e
+—— - e it f—_—
——_— +
| CLUSTER | APP | TYPE | NAME
TIMESTAMP |
F—— - e e
e et +
| | mysgl | snapshot | mysnap 2024-
08-09 21:02:11 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815180300 2024-
08-15 18:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815190300 2024~
08-15 19:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815200300 2024-
08-15 20:03:06 (UTC) |
| productionl | mysgl | backup | hourly-e7db6-20240815180300 2024~
08-15 18:04:25 (UTC) |
| productionl | mysgl | backup | hourly-e7db6-20240815190300 2024-
08-15 19:03:30 (UTC) |
| productionl | mysgl | backup | hourly-e7db6-20240815200300 2024-
08-15 20:04:21 (UTC) |
| productionl | mysgl | backup | mybackupb 2024~
08-09 22:25:13 (UTC) |
| | mysgl | backup | mybackup 2024-
08-09 21:02:52 (UTC) |
—— - F——_ -
R +

2. (AR BEES N E R AppVaultPath, iEEATRE --show-pathse
RBTETrident Protect Helm& RS TE T REFZMEY. WRE—FIPHEEBEBMA A, HIE0: --set

clusterName=productionle
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ftiERAppVault

f&a] LU REEH BRAppVault 3T R

@ EMIBRAppVaultIt R Z &l &7 “finalizers' MilfkAppVault CRAEVEIH, WMRXIFH. FIERS
HAppVaultFFiEn R EZRBHIE. EEPSHIMNILEIR.

gz Al
HRIRERPREFEEXEKEFE D RPRIFEIREM&ED.

£ Kubbernetesir <177 EIBRAppVault
1. MIB&AppVaultitR. &k "appvault_name IEMRIFRAIAppVault It RAIZFR:

kubectl delete appvault <appvault name> -n trident-protect

EATridentdn 1T R EMIFRAppVault
1. MIBRAppVaultit R, &k "appvault_name IEMIFRHIAppVault it RAIZ TR :

tridentctl protect delete appvault <appvault name> -n trident-
protect

EXBEENNAER

&) L@ 62 N ATEF CRAIX B A Trident Vault CRE X EfEAAppProtect IR
FiER

tlZAppVault CR

EHRE I E—MAppVault CR. LUETE XN A2 HITHURRIFSIERER. H BAppVault CREBH BERE
T Trident ProtectfY&8¥ £, AppVault CREFE FEHIFIR; BXAppVault CRSEIRGL. EE " AppVaultEE X
HiR, "

BN FAEFCR

EEERNEFEHTrident Protect BB E NN BREFE— TN BEEFCR, ErILUES FohtliENAIEFCREY
fEF Trident Protectin 1T R E R ZCRENMNEEIENN BEF
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EFACRAME AT
1. BUZ B RN TR CR M

a. BIEEEXZRCR)XHHFHEBR B maria-app. yaml)o
b. BRELUTEM:

* metadata.name:(required )N BTERFBE X ZRENRT. FIREEFENBIR. ERFRIPIRE
FrEEMCRY 45| BIthE,

* . spec.includedNamespaces:(required )% T EIFRE S dn & TR B RIEE N RIEF
RIFFTENRRTIE,. NARFaETEWIE TLTYIR,

YAML

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: maria
namespace: my-app-namespace
spec:
includedNamespaces:
labelSelector: {}
namespace: my-app-nhamespace

ERLITREMINAERF

1 QIEANANANARFEX. BESHHNEBRAEIMRFRNGES. BeIUERESHRIRMUT
TOIRFREISREN AR EX FEERZ AR

tridentctl protect create application <my new app Ccr name>
-—-namespaces <namespaces_ to include> --csr
<cluster scoped resources to include>

RIFN AR
B fE A B e RIF RSN ImAY g B IRER A & 10 SRIRIFFR B AR

BIEIRFIRE
&) LABERY IR TR IR
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el

Vo

2N

fEFCROIGEIRE

1. BIEAENXZRCRXEHBEEMDREN trident-protect-snapshot-cr.yamle

2. ERIEHIX . REEUTREM:
° » metadata.name:(required )Lt BE X FRNER, BAEHNIMEEEZE— M E—HSENET,
° spec.applicationRef: E ;2 RIBHIN FTZFHIKubernetes# #F.
° spec.appVaultRef: (required)N1ZfEIRIBRZ (FTEHE)HIAppVaultiy 2 R,

° spec.relaimPolicy: (7] i%)E X MFRIRECREVIREBAIAppArchives= R £+ ABR. XEKE, AP
EIKE N, HREEW Retain EH MR, BROEM:

* Retain (BAIA)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. [FRIEHMEIEFR XSG trident-protect-snapshot-cr.yaml « NMFCR:

kubectl apply -f trident-protect-snapshot-cr.yaml

fEAMLTHREIZIRR
1. IR, BHESHOEBRAGIFEDRIES. Fli:

tridentctl protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot>

BEREEN
RILABERY &1 N 2T
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fEFCREIES R
1. BIEAENXZRCRIXMEHEEMDBEN trident-protect-backup-cr.yamlo
2. ERIEHIX . REEUTREM:
° » metadata.name:(required )Lt BE X FRNER, BAEHNIMEEEZE— M E—HSENET,
° spec.applicationRef: (required)E&F {3 IR B ZFHIKubernetes % #F.
° spec.appVaultRef: (required)RITZEERRARIAppVaultty & xR,
° spec.dataMover: (F] i&)—1NFRE, IBTATENRIENEH IR, JREEIANE):
* Restic
* Kopia (BAIA)
° spic.relaimPolicy: (F] 1E)EX T MNEFRERIBEFEREDNLZETARR. AJ8EE:
" Delete
* Retain (2XIN)

° Spec.snapshotRef: (7] 1t): ERFFNRAVIRIBHRI, MRFRELSEH. WSCIBMED
IE AT IRR

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name

dataMover: Kopia

3. ERIEMMEIERXH/S trident-protect-backup-cr.yaml . MFCR:

kubectl apply -f trident-protect-backup-cr.yaml

fERBLITRELIEED
1. glE&E s, BiESHNEBRATIMERNES. Flim:

tridentctl protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up>
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B HURRIP TR

RIPERBETIRE X BITRICRIRR, EMNXMERRFRIFNARER. EALNEES/E, 8X, SANEA!
BIREBHN &R, FERIUIEEERENEIZE
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fEFFACREIEITX
1. SIEBEXFRCRNEHBEEREZ N trident-protect-schedule-cr.yamlo

2. ERIENX . BEUTREME:

o

o

o metadata.name:(required It BE XZRNBR; BAEHNFRIEZRE— I H—BSENZT.
spec.dataMover: (F] i&)—MF/RH, IBTATEMRMENEN IR, REEIKNE):
* Restic
* Kopia (BAIA)
spec.applicationRef: EF{HINFHFZFHIKubernetes #F.
spec.appVaultRef: (required)NiFfEE 19N ABIAppVaulthy FFo
*spec.backupretention *: EREHFNE. SRAFNEIBEMFD.
*spec.snapshotretention *: E{RBHVIRBE ., SRTRANOIEEMAIRE,
o spec.granularity:itX|FVEITIER, AIEEEUMMERXEXFEL:
* hourly (BEXREIEE spec.minute)
* daily (BREHEE spec.minute #l spec.hour)
* weekly(EREISE spec.minute, spec.hour. # spec.dayOfieek)
* monthly(BXREFETE spec.minute, spec.hour. M spec.dayOfMonth)

spec.dayOfMonth: (8] 3%&)itXINIZTTRIHER(1 - 31). MIRKEIREN, WFEELFE
monthlyo

spec.dayOfWeek: (7] iE)iTXIRIETTRIBHA(0RN7), BO7R~EHIH. WRNEIKER, WE

EIFEE weeklyo

*spec.hour *: (F] i%)ITRIRIZITHIBTIEN(O - 23), WNRNEIREBEN. =, WEBWFE daily
weekly monthlyo

*spec.minute: (A] E)ITXINIZITAIZH(0 - 59). MRKEIREN. « W, WEZEIFE hourly

daily weekly monthlyo
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apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-namespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: <monthly>
dayOfMonth: "1"
dayOfWeek: "QO"
hour: "0O"

minute: "O"

3. [FRIEHMEIEZR XS trident-protect-schedule-cr.yaml « NMFCR:

(E3EE

kubectl apply -f trident-protect-schedule-cr.yaml

L ITREIRIT

1. g RIPITR. BESHREBRNEIMEPNER, .

THIBRIR
BRAR
p

@ &R LA “tridentctl protect create schedule —-help ZE& i S HUIFAEENE B

tridentctl protect create schedule <my schedule name> --appvault
<my appvault name> --app <name of app to snapshot> --backup
-retention <how many backups to retain> --data-mover
<kopia or restic> --day-of-month <day of month to run schedule>
--day-of-week <day of month to run schedule> --granularity
<frequency to run> --hour <hour of day to run> --minute
<minute of hour to run> --recurrence-rule <recurrence> --snapshot
-retention <how many snapshots to retain>

pa
7\

BEREENITIRBEEE IR,

1. MRS IRERREXAIIRERCR:
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kubectl delete snapshot <snapshot name> -n my-app-namespace

mpREH
BFFFBREN R EDTIRFEMD.

p
1. MRS &0 KEXBIE{ICR:

kubectl delete backup <backup name> -n my-app-namespace

MEEIMEFIRES
BRI LUERSLITREEREHRTT. ETMERMBENREIRE.

p
1. AU TaHLRREMIRIEINRES. RESTHEBRAIFMEHHESR:

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath

='{.status}'

JJazure-ANF-files (NetApp)i&fEE A& HITR

MREELETrident Protect. NIAT LA SEAazure-files-files NetAppfZfi&3E H1E Trident 24.06 2 i RIZEMITZ BT
mEANETENEMIIEERINEE, LIHEEERTNFSv4E. A2 bdABSEMHNEIINTIEL,

Friaz Al
RHEEUTEK:

s B R Trident Protects
* B 1ETrident ProtectEX N TR, TEETHIISES B 2RI N BEFINFRIPIHEEEZ IR,
* 8B azure-netapp-files EFRENFEMEEIHRIEIAFMRES,
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RFFLLT RECED B

1. NRANFHZEFLKETrident 24.10Z I RIEEM. IB1E TridentPHITIATIRIE:

a. AE PEFazure-pv-files B 5N A 2 XELHINetApp/E FASnapshotB % :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HI\BAENXEXPVEHSnapshotBH:

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

Mie) &7 :

snapshotDirectory: "true"

+
NRKRBARIBER. Trident ProtectiiEEEMEMNTIRE. IR EE NIRRT IRN SAEET
M=E, EXMERT. FHERDTELTEEBHAIATEREIZSEENHNEXNIERBIRE &,

#R
N RTER B ESIFER Trident Protect#T&EMMIER. S PVCERMEEMNAREFBTFEHMTE.

T RN BER

EE] LAfEA Trident Protect NMIRERENE (MR RN AR, BN AREFTEREIE—SE, M
WA RBHITERRIEREZER,

@ RIRENBRRFR. HiZNAEFEEENFERITENEHEMZN BEFER, NREELEGEH
TS, WeERERRREFEDIETT.

MEHEREH MR8

fEFABackupRestore CREEEDIERE| EHithdr 2 8BS, Trident Protect2 N AR FERIIFHHZZTEH. EF

FEHIRN RIEF A= BEI= Trident Protecti®iF. BERIFELRNNARER. BEEANEERRNNBERCEN
FERFCR. LUFEEZFTrident ProtectRI{R1F,

@ REOHTERIAEGINAERFNEMSM R TEASERSEN PR RAZZMBERER. BE
REMPHNFIERR. BHRAERCIBEmaRTE. HEREOEREFHR=E,
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fEFACR
1. SIEBEEXFZRCRXNGHBEESE N trident-protect-backup-restore-cr.yamlo

2. FRIBHIXE. EEBUTEM:
° o metadata.name:(required )Lt BE X FRNET, BAEHNIMEEEZE— M E—HSENET,
° spec.appArchivePath: AppVaulth7EEFDABSHERRT. EAIUMERU TmLSERLERR:

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

° spec.appVaultRef: (required)TZERPHNABRIAppVaultdy &R,

° . spec.namespaceMapping:iF/R1R(EHRR 2 82 B indr 2 el RVBREY, 3 "my-
destination-namespace &t "my-source-namespace NZIFIEFRAE S,

° spec.storageClassMapping: FFIR(ERRTEMEREEI ERFESRAMET, R
“sourceStorageClass &1 “destinationStorageClass A& IEHRRE R,

apiVersion: protect.trident.netapp.io/vlo
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"

3. (A EMIRAFBEFRBEXFENNARFHRLETR. BN THREA IS ER SR TRk

° resourceFilter.resourceSourcesionCriteri: (JfHEREE) “include or exclude’ B F & & S Hib
7EresourceMatchersfE X FIE IR, AN FresourceMatchers2 3 LUE X BB IESHIBRAI AR IR

* resourceFilter.resourceMatcher: resourceMatchertt R %H,
* resourceMatcher[].group: (7] i%)EFiENEFIRA,
* resourceMatcher[].KIND: (B] %) Eif%r) &R
* resourceMatcher[].version: (7] i%&)EfiEHIZ RhRZS,

* resourceMatcher[].names: (7] i&)ZEHIERZERAIKubernetes metadata.nameF &+ HY
B R,

* resourceMatcher[].namespies: (7] %) EifEHI AR ERIKubernetes metadata.name>E&
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FREyER & =l

* *resourceMatcher[].labelSelectors *: (7] i%)#&EAYKubernetes metadata.name = EXHHIER
TIEEBFRB, WHFAENX "Kubernetes 314", ff40:

"trident.netapp.io/os=linux"o

fB4n:

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
group: my-resource-—-group
kind: my-resource-kind
version: my-resource-version
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FRIEHIEER XSG trident-protect-backup-restore-cr.yaml « NMACR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

FRHGSITHRE
1. BEMERIEMHZTE. BIESHPHNEBIRAFERNEE. It 'namespace-mapping’ B4
B SN RHNERIGEENEEMRE ZISR NN IERBEIRER "sourcel:dest1,source2:dest2' %, fl40:

h=!

tridentctl protect create backuprestore <my restore name> --backup
<backup namespace>/<backup to restore> --namespace-mapping

<source to destination namespace mapping>

MEDEREIRIAE R =(E]
&R AR R & R R B R 2 =6,
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fEFACR
1. SIEBEXZRCRNEHBEEREZ N trident-protect-backup-ipr-cr.yamlo
2. ERIEHIX . REEUTREM:

° ., metadata.name:(required It BTE X RFENEFR; BEAENIFREEFE—H—HSENBT,
° spec.appArchivePath: AppVaultP7EEFRDABHERRT. EAILUMERU TmIERLERR:

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

° spec.appVaultRef: (required)TZERPHNABRIAppVaultdy &R,

f5l4n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (A ) INRAFEEEFERRNNARFNELRR. BERIEETHREE R ERSNR IR Rk

° resourceFilter.resourceSourcesionCriteri: (&R E) “include or exclude’ B F S & S HibR
fEresourceMatchers I E X BIZIR, AL FresourceMatchers B3 E X B GRS HBRIE R

* resourceFilter.resourceMatcher: resourceMatchert R %4H,
* resourceMatcher[].group: (7] i%)EFiENHRIRNE,
* resourceMatcher[].KIND: (7] %) E kAR R
* resourceMatcher[].version: (R i%&)E LAY Z RhRZS,

%

* resourceMatcher[].names: (8] %) & fiZEHIZFIRRIKUbernetes metadata.nameFE&HH

#iRo

* resourceMatcher[].namespies: (7] i%)ZEfEAI R IRHIKubernetes metadata.name™ £
PR =E,

* *resourceMatcher[].labelSelectors *: (7] i%)&EAYKubernetes metadata.name = EEHHIER

FERBRFATER, WPFAEX "Kubernetes 321", f5IU0:

"trident.netapp.io/os=linux".

fB4n:
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spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
group: my-resource-group
kind: my-resource-kind
version: my-resource-version
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FRIEHWNEIER XSS trident-protect-backup-ipr-cr.yaml « MFACR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

ERBLITRA
1. BEMERIFEBHZTE. BESHTHNEBRRAFERNER, backup BHERARIAANGET
EFIZDBIR <namespace>/<name>, FIg0:

tridentctl protect create backupinplacerestore <my restore name>

--backup <namespace/backup to restore>

MIRBRE R E E Athp & == (8]

EA UEA BE X ARB(CR)X MR IR R EMa & TEgRBRam & TEl, fEASnapshotRestore
CREMEEAEREIEHther R =iaBf. Trident Protect2 BN BAREF AR IFHRATEP. BEXREHNEAEFFS
Bnh= Trident Protect{®iF, BERIFEXRRNNERER. EEBENELRNNEERCIZENBEFCR. UFEES
B Trident ProtectfI{R3F,
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fEFCR
1. SIEBEXFRCRNEHBEEMREZ N trident-protect-snapshot-restore-cr.yamlo

2. ERIEMIX . REEUTREM:
° » metadata.name:(required )t BEX RFENBFR; FNEHNIFREZE— I —B SENET,
° spec.appVaultRef: (required)TZfi&IRIRANBRIAppVaultdy & iR,
° spec.appArchivePath: AppVaulth7ZEREBABTHEERR, EIUERU TRISERLERE:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}"'

° . spec.namespaceMapping:iF/F1R(EHRAR 2 =82 B inee 2 el RVBREY, 3FF "my-
destination-namespace &t "my-source-namespace NIZIFIEFRAE E,

° spec.storageClassMapping: FFIR(ERRTEMEREEI ERFESRAMET, R
“sourceStorageClass &1 “destinationStorageClass’ A& IEHRE R,

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"

3. (A EMIRAFBEFRBEXFENNARFHRLETR. BN THREA IS ER SR TRk

° resourceFilter.resourceSourcesionCriteri: (JfHEREE) “include or exclude’ B F & & S Hib
7EresourceMatchersfE X FIE IR, AN FresourceMatchers2 3 LUE X BB IESHIBRAI AR IR

* resourceFilter.resourceMatcher: resourceMatchertt R %H,
* resourceMatcher[].group: (7] i%)EFiENEFIRA,
* resourceMatcher[].KIND: (B] %) Eif%r) &R
* resourceMatcher[].version: (7] i%&)EfiEHIZ RhRZS,

* resourceMatcher[].names: (7] i&)ZEHIERZERAIKubernetes metadata.nameF &+ HY
B R,

* resourceMatcher[].namespies: (7] %) EifEHI AR ERIKubernetes metadata.name>E&
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FRYER R =iE,

* *resourceMatcher[].labelSelectors *: (7] i%)#&EAYKubernetes metadata.name = EXHHIER
BIEIREFRB, WPFAENX "Kubernetes 324", F40:

"trident.netapp.io/os=linux"o

fB4n:

spec:
resourceFilter:

resourceSelectionCriteria: "include"

resourceMatchers:
group: my-resource-—-group
kind: my-resource-kind
version: my-resource-version
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FRERNEERXHRE trident-protect-snapshot-restore-cr.yaml . WHACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

EAB<LTHRE
1. BRIBEREIHE MR =E. KESFREBRAIFMEPHER.

° snapshot  BEEAKA AN G R TEIFRBRZIT <namespace>/<name>,
° It “namespace-mapping’ 2E{E A B 5 £ RHNERIGFEEHRERN FIE X NN IERBEFER

“sourcel:dest1,source2:dest2' &,

f5an:

tridentctl protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>

MIRBRIR R E R IGER R =S8
18] LARERT I R IR R 2l [R 1A 6 22 = Eo
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fEFACR

1. BIEAENXZRCRXEHBEEMDEN trident-protect-snapshot-ipr-cr.yamlo

2. ERIEMIX . REEUTREM:
° ., metadata.name:(required It BTE X RFENEFR; BEAEIIFREEFE—H—HSENBF,
° spec.appVaultRef: (required)TZfi&IRIRANBRIAppVaultdy & iR,
° spec.appArchivePath: AppVaulth7ZEREBABTHEERR, EIUERU TRISERLERE:

kubectl get snapshots <SNAPSHOT NAME> -n my-app-hamespace =-o
Jjsonpath="'{.status.appArchivePath}"'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (A EMMIRAFERBREXFENNAERFNELTR. HRNEETHIREERER SR RIRATHE:

> resourceFilter.resourceSourcesionCriteri: (/FiERTFERE) ‘include or exclude' B F & & Hb&
7EresourceMatchersE X FIE IR, ML FresourceMatchersS 3 LUE X B EIESHIBRHI A IR

* resourceFilter.resourceMatcher: resourceMatcherxt &R #5148,
* resourceMatcher[].group: (7] i%&)E#HiEIZIRIAE,
* resourceMatcher[].KIND: (7] i&)EifiEaY = R,
* resourceMatcher[].version: (A] i%&)EfiEHIZ RS,

* resourceMatcher[].names: (7] i%)EFiEII R IRRIKuUbernetes metadata.nameFEEHHY

B FFo
* resourceMatcher[].namespies: (7] ift)E i iEHE REIKubernetes metadata.name=E&
PRER R =iEl,

* *resourceMatcher(].labelSelectors *: (7] i) JEHIKubernetes metadata.name= E&REIFR
FRFERFRE, WHFIEX "Kubernetes A", flgn:

"trident.netapp.io/os=1inux",

f5an:
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spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
group: my-resource-group
kind: my-resource-kind
version: my-resource-version
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. FHEMRNEEFZXHE trident-protect-snapshot-ipr-cr.yaml « NACR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

A <LITRE
1. BRIBEEREIRAs R =E. BiESTREBERAIFMEPIER. fli:

]

tridentctl protect create snapshotinplacerestore <my restore name>
--snapshot <snapshot to restore>

*“ E J_EE{’EE,J'H(IL,\

TR UERASLITREEEHTT. ETMERKBERREIRS,

pAL

1. AU THRREFIZIENRE. KIESHHNEBRAIFMEHNESR:

kubectl get backuprestore -n <namespace name> <my restore cr name> -0

jsonpath="'{.status}'

fEFINetApp SnapMirrorE L FAIEF

1@ {E A Trident Protect. &R LIEANetApp Snalerror}S'Z*E’Jﬁ*/FEfE'JIJJ EdG ERIEF R
BREFERIMN—NEEERESES— 1 FiEm. EF2E—£E e H 2 RREEE
Z 8o

REEHIXA
REEHXRZSRUTHE:
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* PR FAETrident ProtectI 2N TZ 7 IRERAVIN R (BHE N FAT2 R RYKubbernetes R IR AR N FATE 7 & NMEHY
HIRER)

© EEFEFNTR(EiEKubbernetes IR UK A S EIE)
* IR BRI IRIRAYRYE]

R
1. FERER R AR AR AppVault, IRIBEEOFIHREGRE., (SRRRIREIAppVault & X AR BUE

BERIRIE:
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{£FACREIZEAppVault
a. SIEEENREBECR)XHGHHBHEG BRI trident-protect-appvault-primary-

source.yaml)o
b. BEUTEM:

* * metadata.name*:(required_) AppVaultE & X ZRIIZ R, B0 MEEFRMBIR. RAEHIX
AFAENEMCRY 45| BIHE,

* . spec.providerConfig:(required )TZf& 15 EIREIZF 1 RAppVaultFTEEEE. NEHN
IREEIEFE— P BucketName A M{E R EMMNERFMER, BIC FIMANE. RASHIXARFR
=2 E’JEP&CRY#’%‘? |FAXLE(E, AXEMIZMHESAAppVault CRSRAI. EE " AppVaultEE
XJ\/ 0

* . spec.providerCredentials:(required )Tzfi# 331 15 E R EIZF AR AppVaultFr BRI EME
ERS| Ao

* . spec.providerCredentials.valueFromSecret:(required )R EIEERN K H R,
* key:(required)E MHIEENZ AN E META.
* name:(required)B & Lt FEHERMINZN BRI, S FRE—dr R =TE+,

* * spec.providerCredentials.secretAccessKey*:(required )BT IhIaiR 2RI R 2 ER,
BN 5*, spec.providerCredentials.valueFromSecret.name*,

* o spec.providerType:(required ) FHEIRMEEMHIINE,; FI0. NetApp ONTAP S3. &
FAS3. Google CloudZ{Microsoft Azure, RIHRE(E:

= aws
= azure

= GCP

* BAS3

= ONTAP S3

= StorageGRID S3

C. FHEMIEERXMHfG trident-protect-appvault-primary-source.yaml « WFCR

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

FEABLITREEIEAppVault
a. glEAppVault. BESHHESRAEIFERHNES:

tridentctl protect create vault Azure <vault-name> --account

<account-name> --bucket <bucket-name> --secret <secret-name>

2. QIR FAEFCR:
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EACREIERNAERF
a. SIEEENREBECR)XHHBHEMG R (I trident-protect-app-source. yaml)o
b. FEEUTEM:

* metadata.name:(required )N FETZF BEXERNRT, FIE FEEENET. AAEFRIXR
FREREMCRX 5| BIkE,

* . spec.includedNamespaces:(required )—"H#rE K XEARSHAMBIENE, FHEGA
IH—J%ﬂ’ HenAFBE IR E g/ PR T IEﬂE’J,EI BUEE a5 H AV & = (Bl P FTE RV 25
o NAREFinRTEIWIE T It ER 4,

REIYAML:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: maria
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: maria
labelSelector: {}

C. FRIEMINEERXHE trident-protect-app-source.yaml .\ W FCR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-
namespace

FERRSITREC R RN BRER
a. gIBENBER. Flu0:

tridentctl protect create app maria --namespaces maria -n my-app-
namespace

3. (ANE) R A CIRIRER, IREBIRAEBITER LNAREFENM. MRBRIHSE. WEEEFE
TR RIREE. UERFRMIRER,
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fEFICREUZIRER
a. RN AREFLIREH TR

I QIEBENXEBRCR)XHHIGHMRA(BII trident-protect-schedule. yaml)o
i. EEEUTEM:
* * metadata.name*:(required )it %I BE X & IRHIZ R,
* spec.appVaultRef: (required)Itt{BHNS RN FAIERBIAppVaultiymetadata.name = EZ L

(e}

* spec.ApplicationRef: (required)Itt{EXNS RN B2 CREImetadata.name> EZILELD,
* spec.backupz 4. (required)ttFEE NMEFER. BEMIZE N0,

* *spec.enabled *: WK E Htrueo

* o spec.granularity: 4K E N Customs

* spec.reck #N: EXUTCHEIR A BEAFIE S EFR.

* spec.snapshots 4l HIKE N2,

YAMLT51:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule-0elf88ab-£f013-4bce-8ae9-6afed9dfb9al
namespace: my-app-namespace
spec:
appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795e1bbe34
applicationRef: maria
backupRetention: "0O"
enabled: true
granularity: custom
recurrenceRule: |-
DTSTART:20220101T000200Z
RRULE : FREQ=MINUTELY; INTERVAL=5

snapshotRetention: "2"

. BRAERNEERERXHE trident-protect-schedule.yaml [ZFACR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace

fERmBLITRELIZIRR
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a. ﬁULH% 7':':1\ ;l j:%-'?qjEq1ﬁg}ﬁjj/uj$iﬁ.q]m1mlu\o ﬁﬂlﬂ

tridentctl protect create snapshot <my snapshot name> --appvault

<my appvault name> --app <name of app to snapshot>

4. ITEFER FB— N5 RER N AMAppVault CRIBEIRERN FFEFAppVault CR, FEH®

trident-protect-appvault-primary-destination.yaml)o

5. WACR:

#79(f1gn

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n

my-app-namespace

6. T‘ Eﬁ%ﬁﬂ:ﬁE*ﬁﬁiﬁﬁ%ﬁé’ﬁﬂ@AppVaulto RIEEHNEERMER. EXFRRAEI" AppVault B TE X F 5"
& EHIFE:

a. SIBEENRBCR)XHGHHIBHG R (I trident-protect-appvault-secondary-

destination.yaml),
b. EBEUTEM:

* * metadata.name*:(required_) AppVaultB TE X ZRIB R, 1B1c MEEENBIR. RAEHIXEARR
EHHEMCRXH =5 ALtE,

* . spec.providerConfig:(required )TZfi&fE AL

EIHIEF AR AppVaultFr EMEC R, NEAYRERE

7% “bucketName' UM E A ERVIFA(E R, 1@15'[‘)5)?1555’]{5 ENEHXRFRE E’JEP@CR

XHR5|IAXEE, BXEMREHEIAppVault CRSRHAIL 3

S 0"AppVaultB E X &K R"

o

" spec.providerCredentiaIs:(required_)??ﬁ%iﬁ@ﬁﬁ?EE??ET#&F’ 18] AppVaultFr sE BRI EIERY
5|F.

* . spec.providerType:(required ) FHEIRMEFMDIAS,; FIa0. NetApp ONTAP S3.

* . spec.providerCredentials.valueFromSecret:(required )& EIREN KB ZH,

* key:(required)EMHIEFNZ AN B R Z .

* name:(required)B & Lt FEHERMNZNRZIR. A TFRE—GRET

1],

* * spec.providerCredentials.secretAccessKey*:(required )T ih DR IHIZFHII5IRI R, BFR

W 5*, spec.providerCredentials.valueFromSecret.name*,

. Google CloudZ{Microsoft Azure, FIBE(E:

aws
azure

GCP

BHS3

ONTAP S3
StorageGRID S3

1BAS3

C. FHEMIEERXMHfG trident-protect-appvault-secondary-destination.yaml «
FACR:
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kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n my-app-namespace

7. BIAPPIRIR KARCRX !
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FFACREIEAppHREZR X&
a. SIEEENREBECR)XHHBHEMG BRI trident-protect-relationship.yaml)s

b. BEELTEM:

* * metadata.name:*(I4 ) AppiRfgR XHBENXZRRHZFR,

* . spec.destinationAppVaultRef:(required )ItEX NS Birsdf L BHARN AIEFEIAppVault
A FRITEL,

* . spec.namespaceMapping:(required_)BFrFlIReRE =B SMEN N FFZF CRAE X HY
[ 2R dn & == (8] L g,

* spec.sourceAppVaultRef: (required)Itt{BEXANS RN FTERBYAppVaultE FRICED,

* spec.sourceApplicationName:(required)Ltb{B# NS ST RN B2 CRAAE X VRN FBIER
H9& FRITED,

* spec.storageClassName: (required)itiZF&EE FBMFMEEN BN, FHEEMNSEE RN
REFRRER I EEFERANFEEERINEXR,

* spec.reck N : ENXUTCHE]AIF 5 BERFIES EFR,

YAML):

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£f369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: maria
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

C. FHAEWMIEIEFZEXYHE trident-protect-relationship.yaml « MFCR:
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kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

ERABLITRELIZApPHE X&H
a. IEHNAApPIRG XENR. BESHHEBRNIMEHHNER. FHl0:

tridentctl protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault
<my vault name> --recurrence-rule <rule> --source-app
<my source app> --source-app-vault <my source app vault>

8. (A ENEEH XAV

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

SIS 2 B AR ERRE

fEMA Trident Protect. &R LUGEFIMIN BIEFRIEE 22| BitERt. H2ELP R BELEFXEAHENREF
TEERER LB, MNRRER FHNNARRFIEEIETT. NTrident Protect A2 1E1Z KN TR

p

1. $TFFAppMirectorRelationship CRX 4 (f5I30 trident-protect-relationship.yaml), FH&F*
o spec.desiredState*FI{EERHI Promoteds

2. {#7% CR X%,
3. MACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (7] k)RR BN AR L SIRATE B ERRIP TR,
- (Al B EEFIXRBRE:

93]

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

ENETHERBERXR
MRS BERENMELESFXR. RITEMRTZIREFR. RERNABFBNNETETHNARER. XBR
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B L IEEITTHIN B2 R B E A E R E 5o
SRS FIEERER LN ARER. ARBERELER,

()  smsBmEs\BFLBRFNEREDEER,

ps
1. BIRIRN 2R R RER,

2. $TFAppMirectorRelationship CRXX (590 trident-protect-relationship.yaml), ¥
¥ spec.desiredStateFIEE LI Establisheds

3. fR7F CR X%,
4. [ZFACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o NREIEBTER LRIZ T AARIPIHTRIRFIFHIERBNAER. BRENR. EAREBOITIEHZSH
SIRIBK Mo

RAEHETHERBER KR

RAEHET HEZRBEEFXAN. BAANARFRBRARNRAER. MRENANBT. EREREREN BT
N A2 PR BY B R R & T 3Ko

TR

1. MER#098 B AR5 8 EBIAPPIRR KARCR, XREBRMAIR, SIRHBEFRER LIMBEEARIPITL. 5’
HiERo

2. BIREVRETIREEFXANCRXHNAFHEEEKIREEHIXR,
3. HRE R LAYAppVault CRSIIEEERLEE.

4 ER—IEHLREEHXAR. HEEERBE.

R¥ENBRREFERGF

REEH G A, Trident Protect= iGN FA2FE EBIRFiEEIR. FNS4SLEHIORISFFERRK. Trident
Protect=c(ZF LR ARFH KBRS HIZIBIR. AEBHEREEBMNARER.

EXMIER T SRR BT,

p
1. BIEXHIRER:
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fEFACREIE X AR
a. Z2RERNBERFIFRIPREITR
b. l#Sh*%#1Snapshot CR314:

i QIEEBENXEBRCR)XHHIEEMRA (B trident-protect-shutdownsnapshot . yaml
)o
i. GO TEM:
* * metadata.name*:(required )BE X BIRHIZ TR,
* spec.appVaultRef: (required)tt{E 5 RN FFERFBIAppVaultimetadata.name = £ /T

o

* spec.ApplicationRef: (required)tt{EXAS RN FATEF CRX 4 HImetadata.nameF E&IT

o

YAML= 1

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: maria

C. {FRIEHIEERXHE trident-protect-shutdownsnapshot.yaml « FCR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

ERmBLITRELIZXHIRR
a. gIEXHIRIR. RKIESHIEERANMFZFIES. Fla:

tridentctl protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot>

2. IREBTERE. REVRIRBOIRTS
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kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. fEAL e <$ & shutdownSnapshot. statues.appArchivePath*f9{E, FHiZRXHEENRE—I057 (1R
REXEZ; FRERE—TFLEENFIERS):

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

4. PITMBETER RIRERBMMIERTE. FHTUTER:

@ EHRFEEISSIENE25 P, BFEEEE "spec.promotedSnapshot 7ZEAppiEf& X RCRX {4
. HEEERENEE REIS DIRRHNEARLZT,

S MITHM R MEFBIS T B[R AEMBESHIEZZEF XA

6. TEFHVRERE R AFPITE,

&R

RASHIESHLUTIRE:
* R ANRIBIRN ATEFEKubbernetesF IR B E— MR,
* B MIBRERIETRRN BIEFBKubermnetes B IR((REBPVCHIPV). aILUE E=EIERBTRN ATERFHIPod,
* XFlPodfa. BANBEFNELIEREBHHFETES.
* SnapMirrorx ZRH . MiEBITEMITFIR/S ES.
* LI R BIKubornetes R IR FE RTEXI A TR N T2 X A G EHI M B EIE MR A FI R IRIBHIE R,
* REEMEIES

B RER RS BIR AR R

B A Trident Protect. &RILUEE LI MEFFFITESRERBIRFR LI KEME". FlMERGER SR
B IT{ERHP. Trident Protect=fE R ERI AR ZAGAE N BIZFERER(EHMRD ) BRIGTRN BERF.

IR M E e R B 2 BATRI R R T8, R RE:

* MEPERZINST IR,
* RAEFHETEFIXR.

@ BIPRTIEENEMRTIRE. BAXRIEFERERBIREFENBIREENSIE.

* REERIGR.

p
1. TR MEHEL HEERBZEFX RIS E,
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2. TR ENBREFER S RIS R,

MRS K &
TR FER IR E R X R, MFNARFENXRE. SFER MRV ARERFZEREXR.

p
1. MERAppHER XACR:

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

TN ARERF

gﬂuﬁﬁ%%ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ@%ﬁﬁﬁ%%%&%ﬁﬁﬁ%%Z@ﬁ%@%&
Fo

@ IBNAERE. NZNBRRFEENPIERITERSIBZNAREF—EIE. IRFELR
ERITER. WesElRIEFRBEET.

BNAEFIRE
BEUTERTHRITEOMERZE. EIUBSHITRENSEHNERES,

efERIE—5E
RN ARFREE—EH. FHIRRBNEHHBEIEEREIR—%8.
p
1 BT g EZ—:
a. "Gl RAR" ()
b. "Bl & 7"(RX)
2. EE—&H L. RIEGRZTREEZEMN. FITUTEREZ—:
a. "MIRERERERIE" (R X)
b. "MEERIIE"(RX)

R H At

ERNAREFEIEMEFITEERRRE). BEIRREBERFOHGIEL R HEMER, HRBEIRERL
B2 %% Trident Protect,

p

1 AT g EZ—:
a. "gIERIE"(FEX)
b. "Bl & 1"(RX)
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2. BIREEBRER LHEEENIREBHINREFMED ERECEAppVault CRo
3. EEMER L. RIELCEIENEZRBIERED. MITUTEREZ—!
a. "MIRERERERIE" (R X)
b. "MEHEFREIE"(RX)

7

RN RERF MN— M REREB RS — I EEE
ERES FIRREREI A EN B EER N BREF M — M HERTIB S — L.
FIEN(MIERCRAHEFRE )

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"
namespaceMapping:
destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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fEFICRIZRRER

1. QIBBEENXZBR(CR)IXUFHIEHS RN trident-protect-snapshot-restore-cr.yamlo

2. ERIEMIX . REEUTREM:
° ., metadata.name:(required It BTE X RFENEFR; BEAEIIFREEFE—H—HSENBF,
° spec.appArchivePath: AppVault7ZEREBABSHET. EaILUERU TamLSERLERR:

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
Jjsonpath='{.status.appArchivePath}'

° spec.appVaultRef: (required)ZfEIRIBRZEBIAppVaultiy & FF.

° , spec.namespaceMapping: X RiE{ERY R R TEE Birds & T EpIEt, & my-
destination-namespace &t "my-source-namespace NZIFIEFRAE S,

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

( ) INRIERAFERRBZERNNARFHIEERIR. HANE SRR TERERER R IR HIE

° resourceFilter.resourceSourcesionCriteri: (/FiERTFERE) ‘include or exclude’ BT 8 & Hb&
EresourceMatchersHHE X BIZ R, ANNLL FresourceMatchers B3 LUE X B A IS HIFRAVE R

° * resourceMatchers.group*: (8] 3% ) B IFERY &R,

° resourceMatcher.KENT: (7] i) EHiEN R B,

° resourceMatcher.version: (7] i%)EHiER R IRk

° Bk ZE IR Kubnetes metadata.name=> B HHY*, resourceMatchers.names*: (7] i) & o

° R R resourceMatchers.namespaces*:(A] %) Kubenetes metadata.name=FE& H YR
Xz,

° resourceMatcher.labelSources: (] ift)& JRHYKubernetes metadata.name FEX P RIIR S 1E1F 28
FRIER, WARFFENX "Kubernetes 314", f0: "trident.netapp.io/os=linux"o

fBlan:
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spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
group: my-resource-group
kind: my-resource-kind
version: my-resource-version
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FRIEHIEIER XSS trident-protect-snapshot-restore-cr.yaml « NMFACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

EAMLTRETRIRR
1. BRIBEREI e R =iE. KiESPREBERAIFMEPHER.

° snapshot " SHERARA NN G RZTEFREBZIR *<namespace>/<name>,

° Itk “namespace-mapping’ 2 H § S 2RISR G FRENRERSF R NN ERBEINER

‘source1:dest1,source2:dest2’ &,

a0

tridentctl protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>

EERITEN

PAITERR—MBEEMRE. BLUSHEENSRENBREFNSIERIFMRFEGIE
17 PN, MREE—MHIRENAEF. Wa] UERRITEBERIR ZIEERENIE
EES. AERRCEMEMESRS. XA LUIRRN BERF—HBIRE,
PATHE IR
Trident ProtectSz LA FAEGMITHS. AEEUATENTAILUEITHIRE:

* FRRER

* RERE

* Main
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* &inla
* ERE
* WEREE

HITIRRE
BITHIRFRIPIRIERY. HITHEMHRUTIRFELZE !
1. EEEANBEE X IRERR TR SERANNARSE LET. EaURBESEENETEEHENBENX
1RERIES. ([BIRERTXLIEMRITIRF BT EfRIE L A AR B,
2. UITEIRIRIP21E

3. HEAMBEXIRMEERITEBHSTEHNNA R LIETT, SUREFZEIRMETERHENBEX
1REEEN. EXEENTIREENRITIRNF EEREFRIEBAAIRE,

SNREZZMERZEEBVAITES (BN, FRIE). WA RIEXEEWRIRITIRF. B2, AILURIERFERE
RUEERARTITIRE. Blg0. AN REBFEAFREEEANEENRITIR:

1. BRITIIRIREET

2. BERITRIRIRED

3. BRITE M AIRED

4. BERITENEED

() REmEEArERIERENEHE. CRIRFRIAER.

EEFHERERRITHERAZ 8], MIBEFNE#HITIR, SR "kubectl exec” &
@ MRS, EEFERERERITESR. BNSERNREBMEHD. LBREIT—. 7
. EeI LN R R EEIRR SR TE. RRRESED. RENHXNBER,
BXEEXHITHEHNERIEEM
EARNBEFMRIPITIESN, BHEEUT/LR.
* BITHEHBRAITE B ARITIRCE. FERITIES US| BE—1 7,
* Trident ProtectZEK LA n]#11Tshell il AsBIAE R B 1 THEHI PR {E A BYRI S,
* A KNBREI 96 KB,
* Trident Protect{E FEHITIE IR EFE A LA R4 KM EWLEIE A TIRE. & TIEERIE(E
HAFHITEREES BV e Z2REETHNBERNINEE, BAENIGEREHETEE N
@ THBBETFRAENME, INRERAXBHNHITIENEIEMIIRBIRIE. BHEEEECE. NE

EHRBIZEEFAENE. MAFEITXEES, XEWRE. &RRRITHEDPERZETRE
BREEMDETM.

HMITH RS
TEAN AR ANSRERITESN. TURRITEDRNGES. UEEEWSLENSSE. NTEMESEEE
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HERERASERGHNNARER. MEREEETH. BRI TRERETARNAE(GIMElasticsearch),

B ihikes. ERILCIBRITHNTERLERSR LETHNARE. EFf—EEMEERNAR LE1THAR. MR
BEMITHEIRZ M hikds. NXEHERFSEEERENNERTEAER. STHITEERZAMUE10D

EThTHIERR

ANERITEBROS NMRERHIERA—NENRAURLREEHFHRE. SR MEHSE A S LA,
BHEWBTIZA S LInTHXEKMZS, Mt ENRANERENRA2 (RE2)IEE. FHFFEIRMLTET!

RAPHIRA 230 TH1%E28. B X Trident ProtectfE I TIEIL IS8 HAFIEN FRIAKANEAZRE R, 1F5R "IEN
FRIEH2 (RE2)IB A HF"

@ NR K en 2 =B T as AN T E IR R B e PRI 2 R BT RITHE. H BRRS R BT
UFAREsR=TER. NS = EjhiEsR XN AT Bires& =i,
HITHRA

1E1A18) "NetApp Verda GitHubIB" . F#;&EF FApache cassandrillElascearchZ & LW FHREFHNELHITH
, AR UEEROIFH T BNEEES SHNEEXHITES.

BUEHITIES

&R LAE A Trident Protect A AT BIBZ B RE XTI, BRIEBINITEN, EFRREFEE, EERTM
SRR,
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fEFACR
1. QIEBEXZR(CRXHHIEHM BN trident-protect-hook. yamle

2. {RIBIEA Trident Protec MBI ER BB U TEM:

° » metadata.name:(required )Lt BE X FRNET, BAEHNIMEEEZE— M E—HSENRT,
° spec.applicationRef: (required)Eiz1THRITIE#HIIN BIERFHIKubernetes & 1o
° *spec.stage *: (required)— M FFFH, FBTRRITEBNERERBNE N ERIETT. AIEEE:
-
.z
° spec.action: (required)—NFRE, IERHITEBRRITIRE, BRIGIEENEARITESIIE
2REBOLEC, PIRE(E:

= Snapshot

- &

- PR
° *spec.enabled *: (A FERULHITEHNEBRAEEEM. MRKREE. WAIAMEtrue,
> spec.hookSource: (required)tl&baseb44RIBAVIE IR AHIFZRT R,

° *spec.timeout *: (A i&)—MEF, BFEXARFRITEBSEITZ KBS #HAEN). &IVME
1O, WRFKEE. MWEIAEF255

° spic.argeff: (A )R AMITEHIIEENYAMLEET&R,

° *spec.lt EcCriteria: (FI iEWRARENIVANETIR, SMWRRITERIR LS. STHRITERER
Z R LUARIN10 MR

° spec.t ficCricera.type: (AJ &) RIRMITIEAMERRENFTH, AJEEE:
" AR EIRRMG
" AERE
* BERW
= PodLabel
= NamespaceName

° spec.lt fgCricery.value: (A] i) FARRHITHBHIESSENFRIBHEN KA,

YAML):
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apiVersion: protect.trident.netapp.io/vl

kind: ExecHook

metadata:

name:

example-hook-cr

namespace: my-app-namespace

annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pr

action: S
enabled: true

hookSource:

timeout:

e
napshot

10

arguments:

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel

podLabel

podLabel

3. fEAEMMEERCRXHE. MACR:

kubectl apply -f trident-protect-hook.yaml

A <LITRE
1. gIBRITHS. BESTHNEBRAIFRERHESR.

IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

app.kubernetes.io/component=primary

helm.sh/chart=mysql-10.1.0

deployment-type=production

Cllgeln
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tridentctl protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file>

& Trident Protect
MNREEM= AR ARA LD ERD. M sEFEEMIFRTrident ProtectZB 4,

EIERTrident Protect. iEHITUTTE,

T
1. MIBRTrident Protect CR3X {4 :

helm uninstall trident-protect-crds

2. HIBRTrident{RF:

helm uninstall -n trident-protect trident-protect

3. MB&Trident Protectén & =il :

kubectl delete ns trident-protect
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A = F5

= DL e RS

BB XTridentE, BLE. FARMMFEHPREVE W0l BAFE -
— i8]

TridentHy & SN Y0 ?

M24.02kkFFA. TridentEIE A %H—R: 2H. 6AF108,

Trident2 & ZIFEF EMRASFIKubnetes H 2 fRBIFR B IHRE?

Tridenti®E R X #KubbernetesFHJAIphalifE, £ Kubernetes JIifth 2 [FHIFE Trident k24, Trident A]
BEZHFEMI kiR IO RE,

Trident2 S # T HfttNetApp/~= a7 BELE EiB1T?

Trident ™M F EHMNetAppB =G ERENRIUNAREFIET. B8, BNAE NetApp GinF(EIEE,
WA IRENSE R Y TridentER B iA1= 27

fEF “tridentctl get 83 < FIFREXE X TridentBL ERVIFA(E 2o

KEEDIRE B X TridenttNRIE B FAERVIENR?

o Prometheusifim. AIATFWNEE XTridentiZENEE. FINNZERIHENHE. ILENEHE. BEAFTTH
%, ERILERA "Cloud Insights" #7518 94,

fEATridentEACSIRCERRFN. ARARETSRETN?

Bo MAFPKRMINEEMS. ZBLH. FANEERERBMA csi.trident.netapp.ioc. NREFHHF]
ARAFAR SRR AR BB E#IIEE. BIVERLE A ERE Trident,

EKubbernetesf£% L E A Trident
Trident@ & X MAAE MR BTN ZE?

AILA. TridentR] ABRHZEE, 1BEIF "7 #ETridentZE",
BEALURIERZ ZE Trident?

o Trident 18. 10K EBRASZIFMERLAIERBIERHTENIZIZELE kubectl, FIEAIAE kubect1(fl
0. MIZFZiHBHEEN "kubect! get nodes ss L #H1TIRIE). IBIEIR L =W AFHITIR(Fo

393


https://docs.netapp.com/us-en/cloudinsights/
https://docs.netapp.com/zh-cn/trident/../trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident/../trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident/../trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident/../trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident/../trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident/../trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident/../trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident/../trident-get-started/kubernetes-deploy.html
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ERAUEATridentEc &SI AM%?
TridentfE/IKubeNetZpE (EHISE) L%, BE— 1% EILRETHA, EARRIEMEEPNEIRKE, NIRE

T Tridentl T 2 ERETEAIFIEPod. Kubnetes& B D IIEPodEH BB RN EE Iz TN RIFHITS
Ho TridentXEZIFEHITE. Fitb. WMREFHIBE Trident. HFTHEHNIPod R ZEIFM,

Trident2 S5 EEif7)Kube-systemsi & %[a]?

TridentMKubednetes APIARS3 281 EREE. LUIFRAE N BRZFABNERITHPVC. EItbFEEHnKube-systems

Trident{F AL A B Privileges?
B ERA SR AL IFREERF. AT LLEIE—MKubernetes ClusterRole. IttZ#ClusterRoleB] LI Kubernetes&

B Ry EE B PersentVolume. PersentVolumeClaim. StorageClassH#lZ R REEIFEIFRNIR, iB5EW "B
TE Xtridentctl 223",

SR UERME K Trident A FREMHYS B2

MREFE, Er]UEARAE B Trident BB FLEMBYNBEX 4, B2 "HIE Xiridentctl & 2",

JHF R B EIKubnetes SEEBEEI N I EY Trident 28], 2SS0 UHERF—ONTAP/SIHESVM?
RERBNGXEM. BEA U TridentS2FIERBRGEIHRSVM, EREH AT EFIEE— 1 HE—

SR/ HEXXEPIEE—NE—B StoragePrefix B# “setup/backend.json. XN T HERASI
X SEBIEBAERB FlexVol o

EE A LEFMELinux (LUFIFF/ICoreTM OS) F &% Trident?

Trident2 @—Kubbernetes Pod. B AL ETIE{TKubbernetes R E,

25T LU Trident5NetApp Cloud Volumes ONTAP4E & fE/?

ZH. Trident’ZEAWS. Google CloudflAzure =345,

Trident2@ & £ #FCloud Volumesiis3?

ZH. Tridentx#FAzureBIAzure NetApp FilesRs5 LA GCPHAICloud Volumes Services

PR HEBRANSZ 15

NetApp=2 & 215 Trident?

RETrident@ R, HERZREMEN. EREEHINetAppEIHZ 1. NetAppIEEZFFE.
NI SR HF SR G117

BRRZIFERA, BRITUTREZ—:

1. BEE AN SIS P RIEH R E S LIRSS,
2. BXR DR ZHFERM "NetApp 5%
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AIER AT

&R LUBTT tridentetl logs -a FROIELIFE, M7 ERSEHHRBEEZIN, EAILUIEE kubelet B
LHELLZHT Kubernetes ikRYIEE; RIS, KB kubelet BERIEBE Kubernetes IZREE AR Fo

NRFBRBIINEITK, TZEAD?
BRI "Trident Github"H1ER)ERY E @A 7 BAFRIE K *RFE*,

TN TE IR SR R ?
£ L BIEZIRER "Trident Github"s BSHBESRFRAEXNAMIELERESMBE.

NRFX TridentHRFFBEFBRRTE. SREFABER? BEEHXHILER?
NREEEMEER. RAIIER. HEIL R TridentzlGitHub S IATEX R "RIEFH"S

BNEFEHEAKZEEENR. TridentREIE. MFEKRE?

EREMEIRAIZES tridentct]l update backend myBackend -f </path/to new backend.json>
-n trident. B myBackend ERGIH. EAKBIHZAF. M */path/to new backend.json HRIZIEM
backend.json X1

Tridentii <2 KubbernetesT5 =, {A{EE thip) A2
Trident} A E|KubnetesT5 R BV R BEIBHZ B i, XAJEERR Kubernetes YLK R BE R 5 DNS [a) @i
iR, EE Kubernetes T &= _Lim{THI Trident T 5EX ﬁlx%ﬁ\ BEfE S Trident ITHIZRFHITEE, UEM

Trident JEAMZT Mo SIRTERE Tridentfa & £ MR EEE L. )"“J B ERNINEISEE R KubnetesTT = LA =
B E iR,

LR Trident POD #IHER, BB ELRIIE?

YR Trident POD #REHER, HIEASEKR, = THIEFMEECRDMRA, B Trident BBERIFRE PV HRFESR
BT,

H4LTrident

AR UEEMNIBREAREIF MR (BRI MhRES) ?

NetAppS'Zﬁ’l—rTrldentM PDNEEBREAARBNT—PEIN EBRRAS, ERTUM 18.xx FEEI 19.xx , M 19.xx F
RE 20.xx Fo, EEFHEZH, EREFRKREFRMNLAR,

AP LUR Trident PR EISFeRlhRA?

NREFBBEEAR. {{Wﬁéé?Iﬂﬂjﬂ,&SEWQ'JZTE?éF&ﬂE’J%ER\ MR ENZ; Trident R BRiZ AR S 8945 E
RAAEN R ER A, XEFREFHMRAHIME—ZINT %o

BEEERNE

395


https://github.com/NetApp/trident
https://github.com/NetApp/trident
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
trident-managing-k8s/uninstall-trident.html
trident-managing-k8s/uninstall-trident.html
trident-managing-k8s/uninstall-trident.html
trident-managing-k8s/uninstall-trident.html
trident-managing-k8s/uninstall-trident.html

TEEETE ONTAP [GiRE X XHFEIIE X EIEFEUE LIF ?
BIELIF AT, HIELIFRBRMmE:

* ONTAP SAN: FRAISCSHEE. TridentfEM"ONTAP = ELUNIRST" R IME L ZRIFRTEFTFRAVICI LUN,
NRPAAENX . MSEMES datallFo BXIFAEE. EE "ONTAP SANECEETHAHIRH" o

* ONTAP NAS: ZEIIETE dataLIF. WRFIRMEULEE. W TridentE MSVMIZEXEIELUN, &R LISE
FNFSEHIZENTERTEHZ(FQDN). MR LABIZEEIFDNS. LUBETEZ N EGELIF 2 (8 ST 6 & 47,
BXEMEE. FBIONTAP NASEIZ &R ARG

Trident2& 7] LLIONTAP/GiBECECHAP?

2o TridentSZ#FXONTAP/GIR{ERNECHAP, XEEFERIHATE FHITIZE useCHAP=trueo

WE{EATridentZIES H5KER?
M20.04RRFFIE. TridentA] ABHSEIRMERSHER, XiF, FREEAETHEREEPRRHE— I HZD

CIDR 3R, HfE Trident KB FXLEEENTIR IP ANEHEIZMSHREER, @BIXMHAI. TridentzBEE
B4 ECIDRFAAFIPRYT RN AN MIFR.

IPv6 it BRI B FEIEMEUE LIF ?
TridentSz#F 9 LA FINRE X IPve ittt :

* managementLIF #] dataLIF i&FFONTAP NAS/GiH,.
* managementLIF & FONTAP SAN/Gif. ET/EIEE datal.IF ZEONTAP SAN/Gif.

IERINE T F tridentcetl  &TEE) . (WFTrident operator) 3 (FF “tridentTPv6 HelmPEiE)
T Trident "--use-ipvé. 'IPv6 A REFEETEIPV6 LIE T,

REALUERREMEE LIF?

AILL, BILAER tridentctl update backend in S EBHGIHEIE LIF o

AT UEMGIHIEEE LIF ?
&R LUEF _ERIEUELIF ontap-nas # ontap-nas-economy 1XfR,

250 LA7ETrident IKubnetes 8|2 Z N Ri%?

Tridentd] BN 2% M als. FILUERBRNENIZER. BRI LUERAFRNIKRNIZR.

TridentdNAIFE R IR EIE?

Trident& [5ix EEEF#E IKubnetes® 13,

TridentdI{Al iR YF €[5 w7

MRTAFREIRBEMEBINENLEZFEENM, NEEA storagePools #l addtionalStoragePools
SERIEFE— AT,
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AR Trident RS M E [RIRHITECE?

‘excludeStoragePools BB FHiETrident BFECERMEE. FHIEMBRETE LRV,

MRESNEEENGER. Tridentili&REEANGEHR?

MREZNERENEEREENGER, Tridenti§iRIEF PersistentVolumeClaim’ RIS EHEIRE HNER
‘StorageClasso 58, WNREZNONTAP—NASKEhiERFGim, NTridenta=1iITEIF]
PersistentVolumeClaim FMBE, “StorageClass HEASFITHIA]HEF

‘PersistentVolumeClaim FFTFIERMGUE “StorageClass. WREBEZ N EHSIERITHE. NTrident
SRENMEFR— P FiHPHI TR,

Trident2% L1 FHElementd{SolidFiref9¥X A CHAP?

=i

Tridentd1fI7EONTAP%E LB qtrees? — MERILIEFEZ /D gtree ?
ontap-nas-economy JREIFEF AJTER—1 FlexVol 8JE %X 200 4 qtree  (RJ7E 50 % 300 Z &2 E) ,
FNEBTS0E 100, 000 1 gtree , B NEEOIE 2.4 M 4 gtree » YT NBZFRIRGIIZEFIRMEIRS

HI#HY PersistentVolumeClaim BY, RpiZFREERTEFEAI N qtree IRHARSSHY FlexVol . SR
RFER A gtree RHEIRSEY FlexVol , MEBIE— MY FlexVol o

A1 07E ONTAP NAS EEEREIZE Unix NRE?
&0 LUBIR T G E X XA HI&E S EE I Tridentfit B B 1& B Unix iR

N EECE S ECE —HE TN ONTAP NFS #EEEIN?

AIMBR T, TridentR=7EKubbernetes G HIATTIS B NEAIE, EFEKubnetesTF B RISEHEEHIED, 15
R ERIRBIHITIRIE A,

IR EENERENSE SHRE?
BARFENIIENINRNE, BERRKENXXHHEERN exportPolicy B,

SN{AIfEFAONTAPE I Tridenti& EHINE?

&R LUE B RIRE X X4 HBINZESEIE Trident EBERE LIRENNE, BXEFEAEE. 1BEW: "Tridenttlfd]
5NVEMNAEE & A"

I Trident/JONTAPSLfEQoSHRIEH N2 A?
{3 storageClasses /3 ONTAP 35 QoS
WfEE TridentfE EXE B ECE X EACE?

ONTAP RohiEF X FHEEIHERE. ONTAP RIEFRIANKEEERE. IRBFEERE, NWNEEGHRE X
X8 storageClass o YIRFEIIEEE TXME, N storageClass it /9 ONTAP BEELITAZR:
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1. 7£ StorageClass £, ¥ provisioningType BMIEE A thick o

2. EEHENXHEF, BT backend spaceReserve B IZE N volume REBHES,

WA REMER IMIBR T PVC W RS MIBRFRERRNE?
MAERZS 1.10 FF84, Kubernetes £BThE A PVC 1R,

TG LUEINTridentBIZAINFS PVCRYA/N?

Bo ERILY EAETridentBIBHIPVC, 1HEE, HEMEKIE—U ONTAP IhgE, FERT Trident o

B EALUEELNTF SnapMirror #iEFIP (DP) ERHIEFIEANE?
WRINEELTF DP BN, MESNEEK. EWEILTHEIZES:

Error: could not import volume: volume import failed to get size of
volume: volume <name> was not found (400 Bad Request) command terminated
with exit code 1.

Make sure to remove the DP mode or put the volume online before importing
the volume.

DA FRECENAS 2 /) NetApp &58%?

E NetApp FHEEBAE, Kubernetes FERRECHFNEER. MNENetAppFREAREREMEES
#KubbernetesFeZig B. MTrident22iXiE. BEHHE,

LA LEATrident8ZEIREE?

Bo TridentZHFHZFLIEEREBUMMIRBOIERIAS. EMNRBEIZEPV,IEHE
*VolumeSnapshotDataSource' B /2 FATHAEE To

PLEIR A2 2 FFTridentE 1R ER?

MB®IFE, {1/ ontap-nas , ontap-nas-flexgroup , ontap-san, ontap-san-economics ,
solidfire-san , GCP-CVS #] azure-netapp-files [EImIREHFER .

INfEIEFAONTAP A TridentE ERYE I 2 IRIR & 117?

INBERTM ontap-nas , ontap-san M ontap-nas-flexgroup BRENFEFIKIF. EWATLITE FlexVol 45!
79 ontap-san-economy JXEHFEFIERE snapshotPolicy o

IEIhEEIERF “ontap-nas-economy IRohiZR. {BIEF FFlexVolkFIKIE. MAER FatreeR TN E, &

ATridentfd BERVECIIRIRER. 15 backend S ELATNIE E /HONTAP/GiH “snapshotPolicy” L& X AP R IRIA SR
8% TridentTo &IR 5 F &I HIZS QI BB E IR ER,

BRI UABEITridentic ENEIRBRBINERILL?
AL BRI LOBEEERE X XHFIRERIERMBRER D LEM#EETE. BT @d Trident?Ffi#Snapshota!
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&K snapshotReserve, MIREEEGHENXXHFHEE snapshotPolicy M “snapshotReserve. M
SRERIR XA PIEMB D LIS ERETME B DL snapshotReserve, MRFKIEMIE “snapshotReserve B
SEEER. MERANERT. ONTAPSEIREBIME B O IRE A5, IRILE “snapshotPolicy EITIZ & fInone. MR
BIMEB AL E 0,

=AU L EFIFREREE RMEHISXH?
AL, eI LUBSEGIHRE X XHFHIEE snapshotDir BEKIAIE) Trident EZERIE LAY Snapshot B Fo

=& LB Trident94&1& & SnapMirror?

Bail, HIfEH ONTAP 65<175REa, OnCommand R4 EIR2R1TIMIBIEE SnapMirror o

WENE K A M SRR EEFE ONTAP [REB?

B ELERE] ONTAP R, BHHITUTEE:
1. EEEEFERXKAMENNATER POD,
2. @32 ONTAP F3${TREZ OnCommand RAE ISR R ZIFTERYIREE,
3. EMRINATER POD,

Trident2E A UERE T A HHZHRENSVM LR ES?

BILUDEENFSIRIEHIERSVMBVIR SRR A HHZHE. ONTAP 2B TridentBIBRISEH A HHLER
B XAREZSBEEHIER. EATridentt|Z2ZMEH. EBESEURTONTAP B HHAZ R K.

NAXPENERF | HPEERERER?
Kubernetes AR FESRRATBIRFERAEFEHES, B2, EAILUFER Kubernetes BiIFERE N m R TIEINFEER IR

ECERIRBIE 1 an R T RIAVR EFMERAVER. BEAKEmRTEMFEFMEETAR, B2 FEENRIRE
BIZEN O,

BB PEHERR
fEF LA R A0 AR RIETE R A TridentBY BT AIB B0 I8 1,

= M PEHERR

* R Trident Pod T3AIEERBRN (FI40, & Trident Pod {28 7E ContainerCreating MERBBAERITFNA
23/ DFFAEY) , M3ETT kubectl -n trident describe deployment trident and kubectl -n
trident describe pod trident -%%.%.%.* —* OJLURHEZ AR, JREX kubelet HE (5140, &
id jlogalctl -xeu kubelet ) WRBEHEE,

* $03R Trident BEFRHEETRRE, ERILURIBLEERTNE * -d° IREE 2T install 2%, Zid9 Trident B
AR

AlE, R " Jtridentctl logs -n trident’ HFEBEFIER level=debug msg RKAINBHIKE T A.
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PR FR—IERE

kubectl patch torc trident -n <namespace> --type=merge -p
'{"spec":{"debug":true}}'

LR ESEMBEIFAAE Trident Pod , XAIBERE/LADPEVATE, ERTLUEEMIE kubectl get pod
-n trident ¥HFH "age" FIKICE LA,

F+FTrident 20.07#120.10, FERA tprov ¥ “torco
K& Helm —fL &%

helm upgrade <name> trident-operator-21.07.l1-custom.tgz --set
tridentDebug=true’

{EF8 tridentctl 223

./tridentctl uninstall -n trident
./tridentctl install -d -n trident

* EEA LUBEEEIREX REE debugTraceFlags FREBENEIHNEREE. 0, €F
debugTraceFlags - { "api" : true , "method " : true , } UFKEX Trident HEHRY
APl BRMAEEH. MEREmAILUERE debugTraceFlags HECE tridentctl [GImEHT o

* {#F3 RedHat CoreOS BY, iEMRELETR EBRET iscsid #HEIABDI. LA OpenShift
MachineConfigs S{& e s AR MR RS A Lth 1R 1E

* {8 Trident BIATBESIBEIMY—NE ILIB)ER "Azure NetApp Files" AP FIE F ip LK BN ER BRI B2
. BXTEMN=IMEKRTIR. ES N "Azure NetApp Files" Configuration

* WNRTEE PV HHEI BT HINA), EHIR rpcbind BREHIEFIZTT. NENIRIERKERFAERIR
HEEIEE, HKWE rpcbind BB EFIEIT. ERILUBTIEIT systemctl status rpcbind SEZFER
TR E rpcbind ARSZEVIRZS.

* WIR Trident EIHIREEL T Failed RE, REZAIBERLE, EXEEARTENT SEHXEKN
SVM/ BB R EIEFA. #H tridentctl update backend BHfEIREEF Trident Pod BiE&EI1t
IR IAR

* NRER[IBEITITRE Trident FHEZIAPRRIEE, 1EEMA ° -in cluster=false’ FFE=IXZE Trident . XAS
FRREIER POD , HolB%HA trident RERF AP ME I IREEIR,

* i uninstall &% <Uninstalling Trident > EB{TRKEHITEIE, RINBERT, ZHEFr=
fIBR Trident €I%289 CRD , FULLBMEFEIETIZITHISESR, WAL HERTE,

* NREREKEBEIMRAR =ImE|THEE. 154IETT tridentctl uninstall FATFMIBRTridentBdH <, T
FREERY "Trident fxZ" H{ERALEE tridentctl install G5

* IR ERE, R PVC (E87E pending MER, MIETT kubectl describe pvC AILUIRMEIEMNER, W
BH Trident AT A M1tk PVC B2E PV o
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fERRIER T ERINERZ TRIdent

WMNRFEAIRIEREFZE Trident , M TridentOrchestrator BPRZSEM Installing BN Installed, Wl
RIEMEE failed RS, HERERTEBITME, NWRETUTHSRICETIRERNBE:

tridentctl logs -1 trident-operator

ERER trident 12(FER R A E DI Re e MIRIEFATE. BIa0, Hp—Na@HiR e gERT/E MIETT RIFRIIF IR
By B AR PIREN PR R RV A 23R K

BT Trident RELMNVRE, ENEE TridentOrchestrator FIRS,

kubectl describe torc trident-2

Name : trident-2
Namespace:

Labels: <none>
Annotations: <none>

API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Status:
Current Installation Params:
IPvoG:

Autosupport Hostname:
Autosupport Image:
Autosupport Proxy:
Autosupport Serial Number:
Debug:

Image Pull Secrets: <nil>
Image Registry:
k8sTimeout:

Kubelet Dir:

Log Format:

Silence Autosupport:
Trident Image:

Message: Trident is bound to another CR 'trident'
Namespace: trident-2
Status: Error
Version:

Events:
Type Reason Age From Message
Warning Error 16s (x2 over 16s) trident-operator.netapp.io Trident

is bound to another CR 'trident'
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tEIRR TS EFEATLE Trident BY TridentOrchestrator o« EHF & Kubernetes E£8FREEF—1
Trident 325, FEUIHR(E R AIRFREETERLAERE REE— 1A EIEN/ER) TridentOrchestrator o

IJI|S9|‘, y)bg Trldent POd EIJ'U(IL,\ ')#L-?E_[LX?E/—J_ rﬁ/ IEI:I ;r.l—.EEﬁo

kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-csi-4p5kg 1/2 ImagePullBackOff 0
5ml8s

trident-csi-6f45bfd8b6-vfrkw 4/5 ImagePullBackOff 0
5ml9s

trident-csi-9g5xc 1/2 ImagePullBackOff 0
5ml18s

trident-csi-9v95z 1/2 ImagePullBackOff 0
5ml8s

trident-operator-766f7b8658-1dzsv 1/1 Running 0
8ml7s

ERILUBERMEE, BTRER—IHZIERME, Pod TiETE2VRK.

BRI, W48 TridentOrchestrator CRo &, EHAIUUMIFE TridentOrchestrator , 3
ERE S RYERTE X BIE— 1 HFEY

ERTTEMRINEFZETRIYent tridentctl

AT EEBERHRIRENRE, ERIUER -d SHBRETRERR, ZSREITAEREAHENET
fRIn)FRTE

./tridentctl install -n trident -d

Rt R, IR TFAINBIERE, SAIEBRIEIT tridentctl install 83<:

./tridentctl uninstall -n trident

INFO Deleted Trident deployment.

INFO Deleted cluster role binding.

INFO Deleted cluster role.

INFO Deleted service account.

INFO Removed Trident user from security context constraint.
INFO Trident uninstallation succeeded.
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=M TridentsICRD
(R A L S22 MBS TridentFIFR7S B2 AICRD LA K X BEHY B E N B

@ HIRETS A RUE. RRIEGEELIHLETrident. ZTNEMHITIIZIE, BEHHE Tridentf A
BRCRD, EZIRA"EZ Trident"s

Trident ITE T
EFERATridentiz BT EH Trident3H T2 MIBRCRD. 1B5HITLATIR1E:

kubectl patch torc <trident-orchestrator-name> --type=merge -

p yp g b
'"{"spec": {"wipeout": ["crds"],"uninstall":true}}"'

Zie

EFERAHemEE TridentH T2 MIBRCRD. IFHMITLATIRIE:

kubectl patch torc trident --type=merge -p
"{"spec":{"wipeout":["crds"],"uninstall":true}}"

<code>tridentcti</code>
FEREEHTrident/F5EEMIBRCRD tridentctl

tridentctl obliviate crd

fEFiKubnetes 1.26_EIrwxRiGIR e 2 X EHIZEINVMe T 551K

NREIZITHEKubnetes 1.26. NMTERrwx/RIBREEA X FERANVMe/TCPRY. TRBCHEFERIEERLK, LUTiH
SRETHRENIRIEERER, HE. EWALUEKubbernetesH4LE]1.27,

Efflfze & = 8)F1POD

BRiZEER TridentFE Ef B EE(NVMek A E)iEREEIPod, 1R EEMONTAP/FIRMIEREs & ==iEl. MECHE
FIRSELEZERBERPodEEiH. WEFAZTNKubornetes S B¥ S H IIHEE,

ImBARRER
MABRL TS RENEK A M E (51X R 8 R ) H R E MR

EFELEEHELIF
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If you block (or bring down) all the datalLIFs of the NVMe Trident
backend, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.

GBS AR SR
[BfidataLIF ARE SEEEINRE,

EMFRanR == 8] BRET

If you remove the "hostNQON' of the worker node from the corresponding
subsystem, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.

. IGESRRIRER
A0 ChostNON® R[EIE|F RS,

< FF

NetApp BIZF75 T Trident 25, £RMBIRMISHBREMZIBET. HIENKIT
e (KBS B AN AR,

TridentSz 54 6 B HA
TridentiRIB IS AUARASIR A = DR, BB "NetApp iRz 32 15 E X
EEYEF
TridentigftB Xz B2 12N B NN 2E 5.
XEFAR
Trident?E & 75 B EBfCAY 13524 N B NI B R 15,
ElzE
Trident> 14 B & fh 2 B#2rY25%2136 ™ B N BT o
version e AR BN HF
"24.10" 20255108 20265108 20274108
"24.06" 2025%F6H 20264F6H 2027464
"24.02." 2025528 202628 2027428
"23.10." 20244108 2025104 20264104
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version

"23.07"

"23.04."
"23.01."
"22.10."
"22.07."
"22.04."

"22.01."

BB HF

BXRBEHFERNTRYIR, 152 "NetApp HIRE (FEER) '

X7 H5

FTEEXHF
2024%F7RH

XFEER
2025%7RH

20255418

2025518

20245108

2024F78H

BB
202678

202648

2026518

20255108

2025578

2025548

2025518

BN EE—THBERAF (BfETrident A & A R)ERBVER AR K" RER" XE—MRIFAIMTT, FILL
REBAXMEN—fREH, H5EREEHEITIHERXER,

NetAppfi RSz

EIR1EE X TridentdV#EB), 1BEARIESZIFE tridentctl logs -a -n trident FREEHKLXE
"NetApp Support <Getting Help>o

BXRIFHRER
* "TridentZ/R"

e "Kubernetes Hub"
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o

Tridentis [
AT i TridentH FB{ER®KO.

Tridentii [

Tridenti@id L Fim O #ITI8S

Port B89

8443 [E3@E HTTPS

8001 Prometheus 51T &=

8000 Trident REST AR5 88

17546 Trident demonset Pod f£EFBBYETN I / RALE IR M i O

@ EREHE. AUERAESUERE/MEMERNIED --probe-port &, HSHBHARILIHOR
W R EREMHZ R,

Trident REST API

BR"tridentct! S FIETT" X2 5 Trident REST APIX B REEAT. EEHL I LURE
EEHEFERARESTHA,

{AIE{SEFAREST API

3t F1EIEKubnetesZP B th{g A TridentVE O IR — #4ISC RIS K 5. REST APIHESEE A,

HRNTIRESZLM. BIMERT. EPodiE T, Trident 'REST API{YRFA#tEN,. BEERILITH. EKF
EPodBRE FiG E Tridentdy “-address &%,

fEFAREST API

BRITRRXLEAPIBIRG], BE%debug (-a)jiTE. BXRFMELE, ESI "FEHtrdentctrd EIE Trident"
APl N TERIBAOT:

FRER

GET <trident-address>/trident/vl1/<object-type>
FIHZERFIE N R,

GET <trident-address>/trident/vl/<object-type>/<object-name>
RIS AN RAVFME B,
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VLl
POST <trident-address>/trident/vl1/<object-type>
BB E LA T R
* FENEQENNRECE JSON o BEXBMMRELENIE, BFS N ERAtrdentctrd EXE Trident"s
* MIRWREFE, WITHSERAR: EHEMNENER, MAAEEMYRIEEIGHIRIERK,.
i[5S

DELETE <trident-address>/trident/vl/<object-type>/<object-name>
flpRER 2 =R

@ 5ERHNEMEERBENEGHREET, YRR LESE, BXFHAER, B2 &
Atrdentctrd B2 Trident",

AR 1T

TridentATridentRRRHIIEFIRIH T 2N ep $1TiET, &0 LUIEAXEETENERE,

HEIER
-debug
BRI,
-loglevel <level>
KREHTIERES(AL. E2. B BHiR. ). 2IANINFO,
Kubernetes
-k8s_pod

ERLLEINS -k8s _api server BUEMKubernetesziF, WRIZELLE, N Trident BEAEFRE POD

89 Kubernetes BRSS 1K P EIEREX R APl BRS528. REH Trident B 7 ARSZ MK BY Kubernetes SE85H{E
73 POD i=17HY, ItLIhEEA B,

-k8s_api_server <insecure-address:insecure-port>

fEFIE LIS /= AKubornetes -k8s_pod® X%#f. #8RE/G, Trident FEARMHAIRREMUNIROERE

5| Kubernetes API PRZEE, X#E. Trident{FOIZETEropzoh; BR. BNEIFSAPIRSBHRR
LER, BEReEE. 5ERETEPoDHERE Trident “-k8s_pode

Docker

-volume driver <name>

JEARDockertd {4 By BB RV IRSHFEF B R BAIA netappo
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-driver port <port-number>
ffttim . MAGIFUNIXEIERF,

-config <file>

W, BAHETE BiRED B XL B 1R,

REST

-address <ip-or-host>

EEEEMIAN = H7FMEIRS 2L, BRIAA localhost » TEANHIEH _E (IR H7E Kubernetes Pod FiafTEY
, T7EM Pod 9MNEBE$EIAIA] REST #0, {8 ... ~address "" BIMPod IPi#iitiFRIRESTIE,

@ AJ LU Trident REST #0O8&E XL 127.001 FFIPv4) 5% (¢ 2 1) (IF IPv6)
AR AR SS .

-port <port-number>
EENTN = nEFiEARSS 28RO, BAIAJ 8000 -

-rest

BFREST#EO, BERIAA true o

Kubernetes 1 Trident 3%

B OB IZEA B NF RN R K ER REST APl 5 Kubernetes # Trident #1738

B, Kubernetes 5 Trident , Trident 51Zf&LA K Kubernetes 5ZEZ B XRHZNE
BRNRRTE, HP—LLERIET Kubernetes #HTEIRE, MHP—LEXRNET Trident #17T
B8,

HNRINEIMEERF?
TERMNR, MRWARURMERREARNRERE AR, E1E Kubernetes AP BIENEEIEK:
1. BPEIE— PersistentVolumeClaim , IBREBERAKLHIEER Kubernetes StorageClass FEBEHF
TEAR/NEYHT PersistentVolume o

2. Kubernetes storageClass ¥ Trident fRR N EEERRF, HFES5—LEE, BT Trident dNEIAIEK
HEEREE.

3. Trident & FHHBHCH storageClass HERERNZMRITIRLAN Backend M StoragePools , E
AILMERXEENZLEES.

4. Trident 2ELEMNEHEEZEHCIZERNNR: Kubernetes Y A PersistentVolume BFEH]
Kubernetes SN2k, EHMWIES,; Trident P—PNERFTARYE PersistentVolume S5EFRTFEEZIE]
XA,

5. Kubernetes &¥4 PersistentVolumeClaim #EZIFHY PersistentVolume » BE
PersistentVolumeClaim BY Pod £3Iitt PersistentVolume ¥ B Ei={TPRERERIEN Lo

6. FAF{#ER#EM Trident BY VolumeSnapshotClass I A PVC B VolumeSnapshot o
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7. Trident #7IR5 PVC XEXHE, HEHEREIZEESHIRIE, LI, EEEIE—

VolumeSnapshotContent , ¥&7R Kubernetes dNE[IRBIIRER,
8. AP B LUfEA volumeSnapshot YENIREIEE PersistentVolumeClaimo
9. Trident FIIRFIFAERYIRIE, HUITS50IE PersistentVolume M Volume HREIN—HITE,

Titt—4 T Kubemetes X%, BARINEMIR RAIEE" Kubemetes SALHI—T5.

Kubernetes PersistentVolumeClaim Y&
Kubernetes PersistentVolumeClaim X HRE Kubernetes &£ & HAYTEETE K,

BRTHREISEZS, MRBFAEBESERFREETIRENIINME, Trident EAVFAFEE MU MIEFENIRE

FroE IR SRR EHIE R
trident.netapp.io/fileSystem peEEY ontap-san. solidfire-san. ontap-
san-economy.

trident.netapp.io/cloneFromPVC cloneSourceVolume ontap-nas , ontap-san , solidfire-
san , azure-netapp-files , gcp-
cvs , ontap-san-economy.

trident.netapp.io/splitOnClone splitOnClone ontap-NAS , ontap-san
trident.netapp.io/protocol I 1=
trident.netapp.io/exportPolicy SHERR ontap-nas , ontap-nas-economy-
. ontap-nas-flexgroup
trident.netapp.io/snapshotPolicy snapshotPolicy ontap-nas , ontap-nas-economy.
ontap-nas-flexgroup , ontap-san
trident.netapp.io/snapshotReserve  SnapshotReserve ontap-nas , ontap-nas-flexgroup
» ontap-san , GCP-CVS
trident.netapp.io/snapshotDirectory snapshotDirectory ontap-nas , ontap-nas-economy-

. ontap-nas-flexgroup

trident.netapp.io/unixPermissions  unixPermissions ontap-nas , ontap-nas-economy-
. ontap-nas-flexgroup

trident.netapp.io/blockSize AN solidfire-san

MR BIFER PV BB Delete reclaime RBE, MERMK PV B (ENAFH#IER PVC B) , Trident EBHHIER PV
MEEE. MEMBRRIELRK, Trident 2% PV #ricAMENAY PV , FHERAZIRXILIRIE, HEEHIRIERINE PV
FrofibgALE. S0R PV A  retain’ 5KBE, Trident z@%ﬁ%ﬁﬁ, HBREBERIFM Kubernetes Fjgima
IEZREE, UEEMREZANE#ITHEMOHNE., BHEE, Mk PV AxBEAERER Trident BIBREES
&N {EAH RESTAPI (tridentctl ) EEMIBR.

Tndent S IFFER CSI e ﬁ'JL%H%,. 2. B S BERBHEERERIERRZEINE PVC ., Xi¥, PV HEY
Bl mBlAFL R LULREBAIF N AFF4E Kubernetes » #AIS, RILUMERIRIRRIEFIAY PV, BEE  + RELMRE
+ TﬁeFEIT’FJ%EEEo

Tridentif$2f# cloneFromPvC l splitonClone FAFRIERENITE. Er]UFRAXLEREREPVC. M

409


https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/

R EFACSISE .

Flan: WMRBFPEEE— 1B N nysql B9 PVC , MARFRAUERINERIE—1NE N nysglclone BIFT PVC
» 90 trident.netapp.io/cloneFromPVC: mysql o IRE 7 UthrERS, Trident E5%fES mysql PVC 3
NEE, MARMKAIREEES.

BEERUTILA:
* BiRETNE.
* —1 PVC REREMUIFRE—1 Kubernetes ssR=EH, HEBHEBNFIHEL.

* {8 ontap-nas M ontap-san FEiEFAY, ATEEEER PVC i7E
trident.netapp.io/splitOnClone 5 trident.netapp.io/cloneFromPVC E&EMH, H
trident.netapp.io/splitOnClone I®BN true BY, Trident R REMNESKERD, MNMERE
NESHEXENEGERTESE, MMERFEE, NRTRE
trident.netapp.io/splitOnClone HFHIGE N false , MRBVEHNTEEHE, MEEXEM
REEZEIRIRAIMXER, FALRIESRPRTE, SNWEERERE. RO REEEEXH—MWIERE, Blx

ETHIEESH, ZERHERESLZERAKNES, TEM ONTAP REMNFHENEHZH,

o sample-input BREBEETFTridenttIPVCENX R, 1BEEN BXS = ARIE XS ML ERNST
B ) IR
Kubernetes PersistentVolume XW&

Kubernetes PersistentVolume MRFRTREH Kubernetes EEBHFAN—ERZEE, THESGEARSEREN
POD %,

@ Trident 28 PersistentVolume R, FHIRIEEREMNSEBNIEEFMEI Kubernetes 58+
o BANBITEREE( T

SIS | AT Trident Y sT7fiE3E BY PVC BY, Trident REABENNEFREERERSHNZEIMHH PV, 7
FCEERENESMMENT PV B, Trident R1EELL TR

* Trident =9 Kubernetes £ PV 2R E A TFEEFHENASZTN. EXRMWERT, SEEUBEHERZM
TEEEERNEMHE—H,

* EWAR/NS PVC HIFRIA/NRATRELED, ErfERRIBET S EHNEAIRBEN T HEHE,
Kubernetes StorageClass MR

Kubernetes StorageClass MWRT{E PersistentVolumeClass FIEBIFIEE, BT ERA—AHR4REFE,
FREERAF MR BEFERANERERER, HIREERRRFATHRIAREE X ZBME.

EEREHEERSBENEENRIMERINRZ— F—1Z Trident [FIHITR,

&£ Trident B9 Kubernetes storageClass M RUNTFFAR:
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate

XLEESEZE Trident EABY, BJFHIF Trident MR E S,

FEXESHEIE:

B4 Type Required
B map][string]string &

Fhgt map([string]StringList 5

Fihn StoragePools maplstring]StringList =

HEB& StoragePools maplstring]StringList =

FhERIE R E AR LA N EFEIEEE M Kubernetes [B1%.

FiEmEEREE

XEESHRTE T REAMLE Trident BIEMEFMEMRECELE RIS,

Description
BERTENESEED

[Eim2 FRBRET R PRI 1 AE
pUEZIES
[Eim2 FRBRET R PRI TFAE
pubZIES

[Eim & MRIRET B R B 7E i
puEZIES

Bt Type =l hE SHF
TR string HDD , B&, Pool B&ILER IEEMNEEE  ontap-nas ,
SSD TR, RBRER ontap-nas-
TRE economy. ontap-
nas-flexgroup ,
ontap-san ,
solidfire-san
FoERE string faE, B Pool X#HILECE +EERVECES7E  Thick: All
Vapes ONTAP ; Thin
. All ONTAP &

solidfire-san
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B% Type (=] = BN 3§

[S iR string ontap-nas HETFIERY ETEH FREIREhIER
. ontap-nas- )=t
economy. ontap-
nas-flexgroup
« ontap-san
.« solidfire-san
. GCP-CVS
« azure-netapp-
files. ontap-san-
economy.

snapshots H true false Pool Z#FEAHR BATHRENE ontap-nas,
BiE ontap-san ,
solidfire-san ,
gcp-cvs

e A true false Pool X#FmfEgE BATRMENE ontap-nas,
ontap-san ,
solidfire-san ,
gcp-cvs

= A true false MZHFINESE EEAMZENE  ontap-nas ,
ontap-nas-
economy-.
ontap-nas-
flexgroups ,
ontap-san

IOPS RER EE#H Pool BEIZIRIELL HIRIEXLE IOPS solidfire-san
SEEIRAY IOPS

' ONTAP Select AR HF

TERZHERT, BRNEEELMEE; fN, FREEESSHERERE. B2, Element FiEH=E
%E?%T#E’\J IOPS B/MEMEZAERKIZE QoS 1B, MARIBEKRNE. EXMERT, BERNENRABTEEREME

ERIERT, ERILSMMER attributes RABBREXRFKMENEFHERERE, Trident ZHEHAIFHE
E5EEERN BIE 1Y all ILECRYEFAEH,

MRELIMBSTEER attributes BAENERAESEIM, WoJLUFER storagePools M
addtionalStoragePools B¥H—FT MM, EELUEE—ARFERNM,

EOILUFH storagePools BHH—FRHISEMIEREN attributes ILAHME, REFZ, Trident 2FH
attributes Ml storagePools SEITIRHMIIR X RH{TACE. EAIUURIMERSE, el ERERXMR
&,

] LAERS addtionalStoragePools BEY & Trident B FEEMME, MAE attributes
storagePools SEUEFME U0,

BB LAER excludeStoragePools Bk Trident B FECERME, FAISEEMERER AR,
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£ storagePools #M addtionalStoragePools B H, F1FBBIEIS * <backend>:
<storagePoollList>" , EH * <storagePoolList>" EI5E EiRVFE#EHTIR, LLUESHMR. Hla,
addtionalStoragePools HERIBERIUTF ontapnas 192.168.1.100 : aggrl , aggr2 ;
solidfire 192.168.1.101 ! bronze ., XEFIREZFIRENTIRENENRENE, ERIUER
tridentctl get backend FRIRENGimNMEMBITIR,

Kubernetes E 4%

XERERZR Trident FEENSECEBEDEFIEFE / Bk, Bk, XERBEIRM Kubernetes XA LS
XFNEH. TENTRATXGRSKCIRIENE, HEARFEXGRSALARER, B xfsprogs o

B Type =] Description BXIREHIERFE Kubernetes
N
FSType string extd. ext3. xfs REMNMHFRS solidfire-san el
Bl « ontap-nas
. ontap-nas-

economy. ontap-
nas-flexgroup

+ ontap-san

« ontap-san-
economy.

RIEET R boolean true false ERSZENE  ontap-nas , 1.1 REShRE

10 PVC K/h893Z ontap-nas-

¥ economy. ontap-
nas-flexgroup ,
ontap-san ,
ontap-san-
economy.
solidfire-san ,
gcp-cvs ,
azure-netapp-
files

SHTEEL string BNE, EFRAIRHITE 250 1.19-1.26
WaitForFirstCon #EMEISEE
sumer"
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* o fsType BHATFIEHISAN LUNFRENIXHRSZETR, b KubernetesiEF=fEMA
fsType EFEEPLUIERXHFRACET. AJLUEREFIEMBIN fsGroup NHHINLLF
B, PodfZ L L FTXAKRER £fsType BIRE. HEM "Kubernetes : /7 Pod 2 A 25L
ELe X" BXERIREEFMENEIELR fsGroup R, Kubernetesi&NF fsGroup
REEUTERTA HE:

° EEMEEHIEE FSType o
° PVC iAR#&E I RW ,

T NFS ZERzhiER, NFS SHARBFEXHRG. B fsGroup , FHEENFRE
TE FSType o EAILUFGHIREN Nrs BEMIFZE,

*IFEN EAE BXRET BRNESFAEER,

* Trident RERFERMET JLNRHIFEMEEENX, AIAF sample-input/storage-class-
* o yaml Y Trident o MIFR Kubernetes T2 ESMIFRIERAY Trident 7FHEZE,

Kubernetes VolumeSnapshotClass WM&

Kubernetes VolumeSnapshotClass MRFIATF StorageClasses o ENTEBITFEXZNFMESE, HHER
BREIAURFREBSFAENREBEXE. SMEREBEHS—1EREBIEBREL

EhEIRE, BIERNENX VolumeSnapshotClass o MBI ERLUTEX BIEERIEE:

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

driver ¥8EL Kubernetes , H Trident 28X} csI-snapclass FEHERIBIEK, deeltionPolicy 18E
AR BRI IR AT B ITAVIRIE, WK deletionPolicy IREN Delete , MTEMIBRIRIRETS, HIREEIFTRIL
REEERE FNREIREGHBIER. E, NRBHEHIREN Retain , MRRFRE VolumeSnapshotContent
FHMIRIRER,

Kubernetes VolumeSnapshot Y&

Kubernetes VolumeSnapshot M RELIEEIREBIVIERK, G PVC KRBFAIELAHIIER—EF, HRED
SHEFAME PVC RIERBAYIERK,

WEIERBIERG, Trident 2 BohBEEERIRNECIRRBRIRE, FHBICIEM—/
VolumeSnapshotContent MRAFIRE, EATLUIMINE PVC SIERER, HECIEHH PVC B XL REBAEE
DataSource .

VolumeSnapshot W& AR SIRE PVC £ : BMERFR TR PVC , REUSIFLEFTE. HRA
() BEBHRENPVCE, Trident 235Ut PVC MREEATIZN » EFEMIR W R3S, BRRIGHS
SR, BIRFIEXBRIEE, SEEHR.
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Kubernetes VolumeSnapshotContent &R
Kubernetes VolumeSnapshotContent MRFZTMEEENELIEIIRE, ERTF Persistentvolume

, RnFEERE FECERIRIE, 5 PersistentVolumeClaim #ll PersistentVolume XIREMPL, BIEIRE
BY, VolumeSnapshotContent MRESIEKREIRIRIERE VvolumeSnapshot IRFEFF—I—BRET,

VolumeSnapshotContent HMREEATFE—TRREBIFHAES, 590 snapshotHandle o i
snapshotHandle & PV #&#F#] VvolumeSnapshotContent M RBZRAIME—

WKEIREBIEKRE, Trldent SERIRCIEMRE, RIEREE, Trident RECE—1 VolumeSnapshotContent
R, MTTERBAFE Kubernetes API .

@ BE. BAEEEIE VolumeSnapshotContent 3R, BE. SNREETridentyMREIE. MEH
M—MIMER " SNEIREE",

Kubernetes CustomResourceDefinition W&

Kubernetes BHE X ZJEE Kubernetes APl iR, HEERENXHBFWRMUTRIHITHEE, Kubernetes
TR EN R BRUEENRES, BRI LUBTIETT kubectl get crds FIREUXLEFIRTE Xo

BEXZFENX (CRD) MEXBMMRITEHEIEH Kubernetes AT EITHIBEFEME P, XIEFEMITFEN Trident
Bl BIRAVTF S,

TridentfF3 “CustomResourceDefinition” A R 1R EZ Trident R E 5. FlENTridentFiF. Trident{Z i
MTrident&, XLEXRE Trident BIF, 1tb4h, CSIHREBIEZERSINT —LLEEXERIBFFER CRD ,

CRD Z2—# Kubernetes ¥35&, ERZFERIFTRE Trident 81, B0, A tridentctl RGN, &6
B— A tridentbackend CRD 3, {i Kubernetes £,

BX Trident 8 CRD , iHEFEUT/LR:

* RE Trident Y, RFELEIE—4H CRD , HAlREREMEMBIRERE —FER,

* EAENE TridentBY tridentctl uninstall <. Trident Pod=# Bk, EEIZMCRDASHBIE,
BB "HE Trident" T M LI 2 MR ERECE Trident o

Trident “StorageClass &

Trident= IKubernetes I3 ILAZAYTFAESE StorageClass IBEMIXR csi.trident.netapp.io EHAEE
. FERBIFFSKubernetesfIBFRILAD StorageClass BEFIftRIIIIR,

{8 Kubernetes B, SNSREM T ER Trident {fENECETEFHY Kubernetes StorageClass , NI
S BRIEXERR,

FREREES—AEER, Trident SRXEBERSSMFEMFRIBIEHITIE; NMRLE, NiZEFEEBEER
EEFEREEERNAE R BT

&R LA REST API BIEREMERALE M BEEE XF#ESR, B2, XTF Kubernetes 2pE, HHEE M
Kubernetes storageClass MR AIEXLEZRE,
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Trident [GIR YR
BinRREEREIER, HP Trident EBEH; B4 Trident L] LB EBEEENEN iR,

() HRCoSURMEENFEMIREBZ—, S— PR Kubemetes storageClass %
BXMANRREHRIFAES. BEN EEREER

Trident “StoragePool 3%

EEERTAES N EHEENTENME, WF ONTAP , XLEERAWMNTF SVM FHEE, XTF NetApp
HCI/SolidFire , X% QoS S EEXNFEERIEER QoS 77E%. *1F Cloud Volumes Service , XXtz
FoiREBEXE, S§NMEEWESE—ARNENEERME, BT EXEMSES MR RIPET.

SR EMNRAR, FEBERENSRIGZRZBMARNER,

Trident "Volume 35

EREAERT, HEWHERAR, F1%0 NFS HZF1iSCSILUN . £ Kubernetes #, XLEEBEXNN T
PersistentVolumes ., GSIEER, BHEREEBEMESE, WETHEIREZEIUEMURK/I.

* 7 Kubernetes 1, XLENRSBHITER, ERIUEFENILUESE Trident EEERIRNS.

@ * BIPREB XEXRIZR PV B, ABNAY Trident EXF TN * ETEMIPR * KRS EMFR Trident
%, BURMERZERRR,

SEEEX TEENENAENEM.

B Type Required Description

version string & Trident APl ks ("™1")

name string =0, ERIEBRIRTR

PEA S string 2ins FCE N EFERNFEE

size string =0 ERRENEARN (UFH
JEAL)

7308 string S EFENTMYER,; “file"
¥, "block"

RIER2 FR string = FHERS LRIRRE,;
H Trident &%

cloneSourceVolume string & ONTAP (NAS, SAN

) #1 SolidFire — * : EM
hrfERERNRIR

splitOnClone string & ONTAP (NAS, SAN
) . BREMNERXEIFS
shapshotPolicy string & Snapshot-* : B

ONTAP g
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B%

SnapshotReserve

SRR

snapshotDirectory

unixPermissions

A

XHRE

Type

string

string

i

string

string

string

Required

a
=]

17

iy

7]

=
=

3=
()

Description

Snapshot-* : JIREETNE
HEBE L ONTAP

ontap-nas* : BEFEAMNS
H SRR

ontap-nas* : BEETMR

IREX

ontap-nas* : #J%& UNIX
PR

SolidFire — * : R/ BKX
KN

XHRGLE

BIEEERT, Trident K%M internalName o XEIFERNTE. BE, CRBEHERISR (FAIAE trident T
[EIREEERRIAIZR) FREARMEIERITRPR, MMERBFIEINS * <prefix>-<volume-name>" ., A5, ERFHU4LEE
BEM, BREHRAAFERNERN. T ONTAP GiF, EaBEFMERANTE (Fik, ABIWELTH

* <prefix>_<volume-name>") . ¥F Element j5if, ESB THLBIRAEFR.

SR LUIERSEEFER RESTAPI HiZACES, 1B7E Kubernetes SPEAH, HIHEAZ AP FEHINEN
Kubernetes PersistentVolumeClaim /5%, Trident R7EACETIEH BEIEIZIET R,

Trident “Snapshot X%

REBZERIEREIZ, JRFERENESHIEFRIAS. £ Kubernetes 1, XENKREREXMW T
VolumeSnapshotContent MR, BMREHS—MESHEXE, ZEEREBHEIER,.

B Snapshot MREIFLUTE4:

B%

version

name

AE=EN

volumeName

volumelnternalName

Type

string

string

string

string

string

Required

=,

=

=0

=i

=i

Description

Trident API higZs ("1")

Trident Snapshot 31 &R AY
BFR

FER Y L Trident
Snapshot 31 & B2 R

NELZIRIBHIKAM S
RE=h

RS L XEXRY Trident
B RBIRIE

(D 7 Kubemetes th, XENGREHIHTER. EALUEEEIIUER Trident REHNE,

872 Kubernetes VolumeSnapshot MRIERES, Trident EFAEMERS _LOIEE Snapshot WK, LEIREEX
KM internalName @I FEI% snapshot- 5 VolumeSnapshot SRy uip (N, snapshot-
e8d8al0ca-9826-11e9-9807-525400£3f660 ) AEMEMM. VolumeName #l volumeInternalName
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BT REEEEHIFAE B RIET.

Trident "ResourceQuota 3%

TridentsFP#IEFERA MR TR E (KubeNet P AT BN RS MTERE). LR Tridentn] LATELEF T3 s X HIHAIBIR 31 A
BEE. FAFTridentsFIF#IZ “system-node-critical Podit &5 B IRIE NI =S I EBE P AR EMEAI TIET &

A, Trident=fEA— 'ResourceQuota’ 3 K KR E Trident<FiF 2+ & LAY "system-node critical"fiL7tZk
K, EEHEMLIETFIFHZEZA]. Trident2ETHR. ARKEZM. MWERFZ "ResourceQuota IR,

MR EEBWN IR RECEF M IR IEH/ITEZITH. ATUERHelmBRER custom.yaml A
& ResourceQuota 3K,

LI TF2—1 " ResourceQuota X RR . ZXREM A IETridentFE,

apiVersion: <version>
kind: ResourceQuota
metadata:
name: trident-csi
labels:
app: node.csi.trident.netapp.io
spec:
scopeSelector:
matchExpressions:
- operator : In
scopeName: PriorityClass
values: ["system-node-critical"]

BXABRTAIFEMEE. iEB N "Kubernetes: #IJRACEN"

BI2 ResourceQuota MMREZELIK
ERDEIBR T INRELIE ResourceQuota WRELELRMK. Bh= "EEHE" AREHRE,

WNRAEER. 1B5FohflFR ResourceQuota IR,

ﬂﬂ&%ResourceQuota

MREHEEHECHNERRS A oI LUER T as S MIBRTrident "ResourceQuota’ 3R :

kubectl delete quota trident-csi -n trident

PODZ£nE(PSS)M1Z £ L TXIRHI(SCC)

Kubernetes Pod & £ 457/ (PSS)MIPod & £ KBS (PSP)E XX ELk 5! H R HIPodEY1T
73, OpenShiftZe £ TFXAR(SCC)E#FE X T HFE FOpenShift Kubernetes5|ZEHIPOD
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R, N TRMEILBEEXINEE. TridentZEREEIEARELENR, U TETFANEAT

Tridenti BRI R,

@ PSSIEEN{Pod & £ 5K (PSP), PSPEEKubernetes v1. 210 %A, HIE1Ev1.25%MikR. BxX

FMEE. FEN "Kubernetes: L24",

FrEERKubernetesZ £ N XHMEXFEL

R Description

ST CSIEREHRNNAEH S, XEKETridentT
RPODKIETTHING 2. BXIFMER, BEN
"Kubernetes: EHEEHE"

FENMLIERE iISCSISFIFHIZFTER, iscsiadm AJ EIRISCSHEH.
FHER ENMLE SiSCSIFIPHIZH1TIBS,

FHIPC NFS{E R #12/8]3815 (Interprocess Communication
. IPC)5NFSD#{Ti# S,

ENIPID BEINFSITBEIS%] rpc-statds Trident=7EiE
HINFSEZHITHFENHIZLUHERS rpc-statd IEFE
BT

Inge SYS ADMIN IhEERIFINA S ENATIREN —ZB 53 51
. Dockera NENRHNAEIHIKEXLEINEE
. "CapPrm: 00003fffffffff "CapEff
. OOOO3fffffffff

Seccomp SeccompEE B X HIGL A F IEZ RIS, ELLTE
7ETrident B o

SELinux 7EOpenShift £, BNPRIBEIE("BRIFNA ")
1517 spc_t. NRHNBARREHFIEIT
container to ff.t containerd, &&/g
container-selinux, FIEAEPEIHHIETT
spc_t, MMBREZEBSELnux, FEtk. TridentAs
™0 “seLinuxOptions' ZI& 284,

DAC BENRHNB R LAroot B 8171517, ERINAE S
BrootF P B171517. LAIFIEICSIFRERMIUNIXEREF,

PODZ £ 11 /E(PSS)

Label Description Default

po-security.Kubernetes AFE TridentiTHIZZA T RUIANEL  enforce

I0/enforce’ “po- KEmBTE, B7NEHGFRTEWR | privileged “enice-

security.Kubernetes o version: <HBIEEFAIARASTNIR

I0/enforcehiRZs

MRS rsshid, >

@ BENHRATIEINE R ER SR PodRITR. HI"CIEMEEE: ..."H "L Trident CSI-..." %00
REEXMIBER. 1BRE privileged WS B TEIME L EER. MIRE. BEMETETrident,
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PODZ 2B (PSP)

FE
allowPrivilegeEscalation
IFCSIDrivers

allowedCapabilities

FiFrlexvVolumes

allowedHostPaths
allowedProcessMountTypes
jtﬁ?UnsafeSysctls
defaultAddCapabilities
defaultAllowPrivilegeEscal
ation

forbiddenSysctls

fsGroup

hostIPC
hostNetwork
hostPID

hostPorts

ST
readOnlyRootFilesystem
requiredDropCapabilities

runAsGroup
runAsUser

runtimeClass

420

Description
BRI AR A IFIPRF
Trident A {EFSLBYCSIIERYE,

IEFF Trident B 2P R RIINRER =
BIAINRE. MSNESRRIRE
PR FIRERYINEE,

TridentREF "FlexVolumeIX &7z
F's AeEfF28SEATNE
FIERAF.

TridentTs RPODER T RAYIR S {4+
4. ARBEITIRSBIFL

TridentRERE
faI" ProcMountTypes o

Tridet A EEE M AL LW
“sysctls’s

ZE%E-T@WFEE’J@%%%’EHDEWUJ
BEo

AFNEAREE A Trident PODH
HITRIE,

R FEER sysctls .

Trident& 28 L rootF19iE1To
EHNFSEFZEEHIPCH 8E

5 nfsd #{T8=
iscsiadmE R EHMLES5iSCSISFP
HEHITIBES,
EEFATNPIDENEL S LER
IETEIB1T rpc-statd’s
Trident R ERERIENIHEO

TridentT s Pod 4G i T4 A 854
BEHEEHS

TridentT sEPod NE NTT X &

4t

TridentT 2 Podiz TE R A 28
T EMIBRIRE

Trident& 28 LLroot & 141517
Trident& 28 L rootF19iE1To
TridentF & RuntimeClasses o

Default

true

H}

H}

H}

H}

H}

H}

H}

false

z3
o i
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