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KuberneteshiZs

v1.27.0. v1.28.0. v1.29.0. v1.30.0. v1.31.0\ v1.32
.0, v1.33.0. v1.35.0

B ERIRIR

docker.io/netapp/trident:25.10.0
docker.io/netapp/trident-autosupport:25.10
registry.k8s.io/sig-storage/csi-provisioner:v5.3.0
registry.k8s.io/sig-storage/csi-attacher:v4.10.0
registry.k8s.io/sig-storage/csi-resizer:v1.14.0
registry.k8s.io/sig-storage/csi-snapshotter:v8.3.0

registry.k8s.io/sig-storage/csi-node-driver-
registrar:v2.15.0

docker.io/netapp/trident-operator:25.10.0 (BJ3i%)

37



3% Trident
FATridentiRFRRE
fFBtridentctli# TR
£ OpenShiftiAiFiRER#H

38

4:t



{EATrident

EEIET R

KubernetesSEEBHMAIFRE TET mERABEBIEH NPodERENE., BAEZFITIET A, &4
TIRIESEIRNIRETZFE LENFS. iSCSI. NVMe/TCPEFCT &,

EFRESENT A

NREERANZRDEFAS. WNZRKNZFPIENAETIR. BINERT. =Fhk4iIRed Hat
Enterprise Linux CoreTM OS (RHCOS)B &R&X T A,

NFSTH

"ZENFSTE"MNREIEERFAH: ontap-nas , ontap-nas-economy, ontap-nas-flexgroup, &
azure-netapp-fileso

iISCSITH
"ZEEISCSIT A" MNREFEAMRE:. ontap-san, ontap-san-economy, solidfire-sano

NVMeT B

"ZZEENVMe TA" NREFEHBIIRE ontap-san EATFEFTCP (NVMe/TCP)IMYBIIER KMEREIRE
(NVMe)o

@ NetAppiZ i XINVMe/TCP{EREONTAP 9.1254 8 S ks,

HETFCHSCSITA
BB ELEFCHMFC-NVMe SANZEAY75 70()" B RECEFCHIFC-NVMe SANEHANFAES. o

"ZEFCT E"MNREFERNRE ontap-san " sanType " fcp (BEFFCHISCSI),

AREI: * OpenShiftilKubeVirtif iR 2 FEFFCHISCSI, * DockerA Xz FEFFCHSCSI, *iSCSIBEKEE
TERFETFCHSCSI,

SMBI A
"EFIESMBE" MNREIEEFFR: ontap-nas / SMB &it%E,

TRRS AT
Trident2=18 BENT R & AT LUE1TISCSIZINFSARSS -

@ TRIRS ARG ELRMARS. EXERIERSEEHRLE, HR. MRLZERMAMRS.
M A RIUES R KMo

BEEMH
Trident2 AT REIBEGHUREL MRS . BEEEXESEMH. BHEB1T:

39


https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nfs-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-iscsi-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#nvmetcp-volumes
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/ontap/san-config/configure-fc-nvme-hosts-ha-pairs-reference.html
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#install-the-fc-tools
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes

kubectl get event -A --field-selector involvedObject.name=<Kubernetes node

name>

EERMBIRS
TridenttRiIR A Trident T RCR LM BN T R EARIRS. BEERMBRS. BEIT:

tridentctl get node -o wide -n <Trident namespace>

NFS volumes

ERERATENRIERANGTLENFSTE, WRNFSIRS EERBEIHAEIRR.

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D  =#NFSIAREREMIAEDR. MBS SEENEBNEN,

iSCSI &
Tridenta] L B EHERIZISCSISIE. FHLUN. £IMZHRFIEE. WEMTRAMIBEIESFIPod,

iISCSIEFIEEINRE
XTFONTAPRSE. TridentE A D IEIT—/XISCSIEIKEE. LUE:

1. *HE PR rISCSISIERESH HAIMISCSISTER .
2. BARRES S HRTRSHITIR. UHMEFRRIEE, TridentBEBE MR URMITIEHEE,
3. FEMITHEE F B HRISCSIZIEREIME N HEMISCSIZIERT.

@ B e EHEMTHENAIDemonset Pod EAIAEEH trident-main, BEAHE. M
ETridentZ 2 HAIENEIEE "debug’ 39" TRUE",

Trident iISCSIB B EIhaEE B FRALE:

* ERMLIEZRIER 2 BRI iR ENRIASIEI TR EEMISCSIRIE, MRSIEMRRIA. TridentiEFF o0
EBIHE. WMEEHEILSIIFNEE,
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Flan. WNREFMHEITHIZS LR T CHAPZE A, MK 7. NIH/Y(stal) CHAPZE AR
@ gﬁ%ﬁﬁés’éﬁ&o B{&EINEERI LURFILRIRR. FBEEHEILSIEUN A EHEHCHAPE
* FR/DiSCSI&iE
* fR/DLUN
K TridentHiB;F EEIN
* NRNER T EN T RMigroup (T£23.04 M EShRASHH#HEH). MiSCSIBFHIEEHEEE X SCSIBLPFTE
1% EBISCSIEFKNE,

* NBREREIRTEEMigroup (B23.04(2EFA). MiSCSIBEITMENREIE BEISCSIEHILE. LU
ESCSIZZ&HaIHHTIILUN 1D,

* MPREERT &N T RMigroub fEimEERigroux. MiSCSIE KBS INREF I SCSIRLLHRVHETILUN
ID/ZEISCSIEFHINE,

RHISCSITA
ERERTENRERAANBSLEISCSITA,
FaZ Al
* Kubernetes £8P SN RELEEE—RY ION . * XRUEHEFHRRM * o

* NRFEHARHCOS 4. 5 EEAHEMSRHELFRABILinuXD ZhR. 1554 SR solidfire-san IREf
2 HElement OS 12: 5 EFhRA. EHARFICHAPE M IIER LI E SIMD5
/etc/iscsi/iscsid.conf. Element 12.71{H T R EFIPSHELZECHAPREASHAT. SHA-256F1SHA3-
256,

sudo sed -i 's/”\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* W8 ¥%3z1TRHL/Red Hat Enterprise Linux Core-OS (RHOS)M T T = 5iSCSI PVs&EAER. 15
7£StorageClassH#E7E "discard mountOption A ITIEBT = [B][E]UR, 1EZI% "Red Hat X",

* MEREEARINEZIIRE multipath-tools o

41
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi iscsi-initiator-utils device-mapper-
multipath

2. 197 iscsi-initiator-utils iRA<E /9 6.2.0.877-2.el7 HE Shits:
rpm —-gq iscsi-initiator-utils
3. BB RFon:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BRZRRE:
sudo mpathconf --enable --with multipathd y --find multipaths n
@ ffafRk /etc/multipath.conf 8% “find multipaths no £ ‘defaultss
S. M4fR iscsid M multipathd IETEIBTT:

sudo systemctl enable --now iscsid multipathd

6. BAEHEE iscsT ;

sudo systemctl enable --now iscsi

Ubuntu
1. RENTRERGE:

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. ¥97 open-iscsi lRASEE N 2.0.877-5ubuntu2.10 XEShRAS (WFFNFHRL) 5( 2.0.877-
7.1ubuntu6.1 XESEhRZAS (XFF Focal ) :



dpkg -1 open-iscsi

3. BRI ENF:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BRZRE:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}
EQF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

(D R /etc/multipath.conf B& "find multipaths no £ F ‘“defaultso

S. MREBREHIE!T open-iscsi M multipath-tools :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

FF Ubuntu 18.04 , &S FEA iscsiadm KIMBRHO, AEBRE5) open-
() isesi, iSCSIFIPEREA R, GHAE iscei RSEMNEHR iscsid

o

ECESZAiSCSIEHEE
& A UBRE LU F Trident iISCSIB B E IR EREEMFIARIE:

* iSCSIBREEEIE: MEFERISCSIEIMEERIARFIAE: 577H). EALRKEEE NETIRER/EY
HFRRSETIMR. WA BT IRERANSEFRERSITNER,

@ KiSCSIEREEEIRIEE NPT 2(FLISCSIBREE, BINAEZMISCSIBRKEE; R
EISCSIBREERETZER LIF L TR BRI, A NERE.

* ISCSIBREEFRE. HETIHETRAFNEENREAZHENERZANISCSIBEREEFFN
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EJ(BRIAE: 798). BAILURKEREARANET. UEREANBITIRAFEENSIELNERFR KT E
ZaeEH. ARBEHRENER. HERENR/NHNBFUREMEHENE R,

2
EfRRENFENSCSIBEHKEBEILE. BE# iscsiSelfHealingInterval
iscsiSelfHealingWaitTime feRETACEFHABIRN S,

UTREEiSCSIBREEERIRENINH. HIEEREEFFHEIREN6HH:
helm install trident trident-operator-100.2506.0.tgz --set

iscsiSelfHealingInterval=3m0s --set iscsiSelfHealingWaitTime=6m0s -n
trident

Tridentctl

ERE S ENISCSIBEHEEIRE. 1BE#E iscsi-self-healing-interval fl iscsi-self-
healing-wait-time FEZRZEHEFHTRDentcdrifB]FISEK,

U RAIFISCSIBREERIRIKENINH. HIEEREEFHFHENREN6IH:

tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self
-healing-wait-time=6m0s -n trident

NVMe/TCP%&

ERERATENRERSENHTRLENVMe T,

* NVMeZEERHEL 95 ES iR,

(D * f1RKubelnetes TV RRIAIZIRAKIH. HENVMeREFBRER FENRNIZRE. ErAIEEFE
B R NZhRAE A BEENVMe B BYhR N,

RHEL 9
sudo yum install nvme-cli

sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu
sudo apt install nvme-cli

sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp
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IIE R

ZEE. EAMLEIEKubenetesEEBHFHE NN RELEHEBHE—HINQN:

cat /etc/nvme/hostngn

@ Trident{EERUL “ctrl_device_tmo™{H. UHIRNVMe R Z L EHZRAMF IR, BNE
PRI E,

EFFCERISCSI

W1E. &R LIETridentsR{E B Y¢4T@ & (Fibre Channel. FC)MYRECEFI EIEONTAPAS: EH1ZER R
AR &M

HAFCECEFRBHIMAESHT RIgE,

MR E

1. FENERZOMNWWPN, BXiFEMEE. 153 "network interface show" o
2. JREVBohiZR (EM) EZEORNWWPN,

ESFEERN ENIRIERALRER,

3. EAENMBITHWWPNAEFCIEH LB D Ko
BXEE. 1ES IR A SIRA R A,
BXEMEE. ESIUITONTAPAY:

° "JEFEER FCoE 43 XA

° "BREFCHIFC-NVMe SANEHBIF ()"
REFCTA
EREATENRERFNHGSLREFCIA,

* ¥NE8¥%iz1TRHL/Red Hat Enterprise Linux Core-OS (RHOS)W TET s 5FC PVs&ESER. 15
7£StorageClassH#E7E "discard mountOption A ITIEBT = [BI[E]UR, 1EZI% "Red Hat X"
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi device-mapper-multipath

2. BRSHE:

sudo mpathconf --enable --with multipathd y --find multipaths n

(:) ffafR /etc/multipath.conf 8% “find multipaths no £ F ‘defaultse

3. H3fR “multipathd IEfEiB1T:

sudo systemctl enable --now multipathd

Ubuntu
1. RELTRERHEE:

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}
EQOF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

@ ffafR /etc/multipath.conf 8% “find multipaths no £ ‘defaultss

3. #&8fR “multipath-tools' BB A A EEIEIT:

sudo systemctl status multipath-tools



EZIRESMBS
e UER LT AECE SMB % ontap-nas 8#le

@ SR RTESVM _EEREEENFSHISMB/CCIFSTIMY. A BEAONTAPAIEREEE# B2 “ontap-nas-
economy SMB%, MRKeEARBEPIE—HN. NAERE SMBERIEF KK,

@ ‘autoExportPolicy' SMB& ARz 33,
FreaZ Al
FEEREESMBEZHI. BAIUHE L T &M

* —PKubernetes&E2f, HABEE—MLinuxiTHlgs T = UK EDL—MNEITWindows Server 202289Windows T
ET S, Trident¥Z1FEEF|WindowsT &5 _EiE{THIPodiISMBE,

* E/b— B &Active DirectoryE3EM TridentZ i, £ ZHH smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

« BIE F9WindowsBRSEZ HICSIHAIR, BB csi-proxy. BB "GitHub: CSIfLIE" 5 "GitHub: &
FWindowsHICSHLIE" @A F1EWindows_Ein{THIKubernetes T =0

BB
1. JWFARBFONTAP. ERILUERGIESMBHEE., A LUEFR Trident B SIE— LR,

_._

@ Amazon FSx for ONTAPEZESMBHE,

EaILIEBR U TR AR Z —CIESMBEIEHE "Microsoft EIEIZE A" HEXHREIE P TTHEAONTAP
LITHRE. EFEAONTAP TR EEIESMBHEE. BT TRIE:

a. NBEYE, NHECEBRRBIZEM,

o vserver cifs share create IS RERIEHZMEKNE -pathiﬁlﬂiq:'?'é’/rfﬁ"]ﬂﬁ@o WRIETE B
BAREFE, WesRRKo.

b. B 5IEESVMEELHSMBHE

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C BIIRREIEHEE:

vserver cifs share show -share-name share name
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B

ong

(D) wsm o suB #£3 TREELA

2. Q| EmE. HAECE UL TRBUIEESMBE, BXIEHTONTAP GinlFAEFSXECEIET. EEN EH
FONTAP BIFSXBL & &A=~ 51"

S Description T A5

=

smbShare EeLFEE L T™iEINZ —: R MicrosoftEIEiTH]|4S smb-share
FHONTAPES L 1THREEIENSMBEENRZFIR; 2
HTridentBlEBSMBHRZN R, ;B\ EBAILES
BT IERE#H I TERARZIRR. TR
ZFONTAP. LttBEZERERN, LthEEITTFAmazon
FSx for ONTAP/SimAWEIN. REENZ,

nasType *AIUEE N smb IR AT, MBEKIAA nfso smb

securityStyle MENZ2ER. VIISEN ntfs If mixed A ntfs 3§ mixed Xt
FSMB%, FSMB&

unixPermissions HENRER, W FSMBE. HUINET, "

FeEMEEGim

==Y

EimATFEXTridentSERERAFAZEINX R, ©EFTrdenttilfIS51ZFEALEE. U
KeTridenttfI MIZTZE R AL E S

Trident= BEIM BB FERE XHBERNEIRRHEFEL. THROANEERAEE SR,

* "E2& Azure NetApp Files [Fim"

* "BgE Google Cloud NetApp&/Sim"

* "B2E NetApp HCI 5 SolidFire [5i"

* "f&£F ONTAP &f Cloud Volumes ONTAP NAS JRzh#2+ e & f5 %"
* "f§Ff ONTAP Z{ Cloud Volumes ONTAP SAN IRapfEF AL & S is"
* "} Trident5Amazon FSx for NetApp ONTAPLE & A"

Azure NetApp Files

ACE Azure NetApp Files [5if%

88/ Azure NetApp Files E0 Trident B9fGiR. Itb/5imsz3F NFS #1 SMB %, Trident 2§
Azure Kubernetes Service (AKS) &I E B DF TIEREH B 9.

S Azure =IFE

Trident 235%™ Azure =IFEHHY Azure NetApp Files 5o
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1509 Azure =EIIE:
* Azure &k

* Azure Government (Azure Government / MAG)

EBZE Trident SKACE Azure NetApp Files [5ifEY, 1EHfR Azure Resource Manager 1B {RIIFAE RS Azure
=IMEILELD,

#%E Azure NetApp Files IREhiEF S 1%
Trident 327 LLF Azure NetApp Files 2R EHFEF -

S EHIFIRIER E3E ReadWriteOnce (RWO). ReadOnlyMany (ROX). ReadWriteMany (RWX) 1
ReadWriteOncePod (RWOP),

KohiER iy BRI ZFEFRYIAIERT RN GRS

azure-netapp-files NFS XHRG Rwo. ROX. rwx. RWO nfs, smb
SMB P

BEEEZEEM

* Azure NetApp Files RZH/\VF 50 GiB B9%&. HIFKRE/NHER, Trident 28132 50-GiB %o
* Trident{¥Z#FHEEH EIWindows 15 52 _EiBTTHIPodISMBE:

* 3EEF Ak Azure =HHY Azure NetApp Files E8B HEE4FE T =H Azure Resource Manager 1 Z {410k =o
ffafx Trident FEfFIFIHECE FERESEM Azure ZIFIERIH A

3T AKS fERIEEIRIR

Trident 32 "X E 517" AKS o

WREHA tridentctl KA EIE Azure NetApp Files [5i, BEHRIFNIERM Azure ZIFBEEEE,
BEARESD, ¥AH:

* FAAKSEREAIKubbernetesfE %
* 7£ AKS Kubernetes &8 FEIEHIEE {9

* Trident L%, cloudProvider BN "Azure"
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Trident & T

W18 tridentorchestrator cr.yaml #I®E cloudProvider & "Azure",

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent

cloudProvider: "Azure"

£fe

MU T RGIZEE Trident FH @I MIEL = cloudProvider "#H1TIRE " sCP:

helm install trident trident-operator-100.2506.0.tgz —--create-namespace
--namespace <trident-namespace> --set cloudProvider=$CP

<code>tridentcti</code>

MU TFRBIZE Trident #¥& cloud-provider tR&EIRE N Azure:

tridentctl install --cloud-provider="Azure" -n trident

£/ AKS B T{EfEITIR

TYERHATIREE Kubernetes Pod BENSIEIE EN TAEAEARIRFHTT RN IIERIAIR Azure FilRo
WRMEA tridentctl KA EIE Azure NetApp Files 5, BEHRIFNIERM Azure ZIFBEEEE,
BEATEAEINR, KAER:

* {EFAAKSERERKubbernetes&
* 7£AKS Kubelnetes&2% FE B T {Efh B9 Foidc-Issuer
* BR% Trident, HMA cloudProvider I¥EBHN “"Azure",  cloudldentity i@EATIEHEEHE
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Trident & T

YW1 tridentorchestrator cr.yaml HiI&E cloudProvider / "Azure", &E cloudIdentity
%Jazure.workload.identity/client—id: :$:0:9:0:0:0:0.-EP 5.0 9:CD 9:0:0: 5D 0:9:9.559:0:9:9:0:9:9.0:0:9-

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXXXxxx' # Edit

£t

FEAUTIFIETEIEE cloud-provider (CP) 1 cloud-identity (Cl) FR&HI(E:

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—

XXXXXXXXXXX """

LUF &% Trident, H{#H cloudProvider #ITIRE, R "scp, HFA cloudIdentity #H1T
®E, £A scr:

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="$CI"

<code>tridentcti</code>
EAUTIFIETEIEE cloud provider # cloud identity inERIE:
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXKX—XXXX—
XXXXXXXKXXX"

BUF RIS Trident H¥& cloud-provider " IKEBHN “$CP HFF ‘cloud-identity I€EN “S$CI:

tridentctl install --cloud-provider=S$CP --cloud-identity="S$CI" -n
trident
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&G B Azure NetApp Files f5i%
TEECE Azure NetApp Files [FimZAl. BEEMRFHTUTERK.

LM Azure =IFE

Trident 23521 Azure =IFIZEAHHY Azure NetApp Files [Sifio
T Azure =EIE:
* Azure ELhR

* Azure Government (Azure Government / MAG)
TEERIFIER, BHARTEHENE Azure TIFEFBIEE Azure 1TiR. FRIRECEH Azure NetApp Files iR,

NFSFISMB&RIRTIRE 4

WREEXRER Azure NetApp Files STEFIEFH, WEE—LYIKECE S BEIRE Azure NetApp Files FH 6!
2 NFS %, 1825 "Azure: 1&&Azure NetApp Files FHEIENFSHE",

BB EA "Azure NetApp Files" f5i, BEEFHEUTEK:
* subscriptionID, tenantID, clientID, location, #l clientSecret TEAKSE
B HERZE S M ARIE,
@ * tenantID, clientID, M clientSecret FAKSEE HFERA SRR AL,
* @Sk Azure =HH Azure NetApp Files ZPE R EHFE T =B Azure Resource Manager #l
BHIIERS. R Trident {ERIGHREEFRIESEH Azure ZIFREMIH R,
s —NAREHM, FEEM "Microsoft: JJAzure NetApp Files SIEZB =",
* Z&ikéAAzure NetApp Files B9FM, 155 I "Microsoft: FFMZEI kA Azure NetApp Files"s
* ssubscriptionID 3KB/EHAT Azure NetApp Files Y Azure 175,

* tenantID, clientID, M clientSecret M "NATEFEFM" 7 Azure Active Directory R, BB EBR
Azure NetApp Files BRSXIR. N AEREMMER T E—I:

° FIEEREMEAE "HAzUureFIE X",

o "EE N TIEkE B B TR (assignableScopes BY) BB LITFINE, XLEANPRIX PR F TridentFRrEE A9
B SIEBEXABRE, "FHAzurel JFDEEHEE"
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BEXTTHMERT

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

53



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []

* Azure location E/DEIE—D "EIkFM"s ETrident 22.01BF location S ERIMECEXEFTNEMN
WHEFER, EEIMAPIEENUEERHZR,

* LI cloud Identity iBIREX “client ID MA"FFSDECRIIEE 19" HIEPRIEELID

azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXo

SMBERIHMERK
ZeIESMBE. BWUMAR:

* BAcEActive DirectoryFHiZE1&ZIAzure NetApp Files, 12N "Microsoft: BIEFIEIEAzure NetApp Files
AJActive Directoryi®EE",

* —/Kubernetes®E&f. EFEE—MLinuxiThlgs T m AR ZE /D —PME1TWindows Server 202289Windows T
BT S, TridentX 3235 E EIWindows T & _HiE{THIPod#ISMBE,

* E/D—EE&Active Directory BRI TridentZ A, LU{EAzure NetApp FilesA] LA[AActive Directory## 11519
I9IE, 4 RE4HH smbcreds:

kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'

* BEE AWindowsRSZHICSIIE, ALE csi-proxy. 1BEM "GitHub: CSHTIE" 8§ "GitHub: &
FWindowsHICSHLIE" i&AF1EWindows_EinfTHIKubernetesT5 &0

Azure NetApp Files [5imHc & iEIAR G

T fRE AT Azure NetApp FilesBINFSHISMB/GIREC B XN H E R & R~ lo
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Trident SEAEIKECE (FM. EINE. RSZNFMMUE) FIERUEIBIBSEM L6 Azure NetApp
Files &, FH518KBIARSS %KAM F ML,

Azure NetApp Files/Gimig it 7 X LA & 1EI,

S

vehRZA
storageDriverName
backendName

ssubscriptionIDo

*HF IDo

ZPFiF ID.

clientSecret o

sARSS K5
&

resourceGroups

netappAccounts

REt
virtualNetwork

ssubnet

Description Default

[EiRECE RS, BT 1

TEIREN AR B R "Azure-netapp-files"
FiERIHIYEE X BT IEhiZR R AR + " + FEAF AT

Azure 1TIEAAYTTIR ID

NREAKSER LERATRE
IRy W9 RTE,

N T2 R AREYFES 1D

INRIEAKSEE: LERIEE S
=& NWAE,

N AR EMPRNEFiE ID

MREAKSEE LFEREES DN

=514, Melik,

N AR FMPNE R imEH

MREAKSEE LHERIEES DN

=55, Mk,

st , Bk I BR 2— " (FEH)
EIEFHER Azure NIBEMZFR

NREAKSER LERATRE
IRy W9 RTE,

RAFmEERIFRNFRATIR " (Limikss)
BFmEELINZEIEN NetApp tkP "[" (FTiFmiEss)

LIES

RFmEERIMFRNBEMFIIR )" (Cinikss, K
BBEERF MBI SR 2R

Tk
Microsoft.Netapp/volumes HY

FWBIEFR
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=K Description Default

L8 IhEE £0Y VNet IhaE&E, AILARE Basic™ ™
o ‘Standard. FHIEFFEMIXER
121 Network Features, BIBEAM
FiITRPER. EXRBALLIhEER
$E7E “networkFeatures' & S MBS

BRI

nfsMountOptions NFS EHIEMAEAIESl, SMB % "nfsvers=3"
BHRES, EER NFS R4S 4.1 =
HE, BFEESIMREESEmS
RABEIE nfsvers=4LL%IE NFS
Va1, TFEETE X IKERIEE LD
RBEERIHIRETIRENEH L

Iil,

limitVolumeSize WMRIBEBRVEARNEBILE, WE " GFRAER T RRGISEH)
=N

debugTraceFlags HIEHRN EFERNARINS. = T

B, “\ {"api": false, "method

. true, "discovery": truel} ",
PRIEGIEEHITHIEHRH T EIF

%@E’\J HE®AE, TNIEDERILCIL

BEo

nasType ACENFSESMBEEIE, EMEIE nfs

nfs, smb AT, FRIANBER .
BRBENTERNFSHEIRENT,

supportedTopologies R fE i Sz R EY X IE AN X 33 RV 51

. BXREFMER, FBH "EH

CSI #h$h
gosType R~ QoS A BmhEFnl. Bxzh
maxThroughput KEATFNRAETE, BN 4 MiB/sec

MiB/A, XZH5FR QoS BBt
()  axmamsmdaEs. WS0 TREAze NetApp Files BHIRLTEE",

E[E Azure IR (26.02)
M 26.02 fRZASFFEE, Trident SZ3FIEZ A Azure =IFEFBIEFNEIE Azure NetApp Files [Gifio
ZIFHY Azure =EIE:

* Azure AR

* Azure Government (Azure Government/ MAG)

ZBZE Trident X €& Azure NetApp Files [5imBY, E#ffR Azure Resource Manager M1 Z A WIFARE RS Azure
SIFEILED, WRIFSARLTE, tridentct TEFTEMNINE, HABHEIEKRK.
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PREA R ZIR
NRTELIR PVC BB RILFIFEM IR, WERNAEMA

ap
Be/X

BXREFIRRARAZIR (FM. B

&, FEM) . MRBAPIR, Trident RIEREIRFIHETLINAT Azure HiF, WIERTBIEEFERAEIMNAE,

"resourceGroups « netappAccounts .

“subnet’

‘capacityPools .

‘virtualNetwork' #I

HER LUERER M2 RERTMEE. EAZSHERT, BIERTERERN, RAERZIH

U5 Z1ER R IRLEC.

®

REY, BNEIANEIEE R A,

‘resourceGroups . netappAccounts’

BEU TR
Type M=o
Resource group < RIFAH >
NetApp T <
ReEt <
REAbAPLE <
Subnet
SiE

WNR BN 5 Azure NetApp Files(ANF) 76tk P (U F AR FRIFELES, NEREEIHZRIRAT)

“capacityPools’

BRI RE RSN i8R iR 1] ARV IRRIRiERS, RILUAERASIEE. T

ZRERIRAR

#HiR4A >/< NetApp TP >

RiR4E >/< NetApp IKF >/< BEith >
TR >/< BIARILE >

< FBAH >/< BN >/< FH >

TR LUB S fEEC B XX RYASRER 2 PHEE LU FIETRIZHZUAE R E. AXEFAER, BEN [RHIRE

B Description Default

exportRule HENS BN, "0.0.0.0/0
exportRule 2 UCIDRERE
RAHERIPv4INEEIPv4-FLH
SHNES HIEYIR. SMBHEZ

snapshotDir =%l .snapshot B R897] 4 FFFNFSv4. A"TRUE"; *F

FNFSv3. f"false"

sKIN ERIEARN "100 7% "

unixPermissions FTBHIUNIXALPR (41 ) i E 20 F) " (FThEE, HBEEITRPTIN
- SMB&EEZE, HEZH8)

THIECE

UTRAIETRTHAZSHEHREANMANENERELE, XBEXEHR

= &k

Bx|8]

B

57



RIREE

58

X ainicE, BEItEiRE, Trident XIECE(IEHZEHELE Azure NetApp Files BIFTE NetApp
P, SEMHMFN, HEEF—NHUHNFNEENHRERHE. BT nasType W&, 'nfs’RRINMEEHA
, [EE A NFS &7 S,

HIENIRIFFIaEAAzure NetApp FilesH =X FELIR(EEY. HECERIEBAERE. BEfF L. BHEZENRE
BENESREFINMSERRE,

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus



AKSHIZE B %

WEIREEESHINEE subscriptionID, tenantID, clientID, # clientSecret, EFAZE
B8 ZREN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource—-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet
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EAFAKSH=Z%

tEIHREEESHMNEE tenantID, clientID, M clientSecret, 1EEASIREEZRHERN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

ERRENRERIISERSASEKE

60

HEIREL B ERETE Azure Y “eastus I EHHY "Ultra B=tH, Trident Boh R MIZN B EFELA

Azure NetApp Files IFRAEFW, HEEVEEPR— N FNELHEHE

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2



BEF5) QoS BEMBFIHRRHG

HERE B IS HRETE Azure B “eastus BB F L) QoS AEMMINIE,

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelLevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3



SRECE

EREEH# - BERETESE N N—NFN, FERTRESEENIAE,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"
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REPVHECE

EREEERE NP EX Z N EEN, HEEENIRHTRARSAIINEEH, HEFEE
%Jbernetes AR AXLLFINFMEER, XIFEEH, BB ERTIRIE performance kX 53

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelLevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application—-group-1/netapp-account-1/standard-2



XFRINCE

Trident EFRIEXIGMATAX A TEAH AR S, ttEHRECESR supportedTopologies SREBF RENGE
IR I X IR, S E I KIEF XIS EN ST Kubernetes 5855 55 _E AR A X I A0 X 13
B, XEXIFMXIFRR D] UEFFEEDIRENAFETIR. NTESEIHRENXIENXIEFERN
ZiE2, Trident R7E LARXIFMX G FOIiEE, BEXEZER, BFSRAEH CSI A,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:
- application—-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

EHEERENX
LIFAZA storageClass ENXEIE LIRTE#E M,

FEAIRHIENX parameter.selector FE&

{8 parameter.selector, ZEALUAEA StorageClass s A TFHRESNENM, SREBRIEMPENX
8975 Eo
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMBERRHBIE X

#H nasType. node-stage-secret-name 0 ‘node-stage-secret-namespace, AILIEE SMB &
FRMFTEER Active Directory £1E,
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RiAdr R = e ENEAREE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

SR EARENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

BN ERAFENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}
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@ nasType: smb ¥#F SMB BRIV LSS,
nasType: nfs 3 nasType: null NFS HBIHiESS,

ellfed=yi
IERWEEX MG, BITUTS<:

tridentctl create backend -f <backend-file>

MNREAIERF I Azure =, BIAR “tridentct EECE NEA Azure ZREEIEEH Azure TIFRER B RIOUELRLE
= MNREmAIELAN, ENERREIEFAEEHSURERE:

tridentctl logs

HREHBIEREXHRBREE, R LUBXIETT create a5 <,

Google Cloud NetApp+

79 NAS TEf1EHEZE Google Cloud NetApp Volumes

&0 LUK Google Cloud NetApp Volumes BE&E I Trident B9/, MUECEEFXHRITEE
#, Trident AJLAfEEMA Google Cloud NetApp Volumes /5% E NFS 1 SMB %,

Trident 7£ Google Cloud NetApp Volumes #19 NAS #1 SAN T{Ef HFERARE/GiH. 1% google-cloud-
netapp-volumes FIR{NZIFEFTXHIMN, TAZHTFEE iSCSI %,

EfgE iSCSI %, 15EH
"google-cloud-netapp-volumes-san' [§if, XE %[/ SAN T{EfFEI TRV I EIRETR,

NAS %7 iSCSI &
Google Cloud NetApp Volumes [EIBY Sz NAS FR7E(E, XENBRERIHRMNEIEIENS R EBFRARE,

NAS BiRMETXHREME, @I NFS 5 SMB FHREXHIHGHITIR. EWEHANHEXHRS, HXZ
FEMZ pod BT R# TH KR

iISCSI REZMRIARTFME, FFREEE] Kubernetes T mIIRIGEFHTTIAR, HILIERETEERRIFIRISN
FRREFEER 110 1T, BEEAREE,

XIS F TR

* Trident 26.02 KBRS

* Google Kubernetes Engine ( GKEE )
* Google Cloud NetApp Volumes NAS it
* NFS #1 SMB TEfi#
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BXIR (iISCSI) TEfa%, BE ECERTF(E (1ISCSI)o

Google Cloud NetApp&EIRENTEFIEAE B

Trident 2 google-cloud-netapp-volumes WahiERF, FAFM Google Cloud NetApp Volumes BCE NAS
=ik

IREhiE R 2 HF L R im IR :

* ReadWriteOnce (RWO)

* ReadOnlyMany (ROX)

* ReadWriteMany (RWX)

* ReadWriteOncePod (RWOP)

IXshiz= Y EIRI S FEFHIGIRIET NGRS
google-cloud- NFS XH 7RG Rwo. ROX. rwx. RWO nfs, smb
netapp-volumes SMB P

Google Kubernetes Engine H9= 514

=B 13 Kubernetes TERAFHBER B EAN TIEATF B HITE M RIEMARSHERFES Google Cloud EiEFR
18] Google Cloud iR

E1E Google Cloud NetApp Volumes RfEA=IRIR, HAEEA:
* {8 Google Kubernetes Engine (GKE) ZFEH# Kubernetes $£%

* B7 GKE B#& LERA IR ENR, EET Rt EBRATEERS S

* B& Google Cloud NetApp Volumes Admin fif(roles/netapp.admin) B Google Cloud fRSS MK F ZX[E]
ZEEXAE

* T Trident BY, =IREFIZEN GCP HECE T =B IR
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Trident & T

EEF Trident I2{FR %A Trident, 15448 “tridentorchestrator_cr.yaml' LU “cloudProvider & &/
"GCP #J% “cloudldentity I8 & /1 GKE ARSEZ M,

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
namespace: trident
cloudProvider: "GCP"
cloudIdentity: "iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com"

e
{EA Helm &% Trident FS B =R EEM=RIR.

helm install trident trident-operator-100.6.0.tgz \

--set cloudProvider=GCP \

--set cloudIdentity="iam.gke.io/gcp-service-account: cloudvolumes-
admin-sa@mygcpproject.iam.gserviceaccount.com"

Tridentctl
BT IEE irtEAM = B R L Tridents,

tridentctl install \
--cloud-provider=GCP \
--cloud-identity="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sa@mygcpproject.iam.gserviceaccount.com" \
-n trident

EOE Trident NAS Gl
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-nas
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "<project-number>"
location: "<region>"
sdkTimeout: "600"

storage:
- labels:
cloud: gcp
network: "<vpc-network>"
FoE NAS &

NAS #&f#H “google-cloud-netapp-volumes' [Gim#TIAAD, HZ3F NFS #1 SMB i

StorageClass & T NFS &

ERCE NFS &, 1B nasType IREBEN 'nfso

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: true

StorageClass & F SMB %
f#F nasType. csi.storage.k8s.io/node-stage-secret-name " #I

‘csi.storage.k8s.io/node-stage-secret-namespace, HJLUISTE SMB &HIZHFTERN Active
Directory &1z,
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

allowVolumeExpansion: true

PersistentVolumeClaim {5 (RWX)

NAS & #FH & AE, BEER

ReadWriteMany #H{TIRAD

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwx
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

PersistentVolumeClaim 7=f5] (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs
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@ NAS #&fFFH volumeMode: Filesystemo

79 SAN Tt HECE Google Cloud NetApp Volumes

&R LU Trident BCE A9MER iSCSI MY M Google Cloud NetApp Volumes BR& IR1F (&
%, SAN BFEH
"google-cloud-netapp-volumes-san' =& IXsh#E /= M Flex Unified 7ZEM#H1THCE,

HEIXENTEF T BT IR IIEAE, F35F NAS il

@ google-cloud-netapp-volumes-san [Gihe &ice iISCSI &, google-cloud-
netapp-volumes fGiR{¥Z#F NAS i, FBEFTF SAN T{EfaZE,

NAS &7 iSCSI &
Google Cloud NetApp Volumes [EIBY 3z NAS FR7F(E, XENBERILRMEEIENS N EBFRARE,

NAS SIZHETIHEITFME, HER NFS 8 SMB fFAHEXHRAGHITEH. HZ1 pod HTRBEHKIN
[EIFEEERIERT, BEEAXEE,

iISCSI IREIRMIRIQRTFE, FHIEANRIGEEEE Kubernetes iR, 8MEEHIFA—MEEETS (Logical
Unit Number, LUN) #1TIREC, HER iSCSI thil#Tihlel, HITEAHFERKIARISNAEFEERN /0
1THEY, BEERAREHE.

& AT LUfEEA R Flex Unified Google Cloud NetApp Volumes itz 35/ Trident EI2RY iSCSI 1ZfE7E Google
Kubernetes Engine EBEmEMERHI TIER Ho

XIERTUTHE:

* Trident 26.02 & BEmARA

* Google Kubernetes Engine ( GKEE )

* Google Cloud NetApp Volumes Flex Unified 7#fi#th
* T iSCSI WEHRR T e H

(i) Trident 26.02 iy SAN THFS: SR S45 Flex BRZSL31.
FhEzRi it
xF SAN THEfuF, Trident iBid7E Flex Unified Zfigith R8I iSCSI Z4BB TS (LUN) RECERTFfi%.

S Kubernetes PersistentVolume 3t — LUN, Trident &IE LUN FUE M EHE, S1FEQIE. T HMSET.
M INFDEIE,

Flex Unified 7Zfi&:th
Flex Unified =it £ iSCSI thil3eitirZzfE, HHEHRE SAN EEFTER.

33F Trident 26.02:
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* {X#¥ Flex Unified REGIONAL 3t

* M Trident 26.02.1 74832 #5F Flex Unified ZONAL it

* SAN TEAHNZHF Flex fRE4K5!
RE
REWIRABC N iISCSI LUN, HERRIEEEINL Kubernetes T9 5,
&

* 5 iSCSI ¥

* TRXHRANFRIBREN

* [ Trident FIEMEE

* XHFZH Kubernetes I RITR T

hiaiEs
Trident EEERBREZIFUATIARET:

* ReadWriteOnce (RWO)
* ReadOnlyMany (ROX)
* ReadWriteOncePod (RWOP)

* ReadWriteMany (RWX), {X7E ‘volumeMode: Block BY3 37 #5

volumeMode 1759

‘volumeMode ' FEITHIREMBZRESL:

* Filesystem Trident I LA IEHE,
* Block Trident NI &EFH B E A NRIGRIZE.

BEZE Trident SAN [Fif
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-san
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: "<project-number>"
location: "<region>"
sdkTimeout: "600"
storage:
- labels:
cloud: gcp
performance: flex
network: "<vpc-network>"

servicelLevel: Flex

73 SAN TEf1 &6l StorageClass

ECE SAN faimfa, €IE—1518

*google-cloud-netapp-volumes-san' JXEhF2FHY StorageClass.

X RGZERITE StorageClass FAENX, MAEEEH,

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-san

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes-san"
fsType: "ext4d"

allowVolumeExpansion: true

SRR

* ext4 (FRIN)
* ext3

* xfs

SAN IRSHIERFINZ 5+ Flex IRSZ4R5!, AERYIET NAS GRS EL, 9 exportRule.

(:) unixPermissions.

nasType. snapshotDir. ‘nfsMountOptions &5 EHEXIIZE,
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SSHYIRIE

(53]
google-cloud-netapp-volumes-san BREIiZFECERIRE T HF:

il fE
* iR
* SufE
* Snapshot

* BERN
=N

EERE

ReadWriteOnce (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi

storageClassName: gcnv-san

ReadWriteOncePod (RWOP)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwop
spec:
accessModes:
- ReadWriteOncePod
resources:
requests:
storage: 100Gi

storageClassName: gcnv-san
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ReadOnlyMany (ROX)

ROX WE MIEHX 272 fEIME ReadWriteOnce B EiEH R,

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rox
spec:
accessModes:
- ReadOnlyMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san
dataSource:
kind: PersistentVolumeClaim

name: gcnv—-san—-rwo

ReadWriteMany (RWX) — {X/R¥A1R

3B Y "volumeMode: Block Bt 571 ReadWriteMany,

apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: gcnv-san-raw-rwx
spec:

accessModes:

- ReadWriteMany
volumeMode: Block
resources:

requests:

storage: 100Gi

storageClassName: gcnv-san

MM GiB BEREITH

Google Cloud NetApp Volumes REEIEREBTTEHIEFH. SHERNBEMELL, XMAFHRELD T RZAIRIZ
BRI

MR

* ¥I%aEIER£Y 300 KiB BYFFEH
* FRXNEHESIAL 107 MiB
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HTF Google Cloud NetApp Volumes X% 2 GiB £8E, Trident HfRa] IR E K/VIALL]

* BERHNANENET—TEZ GB
* ANINENIMY 1 GiB X

i

* PVC i&R: 100 GiB
* Google Cloud NetApp Volumes FEYFRAC A/)\: 101 GiB
* AR RBEATE: 2 100 GiB

XIRIET M AREFRARNEIFMERNEAE, BMEESET AN THBEAEZ B2t
Pod {5l

X RGHERHBIIRE (RWO)

apiVersion: vl
kind: Pod
metadata:
name: app-rwo
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeMounts:
- name: data
mountPath: /mnt/data
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san—-rwo

[RIARIZE (RWX)

B PVC 3EK

77



apiVersion: vl
kind: Pod
metadata:
name: app-raw-rwx
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeDevices:
- name: data
devicePath: /dev/xda
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-raw-rwx

EENERTA
3+F M Google Cloud NetApp Volumes BZERY SAN %
* Trident 7£ Flex Unified Zf#ith P EI2IZEE TS (LUN)o
* 7EAFRHAIE], Trident ¥ LUN BREFEIENT RBYENA,
* BT REFHE, Trident:
o ZFEiSCSI Bir
° &I LUN
° LB ST
* W18 volumeMode: Filesystem, Trident RIRBRERANIGEHEHTE,

* YR volumeMode: Block, Trident RIEZIGREFKEEZREL pod, TFEMIVIUIIER,

@ SAN SREREHDHXBEH S NDIA H—MREWZ I Ai5EE (ReadWriteMany 5
volumeMode: Block) , MARFIXERANNEEH K,

HE#ZICEGoogle Cloud NetAppE /it
EAEE Google Cloud NetApp Volumes/FitZ di. EFEEMRRHEUTER,

NFSERATIR &M

WMREREREAGoogle Cloud NetAppEHEMUEFR. NFEEZHIT—LEYIRECE A 881 E Google Cloud
NetAppEFBIEENFSE, EEIRE "FIEZE0"

7EEZE Google Cloud NetAppEGinZ Hi. BRREHE LT &ME:
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* BERE A Google Cloud NetApp#&ARSZHIGoogle CloudikF, i5£i% "Google Cloud NetApp#&",
* &8 Google CloudtkFHITBE RS, ESHE "HEDIE"

* BB NetAppBEERAEIIGoogle CloudiRSBMHF (roles/netapp.admin, SR "SHFHRIEERA
BIIPR"S

* ERIGCNVIKFP BIAPIZSAX . IBE I "CIEARSS ik 2 A"
* FiEt, BB EFELELAR

BXRIAIZE X Google Cloud NetAppE YA R RAVIFME R, 1SR "IKE X Google Cloud NetApp#&EHIifia]
PR

Google Cloud NetApp Volumes /A & iE AN 7~ 17l
T fi#Google Cloud NetAppERIGEIHACEIEMHERILE T H.

[ imEC B T

B RIHESTE— Google Cloud XIFFELES, BEHEMKIEGIES, 0] UEXEMEH,

S Description Default
vehRZs BT 1
storageDriverName FERoHZRR R T 1B

storageDriverName %4
MFETE H"gosle-Cloud
NetApp-volumes",

backendiame (AN IR A E R IREIZR S + " + AP
FSA—E5)

storagePools BFiEERTRIRENEEMRIALESE,

projectNumber Google Cloud tkFINE4%S. Itt{ER]TEGoogle Cloud
IR ETTE#E

(VA= TridentBlIZEGCNV#ERIGoogle Cloud(iI B, BIiEEX

B Kubnetes&E8#0Y. 7EHEIENSE location AIRATF
£%1~Google Cloud XA = _EitXIBI TIES Hio
BXETREST LRI,

apiKey BB AEKGoogle CloudiRS3 MK P BIAPIZ A
netapp.admin . B&¥E Google Cloud fRSZ KA &
FREAXMHE JSON BRIBIAE (FFEHE SR
BXH) o apikey WMEIELTFRAVRER:
‘types project id. client email. .
client idauth uri token uri
auth provider x509 cert url #l
‘client x509 cert urle

nfsMountOptions BRI EI NFS 2%, "nfsvers=3"
limitVolumeSize MFRIFKRBER/NEILE. MEEE KK, " (BUAER T RERHIE
1)

79


https://cloud.google.com/netapp-volumes
https://cloud.google.com/netapp-volumes
https://cloud.google.com/netapp-volumes
https://cloud.google.com/resource-manager/docs/creating-managing-projects#identifying_projects
https://cloud.google.com/resource-manager/docs/creating-managing-projects#identifying_projects
https://cloud.google.com/resource-manager/docs/creating-managing-projects#identifying_projects
https://cloud.google.com/resource-manager/docs/creating-managing-projects#identifying_projects
https://cloud.google.com/resource-manager/docs/creating-managing-projects#identifying_projects
https://cloud.google.com/resource-manager/docs/creating-managing-projects#identifying_projects
https://cloud.google.com/resource-manager/docs/creating-managing-projects#identifying_projects
https://cloud.google.com/resource-manager/docs/creating-managing-projects#identifying_projects
https://cloud.google.com/resource-manager/docs/creating-managing-projects#identifying_projects
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/iam#roles_and_permissions
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://cloud.google.com/netapp/volumes/docs/configure-and-use/storage-pools/overview
https://cloud.google.com/netapp/volumes/docs/configure-and-use/storage-pools/overview
https://cloud.google.com/netapp/volumes/docs/configure-and-use/storage-pools/overview
https://cloud.google.com/netapp/volumes/docs/configure-and-use/storage-pools/overview
https://cloud.google.com/netapp/volumes/docs/configure-and-use/storage-pools/overview
https://cloud.google.com/netapp/volumes/docs/configure-and-use/storage-pools/overview
https://cloud.google.com/netapp/volumes/docs/configure-and-use/storage-pools/overview
https://cloud.google.com/netapp/volumes/docs/configure-and-use/storage-pools/overview
https://cloud.google.com/netapp/volumes/docs/configure-and-use/storage-pools/overview
https://cloud.google.com/netapp/volumes/docs/configure-and-use/storage-pools/overview
https://cloud.google.com/netapp/volumes/docs/configure-and-use/storage-pools/overview
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin
https://cloud.google.com/netapp/volumes/docs/get-started/configure-access/workflow#before_you_begin

=K Description Default

sARSSZR 3! FiEMNREENRS %S, B/ flex. « standard
premium' 3 ‘extremeo

s ENVATEN—AER JSON HERIIRE

ML FAFGCNVEMGoogle CloudM4E,

H}

debugTraceFlags W PEHERRIN EEARERINS. H13,
{"api":false, "method":true}o FRAEMEIETE
ﬁﬁﬂlﬁﬁﬁﬂﬁ#?ﬁ%ﬁéﬂi B EEE, TUEDERLD)
BEo

nasType ACENFSESMBERIEE, EMEIE nfs, smb HA nfs
o BINERT. BgBENTZRNFSEIRENT,

supportedTopologies FRnlt/EHEZFHIKFMKIENTIR, BXRIFAER,
BEBA "EH CSI R, fildn:
supportedTopologies:
- topology.kubernetes.io/region: asia-
eastl
topology.kubernetes.io/zone: asia-eastl-
a

EECEEI

SR ATERITHIZAIANEECE defaults 290

S8 Description Default
exportRule MENSHIN, HAZIPv4itiat  "0.0.0.0/0

ERAEHES HIREYIR.
snapshotDir 18] .snapshot” B% FFFNFSv4. H"TRUE"; 3t

FNFSv3, J"false"

sSnapshot FiEZ NREBIMBREF DL "(1EZEIAEO)
unixPermissions MERUNIXRPR (4 \#EIERE). ™
THIERE

UTFRBERTRAZSHSHRRBNRAENESEE, XREXEHRNRE R E.

80



RIREE

XN REEREE. FRLEEN. Tridentz ZMEREUEZEIKE Google Cloud NetAppERIFIE
FiEt., HENBEREREBETEEFT— Mt BT nasType B&T. FELbE nfs NAZGNEE. BiEE
HANFSEEE,

HERINIFFIAERGoogle Cloud NetAppEH =X IRIFRY, HECEZEMANEE. BXfL. BRAURFE
NIEE BN ESRHTIMNIEESRE,
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
XsYgbgyxy4zg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret



SMBERYECE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "1234567839"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
XsYgbgyxy4zg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
servicelevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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REPVHECE

EREE A E— X HPREX SN EMM, EIthE— *ﬁ'q:'ﬁﬁTﬁEX storage » WREHZ M FEM
TRAENRS SRS MEHEEKubbernetes BB RNXLEARSZ RANBIFMEIE. NXLERITIRIEEE
B, BIVIIRERAFX oM, Flal. UL TRAIF performance « #r&EM servicelevel FRAFKX
7R,

SN, RIS E — L@ R TFRAEEPBRIRIAE. HEBER T EICHRIEGAE, EUTREIH.
snapshotReserve A exportRule FB{EFRAE VBB EIAES

ﬁ*ﬁém'fnlu\: lﬁ |ﬁ| "FE*L/{

apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£fc700c5df0ablec
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
XsYgbgyxy4zqg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westo6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
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auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard

servicelevel: standard

ERTFGKEN=&1%

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelLevel: Premium

storagePool: pool-premiuml
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XFRINCE

Trident®] LIRIBEXIZA ] BRI A TE HECE S, “supportedTopologies' b /SiREDE AR A T et
FNEHRNKIFEMSXTR, TSNS XEXNS SN KubnetesE 8T s _EArE PRIXIFF 5
XELA, XEXIFMHXERRAEEERPRENATFETIR. XN TEEEIRREES X XIHH
FEZE. Trident27E ERKIFHNIXIF P EIES, BXIFMEE, BB FH CSI S

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: asia-eastl
servicelLevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-Db

T—SRt4?

IZEREEX S, BITUTH<:

kubectl create -f <backend-file>

BIERSEMINEEER. BETUTHL:

kubectl get tridentbackendconfig
NAME BACKEND NAME BACKEND UUID

PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2fdl1£f£f9-b234-477e-88£fd-713913294f65
Bound Success

WMREIHREREW, NEHEEHINE, ErUERH<SIRARR kubectl get
tridentbackendconfig <backend-name> . WEBITUTHSEFEHAEUHRERRA:

tridentctl logs
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MEHEEREXHREG. G LBRERHBRIEITcreatefi <o

FHEREX

TEHREXLARGIHHEZ storageClass EXo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

FRFEMREENX parameter . selector :

fEM. parameter.selector ZRILIAEMERE StorageClass """ BTFHRESN. SREEEBTE
XENFH,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=extreme
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

BXREFMEENFAES, B0 CIEFES

SMBERIRAIEX
R nasTypes node—stage—secret—name\ﬂ] "node-stage-secret-namespace, el LIFgESMB

f#?ﬁ%ﬁﬁﬁ%ﬂ’%ctive Directory’ =38, E{EHEA/TINERIActive Directory i P /25319 8] B{ET S R
Ho
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RiAdr R = e ENEAREE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
SR T EEATRENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace:

BN ERAFENER

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

S{pvc.namespace}

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace:

S{pvc.namespace}
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@ nasType: smb XFFSMBERMAYHIELES. nasType: nfs 3 nasType: null NFSHIAYIHE
PR T

PVCE X1l

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

BIPVCEREHE. BEITUTH<:!

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

gecnv-nfs-pve Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb79%9a213 100Gi
RWX gcnv-—nfs-sc 1m

73 Google Cloud NetApp Volumes ECE B9 =

RTINBUNMEIER Trident 5 Google Cloud NetApp Volumes B2& Bih B, BoinEiE
1D Trident [FiBE#H0 PersistentVolumeClaim R r & B Ha#1TEC &,

pu

BEiDERVF Trident BB EE, BopFIEEISIENEEEZHIIBTER. XERTFMEMD, FRRERETME
IHIREIER ERE.

Trident (REERIENNABEIHEIRE, Trident 26.02 R ZFMEC/EE N

e

Epubsi=

B0 BRIEAERIERE BRI EIEMN LR ERER. HEBIRREL AEMN, HABIRE

Yo
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I EERRES
NERBRBERSNERRBMDE.
SEFLUATREE: * auto: RIFHRIENEABENIE * none: BABHNE

RENKER

RARBIEEBIERET SR EFH ZAGARFIFENRESHRER Y. REDEREIKEN "auto' B, Fi&E

FRIRENREL

RRERE

[iS=PElEs

AUEZ N EERNEEEDDE:

* FEHSEE ER T M EPEERFIE S,

* £56E @i PersistentVolumeClaim JERRMN AT RS,

Trident IRIBE ML ENE X BREBMECE.

FCE MR
HEZMEREPENX THEREIZERN, Trident M TSR

1. PersistentVolumeClaim ;&%
2. Trident [GiRECE
3. IFEMEIANE

ERSMARTE XL EEBEERELINE,
Trident 26.02 A7 3FHITHEE
Trident 26.02 3% Google Cloud NetApp Volumes BT BEhs EIhAE:
c EEEEERENERNZAEHDE
* 7£ Trident FIRECE P E X 5 B IREE
* £A PVC IREBEHERBMNENENLEIKE
* NERBD ENERRE LR
Trident 26.02 AT FFHITHAE
AL TRIE:
* QIEEREREDNTBIRE

* [/ Kubernetes B EXIM B EN D BHRE
* 1 Trident EENEEE TERZINVEBENIND BIRE
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[EIRECE S

IUTSE7E Trident RIRECEFE X BERIB#I 0 EITH:

BN Required Description
tieringPolicy £ P EHRE ((auto'FH “none)
tieringMinimumCoolingDays &=

HED ERIRVIEERIRE CERE: 2-183,
BIAE: 31)

{#F3 PersistentVolumeClaim TN ELEE
ZEFEER

PersistentVolumeClaim #it;F A1 FiEE B EB N BIRE,
rE

Description

trident.netapp.io/tieringPolicy EEENDEEE

trident.netapp.io/tieringMinimumCoolingD BHEIZENLENKEE
ays

Tf5: PersistentVolumeClaim TR BEIHEEBE

apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: auto-tiering-pvc
annotations:

trident.netapp.io/tieringPolicy: auto

trident.netapp.io/tieringMinimumCoolingDays: "45"
spec:
accessModes:
- ReadWriteOnce
storageClassName: google-cloud-netapp-volumes-auto-tiering
resources:
requests:
storage: 500Gi
1T RFBRH
BTN

* BN BIREIRIEEN # T EFN A,
* Trident EEREEGEASMEDBEE,
s UHBEEIRIGE N none B, 1S ENREVGH 2R,
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& PR

* HB NAS % (NFS 1 SMB) #ZiFBnhnE.

- B (ISCSI) REZIFEMH R,

* Google Cloud NetApp Volumes 174 701E Google Cloud /2B B E.
*EE

* tieringMinimumCoolingDays NBEXGEE: 2 F 183

* BIAME: 31
Bt E NetApp HCI 5 SolidFire Gl
T BRAN{AIE TridentRZ= A G A A Element/gim.

ElementIXspiZF 1345 2

Tridentigfft T “solidfire-san’ B F SEEHBIENFHEIRIIERF. ZIFMIHRIEREIE: ReadWriteOnce(RWO)
« ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

‘solidfire-san FMEIEIZEFZIF file Ml block HEN, WF "Filesystem®
EIREN. TridentRBBE—NEHBEBE—NIXHEFRES. XHRKLEHR StorageClass BT

IXchizRe i EIRN TRIFRIEL TN H RS
solidfire-san iSCSI R Rwo. ROX. rwx. TEXHZRS, RigR
RWOP ’Eo
solidfire-san iSCSI NHRS: Rwo. RWO1. xfs, ext3,
extd
FiaZ B

EelZElementiFinZAl. EFEBEHEUTEK,

* 1&1T Element MR ZIFEFHER ST

* NetApp HCI/SolidFire £EEfEIERIAF AP HER, sTETFEES,

* Fid Kubernetes TET mEN ZEIE LAY iISCSI TR, B8N "TIET R EEER
[5 U EC & £ I
BXERECE XD, B2 TR

=25 Description Default
veHﬁZlS |:|,\ jj 1
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2

=

storageDriverName

backendName

puir]
i J=)

sVIP

vy

HP B

InitiatorIFace

UseCHAP

1A
s

limitVolumeSize

debugTraceFlags

Description Default

FEIRTHFE R HY B FR A£279SolidFire SAN

BHE X B FE iR "iISCSI_"+7Zfi#(SolidFire) IP#it
fERA P EHEM SolidFire £EHY

MVIP

#fE (iSCSI) IP sthhtANiRO

ENATEN—AES JSON &R
BIIREE o

BEAER R (WNRAKIHE,
nelzE)

& iscsI mERFINFEENED  default

{EFCHAPXIISCSIH{TE 118 true
JE, TridentfEFACHAP,

EFERA/IAIRIA ID 5%
QoS 3B

MRBFBRPERNEILE, WEE " EOAER TREESLHE)
BRI

HPEHEBRIY EERBIAEINS. §
. {"api": false. "METHO"
: true}

BB A Tridentd iR EAID

H}

g4 1570{EMA debugTraceFlags , BRIEEIEEFHITHIEHIGH EEIFHAM B EEE,

51 BIEIRECE solidfire-san BB =MEXNIREIER

WRFIETRT —NamX Y, ZXEER CHAP BHISIEHERYEE QoS RIEN =MERELHITEE, A5,
SR ATRE=E A 10PsS storage class SEE X FEE U EREFR ST,
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version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

T2 EmATEEEECE solidfire-san EBEICHIIRCHIEFE
IR R T B R E YRR E X X4 LUK 5 | X LY StorageClasses,

B, Trident= R FEH ERREEHBIEREFMHELUN. AT HEER. FRERERALURITE RSN ENH
FAEE XITE

£ FEMRIRAEREXXHH. AFEEFEBIRE THERNRIAME. XEFMEBIRET type ESilver, [E
POBERHITEX storage #d. FURAIF. REFEHBZIKEECHRE, MELEFEHSES LEHIRE
HIERINMES

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260

TenantName: <tenant>

UseCHAP: true
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Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minTOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: "4"
zone: us-east-la
type: Gold
- labels:
performance: silver
cost: "3"
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: "2"
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: "1"

zone: us-east-1d
LA FStorageClassEENX5|IA 7T EIREIMAM, #H parameters.selector FEH. & StorageClass# =1 H
ARATRESNEMNL. SREEEEMHPEXENAE.

55—"StorageClass(solidfire-gold-four)FMRETEIE—TEMM, XEM——MRESEMERERM
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Volume Type QoS. Exfg—" StorageClass(solidfire-silver)=EHREMIIREIER 4 RERTFE
Mo TridentiREEFEM R, HBRBEEFEENR,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold; cost=4

fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=3
fsType: ext4

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze; cost=2

fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=1
fsType: ext4

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:



name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

fsType: ext4d

TRESER
. BRI

ONTAP SAN R&hiEF

ONTAP SANIRGHIZFF 1A

T f#S0{AfE R ONTAP #0 Cloud Volumes ONTAP SAN IRZHEFACE ONTAP G,

ONTAP SANIRGIIEFIFMER

TridentiZ 7 LA FSANTFHEIREHIZF R S ONTAPEEFHITIB(S, IFHIRRIENEIE: ReadWriteOnce
(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

IXohiERe Y HER VIS RIET SZRNXHRR
ontap-san BEFFC R Rwo. ROX. rwx. RWO TITXH#ZRS; FRREHE
BYiISCSI P
SCSI
ontap-san HTFFC XH 7RG Rwo. RWO1. xfs, ext3, extid
BYiISCSI
scsl RoxFlrwxTE X R A E1E
N FARAA,
ontap-san NVMe/TCP i Rwo. ROX. rwx. RWO XXHZ#%; [RIGHRISHE
=3
/ER
NVMe/TCP
NEMER
EI,
ontap-san NVMe/TCP XX &% Rwo. RWO1. xfs, ext3, ext4d
BENR RoxMIrwxEX F RABIE
NVMe/TCP XA A,
HNEMIR
EI,
ontap-san-economy. ISCSI R Rwo. ROX. rwx. RWO TITXH#ZRY; FRIRREHE
=)
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IXshiZF Y HIER S FEHIARIET SR HE RS
ontap-san-economy. iSCSI XH 7RG Rwo. RWO1. xfs, ext3, extid

RoxFIrwxIEX 4 RAEBIR
X TFARAH,

* {8 ... ontap-san-economy REHKAMEFEREITHTES TR, 2B RIE "SZiF
HIONTAPEBRH!",

* £ ... ontap-nas-economy REHKAMEFEREITHIHAS TN, ASERIE "
Hk FIONTAPERS" 1 ontap-san-economy oA ERIRENTEF

* 1570/ ontap-nas-economy FUMEHRERIP. KAEMEHBEIERT R,
* NetApp R EINTEFTE ONTAPIRTHIZFH EFEFlexVol Bafig K. {EONTAP SANERIN, fRRT5
ERE. TridentSZHEIRIRTAE FARR Y FRFlexVolE.
RFR

TridentiZ LAIONTAPESVMEIE R F 131517, BEEAEEAF vsadmin HsvMAR. HEMEMA "admin &
EHHRAENEMZFMEBR, XFamazon FSx for NetApp ONTAPESRE. TridentN{ERAEEIRAF
‘vsadmin ' BsVMAF LAONTAPE SVME IR R B1E1T. HEFEAEBGERACHNEMBIAF BT
‘fsxadmine It ‘fsxadmin' P ReEERMBRAEHEERAF,

WNREEA “limitAggregateUsage B8k, MIEBEEHETIESRNIR, FAmazon FSx for NetApp
&x ONTAPS Trident&E & fERRY.  limitAggregateUsage’ B3R iEHF "vsadmin'# “fsxadmin' A
P, MRIBELSE, RERERRK,

RIATTUEONTAPHEIE— N LU H = mIRshiEF AR Fai A e, BR1IAEINGXHEM. KZEHH
hRZsHY Trident A2 AEEEEENEM AP, MMIEALRTERBEES S HHE

NVMe/TCPHYEL 3+ E BN
TridentfE B A FIRoHAZF ZHFEZ K MR FEIRIER(NVMe) Y ontap-san:

« IPv6

* NVMeHRYIRERFN 7 pE

* FEENVMeH K\

* EANETridentIMEBEIERINVMeE . LUETridentn] LAEIRH & d5 FHA
* NVMeZ#1 %884

* ERHIFER XFK8sTI 5(24.06)

TridentfR 245

* NVMe R4 #5089 DH-HMAC-CHAP
* IR EMRGIFEF (Device maper. DM)ZE&E
s HITTIE
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ipEs NVMe 1XZ#FONTAP REST API, A3z#F ONTAPI (ZAPI),

% EFONTAP SANIRFNIZF B E /5 i
T fR{EFAONTAP SANIRGIFEFECE ONTAPG IR E R & 19 18117,

2K

XFFrE ONTAP [Gif, Trident B REIRK—MEREIELL SVM,

"ASARZ%"S5HEHMONTAPRS: (ASA. AFFHIFAS) EEMEERISEI EBFAARRE,. EASAT2
- p=d REH, FRAEETAXRMARRS, BSR" X MiIREXE, NBUFETEASAR REFERE
BRZ8 SVM,

BiEE, BEALUETEZ N RER, HelREREP— DM IRiZEFNFES, 510, S UEEER ontap-
san JREPFEFM san-dev FEHMEER ontap-san-economy-one B san-default 3,

FiEKubernetes TE T REBA ML RIEHMISCSIT R, EEN "E&TIFTR" THRIFAER.

FTONTAP/Gim#H1T B {381
Tridenti2 & T Wi ITONTAP/G i #1T B A I FAET

* Credential Based : EBFTENIRA ONTAP BFRHIREF AL, BINER admin 3 vsadmin FENX
HNLZeERAR, UHBERS ONTAP IRENRAFER .
* BEFEH: Tridenti® o] MEARHZENIEHSONTAPEERHTIERE, A, FBIHEXNNEESE IR
3, ZEAFNAEI(S CAEPH Base64 i5E (WRFEA) GV .

ERILEMME EiR. UWEEETEENGZNETEBNGEZEBE, BR. —RNF—FHEHRIES
o BYMEIEMB MG E. SHMEHECEFRRPRIRE 7%

v MREZHEREEEMER. NWEHSIBEERK. HET—FHEHR. BHEEXGPREHE
. T SMHBHIIET %o

[

BRETRENSHIIE

Trident&E ESVMSERE/EECENEERNEIES SESONTAPRRHTIEE. BIERINENTIEX B, W
admin & “vsadmino XFFFELHRSRREONTAPRAHIEMBRAIE. XERAA]ESAFFARK TridenthRZs
BfEARIINEEAPI, FILEIEZBEX ZRE2ERABHFHEAT Trident. EREBGXFH M.

[EiRE MR TR
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

IR, BREXEERUANSEAFENE—ME, SIERRE, BFRRA / B3R Base6s #H1T4HRIZH
Zf# 7 Kubernetes 31, CIEHEM IR —FETHERNT R, Alt, XB—IXHEERRNITHVIRE
, H Kubernetes S FfEEIE G IT,
BRETIEPNEHRIIE
MBI AENEIRA LUERIERHS ONTAP EimETiEE. BIREXFBEE=123,

* clientCertificate : ZFIRIFHAY Base64 mig{E,

* clientPrivateKey : XEXFAHRY Base64 4RAL{E,

* trustedCACertifate . Z{S1E CA iEHHY Base64 i3 {E, WMRFEHFES CA, MATIREILSE, WMRFFE
FAAI{s CA, MBI ZBRILISE,

HANTEREEUTI R,

p

1. £ EFHIEBER, £KHY, B2 AE (CommonName , CN) REANEENZMHILIERN ONTAP
RF.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. FEl{E CAIEHAINE ONTAP &8, ItiRArIseERFHEEERAMIE, WRKEHAEE CA, WA,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7Z ONTAP S8 L ZEZFIRIEBMNER (MTE 1 F18) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

e BITILERLE, ONTAP IR REINIER. fMEPE 1 h4 B k8senv.pem XHRRE, ARG
: I\ "END LIZER &R,

4. Haik ONTAP 2B RABIH cert BMNIWIESZ.

security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert
5. ERERMMIERNIE S HIIE, 3§ <SVM B2 LIF> 1 <SVM &R > B AEIE LIF IP 1 ONTAP &K,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. /A Base64 XEPH, AT RS CA IEBHITHE,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERAMN E—TREBNELIREIR.
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fosssssssssssscscssssssasososs====
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl
online | 0 |

fessmmmmeme== frememesessess==== R
f=mm==== fememema== +

E SIS A BRI E

IR

ANy

AILUEM A R U EREM S M IS ASie EEE. XRMASIEER:. FRAFRA / ZEpYEHA UL

EHAERIES; ERIEBNERIUERAETRP R/ BENER. Ak, SRFTRERIRE S IIEREH

AN EHREIES . RE. FREEMESHNENGIR jsonXXHH1T tridentctl backend update’,
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

RN, FHEEERAUIITE ONTAP EEMAFPNER, ARHTERER. RIER
& , AIAARRNEZMNMER. 25, BiREEHRUERFIESR, ARSI ONTAP SEF kR
IRIEF.

EERASTRNERIRENIAR, UASFNEZREINEEER. BREEMMINER T Tridenta] L
50ONTAPEIHBEFHAMER K EIR(E,

HTridentt)ZZEE X ONTAPHE

EAI LABIEPrivilegesERRHIONTAPEE A . XIEFMANFEHAONTAPEIR A A BETridentHHITIRIE, WNR
ETridentRiREEEFEERAF B, WTridentEERELIZENONTAPEE A ERNITIRE,

BXEIBTridentBEEX ABIIFAEE. 1BEW TridentBEX ABEMZE"S
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{EFHONTAPS < 1TRE
1. FRUTHStIEHRAR:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

2. ATridentBFEIEARZ:

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_name\> -comment "user description"

3. BABMHNIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
TEONTAPAZEEEFHITU T E:

1. IREEXAE:
a. BEEEHLICIEEEXAT, FiERFE Cluster > Settings*,
g)ETSVMQ&nUﬁULQEXﬁ@\ 151%1R*12%> Storage VM required svM>>EE>FHF A
b. %&#Z*F P A B AR ET KB (—)o
C. B IR R
d EXABRMN, SASHTE Save*s
2. ¥ A EMESE Trident user: +7E*Users and Roles*TE EHITIU TS E:
a. AP TEEZERMERTR+
b. EEFRENAFR, RABE MR I rouseriEFE—M A,
C. BEHE*RE",

ﬁ;&ﬁém'fn TN 1ﬁ L/{_FF-_'E
* "ATFEEONTAPHEEXAR"H"EXBEXHE"
* ERABMAR"

fEFAXE CHAP IE %

Tridentjl«(@ﬁﬁ*ﬂ ontap-san-economy  RENFEFAIWNECHAPKT i SCSIRIEHITHMPIIE " ontap-sano
XEEFEEHRENXHBAL useCHAP &I, IREN “true, Trident‘%ﬂ%SVME’\J%ﬁﬂFfﬂ*zr‘_it@ﬁ@ﬂ%ﬁ
WECHAP, Hi&EGIHXHHIAEF R ZH, NetApp BIVERXNE CHAP M EEHITE MBI, 1BES I
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TECERA:

version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

i ot useCHAP B Z— MRk, REEEE—R, ZVAERT, BELE R false , FHIEEN
=H true f5, TEBEIREN false o

R

BRY useCHAP=true Z9, FIHENEMHAEIE chapInitiatorSecret ,
chapTargetInitiatorSecret , chapTargetUsername #l chapUsername FE&, BiTIETT
tridentctl update BIEERH, A A BUX L Z A,

T1ERIE
MNRFIKE useCHAP Atrue. NEFEEEIRE R B R TridentiEFiEGIRACECHAP, HAAEE:

* £ SVM LigE CHAP :

° INRSVMBIERNIABBIiEF L2 X B Sinone FRAINE) M EHERBEABRILUN. N Trident= AR
2LRGEN caar. HMERECHAPBMZRF AN BinH R &M%,

° YNERSVMEELUN. NITrident AR 2TELLSVM_EEBCHAP, XiERIHRITSVM_EBFEEAILUNAYA R R
SR,

* BCE CHAP BaniZiFr AR BArAF A MEE; AAE/aiREcE TEEXEERN (M LEFRR) .

SliEEIRGE. Trident26IEMERNABY “tridentbackend CRDHIECHAPZZ RSN B - & 771i% IKubbernetes
B3, TridentfE Lt EiH AR PV, 5@ 12 CHAPSH T EE,

BRI H B e

Bl LUBI B #T backend. json XHHH CHAP SHREH CHAP 1. XHEEH CHAP Zi3HEMA
tridentctl update P RMIXLEEH,

o BAmInBICHAPERERY, AAER tridentct EH/GiH. 1571ERONTAPE 1T EHONTAP
=5 AGEEREMEHEERN LHNRE. BATident L AR X LB,

R
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
o Fom e
- o +
| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T
e —— e — e e ettt
t——— R +

MEERARZEEN; NRTridentfESVM EEFHEIE. XLEEREHREFREDENRES. MEERERENE

HURHE. DAERBHREARTENRS. MAHENE EIEIEI’J PV II%E'TESI ElEREMENERE.

ONTAP SANEC & &A1 51

T FRAAITE TridentR = BIEFEAONTAP SANIREHIERF . A TiRME T IS Gk ET
Zl|StorageClassesHY /g imbAc & R HIFIFMAE B

"ASARZAG"SHMONTAPRS (ASA. AFFFIFAS) EEFMEEMLI EBFAAE, XLET WS MELSE
R, MSERPTR, "EA TR ASA 2 R4 5HEHM ONTAP R4 BINES",

#x %F “ontap-san’ASA r2 R IFWRENIERF (3245 iISCSI. NVMe/TCP # FC #hi¥) o

ETridentFIHALER, THRIEEENRARASA 2, HITEE "ontap-san'{E/ “storageDriverName Tridenta]
BEhMASA r2 SREMONTAPR S, WNTFRAT, XEEKRIESHTERTASAR2 &Y,

109


https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html
https://docs.netapp.com/us-en/asa-r2/learn-more/hardware-comparison.html

[EiRECE TN

BXEIHECEED, 1BSI TR

BN Description Default

vehRZs YRR 1

storageDrive {FEIRSHTEFAIRZFR ontap-san 8 ‘ontap-san-

rName economy

backendName HENXZMHEFEGIH IRGhIZRE R FR+" "+ dataLIF

nfF A H EE G SVMEIELIFBYIPHELL, "10.0.0.1" "[2001: 1234: abc:
o fefe]”

A L3EE T2 REE S (FQDN).

YR Trident2EAIPVOITEZEEM . M LUEE RE
BIPveitiit, IPveiiItM B AIESENX, il
[28e8:d9fb:a825:b7bf:69a8:d02f:9%9e7b:355
570

BxTHMetroClusterIHIE R, S
W MetroCluster=filo

AR EERRIR "vsadmin"EE.
£:4 managementLIF MR svMBYELR
’ ; NREANIE adnin"EE. A
BEHIEE managementLIF,

dataLIF Y LIF 89 1P 3thdit, d0RTrident@ERIPVOIRERE HSVMIRE
. MBTLUSE AERIPveittiit, IPveiist MR A1E
SEX, BN
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
lo *FFETEISCSl, *TridentfEF"ONTAP 4 LUNBR
S AR ZERERTEFTERISCSI LUN, SN5RERH
EX. MEERES datalIF. *EB&MetroCluster, *
iF& MMetroCluster{flo

sVM E{H 389 Storage Virtual Machine WRIEET SVM managementLIF
, MPRE
*XFFMetroCluster& &, *IFE 0 MetroClusterinfilo

M cHAP fEFACHAPI$iISCSIFIONTAP SANREHIEF#HITEHH false
JE[fR/R{Ele FIREB true. LUETridentitEIX
MCHAPH & H AEFIRTLTESVMBIERIA S HIEIE,
BXIFAER. BEN EE{EFAONTAP SANIKEHZ
FEEEH" o A5#F FCP 5 NVMe/TCP,

chapInitiato CHAP BohiZF%EH. AR useCHAP=true , MKH
rSecret WHEET

R BEWATEN—HES JSON BIBIIRE
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2

=

chapTargetIn
itiatorSecre
t

chapUsername

chapTargetUs
ername

EFIRIES

clientPrivat
eKey

trustedCACer
tifate

BR#&

sSVM

sTFIERTZR

Ra

Description Default

CHAP BirBohiEFE ., WERA useCHAP=true ,
M S AZEIN

NEARFP &, MR A useCHAP=true , NMANEIR
B &, MR A useCHAP=true , NMANEIR

ER T Base6s HIBE. ATFETIBNSHE ™
ST

TP RN Base6s HE. BTRTIIHNEG ™
BIE

Z{EE CAEHH Base64 fiS{E, mlik. BFETFIE
PBHIF D IRIE,

SONTAPEREHEEFIRINAR®. BTFETRIENS
HI8E, B Active Directory SAIRIE, iES5 &

Fi Active Directory ZiEMR/GiH SVM JiETrident BV &
4"

SONTAPSEEHBEFIENER. ATETEIENSH
I3, B Active Directory BRIRIE, 1ESH "EH
Active Directory EHEMA/5Em SVM FEiETrident BY & {7

[e}

E{FEFPAY Storage Virtual Machine
, MRS

£ SVM FECEHMEERNEIZR, TAHEENR. B trident
EESH. ERECIR— G,

ERENRE (Af; NRGETRSE, NWHIARKHE
BE4A SVM) o XFTF “ontap-nas-flexgroup IREHFE
. MWWIRTUREHR 2R, tNRKRHE. W & AEREM
BB & FALEFlexGroup®,

ESVMHAEHEREESRF. ZREE
ETridentP EEhEHRH. HiEEH1T
SVM. MEEEH BN Tridenti=Hl23,
ETridentPEEE THERSUERES

#F . MRBEZBEEGBHBZLHSVM.
MERIBSVMEB ST, FImiEETrident
T PR, BRITBREENR
ASVMEMERE. HEBEIBMIFR.
LU fEim R S BE o

REHETE ASA 12 245,

WRIEET SVM managementLIF
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2

=

limitAggrega
teUsage

limitVolumeS
ize

lunsPerFlexv
ol

debugTraceFl
ags

useREST

sanType
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Description

REAEBILB DL, WEEXK. ZZD%U@%E’J

EAmazon FSx for NetApp ONTAP/S, iB70IEE

limitAggregateUsage. IEMHHIF] ‘vsadmin' FEE
fERATridenttt RER SER B RH T EHITIREIFIEN

‘fsxadmin 't R, FEISFE ASA 2 24,

MRBROBRNEIUE. WEERK. LI E=

PREIE ALUNEIZMERI AR/ LR,

B FlexVol BYEK LUN %4, @J7E 50 , 200 SEE

N

HIEHIR B AR S, flgl.  {"api":
false. "METHO": true}

PRIFIETEHITHERPRH TEIF 09 A TR,
MER.

{EFHONTAP REST API F975/RE%4,

‘useREST HIEEMN “true’,
TridentfEFONTAP REST API
5RimEE; HI®REAN false’,
Tridentf#f ONTAPI (

zAPI) ARSERHITEES. LIHEEEEONTA

P 9.11.1 NMEEMRA, LI+, FEA
ONTAPERABNINERILIA

‘ontapi WA, XEEITIE XY
‘vsadmin M ‘cluster-admin®
fath, MTrident 24.06 KRZSFONTAP
9.15.1 HESRAEFEA,

‘useREST 18BN true ZHIA; T
‘useREST & “false {ff ONTAPI
(zapI) AR

‘useREST T2 & NVMe/TCP FYEK,

EE 42 ONTAPI (ZAPI)

NRIETE, MISKIRE N “true iEHTASAr2 245,

FAFHiISCSI. nvme  NVMe/TCPEEF A EER

“fcp'SCSI (FC)IEHE “iscsio

NVMe {¥Z3#FONTAP REST API, A%

Default
" (BRINBER T ARG SLHE)

"(BRINBI TR HSL5E)
100

null

true X FONTAP 9.151H BSR4
] %:JH\U falseo

iscsi MR AT



=K Description Default

formatOption L

s ‘formatOptions AFIEEMTHNH LTS
. sENEHTRIE, BNAXES
£
7

‘mkfs o XiF. BAUREBEREFEINEE. 15
HRIEE Sk £ s op L IEIMAEMAINE iR, B
AEEIREHKRZ, 7ffl: "-E nobdiscard"

2 ¥ ontap-san'#l ‘ontap-san-economy' 8
iSCSI thiXIKmhER. *Lb5h, 7EfER iSCSI A
NVMe/TCP thi{BY, Z+FASAr2 &4, *

limitVolumeP 7ELUS-SAN-Economy/gimfEFAONTAPEIRIERME " (BRAINER FAREHISEHE)
00lSize AFlexVol X/,

denyNewVolum PRl “ontap-san-economy [GimBIiEHHIFlexVol& LI E
ePools BHLUN, X=FHEBRFlexVolldEFHHIPV.

B X fERformatOptionsAYFEIY

TridentZ2 IR A LA IR INIRIE M 12

* -E nodiscard (ext3, extd): FEZIXIE mkfs IEFR (RYEFRWESIEENHR/EELEEEEEREER
) o XERREFANEN-K", HEERAT ext3. extd XHRSF,

* K (xfs): REERNIT mkfs BIEIREFHR, ETIERTF xfs XHERS
f£F Active Directory E#EM/gin SVM &1k Trident BY 517
& B LABCE TridentLAfEF Active Directory (AD) E1EXT iR SVM #1THA I8, £ AD kP BILAAIR SVM Z
gi, SWIECE AD FITHISS &R S, SVM BYIFIRNIR. X FEM AD kP H#HITEMEIE, EXMelEEp
B, &% "TONTAPHEZE Active Directory 3% HI25i510)" T fRIF 1S,

S
1. AGiH SVM BREIH & R4 (DNS) IRE:

vserver services dns create -vserver <svm name> -dns-servers
<dns_server ipl>,<dns server ip2>

2. I=1T LTS 7E Active Directory £15 SVM RIZR B

vserver active-directory create -vserver DataSVM -account-name ADSERVER1
-domain demo.netapp.com

3. FEALLDSRIE AD AP S AREIEEEISK SVM
security login create -vserver <svm name> -user—-or-group-name

<ad user or group> -application <application> -authentication-method domain
-role vsadmin
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4. FETrident/GIRECEXHEF, 1% E username Ml password B9 54 AD B P 54H & #RF1ZRD,

AFEEENEIHECE LM
TR IR R EAREETUERIBIARCE defaults BEERD. BXTA, BEEUUTERERG,

spaceAllocat
ion

sTUETRE
sSnapshot &

gosPolicy

adaptiveQosP
olicy

sSnapshot i
=

splitOnClone

nzE

luksEncrypti
on

7 EREE

nameTemplate

SECETA

Description

LUN BY=S 8] 53 B

TERIFEER; "T"(#EE)H"E"(F). IREN none’
EFATF ASAr2 &4,

E(FARISnapshotHB, KEHN ‘none’ iEHTF ASA
r2 /?\é}tbo

ZRCIRMNEDEH QoS WA, EFEMFhEM /

[2%B9 qosPolicy 8 adaptiveQosPolicy Z—, QoS
KRB S Trident S SRR EEAONTAP 9™M8HES
hias, SR EAIERZQoSHRERAH. HARILRERA D
SINBATFE IS E. HZQoSHEEASIFIE LIEHR

HNSE S EIR,

Default

"true" WRIETE, NIKEA “true'id
T ASAr2 &%,

ll%ll

ll%ll

ENCENEDENWEIER QoS RIRAH, EFESME ™

fig / [5i%BY qosPolicy 3 adaptiveQosPolicy Z—
HNREBMENE B DL, FEH ASAr2 AFIEE.

BIETER, MERXRIFDETME

E#E L EFNetAppEIMZR(NVE); BRIAA falseo
E(EALEIET, HWNEER RS NVE BiFIHER
NVE . S1REFIRBHA TNAE. METridentFECER
FRIEEEBANAE, EXIFEMEER, FER

. "Tridentd0{fEl SNVEFINAEEZ & ER",

BRLUKSII®E, B2 "EALInuxR—E A%
& (LUKS)"

DERBEER T NEN ASA r2 RGHETE
AT eIEBEXERRIER,

TER—MEX T EIMERRA:
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yu%ﬂguous Jn\uygnon
snapshotPolicy /"none". &N

¥

false

O

“false” ANRIEE, MIKEN “true'i&
}EH:_F ASA r2 /%é)tbo

™GB R false iEHTF ASAr2 &
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

N FERIREIEFLENFIES ontap-san. Trident2AFlexVolFiINFIN10%MBE. UA
sy ZALUNTTEHE. LUN BEERAFE PVC RIEKREVEIIA/IEITEE, Trident=2R10%8=EIR
. NNEIFlexVolR(FEONTAPH B/ R AR AR, AFRMEERBFMERNAT AR E, tLESGETIR

IE LUN ZARIERE, FRIEEZAFBTATE, XAIEHTF ontap-san-economy.

XFEXMGH snapshotReserve, Tridenti W FEAIRITEBHIA/:

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 @Trident A4 LUN STTEIBRMESMNAIIEIFlexVol B910%. *1F snapshotReserve =5%, PVC iEK =5
GiB, M2&HK/NN 5.79 GiB, RIFHA/A 5.5 GiB, volume show S N B 5 IR FIZEMABILE

Aggregate State Size Available Used%

_pvc_89f1cl56_3801_4ded_979d_034d54c39514
online RW 18GB 5.08GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd
online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_951la_@Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

Ba1, AR NENNEESERMITENE—T%
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RIRECE A
UTFRAIERTRAZSHEHREAMANENESEE, XBEXEHRNRESETTE.

&1 IR IETENetApp ONTAP L fEFIAmazon FSx#l. NetAppEi & A TridentfsEDNSEFR. MR
’ Z1PHhE,

ONTAP SAN/RfI

XZ2EANEREE ontap-san RENFEFo

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

MetroCluster:= |

TR EETERE. MERETIRNYIEEFHERFREX "SVMERIFIME",

EFTREYIRAYIEL EERIEESYM managementLIF, HEBKXLE ‘svm'SE, Flil:

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password
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ONTAP SANZZ 415

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

E TR E D IIIERA

EREXRFRRERGIP clientCertificate, clientPrivateKey, M trustedCACertificate (W
REARSCA. MEE)VFIET backend. json D FXRBEFIFIER. TRARHATRSCAILES
Hbase64 w3 (E,

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulIGNsYXNz

117



XA CHAP I

XL RGER G iR useCHAP BN trueo
ONTAP SAN CHAPRfjl

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SANZZ £ CHAPI

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe/TCP= {5l

RATIEONTAP/S IR AISVMECBNVMe, XENVMe/TCPHIE A FitAE,

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

EFFCHSCSI (FCP)RAI

AN TIEONTAPR IR NSVMECEFC, XEFCHERGIHAE,

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true
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fEFAnameTemplatefY/SiHEZ & =15

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

formatOptions#YONTAP SANZR K IKEhiE 13l

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:

method: true

api: true
defaults:

formatOptions: -E nodiscard

RE A = i £51)

EXLERVEREXXHR. NEAEFEEASE THERIME. Hl0 spaceReserve . spaceAllocation
Hfalse. #l encryption Afalse, EINHMIEFMEELS HHITE N

Trident27E"Comments"FEEFISEREINE ., TEEER. FlexVol volume Trident & I _ERIFRABIFE S H
FEEEL. MMEEFR. A7 AERN. EEERA R UZINE IS ERHFASE X IR,

EXLERGIAR, BLEFEMESBITIRE spaceReserve, spaceAllocation, # encryption {B. MHLE
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MEEBEIINME.
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ONTAP SAN/fI
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm _iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "40000"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: "20000"
zone: us_east 1b

defaults:
spaceAllocation: "false"
encryption: "true"

qgosPolicy: premium
- labels:
protection: bronze
creditpoints: "5000"
zone: us_east Ic
defaults:
spaceAllocation: "true"

encryption: "false"
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ONTAP SANZZ 415

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"
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zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"

NVMe/TCP{l

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:
spaceAllocation: "false"

encryption: "false"

5 EmSTE| StorageClasses

AR StorageClassiE X P M [ EIRR o F parameters.selector FEEH. & StorageClass#f=
sHATATFRESHNEMM, SREEERIMHHAENXEZNHH,.

* o protection-gold StorageClassiFIRETEIFRRIE— N EAM ontap-san fGik. XEMW—IRHEEhER
PRI,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* . protection-not-gold StorageClassiEBRETEIFRIE ML= EIMAM ontap-san Fif. RAX
LE R HRVRIPR B A Zgolds

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysqgldb StorageClassFRETE|FYE =PI ontap-san-economy [Fif. X&/Amysqldb
KRN N REFREEEDEERE i,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* . protection-silver-creditpoints-20k StorageClassi&BRETE|FAYE —NEIMAM ontap-san I
I, XEM—IRHRRIPF120000ME A =AY,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* o creditpoints-5k StorageClassiFRTEIFRIE =D EM ontap-san FHIFiHNEEEIAM
ontap-san-economy [Glf. XEM——{EH=EI500089:t™ Mo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* o my-test-app-sc StorageClassi§MREIE| testArPP HBEIIA ontap-san IKEIFEF sanType:
nvme, XEM—HAM™ M testAppo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

TridentRREEEZM N EP. HHARBREFEEK,

ONTAP NAS IXpiEE

ONTAP NASIKohFEF LA

T f290{a{ER ONTAP #0 Cloud Volumes ONTAP NAS IRGHIZFECE ONTAP 5.
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ONTAP NASIRGIEFIFME R

Tridentf2f 7 LA FNASTEEIXIIZ K S ONTAPE B #ITIBIS, IFMIRIRENEHE: ReadWriteOnce
(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

XohizRr i HIEN ZFEFHIGRIET RN HRR

ontap-NAS NFS XH&RS%E  Rwo. ROX. rwx. RWO "™( nfs, smb
SMB P

ontap-nas-economy. NFS XH RS Rwo. ROX. rwx. RWO ™. nfs, smb
SMB P

ontap-nas-flexgroup NFS XHRG Rwo. ROX. rwx. RWO ", nfs, smb
SMB P

* {8/ ... ontap-san-economy REHKAMEFEREITHTHS TR, 5B RIE "SiF
HIONTAPERHE",

* £ ... ontap-nas-economy REHKAMEFEREITHIHAS TN, A2ERIE "
FIONTAPERS" 1 ontap-san-economy TR IREHIEF

o
* 1B70{EH ontap-nas-economy FNEIRFRIP. RMEME Ko ERNER,
* NetApp RERIVFEF ONTAPIRENTZ R R AFlexVol I Eh1E 1. {BONTAP SANFRS, ARATS
AR Trident>#E A RIETNE HABN Y RFlexVol&.,
FAFP R

TridentiZ LIONTAPZSVMEIE R Bz {T. BEFEAEEAF, vsadmin' i SVMARF. &R "admin' BB
HERAGHNEMBZFIMNERF,

3t FAmazon FSx for NetApp ONTAPERE. TridentiEREEFFAF vsadmin B svMA P LLONTAPT SVMEIE

REMIET. NEEREEHERACHNEMBRMIAFIZIT fsxadnin. Lt fsxadmin' AR REERRMERE
BHEERAR.

WNREA “limitAggregateUsage' B8, NMIEEEEEIESGNPE, FAmazon FSx for NetApp
&F ONTAP5S TridentE & fE AT, limitAggregateUsage B3 R&EATF “vsadmin'F1 “fsxadmin' A
P, MNRIETEUSE, BEREEERL.

BIARTLAIFEONTAPH G — AT LI = s R ehi2 R EABVRRGIE ERrIA &, ERNFERNXE M. KRS
hRZSHY Trident B EAFTEZEEM APl , MNTIEARZRSEEES S HiE.

FEFZEFONTAP NASIRTHIZFEC &[5k
THR{ERONTAP NASIRGIIZFECBEONTAPEIHME KR, 41D RIS HFHg.

M 25.10 hRZAFF4, NetApp TridentszF 'NetApp AFXTEERSE"s NetApp AFX IFE R4 5 HtHONTAPRSE
(ASA. AFFHIFAS) EFMEERSLIAR EEFRARE.

=p=d 0 F ‘ontap-nas’ AFX 45245 NFS hiXIREHER; A23F SMB il
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ETridentFIHAEET, EBLEFIBELENRTE AFX, HIEERE ontap-nas {E/ “storageDriverName' Tridentd]
Bt AFX R4
R

* X FFE ONTAP gis, Trident EREMR—IPREHDECL SVM.

* BRI LUBETTE N RER, HelREEREPR— I IRohiZFNFES, G0, B UEE—MEANESESE
ontap-nas JRENIZFMERABEZE ontap-nas-economy —%

* FiEKubernetes TIET R &N NMREGELAINFSTE, 55N "I BXFEHAEE:
* TridentXZ#FEEH FIWindows T &2 _Liz1THIPodiISMB#E, BXIFMAEE. 1EE N EEIESMBE

JTONTAP/Gim#1T B DI
Tridenti2 T AN ITONTAP G #H 1T B W IEAIET

s BETERE: MEXFENONTAPGIHAE BHHINR, BINFERASTEXREERABXENKSA. fia0
admin 3 vsadmin MRS ONTAP IRAMERARE 4.

s BEFIER: WEXFEEEHRTEIER. TridentTBESONTAPEEIHITIES. LA, BHREXMVNEEER
FimiE$H, ZEAMAI{E CA P Baseb4 miZE (WNREERA) (EBiY) o

TR UEFRRA R, WEEETEENGZNETIEBNAGEZEBE. BR. —RIZHF—MIHILIES
Ho BYMMEIEMBMIIETT A SN EHRECETRIFRINE 7575,

e  NREZEHFERRHEEDER. WEHeEBRK. HER—FHER. SHEEXHFRM
= T EMBNINIES .

[

BRETFEIENSHDIEIE

TridentEBEESVMIEE/EECEIN SR AN EIEAT fE SONTAPRImH T @G, BINERMENTIEXAE, W
admin 3 ‘vsadmino XIFRILUIBRERFONTAPIRABIERFRA M. XA EES A ERFK Tridenthr s
EERMIHEEAPI, AT RIEBEENXZ2ERABHIGER T Trident. BREINXEFM,

[EimRE X0 TR
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

Al Al

svm": "svm nfs",

"credentials": {

"name": "secret-backend-creds"

BAE, BREXEERUAXSERAFEENE—IE, QEEKE, AFPR / BEIEER Basebd H1THILH
Z&7 Kubernetes %50, I / EFEREE—FETHRERENTSE, EHit, XB—TXHAEBERNITAVIRE
, H Kubernetes S FfEEIE G TT,

BRETFIEPNEHIEIE

MM ENGEEHA LUERIERHS ONTAP EiRi#{TEE. BRREXEE=12%,
* clientCertificate : B iHIFHH Baseb4 fRi3{E,
* clientPrivateKey : XEXFAHRY Base64 4RAL{E,

* trustedCACertifate . Z{51E CA iEHHY Base64 i3 {E, WMRFEHAFES CA, MATIREILSE, WMRFEE
A= CA, MeJLLZBRILISE,

HANTEREEU TSR,

p

1. EREFHIEBMER, £KHY, 2 AE (CommonName , CN) REBAEENZMHILIERN ONTAP
R
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ]S CAIEHAINEI ONTAP &£58%, ItiRBrAIseEMFHERERNIE, MRKEREIE CA, WAL,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 12 ONTAP S8 L REXFIRIEBMNER (MTE 1 718 -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. HaIk ONTAP 2B RABHF cert BMNIWIEGZ.

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. FERAERHNERNNR S HIF, & <SVM B8 LIF> F1 <SVM Z#F > B SR LIF IP 1 ONTAP Z#F,
SRR LIF BUARSBSREZIKE N default-data-management o

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"

vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. f£F Base64 XIEH, HEAMAIE CAIEB#HITHRIG,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64

7. ERAMN E—TRENVELIRER.
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et ettt it
o +—— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e e it ittt et P
+————— - +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o f——————_ Rt et L P
o t———————— +

SERTB PG A IR

eI LIERIE Rin AR EMS R IIE R AN RREFRE, XRMANEEH: FRARS /I BHENERKAT L
SERAERILES; ERIEBNEHIUERAETRFR / BENER. Altt. SXRERIRE B HIEIESEH
RINFNBMIIES%. AE. FEREMGEMbackend jsonXX . ZXHEEBERITHFAESE tridentctl
update backendo

cat cert-backend-updated.json
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{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e ittt e ittt b o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R fremememessess==== fessmssee s se s o s s s e e
f======== fmmmmeme=s “F

RIEE, FEEESMIMTE ONTAP EEMRAFNENE, ARE#HITRHER. RHIIEH
&iE , AIUMARRNIZMER. Zfa, EREERUERMILETS, ARBUM ONTAP SRR
|HIEF

BiERAIPENEIRENIAR, BARSHMEZREINEGER, FinENAIIZRR Tridenta] X
SONTAPEImBEH L EARRN BRI,

ATridentBIZZEE X ONTAPAE

EE] AR PrivilegesiR{EHIONTAPERE AR, XIFMAHAERONTAPEIRR A BT TridentP 1 TiR1E, AR
HETrident/GIREEETESHFA. W TridentEERAEEIENONTAPE R A & RN TIZIE,

BXEUETridentBEX BEINFHAEE. BN TridentBENX BEERHZE"S
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{EFHONTAPS < 1TRE
1. FRUTHStIEHRAR:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. ATridentBFEIEARZ:

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BABMHNIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
TEONTAPAZEEEFHITU T E:
1. QB EXAE:
a. BEEEHLICIEEEXAT, FiERFE Cluster > Settings*,

g)ETSVMQ&nUﬁULQEXﬁ@\ 151%1R*12%> Storage VM required svM>>EE>FHF A
b. %&#Z*F P A B AR ET KB (—)o
C. B IR R
d EXABRMN, SASHTE Save*s
2. ¥ A EMESE Trident user: +7E*Users and Roles*TE EHITIU TS E:
a. AP TEEZERMERTR+
b. EEFRENAFR, RABE MR I rouseriEFE—M A,
C. BEHE*RE",

ﬁ;&ﬁém'fnlu\\ 1ﬁ L/{_FF-_IE

* "ATEEONTAPHEEXAB"H"EXBHEX AR
* ERABMAR"

EIE NFS SRS
TridentffE ANFST H RERITHIX HECE SRR,

FERSHERET. TridentiZ2 T 7K
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* TridentA] UBHSEESHREAS; FHRFENT. FHREERATMIEE — N RTIEZIP#IRCIDR
RIK, Trident=E A BEIFXEEERNNERT RIPHRINEISHREER, &, MRKIEECIDR.
MEZXRBET R LREIRFE 25 CE 2 REIPERIE RN E T H RS R,

* FEEER A UFHEIR S HREARMAN. FRIFEEEREE T HFHRBRM. SN TridentifER
FRAIAS HERER

S EESHERR

@S Trident. FILIEISEIEONTAP/RIRIVR L RES, Xi¥, FHREERMAUANIIETR IP I5E AL
8], MARFHEXZEIM. EAKELT FHREERE, BASHRBAIBREF o TIFMER. LN
XIEG B F R F SR IA R R (R EEEHES B IPUTFEEEERMN TR R, MMZHEHnNE
S EE,

FERSSHERRE. 157ER ML (Network Address Translation. NAT), {EFRINAT
ped Bt FEEHIRSFRRIRENATIIA, TMAREERMIPEN ML, Fitb, WRESHANFPIHAE
CLECI. M=IELHE,

Nl

WIAERM N EED, THE—MNaHENX R

version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

s fEFLLINEER . SO IHBRSVMARRIZE BB LrSIZMNS LR, HEAATTIRCIDRIR
! IS AN (FIINERIAS HRER), IGREENtApp R INAIRELE. KSYME R FTrident,

TR R LRRAI I Thae ) TERIESHITAIISER

* autoExportPolicy BN true. XTI Trident2ASVMEERLLEIREEENENELIE—SHER
B svml. FEAMIBRGIEMNEYHRIMFAMPER autoexportCIDRs, EFEEZET AZHI. WERFER
— N FHEE, RN HEENUERN LI ZEHITRARENIRE, FELAMITRGE. Trident= oIz
— 515 ECIDRIRFAE ST RIPHKEqtreeF BT H RS, XLEIPHEARIMEIFlexVol volumefEFHY
SFH R

° {540
* [FiHUUID 403b5326/8482-40db-96d0-d83fb3f4daec

* autoExportPolicy ¥IEEBN true
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* IFERIZE trident
= pvc UUID a79bcf5f-7b6d-4a40-9876- e2551f159¢c1c

* ZAsvm_pvc_a79bcf5f 7b6d_4a40_ 9876 _e2551f159c1chiqtree = 19 FBIFlexVolBlliE—
K. RB AW gtreet) B— NS H R
trident pvc a79bcf5f 7b6d 4a40 9876 e2551f159clc HETrident EEIEE
‘trident-403b5326-8482-40db96d0-d83fb3f4dacc — PN EAMNTE S H R
‘trident empty. FlexVolSHREEHIFINERqtree T HEEPEENERAMUESE. =FH
ERIS TG RN EE S EH.

* "autoExportCIDRs 8 & #ilItiRFIFR, LFERATEFEL, BAIAA "0.0.0.0/0, ": : /0", SIRKENX.
M Trident2 AR IN7EE A KR TIET m LI EIMFRE £ BB i,

TELERBIR. 192.168.0.0/24 1R T kLT E], XFRTEFLUSEE R AHABHRKUEN TR IPER
BDEUTIldeDtQULEIJTIHj%EgEPo YTridentFMHEITZMENT REY, BERRZT RN Ip#it, HiRER
REMUBR EHITIE " autoExportCIDRs. AfBY, EMIEIPZ/E, TridentF AELZFHEINTRNE
FﬁﬁuﬁIPﬁU@Ef-Hﬂ%Bﬁfmmuo

tliEfE, ERILAGIREHR autosExportPolicy M autosExportCIDR o @EJLUUEﬁJJ&EEE’JF*”‘MMD%
#J CIDR , el LURIFRINERY CIDR o fiBR CIDR BHIES &/, UBFRIIG EZEASMA. S0 el LUEEXS
Jﬁ;mﬁﬁ autosExportPolicy , HEIREIFoEIZNSHKE, XEEERFIKIALEFIRE exportPolicy &
ZXo

ETridentflZ B EIRGE. ErILMEASFENM tridentbackend CRDMEfGIR “tridentctl:

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""

chapTargetUsername:
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: extd

BFET mfE. Trident= 10 EFRA T HERBE LUMER S5 %7 = 3 AR, 83 MR ERIHEYS HEREE R MlPRLL
T IP, Trldent_JBEJJ:,:'E\ HEH. RIESETRH T REEEALIP,
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WFUBIFENGE. EHAEHGIE tridentctl update backend Al HfR TridentH s EIR S H R, XHFSIR

ERZERMNSHERR. HUGKRNUUIDMgtree B Rar R, Fin ENEEHHHEREHEEERNEY
BT H R,

&1 HFrEA B EES B RN ERERRHSEIZNS L RS, NMREHEIEGR, WEHED
! PG, AT R,

MREHFH 7 AT 2RIPHIE. MARELT = EEFHFEhTrident Pods A5, TridentiE EFEEENEIRY
SR, URBULLIPEL,

HEEEESMBE

QEHEES. KA LIERERESMBE ontap-nas e,

TSR IESVM L [EIBYERENFSFISMB/CCIFSTHY. A BEFIONTAPAEBEEEEIEE "ontap-nas-
economy SMB%, NRKEEREBHEPE—MY. NALERE SMBERIER KK,

g

#&F  autoExportPolicy' SMBE R ¥,

a2z Al
EECESMBE Z . EHIURE AT &M

* —/Kubernetes®E&f. HEFREE—MLinuxiThlgs T m AR ZE /D —MET1TWindows Server 202289Windows T
B S, TridentX 3235 E FIWindows T & _HiE{THIPodHISMBE,

* E/b—1E&Active Directory £IERI TridentZ £, £ %A smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* EEE AWindowsAREZMICSIIE, B2E csi-proxy. BN "GitHub: CSIYIE" g "GitHub: &M
FWindowsHICSHLIE" i&HF1EWindows_EinfTHIKubernetes ¥ &0
g
1. S FHEBONTAP. BRILUEIRGIESMBHE. HAILUEE TridentHiERIE— P HE

7N=Fo

#&x Amazon FSx for ONTAPEESMBHE,

e LMER L TRF A X —RIESMBEIEHRE "Microsoft EIRITH| 8" HEX ML EIR B TTHEAONTAP
TR E. EFHAONTAP m<1TRELESMBHE. BHITUTIRIE:

a. MARE, AHELIRERRIZEM.

o Vvserver cifs share create ﬁ%%&ﬁﬂ@?t?ﬁﬂfﬁlffﬁé‘-pathiiﬁqﬂ#éﬁﬂ’\]ﬁ%@o WNRISTE R
BAREFE, WapHRK.

b. 8 S5EESVMXEXHISMBHE:
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vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. MFEREREEE:

vserver cifs share show -share-name share name

#&iE BEN eI SMB HE" THREEFAER.

2. S| EmE. HIAECE UL TRBLUIEESMBE, BXIEHTONTAP GiRFAIEFSXECEIET. 1BEEN EH
FONTAP BIFSXBL & =A< 51"

S Description T A5

smbShare O IEE LT &I —: {EH8MicrosoftEIEIT4lI4S smb-share
FONTAPHLTRMEEIENSMBHEZRIZ TR, ft
FTridentBlESMBEEMZFR; &, BILKES
BT IERE#H I TERAEZIRR, TR
EZBONTAP. IESEEAER, IS E 3T FAmazon
FSx for ONTAP/Sim AAWNEI. FAEEANZT

nasType AR E N smb IR AT MEIAA "nfso smb
securityStyle HENLZE2IE. MNIISE N ntfs 5 mixed ntfs B mixed Xt
FSMB#5, FSMB&
unixPermissions HENER, XWFSMBE. HMIMET, "
BEZ%£ SMB

M 25.06 hRZsFF 88, NetApp Trident SZRHMERALU T A REIED SMB L LECE "ontap-nas’# ‘ontap-nas-
economy' 5. BAZXE SMB &, Er]LUERAIRIEHIFIZR (ACL) /9 Active Directory (AD) R M P41
H3 SMB HERZ TSR],
BERENES
* %\ ‘ontap-nas-economy Rz,
* NZFFREE “ontap-nas-economy’ &,
* MRBAT L2 SMB, Trident ¥ Z2B&/SIRIEEIM SMB £=,
* BT PVC AR, FREEIRNGEIHFEAFEM SMB H= ACL,
* 5Efg PVC JERHIEER SMB H= ACL H5 TR PVC HBY ACL,
* BEAR% SMB B, BEHFRIEEERNAD AR . ERAFP AR ACL,
* MREERFR. FELEMN PVC hAR— AD AFRERRNR, MARRLEEF: PVC. FiEK. /5

o

* Z% SMB X#F ‘ontap-nas HHEES N, FEATIEHEEES
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p

1. £ TridentBackendConfig 8% adAdminUser, S0 FRFGIFAT:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap

namespace: trident

spec:

version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svmO
useREST: true
defaults:

adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

2. FETFMESEPININERR

A0 trident.netapp.io/smbShareAdUser FREIEFMESE, UBHALXRE suB MASKMK. HEEE
EWAFE “trident.netapp.io/smbShareAdUser WiZ5 “smbcreds #%E, EAILLEEUTZ

"smbShareAdUserPermission ! full control,

full controlo

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:

name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission:

trident.netapp.io/smbShareAdUser:

parameters:

backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name:
csi.storage.k8s.io/node-stage-secret—-namespace:
trident.netapp.io/nasType: smb

provisioner: csi.trident.netapp.io

reclaimPolicy: Delete

volumeBindingMode: Immediate

1. 8 PVC,

HE read . FIAMNFRRE

tridentADuser

smbcreds
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AT RBIgIE PVC:

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NASER & &A1 51

T fRANMEI7E TridentZ 22 RO FEEFAONTAP NASIRGHTER, TR T8 /S uRmRET
Zl|StorageClassestY g imbt & A1 1415 Bo

M 25.10 iRZ<FF44, NetApp TridentSzi " NetApp AFX TZiE R 4" NetApp AFX TZiER LS H it TFONTAPH
£ (ASA. AFFAIFAS) 1EfFfERMSIAR LAFREL

#F F “ontap-nas’NetApp AFX &4 #F NFS X IREHTERE ; A2#F SMB ¥,

ETridentBIRECE S, TEIEELMNRSENetApp AFX IFERSE, HIFIERR “ontap-nas' 1ER
“storageDriverName Trident= Bafteill AFX EE RS, WTRIR, FEGFHIEESHTERAT AFX FiER

4o
[EiREC & T
BXRIHECEED, S TR:

B8 Description Default
vehR 2 YR 1
storageDrive TRBIREIFEFRIZFR ontap-nas ontap-nas-
rName economy B ‘ontap-nas-
. {UEAFNetApp AFX &% ‘ontap-nas’  flexgroup
B @,
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2

=

backendName

nfE B H

datalLlIF

sVM

autosExportP
olicy

autosExportC
IDR

PR
EPIHIEP
clientPrivat
eKey

trustedCACer
tifate

BFR#&

Default

IRGhFZFF B FR+" "+ dataLIF

"10.0.0.1", "[2001: 1234: abc:
D fefe]"

Description
B X B MREFiEfa i

SR SVMEELIFAIPHINE AT IS E ST 2 PR E I
#A(FQDN), R Trident2{ERIPVoFEREER. MA]
LS E RERIPveiiit, IPvetHtSAEAIESEN,
e
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
lo BXT#MetroClusterHIE R, B
MetroCluster=filo

MY LIF B9 P Hblit, NetAppZRiXIERE dataLIF. §1 F5EMIMNIEIRE BSVM (1R kK3
RERIBMUSE. MTridentE MSVMIZBEXEUELIF, & &) (REIY)

B LIS E B TNFSEHIRENTERERA

(FQDN). LUEBIZEICIIDNSKIEZ NdataLIF Z [a)# 1T

TS, TJUEVRIRESENR. F2H . W

RTrident2{ERIPVOITERER. MR LUKE AR

HIPveitit, IPveUERTARSIESENX, Fla0
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555

1o *#&B&MetroCluster. *i5Z lMetroCluster=filo

E(F A/ Storage Virtual Machine WMRIEFE T SVM managementLIF

> MR
*XfFMetroClusterg g, *IFE I MetroClusterfilo
BBt EH S LRI [MR/RE]l £H false
“autoExportPolicy’ #1 “autoExportCIDRs i#%EIll. Trident
A B EESH R,
BT iHiZEKubeNetTs = IPBYCIDRYIZR (B BBY). ['0.0.0.0/0« ": : : /O"T

“autoExportPolicy 888 "autoExportPolicy #l
“autoExportCIDRs &I, Tridents] LIEEHEIESHER
=

EVATFEN—AER JSON HEHXIIIRE
EFIRIEPH Base64 HisE. ATFEFIEPNSMHE ™

iE

EPinE AR Base64 RiDE, ATFETFIEHNG ™
E03E

R{EME CAIEHH Base64 fwiS{E, mlik. AFEFIE
PR SHINIE

BT EZDER/SVM AR Z. BTFEFERNGH
I83IF, B> Active Directory B{HI0IE, 15EH "FH
Active Directory EiEMGiH SVM FiFTrident BV S 15

o

EERIER/SVM WERS, BTETERENS I,
B X Active Directory S{232IE, 1S "EH Active
Directory ZiEME/5i% SVM iETrident B9 S5,
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=K Description Default
sTREFISR £ SVM FECEFHENERNEIR. REGTEEH  "ZREX"

NREFANONTAPRBEE241MHES
& FFHstoragePrefix. Mgtrees TR
ANE#ERIR. B2ERESETP,

B EREENRE (A%, MRGETERS, WHIKHE
2 EgsA SVM ) o ¥F “ontap-nas-flexgroup IRGHFE
. LIRS Z2RE, SNRKSES. W BT LAERERE
B AR A RACEFlexGroupt,

ASVMHEMRERE. ZBER
ETridentP BEhEHR. HEEH1E
SVM. MEEEFH BN TridentiTHlgs,
ETridentFEEE TIHERSUERES

#3F fE. NRFEZBEEHRZHZLHSVM.
MEHIFSVME S, [FimiEETrident
T PR, BRITEREENR
ASVMEMRE. HEIGE IR,
LUE S w1 S B o

BINIEERT AFX FE RS,

limitAggrega MNRFEAFREIILESEL, WEEXK. FEH " (BUANER TR HISEHE)
teUsage FAmazon FSx for ONTAP, 5718 BT AFX 7Z1%

FlexgroupGroup EEEMREFIR(ANE, MREKE. WHTKFEHES ™
GroupRegateList Fgé5SVM), S ECLASVMIVFRE R &9 FEL
EFlexGroup®t., 21 ONTAP—NAS—FlexGroup
— StorageRaHiZF o

ESVMAREHRETIRG. LFIRE
ETridenthF BohEH. HEERIE
SVM. MEEEHRBNTridentiTHl25.
ETridentPEEERERGVIRURES

#iF B, NRREFIREGRIHBHSVM,
MEFHIFSVMEB A, [EimIETETrident
P RRERT. EHBITERETIRE
HASVM MR ETIR., EEEHEZ
fIBR. LA SRR S BX AL

limitVolumes IMMRIFKPER/NATILE, WEEKK. "(BRIAB R AR HISL )

lze
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2

=

debugTraceFl
ags

nasType

nfsMountOpti
ons

gtreesPerfFle
xvol

smbShare

useREST

limitVolumeP
oolSize

denyNewVolum
ePools

adAdminUser

Description Default

HPEHIRN BEERIER NS, Flg0. {"api": =
false. "METHO": true}

15701ER debugTraceFlags BRIEEIEIEFHITHRIEHE
PRHFBEIFHRH SR,

B2E NFS g SMB &8I, #EA nfs, 'smb'3 nfs
=B, KEN null WEKIAER NFS &, tIEREE, W
WBAIGE N nfs'iEBTF AFX FiE RS

NFSEHIEIANE S fRYI&R. BEREFMEET
JIKubnetes- K A1 BIEEEHED. BIUIREFMHESR
FRRIEEHESIEI. N Tridenti [E1R 2IE R FME SR
BN EERERAT, MRTEFMERNEEXH
FRRIEEEHIAT. WTridentFSERBKAIKA LS
EIRE AR

8 FlexVol BIE K qtree ¥k, @A77 50 , 300 SgEE "200"
A

o] LB TIEINZ —: FHMicrosoftEI8i5H|4S  smb-share
FHONTAPH L 1TREOIENSMBEEZEMRZFR; 2
HTridentBlZESMBHEZEMZFR; HE. ERILUESE

B e E#HITERERIAN, TR

ONTAP. ItEEZ %M, tEE3tFAmazon FSx

for ONTAP/Sim AAETL. REENZ,

{EFAONTAP REST APl B9#5/RE%#., 'useRESTI&E true X FONTAP 9.1515E=HRA
5 “true TridentEFEONTAP REST AP| 5/5iHE(E; , BN falseo
L& E A “false TridentfEF ONTAPI (ZAPl) AR5 G

@S, HEINEEEZEONTAP 9.11.1 KEShRAS, Lhsh

, FIEANONTAPERABUNAT AR R,

“ontapi' N, FIENXTUHAE 7 X—Ro vsadmin
‘cluster-admin' A, MTrident 24.06 KxZ<FIONTAP

9.15.1 ESIRAFFIE, 'useRESTIZEN “true’ FRiA

; B "useREST %! ‘false /8 ONTAPI (ZAPI) i

o WMRIEE, WIBLIREN true & T AFX =&

%é Lo

fEqtree-NAS ONTAPE B Gk fEAqtreesBYaliER ™  (BRINE R T A5&HISEHE)
HIERAFlexVol K/,

PR ontap-nas-economy’ [5if Bl HTEYFlexVolE LA E
BHqtrees, NEEABHEBIFlexVolELEHRHIPV.

HE SMB HEZ 240X BRAY Active Directory EIE
SRAFZAFA. FRLSHAN SMB HEREAR
SEEEHINHNEERNR,

B FERES A &L
TR IR R EAREETUERIBIARE defaults BEEEED. BXTA, BEUUTERERG,
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2

=

spaceAllocat
ion

sTUETRE

sSnapshot =®

gosPolicy

adaptiveQosP
olicy

sSnapshot T
=4

splitOnClone

e

D EREE

unixPermissi
ons

snapshotDir

exportPolicy

securityStyl
e

nameTemplate

Description Default

gtreesf9= (8] 2 AL "IEFR"

TEMERERN; "T"(FE)H"E"(F) "I

E(FFARY Snapshot KL "I

EHBIENE DA QoS HKE&H, EFSNEEM /

5189 qosPolicy B¢ adaptiveQosPolicy Z—

ERNCENEDEIEIEN QoS KA, EFsIME

figt / I5imEY qosPolicy X adaptiveQosPolicy Z—

A% ontap-nas-economy.

NIRBIFIENEB 7L &R A"0". MHg"o"
snapshotPolicy &"none". &N
yglm

IR, MERXERIRD ZmE false

T B EANetApp BB (NVE); ZRIAN false, false

E(EALEIET, HNEER EIRTE NVE BNiFIHER
NVE . WMNREFIHEATNAE. NETridentHECERY
FRIEEEBANAE, EXIFMEER, FESH

. "Tridentd0fEl SNVEFINAEEZ & ER",

fER"T"RE R

MERIRT "TTT'RINFSE; =(FER)R

TSMB%&

FFNFSv4. A"TRUE"; Xf
FNFSv3. A"false"

EHIFTEYIAIR] . snapshot BF

EFAN S H R default
MENZLEN, NFSE#F nixed M unix BEHIR NFSZRIAEN unixe SMBERIAMER
o SMBXEZFF mixed M ntfs LLiER, ntfso

BT eIZBEXERMRIRR,

EQoSERRLE S TridentE SEFAEE(FHAONTAP 9™ EE AN, B FHAIEHZQoSHERK

#&iE
LR,

SECET

B, HHRIERBADININATFEIEIE. HZQoSKBAZWAE LIENHMNEEHESE

TER—TMEX T EIMERRA:
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:

k8scluster: devl

backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:

api: false

method: true
defaults:

spaceReserve: volume

gosPolicy: premium

exportPolicy: myk8scluster

snapshotPolicy: default

snapshotReserve: "10"

7T ontap-nas #M ‘ontap-nas-flexgroups TridentIMEFEBEMBITESZE, UHRFlexvol RS
5 snapshotReserve B pvc IEMILEL, HAFIEXR pvc B, Trident=ERAMBITESESIE
BEEEZTEMNRIRFlexvol o WITEBERRAFTE pvc PREHBERHVAESTE, MARLFHIEKRHNT
8o £ v21.07 ZHi, HAFIBR pve (90 5 ciB) BY, WIRMREBIME TR 50, MIREEKE 2.5
GiB WAIERE), XERNBAFIBEKRHNEENE, snapshotReserve HEFHESS L. ETrident
21.07 B, BRIARBNEAETIE, MTridentE®X TIZZTiE, snapshotReserve FHEXRTANLEMAE
B DL, XFRERATF ontap-nas-economy. ESRLLTRE T EETERIE:

HEGENT:

Total volume size = <PVC requested size> / (1 - (<snapshotReserve

percentage> / 100))

FHFIREBFNEE = 50% B PVC iEXK = 5 GiB WIER, S&HA/NA 5/.5=10 GiB, sIAA/INA 5GiB, XIEERAF
7E PVC ERAIERBIAN. “volume show FiS N BR-SIE R EIZMBIE R |
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Vserver Volume qurpgatp

_pvc_89f1cl56 3831 4ded4 9f9d_©834d54c395f74
online RwW 18GB

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB

2 entries were displayed.

FKTridentty, LRIREMMEGEHER ERSFRNERES. HTFHEFCENSE, ERNZEEERNAENRE
B, #i, — 2 GiB B PVC £2% “snapshotReserve=50"Z Bl R B EIRM T 1 GIB e B a], a0
, BEAXNAERN 3 GiB, £ 6 GiB & _ AN BIEFIRM 3 GiB BRI Fa),

RIRECE A
UTRAIERTRAZSHEHRBENBRANENESELE, XBEXEHRNREETT .

& WNRTEFR A Trident B NetApp ONTAP £ Amazon FSx , EiX9 LIF 8% DNS &, A
’ 2 IP it

ONTAP NASZZF R

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroupRfjl

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster; 3|

1R

150

EHR TR BFERAIEESVM managementLIF H & dataLIF # svm parametersffla0:

AL ERHITERE. L RETIRMYIEEFohEREREX "SVMEFIFTE

version: 1
storageDriverName:
managementLIF: 192.
username: vsadmin

password: password

SMB#& Rl

version: 1
backendName: Exampl
storageDriverName:
managementLIF: 10.0
nasType: smb
securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

ontap—-nas
168.1.66

eBackend

ontap-nas

.0.1

n
o
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E TR SIS

XE— " REEHIEE R, clientCertificate, clientPrivateKey, #I
trustedCACertificate (MRFEABECA. MANHEFIET backend. json MAHIRAEFIHIER.
T RZRAF S CAIEERIbase644mi3{E,

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BE)S SRR G

LRBINBI AR TridentfE ASIA T H R B EMEESH RIS, XX FH ontap-nas-
flexgroup WEhiZF MMM “ontap-nas-economye

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password

nfsMountOptions: nfsvers=4
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IPv6iER

WRBEIZERT managementLIF {EMAIPveitt,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: " [5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipvé6
svm: nas_1ipv6 svm
username: vsadmin

password: password

Amazon FSx for ONTAP{EFISMB% {3l

o smbShare EFSMB&EHRIFSx for ONTAPEE S,

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix
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fEFAnameTemplatefY/SiHEZ & =15

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

REH ISR 51

ZETEHETHRFIRHREXXHH. NFABEFENSE TIRERIAME. B30 spacerReserve .
spaceAllocation Hfalse. # encryption Hfalse, REINMEFEMEIED FFHITE N

Trident=27E"Comments"FEEHIRBRLERE, JERETEFlexVol forg{FlexGroup ontap-nas-flexgroup fork
I®E ontap-nas. FCER. Trident=FEMNM LN BEREEHIEIEFES. N T HERI. FHEEERTLUIR
NSRS EIMHFAETE X IR,

EXLERGIRR, BLLEFFEMESBITIZRE spaceReserve, spaceAllocation, # encryption {B. ML
MEBEIINME
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ONTAP NASfl

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"



ONTAP NAS FlexGroup:Rfjl

version: 1

storageDriverName: ontap-nas-flexgroup

managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:

spaceReserve: none

encryption: "false"
labels:

store: flexgroup store

k8scluster: prod-cluster-1

region: us east 1
storage:
- labels:
protection: gold

creditpoints: "50000"

zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"

zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"

zone: us_east Ic
defaults:
spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"

zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"
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ONTAP NASZZF MR

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

55T E] StorageClasses

LU FStorageClassE XiE& W [t EiH R0, A parameters.selector FE&H. & StorageClass#l
KEHTATRESHNENL, EREEERNHAEXE DA,

* o protection-gold StorageClassiFMRFEIPRIE—NFIE Z PN EIMAH ontap-nas-flexgroup fg
i, XM B —IRMHBRERIPAIA,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* . protection-not-gold StorageClassMEtEIFRHYE = NFIFEMEMEA ontap-nas-flexgroup
[Gif. XLt B —IRHEETRIAIMRIPEIIRIM,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysgldb StorageClassiFBRETEIFRIEIIPNEAM ontap-nas [Fife XEImysqldbIEEEI L7
EFRHEE NI E R —t,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* o, protection-silver-creditpoints-20k StorageClassi&RgtE|FAYE =B ontap-nas-

flexgroup [Gif. XEM—IRMHREERIFF20000™ME AR,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* o creditpoints-5k StorageClassiFRTEIPRIE =P EAM ontap-nas FHIFIHME Z N EIAA
ontap-nas-economy [Gif. XEM——{EH=E/I500089:t™~ Mo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:

selector: "creditpoints=5000"

fsType: "ext4d"

TridentBREEFW N EIA. HBFRFBEEHEER,
B datalLIF YIRECE S

TR ATEREC B[R ErRdatalIF. HARIBITTUTa<. NFHEIHISONX fHEHE SR dataLIF,

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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e MR —PKZ N PodiEiE TPVC. MR FIEHENPod. REBREEENBDN. LUER
: MdataLIF£54,

24 SMB Rl

£/ ontap-nas RahiEFHIEimACE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

£/ ontap-nas-economy G FHSIHECE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

BEEFEENEREE
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

*F3 ontap-nas JXzhizF I TFEE R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

&1 HfRAIN "annotations’ BARE SMB. {IRZHEIR, ¥ SMB MEELIE, LiLEMHK
’ PVC FIRE 7t ABCE,
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% F ontap-nas-economy IXGNFEFERITEESE R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

BEE&E AD HF 8 PVC Rl

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

BB %A AD R PVC iffl
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

iEFF NetApp ONTAP #Y Amazon FSX

$%Trident5Amazon FSx for NetApp ONTAPZ &£

"EFT NetApp ONTAP B Amazon FSX" @—MReEEMNAWSIRS. BIERFP Bl
iZ1THNetApp ONTAP FEIRERFIREST NN H RS, GBNERETFONTAP BYFSx.

1Ea] UF) RIS SEHINetAppIhAE. HEEFIBIETHAE. FEIRFIBEAWS L ZMEEURME @
M. REM. ZLMEMeT B4, FSX for ONTAP 23 FONTAP X R A INEEFIEIEAPI,

&/ LU Amazon FSx for NetApp ONTAPX 4 &G 5 Tridenti# 178 LUHAIRTEAmMazon Elic Kubelnetes
Service (EKS)HiE{THIKubelnetesE & 7] LU B ONTAP L FHRFN XXk A M &

XHRYE Amazon FSX AV EEZR, FHMTFREPEER ONTAP 85, T SVM H, ERILIgIE— K
ZNE, XEEBREXHNXHREEEXGRATHIIESSS. BBIAmazon FSx for NetApp ONTAP. §1E
THRENIEEXHRGIRM, HHXEFRAEEFA * NetApp ONTAP *,

1Bid & Trident5Amazon FSx for NetApp ONTAPE SR &1 LUffRTEAmazon Elic Kubelnetes Service
(EKS)Hiz1THIKuUbelnetes 5 8% B LA AL & ONTAPZ HFRVIRFI Xk A 14 o
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R
B&T "TridentZE3K", EJEFSx for ONTAPS Trident(Efy,, EIAEE:

* BRI kubectl BIIHE Amazon EKS 845, B EIE Kubernetes &2,

s AT MEEM T ET =iA1a A E Amazon FSx for NetApp ONTAPX {4 £ 4:#1Storage Virtual Machine
(SVM)o

* WEBILENIET R "NFSEISCSI",

st HatRIZERAmazon LinuxF1UbuntuFr FRAY TS & & B 1Ti&1F "Amazon Machine BRIZ"  (
’ AMIS ) , BIKEURTIEHT EKS AMI 368,

AREM

* SMB%:
° SMB# % #F# M ontap-nas XPRIXGHIZF
° Trident EKSINE A #FSMB%,
° Trident{X 3z H FIWindows T s _EiE1THIPodfISMBE, AXIFMEE. BB "ESHESVBE" o

* T£Trident 24.02Z AIAYARAH. TridentT/AMIFATE B /B A B & D AIAmazon FSxX &4 L8iZNE, &
fETrident 24.028 E = hRAsHBHLELLRIRR, IETEAWS FSx for ONTAPHI/GimAC & X4 HI5E
fsxFilesystemID. AWS. apikey AWS ‘apiRegion #AWS ‘secretKeyo

&1 MRE A TridentSEIAMAE, NATLIZEEATridentBBIfitERE apiRegion. apiKey
’ ‘secretKey FE. BXIFMER, 1BESR "EHATONTAP BIFSXELEIEARE",

[ElBYfE A Trident SAN/iISCSI 1 EBS-CSI JX&hiz/F

INREHKE ontap-san EEHIEREE (140iSCSI) 5 AWS (EKS. ROSA. EC2 S{EAE#bSTH]) —iEEm,
M5 = L PR Z BRRBEC BRI BES S5 Amazon Elastic Block Store (EBS) CSI IRahiZF AR, 77T HHRZIRET)
BERSTIE—T R LR EBS &, BFEEEZSHRFZIREFTHR EBS, XMIFERT “multipath.conf €& Ff
ETridentiR BRI, FEBTIE EBS HAEHBREZREZIM:

defaults {
find multipaths no
}
blacklist {
device {
vendor "NVME"
product "Amazon Elastic Block Store"
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BHIGIE
Tridentie MM B IR

s EFEIEGRN): BERTSMEMEEAWSHIZEIRESEFR, EoLERXGRAAZNER. e UER
fsxadmin vsadmin ASVMECERAF,

TridentRZ IASVMAF &17i517. & UEGHEBERENEMBZIFINAF B5151T vsadmin
& o Amazon FSx for NetApp ONTAPEYE ™ fsxadmin® R REEBRMEB onTAP
‘admin EEBAP, BIIBNIESTridentES A “vsadmine

[

* BEFES: TridentEERASVM_ ERERIERSFSXXH RS EHISVMBHTE S,
BEXBRSMHIIEMNFAES. BSNERATENRER LN SHIIE:

* "ONTAP NAS &1/ I0iE"

* "ONTAP SANEZ{HIaE"
Miztid B Amazonit BB (AMI)

EKSEBZIFETMRERS. (BAWSEH M BRMEKSHM T EAmazonit EABIEAMI), LT AMI Bi@id
NetApp Trident 25.02 iz,

AMI NAS NASLZFH iSCSI iISCSIZZ;¥HY
AL2023 x86_64 ST 24, 28, 28 289,
ANDARD

AL2 x86_64 =28, 21, 2+ B
BOTTLEROCKET x £** =28, REB REH
86_64

AL2023_ARM_64_S 2, =89 =8 =8
TANDARD

AL2_ARM_64 =8 =289 z* y
BOTTLEROCKET A £+ 28, REHR AEA
RM_64

*CMRAERTR, WEEMER PV
* * REAFTridenthRZs 25.02 BY NFSv3,

P MR RFIHEFFENAMI, HARTEARZZF. MRBRTEHEERE T M. HFIFRAE
: REXEHETH AMI B9ER,

fER AT HHATRYME -

* EKShR#: 1.32
s RIEF%R: Helm 25.06 1 AWS KB4 25.06
* JFFNAS. FHAIEELR T NFSV3FINFSv4.1,
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* XFSAN. MIXBIRIRISCSI. TARENVMe-oF,
HATHYMIR :

* BIEE: 7FfE. PVC. POD

* BiBR: POD. PVC (E#l. qtree/LUN—EZi¥E, NAS5AWSE1S)
TRESES

* "Amazon FSX for NetApp ONTAP 14"

* "G XEFAF NetApp ONTAP HJ Amazon FSX HItEZE S E"

BIZIAMAE EFIAWSHZ

A LB ENAWS IAMBE 1T B 91U 2R E XAWSEHE)KED
EKubbernetes Pod LLif R AWSE B,

& FFEAAWS IAMB B ITHDIIE. B EREKSEFEKubenetes&EEE,

RIEEAWSH| R EIR2E T

HF Tridenti& 3 FSx Sx SVARSEZ 23 K HAPIR AR EIRFME. R EEEEIEA 8EMITIRE, FEXEEIEN
REeHEBBEBIAWSHIZEIREZZH, Fit. MNRETEHE. NEEQE—PAWSH IR EIREFA. HbE
Evsadminik P BV ER,

TR eIE— D AWSHI 2 B2 2 AR F i Trident CSIFEHE:
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials"\

-—-secret-string
"{\"username\":\"vsadmin\", \"password\" :\"<svmpassword>\"}"

BIEIAMSRES

TridentiEFEAWSIRA BEIER BT, HLt. BHRERIE—MRIER A TridentiRHPRFRBINIR,

UF R ERAWS i < 1T RESIRIAMERE :
aws lam create-policy —--policy-name AmazonFSxNCSIDriverPolicy --policy
—-document file://policy.json

—-—-description "This policy grants access to Trident CSI to FSxN and
Secrets manager"

HRERJSONTAI:
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"Statement": [
{

"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "*"
b
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws-account-

id>:secret:<aws-secret-manager—-name>*"
}

1y
"Version": "2012-10-17"

HIRS M <BX (IRSA) £ Pod Identity 3¢ IAM BB &
&R LUER EKS Pod Identity FCE Kubernetes BRZMKF, FEEAN AWS Identity and Access Management

(IAM) s, SUfEA IAM AEHITIRSKF XBE (IRSA), EAECE AERIZIRS MR Pod &#88] LUKRZE 6
BERGRHRAER AWS BRS.
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Pod 514

Amazon EKS Pod Identity XEXIRMH T EIEN AR EIEEEST, EIMTF Amazon EC2 LHIEEE XM
Amazon EC2 SLAIIRHEIERY 5 (s

E1889 EKS 8% E %% Pod Identity :

&A@ AWS =518 ER LT AWS CLI #52 ElIE Pod 517
aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

EZ(E2I1ES17"I%E Amazon EKS Pod Identity Agent" o

Bl# trust-relationship.json:

B3 trust-relationship.json X4, {F EKS ARZZ EABETSEIE Pod Identity It AT, AEREIE—TMEBU
TMEEREBNAR:

aws lam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

-—-description "fsxn csi pod identity role"

trust-relationship.json XX f¥:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
b
"Action": [

"sts:AssumeRole",
"sts:TagSession"

RAaRERHINE 1AM At
¥ E—ThevA e RsHMEILIEN IAM At
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aws iam attach-role-policy \
--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy \

-—-role-name fsxn-csi-role

BI% pod B9 xEx:
7T IAM B &F] Trident ARS MK  (trident-controller) Z[&]8I%E pod &5 X<E%

aws eks create-pod-identity-association \
--cluster-name <EKS CLUSTER NAME> \
--role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

--namespace trident --service-account trident-controller

ARSSHk X B% (IRSA) BY IAM & &
{&F3 AWS CLI:

aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

EEXAR. json 5
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-

provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc_ provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}
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EMXHHBILATE trust-relationship.json:

* AWS-f&By<account_id>H~ 1D
* EKS-<oidc_provider>££E#8I0IDC*, &R LB IETT T er<kIRENoidc_Provider:

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
-—output text | sed -e "s/“https:\/\///"

RIAMA &N ZIAMSRES :
tIEAeE. ERAUTHSRELRSRHEIZNREHMMEILAE:

aws iam attach-role-policy --role-name my-role —--policy-arn <IAM policy
ARN>

JIEOCDRHIZF B & KEX:
KIEOIDCIREIZF BB ESEM KL, A AR T < #TINIE:

aws iam list-open-id-connect-providers | grep $Soidc id | cut -d "/" -f4

NREH AT BERUTaREIAM OIDCEEREXEX !

eksctl utils associate-iam-oidc-provider --cluster Scluster name

--approve

INRIEFER eksctl, BERALUTRAIA EKS RRARSIKF G IAM Bt

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

-—cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

--attach-policy-arn <IAM-Policy ARN> --approve

23 Trident

Tridentf&1t T Kubelnetes & FIFNetApp ONTAPHJAmazon FSxIFEEIE. FHAAR
MEBREB T T TNAEFIE,

lt_a\E_“J\ﬁ% L/FFE%Z— Trident:
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* Efe

* EKSFHf$AnI
INREBEARIRINGE. BRECSIRIBITHEIZMET. BXIFAER. B2 "NCSIEEARRINEE"

Bt e Trident
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Pod 519
1. Z5h0Trident Helm7Zf&E

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. FRAUTREIZRE Trident:

helm install trident-operator netapp-trident/trident-operator

—--version 100.2502.1 --namespace trident --create-namespace

TR LAGER “helm list S BB LREIFAMEE. AR, ssR=TE. BR. K& NARFMRAHE
TR S

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2502.0 25.02.0

RSP th= (IRSA)
1. F M0 Trident Helm7Zf&E

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. BB mietE =50 HE:

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:

arn:aws:iam: :<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
--namespace trident \

——Create—-namespace
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TRILUER "helm list Ss BB LREFMESE. FIAIRH. SR=TEL BR. K& ZAEFIRDH
EIThRS -

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2510.0 25.10.0

tn%mﬂwﬁﬁﬁ iSCSI, BERRERFIHITEN _LBRET iSCSl tu%u@ﬁﬁﬂﬁm AL2023 Ik
SIRERYE, WA LLEIETE helm 2N node prep BHKERIR L iSCSI B iR

Pz helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 --namespace trident --create-namespace —-

set nodePrep={iscsi}

BT EKSHE & Trident
Trident EKSINE M B ERHN R 2EMEFHEHIREE. #Ei_i_AWSLiIE\ ] 5Amazon EKSEE&ER. &
WEKSHIEIL. &R LR fRAmazon EKSEM L 2RRE. HRL LR, EENEMRMHTFAENIES.

ARSI
EECEIER FAWS EKSHTridentiNE 2 /. IEHREE LA R4

* BEEMITIRAAMazon EKSEEENK A
* AWSITAWS Marketplace B[R :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMIZERY: Amazon Linux 2 (AL2_x86_64)3Amazon Linux 2 ARM (AL2_ARM_64)
* HREE: AMDZARM
* IMAHAmazon FSx for NetApp ONTAPX R Z:

B Bi&EREFAWSH TridentIN#15
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BIBTHIE

1. ¥THAmazon EKSIEHI &, MIEA hitps://console.aws.amazon.com/eks/homet/clusters,

2. TEMSMERT, EEFES

3. EBRERNEHEIENetApp Trident CSINNEINAIEEERIE FFo

4. j$E*Add-ones*, FAIFi%4E*Get more add-ones*,

S. BB LT B NA 4
a. [ T~RaNE AWS Marketplace FfiiNA4 &893, AGTELTREPRRAN “Trident”,
b. %7 NetApp BY Trident 424 L AEIEIE,
CEE* % *,

6. B IRENMINTEE TIE L, HITTFE:

#x MRIEMER Pod Identity X8, 5B XS,

a. EEFEERAN AR,
b. yNRIGHEEMA IRSA BHIIE, BHERIRERNEREREFIHNRERE:
© EEREERAN R

* R WINAHERERER, K EREE 8858 configurationValues 2B ANEE L—F
BIENAE ARN (ERZRAMUTER)

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

+

MRERHRBRF FIEZFEES. WA LUEAAmazon EKSHINNIEEESZIE MBI — 1% 1Ng
B, MERBAIED. HESUAREFEPR. WRERRK, ErILUEREMAIEIRE SRR
R, EERIETZ 50, EHfRAmazon EKSHIMNAH R EELEEBTEENIRE.

7. FEET—%7,
8. f£*Review and add*Ti_ L, #%#F*Cree*,

M ZETAE. ERHEEIERERINHI

AWSEFL1TSE
1.8Z “add-on.json >4 :

3tF Pod Identity, EERLITHE:
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& A

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",

¥F IRSA BHIGIE, IEFEAUTE:

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",
"serviceAccountRoleArn": "<role ARN>",
"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"
}
}
&  Bif <role ARN> 7 E—HOIENAEIIARN,
2.%% Trident EKS &,
aws eks create-addon --cli-input-json file://add-on.json
eksc
T RBlan <R & & Trident EKSANEIN :
eksctl create addon --name netapp trident-operator --cluster
<cluster name> --force
EHTrident EKSHNEIN
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BIBTHIE

1. ¥THAmazon EKS#EHI& https://console.aws.amazon.com/eks/home#/clusters,
TEEMSMERS, T BEE

EREFHNetApp Trident CSINNEINAIERF IR R,
e *Add-ones* I,
PEFE* TridentiZNetApp BR*, ABIEF RIE"
£ NetAppEC B Trident’T1_E, 1T THRE:

a. EEREFERI AR

b. BA AR E IR E HIRIEREHITENL

C. & * (RFEN * o

o o A W N

AWSHSITRE
ARG EFEKSHNE I

aws eks update-addon --cluster-name <eks cluster name> --addon-name

netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role—-arn: <role ARN>'\"}"

eksc
* ¥2ZEFSxN Trident CSINNEINB HEThRAS, FEE "my-cluster AIEBIEREZ R,

eksctl get addon --name netapp trident-operator --cluster my-cluster
NG
NAME VERSION STATUS RSISUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

* kN ) E— it R RJupdate TR [EIRIAR S,

eksctl update addon --name netapp trident-operator --version

v25.6.0-eksbuild.l --cluster my-cluster --force
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WRIEMPBR T 1Z ——force T, HBEAAmazon EKSHIINIEESENIMBREAR. NEFHFAmazon
EKSHIMEEERNY,; EBWE—L£EIRERE. UGB, EEEEmZ g, 5HfRAmazon
EKSM‘J?JU*HT#TA'F“EE‘S%E BRE. AAXEGESWIANEER, B XIN&ENE MY F4H
1.:..,, HEM HEE", B*Amazon EKS KubenetesFERE EEEI’Jﬁ*Hﬁ:.u, IHE(% "KubbernetesIl 1718

O

ENE /MR Trident EKSHNEIR
f&a] LOEE i 75 M BRAmazon EKSHIANIR :

* (REBEEF EBIMINNE -t ETUE M BRAmazon EKSX{EAIIGE R E IR, lﬂ:?l‘ Eif&f#EAmazon EKST%
BHIEEH. HECBEHIEBEIEHAmazon EKSHINM, BR. ESRBER FAMIINI G, kiR
AI{EMIINA SR B EERE. MAEAmMazon EKSHIMNA &, iéiiﬁtiilﬁ\ LM INAHFAR=HIEN. R
B SHB —-preserve EI AR ILLHI AN,

* MEEPZ2MBRMIINE-NetApp B I IERFE LB S B R T LIRS, A MEBEPMIBRILE
MimnER{E. MER<SHMIFR --preserve LN delete LURIBRILANEIN,

&F  WRIEHMMNBEAR XEKBIAMIKE . WASBIFRLLIAMIKA
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BEIEH S
1. ¥THAmazon EKSIEHI &, MIEA hitps://console.aws.amazon.com/eks/homet/clusters,
TEEMSMERS, T BEE
EREMIFRAMINetApp Trident CSINEIRAYEERER TR,
EHE*Add-ons*iET K, #AFIEETrident by NetApp, *
EHE * ER o
7£*Remove NetApp_trdent-operator conf sR*XHEEAR, HITLUTIRIE:

a. JNREFELAmazon EKSEIEERIIINAMHRNRE. BEFREER . NREEEH LEREW
ERfE. UEERI LA BITEEMMNARARIFAEIRE. BHRITIERCE

b. % N\*NetApp_trdent-operator*,
C. R * kR <

o o A W N

AWSESITRE
IBEAEBENBITHEITER ny-cluster « REBITUTHS,

aws eks delete-addon --cluster-name my-cluster --addon-name
netapp trident-operator --preserve
eksc

AT e S5 EE Trident EKSHNZRIN :

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

[y=g e =p
ONTAP SANFINASIREHIZE &K,

BolEFMEER. EFECEISONEYAMLERIIRIECE X . ZXHHEEIEEFHIEFEEE (NASESAN). X
R A TFIREUZ X A BISVM U AN H AT S IIE. LA TRAIER T IR E X ETFNASHITFE LUK N
AfERAWSEZ R RIEEFHEEI 2 ERISVM!
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YAML

apiVersion:
kind:
metadata:

trident.netapp.io/vl
TridentBackendConfig
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX
name"

type: awsarn

JSON

"apiVersion":
"kind": "TridentBackendConfig",
"metadata": {

"name" :

"trident.netapp.io/v1l",

"backend-tbc-ontap-nas"
"namespace": "trident"
b
"Spec" . {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-XXXXXXXXXX"
b
"managementLIF": null,
"credentials": {
"name": "arn:aws
name",

"type": "awsarn"

:secretsmanager:us-west—2:XXXXXXXX:secret

:secret:secret-

:secret-
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BT T a2 LIS B AR Trident/SiRECE (TBC):

* MYAMLXZ 483 Trident/GimBCE (TBC)HIBITUA T @<

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

© BIFREBRINEIETridentSH4ELE (TBC):

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-
b9ff-£f96d916acbe9 Bound Success

FSx for ONTAPIRGHIZFFIE4HE 2

& /] LUE A LU R IR BHAZE R 3 Trident 5 Amazon FSx for NetApp ONTAPEERK

* ontap-san: ECBERSMPVELZEBSAmazon FSx for NetApp ONTAPEHR—PLUN, VAT R
ﬁgo

ontap-nas:. ECBEMNEMPVEER—172ERIAmazon FSx for NetApp ONTAP#E, ZEINATFNFSHISMB,

* ontap-san-economi : /7 NetApp ONTAP EEEENE PV #E— 1 LUN , &1 Amazon FSX ABH
FEERY LUN 3 E

ontap-nas-economy. : BRENE PV #2E—1 qtree , ¥F NetApp ONTAP %, & Amazon FSx
19 qtree =2 AIACER.

* ontap-nas-flexgroup : BRENNSE PV #2iEH T NetApp ONTAP FlexGroup HHIFEE Amazon FSX

[e}

BEXRIEFIFMAEE. S "NASIREHIZE" F1 "SANIREHFEE",
SIREEXMHE. BT R<SEEKSHEIEIZH:

kubectl create -f configuration file

BIIPRS. HIETUATGR<:
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kubectl get tbc -n trident

NAME
PHASE STATUS

backend-fsx-ontap-nas

£2£f4c87£a629

EinSRECEFMRE

BXEIHECEED, BSI TR

2
vehRZs

storageDriverName

backendName

nfE B H

BACKEND NAME

backend-fsx-ontap-nas

Success

Description

FHEIREDAE B R AR

BE X &M iE Gl

S SVMEIELIFRIPH#INERTIAFE "10.0.0.1". "[2001: 1234: abc:

T ePREE % (FQDN),
RTrident2FEHIPVOITEREMN.
ey LUE B A fERIPveiE, IPv6
UL AESEX . Fl

: [28e8: d9fb: a825: b7bf: 69a8
: d02f: 9e7b: 3555], WMRIEFER
T aws " 12ft
‘fsxFilesystemID. NTEER
. managementLIF A
HATridentEManstEsvM
‘managementLIF 58, Ak,
B TR M svM T ENRFBIEE (
fldlvsadmin) « FHRZBAFP XA
Bt “vsadmin A,

BACKEND UUID

7a551921-997c-4c37-aldl-

Nl
4L 1

ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san,
ontap-san—-economy

IXChIERF B FR+"_"+ dataLIF

: o fefe]"
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dataLlIF

autosExportPolicy

autosExportCIDR

e

B P IHIEH

clientPrivateKey

trustedCACertifate

BAR&

sVM

sTRIERISR

180

Description 45

X LIF B9 IP 33k, * ONTAP NAS
IXSHFERE*: NetAppiEiVig
EdataLIF, SNRFKIRELSE.

M Tridenti§ MSVMIZEXERIELIF, &
B LUEE ERTNFSEHIZIEN T
2[REFZ(FQDN). LUESIER
IUDNS3k7E % NdataLIF Z [Bli#{T
HFEE, ATUEVRISEREN.
iEZEH ., * ONTAP SANIREHIZE*

. RAISCSHEE, TridentfE
FAONTAPIERMELUNBR IS & I 72
I ZRBRERIEFIERISCI LI, 3R
BEMAE X T dataLIF. NMISERE
&£, MNRTrident2ERIPVOITER
£89. WA LUK E AFERIPV6ith
ik, IPVEHIIEAT R 1ES TE XA
f540: [28e8: d9fb: a825: b7bf

. 69a8: d02f: 9e7b: 3555],

BEEMEIENEHSHER[F/R false
{&], fEF "autoExportPolicy ]
“autoExportCIDRs &I, Tridentr]

M BohEES H R,

AT MK ubeNet 5 RIPBICIDRY  "['0.0.0.0/0, ": :

FR(BHK), “autoExportPolicy f&#
F autoExportPolicy 1
‘autoExportCIDRs &I, Tridentd]
L BohEES H R,

BENVATEN—HES JSON B
RIARE

ZPiRIE B Baseb4 4RiaE. A "
FEFEBNS R

EFinE AZ$AR Base64 Jgig

B, AFETFIEPMEHIE

Z{SE CAEHHY Base64 4Ri{E,
Bk, BATFETFIEPHNEHIIE,

AT EERI SR NSVMBIA P R,
BTFETRENSHEIE.

M. vsadmine

AT EERIER N SVMIVERS, A
TFETRENS DRI,

EfFFHAY Storage Virtual Machine  SN1RIEESVMEIELIFNIKAE,

£ SVM RECEHERERRRIZ, trident
BIBETEENR. BEMILSER.
BEELIB— B EIR.

. 0"



limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

nasType

gtreesPerFlexvol

smbShare

Description 45

“J&/N¥EEAmazon FSx for NetApp  iBE70ER.

ONTAP, *}&#a940 "vsadmin' ~ &
E{FERATridentt REBSFERBRFH

FSTELHITIRFIFFERY “fsxadmin iR

PRo

MFRIFKRMEA/NEDLE. MES
BRM. It EZREIEHqtrees
FFlexVol volume BIEZMI BRI A/ E
R, HEWATARTFEENXS
NLUN “qtreesPerFlexvol Bqtrees
HEmAHE

&1 FlexVol volumeBIE ALUNF % “100”

ZTE[50. 200EEA. {XSAN,

HWPEHIBRN EERE NS, Bl =T
. {"api": false. "METHO"
: true}

15711ER debugTraceFlags BRIE
BIEERITHRIEHRRHEZIFAN
HE i,

NFSHHIETIE S DRy IR. &8
B REFEEPIKubnetes-7KAE
BIETEHIED. BNREEES
hoRIEEFEHIAI. M Tridenti& (o]
REERFMEEIRIEE X FPIEE
BEHEI, MREFELREE
X RIEEEHIZED. N Trident
NRTEREERRA S LGB R
FEEIEIN,

FCENFSESMBERIR, HEINEHE nfs

nfs, smb /AT, *UINEEN
“smb WFSMBE., *MNRIGEN
=. MEIASINFSE,

£ FlexVol volumefyEx Kqtrees ~ "200"

. BIE[50. 3005EEA

B iEE TRz —: fF smb-share

FAMicrosoft EI21EH| & HONTAPHER
SITREOIENSMBHEZENZ TR,
FE R F TridentBESMBHZRIF
o XFFAmazon FSx for ONTAP/S
i, BB NER,

" BROAER TSRS SL5E)
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useREST

aws

credentials

AFEEENEHACE LM

Description 15

FBF{EF ONTAP REST API B9%/R false
S8, MRIZTEN true, NMTrident
S{EFAONTAP REST API5 G

TiBE, LINREEE[FHONTAP

9. MANESHRA, Ittsh. FH
FIONTAPER A BN ME AR

ontap MAER. FIEXNMBE
AILUAEX— vsadmin E3XK

cluster—-admino

&I LAITEAWS FSx for ONTAPRYED
BEXHPIEEUTHE:

- fsxFilesystemID: }EFEAWS
FSX3X 4 Z4eH91D,

- apiRegion: AWS APIXI%#& "
- apikey: AWS APIZ$R, "
- secretKey: AWSHIZZH,

IEEEEFEITAWSHFIL EIEgEH
BIFSx SVMER, - name: %A
HIAmazonFIRZFR(ARN). HEFE
ESVMBYERE, - type: REN
awsarn, BRIFMERE. B "
BIBAWSHIZEIERZIR" o

TR AR R EAREETUERIBIARCE defaults BEEEED. BXTA, BEEUUTRERG,

spaceAllocation
sDUETNE
sSnapshot i

gosPolicy

adaptiveQosPolicy

182

Description Default
LUN BBl A ER true
TEMER; "L (ERE)N'E"(§) T

E{FEMAM Snapshot K& .

EREIENEDER QoS HEEA,
EEFEESNMEENEFiRBYqosPolicy
g{adaptiveQosPolicyZ—, QoS
RERASTridentESFEHRAEERF
FIONTAP 9™8Z E ke, &N fsE
FBIEHEZQoSHERA. HHAMRILE
BRADINBFEITHDE. H
ZQoSHIRARIFAE TIEAEHM
SEMEIHE LR,

ENOIEMNEDERIEN QoS & ™
BR4H. EFES M EENSER
#IqosPolicyd{adaptiveQosPolicyZ
—o 7% ontap-nas-economy.


https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html

o Description Default

=

sSnapshot FiEd NIREB"OFNENEB 7L R snapshotPolicy /N “none
, else”

splitOnClone BliETefERY, MERXRIFSZ7E false

e T#E LB FANetAppBINZE(NVE) false

5 BIAA falseo, EfERILIEDN,
AT EEBE IR NVE BOFRIHE

m NVE ., WNREEIHBHETNAE.

M7ETridentPEEEMNEREEE R

FENAE, BXFMAER, B2H

. "TridentdfAI SNVEFINAEER & 15

A"

luksEncryption BRELUKSINZ, #8W "#EMLInux "
Zi—Z5AISE (LUKS)" s 1XPRSAN,

D ELRRE EEHANEERE none

unixPermissions MENE, XM TFSMBERE N

securityStyle MEMNZLER, NFSZIF mixed NFSZRIAEN unix. SMBERIAEN
M unix ZLER. SMBZHF ntfso

mixed Ml ntfs ZEIEH,

121t SMB &

e UMER LT ANECE SMB % “ontap-nas Bl#le TEFRTERLZET ONTAP SANFINASIRENIZFEERY 155
LUTHE: "EEEESMBE",

FEEESEFPVC

Ao EKubnetes StorageClassRHEIEFMEER. LSRR TridenttlAECES. BIE—MER
B A& IKubernetes StorageClass3RigKPVIA R R KA M EIFK(PVC). AG. &0
BUEPVHEHEIPOD,

ellfeLez iy

ficZ Kubnetes StorageClass %

iX "Kubnetes StorageClass3f & "W &R IE TridentiRiR ﬁFﬁfFlZ%E’Jfﬁfh 2%, HiERTridenttD{Al it %, FEALLR
B79fEF NFS B9E1R B Storageclass (BXEMHTESIR, BHESR TEMTridentEHEEE5) -
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../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://kubernetes.io/docs/concepts/storage/storage-classes/
https://kubernetes.io/docs/concepts/storage/storage-classes/
https://kubernetes.io/docs/concepts/storage/storage-classes/
https://kubernetes.io/docs/concepts/storage/storage-classes/
https://kubernetes.io/docs/concepts/storage/storage-classes/

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

fERA LR A ER iISCSI B9%IZE Storageclass:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

ETEAWS BottlerE 4 EAEENFS3%E. BT A0 "mountOptions” EIfFf#3E

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
mountOptions:
- nfsvers=3

- nolock

BXREERUAISHISEHZE LTI TridenttIAEL B HAIEHME 2 PersistentVolumeClaim. iBS
T"Kubernetes # Trident X",
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../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html

BIEFER,

PIE
1. XE—1Kubbernetest&R. FEILIEFEH kubectl L fEKubernetesH8ll7E,

kubectl create -f storage-class-ontapnas.yaml

2. I7E, KubernetesHTridentd &N 27— N*BASIC —Csi*72fi&3E, H HTridenti B A MG,

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h
BlEPVC

A "PersigentVolumeClaim" (PVC)2giEKihnEEE EHIX AL,

BILUEPVCECE MRS E A/ NIFMEEIARIET . @i A XEXRIStorageClass, SEREIESIAILUEHIARIRT
FEER/NIFRRI (G0 RESAR S KA )o

BIEPVCRE. ErLUEEEHEIPodH,

TAER
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https://kubernetes.io/docs/concepts/storage/persistent-volumes
https://kubernetes.io/docs/concepts/storage/persistent-volumes
https://kubernetes.io/docs/concepts/storage/persistent-volumes

PersentVolumeClaimR{5i&E %

XERAIRRT BARPVCERE LT,

PVC. AJ#EArwx

LRBIERT — 1 EBEwxiERIERNEZRPVC, ZPVC5® B StorageClasskBX basic-csio

kind:
apiVersion:

PersistentVolumeClaim
vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
1Gi

storageClassName:

storage:
ontap-gold

fEF isCSI R fjlfy PVC
RFIERT EE RWO 1HRIRER iSCSI &7 PVC,

kind:
apiVersion:

PersistentVolumeClaim
vl
metadata:
name: pvc-san
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
1Gi

storageClassName:

storage:
protection-gold

Bl PVC

S
1. 8lE PVC,

kubectl create -f pvc.yaml

2. BIEPVCIRE,

186
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kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO S5m

BXREFEXRWNAISTSHRZ B LUIESITridentt{A iR B ERNIFHME 2 PersistentVolumeClaim. iBS
"Kubernetes # Trident X &",

Trident/E 4

XLEESBORTE 7 RERWLE Trident BEMNTFEMREEEL ERXIMNS,

B Type =l mE 1FK XHF
N string HDD , B&, Pool B8 &LER FEEMNEEE  ontap-nas ,
SSD TR, BEx ontap-nas-
TRE economy. ontap-
nas-flexgroup ,
ontap-san ,
solidfire-san
FoE R string HE, B Pool X#FILECE #EERVECE A7  Thick: All
FiE ONTAP ; Thin
: All ONTAP &
solidfire-san
[EimzEE string ontap-nas MEFLERR i€ FREREhizRF
« ontap-nas- 5im
economy. ontap
-nas-flexgroup
. ontap-san
. solidfire-san
« azure-netapp-
files. ontap-san-
economy
snapshots il true false Pool & fEAIR BRATIRIERE ontap-nas
BME . ontap-san
. solidfire-san
fE it true false Pool x#¥fE%E BT RMERNE ontap-nas
+ ontap-san
. solidfire-san
e it true false MZFFINEE EEAMEZN% ontap-nas ,
ontap-nas-
economy-.
ontap-nas-
flexgroups ,
ontap-san
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../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html

B% Type (=] = BN 3§

IOPS B EE#% Pool BEIBIRIELL HIRIEXLE IOPS solidfire-san
SEERAY I0PS

' ONTAP Select AR ZHF

HBERFINAIZER

BIEEMEEMPVCE. EalLURPVIEEEIPod, ATFIH TIPVEZEIPODRRGIER<
MECE.

p
1. BEHEHEIPodH,

kubectl create -f pv-pod.yaml

UTFRFIETRTRPVCEZEIPODNERRE . BEARE:

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"

name: pv-storage

&iF eI ER GIE#HE kubectl get pod --watcho

2. WIFERREHEHE L /my/mount /pathe

kubectl exec -it pv-pod -- df -h /my/mount/path
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Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

WE. BRI LUMFRPod, Pod AREFRABEE. EERRE.

kubectl delete pod pv-pod

EEKSEE¥ LECE Trident EKSANELIN

NetApp Tridentf&i{t, T Kubelnetes®3i& i FNetApp ONTAPHJAmazon FSxTZEEIE. fEFF
AANRHEERREBE T TNAREREE, NetApp Trident EKSHIHEHIN BIERNL 2
HMERMEIREE. HEBTAWSIIE., _J’EAmazon EKSEEA@}EHO BT EKSHNEIN.

,dk__[l«,(il‘*égﬁﬁﬁAmazon EKSEEBLLIRTE. R RE. IEMEMMETNFREINTIIE

Eo

HIR &M
EECEE A TAWS EKSHTridentiNEH Nz 7. 1EHREFHE U TRM:

* BEFERMETAINRAIAMazon EKSEEEIKF, 1525 "Amazon EKSPIHNIN",

* AWSITAWS Marketplace B4R :
"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMIZEEY: Amazon Linux 2 (AL2_x86_64)3{Amazon Linux 2 ARM (AL2_ARM _64)
* T AE: AMDEXARM
* B Amazon FSx for NetApp ONTAPX 4 & 4¢

p

1. 1855 Aé\ﬁ'JLIAM%@*DAWSFfH\ PUFEEKS PodBEZIAInAWSE R, BXiiE, BSR"CIZIAMAE
FIAWSHIZ

2. 1£EKS Kubernetes& 8% E. S INEIN LI+,
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https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
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../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
../trident-use/trident-fsx-iam-role.html
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../trident-use/trident-fsx-iam-role.html

tri-env-eks

@ ( Delete cluster ) ( Upgrade version )

[ (@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more

information, see the pricing page [7.

Upgrade now J

¥ Cluster info it

Status

@ Active

Cluster health issues

@0

Overview Resources Compute

Kubernetes version  info
1.30

Upgrade insights

@0

Networking Add-ons

Support period

@ Standard support until July 28, 2025

Provider
EKS

Access Observability Update history Tags

{ (@ New versions are available for 1 add-on.

Add-ons (3) info

View details

) ( Edit ) ( Remove )

[ Q, Find add-on

] [Any categ... ¥ ] [ Anystatus ¥ ] 3 matches

3. B E|*AWS Marketplace i I *Hi%E+E_storage_ 51,

4. #3*Next* NetApp TridentF £ TridentiE RIS IEIE, FAGEE*Next*,

AWS Marketplace add-ons (1)

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q, Find add-on

Filtering options

[Anycategory v ][ NetApp, Inc. ¥ ][Anypricing model ¥ }( Clear filters )

NetApp, Inc. X

I NetApp NetApp Trident

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and

administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the

ideal choice for org; ing efficient contai
Category Listed by
storage NetApp, Inc. [2

o EFEFRTEBIMI AR AR S,

190

Supported versions
1.31, 1.30, 1.29, 1.28,
1.27,1.26, 1.25, 1.24,
1.23

d storage workflows. Product details [?

Pricing starting at
View pricing details [

Cancel




Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.
NetApp Trident
Listed by
M NetApp

Category
storage

Status

(&) Ready to install

(D You're subscribed to this software

You ean view the terms and pricing details for this product or choose another offer if one is available.

Cmatmen) x

Version
Select the version for this add-on.

v25.6.0-eksbuild.1

v

» Optional configuration settings

6. ELEPTRAMMALGIRE,

Review and add

Step 1: Select add-ons

Selected add-ons (1)

[ Q, Find add-on

)

Add-on name

netapp_trident-operator

& Type v Status

storage

Step 2: Configure selected add-ons settings

Selected add-ons version (1)

Add-on name 'y

netapp_trident-operator

EKS Pod Identity (0)

Add-on name

7. NRIE(ER IRSA (BREBKFEY IAM ) ,

8. ;EEFEBIE ",

'y

Cancel Previous

@ Ready to install

1
Version v IAM role for service account (IRSA)
v24.10.0-eksbuild.1 Not set
1
1AM role [# v Service account v

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

FENEMECES B A,
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https://docs.netapp.com/us-en/trident/trident-use/trident-fsx-install-trident.html#enable-the-trident-add-on-for-aws
https://docs.netapp.com/us-en/trident/trident-use/trident-fsx-install-trident.html#enable-the-trident-add-on-for-aws
https://docs.netapp.com/us-en/trident/trident-use/trident-fsx-install-trident.html#enable-the-trident-add-on-for-aws
https://docs.netapp.com/us-en/trident/trident-use/trident-fsx-install-trident.html#enable-the-trident-add-on-for-aws
https://docs.netapp.com/us-en/trident/trident-use/trident-fsx-install-trident.html#enable-the-trident-add-on-for-aws

9. I INBINAPRSES /9_Active_.

Add-ons (1) e View details Edit Remove | [ Get more add-ons

I Q netapp | \ Any categ... ¥ \ | Anystatus ¥ | 1match 1

fNetapp NetApp Trident
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and administrators focus on application deployment. F5x for
ONTAP flexibility, scalability, and integration capabilities make it the ideal choice for organizations seeking efficient containerized storage workflows. Product details [4

Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24,10.0-eksbuild.1 - (IRSA)
Not set
Listed by
NetApp, Inc. [3

10. IBITUA T eSS URIETrident2E B D IER T &R L
kubectl get pods -n trident

N, WHGEHREERES. BXEL, BE0 REEFHEE"

FEADSITREZEENE Trident EKSINEIN

FEEHSTHRELZZENetApp Trident EKSHNEI :
LU RE <SR E Trident EKS MiNE S :

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.0-eksbuild.1l (Mi%&FhRZA)

LT85S 2% Trident EKS {ff4-hRZs 25.6.1:

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.1-eksbuild.l (FHEHBERZE)

T RFlen <SR Trident EKS $fH{ERRZS 25.6.2:

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.2-eksbuild.l (FHEHERZE)

FEABSITREHZNetApp Trident EKSHNZLIN:
LU R en G ENE Trident EKSHNELIN :

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

£/ kubectl BIE[5iH

iR TEXTridentSFERAZERIX R, ERTIFTridenttlASZEFERINERS. U
KTridentdIfAI MZFERAECES. KETridentla. F—TELIEGiH.

TridentBackendConfig MBI BEXZFEIRENX (CRD). TR E#E @S Kubednetess?
HEIBMEE Trident /5K, I LIFEHRAIF N Kubornetes D A EFMBIHLITRE LAXR

HATUEIRE  kubectls
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TridentBackendConfig

TridentBackendConfig(tbc tbconfig. « tbackendconfig)@— " Hilm, EBRZMTEMNCRD, FE
AR EE Trident/5% kubectl, MTE, KubbernetesHI7ZfifE R R o] LIEH K @idKubbernetes CLIBIEFE
Bieim, MEAREETRANGELITEAZERF(cridentctl)o

Bll# TridentBackendConfig XW&RAE, BERELUTIER:

* Trident=RIBEZIRHVECE Bt iR, XEMRZRTN TridentBackend (tbe, tridentbackend)
CR.

* TridentBackendConfig M—#ERHTrident BB "TridentBackends

B TridentBackendConfig &85 TridentBackend fRIF—XW—MES, FIEENEFRENAF &
ERHRNEO,;, F&R Trident RZEFFEHM RIS

. TrldentBackend CRSHTrident BEItlE, & » A * BHEN], MREFEHEIH. 1B
= BB RFHITILIEIE " TridentBackendConfige

Il

BX TridentBackendConfig CR BUH&Z, 1BEEWLLTRA:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

EERIAEBEFRIRA "Trident 22" FRIREHET S / IRSHRFIEEE R,

o spec REVERIFENEESH. FELRHIP. BiRER ontap-san FERsIER. FHERILLAFIRHNEE
28, BXRAEFEERDIEFNEEIZNSIR. BEH "FREREFNEIRREEEE

sPec EPPIEEHE credentials #l deletionPolicy FER, XLEFERTE TridentBackendConfig CR AT
12

* credentials : Jtl:%"g‘&ﬁ,l{\iﬁq—ﬁx, BERTEEFERS / RESHTEHIWIENERE. LEEBIKENAF

€328 Kubernetes Secret » EIEAELUAXEAFERFE, HSSEHEIR.

* deeltionPolicy . WWFEEXMBEE TridentBackendConfig AN AERIE R, B LKA TR
BelEZ—:

° delete . XEEIMIFR TridentBackendConfig CR MXEkFiH, XEEIAE,
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https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples

° retain ! MBF TrdentBackendConfig CR G, BHRENXITEE, RIfFHA tridentctl HITEE,
BEMBRIRBRIRE N retain AFAFBEAEIRHARE (21.04 27 HEBEIENGIR, 2
TridentBackendConfig f&, RIMEHILFERMIE,

[GiRBAMEER sPec.backendName IREB., WRFKIEE, NWEHENAZATTEIEEN
&iE TridentBackendConfig JRHEZI ( metadata.name) . EINfER sPec.backendName
ERXREFHRET

FERNEMNE tridentetl RABKXEX TridentBackendConfig MR, Ea]LUEL A
- ECrR¥E TridentBackendConfig EHFEEABIEIEFIR kubectlo WIUEEIEEMFRY
EEE’%%&(?D spec.backendName. . spec.storagePrefix spec.storageDriverName"

%), TridentEsEHEIENSEENERME TridentBackendConfigs

TEHR
EfEA kubectl BUEH/EIR, NMHITLUUTRIE:

1. BlE "Kubernetes #12", kB E TridentSFEER /RS ESFIENEE,

2. g TridentBackendConfig TR, EHESEXEFMEER /| REBNFHAEERE, HolBT L—F ez
2 4$H.

tliEEiRfE, ERILER kubectl get tbc <tbc-name> -n <trident BRRATIE > KMBERKE, H
IWEEMIFHE R,

%1% 8 Kubernetes #13
SIEE—E, ERESERNILRER. XRENEMEIRS I FEFMEEN. UT2—1nbl:

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

TRLETENMEFHTeNNERLMESHNTFER:

FiETF A BT R EER Mz FER e R
Azure NetApp Files clientld NBEREREMHHNE I ID
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https://kubernetes.io/docs/concepts/configuration/secret/
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https://kubernetes.io/docs/concepts/configuration/secret/

FETF e E F il

Element ( NetApp HCI/SolidFire
)

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

M
I

username

password

& P imtX fRE A

BFR#&

chaplnitiatorSecret

chapTargetUsername

chapTargetinitiatorSecret

FEgin) itk

fEAFEHEM SolidFire 8589
MVIP

RFEZEIEE /SVM BWRAF &
BFETEENSHIIE

R EISERE /SYM RS, ATE
TFRIENSHIIE

ERiHE A% Base64 4Rig
B, BFETFIERNBMHMIIE

NP B, WR useCHAP=true
, WANE, EBATF ontap-san
M ontap-san-economy.

CHAP FohiZFZH. MR
useCHAP=true , MAKFEI, &
AT ontap-san 0 ontap-san-
economy.

BirEF &, W3R useCHAP=true
, MAMEmR, EBAF ontap-san
# ontap-san-economy.

CHAP Bir2thiZF%E5H. R
useCHAP=true , MANFED, &
BT ontap-san # ontap-san-
economy.

EFTF— R TrdentBackendConfig FMHREY sPec.credentials FERFS|BILLTEREIZERMNIER,

24 . B/ TridentBackendConfig CR

WME, EPILEIEE TridentBackendConfig CR To TEULRBIA, H TriventBackendConfig MREIE
{3 ontap-san "IRehiEFFBY/GIR, 0 FFAR:

kubectl -n trident create -f backend-tbc-ontap-san.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svin: trident svm

credentials:

name: backend-tbc-ontap-san-secret

%3 WIEAYIRES TridentBackendConfig CR

IW1E, EELIE TridentBackendConfig CR, FILIRIEIRTES. 1BEEWRLLTRE:

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BN EHRARFEGEER TridentBackendConfig CR o
MEERTIRAUTEZ—:

* Bound: TridentBackendConfig CR5GIHXEL. FIHEE configRef IREN
TridentBackendConfig CREJuid.

* Unbound . f#H """ ®RRo TridentBackendConfig MREAHEEFiHm. HINBERT, FIEFHEIERN
TridentBackendConfig CRS T IEMER, IMEAEENGE, ERLEBREERN "Unbound (B
BUE4PRE) "o

* Deleting. TridentBackendConfig CR deletionPolicy BIRE Ndelete, X
TridentBackendConfig CR¥G#MIER. E&2EEIDeletingtkZ.

° MNRFIHAFEKRAEEBRKPVC). MHIER TridentBackendConfig S TridentMBRFIHIL
MCRo “TridentBackendConfig

c NRFHFEE—THZD PVC , MEFABIFFIKS. TridentBackendConfig CR BEfEtH=# AR
MER. RBEEMBRFIE PVC &, A =MIFRiEI%HA TridentBackendConfig o

* Lost : 5 TridentBackendConfig CR XEXBGIRHE BN EMIFR, TridentBackendConfig CR
e FAERIFRINER. T detionPolicy EUNME, HAIMIBER TridentBackendConfig CR,

* Unknown: TridentTo/E&HE S CRIBEMNEIHIIREHEEFE TridentBackendConfigo a0, 4o
RAPIIRSEZ 2R EY “tridentbackends.trident.netapp.iofif#/CRD, XEIEEETF T,
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EULRER, BAZheIRER! thoh, TSRS MEME, BIa0 /EinE Al EimmEE"

(FIE) % 4% RNEZHFAER
ERILUETT AR an < RIRENE KIS IRATIFAE S .

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

Itboh, &E T LAIREY YAML/JSON %%f# TridentBackendConfig o

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:11%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svim: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo B& backendName MNCRMEIENGIHA " TridentBackendConfig Hl
‘backendUUID, lastOperationStatus FERFRRNCRIIEMIZIERES, TUEHAFAILBVIRE (Flan, B
PEAERTELERNS), BAIUETridentfll&ABIIE{E *TridentBackendConfig(fflell, spec®
ETridentEFBEoHHEAE]) . ATLEHIN. HAIUEKRMK, phase RRCRHMGHZBRANIRE
“TridentBackendConfig. TELMEMIRGIF. ‘phase BEELEME. XEMKE TridentBackendConfig'CR5
IEE S

O] LUETT kubect]l -n trident describe tbc <tbc-cr-name> B FIRENEHHENIFAEE,

i EARBEFER tridentctl EFEMIBRE S KEXAY TridentBackendConfig WRMGIHR, BT
= fi#7Ef tridentctl M TridentBackendConfig ZBJYHRFTH RAIFPE, "15SILLEAL",

[

EEIEy
579 kubectl TSI EE

T RRUAER kubectl HITIRIREIEIR(E,
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g

BT MIPR TridentBackendConfig, &EBJLUIERTridentfifR/{REEim(ETF deletionPolicy). EMIFRE
i, AR deletionPolicy kB Ndeleteo EXMIBR "TridentBackendConfig, IEHR
deletionPolicy ¥RBENFRE. X URFREIRNAEE, HETUFERAH#HITEE tridentctls

BITUA TGRS

kubectl delete tbc <tbc-name> -n trident

Trident A= MIBREEEAMKubnetesIZ TridentBackendConfig. Kubernetes AP AT 5IE255A, MIBRHN
BRI REEREREBNERN, A RAGEMBFR.

kubectl get tbc -n trident

WA LIIETT tridentctl get backend -n trident 3 tridentctl get backend -o YAML -n

trident RIREVFEMNFIERIRSIR, FREZEIEFER tridentetl BIENGRK.

EHE
EfERAIER SMIREA:

* FHRASNEREEEN. EEMEE. KAERNRPEANKubbernetestilZ

TridentBackendConfigo TridentffFBiIRENRM EIEBEMGR. BITUTHSUEN
Kubernetes Secret

kubectl apply -f <updated-secret-file.yaml> -n trident

* REEWMSE (BIGNFAEERAR ONTAP SVM BIZHR) o
o AT #T TridentBackendConfig AU TS EHIZBITKubeNetif a3 £

kubectl apply -f <updated-backend-file.yaml>

o I FE. WA LINMABFRITER TridentBackendConfig ERUTHRSHITCR:

kubectl edit tbc <tbc-name> -n trident
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* MREHREHEN, NEHNHEFRFEELLABHNEESD, ErILUBTIETT kubectl get

tbc <tbc-name> -o yaml -n trident 8f kubectl describe tbc <tbc-name>

%5I -n trident %EEEI@\L/{E%A-EtéE,_.O
* MEHEEREXMHHPWNREG, o UERETT update 85,

fE tridentctl ITIEIREIE

THRAMER tridentctl HITHIR S B,

Elked=r
BIEfE "RIREEXH T, BITU e

tridentctl create backend -f <backend-file> -n trident

NREHEIBRRW, NEkicE L, EaLUsTUTHRSKREEATUMELAERR:

tridentctl logs -n trident

MEHEEREXHINEEE, BRFBRIET create saLHIEL

il =i
B M TridentP IR EE. EHRITUTRE:
1. RRERZER:

tridentctl get backend -n trident

2. bR

tridentctl delete backend <backend-name> -n trident

SNR Trident ML /S IRECE T HFERIEIRIE. NRFREHFEELEREERE. Rkt

B EEmRRS.

EENEGER
BEE Trident THERVRIR, IFHRITLUATRE!
* BREMHE, Bzt TS
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tridentctl get backend -n trident
* ZRNFABIFAER, BIETUTH !

tridentctl get backend -o json -n trident

BHfanm
IEMHRREEX G, BITUTe<:

tridentctl update backend <backend-name> -f <backend-file> -n trident

NREHEHRY, WEHEE LM AREZANERLTYR. EAILUETUTHSREFHTURELERR

tridentctl logs -n trident

HBEHBIEREXHFRNREE, BRFEBRIETT update s8R

HE A RRIEFESE

UTRERLUERREEES JSON BIERRERRA, XEEFS tridentctl FHNRVEEL. HIRIER
fEMA 0o EAER, BEEREZLARER.

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

XWiERFFERA TridentBackendConfig SIENFR.
iR SRR 2 B2
T fRETridenth EIRFIRI AR A 7%

AFEIERRED
FEkS "TridentBackendConfig 72, EER N LB AN AN EEGR. Xatet AT a)E:

* fH tridentctl BIBMNRIREE A LAER TridentBackendConfig HITEIE?

* £/ TridentBackendConfig BIENEHEEG I UEA tridentctl HITEIE?
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EI2 tridentctl [GIHfEMA TridentBackendConfig

ETHNABIBEIENE TridentBackendConfig MREEET Kubernetes REEIE@FH tridentctl SIENGE
IR E R,

XiERTFLUTIEH
* BEEEim. 1B)%F TridentBackendConfig RAEHNIEFEREIEN tridentctls

* £ tridentctl SIENHGER, MEEHM TridentBackendConfig KR,

EXAMHER T BESEEFEERR. Trident2 AXEFRIFITHIEHEE LETT,. BEAFLLERUTRMHAR
z—:
* YREFEEMA tridentctl BIEERATERIENRGIR,

* {8 tridentctl BIENEIHRHERFA TridentBackendConfig MR, XEMEBKRERFER
kubectl MARE tridentctl FKEEBFiH,

B(FH kubectl BIEEBGH, BEEQNE—IHEZINBEEIHB TridentBackendConfigo, NHEIBIEST
BT ENITIERE:

1. BIZ Kubernetes #1%, WA S TridentSZEER/ RS BEFAENEIRE.

2. gz TridentBackendConfig TR, HHEESEXRFEER/ HE%E"JﬁQEEE, He|BT E—FHaiE
B, HIEEIEEHERENEEESE (fl90 sPec.backendName , sPec.storagePrefix,
sPec.storageDriverName %) o sPec.backendName MM ENIE FiHHIE TR,

F0F: HAERR

IDRElfES TridentBackendConfig MRMPEDMEGR. NWEERNGIHREE, EJJZIZZI_'\WJEP, RIKEFERBUT
JSON EXEIET Fim:

tridentctl get backend ontap-nas-backend -n trident

Fomm e Fommm e

Fom e to—mm— to——— - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

tommm e tommm e

Fomm tomm = to—— +

| ontap-nas-backend | ontap-nas | 52f2eb10-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

tomm e tomm e

B Rl e TR e +

cat ontap-nas-backend.json
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"version": 1,

"storageDriverName": "ontap-nas",

"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",

"backendName": "ontap-nas-backend",

"svm": "trident svm",

"username": "cluster-admin",
"password": "admin-password",
"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels": {

"store": "nas store"
by
"region": "us east 1",
"storage": [
{
"labels": {
"app": "msoffice",
"cost": "100"
}I
"zone": "us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels": {
"app": "mysgldb",
"cost": "25"
by
"zone": "us east 14",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"
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%1% )& Kubernetes #1%

- EESREEREONE, WLTREIFIR:

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

%25 8/ TridentBackendConfig CR

T—%R6IE — TridentBackendConfig CR, 1% CR¥GBmh4fEEIEEM ontap-nas-backend (W&
THIFTR) o MFRHEEUTEXK:

* 7 sPec.backendName T X T BRI FiHE o

* BESHSRBEIRER.

© EIHINREFE ) MRS R iaEHREIREAER,

* EIE@IT Kubernetes Secret 1&ff, AR UM AT R H,

EXMIERT, TridentBackendConfig ¥ TR

cat backend-tbc-ontap-nas.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas store
region: us_east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

F3F . WIEAIRE TridentBackendConfig CR

8% TridentBackendConfig &, EMEMNMA bound » EXENKRMSINE GimHEREGEIRRAFRF UUID

[e}
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

ITE, BILAEA tbc-ontap-nas-backend TridentBackendConfig MRM/GimFEITEEHE IR,

EI2 TridentBackendConfig [FIR{ER tridentctl

tridentctl AJAFHIHER TridentBackendContig BIEMNRIR, LI, BIERERLLLFET
tridentctl RKE2BEBIEFRE, HiEESMER TridentBackendConfig HiFRE
spec.deletionPolicy BN retaino

F 04 HERH

a0, {RI&EA TridentBackendConfig BT LU T EiH:
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

MEHPA B X —& TridentBackendConfig ERINEIEFHLE R iR EimEIUUID],

%15 A deletionPolicy IRE M retain

UFENMREEBHNE deletionPolicy, RERHEHIKEN retain. XiF0] UMFREMPRCRES
TridentBackendConfig, fGIRENXMAEE, FEAUFERAHBITEIE tridentctls

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

- pad BMBEERITTI—, BRIEKE deletionPolicy IREN retaino
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%25 . MIF& TridentBackendConfig CR

=ig— E@MBR TridentBackendConfig CR o ik deeltionPolicy IREM retain [, EJLI4REHR
1THMIRR

kubectl delete tbc backend-tbc-ontap-san -n trident

tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

fosessssssssssas==== R e
e e et fomm - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e e T
R R fomsmm==== +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

fosesssssssasmas==== fosssssmss==sms=a
fessssssssssssesessosssssasssssssasaaaa femmmm=== fommmmm=a= 4

BRI R G TridentBackendConfig. TridentEEIERFEMIFBR. MASEIFHIRERES,

IR EIR1EESE
BIRFMEZE,
EcEKubnetes StorageClassRHBIEFMESR. LISTR TridentdIfAIECE Bo

EtEKubnetes StorageClass &

https://kubernetes.io/docs/concepts/storage/storage-classes/ ["Kubnetes

StorageClass¥M&R"" ¥ Trident iR NATZENEREREF. HIERTridentARRES. HIU0
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold
provisioner: csi.trident.netapp.io
mountOptions:

- nfsvers=3

- nolock
parameters:

backendType: "ontap-nas"

media: "ssd"
allowVolumeExpansion: true

volumeBindingMode: Immediate

BREFEBNAS MBS E LUTHITridenttNAI B E EREME R PersistentVolumeClaim. BHS
"Kubernetes # Trident X"

BIREES.
Bl StorageClassM R fa. ERILICIREMESS, [FHEER0] R T —LrEEERTUERRNELTF,

g
1. XE—1Kubbernetest&R. FEILIEFERE kubectl L TEKubernetesH8ll7E,

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. I7x, KubernetesHTridentd &N 27— N*BASIC —Csi*12fi&3E, H HTridentil B A MG

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json
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"items": [

{

"Config": {
"version": "1",
"name": "basic-csi",
"attributes": {
"backendType": "ontap-nas"

by
"storagePools": null,
"additionalStoragePools": null
by
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggr2",
"aggr3",
"aggr4d"

FEZRE
TridentfE{ft &R THE/EimHYE B FMERE X"

HE. EholLUHITHRE sample-input/storage-class-csi.yaml.templ ZEIEFMMAIXH. ARG
BHTEIR BACKEND TYPE FITFEIREHTER B o
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./tridentctl -n trident get backend

e o T bt
o F—————— +

| NAME | STORAGE DRIVER | UuID

STATE | VOLUMES |

o —— o T et it
- F—m————— +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

o —— e it PP T ittt
- F—————— +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

BIREFMER
BRI UEBENEFMEE. KEAFESE. WEFEEERURMREFES.

EENBEFMHEE

* BEEIE Kubernetes 122, BT T®HS

kubectl get storageclass

* EEE Kubernetes IFEFIFMER, BETUTHS

kubectl get storageclass <storage-class> -o json

* EEETridentNRIZ FEESR. BiBTU @RS

tridentctl get storageclass

* BEEETridentN BRI EFHEELIFMEE. BEITUTHL

tridentctl get storageclass <storage-class> -0 json
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RERRINFAESE

Kubernetes 1.6 1N 7S BRNIATFAELRIINAE, NRAAREXALERSRE (PVC) HIEEXAMNLE, NitE
LA TFEE XA LS

* B EFMEEEXFEIRE storageclass.Kubernetes o io/is-default-class IRBN true 3KE
XEINFEZE, BIEIE, EAEMESIRFIREFEINA false o

* TR LAER U T an I A FEEECE N AOAFES:

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

* BiF, EUEILUERUTaSMERAIAFMESSIRE:

kubectl patch storageclass <storage-class—-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"

Trident R&EIZF B HE RS HATERRA,

& EBP—RABRE—PBIAEHESE. Kubernetes FERA EARRMEIETIRE SN FMEE, BHITH
’ MERALBEIINFER—1%,

HE g2 e

AT R IERI LUER A Trident/5im3 SRAaHAIJSONEIZBIRIER A tridentctle XK jo SEAER. &R
RERBEAREZIAER,

tridentctl get storageclass -o json | jg '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’
illEREREES

E M Kubernetes Hfipr7EESE, BIEITU TS

kubectl delete storageclass <storage-class>
< TFER > NERAENEES,
I EFER R ERAEE R REALE. TridentRFH 4 I 1TEIE,

TridentS X EL B M BREIEFATE £sTypeo WFISCSIE. BiINFEStorageClassH3a%HIIHE
&iF parameters.fsTypeo ERNMIFRINAE SStorageClasses. ARERIEENEFHCIEEN]

parameters. fsTypeo
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EEENEES

BREE

BIE—MEA B A B RKubernetes StorageClassiERPViA A PRAVK A M ETEK
(PVC), AfE. EEILUEPVIERHEIPOD,

7%
A "PersigentVolumeClaim" (PVC)@IgiaKifnEEE FRIKA o

BILUPVCECE MIERIFEAR/NNFMEEIARIER. @i 2 XEXRIStorageClass, SERFEIES B LUEHIARIRT
FE R FIHER (BN RESAR S5 4R 5!)o

SIEPVCIE. ERILUGEHEHEIPodH,

BIEPVC

I
1. 8lE PVC,

kubectl create -f pvc.yaml

2. BIFPVCIKE,

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 1G1i RWO 5m

1. FEEHEIPodH,

kubectl create -f pv-pod.yaml

- pud S LAER ST E kubectl get pod --watcho

2. WIFERREEHE L /my/mount /paths

kubectl exec -it task-pv-pod -- df -h /my/mount/path
3. WIE. EoJLUFRPod. Podi 2R RABEE. BEREE,
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kubectl delete pod pv-pod

ThIER

PersentVolumeClaim R {555 &8

XEREIERT BARIPVCE BET,

PVC. ikEX2s
WREIERT — 1N EEEFNRIERAPVC. ZPVC5S & HRIStorageClass*EX basic-csio

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: basic-csi

K FNVMe/TCPHYPVC

LRBIER T —1 5% IHStorageClass X BARY BB IEZEMXFRFINVMe/TCPHIEZPVC protection-
goldoe

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold
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PODBE R

XTI ER T PVCIEREEIPODMIEARELE,
EAECE

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: storage
persistentVolumeClaim:
claimName: pvc-storage
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: storage

EZRNVMe/TCPECE

apiVersion: vl
kind: Pod
metadata:

name: pod-nginx
spec:

volumes:

- name: basic-pvc
persistentVolumeClaim:

claimName: pvc-san-nvme
containers:

- name: task-pv-container
image: nginx
volumeMounts:

- mountPath: "/my/mount/path"

name: basic-pvc

BXRFEENASHMEHZE LTSI TridenttNfAEL B &S E PersistentVolumeClaim, B8
J"Kubernetes #1 Trident 3 &",
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BRHE

TridentJ Kubernetes FEFIRIE T IR ERYT BENEE S, BB XY B iSCSI. NFS
. SMB. NVMe/TCP ] FC EFAENEEEE,

BFF iSCSI &

e LAER CSI BRETEFY B iSCSI ;kAME (PV) o

£33 iISCSI| &Y BY ontap-san , ontap-san-economy , solidfire-san BRohfEF=#F, &
’ E Kubernetes 1.16 &E SRS,
% 1% ECE StorageClass LU iHET R

#miEStorageClassTE X IR E allowVolumeExpansion FERIEE N trueo

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

3 FBETFERY StorageClass , EXH#HTTHRIE, FHER allowvolumeExpansion &,

% 2% FRELIER StorageClass ¢l PVC
YRIEPVCE X FHEF spec.resources.requests.storage MURMEFIEBRHA/N. ZANAIATFIRIBKR

o

cat pvc-ontapsan.yaml
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident=BIB—NAKAMLE(PV)FHRES XA EEEFER(PVC)HEXE.

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885dbo71 1G1 RWO

Delete Bound default/san-pvc ontap-san 10s

% 3% ENXEE PVC 89 POD
BPVEZTIPODLURE K/, JAZE iISCSI PV X/NBY, BFRfIER:

* INRPVIEEEE|Pod. MTridentsY BEMEEIRNE. ENPEREHEMIEXHRFIKR/).

* SHPFBREEPVRIAR/NEY, Trident= BFERRNE. & PVC 4EZ Pod /5, Trident REH IR
BHIABXHRZ KRN AfE, Kubernetes RTEH BIRIEHNINTERGEEH PVC K/

T REISR, 81T —MEMA san-pvC BY Pod o
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$4%. BFAPV
ERESIEN PV M 1Gi AT R 2Gi , 1B541E PVC EXHF sPec.resources.requests.storage BN
2Gi o

kubectl edit pvc san-pvc
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

B55. BT R
e LUBIE S EPVC. PVHITridentERIA/NRIGIE BEBES:

219



kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e

e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

B FC &

SR LUEACSIECERRF RFCIRIAE(PV).

#&x IXEHIEFZIFFCEY B ontap-san. FHEFEEKubernetes 1.16 X E = AR,

% 1% BCE StorageClass LI &Y B

YmiEStorageClassEEX MIIEE allowVolumeExpansion FERIEE N trueo

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True
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3 FBETFERY StorageClass , EXH#HTTHRE, FHES allowvolumeExpansion &,

% 2. FRELIER StorageClass I3 PVC

YREEPVCE X FHEF spec.resources.requests.storage MMRMEFIEBHA/N. ZANBIAAKFIRIBKR

o

cat pvc-ontapsan.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident= BIB— N RAME(PV)FHRES XA EEER(PVC)HEXEX.

kubectl get pvc

NAME STATUS VOLUME CAPACITY

ACCESS MODES STORAGECLASS AGE
san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi
RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san

% 3% ENEE PVC B POD

BPVEZZIPODLUAE K/, JBAEEFC PVA/NEFRIIEH

* INRPVEEZTIPod. M Tridental BEEERNE. ERPMIEEHEIMEEXXHRFE KR/
* ZRIARRIEZPVEIA/NBY. Trident=¥ BEMEEIRNSE. 1§ PVC 40E % Pod [, Trident

BHIABXHRZKRN. ARG, Kubernetes RTEH BIRIEHNINTERGEEH PVC K/
FURAEISR, T —MEMA san-pvC BY Pod o

AGE

10s

ZEMAR
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$4%. BFAPV
ERESIEN PV M 1Gi AT R 2Gi , 1B541E PVC EXHF sPec.resources.requests.storage BN
2Gi o

kubectl edit pvc san-pvc
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

B55. BT R
e LUBIE S EPVC. PVHITridentERIA/NRIGIE BEBES:
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE
san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi
RWO ontap-san 1lm
kubectl get pv
NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1i RWO
Delete Bound default/san-pvc ontap-san 12m
tridentctl get volumes -n trident
e f————————— f———————————————
e e R L L L L el Fommmmmm= S +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
oo e e oo o= R S e
et et o= S et +
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |
ittt i S et o=
R o fom—— +———— +
BFF NFS %

Trident>2 ¥ s A EECER NFS PV § BB Eo
flexgroup , #l “azure-netapp-files’ [Gio

ontap-nas , ontap-nas-economy , ontap-nas-

% 1% BCE StorageClass LI &Y B

EIAE NFS PV IR/, BEGEHMSAEER allowvolumeExpansion FERIRE N true KREBEFMEELURF
B E:

cat storageclass-ontapnas.yaml

apiVersion:
kind:
metadata:

storage.k8s.io0/vl

StorageClass

name: ontapnas

provisioner: csi.trident.netapp.io

parameters:
backendType: ontap-nas

allowVolumeExpansion: true
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NREERNEZEIETRTFESE, WRFFEA kubectl edit storageclass JmiEMMBTFHEREIAIH#IT
&Y Ro

% 2% FRELIER StorageClass I3 PVC

cat pvc-ontapnas.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi

storageClassName: ontapnas

Tridentf1Z/91% PVC 8l3Z—1 20 MiB BJ NFS PV

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-0199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE
pvc-08£3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi RWO
Delete Bound default/ontapnas20mb ontapnas
2mé2s

E3H: BFPV

EGHEIER 20 MiB PV %4 1 GiB, 154%iE PVC H#I&E “spec.resources.requests.storage’E 1 GiB:

kubectl edit pvc ontapnas20mb
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
#

L4y W RE
EEI LB EPVC. PVAITridentERIA/NRIGIEAE AN NESIES:
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |

et ittt L fommm - fom e
fom - oo fom - e +

T iR RWX NVMe FZ& %R

£ NVMe 11X A ReadWriteMany (RWX) EH R B4 RHEIANEE 64 T m. UTE
1ERRS, BERET PSR NVMe FRFBRLEN, HBIAR T IR TE,

T % 64 T3 2R

WMREITHIE ReadWriteMany (RWX) &5 NVMe thi¥l—i2fER, T2 RWX NVMe A 8EH Kubernetes B
i 64 N REH,

B RITE 64 ML ET S _EE#HERE RWX NVMe PersistentVolumeClaim B T{Efa .

LR EMSGER FER NVMe 1Y AY RWX .

TH#E NVMe TFRFHREY

BETFRFAER (Trident fRAFETF 26.02)

£ 26.02 ZFIRY Trident ik~ , RWX NVMe HERESMENFRAREFEITIHE. 81 RWX NVMe HEIR
5% ONTAP EHEB KT A NVMe FR %,
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IERRES, BAEERIEREY BIERE, 7EAE Kubernetes &8 H, HFE RWX HBEE— M ERF
24, AtFRAEEHRBRETRRIMZEE,

BRF RIS (1 Trident 26.02 15| \)

M Trident 26.02 7¥88, RWX NVMe EFERAEZBRFRAFAIEE, 21 RWX NVMe EHE[E— NVMe F&

4o

BMNBRFRARSXZHF 1024 PR =TE (B) » RREEZERST RWX TIEAHNATT BIE, HEETE
| ONTAP FZRSiIRHIRI AT BEME

1 RWX NVMe BHEZE1F 64 N5,
JARNEEIRAEIR

IR AR GNZ I RWX NVMe &, EAJgERZIEMF LU THHIR:

Maximum number of controllers reached. No more controllers can be created.

IHEEIRRTEIXE] ONTAP NVMe FRSiE4I220RE!,

fRRT R RIRB IR
BBUSEFRANRFIHANBERFRAIEE, EALKE Trident 26.02 BE S,

F+ek Trident LAN FABLRF R GHEEY
5 RWX NVMe &R FRBRF RS &R
1. 3% Trident A+4&ZF 26.02 T E S hr A,
2. ¥1ER RWX NVMe HMIFRE Pod 45/\2I =87,

3. WINRE TIERHIETEER RWX NVMe %o
4. % pod EFY &o

BB IR AR ERBR F RFREERE RWX NVMe &

* LERBIGER TR NVMe By RWX &,
* 64 TRRHEIERTET RWX NVMe &,
* BiAa R E IR Z R0,

EHISS AT RIE

Trident @I 280 Z PMEFHEREHIZF BIH & RS INERIZZ I Bt & A A E L
Trident WX B2 R 1L —AR AT RS STHHE RIS Ay %, DAL IXENF2F1E Trident 26.02
FERRATR AT A, XATH BRI Kubernetes IMEIR M TS MEERFHIEZHAIN

FREE,
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KESHE X
RIS ATY R

EHER A BIEZE Trident ITHISRHTRIES MEEIRIEREES, MARERENIERNEHTTFI I, XL
RFEESLIZE. MR, BB REBLIZMMEF. SRHMBUELGUKRERER,

BREHZEATYT BYE, TRSMER EMIZEERNFET, XENTERE, ALV TEEREHEL
PersistentVolumeClaim # VolumeSnapshot & {ERIIFLE AR 2 iR ERTIE],

RIS RIS

Trident XFFRNEIMAERANRVIEHIE AT BlE, BAEBURTEFERER.
EX%E

LU TFIRENIZRFTE Trident 26.02 IER_E B X HI S AT B1E .

®* san
®* nas
®* san—-nvme

* google-cloud-netapp-volumes

BREHIZRATY R

=HIZS AT B4 enableConcurrency BELEERIITEH, #TE Trident ZEHEFHELIEHNEHEERS
FAILE3ZET5T,

Trident 121/EGZFE

EiEd Trident operator LT HIESAIH B4, 1BTE TridentOrchestrator BENXZRERE
enableConcurrency WENH trueo

MR

B3 4RIE TridentOrchestrator CR, ¥ enableConcurrency BN true:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
namespace: trident
enableConcurrency: true

[ FACR:
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kubectl apply -f tridentorchestrator cr.yaml

&

BRE

{B*MIEB TridentOrchestrator CR LB HIEHIZS0IY Bk

\

kubectl patch torc trident --type=merge -p

'"{"spec":{"enableConcurrency":true}}'

W ERRBENA:

kubectl get torc trident -o
jsonpath="'{.status.currentInstallationParams.enableConcurrency}"'

Helm &

E{ER Helm BAEHIZAIT B4, 8% enableConcurrency {HIZEN “true.

TR

helm install trident netapp-trident/trident-operator --namespace trident
-—-create—-namespace --set enableConcurrency=true

NERE

helm upgrade trident netapp-trident/trident-operator --namespace trident

-—-set enableConcurrency=true

HE, FEENX values. yaml X enableConcurrency REN true:

# values.yaml
enableConcurrency: true

PAIRERA values X HITRETFAL:

helm install trident netapp-trident/trident-operator --namespace trident
-—-create—-namespace -f values.yaml
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tridentctl 2=

EEMA tridentctl BRAEHIZEATY B, BEREIIZEPREE -—enable-concurrency Rdo

R

tridentctl install -n trident --enable-concurrency

NERE

BERBET tridentctl NEPE LERERIZEAYT BY, BHHAERTSENMRE:

tridentctl uninstall -n trident
tridentctl install -n trident --enable-concurrency

RiFRBERAESRAY Bt
BREHIZSERT B G, BENETHsE Pod HERIIE Trident =28 EFEBRAHAET!

kubectl logs -n trident deploy/trident-controller | grep -i concurrency

ERZABIH—EEEE, ETOEAHL.

BART
LU IRENAE P S2 T HIER Al R IMEVEA Trident 26.02 BUSRATRE :

®* nas-eco

® san-—-eco
I F XL IR THAE R ©
* RIS H & AT BT EAEL
* TTAERRRAEFAIESLZETH
s RENEEFIMERER
HEZITH
BREHIZsu Y R
* Trident BN FHPEB R NS NZRNAN EBIE
s BERRBIRIERFEIIL, DUREFEIRS—EE
* Qe MNZRIEENAVISERT L 512 % R _E RV E MR EUR(E R BT #1T
* Trident 3% ONTAP APl iER[EHIANENEIE LIF 20 14, U LEEIREFEERFTE
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* MRS RIHRHZAERNEE LIF, MENIH=L 20 MEKRIIRE

EXRFIFEEE
UTERRAZER TSR R%:

* HAH Trident I=HIZSA I EIE
* tERRAHSGHE A P Rl R B R & PR
* REMHEBURT:
° IFTEfERANFEIRIER
° [EimMEN AE ]
° Kubernetes API iRSZ 28 M AE
* BHATRERIEINEHREERANAE
E S B IR
Trident 26.02 & A LA BRI :
* IEHISE R RIEITAEMRE REF R HAER
* BRI GHIEF FTRE RN :
© mAETMHER—H
° R ZEITREN
* BFHITRT, ARHRIRERREESER
* AT B E T Re B R SRR Fha
=iy
* KBATT A (GA) KuoiEFRATRES AT BENEFIFR
* FEIRE IR I A TR R IR BhE
© KIEIETTEY In T R iR AN HI28 14 AE
* BT B AR RIZIREIR

SNE

BT UEA “tridentctl import @ I H A Trident ENFREMNIFAEERR (PVC) ¥
EZEES NN Kubernetes PV,

BLRFEE SN
BRI LS ES NETrident. LUE:

* BRAREFASRUHESERENEHIES
* W= AR ERMIESNRE
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* EEAEHERIKubrenetesERE
* EREVRE BRI TR N AR R
EEET
SENEZH]. BEEUTEES,
* TridentREE|ARW (I£5)EEBIONTAPE, DP (BIERIP)EXE P EESnapMirrorBing. EFES
ATridentZ Bil. NFcHREBHRXR,
s WNNBNSNEEEZEENE, E|ANHFIEANE. BRELE. AERITEN.

ara DN TRELHBE. FANKubnetes FERIREIFAIRNER. FEAUBMIR G EER
=5 FPod, XEIRERSEEIERIT,

* ®fX "StorageClass B AEPVC LIETE. ETridenttt R NHABRNERILSE, SIREMBSERFHERIRE
FREFHEMAT A FHITER, ATEEFE. BLSNREAFELEZEM, Eit. BMESATF5SPVCHiE
ENEFEEALENERIET. FABREZKK,

* WEEAXNEPVCHBEMNIRE, FHERREFSNEG, RAFEE PV, HFAHEEIE— Claims Ref,

o EIWRISERVIEE N retain EPVH, Kubernetes BIH4EE PVC 1 PV &, EEHCIUNERIS LT 1F
BRI E SRR,

° FERMIEIREE BT delete. MIBRPVEY. ZESIIHMIFR,

* BINERT, TridentEBI2 PVC, HERImEmM&AFlexVol volumef] LUN, REJLUEE “--no-manage &\
EHEEERIREM --no-rename tRIZLURE HE R

° —-no-manage* - MRE(EA "--no-manage 7&K, TridentfERNRIE R EIHAR ST PVC 5 PV
PATRERIEIMYIRIE. BIBR PV B, FESTEMFR, HtigtE NSREMNSHEZEK)) LEER

o

° ——no-rename* - REFEH --no-rename " #7E, TridentESANENFRZBINEEZIN, HEES
EmERE, AT IFLITIEN: “ontap-nas , ontap-san (B3EASAr2 £4t) ontap-san-
economy’ Sl#lo

o WNRIEREFER Kubernetes TR ZsC TIEME, BXAETE Kubernetes ZINEIRTFES
B MESERR, BBAXLEENIEEE A,

* PVC #1 PV FEHMN—MFE, BFIETEESAUKR PVC fl PV 2BEEEE, REHKEMBR AT E,
SNE
&R LUER “tridentct! import’ S0 8@ H Trident SN FERER PVC KEANE,

&iF WRER PVC AR, WEXFETHIFER tridentctl RENES
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£ tridentctl

B
1. gIE—1 PVC X (5180, pvc.yaml) , ZXHFERATFEIE PVC, PVC XHREHE name.
namespace. accessModes '# “storageClassName, &, ERILITE PVC EXHIERE

unixPermissionse

AT B iR RSB

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

&E  XEERFENSH. PV BHERNNERINSHATESBSANG LSRR,

2. {ER “tridentctl import A T8 8 & &M Trident/5in & FR AR M—IRREE L EMN B RS S (Fla0:
ONTAP FlexVol. Element Volume) . X -f EERHESIHEIEEPVCXHRIEER,

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-

file>

&M PVC 11
P$IE
1. EAER Trident SNERFRAIE PVC YAML X (5180, pvc.yaml) o PVC XM EIE:

° name M namespace ETCEIETR

° accessModes. resources.requests.storage A0 storageClassName ERAE
° FRE:
" trident.netapp.io/importOriginalName: fgin_EBIERFR
* trident.netapp.io/importBackendUUID: &HFEMFIH UUID
* trident.netapp.io/notManaged (Optional): AIEFEEHBIREN "true"s RIAEN

"false"s

TEERSAREESHRAIME:
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "<volume-name>"
trident.netapp.io/importBackendUUID: "<backend-uuid>"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: <size>
storageClassName: <storage-class-name>

2. ¥4 PVC YAML XN AZE) Kubernetes 5£8%:

kubectl apply -f <pvc-file>.yaml

Trident 3 BsISANEHIEELHEE PVC,

Nl

BEUTESNTA. THRZZFNIRERF.

ONTAP NASFHIONTAP NAS FlexGroup

TridentX2#FF A ontap-nas-flexgroup WETEFSNE ontap-naso

* Trident Rz EH ontap-nas-economy E#le

&F
* o ontap-nas #l ontap-nas-flexgroup WENIEFARRIFFERAEENERZM,

FRIRIEFCENS S ontap-nas #BEONTAPEEE FM— N FlexvVol volume, FRRNERS
AFlexVolEM ‘ontap-nas’ TERIEHER, vlLUEONTAPER: FEFEMNFlexVolEEAPVCEN
‘ontap-nas. [AfF. FlexGroup volstB Bl LAEAAPVCE A ontap-nas-flexgroups

{5 tridentctl B9 ONTAP NAS =l
UTFRAERMNEER tridentctl SAFEESNIEIEE S,
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REL

UTFREIESANE RS nanaged_volume U FHAKGEH ontap nas:

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

st ettt T T e e Fom -
fom - ittt ittt fom - e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fomm - fomm -
fom - o fommm - fommm - +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |

o fommm - fomm -
fom - o fom - Fom—m————— +

FREE

FEASHBY --no-manage. TridentF2EHRRE,

UFRBIS N unmanaged volume £k ontap nas fgim:

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

o e Fomm -
fom - o fom— - fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fommm————— fomm -
fom - o fomm - fommm - +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5ab6f6ad-b052-423b-80d4-8fb491ald4a22 | online | false |

o - fommm - fomm -
fom— - o fom - e +

{#F PVC ;311 ONTAP NAS =l
U T RAERINEER PVC ERENFEETEREE S,
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REE

T RBIME 81abcb27-ea63-49bb-b606-0a5315ac5f21 " FANFRA “ontap volumel HI
1GiB ‘ontap-nas &, fEF PVC ARIKE T RWO ihaiER:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <managed-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap volumel"
trident.netapp.io/importBackendUUID: "8labcb27-ea63-49bb-b606-
0a5315acb5f21"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>

FREE

LUITFRGIER PVC 3B MIGiH 34abcb27-ea63-49bb-b606-0a5315ac5£34 S ANRA “ontap-
volume2 'Y 1Gi ‘ontap-nas %, FI&E RWO ARIEL:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <umanaged-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap-volume2"
trident.netapp.io/importBackendUUID: "34abcb27-ea63-49bb-b606-
0ab5315ac5f34"
trident.netapp.io/notManaged: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>
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ONTAP SAN

Trident2#FHFEAEZE N ontap-san (iISCSI. NVMe/TCP # FC) # ontap-san-economy &#lo
TridentA] LIS ANEE 8 LUN BIONTAP SAN FlexVol#&, X5 ontap-san BopfER, ©AE1 PVC 8IE—
“FlexVol volume, F1EFlexVol volumeREIZE—1 LUN, TridentS§ A\FlexVol volumeFHEHS PVC EX %
BX, TridentRILAZ N ontap-san-economy 8&% LUN B%&,

UTFRAERTIRSANREENFTES:
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=

REL

MFRZES, Trident=RiFlexVol volumeEdr& A, FHiEFlexVol volumeFHILUNE AR pvc-
<uuid>'A " 1lun0Oo

UTFRBIER N ontap-san-managed [l LM FlexVol volume “ontap san default:

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-

basic-import.yaml -n trident -d

e F————— o
o o t——— o +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e o -
e e - e +
| pvc-doeedf54-4e40-4454-92fd-d00fc228d74a | 20 MiB | basic |
block | ¢cd394786-ddd5-4470-adc3-10c5cedca’757 | online | true |
e e o
t——— o +——— o +

ZESL

TRBISAN unmanaged example volume {EE ontap san [Gi:

PIES
already mapped to initiator(s) in this group. EHEMIFFEINIZFHECHMRETLUNAREFAN

o

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
Fommmmmmmmomeososorrenosmemereme oo me oo Frommmmomos Fomcmmemememonos
Fommemmomo= B e Focmcomo= oo +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommcmcosososososrsros oo esCe T Ce e S e S e Fososmsmss Fomosmsososssoss
Pommmmmmm== o memes e e s s s s Fommmmm== o= +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759£555a | online | false |
Fommmmmmemsmssesese s s s s s e o= e
Fommmomomme Fommememerossrsreemenessosoeseoomomoms Fomomomme Fommomomos +

SR LUNBRET R 5Kubornetes T R IQNHEEIQNMigroux. 1A FRBIFR. EBKREEIR: Lun
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-41f38-9eb@-c7719fc2f9f3

iscsi linux ign.1994-05.com.redhat:4c2elcf35e0
unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

Element

TridentSz #HE FAIXEHFIEF S ANetApp ElementZi {4 FINetApp HCI% solidfire-sano

e Element X2 F<HFEENERIT, BRE. MRFEEENEZM. TridentihiR[EIHIR. EH
! IRESRRRER. 2L, RUE—MNEZMHFATENE,.

UTFREIESRN element-managed [aln LHYE element defaulto

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

R R fem=m==== fossseesmema====
fmmmmmmmaaa fo e e e e e e e e e e ce e e e fmmmmmaae fommmemaae +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
e fommmmaae fommmmm s
fressmmsamms e e e I
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |

i R e fossmesseemeea==
fm========a fememsessssss s s sese s esosssss=== f======== fememe===s +

Azure NetApp Files

TridentSz FEBAIKCITEF S N\E azure-netapp-fileso

EFANAzure NetApp Files®. BHRERIZHEZE. EREEENTHREN—ED. UTFZ

it f& :/0 a0, WNREHERIFN 10.0.0.2: /importvoll. HEIEN importvolle

UTTRBIERN azure-netapp-files fgif LM% azurenetappfiles 40517 HE1E importvolls
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tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

fos=ssss=s=ssscsessssssssosossssssss==ssa=s fememe===s e
e e e e e e e e e e fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e e e e e e e e ) fro— e s e
frems=m=m==s fremeoeesessssse e s e s s s o s R fremememm=s I
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d94b-44a3-98a3-04c953c9%a5le | online | true |

fossssssssss s e se s s oses oo sssssss s s e fememesmmeeeaa=
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

Google Cloud NetApp&

TridentXz#FFEAIRIEERFESANE google-cloud-netapp-volumeso

M FRAITEEIR backend-tbc-genvl E§ A% testvoleasiaeastlo

tridentctl import volume backend-tbc-gcnvl "testvoleasiaeastl" -f < path-
to-pvc> -n trident

i e e e e e L
fosssssssssssassassas= femsm=e==== R
f=mm==== fememema=a +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |

R femememame

frossssssssms s fremmmee==== et
fe======s e +

| pvc-a69cdal9-218c-4ca%-a%41-aeal5ddl3dcO | 10 GiB | gcnv-nfs-sc-
identity | file | 8cl1l8cdfl-0770-4bc0-bcc5-¢c6295fe6d837 | online | true
|

R e S ataat fommmema=e
froscscssssmaseem s e from=m=e==== frecsmssmee e me s s e e e e
fe======s e +

T RENEERNEAFRE—XIEHET S A "google-cloud-netapp-volumes'%::
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tridentctl import volume backend-tbc-gcnvl
"projects/123456789100/1locations/asia-eastl-a/volumes/testvoleasiaeastl"
-f <path-to-pvc> -n trident

o fomm -
e R e et
fmm====== fememe==== 4
| NAME | SIZE | STORAGE CLASS
| PROTOCOL | BACKEND UUID | STATE | MANAGED |
fossssssss=ssscscssssssssosossssssss=sssa=s fememe====
fm e e
e e +F
| pvc-a69cdal9-218c-4ca%-a9%41-aeal5ddl3dcO0 | 10 GiB | gcnv-nfs-sc-
identity | file | 8cl1l8cdfl-0770-4bcO0-bcc5-c6295fe6d837 | online | true
|
fossssssssssssesessssssasosossssssasssssass fememema=a
frosssssmeemes e from=mee==== frecsmeeem s m s s o s e e
fre=m====s fremmmeme=s WF

BREXE AV

fEATrident. ERILUAGIEZRNEDEE B XHRMMITE . XA TEIRAEHZMHRE
HIRFEIHE BRIKubnetesFIR(PVC), R RILIERIRESE X BT eI EEXERM
MBEXIFEZER; @2, SANRENEAEEHRIERXERR.

ez Al
FIBE XIS R MRMIRRE 3215

* B, SATREREREE
* BULME ontap-nas-economy WREhiEFH, RE Qtree ERIRITFT S B FRIENR,
* BT S ontap-san-economy RehiERFA, RE LUN ZFRFTE B IFIER,

PR

* BENXEZ NS ONTAPAHIIKEIIZF Ao
s U TEREZIFEENIRE . ontap-san, ontap-nas, #l ontap-nas-flexgroup aHle
* BEXBEMAERATRNES.

AIEHEXEREIREITA

* MNRABIFRRPEEEZLMEREM. NEHEEFEK, B, MRERNAERFEK. WIRER
BMRYENEHITIHS.

* IREARREEPHNRMERKGRZE. WEHEINRTER. ERMENMREERRUEZRRANEIER
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Fo

BARMEIRMATE R S IRECE )
B ATEARA/ Bt R AU E X B E X B MER.

RE AT

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQ0",
"username": "<admin>",
"password": "<password>",
"defaults": {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.Requ
estName} "

by

"labels": {
"cluster": "ClusterA",
"PVC": "{{.volume.Namespace}} {{.volume.RequestName}}"
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puE Sl Nl

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",

"username": "<admin>",

"password": "<password>",

"useREST": true,

"storage": [
{
"labels": {
"labelname": "labell",
"name": "{{ .volume.Name }}"

by
"defaults": {
"nameTemplate": "poolOl {{ .volume.Name }} {{ .labels
1Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
by
{

"labels": {
"cluster": "label2",
"name": "{{ .volume.Name }}"

bo
"defaults": {
"nameTemplate": "pool02 {{ .volume.Name }} {{ .labels
}} _{{ .volume.Namespace }} {{ .volume.RequestName }}"

}

A BRI

w5

"nameTemplate": "{{ .config.StoragePrefix }} {{ .volume.Name
.config.BackendName }}"

nfl2:

244

.cluster

.cluster
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"nameTemplate": "pool {{ .config.StoragePrefix }} {{ .volume.Name }} {{
slice .volume.RequestName 1 5 }}""

FELZENER
1. WFESAN RELNEEAERERANREN. FSEHnE. Fa:

{"provisioning":{"Cluster":"ClusterA", "PVC": "pvcname"}}o
WNFREESAN. EEVEEGIHE X PIREHNE X BB IFER,

Trident A2 ERH B FIERIERY 72 KR (ERo

MR XEBIRASERE—NEBIR. WTridentEHIIN—LEFENF R REIEE—E R T,

NRNASEFEEN B E X BKEBZ64NF. WTridentERIBMBSRRAIENESD R, WTAEHR
ftiONTAPIREDAZF . WNRERVHBEI ZMIRE. WELZIER/RRK.

o &~ W DN

ERRATIEZ B HENFSE
EATrident. EAIEFHRTEFOES. HFE—IPHZEPN LA EFHEZSE,

i@id TridentvolumeReference CR. R LATE— 8¢ % "Kubernetes & = [8] Z [B] L £ #1H = ReadwriteMany
(rwx) NFS#, IttKubernetesZs#lfi#iR AR AT

* ALEE ZMRFIAIGRIIERIRART M
* EHEFFTE Trident NFSEIRTHIZZ
* RKF FtridentctiHEMEMIE RN IKubernetesIHEE

LB R R T MKubernetesii & =ia) Z [BIINFSBHZ,
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2
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H

TridentVolumeReference
primary/pvci ;
B e e s T -7 Storage " Y i e e e P - 3
Volume
TRIENI]
RENANTEEAIEENFSEHE,

BLERPVCUHES
Ren R A A ER T RIREPVCHRIHERIIR,

BFEBIrH R TIE TR CRAINR
EHREER MBI RATENFIE &R FEIETridentVolumeReference CREIIX R,

e £ Bire 2 Fia)H alZE TridentVolumeReference
Biren i = I8]9EF A E & 61 TridentVolumeReference CRELS | FBIREPVC,

o EEMSmRETEIREIEMEPVC
Biren 2 TEIMFREE I MEPVCLUERIRPVCHBEUETR,

ECERM B R 2 =8

ATHRZ 2. BEafTEAEZFERGATEAMEE. EHEERN B TEMEENDENRE. &
TR EERF AT,
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T
1. *BEfATEREE: *CIEPVC (pvcl). MIRFEBIrHRATEHZNNRE (namespace?)

shareToNamespace 1RFo

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Tridenti& 8PV R EFiENFSTFiES,

o A UFERIES HRYIREPVCEZAZ M e R TIE, Hlul:
trident.netapp.io/shareToNamespace:
namespace?2, namespace3, namespaced,

B e EREEERERETE -, I

trident.netapp.io/shareToNamespace: *

o &R LAEFHPVCLLEHE shareToNamespace FERARINFRFo

2 *EREIER. *HFREEINEYM RBAC, LIEFEHITGRTRIFAIEETE IR TiEFeIE
TridentVolumeReference CR BIFX R,

3. *Birfn B TEIFMEE: *EBErRTEIFEIES | BIRa& = E/f TridentVolumeReference CR pvcilo

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. *BiromBTEIFAEE: *8IEPVC (pvc2) (namespace?2) shareFromPvC B FI8EIRPVCHITRE,
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl

name: pvc2

namespace: namespace?2
spec:

accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

&iE BARPVCRIR/ A IUNTFHEFETIRPVC,

#R

Trident=33%2EX “shareFromPVC'B#rPVC_ERVRE. FHIGEIRPVEIENE B B KB IERIRPVIEIER RN F

. EANEZRPVEHERF. BIsPVCHIPVERAEEHE.

BFFHZES

eI LIRS 2 M e B = RIHZNE, TridentiEMIFRXREr 2 8] LRSHIARINRIR. HRE
A=iERIHRNIR. MIBRS|IBERPIERIF=EIE. TridentHIFR1ZE,

{8 ... tridentctl get BEHMNESE

HEZENHME

fEMA[tridentctl SKARFPR. ERILUETT get BTREMBENGS. BXIFAEE. BHSNHEE

. Jtrident referation/tridentctl.html[t ridentctl B8 FIEIN],

Usage:
tridentctl get [option]
flags

* °-h, --help:. &,
* —-parentOfSubordinate string. BFEERFIAMNESE.
* ——subordinateOf string. BEHERGINEN TR,

PR

* TridentITAZfHLEBIR BB EANRES, BNERAXGHESHtEEHRD LB S
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* & RBEBI PR RIBUE FHRPVCHYIAIR) shareToNamespace 8% shareFromNamespace 1R+ MIB&
TridentVolumeReference CR.EBHH AR, HAIAMIERMEPVC,

TEEMNBE LRITIRIR. =EMRE,
BXIFEAEER ..
BT RAEXEGITRENENFAER. BRITUTEE:

* FIR) "ERRATEIZEHRES: WHEmRATEEIRHello"
* ME _LBESR "NetAppTV's

EaRTEREE

BIEfEATrident. &R LUERARE—MKubornetesEEEF P AR Edp B FialI B S S IRE 6
eI N

RIFE ST
REEZR. FRERRERNBRERVEREERE. HBEEBHEBENEFMEE.

#F BB R Tia 7 fE(N 52 4F “ontap-san' ‘ontap-nas ZEIREHIZEF. FAXiFRiETbE,

RIENI]
RFNNTEAANREE R E,

FeERPVCLITEIES
R R EPE R T hERPVCHEIERIIR,

9 BEFEBinH R T F Al CRAVILR
EREERMBEIRATBINFAE &R T TridentVolumeReference CREVIY R,

e 7 Eird & ialF8lZE TridentVolumeReference
Bt & el A & %8I TridentVolumeReference CRULS|FIEPVC,

o EEfre R iE R ZPVC
Bires R TR EE G ZPVCLUMIRE & a5 [ZPVC,o

& RA Bnan 2 =(a]

NfpRReN. BaiTRREERZRRGATEMEE. SHEERNBRnRTEAE#HTEHREME
NigfE. BN T BRERIEERF AL,
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B
1. Sourcedi & Fjalowner:(pvcl R R T EFBIFEPVC (*namespacel), AT (namespace?  ERANRFR
FEBIRmATEIHEZINE, cloneToNamespace

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/cloneToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

TridentiZ I PV HEIEFES,

o BRI LUERIES HIRYIRFPVCHEZL Z 1 B =iEl, B,
trident.netapp.io/cloneToNamespace:
namespace2,namespace3, namespacedo

&t © R LB EEIFTA « X, B0,

‘trident.netapp.io/cloneToNamespace: *

o fEO] LIBERY EFPVCLLE S “cloneToNamespace 157+,

2. EHEER MRBEINEHMN RBAC, URFEInGATEFAEEEEinmATEIREIE
TridentVolumeReference CR BYIXfR(namespace2) o

3. *Birfn B TEIFMESE: *EErRTEFEIES | BIRaE T E/f TridentVolumeReference CR pvcilo

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. Destination@n & = Blowner:(pvc?2 * TEE R E TEIFEIEPVC (" namespace2), {#H cloneFromPVC g%
“cloneFromSnapshot # “cloneFromNamespace 1518 EJRPVC,
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
annotations:
trident.netapp.io/cloneFromPVC: pvcl
trident.netapp.io/cloneFromNamespace: namespacel
name: pvc2
namespace: namespace?2
spec:
accessModes:
- ReadWriteMany
storageClassName: trident-csi
resources:
requests:
storage: 100Gi

PR
* W TFEAPV-NASE ST RIRENIZ FECERIONTAP, AxiFR i E,

fEFASnapMirrorE %

TridentS2i$E—1MERE LHORE S SER LHBITE 2 ARIFRER. LUBHRAEN
SEHIBIE. EAILMEAER Trident BEXR (TMR) M8 & =iEEE N FREN (CRD)
SRIAFT L FIRIE:

* EEZEIRIEFEEXR(PVC)

* MFFEZERREXR

* PETREXAR

* ERMEER TRA ZREWIEHES)

* EEBZEIT AR TR R (TE TR NP5 BT 5 HAE)

ERIRHRF M
Fiaz el IFHERRE A TRIRSR M+

ONTAP £58%
* Kubernet: {EFONTAP{ERGIRAYIRF B AT Trident&E B _E 4R IF7E TridenthR 522,105 B = kR Aso
* YFAENE: SOTERF EFRONTAPSEEE 5 BERIIRFRIPE/RONTAP SnapMirrorZH Ak, BXIEHE
B. 1580 "ONTAP Hf9SnapMirroriF el BEiR" o

MONTAP 9.10.17F498. FRrEFRIIEX ANetAppIF AlIEX H(NLG)RIFZ TR A, NLGR— 1 FFZWILNAER
Xt BXRFMMER. 1SN "ONTAP OneffiHRITFRIIE" o
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#x X2+ SnapMirror & 1R,

POES
* EEHISVM: ONTAPTREEIRMMEML M FRT. BXRIFMES. BEN S SVM HFHA" o

BEGHA  WHERMTOONTAPEE Z EIRVE X R PERRISVMEZ TR EM—HY,

* * TridentfISVM*: XEERFESVMMAIR ] B FrEERE Y Trident(E .

SFFNIREHIZR

NetApp Trident Sz 358 F NetApp SnapMirror I ARFHITEE S, FHAAUTIRDIZERZIFNEFMES. ontap-
nas . NFS ontap-san . iSCSl ontap-san . FC ontap-san : NVMe/TCP (ZEXK&R{K ONTAP R
9.15.1)

s ASA 12 ZEARZHHER SnapMirror #1TEE R, BX ASAr2 RFEMNIER, 1BSR" T EASA
’ R2TFERSE" o

BIEEHRPVC
BB T BHERCRDRAIEEEM _LEZELIEREEXR.

-
1. 7EEKubbernetes®£&f LHITUUTHE:
a. fEES#tIiEStorageClassiTR trident.netapp.io/replication: trueo

Nl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "nfs"

trident.netapp.io/replication: "true"

b. {5 HIBIEM StorageClassBIZEPVC,
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Nl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

C. fEAAMEREIEREXACR,

Nl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:

- localPVCName: csi-nas

Trident= R ENVERINEME S AN B HRIBIRFRIF(DP)YRES. ARERFREXRIRESFR.

d. $XEXTridentMirorRelationship CRIAFKEXPVCHINERZ FRFISVM,

kubectl get tmr csi-nas
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kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”
localPVCName: csi-nas
observedGeneration: 1

2. ¥ #fKubbernetes®£8 FHITUTH R
a. {#Atrident.netapp.io/replication: true2%k 81|32 StorageClass.

Nl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

b. A BRHIRIE S IR REKRCR,
Tl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”
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Tridenti$ 5 FA BC B AV X R 2R B 4 FR(SLONTAPRIBRIA BRER ) 8 2 SnapMirrork R 7 3 1T #)9A1E.
C. £ aItIZRIStorageClassEIZ—1PVCLAA{EZZk(SnapMirrorB1x)o
Nyl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

TridentE 0 E B 1EE TridentMirorRelationship CRD. MR I X AREZE. NELELIES, WREFELL
KA. TridentiFHafREEFFlexVol volume B EI SHEE X R E XHIEIESVMEIL M FEXRSVM L,
EEFIRE

ZRIRBKRR(TCR)Z—MCRD. RRPVCZEIERIX RN —IR. BIFTXR EERAE— MRS, IWREEE
HTridentFrBRVIAS. BRTXR BEBABUTIRE:

* BRI FAHPVCERHRGEXANBTE. XB— XA,
*RF: AMPVCENEEHAEH. HAIREILEAIEMNEEXR.
© BRI AMPVCEREHEBRXANBING. U TFZEEXAT,
c MREMBBRESREELXA. ANERBZEMGNAR. NN AEREFNEIIKE.
° MREZRIARSFEIXRR. NEFHRILAVKREREEK,
TRt RN PE S HR Rl R FH HENPVC
E " RKubbernetesEE8f FMITIATHIE:

* ¥ TridentMirorRelationshipfy_spec.state & EEEHZ| promoteds
EIT IR PE RS AR Bl A HENPVC
FEIT RN PERTE () HAIE. ITUTHZBLURA ZHPVC:

p
1. #£FKubbernetes8¥ £, BIEPVCHIRIR. HEFEIERER,
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2. f£EKubnetes&E&E . BlIZESnapshotinfo CRIAFREX A ZRIELE B
5l

kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
snapshot-name: csi-nas-snapshot

3. 'EZ#kKubernetes&EE¥ F. ¥ TridentMirorRelationship_ CRAEY_spec.state F FEE# A _promoted
#_spec.promotedSnapshotHandle . LB AIREEBIAEE R TR,

4. FE”4kKubernetesEEEf . HikTridentiE &R X RIVIRZS (stats. state FER) A ERF o

EHERBEEREGEXR
ERRFEGERR A BEREREHEEA—iR,

p
1. £ ZRKubernetes®E8¥ £. HREEFH TundentMirorRelationship_EAY_spic.netVolumeHandle  FEEHIES

2. ¥ ”4HKubernetes®E8f £, FTridentii{& XZH B _spec.mirector FEXE#F| reestablisheds
HthigE

TridentXz 3533 £ EM —RERITLUTIRIE:

B EPVCEFHIZIFTHI _LKPVC

WRIEEE—1EPVCH—NREPVC,

TE
1. MBI — (B +5)EEEFHIFRPerbestentVolumeClaim# TridentMirorRelationship CRD,

2. \NE(GR)EEEF MR TridentMirorRelationship CRD.

3. X (CR)ER L ABE RN & (B15) PVCRIEH B TridentMirorRelationship CRD,
BEHK. EPVCIRPVCHIA/N

BILUEEEEPVCHIA/), WIRHIEEET HaIA/)\ ONTAPK; BEhY RAE( B Rflevxvols
MPVCHfIBRE I

ZERpREH. ENHF ZRERITUTERIEZ—:

* BIBRREPVC LSRG X R, HRERPEERIX R,
* HE. Fspec.stateFEEEHF_promoted_,
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MBRPVC (ZHIE )
Trident2E R EBFEERINPVC. HEZHBIFEZHRBESIXFRo

BT Tr

PR & xR —IRITH, TR SERISHTH: LR TridentSeFMIBR Z 8132 _promoted IR, SN FEZEMH
BREY TMirrorEe 88 F_Promved K& WAEEIMBRIGEK R B TMirrori&# Bk, Trident=x¥g At PVCIEF
H_ReadWrite, B I2IEISFEMONTAPHZS I #ERISnapMirrorToiiiE. WRIHIERKEEHBEXATFEA.

NESIBFBRGEXRN. EXNERAE_reiRil_ EEHIREHIFTMirror,

TEONTAPEXABS EFTIRER X F

BIREGXARG. IR EITXLYXR, ErJLIER state: promoted B state: reestablished F
EBE#MXR. GENERANENReadWrite B, AJLUER_promotedSnapshotHandle_15E E# H a1 &R R
RS EIRER,

TEONTAPERHBE ARG X R

&a] LU EEFACRD#ITSnapMirrorE#. M HE TridentE1ZEZEIONTAPEEE, 12 L T TridentActionii & &
HRORGIAE T :

Nl

apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-b

spec:
snapshotHandle: "pvc-1234/snapshot-1234"
tridentMirrorRelationshipName: mirror-b

status.state RBTridentActionif& EFHCRDAVIRES., ERILIM_suced_. _in Progress _3§_failed3REX
=

£/ CSl ifh

Tridentr] LB ER B EFM IR EH K HiEiZE|Kubbernetes EEB¥ YT /= "CSI #HFM7
BE"S

R

M CSI #a#M08E, A LIARIEXEM ] A KRN SHIERREIA—NESDT R, WS, EEIRMER,
Kubernetes B AIIEMET HENT R TRAMUUITF— I XKERNARETRAEXEEF, e UITFRE
Xt zigl, ATEFESXEREFANTEAHEES. TridentfERCSIFRFH.

N THAAX CSI RIMNIREMNESER "Ik,

Kubernetes 2 7 Mt IE—HISHERT:
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* BIEE N Immediate BY, Tridentfli#E&ER “VolumeBindingMode REBERAIFAIMNZENTNEE, BIE
pve RNSAMBEHENISEE. XEIIAZE "VolumeBindingMode. &&AaFISEFIAFNERHIAIESE
B, BIEKAMSER. AT AHIEKHNPODRIITIIER,

* NI volumeBindingMode I8 BN WaitForFirstConsuming , M9 PVC SIEEFISPE KA 4 ERIIZ
T’;ﬁﬂi&; BHEITRIFHEIERFER PVC 89 Pod Alk, Xi¥, SMSIRIERIMERESISEHEBYITXIPRSIRE!
2,

&HiE WaitForFirstConsumer" BERNAFERIMFE, LLINEERIRIITF CSI FaFIIHEEREH,

ERBHNE
B CSI R, EREBRUTRMA:

* IZ1THYKubernetes&EEE "SZ1FHIKubernetesiii 2"

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1e4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

* EEPIT RN AE R 5| NFRFMNEABPRE (topology . kubernetes.io/region
‘topology.kubernetes.io/zone), TERZETridentZ g, XL WHIMERFEPTA LY, U
B TridentBEZIR B HRFM,
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kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/master":"", "topology. kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

£ 1P CIEARMIEHGIR

Tridentfzfi G5 AT LAZ T RIRIE Rl B XIS FE M ECE LS. SRR UEE— et
supportedTopologies . ZRAXRZZIFHNHSXFXIEFHTIFTR, HFEHILFIHA StorageClasses , RE
ESZHFXE / KIgPItHINNARERIERE, 728185

THE—MEHREXRH:
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YAML

version: 1
storageDriverName: ontap-san
backendName: san-backend-us-eastl
managementLIF: 192.168.27.5
svm: iscsi svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-a
- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-Db

JSON

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",

"svm": "iscsi svm",

"username": "admin",

"password": "password",

"supportedTopologies": [
{

"topology.kubernetes.io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-a"

"topology.kubernetes.io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-b"

“supportedTopologies' B FRHEENEHHIKIFN o XTIR, XEXIFHHOXERRAE
p=s StorageClass B R IFET IR, XN T EERIHRMREL 2 XI5 X AIStorageClasses
. Trident2EREwRAIE— B

BOFT AT NEEMEN supportedTopologies o 1BE R LLTRAE:
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version: 1
storageDriverName:
backendName:
managementLIF:
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes
topology.kubernetes.
- topology.kubernetes.
topology.kubernetes.
storage:
- labels:

ontap—-nas
nas-backend-us-centrall
172.16.238.5

.1o0/region: us-centrall

io/zone: us-centrall-a
io/region: us-centrall

io/zone: us-centrall-b

workload: production

supportedTopologies:

- topology.kubernetes.
topology.kubernetes.io/zone: us-centrall-a

- labels:
workload: dev
supportedTopologies:

- topology.kubernetes.
topology.kubernetes.io/zone: us-centrall-b

io/region: us-centrall

io/region: us-centrall

EURBIF, reGion M zone IMERRNEMMIIIE. topology.Kubernees.io/zone
topology.Kubernees.io/zone IEEFMEMRERUE,

% 2% EXAIRFIRIMY StorageClasses

RIEANEBPITI /IR MERFRIMFE, PILUR StorageClasses EX N B ERIME
IEEN REVFREM, LUIKAIFER Trident EEEMERNT R F &

BEIUUTRA:

Bo XRHWERE PVC 15K
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:
fsType: extd

£ iR StorageClassEEXH, volumeBindingMode ¥I&E N "WaitForFirstConsumer. EULTFEIEH
153KEY PVC 7£ Pod 5| ZEIASHITI®E(E, # allowedTopologies T EFEANS XX

1§, StorageClass® ‘netapp-san-us-eastl ELREXMFIHBIZEPVC " san-backend-us-
eastlo

% 3% BIENER PVC
B StorageClass HFHMET EFinfE, EIMERLIEIE PVC,

BEBRUATRA spec :

kind: PersistentVolumeClaim
apiVersion: vl
metadata: null
name: pvc-san
spec: null
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

fERALEROIZE PVC BSBUATE

262



B{E Trident IR EHFHLE

kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

EI PVC , I57E Pod HfER PVC o BT RA:
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

Lt podSpec #&7 Kubernetes £ us-East1 KBTI £itXl Pod , HM us-Eastl-a 3 us-Eastl-b X
S AR RO AT T R AR TR

BES LT
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

BERUEHE supportedTopologies

AILAEA tridentctl backend update BFEERIR, UES supportedTopologies Y&, XARF
mEikENS, HENATFELEMN PVC,

THREZER
* "EERBNER
RS P =bri s
* "SRERMEAD R KB
*IREMNAE"
fERRE

ﬁi%(PVs)EI’JKubberneteS%H&,.“S'Zﬁ%ﬂ’]ﬁ]‘lﬂ““mﬂzlio A LU {ER Tridentl 21561
BRI, SAETridentyMERRIRRVIRIE. MINERIB QIS LUK NIRRT S HEHIE,

5%

ERIEZZHF ontap-nas, ontap-nas-flexgroup, ontap-san, ontap-san-economy ,
solidfire-san, azure-netapp-files, #l google-cloud-netapp-volumes E#lo

FriaZ di
EfFARRB. BUIEGINPIRBITHIZEMBE N ZIFEENX(CRD), XEKubernetesiiiZ4m 2R (5140
: Kubeadm. GKE. OpenShift)BJER 33,

INRERIKubernetes 73 &K hRA B & IRFRITHIZZACRD. 152 [EFEERIRIZHIZE o

&  NRECKEMRFEIZBIZRFEIRR. B7EIRRERITHIRE. CKE-ERRENFRREIRRIEH S,

BIZERIR

HIE
1. 8% VolumeSnapshotClass, BXIEMER, HE M "VolumeSnapshotClass”s
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° “driver' g[@ Trident CSIIREHTEF o

° deletionPolicy FJLIE Delete B Retain. RENAY Retain. FEEE LNRKEIEREBSR
E. EMEEFERARNE 2Lt volumeSnapshot MR EMIFR.

Nl

cat snap-sc.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

2. BZMBEPVCHIIRER,
Nl
° LRGN RIZIIAPVCHIIRER,

cat snap.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:

persistentVolumeClaimName: pvcl

o IR AR ABIPVCEIEEIRBIHR pvel REBHBIFIKEN pvcl-snap. VolumeSnapshotZE{i
FPVC. H5XEX volumeSnapshotContent RNEFRRIBAIFT R,

kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

o &R LIMARE VolumeSnapshotContent BIFR pvel-snap VolumeSnapshotB¥iftEH, o Snapshot
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Content Name FRIFIRMHELEIRIBAIVolumeSnapshotContentif&Ro o Ready To Use BEFRTIREE
AT RIEMHPVC,

kubectl describe volumesnapshots pvcl-snap

Name : pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8alca-9826-11e9-9807-
525400£3£660
Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl
Status:
Creation Time: 2019-06-26T15:27:29%Z
Ready To Use: true
Restore Size: 3Gi
MEIREREIZEPVC

AT LUER dataSource FAB ANERBEIZEPVC <pvc-name> {EREIER. € PVC 5, STLUEEMIN
F| Pod £, HEGEREAEM PVC —1FER,

&  PVCESREER—EmEIZ. BEN "NRENE: TiEEREmIEZEM=mPVC Snapshot
= BIgPvC",

[

TR ERRIZEPVC pvcl-snap fEAEIER.

cat pvc-from-snap.yaml
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

SANERE

TridentSz 1813 "KubbernetesTIEC & [REFIS 2", SR EIER A LIEIE "VolumeSnapshotContent WRHFN
TETridentsMERBIZZAVIRER,

FraZ i

TridentA N E BIIERH S NIREBHRLE.

p
1. *EBEIER: I VolumeSnapshotContent 5| FAFIHRIREBIIN R, XIGTE Trident BN IRER TR,

° IEHIEERIRIREBAIZ IR annotations YN trident.netapp.io/internalSnapshotName:
<"backend-snapshot-name">,

° fEH$ERE <name-of-parent-volume-in-trident>/<volume-snapshot-content-name>, X
ZIAEH snapshotHandle  IMEPREBIZEFE M TridentigHAIME—(EE, "ListSnapshots

o <volumeSnapshotContentName> HIFCRMZREHI. FEEIGES FimiRERZFRIT

ANl
LU VolumeSnapshotContent 5| AEHIREBIIITR snap-01c
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apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£f71223b5-23b9-4235-bbfe-e269ac7b84b0/import—-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content-name>
volumeSnapshotRef:
name: import-snap

namespace: default

2. *EMEIER *0l# volumeSnapshot 5|AMCR VolumeSnapshotContent MR, MIRIEEIERKIAIALL
{#H VolumeSnapshot FELATER R ZIE]H,

Nl

UTREEEIZE volumeSnapshot CRE®® import-snap 5/HM VolumeSnapshotContent B4
import-snap-contento

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)
source:

volumeSnapshotContentName: import-snap-content

3. *NERNIR( T FEHRITEMIRIE): *IMNEPIRIBIERFIRFIFTEIZEAY VolumeSnapshotContent * FiBfT
‘ListSnapshots . Trident¥ Bl “TridentSnapshoto

o SNEBIRFRIZEF FHFIKE VolumeSnapshotContent to readyToUse #l VolumeSnapshot to trueo
° TRIdentiR[8] readyToUse=trues

4. “ERIFAF *BE— PersistentVolumeClaim BAS|HEHH VolumeSnapshot. HMA
spec.dataSource(Eﬁspec.dataSourceRefygfm%JVolumeSnapshot38*mo

Nl
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LUITFRGIELIZE—15|FEBPVC VolumeSnapshot B85 import-snapo

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

fERRERRE SE

FRINERT. REERLTRERS. UERAEEMRSERIEENENEREM ontap-nas M ontap-
nas-economy JBREIfERF. B .snapshot BRUBIZEMNRBIRE IR,

f$EFvolume Snapshot restore ONTAPAR 1T RERFE LR F A HIRBHIE RIS,

clusterl::*> volume snapshot restore -vserver vsO -volume vol3 -snapshot
vol3 snap archive

#&X  &RSnapshotlZ<EY. IBEGEBERHKES. €IESnapshotE|A/FXEEHIEFMMMIESRKTER,

MREBIRLIERE

Tridentr] ffEF(TSR) CRMIRERIRIRIR (A RE TridentActionSnapshotRestore, MWCRAEE
FKubbernetest&{F. ERIETEHREFSHFARE,

Tridentz#FIREB I E ontap-san, ontap-san-economy , ontap-nas, ontap-nas-flexgroup ,
azure-netapp-files, google-cloud-netapp-volumes , # “solidfire-san’S#lo

Faazal
T EBYERPVCHI ] ARSIRE,

* WIEPVCIRESE R EHE.

kubectl get pvc
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* FINEBRIREAEEME. AILUER,

kubectl get vs

T
1. BTSSR CR. bR HPVCHIEIREEEIECR pvel pvel-snapshoto

#&3F* TSR CRMAIFPVCHVSFRTERER &= EH,

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:

name: trident-snap

namespace: trident
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot

2. WACREMIRIBIRR, IR MSnapshotiiE pvelo

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/trident-snap created

st
Tr|dent:|_f}‘A r;&,.“ %%&*Eo ILJR__]- Lj\q_LlIE H&,m J?'{klu\

kubectl get tasr -o yaml
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apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: trident-snap

namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:342"
completionTime: "2023-04-14T00:20:372"
state: Succeeded

kind: List

metadata:

resourceVersion: ""

* ERZHIERLT. NREMHPE. Trident A= BEIEIXIIRIF, EREBRAITILRME,

#iE - BAEERIFMRAIKubberetes A AT BEA FIK S SR RIBTFHNIR. A aEEENARF

up% a8 TSR CRo

FR R A XEXIRIRBIPV
MIBREAE RECRIBIOK AL SR BN TridentEREFH A" EEMFF IS, MEFESREUBERTridentE,

ERE L IRIBITHIZE
WNREFIKubernetes 3 AR A B & RRITHIZZFMCRD. Mol LUZIN FErIRHITEE,

p
1. BIEHREBCRD,

cat snapshot-setup.sh
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#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. QIEZIRERITHIRR,

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

MBEMNE. $TH deploy/kubernetes/snapshot-controller/rbac-snapshot-

&t controller.yaml HEH namespace [EE=RES TS
P SHEEES
* "EIRER"

* "VolumeSnapshotClass"

EREHIRER

Kubernetes A % (PV) B4R NetApp Trident IRt TRIEZ N E (—HEBMRE) 1IN
fE, bHARBREREE—RESIENZMENED,

VolumeGroupSnapshot & Kubernetes IFJ— Beta IhEE, © & Beta ki API

it o VolumeGroupSnapshotFT BRI ZS /9 Kubernetes 1.32,

BIREHRR
A TR T B IRR
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* “ontap-san' IRGHFEF - {ERTF iSCSI # FC thi¥, FEFF NVMe/TCP ¥
* ontap-san-economy - {G&AF iSCSI il

* ontap—-NAS
- pad NetApp ASA r2 8¢ AFX FFiE RAARZ RIS A IRER,

FraZ
* IfRIERY Kubernetes hRZSE K8s 1.32 S B s hids,

* BERRR. BHEAIMNMRERIEFIZZNBEEXZRENX(CRD), XZKubernetes itzdm iz (7140
: Kubeadm. GKE. OpenShift)d9ER 3,

YNRIEHY Kubernetes KIThRANELEIMPIRIRIZHIZZM CRD, 1BEIH[EIE G IRIEIZHIZE] o

& fﬂi?‘ T GKE HIEREBIZRFEAHRR, BAECIBRIRIEHRE. GKE-ERARENRRIRE
’ T hlERo

* TEIREBIEHIZS YAML 51, &8 "CSIVolumeGroupSnapshot ThEEI TR B N true”, LUIFAREBAREBER
Fo

* EOIRSHREBZE, CIEPIRNGBARREE,
* HRFIE PVC/EEER— SVM £, LUEEEFEEIZE VolumeGroupSnapshot,

p

* 7£81# VolumeGroupSnapshot Z Hitll#ZZ—1 VolumeGroupSnapshotClass, BXxiF¥ME L, 1557 "E4H
TREBA"

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:
name: csi-group-snap-class
annotations:
kubernetes.io/description: "Trident group snapshot class"
driver: csi.trident.netapp.io

deletionPolicy: Delete

* ERMBFELCZEGFARITERN PVC, SRXEATERNZIIE PVC,

U TFRAIERLLTAREIE PVC pvcl-group-snap  {EAEIBRIIIRE
‘consistentGroupSnapshot: groupA ARIEEMERE XIS BAE,
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl-group-snap
labels:
consistentGroupSnapshot: groupA
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Mi
storageClassName: scl-1

* I AEMEEIRZER VolumeGroupSnapshot (consistentGroupSnapshot: groupA )£ PVC H18%E.

LRGSR EARER

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshot
metadata:

name: "vgsl"

namespace: trident
spec:

volumeGroupSnapshotClassName: csi-group-snap-class

source:

selector:
matchLabels:

consistentGroupSnapshot: groupA

ERARRREEHE

ERILEREABARRBON—E 2 I ZONE MRBRIMES AL, BLEFEHARREN
g,

PEAKHITIR

fEAvolume Snapshot restore ONTAPER 21T R E & X R EI ST iRBHIE RAVIRE,

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap archive

#&E  &RSnapshotBlZ<BY. IBEGEBERHKES. BIZSnapshotB|Z</EI SR ESRTER,
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MREBRIRIIERE

Tridentr] fEF(TSR) CRMIRERIRIRIR (A R%E TridentActionSnapshotRestore, MWCRAEE
$Kubbernetesi2fF. ERIFRMEFEFHARE,

BXFAER, BER "MREBEREREE"

PR S A IRIEKEXBY PV
PR B IRIRAT

* @B LURIBREE D VolumeGroupSnapshots, A EMIBR4E HHYEE A NREE,

* MREFASEFEERBIER TR T ZIFASE, Trident S ZEBREZMIRIRE, EABALRHPRIRE,
ARTEEREMFZE.

* IREEADARREET =ME, AREMIRZA, WEFETRERDIRE, HAEERD TR ZETERR
%4,

IRE L RIBITHIZS
WNREFIKubernetes 3 AR A B & RRITHIZZMCRD. Mol LUZIN FArREHITEE,

p
1. BIEEIRIRCRD,

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshotcl
asses.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io0 volumegroupsnapshotco
ntents.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshots.
yaml

2. gIERRARITH2S
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kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

MEKE. ITH deploy/kubernetes/snapshot-controller/rbac-snapshot-

& controller.yaml HEH namespace & T8
PSR
* BRI
* BIRE
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SR S Trident
H % Trident

4R Trident

M24.02kRFFIE. TridentiZ@PNBH AR, SERH=ZNEERE, ENHREEEE
SeRihRABRA EADERY. HIZMH T IThEE. MAEIGIRINEE. BIRBEMIUH, BB
= DEEHLE—R. UFIBTridentRAYFTINEE,

FHREIBERSF I
FRBI AR Tridentf, 1BE B TEI:

* FELATEBIKubnetes EEBF PRI A B FRX AR R W 24— Trident 31,
* Trident 23.07 X ESREFEVIERE. FEXZIFAphaziBetalRiE,

* FARES. BB HAE"BETridentfEA"H StorageClasses #ft “parameter.fsTypeo ERILIFERFHE
BEENER TRIPRFIEZEFEEE StorageClasses &

° XEHITHI—I * ZK * "% 2 F X" SAN %,

° samplelsi A\ B R E & https://github.com/NetApp/trident/blob/master/trident-installer/sample-
input/storage-class-samples/storage-class-basic.yaml.templ& = ffl[storage-class-
basic.yaml.templ)FI§%$%: https:/github.com/NetApp/trident/blob/master/trident-installer/sample-
input/storage-class-samples/storage-class-bronze-default.yaml[storage-class-bronze-
default.yaml’,

c BXRIFAER, BBM "BEAIEE

B1L . AR

Tridenthk ZSERET HEAR YYMM GBRAE. ERYY'B—ENRERUHKTF. "MM'ZH 3. DOThRZAEE
YY.MMX BB B X ZEMEFRI. ERRIEEMPARIMRAEFEZA RIS,

s AU BEEARE B RERANEMrAE O FRRER B irhkds. Fla0. Eo] LIEEM24.06 (SE{24.06
DOTHRZS) 4% 52506,

* WIREBMIENhRAE O ZIMIREEITHER. BRITSTEAR. REBEEARNIARRAARIES
MhRAEOR "SRR &R, B0, WREIEITHE23.07HHEALE25.06:

a. BRM23.07F4%Z124.06,
b. SXj5 M24.06 7% F25.06,
EOpenShiftR2sF & LA TRIDentRERZFHITAHERE. NALKEITRIDent 21.01. 1 FEEhR

&iE A, 21.01.0 R &Z7R) Trident ZEAES— P EXNBIREER, % B7F 21.01.1 PEE. AXIF
2. ESN "GitHub ERYREHERIFMER"S
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28 BERBLZESE
BT R L& TridentBHEAMARZS. IEHRITUA TR E:
1. M ... kubectl get pods -n trident ¥Z&Pod,
° R KEIRIEGPOD, NERZRET Trident tridentctlo
° YNREIRERPOD. NTrident2EA TridenttEER FEhskFEHBHelm&Z M,
2. MNRBIEERPOD. i&EfEA "kubectl describe torc HE Trident2H SFEAHelm &3/,
° NREBHelmir%. MTrident2EAHelm& M,
° NERGHBHeImiFE. NITrident@EA Tridenti2ER Foh LR,
EB3L . EEARGE

BE, ENIZERSTRRERRNGEHITHE, BERIUREM ELET7AZETR s AR Tridents Fid
ko

* “EATridentRERTHITHLR"

Rr BRINEBENESE "THRRMERALTIER EERRIERHITAR ZA

ERZRIESEFR
TR RARTIER

EERATridentizB AL Tridentz 8. &M T HEALIREAENGERHIE, HPEFENX
FrRoEFN =T AiTHlzs. £H128Podf 1T mPod AN T3 mmDemonSeti#{ THIE 4,
TRIdenti@{E R AR AL IR
BLREMALTridentlIRZ12(E2—"FE RS TUIZERNNE" B B E TridentflKubbernetesII R, MA=
FETEERHNINES. BEXMAI, Tridentr] AESENBTEIZH A EH"NIER F A%, LHR. B
5Kubenetes&E& 1 TiEE. ATLA:

* BIBRHERCIE=KITHIZZZBEF T mDemonSet.
* FRFMRAERTRIDentiTHl28PodF TRIDent I 2 Pod,
c NRTRAEH. WARBALEEHERT R

o OFIBITT ZMT mPodT S A BEHEH S,
/TN B XKubnetesE&f_F TridentZRMEVIEIES E, 1BESIR"TridentZ244",

RERFARTIER
fEAZImE SR IEFT BRI TR
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1. ZiREE R
a. WM Y FREM TridenthRZAS(BRZS_n_)o
b. BHFIHKubnetesx IR, BIECRD. RBACHI =IARSS.
C. MIFRARZSA_n_AITRIdentiz 2820 E,
d. BIERRAA_n+1_HI=TU=HI28 2 E,
2. *Kubernetes*J_n+1_flIiE T =InEH25Pod,
3. ZIRIEBERT:
a. filpx_n_M=IEHFTRETE. BERFEFEFHRPod&1E,
b. J3_n+1_tIB=IE T sUETo
4. *Kubernetes* 2ERTIT =B mPod _n MH S ESIEZ =T mPod, XA UBER—NT = EBEEAR
A= HEET mPod RA=iBid—1,
fE A Trident OperatorgiHelm# £k TridentZ& 2t

1] LUER Trident®ER FEhEl EAAHelmA 2L Trident, EB] UM TridentiRER R EFHHKE
B— P TridentiRERTLE. WA LUMEZEFAL tridentctl’ Bl Tridentt@EG AR A, TEF+
TridentiRERZEZHI. BEF"EBEAHRTE

HEFohLE

S UM EBSEE TridentR2ER LEA R RSB — M EESCE N TridentZ2{ER R, FiBETridenthR AEFEHE
BSEE AR ERT .

& BN AR T EEEMNIEE AT (M4520.072)20.10)REM TridentHH K. 15IEIB TridentBIFHRINR
’ B TIRME R R 2R A"

KTFUAES

(\fe7oi@E:d} {\f270 {\f151. } {\f270} {\f270} {\f151. } {\f270} {\f270} {\f151. } {\fe703@id}
{\f151. } {\fe70} {\fe70} {\f151. } {\f270}

* XFiziTKubbernetes 1.248958%, &M "bundle_pre_1_25.yaml",
* WFisfTKubernetes 1.255 EShRZASHIEEE, 1BFEH "bundle_post_1_25.yaml",

Feaz ai
HREERNEIETETHIKubbernetesE 8 "2 15 HKuberneteshii 4",

PIE
1. I8iFTridenthRZs

./tridentctl -n trident version

2. ¥#f operator.yaml, tridentorchestrator cr.yaml , #l post 1_25_bundle.yaml EREZEEFH
KEIBIRRAS (140 25.06) BYEARME G ERR U IERBYZ R,
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3. MR T % i XHaETTridentSE BRI Tridentt@ER. #I30, R

EM 25.02 74k,

150

trident

BEITU TSRS
kubectl delete -f 25.02.0/trident-installer/deploy/<bundle.yaml> -n

4. NBEEABEX THIHARLE TridentOrchestrator B
R IV AP AN B 2L

BRI LA%REE TridentOrchestrator AT

S. EREAEIFERIER bundle YAML X4 R%ETrident , EM <bundle.yaml> &
EE

BN R RS HIII R, E':F'EHE@?E?U%*ﬂ*ﬁﬁ?‘éﬁ%ﬁ%ﬁidém’%ﬁCSIEQ%T%‘)IH&?E\ BRAREENIEE MR
‘bundle_pre_1_25.yamI'8¢#& “bundle_post_1_25.yaml 1Rz

ETrident 25.06.0, BIEITUU TS

IR

1850

BEER
trident

8 Kubernetes kg7, 5130, 0%
kubectl create -f 25.06.0/trident-installer/deploy/<bundle.yaml> -n

6. JRiE= X EIE LB EER 25.06.0,

HiEHelmZ 3

Bl UK Trident Helm%&e3t,

==t
=

I

TEBRE T TridentfYKubernetes5E &£ M 1.24 4K E)1.258% 88 = AR A< By
FeBHvalues. yanl BUEBEAHARMNE true L.

WA helm upgrade”

NG

‘--set
‘excludePodSecurityPolicy

excludePodSecurityPolicy=true SAJGA BEFLRERE

NRE 2 KubnetesEEBEM 1. 244K EI1.25. {BFRHALKTrident Helm. MHelmALIERK K, B HelmFALR.
BIEATREHHITUTSE:

1. MZZhelm-mapkubeapistifd https://github.com/helm/helm-mapkubeapiso

2. FERE T Tridentiy8n & =B I TridenthR AT TR SR IHIRIERFIHEFIEN H IR

helm mapkubeapis --dry-run trident

3. {EAHelmMITREEIE

--namespace trident
TREBITURITEIE,

helm mapkubeapis trident

--namespace trident
pr

1. R

15N

"B AHelmZZETrident" A, MWATLAER helm upgrade trident netapp-
REe#iTHE:

trident/trident-operator --version 100.2506.0 —FHK, WRERRFIMHelm repo T E(E
a. N TFHEERHBTridenthiRA&"GitHub -HY_assets #84%3"
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b. {8 “helm upgrade’ EF#3< “trident-operator-25.10.0.tgz’ [ BRIEAEEFH4R B AU RR 7S

helm upgrade <name> trident-operator-25.10.0.tgz

MREEVIRLERRENIRE T BEXEI(HI0. A=IRREFCSIMEGIEE T A, RigE
= pud MR). 1BMII0 helm upgrade 8% --set AT HFRXLENE S Fupgradeds < H.
ENXEEEEENFIAE.

2. IB51T helm list WIFEIRMNVBEFREIEAR. BT tridentctl logs BEEEMFIRXES.
MFALK tridentctl TEEITRIdentiEIER
A UM AR B R FThRAS B Tridenti/ER tridentctl R, MERBHRMPVCE BRI,
i pEs TG RFGEZA. BER "ELEHEAZIEEE,
B

1. FHERHARASHTrident,

# Download the release required [25.10.0]

mkdir 25.10.0

cd 25.10.0

wget
https://github.com/NetApp/trident/releases/download/v25.10.0/trident-
installer-25.10.0.tar.gz

tar -xf trident-installer-25.10.0.tar.gz

cd trident-installer

2. \iEBEHPEI#E tridentorchator CRD,

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. RERCENEEMNMEER—dmA=E .
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kubectl create -f deploy/<bundle-name.yaml>

serviceaccount/trident-operator created
clusterrole.rbac.authorization.k8s.io/trident-operator created
clusterrolebinding.rbac.authorization.k8s.io/trident-operator created
deployment.apps/trident-operator created
podsecuritypolicy.policy/tridentoperatorpods created

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE

trident-controller-79df798bdc-m79dc 6/6 Running 0 150d
trident-node-linux-xrst8 2/2 Running 0 150d
trident-operator-5574dbbc68-nthijv 1/1 Running 0 1m30s

4. BI7Z "TridentOrchestrator CRULZZE Trident,

cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true

namespace: trident
kubectl create -f deploy/crds/tridentorchestrator cr.yaml

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE
trident-csi-79df798bdc-m79dc 6/6 Running 0 1m
trident-csi-xrst8 2/2 Running 0 1m
trident-operator-5574dbbc68-nthijv 1/1 Running 0 5m4dls

S. WIAER =IThae AR 2 FRHRhR AN,

kubectl describe torc trident | grep Message -A 3

Message: Trident installed
Namespace: trident

Status: Installed
Version: v25.10.0
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B tridentctl H{1THEK
BRI LUERBRARIRBE N TridentZ% tridentctls

KTFUAES

HHMEFHFLETridenttBE FHEK. EF Tridentlt. A=MIBRTridentZBEFRERBIAA 4EIFER(PVC)FKA M
E(PV), BEEMPVIETridentBiABTIAI A, TridentiS TR E B /S ATELLERIBI QIR MERIPVCECE %

Fiaz gl
BEER "EEARGE" ARKZE tridentetlo

T
1. EPEITEE S “tridentctl’ LURIFR S Trident X BEHIPR G EE. CRDFNIEXITRIRIN

./tridentctl uninstall -n <namespace>

2. EFLRETrident, 1BESIF "FHtrdentclZ 2 Trident"s

BERHA BREALRIE,. BREEEFITZITRS.

{EAtrdentctrd EIETrident

https://github.com/NetApp/trident/releases["Trident TREERFE" 1EE
‘tridentctl @R TTEHARER. AIAFEMIARITridente BB EMBPrivilegesfKubornetes
BRALUERERRETrident HEEEE Trident PodBIRE T8

M2 /ITS

EOJLUBETT tridentctl help UIREXATAS IR tridentetl S --help BFEAGFSHIIRE.
PURBUZAE 6 < B TAARE S R

tridentctl [command] [--optional-flag]

Trident “tridentctl LR ZIFU TS /inE,.
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3

A
4

create

BEIRARINE] Trident,

delete

MTrident B —1Nak Z N5

get
MTrldenté?éHY _2%774\33/ o

help
BRERELRIEER,
images

FTENTridentFR B A 25BERBITR,

import
BMEXRBESNETrident,
install

L% Trident o

logs
}‘AT”dentj:]—El] E iSvo

send

MTrident g2 &R

ENEL
ENE Trident,

update
ETrident 2L E R,

update backend state
B EFEIREE.

upgrade
ETrident AR EIRo

vehiZs
FTENTridenthRZ<o
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ERITE

-d, --debug

itk
-h, --help
#BBY) tridentctlo
-k, --kubeconfig string
g

i KUBECONFIG TEASHIE M— N Kubornetes5E 83 2| 5 — 1N EE
=P

T TRV,
HE. ,.ddi?_JL,{«—r.':I:'. KUBECONFIG T=. AFIEMFERKubbernetesSE 50 ZH
tridentctl nn 70
-n, --namespace string

TridentZBEBIT A =86,

-0, --output string

MR, json_yaml_name_wide|ps Z— (BXiA) o
_S)

--server string

Trident REST#& AV i% .

i3

f==3
[=]

B LU Trident REST 2O E AL 127.0.0.1 FF IPv4) T (
IPv6 ) frilrFlie AR

RTINS

eilfeS

co1) (WF
{EH “create’'#

BRIBEARINE Tridents
tridentctl create

[option]
bl

backend: ¥EmAIMNEITridents
fifl B

fEF “delete a3 M Trident= il Br— 8k

9/\‘9(

ZI R
tridentctl delete

[option]
1IN

backend: MTridentdPiFr— a2 MFEMEEIR.
snapshot: MTrident#fllfx

HET BRI,
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storageclass: MTridentlfg—akZ M EES,
volume: MTridentPfliBF— N Z M FEES,

FREX
fEA “get &8 MTridentIREN— N2 Z N ERo
tridentctl get [option]

il

backend: MTridentZREX— M ZNMN1EME SR
snapshot: MTridentIREX—1 3, % MRER,
storageclass: MTridentfREX—MElZ NMEESR,
volume: MTridentfKER—1EZ 1N Eo

LIS

-h, --help: H#BEI,
--parentOfSubordinate string:. FEIERFIAMNEE,
--subordinateOf string. BEEREHIAENTE.

BRI
£/ “images FREFTENTridentFr E A SRIRE YR,

tridentctl images [flags]

LA

-h, --help: E%#EE),
-v, --k8s-version string. Kubornetes&EE{HV1E X k7S,

SNE
£/ “import volume gi M B EF A\ Trident,

tridentctl import volume <backendName> <volumeName>

pillE=!

volume, Vv

&

-f, --filename string: YAMLEZJSON PVCXHHIERTR,
-h, --help:. EHIEEEN,
--no-manage. XEIEPV/PVC, REREEETEREIE,

e
fE R install FrEZE Tridento

tridentctl install [flags]

[flags]
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&
-—autosupport-image
version>") o
—-—autosupport- proxy
—--enable-node-prep :
—-—-generate-custom-y

string: BEIZRRENNEZIME (BN netapp/trident autosupport:<current-

string . BFRZXBIZFFENNRIERNM A IFEO,.
SRED R EREFRFEHNTRHAE.
aml | ERELEFEFRARBEIATER YAML X5

-h, --help: ZE#E,

--http-request-time
--image-registry st
--k8s-timeout durat
--kubelet-dir strin
--log-format string:

out : BETridentiTH25HY REST API B HTTP i&KiEBRY (FAA 19 30 ) o
ring . AEREGFMRAMUL/IRO,
ion: FfE Kubernetes 1&{ERVBETATE] (BAIA 3mOs) o
g : kubelet REPRSHIENME (BRIAA“var/lib/kubelet”)
TridentBEMRIL (XA, json) (FERINXXAE) o

--node-prep . fETridentBEISHER Kubernetes EEBEMI T =, LUERISEMNIBREHEINYERE, WHE,

iscsi ' @M—XHE,

M Openshift 4.19 FR, LtIHEEZIFHERKTridenthR4/ 25.06.1,

“--pv string : TridentfEARIBRR PV IR, WEREAREE FHAArident”)
--pvc string : TridentfEEBIER PVC MRR, MREEREFEE (ELARMrident”) o

--silence-autosuppo

rt | AEBFEMZIFELIEEINetApp (FRINA true) -

--silent | REHEFEARER DML,

--trident-image str
--k8s-api-gps . Kube
--use-custom-yaml :

ing ! BREMNTridentE R,
rnetes APl 5KV EFIZE 184 (QPS) PREI (BXIA 100; AE)
FAREE RPEEERINE YAML X,

——use-ipv6 . fE IPv6 #1T Trident FY&E(E,

BHE
fEF8 “logs #REMTridentTEN

E ICNO

tridentctl logs [flags]

RS

-a --archive: SIEBE

-h ——help E/p\%ﬂﬂbo

FﬁﬁElb\Eg§¢%J3$éK{q: ﬁqF%ﬁﬁEEﬂo

-1 --log string: BERMTridentHE. Trident |EE|Auto-operator|allz —Trident (BRIA{E 9 "auto")o
--node string: EMAUKRET mPod HEMKubbernetesTi m % #Fo

-p ——previous: IREXE—

TEBEERFEREFEES.

--sidecars: szXJH:@%%EI’J HE.

Rix

fEF “send 85 MTridentRix

,9(
J'_'

tridentctl send [option]

T

autosupport: FFAutoSupport A1 K iELANetAppo

ENE
B/ “uninstall FREEE Tride

tridentctl uninstall
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LIS

-h, --help: HN&#EEN,
——silent: EIEHABIEZRAAZEGEL,

SR
£ "update' SE B TridentP BIE R,
tridentctl update [option]

1EIN
backend: TETridentPEHGiHo

BEREIRKES
£ update backend state BFEERMERIHIRIENGRS,
tridentctl update backend state <backend-name> [flag]

TEEENES
* IR FE A TridentBackendConfig (tbc)BliEGim. NI AFERXHEH /Gl backend. json o

* 1R userstate BIEtbcFIKE. W EFERM LB tridentctl update backend state
<backend-name> --user-state suspended/normal o

s BEffi@idtbci B G EFEES BidtidentcdtiE E userState. M MbcFHIBREEFER. userState AILL
ERa S HKTMURIE “kubectl edit tbc o MBRIEFERS userstate. ERILUER tridentctl
update backend state a8 < L "userState’ [eiHHY,

* M tridentctl update backend state B userStateo EEAILUMERAXHEEH usersState
TridentBackendConfig backend.json ; X=fMAEiHNTEEHIEL. HETESIEREFEN,
&

-h, --help: GRS EE B
——user-state:. 188NN suspended HZEmR(E, 188N normal ME GimR(E, 18BN
suspended:

* Addvolume # Import Volume E&E{Z,

®* CloneVolume. ResizeVolume PublishVolume. .« UnPublishVolume. CreateSnapshot
GetSnapshot RestoreSnapshot. DeleteSnapshot. . RemoveVolume. GetVolumeExternal
ReconcileNodeAccess RIFAI o

S UEREREEE X F RPN FEREMGIHIAS usersState TridentBackendConfig
backend.json., BXRIFMER, FEH "HTFEEFIHAVIEI" M " kubectl UITRIHEE"

* il *
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JSON
BREBUTTBERAXHER userState backend.json :

1. 4§58 backend. json XHFUEE userstate FE. FIFEEREN"SHM"
2. f£F3 “tridentctl update backend #8 LHIFEFHTEIEETZE “backend.json' S

f5l#F: tridentctl update backend -f /<path to backend JSON
file>/backend.json -n trident

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "<redacted>",
"svm": "nas-svm",
"backendName": "customBackend",
"username": "<redacted>",
"password": "<redacted>",

"userState": "suspended"

YAML

e UEERm SN Atbc G E#ITHRIE kubectl edit <tbc-name> -n <namespace> o AR
SRR RIH RS EFHNEE userState: suspended :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-ontap-nas
spec:
version: 1
backendName: customBackend
storageDriverName: ontap-nas
managementLIF: <redacted>
SVm: nas-svm
userState: suspended
credentials:

name: backend-tbc-ontap-nas-secret

version
{ER ... version AFFIENRRAIIFE tridentctl UNRIEEEITHTridentiRS,

tridentctl version [flags]
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rs
--client: {XPREFIRIRA(FZEEIRSS2R).
-h, --help: hRZAS#EEEH,

RS
tndentctdi‘iﬁ*ﬂﬂzkubectdE’J?ﬁﬁ:o AR FRM i EI 2 EE tridentcts-tld" 2 <plugin>.  F H Z#HI4
T_L:_F7§'J'c|:|'TE§1§W EE’JSU‘-“FS’EEP MitridentctL G 1EMIES. FrAWNE RV iEGE = Etrdentctrd &3 B AYIE 4

ZOHFIH, SR LB EIFIETETRIDENTCTL plugin_pathH3EE plugin S {4 R PRI Z= (R0 :
TRIDENTCTL PLUGIN PATH=~/tridentctl-plugins/). SARMEATEE. Mirdencdld{XTEIEE X I

R,

= Trident

Tridentig{t 7 —2HPrometheusteirnimm. AT Sz Trident*&E,

R0

I TridentiRHAVFEHR. fERTLURIT AT HRLE:
* BYIXRETridentiz TIRORMECE, ERILIEEIRERNMINAZEE UM ER S EBIZTHS FimEITES.
* RERRERBERER, HTHERREENSHEURSANTZEES.

* PP BRIRECEN SR ENRF X R,

* IRERI%RE. ERIUERTridents RIm@EHMITIREFAIRRIBTIE,

e BRINBERT, Trident NI F 2R BEEBMHO L. 8001 7F /metrics’ Ifim. K& Tridentft, X
’ LEEFRBUNB Y ErILECE @Y HTTPS Eif 0 _ BB Tridentigt,. 8444 th—#%,

BEENRA
* LR T TridentfIKubnetes&E 2%,

— Prometheus =, RILARE "B 2:1t Prometheus ZE" (&, BRI LUERIE Prometheus {ERIBIT"
}_EF"%&FO

F1%: EX Prometheus Bx

1E&RIZTE X — Prometheus B R RIEIEIRHIRENE X TridentB B GiH. ERIBHNESFNER,
%&"Prometheus Operator 314",

% 2 %5 6132 Prometheus ServiceMonitor

E{EH Trident 1815, &R AIE— Prometheus ServiceMonitor , ZMS1F28 0] I51F trident cST IREHMMF
mtrigics #wH. 2§l ServiceMonitor 40 PR :
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apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
name: trident-sm
namespace: monitoring
labels:
release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- port: metrics

interval: 15s
It ServiceMonitor FE X ZRAH LA T ANREIFENR: “trident-csi' ARS, $F5IE T "metrics’ IREMim =, Flt
, Prometheus IM1EEECE NEETLIEAZ Trident AYFEMT

B 7 B MTridentiRISHVIEAR Z SN kubeletit =i@d B CHYIET IR R A FF TS “kubelet_volume_*'#5
#Fo Kubelet BJLURMEE XBIEREE, Pod REMENHEHMRIRIENER. BTSN "I,

18:d HTTPS A Tridentistn

i@l HTTPS (4w 8444) fEMTridentfStT, EHABUEEL ServiceMonitor EXULELE TLS BELE. MEREE
1 “trident-csi' M2 E B “trident ¥§85 B 5 8]35[A Prometheus iIZ{TFRAERIAG B (8], EAILUER U THSHITILE
121E:

kubectl get secret trident-csi -n trident -o yaml | sed 's/namespace:
trident/namespace: monitoring/' | kubectl apply -f -

HTTPS 5458975 ServiceMonitor a0 FFf~:
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apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:

name: trident-sm

namespace: monitoring

labels:

release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- interval: 15s
path: /metrics
port: https-metrics
scheme: https
tlsConfig:
ca:
secret:
key: caCert
name: trident-csi
cert:
secret:
key: clientCert
name: trident-csi
keySecret:
key: clientKey
name: trident-csi

serverName: trident-csi

TridentSZ FFFRE LLE A HTTPS #8545 tridentctl. Helm chart 1 Operator:

* MNREEEER “tridentctl install' 85, {RAJLAUZE "--https-metrics /B HTTPS fEtrEIFE.
* NRIEFEREBZ Helm Chart, MBILUHITIRE. httpsMetrics' B FEA HTTPS 15tr898%4,

* NREFEAE YAML X4, WATLURIMUTAZS: “--https_metrics’[]...... “trident-main’ 3 28HAY
‘trident-deployment.yaml* 34

% 3% £H PromQL &if Trident 15%x
PromQL FEEIE S 6 R [EIET 8] 53 R IR FRIA .
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A LAER LT PromQL &1

FREY Trident BITIRRER

* KB TridentdHTTP 2XXIANZ B 5L

(sum (trident rest ops seconds total count{status code=~"2.."} OR on()
vector (0)) / sum (trident rest ops seconds total count)) * 100

* BREREEE B TridentfIRES TN FYBH 49 L

(sum (trident rest ops seconds total count) by (status code) / scalar
(sum (trident rest ops seconds total count))) * 100

* HTridenti TRV (ERY T EH5EL0T (8] (LA D 9 B2 1a1)

sum by (operation)
(trident operation duration milliseconds_ sum{success="true"}) / sum by
(operation)

(trident operation duration milliseconds count{success="true"})

FEXTridentERERER

C BRI TIYE

trident volume allocated bytes/trident volume count

* B EREENESLSTIE

sum (trident volume allocated bytes) by (backend uuid)

KB EHERBR

#&F  REEFERUKE kubelet $E5178Y, F =B RLEINEE.

* B ENERTEIESE

kubelet volume stats used bytes / kubelet volume stats capacity bytes *
100
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7 fi#Trident AutoSupporti&l
BIABER T Trident2EXENetApp&i%EPrometheustirFl E 4SS Bo

* EfR1ETrident[mNetApp&iXPrometheuststirfl1BE AR FIHE B IB7E TridentZZEHAE(F £t "--silence-
autosupport fr&,

* Tridenti®r] LUBIH R FE AINetAppZ1F L 1IX D28 HE tridentct]l send autosupport. & EMR

ATridentR EEHBE. FIERRBEEZH, RiEZNetApp
Ahttps://www.netapp.com/company/legal/privacy-policy/["BRFAELER "o

* BRIEEE. BN TridentiGieEUTE E24/NBFHIHE,

s e LUERRSIEE B EREESEE --since, ffI#l: tridentctl send autosupport
--since=1ho Jﬂ:f.:.,%l_ﬂlzﬁTrldent—t# ERBSUNEMAIX trident-autosupporte &ERILIMIREY
A23IRM& "Trident AutoSupport”s

* Trident AutoSupport FEUEREHMNABHES (Pill) HIAES. THEH EULA FERT =i
HERIEAT, TR T BNetApp T EIBR 2 HISEMAGE "HLA,

Trident’ R IXHYE XA HRFIGA TR

items:
- backendUUID: ff3852el1-18a5-4df4-b2d3-f59f829627ed

protocol: file

config:
version: 1
storageDriverName: ontap-nas
debug: false
debugTraceFlags: null
disableDelete: false
serialNumbers:

- nwkvzfanek SN

limitVolumeSize: ""

state: online

online: true

. AutoSupport JHEX&RIXE| NetApp B9 AutoSupport . WRERMEIMERFMERSME, WA LUFER
-image-regRegistry” 5%

s SR LB RS YAML XA RECEIE URL, Altk, ATLU#EA tridentctl install
-generate-custom-yaml 8 YAML X, H7E trident dedeployment.yaml /4 trident
autosupport Besmil * -proxy-url’ S%,

2 A TridentiEix

B IREIENR, BRNEMRBENX YAML (A" -generate-custom-yaml * #5&5) HXTELHITHRIE, LUMBIBRA
trident F FzsAAR -metrics &
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E1ZL Trident
BN ERES ZETridentiBREIBY /5 7AEE Trident,

KTUAESS

* IREFBEETAR. ROXRFIHARKYMEATER LR, WNEHTrident, ASKRIER
FZhRARSE R AR RER IR A version"s XX _[F K_FEREIFHARARME—ZINT o

s ATEFAHEMEFHRZE. HETridentF 2RI Tridentt)ZAICRDEMEXN R, MNREETLMIFRTrident
KNEFRBHE, B2 2R TridentFfICRD"

FriaZ Al

WNERE(FHKubnetes&EE&f. NMIAREEE Z BifiBRER TridentEMNEMNIE N BERF. XA LUERTEMER
ZH1. TEKubbernetesT s _EREUHEM XLLEPVCHIEZ,

WERIRLER A
ENFRSRETridentl BRI G EREEE, HEHZA]. BRIERYRETridentty 5 B BIMRZS,
1. fF ... kubectl get pods -n trident ¥ZPod,
° R ZEIRIERPOD, NMERAZEET Trident tridentctlo
° MNBHIRERPOD. N TridentEE A Tridenti@ER Frhali EAHem& 2/,
2. NRFIZERPOD. &M "kubectl describe tproc trident #iE Trident2 & 2 F AHelm & 3EAY,
° NRBHelmITE. M Trident2FEAHelm&EER,
o IR ZEHelmIrZ. NMTridentE EA TridentRER F L,

HZEH TRIdentiR{ER 22t

&l U FshENE B EAHelmEIZE, TRYDenti@{ER L2,

HEFohLE

NREEBIRIERTE T Trident. MR LUBIHITIUA TREZ —IEHENE:
1. %8 TridentOrchestrator CRHIG B HEH T E":

kubectl patch torc <trident-orchestrator-name> --type=merge -p
'"{"spec":{"uninstall":true}}'

Y uninstall FFEIREN true. TridentR{ERPEEIE Trident. 1BAR=MIB&Trident OrchestratorZds&, M
BEBHLE Trident , NEIE Trident Orchestrator FAIZETHY Trident o

2. Pf TridentOrchestrator: A FEBE TridenttYCRIE TridentOrchestrator, EIFIERIZERE]

HTrident, 1RERFLIETridentZBBFTIFHZNIMPRIIZ. FHHRERIFRILEBZBFTIFHIZ
TridentOrchestrator. [RBMIBREEZLESIZFRCIEATrident Pod,
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kubectl delete -f deploy/<bundle.yaml> -n <namespace>

HZHelm=% 3

WNREFERAHelmEZE T Trident, M LUEREEEIE helm uninstallo

#List the Helm release corresponding to the Trident install.
helm 1ls -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

trident trident 1 2021-04-20
00:26:42.417764794 +0000 UTC deployed trident-operator-21.07.1
21.07.1

#Uninstall Helm release to remove Trident
helm uninstall trident -n trident
release "trident" uninstalled

HE tridentctl £&

£ "uninstall' FAYER % “tridentct! MIB& S TridentXBXAIFR B & R(CRDFNFE X IR ERIM):

./tridentctl uninstall -n <namespace>
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iSCSITH

ERERTENRERZNS

FHFDockerfTrident
ZRENRIIE R

BT EEN LR ENENMNAIRZ Y. AR BEEBZE Trident,
IIFER

* WIEENEEBERTHEMBEXK "EX",
* WIFEEERR

docker —--version

IWIER S B EN L RENEE M INEIR M.
NFSTH

ERERFIEIIRER AN d

ENFSTE,
RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

==
=

ENFSTEREMBoIITET = LA

IETEREEER B 2RI R K.

LRIEISCSITE,

TT R37HFHY Docker hinzso YIRIER) Docker hrAEiZAY,

RERTH TS
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-

mapper-multipath

2. 9% iscsi-initiator-utils R4S E I 6.2.0.877-2.el7 HEShRas

rpm —-gq iscsi-initiator-utils

3. BRMRENF:

sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'

/etc/iscsi/iscsid.conf

4. BRZRE:

sudo mpathconf --enable --with multipathd y --find multipaths n

#x R detc/multipath.conf contains find multipaths no under efaults ".

S. M4fR iscsid M multipathd IETEIBTT:

sudo systemctl enable --now iscsid multipathd

6. BEHB5h iscsI :

sudo systemctl enable --now iscsi

Ubuntu
1. RENTRERGE:

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools

scsitools

2. 17 open-iscsi lRASZEH 2.0.877-5ubuntu2.10 ES kA (FHFNFES) B¢ 2.0.877-
7.1ubuntu6.1 HEEARAS (XFTF Focal ) :
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dpkg -1 open-iscsi

3. BRI ENF:

sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'

/etc/iscsi/iscsid.conf

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}
EOF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

#F  WfR detc/multipath.conf contains find multipaths no under efaults .

S. MREBREHIE!T open-iscsi M multipath-tools :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service

sudo systemctl status open-iscsi

NVMeI A
ERERTEMREAZNGSETENVMe TE,

* NVMeZEERHEL 98 FE S kR4S,

& * fNEKubelnetesTs SAIPIARA KA. SHENVMeR B ERFENAZIRE, EaliEsE
BT SRR A B B ENVMe R B IR,
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RHEL 9

sudo yum install nvme-cli

sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu

sudo apt install nvme-cli

sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

FCTHA
ERERTENRERFNGLREFCIE,

* {NRI%iE1TRHL/Red Hat Enterprise Linux Core-OS (RHOS)M LT 5 5FC PVs&E&EH. 15

=

7£StorageClassH#E7E "discard mountOption A ITILAT T [B][E]UWR, 1EEIH "Red Hat X1
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi device-mapper-multipath

2. BRAZRE:

sudo mpathconf --enable --with multipathd y --find multipaths n

& R detc/multipath.conf contains find multipaths no under’ efaults .

3. H3fR “multipathd IEfEiB1T:

sudo systemctl enable --now multipathd

Ubuntu
1. RELTRERHEE:

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools

2. BRSHE:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}
EOF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

#x R detc/multipath.conf contains find multipaths no under efaults ".

3. #41R “multipath-tools' B2 B IF1Ei51T:

sudo systemctl status multipath-tools
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TR ZETrident

i& A FDockerfy Trident®] 5i& F FNetAppEfi&ETF S HIDockerE SR AL EHIZEM. ©XIF

MTFEF S E Docker THMEFEMZRECEMERE, FHRH—MER, BFERKRFNME
fthFa.

Z A TridentSL AT ARBIBSER —EN LIE1T. XA UERHEZEEIZ NMEERAAMEFMEALR, HeEBEEXBT
Docker HITE(E,

EREHNE
Sk
=]

BN HENRRFM . BRFEXLERRRME. BIA&ZE Trident,

Docker £ EHH S (1.13/17.03 RESHRZE)

Faazal

NREFLRTIFHZ AP ERARZETrident Docker 1.3/17.03Z BIRIARZAS. IFHARST(F L Trident
#HIZHEFETNDockerTiFEIE. ARBEBIERET %o

&iE

1. {2 IEFREETEETTRISEA)

pkill /usr/local/bin/netappdvp
pkill /usr/local/bin/trident

2. E¥iB5h Docker o

systemctl restart docker

3. FRE X% Docker 512 17.03 (HhRZs 1.13 ) HEShRAS,

docker --version

NREHRABIH, "LENENLE"

pg
1. SIBECE XA H IR T R 8 E LT

° config ! BAAXHRA config. json , BIERILUERFMENEARZN, FEZERAXHRIEE
config &, MECEXHLIMMTENRY LR /etc/netappdvp” BRF.

° log-level . IEEAEICRAEF| (debug, info, warn, error, fal) o ZAIAMEN infoo,
° debug : FEEEEEAAXEEIER. BIAMER false . NRA true , MEBEZHELS.
I AEEEXHEE—MIE:
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sudo mkdir -p /etc/netappdvp

ii. BIERECE 4!

cat << EOF > /etc/netappdvp/config.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

}

EQOF

2. FRZEEG RSB Tridents EEHR “<version> J & IE1E R RIEMFARZS (xxx. xX.X)o

docker plugin install --grant-all-permissions --alias netapp
netapp/trident-plugin:<version> config=myConfigFile.json

3. FrafEATridentfE A BECE R4 HRITFE,
a. Q&R "firstVolume" %

docker volume create -d netapp --name firstVolume

b. ERBRBEICIREINE

docker run --rm -it --volume-driver netapp --volume

secondVolume:/my vol alpine ash

C. flf&% "firstVolume" :

docker volume rm firstVolume
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E4h5% (1.12 HERRRA)

FeaZ B
1. B{RIEBE L Docker RZS 1.10 HE S AR,

docker --version
MREHRRAETH, BEHENEE,
curl -fsSL https://get.docker.com/ | sh

2 RIS TR0 R hRASHYIR BRI TR S
2. BIRENENRSEE NFS # / 5 iSCSI .

il
1. LEFAE NetApp Docker ZiH
a. THHBREHENBRER:

wget

https://github.com/NetApp/trident/releases/download/10.0/trident-
installer-25.10.0.tar.gz

tar zxf trident-installer-25.10.0.tar.gz
b. #BohEIIEFERFEPHENMIE:

sudo mv trident-installer/extras/bin/trident /usr/local/bin/
sudo chown root:root /usr/local/bin/trident
sudo chmod 755 /usr/local/bin/trident

C. NECEXHEIB—MIE:
sudo mkdir -p /etc/netappdvp
d. BUEECE 4!

cat << EOF > /etc/netappdvp/ontap-nas.json
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"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"datalLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

}

EQFE

2. B Z#HEIXHHEIREEXHE. EAMBNECE X REh=X it TRz,

sudo trident --config=/etc/netappdvp/ontap-nas.json

#&F  FRIHEE. SWEENEFRIEIAZTRAINetApp.

BrhFiP#ZE. TR UEADockeri ST REIEZMEIES,
3. plg#E

docker volume create -d netapp --name trident 1

4. BohB2SEIECE Docker &

docker run --rm -it --volume-driver netapp --volume trident 2:/my vol

alpine ash

S. MB& Docker % :

docker volume rm trident 1

docker volume rm trident 2

ERG BN B Trident

BXRETFRAFINARFHIRBIR TS, 1BE0 contrib/trident.service.example 7EGit repo. &
STRHELERILESZ . IBHRITLATRIE:
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1. Bt EHZIERNIE,
MREFEEBITZANEG, WEBRTT N ERME—R R

cp contrib/trident.service.example

/usr/lib/systemd/system/trident.service

2. 4RI, BOEER (55 217) ULRERmZEFZMAEEXHRE (58 917) URMENIFE,
3. EFMNE systemd LUENEK:

systemctl daemon-reload

4. BARS.
RABIETE * Jusr/lib/systemd/system’ BRFPAX KBNS, LEHRSBRIRE,

systemctl enable trident

°. BEhBRSS.

systemctl start trident

6. EERZ

systemctl status trident

= pd FYENRETXHN, 1BIE1T systemctl daemon-reload e, FHTHEMAIENR,

FEREENE, Trident

f&o] R e AHLKIEE FDockerfTrident. MIASXM EEFERNEFEEAFM, EHEK
T2, B—EFEERIREl. “docker volume IERIEH NG SREASHIN. NEBARERET
FEHE. HIEHEMETAL. EAZHERT, XREE/LH,

4k

HITU TS BHRIERF DockerfyTridents

p
1. FIHMES:
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docker volume
DRIVER
netapp:latest

2. R

docker plugin

3. FHERIEM

1s

VOLUME NAME

my volume

disable -f netapp:latest

docker plugin 1s

ID NAME DESCRIPTION

ENABLED

7067£39a5d£5 netapp:latest nDVP - NetApp Docker Volume
Plugin false

docker plugin upgrade --skip-remote-check --grant-all-permissions

netapp:latest netapp/trident-plugin:21.07

#iE

4. BREH:

S. BIFRH

Trident 18.01hREXX T nDVP, &R E1ZMIRERFALR “netapp/ndvp-plugin’El “netapp/trident-
plugin’BR{&,

docker plugin enable netapp:latest

docker plugin
ID

ENABLED
7067£39a5df5
Plugin true

6. WIFEERA .
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docker volume
DRIVER
netapp:latest

B R

1s

1s

NAME DESCRIPTION

netapp:latest Trident - NetApp Docker Volume

VOLUME NAME
my volume



NRE MIBRRZATrident (20.10Z BiRVARZS)FZREI Trident 20.10K EShiids. NETaERIBEIEE
R BXIFMER, BZH "EXEE" MNFRBFEIR. W EEALESG. ARRIFRLE

HEPA fat. AEEEIEEIMIMIERESHCRREPIREMNTrdentfk24S: docker plugin
install netapp/trident-plugin:20.10 --alias netapp --grant-all
-permissions config=config.json

N
ITUU T S BENEE R FDockerf Tridents

T
1. BIBRIEGTCIENFRE S,
2. B PR M:

docker plugin disable netapp:latest
docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
7067£39a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. MBRIEM

docker plugin rm netapp:latest

ERE
e UE AR AR < U RARIER BIEE M TridentIRchiZF B ERMACIE. SefEMMIFRE

docker volumeo

ellfese
* EREARTR B SRS

docker volume create -d netapp —--name firstVolume
* QIZABRETridentEFINS:

docker volume create -d ntap bronze --name bronzeVolume
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&1  WMRKEEEM E, FEREMIEFRIRIAE,

* BERINNEAR/N. BZHUTRA, ERRENERFEE 20 GiB BI%E:

docker volume create -d netapp --name my vol --opt size=20G

EXNAFEFERT, ZFEFREE—EESAIEETHERE HlwW: 106G, 20GB,
e 3TiB) - WIRFKIBEREAL, MEIAMEN GR/NBEAUAURTZIAN 2% (B, KB, MIB,
=GB, TiB) 10ME (B, KB, MB, GB, TB) . EEH{IEMA 2 M (G=
GB, T=TB, ...) »

llEse
* GIBRERIE A Docker B—HEMIBRILS:

docker volume rm firstVolume

EEHEA fEF solidfire-san RopiZFEY, EIRRGIEHRIBRHERRE,

AT TS BFRIE B FDockerdyTridents,

RS

fEFBY ontap-nas, ontap-san, # “solidfire-san’ ZEIXEIFER, TridentA] AR EE. {FHEY "ontap-nas-
flexgroup'2%#& ontap-nas-economy FEhiZF A2 fE. MNIMBELIEMEECIE—MHBIRE,

* REELMEERE:
docker volume inspect <volume name>

* MIBEBEIBHE. XIFSEEIRMIRE:

docker volume create -d <driver name> --name <new name> -o from

=<source_ docker volume>

* MELEMBARBEENE. HWIRERZCIERIRE:

docker volume create -d <driver name> --name <new name> -o from
=<source docker volume> -o fromSnapshot=<source snap name>
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Nl

docker volume inspect firstVolume

"Driver": "ontap-nas",
"Labels": null,
"Mountpoint": "/var/lib/docker-volumes/ontap-

nas/netappdvp firstVolume",

"Name": "firstVolume",
"Options": {1},
"Scope": "global",
"Status": {
"Snapshots": [
{
"Created": "2017-02-10T19:05:00z",
"Name": "hourly.2017-02-10 1505"
}
]
}
}
]
docker volume create -d ontap-nas --name clonedVolume -o from=firstVolume
clonedVolume

docker volume rm clonedVolume

docker volume create -d ontap-nas --name volFromSnap -o from=firstVolume
-o fromSnapshot=hourly.2017-02-10 1505
volFromSnap

docker volume rm volFromSnap

paEIbiN=ielbe s Sy

MRBFEEPX. HETridentZIHEXH RS WEBLUERTrident *(X @12 B 281410 /MBI HIZ & (3
HeE) (B0, ext4 TEBETridentiAlaEUA ~ /dev/sdcl)o

IXhizRr T ARV BT

B FEREIZ A — AR AYEDR n, ER] LI IR SR e E X Lt sk B E X 455
BXERTEERENEFERFRIED, FSRUTRE,

TELIRIRFHRREAXEETEHFEE R, EmITRERFERE, €8 -o BEMFREETNE, XL
&= JSON ECE XA AFRIE.
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ONTAP #&3%IN

NFS. iSCSIMIFCRYERIZAMEIELUTARR:

PRI
sAR

sTUETRE

sSnapshot S

sSnapshot Tl

splitOnClone

PUTMINEBUER T NFS * R * -

312

Description

BEHNRNRINT1GB,

TEENERES, RRIANFEE. BBYEN none (F51E
BPE) M volume (EHEH) o

32 E=% Snapshot BERIGSE NFAEE. HIAMERN
none, ®RA=BENAELIERE, BRIEEFEMREES
HITEH. BN EONTAPAZL LHAEE—R
A"default"BISREE. LLREESBIERFHRE /DS \BFR
B, mMNEERENHENSERE, JLUE SRR
EHEMRERPHE R KIS RBHREBIE

.snapshoto

IR ERIGIREBIMZIRE TR B 2 tbe BRIAMEH no
B, XEKREIMREIERT snapshotPolicy , ONTAP
1535+ snapshotReserve GEE RN 5% ) ; MR
snapshotPolicy 9 none , Mi%EE 0% . Ee]LIEECE
XEFRFRE ONTAP [SimigEEIA
snapshotReserve {8, HEIEHERB{ER ontap-nas-
economy. LISMIIFERE ONTAP [GimRYE Bl 1EI,

RS, RERERERE ONTAP ZEIMERE
wHDEME. BIMEA false. ERMEENFELEERE
o, RFECIERILAEREMEREDFS, K
NARKAIRE B EAREFENERNNZ. fli. 5
THIRER LT A RE0E. BRETERDNENHE
=il EtE&RFIIAMFD 7efEo

E#E LB FNetAppEIMZE(NVE); ERIAT false’s B
AR, HATEEEE RIS NVE MiFaIHEH
NVE .

MRESIHEATNAE. N7ETridentPECE RIS
#83% B FANAE,

BXFAER, FEE: "Tridenttl{A 5SNVEFNAEED
BfEA"

REBRATENDEREE. XEREHIEEZENIFE

RS (R) HESBESR.
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il

unixPermissions

snapshotDir

exportPolicy

securityStyle

UTFMEDUE AT iSCSI * 1R * -

peirtd|

fileSystemType

spaceAllocation

)
BEUUTRA:

* BIE—1 10 GiB &:

Description

ET R FIEHINE RS IRENINR. FIABRT,
NIRBIEERN ° -rwrxr-xr-x , WUAMFERTE
0755 &/, HEB root HHFAEE. XEHHFIER
eI,

BEIGE RN true HoliE .snapshot HRENE PG
AUEEINE R, BIMESN false. R RME
.snapshot RINBERT. BERLTFREARS., FLem
BR(BIAIE 75 MySQLEMR)TE LI T AR TR T
.snapshot BRA M,

REBRATENTHREE. FRINMEN defaulto

KERTFIHRENLZEER. RIAEN NIX . BNE
A UNIX M mi BINEER,

Description

BTN ISCSI EMXHRT, FAIAEN ext4
o BMEN ext3, extd Ml xfso

BHISE N false ¥XRHALUNKZBISECIIEE. BRIA
BEA true. RZHETEIARBEFHLUNT AIES
ENBf. ONTAP =mEFENAHBER, IFEITHE 781
ONTAP 7 EAMBREGER B ahEW=al,

docker volume create -d netapp --name demo -o size=10G -o

encryption=true

* QIE—HHRRY 100 GiB &:

docker volume create -d netapp --name demo -o size=100G -o

snapshotPolicy=default -o snapshotReserve=10

* SIEBRAT setuid IS
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docker volume create -d netapp --name demo -0 unixPermissions=4755

B/INEAR/INA 20 MiB.
MR KIETE REBINE BHIREBFEEE N none, MTridentiZERA0%HIIRIBINE,

* BUETRIRERE B LTIRIENEHE

docker volume create -d netapp --name my vol --opt snapshotPolicy=none

* QIE— P TIRRREEE BE X IRIEFAE S 10% BE:

docker volume create -d netapp --name my vol --opt snapshotPolicy=none

--opt snapshotReserve=10

* QIZABRIBEREM 10% BEXREBABNE:

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy --opt snapshotReserve=10

* {EF3SnapshotRIZAIEL. HiEZTONTAPHIZAIASnapshotFi E (@ E H5%):

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy

Element R {4-%3%10

Element EM= B REEXBEHNA/NIRSFRE (QoS) L, SIESEH, RKER o
type=service_level' S8 TEHEESHRXELR QoS HEL,

£ Element IRGHIEFENX QoS FRZFRFNE—FT 2 E /D OIE—FRE, HiEESEEXHTRMNIN KBNS
N, BARMEL IOPS,

Htt Element ZX{HE 82 ETEIE!

1IN Description
sK/ HEHAN, BN 1 GiB SHEESH.. . “defaults”
: {"size”: “6G"}
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I Description

AN fiEF8 512 8¢ 4096 , BAIAA 512 SECERH
DefaultBlockSize o

Nl

BEERLUTEE QoS EXRIRFIACE X 4!

"Types": [
{
"Type": "Bronze",
"Qos": |
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000
}
b
{
"Type": "Silver",
"Qos": {
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000
}
b
{
"Type": "Gold",
"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

FELERERER, BRINE="REEX: 9, RENEHE, XEIMEEE.
* 8 10 GiB &5

docker volume create -d solidfire --name sfGold -o type=Gold -o size=10G
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* 8l 100 GiB Hfi5:

docker volume create -d solidfire --name sfBronze -o type=Bronze -o
size=100G

LI&* E ITAN
ERI LS B S AR B 1THEH R, WS BSRY757ARIZETT Docker fAFRY A TR

gk BiS LU TTE R R

PR
1. MREEEERARNNIEEREG A ZBEMERR Q)BT TTrident. BERUW TAREEXLREM docker
plugin:

docker plugin 1s

ID NAME DESCRIPTION
ENABLED
4fb97d2b956b netapp:latest nDVP - NetApp Docker Volume

Plugin false
journalctl -u docker | grep 4fb97d2b956b

o B EIEREFN N 2 IF TSR Z R, WRERIXERE. el AEAEREEIER.
2. gFﬁﬁﬂﬁtElu\laiy i%z & Eﬁﬁ?ﬂﬁ\?ﬁulﬂ%ﬁ'ﬂﬁﬁzi

docker plugin install netapp/trident-plugin:<version> --alias <alias>

debug=true

HE, TEREEFNERTERBEHNATIER:

docker plugin disable <plugin>

docker plugin set <plugin> debug=true

docker plugin enable <plugin>
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3. MREEEN LEBIT o #HEIXHRS. WENNFPEERAE /var/log/netappdvp BR. EERAREIKXH
TIER. BIEE -debug BITHMAET,

— AR

* MAFPBINRENRARKESS, SEUGRATENRN. MRLKEXMER, EEHARENEBE
, BRIEZBINTER:

TFPHZNEIZRMA . $8F] unix /run/docker/plugins/<id>/netapp.sock . connect . no
such file or directory

XEREREGTERE. FIENE, ZEGENRT2ENAEIERINGE, ATUEEISEHAIEBREINAS

ia]d

* WNRTEE PV HEHEIB2ETHINA), BHIR rpcbind BEREHIETIRTT. WNENIRIERAERFIERIR
HEEELE, HINE rpcbind BB IEEIETT. ErILUBTIEIT systemctl status rpcbind EHFXN
TRIGE rpebind ARSZ VIR,

EIEZ M TridentsSL{F)

NRFEFLEERHEHZSNEMEEE, WEESZ Trident 25, ZNEFINXEIET, TN
LIk Trident BY, RS {LIHHER © -alias’ 1EINEY ° -volume-driver’ JEI A EHIRHAR
[EH92 FRo

Docker £&1EMH (1.13/17.03 KESARAS) HIHE
1. EEhEE R AL E RIS — N6,

docker plugin install --grant-all-permissions --alias silver

netapp/trident-plugin:21.07 config=silver.json

2. BEhEARAI, EEEMRIRMEEX

docker plugin install --grant-all-permissions --alias gold
netapp/trident-plugin:21.07 config=gold.json

3. BIER RIBENREIEF B IFNE.
e, WFEEE:

docker volume create -d gold --name ntapGold

fpan, 3FREE:
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docker volume create -d silver --name ntapSilver

&4t (112 HERRE) WPR
1. 5/ B EXIEEHTER ID BEIAA NFS BB :

sudo trident --volume-driver=netapp-nas --config=/path/to/config

-nfs.json

2. FAEENXEEIER ID BEhAH iSCS| & IEH

sudo trident --volume-driver=netapp-san --config=/path/to/config

—-iscsi.json

3. N MIENIZFSEHIECE Docker %!
f5lan, X+F NFS :

docker volume create -d netapp-nas --name my nfs vol

540, x+F iscCsl :

docker volume create -d netapp-san --name my iscsi vol

TFHEHC B LI
%5 N ERTERTiden R BN AR %M,

£ RECE IR

TIeFERMNMERETE. XLEAREERMENERTFFAE Tridentfid &,

JEIN Description el

vehRZs FEE XA = 1

storageDriverName FHERSHIZFF B R FR ontap-nas, ontap-san,

ontap-nas-economy,
ontap-nas-flexgroup,
solidfire-san
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JFEIN Description

sTRIERIE EEMAPNERISR. PAINME:
netappdvp o

limitVolumeSize EXNEHERRF, BRIAE: "R

S I SK e

Nl

staging

10g

AREWNTEGHER storagePrefix(BIFEIAE). BINBERT, solidfire-san’IRGHFIZFREZ

N BRUILISE, MAERRIL.

NetAppiZiY¥iDockerEREHERTERIAFID. NEERIRECRERE

R MEIRAVIFR M ERBEDockerhiiZs. WEpiERFE B MR A AR E LR,

TR LUMERRIANETREREIZNE N E LIEEX LR, s ETUEATRBIEHEEE, AXNMAIRERIA

EX/NBRG, S0 ONTAP BLE—T5,

1IN Description
sKIN WMBENELRAIIAKR D FNME: 16
ONTAP &

fR7 bR BECEEZIM, EEA ONTAP BY, EB] BAEER LA R INRIED,

JZET

nFE A H

Description

ONTAP EIE LIF B9 IP ik, &a]
MisEsTRREEZ (FQDN) o

dataLIF i LIF 89 1P ik,
* ONTAP NASIRZHIZE*

: NetAppf2IFETE dataLIF,
MRKIBHILSE. W Trident
MSVMIBEREUGELIF, &ErTLUtE
EERATFNFSEHIZENTER
EiHA(FQDN). LUESIZER
IUDNS3EEZ N dataLIF Z [a]#
T E T,

SAN ONTAPIREHIEF: EE B
FiSCSIsKFC, TridentfEA"ONTAP
M LUNBRET R IR ZHRRR
JEFREMISCSIEFC LUN, 3N5RER
MENX. MEERES dataLIFs

SVM E(FFRY Storage Virtual Machine
(ANREIE LIF REEELIF, WK

WHET)

ANl

10G

ANt

10.0.0.1

10.0.0.2

svm nfs
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1PEI0 Description T 5

BR& BT EEIEHEEENERE vsadmin
=i BT EER L &ENED secret
Ba EMENRS (ALk; WRIKET agorl

RE, WRITEHESEL SVM) .
FtF “ontap-nas-flexgroup JX5HFE
Fr. kTG 2R, 2EZASVM
HPFER SR FECEFlexGroup

[e]

limitAggregateUsage ok, MRFREBILESL,
NECE XY

~J
ul
o°

nfsMountOptions JINFSEHEIATUATTIEAITH]; PA' -0 nfsvers=4
IAN"-0 nfsvers=3", {ViEAT
‘ontap-nas 'l “ontap-nas-
economy RopfEF. "15ES LI
B NFS EHEEEER"(FEX)o

igroupName Trident2 /N T R OEMNEIE netappdvp
igroups’ A netappdvpo

BT REE RN E S,

{iEFTF ontap-san JRafiZERF,

limitVolumeSize AIERMETRAE A 300g

gtreesPerFlexvol 8 FlexVol 95K qtree FUMTE 300
50, 300EEA, EAIAEN 200

o

*FF ontap-nas-economy JXEf
. WEARITFEENX S N qtree*
HIER A FlexVol ¥,

sanType *NZ#F ontap-san WREWfERF. * iscsi IRAT
BFHiscst.
‘nvme ' NVMe /TCPERETFYLH@E
B “fcp SCSI (FC) &R
“iscsio

limitVolumePoolSize * ontap-san-economy ontap- 300g
san-economy X Z FHIREITEF. *
FRHIONTAP ONTAPLEFEY
HONTAPLE FF RV IR hHEE R
AIFlexVolk/\o

320


https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf

TR LUMERRANETRE R LZNE N E L iEE X kT

sSnapshot R

B

sSnapshot iy
=4

splitOnClone

e

unixPermissi
ons

snapshotDir

exportPolicy

securityStyl
e

fileSystemTy
pe

DERBE

skipRecovery
Queue

/=30

Description

TEIFAEIRI; none (FFEIACE)H volume (F)
EFARISnapshotKrE. EXIAN none

?apshoﬁ‘ﬁ%’a’ﬁﬁtb\ ERINEA" LUIZZONTAPERIA
f

BIZRERNEEMRRIFS . BUIAN false

E#E LB FNetAppEIMZE(NVE); ERIA false’s B
EAILLIE, TSRS EIRTS NVE BiFaIH B A
NVE o

MRERIHBHETNAE. NETridentPEEENEAE
#33% B FANAE,

BEXFAER, FEF: "Tridenttl{AI SNVEFNAEED
BER"

N FEEERNFSE. NASIEBIEIAN 777

BTFiHR B ZAINASIEIR . snapshoto

EFEAMINFSEFHEREAINASIETT, ZXIAN default

AT ihr] EEEENFSERINASIEDL,
NFSE#F mixed Ml unix Z2ER. BIAMERN

unixo

SANIEEIEIZ M RAREL. BIAN extd

BEANDERE, BIAN noneo

WipRER, SdEFMERRIMERY, IZEIMERE.

Al

false

true

777

FFNFSv4. A"TRUE"; ¥
FNFSv3, 7y"false"

default

unix

xfs
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‘ontap-nas ' #M “ontap-san WEIFERENE N DockerERIE—ONTAP FlexVolo
ONTAPXIFENEBH TR ZIA1000 FlexVol. B ERE12. 0001 FlexVol HBINRENDockerE
EXRFTEUIEF. MZEBEFEEENASHRAAZE. EHNE ontap-nas BF
FlexVolIBHEMINEE. BliNDocke r BRI EIRBHTEIE,

WRFRFEH Docker BB FlexVol FREIFTBERLARISER, 151%&#F ontap-nas-economy" 8 ontap-san-
economy" XENFEFo

LIt “ontap-nas-economy IREHIEF & £ B E IEHIFlexVolE ¥ Docker& 872 JJONTAP gtrees. qgtree HIH™
RBeeizaFIt, SMEBETRRZAYE 100, 0001, SMEBERZOE2, 400, 00014, {BFLIS
BE2ZEIRM, 1Z ontap-nas-economy IXEHFEF Az 3FDockerE& fil E IRIB DL 7e b,

s Docker Swarm B B Az #3# 1tk “ontap-nas-economy IR&hFERF. [EJyDocker SwarmAR&E ST
’ A2 BRAFE AT 12,

It “ontap-san-economy IREHIEF S 1E B I BB HIFlexVol B E MHEDockerE R AONTAP LUN, X%, =
A FlexVol SIARXEF— LUN , FERLN SAN TERERMEFHN AT B, RIBEMEETINTRE,
ONTAP &M EE 5% H1F 16384 I LUN . HTER TER LUN , FILIIRENFERE 235 Docker HHEIRIR
7,

1#6#% “ontap-nas-flexgroup’ — PN IREHIEF KiRE E N ENHITHIERE . ZEAESEKIGSHTH XY
HIPBZEEl, FlexGroup F—LEIBAB FABIEIFE AI/ML/DL , KEIEF 4T, WEWE, REh, XEEFEEE
%, BEEFlexGroupER. Trident=ER DAL SVMBIFTBE RS, Trident FHY FlexGroup XFEFEEFRIUT
BI:

* 2% ONTAP 9.2 S E SRS,

* BIEARSUESEY, FlexGroup X325 NFS v3

* B9 SVM B 64 {iL NFSv3 #riRfT,

* BINEYER/)\FlexGroupF{ 5/& AR\ 100 GiB.

* FlexGroupE A2 F5ef&,
B XIERTFlexGroupBIFlexGroupfI TIEREHBIER, 1B " (NetApp FlexGroupHE iz ESLERAISLHETER)

o

BER—IFRHRESREN AR &, EAILLBI1TZ 1 DockerEiittsl, EF—NMEMR, Z—1

ontap-nas-economy € “ontap-naso

TridenttY HE X ONTAPH &

ERI AR Privileges IR {RBIONTAPEEE A . XIFFALMERAONTAPEE R ABAE TridentFHAITIRIE. MR
ETrident/RECEFEERAF R, NTridentiFEAEEIZRIONTAPEE: A & RN TIRIE,

BXEUETridentBEX AEINFAER. BEN TridentBENX BEEME"S
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{EFHONTAPS TR E
1. FRAUTHSRERAE:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. ATridentBFEIEARZ:

security login create -username <user name\> -application ontapi
-authmethod password -role <name of role in step 1\> -vserver <svm name\>
-comment "user description”

security login create -username <user name\> -application http -authmethod
password -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

3. BRBMSIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F3 System Manager
EONTAPRAEIESRTHRITUTHE:

1. PlZEEXAE:
a. BEEEHAFICIEEENX AR, 1HIXZE Cluster > Settings*s
g)EESVMé&%UﬁUEQEX%é\ IR 171E> Storage VM required sSvM>>i&E>HF A
b. 1%4%*F P M A B EZ A& KB ().
C. YA TIEE R,
d. EXFAERNMN, AEEE*Save®
2. BAEmstEITrident user: +7E*Users and Roles*TUE_ EHITIA T H
a. f AP FEERMER+*,
b. EIZEFMFENAF S, AETE MIRER N rouser I E— 1A,
C. BEREFS

BXFMAES. BFERLUTRE:

* "HTFEEONTAPHEEXABR"H"EXBEXHE"
* ERABNAR"
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ONTAP E2& X415

<code>ontap-nas</code> JXEHFZFHINFS 1)

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",

"defaults": {

"size": "10G",
"spaceReserve": "none",
"exportPolicy": "default"

<code>ontap-nas-flexgroup</code> JXEHFZFHINFSRA|

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"defaults": {
"size": "100G",
"spaceReserve": "none",
"exportPolicy": "default"
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<code>ontap-nas-economy</code> IXENFEFHINFST 1!

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl"

<code>ontap-san</code> JXENFEFAJISCSI 1]

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"igroupName": "netappdvp"

<code>ontap-san-economy</code> IXENFEFHINFS 1]

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi eco",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl",

"igroupName": "netappdvp"
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NVMe/TCP <code>ontap-san</code> IR &hi % 1l

1,
"backendName" :

"version":

"storageDriverName":

"NVMeBackend",

"ontap-san",

"managementLIF": "10.0.0.1",
"svm": "svm nvme",
"username": "vsadmin",
"password": "password",
"sanType": "nvme",
"useREST": true

<code> ONTAP —</code>IREhiEF IR FFCHISCSIR !

1,

"backendName" :

"version":

"storageDriverName" :

"ontap-san-backend",

"ontap-san",

5l

https://admin:admin@192.168.160.
3/json-rpc/8.0

"managementLIF": "10.0.0.1",
"sanType": "fcp",
"svm": "trident svm",
"username": "vsadmin",
"password": "password",
"useREST": true
}
Element 3X4ECE
BRTEREEEZIN, TEEMA Element 2% ( NetApp HCI/SolidFire ) BY, ¥RATLAEFEXLEEIR,
JFEI0 Description
U7 <a
href="https://&lt;login&gt;:&lt;passw
ord&gt; @&It;mvip&gt;/json-
rpc/&lt;element-version&gt"
class="bare">https://&lt;login&gt;: &l
t;password&gt; @&lt;mvip&gt;/json-
rpc/&lt;element-version&gt</a>;
SVIP iSCSI IP H#3tFi O
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https://admin:admin@192.168.160.3/json-rpc/8.0
https://admin:admin@192.168.160.3/json-rpc/8.0

1IN Description

FHP B FR E{FEFM SolidFireF FAF (1R k&
HE, MelEE)

InitiatorIFace ¥ iSCSI m=ERFINIERINEORY
, JRIEEEO

it QoS #3E

LegendPrefix FHRERY Trident £EMFIZE. IR

I(ERMNE1.3.2 Z18IkRZs

B TridentH M B ERITHLR. T
FEIRE I EABEH @I volume-
name/5 /M EIEYIHE,

solidfire-san JXEIFEFAZHF Docker Swarm o

Element 4B & X 4Rl

Nl

docker

default

BB LT RE

netappdvp-
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"version": 1,

"storageDriverName": "solidfire-san",
"Endpoint": "https://admin:admin@192.168.160.3/json-rpc/8.0",
"SVIP": "10.0.0.7:3260",
"TenantName": "docker",
"InitiatorIFace": "default",
"Types": [
{
"Type": "Bronze",
"Qos": {

"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000
}
b
{
"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000
}
b
{
"Type": "Gold",
"Qos": {
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

B &0 )& PR
B A %I Trident’5 Dockerss & AR M B A AR HIMOE S,

¥ Trident Docker S MIBRRAALKE 20.10 RESHRAESZSHALRY, HEFEE
U e B R iR

GBS AR
1. 2 REH.
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docker plugin disable —-f netapp:latest

2. MBRIERM

docker plugin rm -f netapp:latest
3. BTIRMEENING config BEREHREREN

docker plugin install netapp/trident-plugin:20.10 --alias netapp --grant

—all-permissions config=config.json

SRMIKELNEDN 2 NFRo

XE Docker EFIRHIRHl, BPIHERBEENFRBIMERE Windows B1E, "EE IR

X 55773,

Docker SwarmMI LT A ETrident T 2 N E N EEFM IR oIIEF A S IR,

* Docker Swarm BFifERERFFMIESE ID EAEE—EIRRRT.
* HiEREFRLZEET Swarm £BFHNEN T S,

* B (B Trident) X AT SwarmE B PN E N TR L8IREIT. HFTONTAPHY IEA TN LAKRAH ontap-
san WENEFHTIES I “ontap-nas. EflE2M—REBEXLERE TEITHREIER.

HRPoIEF 2R EFAFAFNANTI. XEFFTEISBANEMERBAES. MKBHEHN"RRE
E" i, Elementt—IRIHEE 24 B A BN ZTEIDFRR.,

NetApp B Docker FIBAEH %, BB EMTRETRIFHRAILUIRA,

MR EFE FlexGroup , MTEE -/ FlexGroup EE— 1M EHZ N5 EAER FlexGroup
MEINE ST, ONTAP RZECE % 1 FlexGroup .
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e ZIFEIY
=iES
B Tridented. FHIBILLAFIHETHEIN,

HMEELZRaRTIE
"an B A" EAENARFZERIEERE. BRFELENER, W, — M aR=EF PVC FEEMS—
NP B =AM, Trident/IKubenetesEEB¥ HRIFIA BMXIRMEPVEIR. MIMFIAIEF T PrivilegesBIARSS b

o

5k, 3518 Trident POD BIREREFA P REBSIF IR R AR BN EMMBRES BV BMERNAEFAFANER
R FF2RF T A AR Trident MR E X EL Pod A&,

12 FRBCENANSE PR B RZ BT i E#E

Kubernetes SAMTILIAE, KLETNALAAMERIE, ARHE—MINERANSIR RSN ARFNAREE, o "
LR EERRAEBES N HE TR LSRR BRI BN LU E TR
o ks, R SEEIRE) BMRER PVC BRERARERFZA, ZERANLTR/IMENSRABEER,

XEERRBRTEEXN, XERES TR TRHMNEXTEERRERNE. AXES, HEILA "4
e FRECER"s

FiEicE

NetAppF= A& NS FHETFABEERISNIHE. TELARFESRTRIERS
. EBEEMFZ .

F AR

Trident A]5 ONTAP #1 Element &£ &1FH, XE— M FRLLE—FEEEEMENAREFNTR, B2, &
ERTEAR, NEENARFEIMESEIEFANERK,

TN ETEERMRER M ENRERAANELARERE. 3E, BHIUEESYARFRESLR (MRE)
5, FHEEM PVC IREEAHER, UENKNENREFLILEHE.

ONTAP #1 Cloud Volumes ONTAP S{E52%

TR Trident BEEE ONTAP #1 Cloud Volumes ONTAP BISR{ESL i,

IUTFENZABRUITIFAHECE ONTAP BUEN, BRI IEAHSEA Trident SISEENE. NEEHIT
EEN AT ENIREFIER 4,

EAE BT Trident B9 SVM

Storage Virtual Machine (SVM ) TJ1E ONTAP &4 LW Z EISLIREMEIERE. B3 SVM EBF
NARER, AIEIREGN A i (E R B R PR G 2RI 7.
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EdSMAEEE SVM ©

s ERIRECE PR EERBIEEOUNENIERE, FHIEE SVM &FF,
* {£F3 ONTAP ZAEIESHHLITHRE N SVM SIEZEREEEO,
* 5 NFS RO = EE/AE,

AESMIBERT, #EOMMNALIT DNS &, ECE Trident BYN{EA DNS B, XEBTFENERMEZS I RERIF
SRR E R EME TS, F190 SVM-DR o

7 SVM BRETAER LIF IHEEIE LIF Z 8B EaRF, B2, BNRERERMNELZEERSEIERNGE
—, TieWfal, EIE LIF iZrJi@:d DNS i518], USLIMHEAMRIEM "SVM-DR" 5 Trident £& .

REIRAEEK

ONTAP FERAEERAEL, BAEEUATIREREFEHTFE. 152 "NetApp Hardware Universe" LA
ONTAP HaEHIRS. HEITHARE, EEEREARANE Trident LK, MBESMFABEE#HIEREK,

Trident B9 ontap-nas # ontap-san REIEF A EIEE D Kubernetes kA ME (PV) BEE—
FlexVolume o ontap-nas-economy JREIERE=AE 200 1 PV Gl ALY—1 FlexVolume (AJ7E 50 % 300
ZIEBEEE) o ontap-san-economy-£&55F WEhEF2AE 100 1 PV GIEKA— FlexVolume (AJIECE
50 2 200) . EBALE Trident SAFERZ LGRS, BRX SVM IRERE, ERILMELITHITIRE
E:

vserver modify -vserver <svm name> -max-volumes <num of volumes>

max-volumes NERMBENRIEZGFME:

* ONTAP &8 HIIEEHHE
* FHBTE Trident 2NN EMN RIEFEENER
* Kubernetes N B2 FHA &5 ARV K A 14EEEL

max-volumes {EETE ONTAP EEHPIFRE T R LEENSEY, MAZEET ONTAP TR LEENSE
B Hith, ARLEERT, ONTAP EETRFIECER Trident HERIEEIZIZS T FTHMTI R,

Bgn. T RONTAPEEF R Z EIHEE 2000 FlexVol&, FRASEHIZEN 1250 MFIFEFIE, B2, WRX
"BE' MN—TTRNELESVM. HELTZREN—ITROENREGIW. BTFERE). WS — 1T REK
FFETridentlc ERERIBiR. XEWRE. EAEINEZR. AJRSEENZT RIERE] max-volumes. MIM
RIAERIZT RETridentFI M &E1R(E, * R LUBIHERIEERPES I T RNREDECL Trident EARY SVM
Bt XME R, *

RfEE

NetApp TridentfEfE A X572 fE% ontap-nas, ontap-san, #1 “solidfire-san 7Z&EIKEHTEF. £
éﬂntap-nas-flexgroup‘ﬁ}i% ‘ontap-nas-economy IREHIEF Az HFRE, MINBELIEHEGEIE— MR

\O

e BT & S Hith StorageClass XBKEY PVC, I15TE[R— StorageClass RMITRIEIRIE, LRI R
= BYEFHHIEHIEIMT .

[
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PRI Trident BIEERIGRAK/N
EJ Trident AU ERE R AKX/, IETE backend. json EXHER limitVolumeSize B,

BR T IERIFERERED ERE AR/ Z 5N, IEENFI A Kubernetes THEE,

FRHITridentfllZ2AIFlexVol I A/ LR

EFIE AEONTAP SANEZ K EIREHIZFEFIONTAP NASLE KR IR EHIZ R AU FlexVollIER A A/, 15
“limitVolumePoolSize 1£ “backend.json" & X FEFAEEK,

B E Trident L{ERI A CHAP

TR ATERIRE X FH8E CHAP BhigF IR BITAFR ZMEE, H7E SVM EEA Trident CHAP o £/
useCHAP ZHE/FIRECE . TridentfEFICHAPITONTAP [FimRViISCSIEZH#HITH 1 I0IIE,

BIZEHEA SVM QoS FiE

FIFAN T SVM B ONTAP QoS ZRE&, BRH! Trident ECERIERIERR IOPS #i&, XBBITFEWM "PHLEE S
FE" HIEFN R ENARE, UEEFRSFEM Trident SVM LISMY T ERAE,

R LB JL N E B SVM I QoS K&, BXARARMEE, BSIERTEN ONTAP kRZASHISHY, LU
TREHIEEIZE—D QoS HE&, 1§ SVM FIHRE I0PS BREIZ 5000

# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>

L5k, SNRIEHY ONTAP hRZASSZHFILINAE, MATLIE EEARIK QoS RFIRSBZU I ELHNETE, BEN
QoS 5 SVM L 5ISHRBEAFRA
THETARUITIERNEM IOPS HEBVATFZHE. HPEHE:

© FERFEMEESINEMTER R, WREFETS Kubernetes BBEBLXNEMIT(ERAZ, NRIEEFIAERMERR
, UBRXETERABAZBINZEIRFIRME,

* BREPTTHFTEALIERH. R I0PS EXBREN T EAHBEREFRIEZIT, N QoS REERAESHH
WA RIKL,

BHEWIEE, £ SYM EFDECR QoS REEZFSEECEER| SVM B EHZERF—1 IOPS i, IR —1 e E
ARUNARERFR I0PS BXREE, Nl hHMBER A TERHNIE ST RNNARERF. NREXMER
, BWRIREREZEERIMNIBMLRDEETER QoS K&,

BHERAE YR ONTAP hrAsFF 9.8 , MIRZKE I QoS HEELA D ERLE SVM * X *
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73 Trident €172 QoS ZKE&4H

RSFEE (QoS) AMERXBTIFAMMIERSAS AT ENHMER. ONTAP QoS HERANBIE( QoS
P, FEMAPAEBA— RSN TERAREXELE LR, HXQoSHtMHER. #S0 B QoS RilE
"

TR ITE R IRE R AE L RIETE QoS HRERAE, XLERARN AT ZHEEREIENG TS,

ONTAP BRHEER QoS HRIRA: FRMBERN, FHERALL IOPS BEMREEENEKR (HT)) &
8, BHEN QoS MBI EAHANET BRELE, HEIFEAHANNLZETNIRE IOPS 5 TBSGB
AILb R, MREEFEAEMBEFEBREIHT I IR, WXFEHEREZMNLE,

B2 QoS RERLARY, FEERLATHIL

* BNIERWECER defaults IRPIKE qosPolicy B¥h. BT EIREERG:

version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
dataLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
qgosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg

* BNIZNENENARKE, UESTEHRERBABENBINELE, FHFHEREAH,
BXRQoSHREFARIFAESR, BBM "ONTAPEHTEE"

BEERIRISRRSH/ Kubernetes 2855 51

PREIXS Trident@ZE2BINFSE. iISCSI LUNFIFC LUNBYIA R Z2KubbernetesER B L £ HIPRI— PN EBHRE D
XA LA LERB T Kubernetes SEE¥HI 510 EH A sE B IME X EIE.

BSH T Re R TEE Kubernetes FEIRRZEIANR, RIKE—HI=TRFHRRIURLE, BEEHNZE, &
BEaRTEEE, XEKE, BIfE PV Z22RXMNR, BEHEE PVC K, Ef1R8ERR—&=EHHY Pod
e * BSWHRERGRTEEEEIRM DR *

REZHWABLRTE Kubernetes FIFHREIER A ENEEMER, BEPHHERLILEESREIENERERT
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AaElTFiE, "aRTE" BEEMIEXMERIRE, B2, FE—IHS A

BENRHNARZEETHABLERBRESZ ENEFINRNELE. RIAERT, XEEHRAIEEL, FItE
HIREREAILINEE "POD Z2 5",

FHFFEM Kubernetes FIMBENIFINE, MWEBERHXNEERFE, HASERSIANPV, MAEH
Trident B2, XA LRI ETE Kubernetes FISMNBENB A EZBABEALLER, FSHERILEES, It
?%, TN ABEX SHEE, LUEM Kubernetes 28T 2 Kubernetes S£8E LMY BARARSS 28# 1T

=119

W FEEETREMZEET S (Fla00pensShift) S T AR AR NBEFNT AEHE. MNERARMNSHE

B3 — RN EFER RS, HPEFEAHNERXLEAMEBRMTIRRIARSS (B4 OpenShift #EArFIBEIER
ARs3) A ERZE EIIREAIRID T R BT ERN R 02 S H ERER,

ERE B S HERE

ENRRENEIHESE— N FHER, ZRBXAIFAR Kubernetes EB¥ T R, (\270A] LABSIEIEFME
BEHEREKE ({151, } BEXFHAI, Trident 2FRHEIFEEIELS Kubernetes E£EEEHT R BVERIAIR], FiE
1673 s BOARIN / B

5E, EHALUFEHEESHERRE, AEA— TS TSHANFETILRE, XESEMANBTLESIMTR
IREK:

* f£H vserver export-policy create ONTAP s 1THREGSLIES H R,

* M vserver export-policy rule create ONTAP mi<{TRE < E S HEREERINFN,
BB TXERS, ErILIRHIHILE Kubernetes T3 = B] LU R] E3E
2 showmount AFNAZERFSVM
B It “showmount ThEE. NFSEFiHA] LIMSVME IR EANFSSHATIR, ZBEFIKubnetesEEEFRIPod R LA
& showmount -e 85, FZWRTAERYIR. SEETAOARNESR, BEAXSEHA=E LS, B
CHREIIRERAVNENEER, BT RERNBEPEZE NFS FH,

&N {ER SVM 589 ONTAP e 1TRE <A showmount .

vserver nfs modify -vserver <svm name> -showmount disabled

SolidFire F{E5Li%

TH#RA Trident BCE SolidFire 7FENR{ELE,

8% SolidFire M

1 SolidFire (kP ERXR—IME—HEFREE, HIZEKWECH—HRIBEFH MDY ( Challenge-
Handshake Authentication Protocol , CHAP ) &1, &l LUERAKA ZFRFEX CHAP EiEs: &3 &ih1a)48
RN EAKFBNE, —PMKPRZAUSE 2, 000 7ME, BE—NMEREBRTF—IMKF,
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82 QoS K&
MRECBAHREFAINATZNENENIRSFREIRE, 15EA SolidFire lRSHE (QoS) HE&

TR LUREIRE QoS B, BIRE=ZNHAEENSHRENX QoS , AILHERENERNIERE: &/IVIOPS, &
K IOPS f1ZR% I0PS ,

T 4 KB SRA/NR A RERR/)N, BRAMIRK IOPS B,

IOPS &%k ENX &//walue ZRiAE BAE (4KB)
/)N IOPS EHMEERESRS, S0 50 15000
&K IOPS MEERSEIIE 50 15000 200,000
o
=% IOPS ERERRABERE TR 50 15000 200,000

FHRAK IOPS o

& RIARAK IOPS % I0PS FJIRBAEIX 200 , 000, EENLRRAEREREEFHERIB RN
! BT R MEBERIRE,

RANH R EIEFN IOPS &, MERA/NIEM, RAERKHREEMEILERARA/NFIENRA. B
EHEAEM, RAREBAZR IOPS HEHLZIFL . 1HE "SolidFire fR55FE" BX QoS MMEERIFA(E

1CN0

SolidFire &{73%3iF

Element XIFMFHBPIRIES .. CHAP fl&iAR4E (VAG) . CHAP {#H CHAP hiXEEm*t EVHTE
RISIE, HifRAESIF EHEEERNEMNGR, NetApp BiVEFER CHAP #1TBHIIE, RNTCERE, HEEE
RS,

s BAH15RE CS| B BREFM Trident STHHEA CHAP S12501E, VAG REETE(EHRYIE CSI 121
! R TER.

QEETFIKPRVIGIEESZA <8 CHAP SHMIIE (RIEEmIEFEENENERRF)  WMREA CHAP #iTH
PIIE, MIBTLAERMANIAT: S[AE CHAP XXM CHAP . &\ CHAP £/ SolidFire kP 2B iz =
P EHEHTEMIIE. WA CHAP EHARMERRENEZ NG E, RAERBEIKF RIRFBE 602
FEAMNENHITE MR, ARENBEIKS BRI BIRZ AN EHTH DRI,

B2, MMRFTEZER CHAP BFEEMMA VAG , BeIEIFRAHEENBoEFNERNEISEAE, FNEA
[E2BRVE IQN EBRJ UER SR ER CHAP SR IIERRIAFHNENE. MERK iISCS| BriteFEE NER

CHAP B335, MEERETKFRILRIES], 1R iISCS| BahiZFREEE N CHAP SMHIIE, NEME
RELRALEE,

IFEREZRER
TEFIHT —LRERBEXR, %R NetApp &' 3 FRHHARA.

* ONTAP *
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* "NFS S{ELEAMLHETSR"

* "SANEIE"(IEAHFiSCSI)

* "IEATF RHEL B9 iSCSI LR E"
* Element {4 *

* "EREEMA T Linux B9 SolidFire"
* NetApp HCI *

* "NetApp HCI ZRERTIR & H"

* "ii5) NetApp ERE5|Z"

* NARFRELRESR

* "EF ONTAP By MySQL &x{ESLE"

* "BETF SolidFire B MySQL S{ESLE"

* "NetApp SolidFire #1 Cassandra"

* "SolidFire _EHJ Oracle Ex{ESLEL"

* "SolidFire _£AY PostgreSQL R{E5= "

FHAEFFBENARZFEHERFERNEN, 58 NetApp BIASEHERIFEER "NetApp F" UEHEHM X,

£k Trident

BERTrident. EEERUTIZTARMEER . IRSIIEFEFMNEE. FE8T. B
gﬁﬁ\Rﬁﬁ%ﬁ?mwmﬂﬁ%%%%%m\%@ﬁu&ﬁ%ﬁmwﬁ%OWMWME
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RN ELRM, HABRBIRERD B pod EEH .

P 258 0 B 2R E/PVCII R B ohil iR 15 52 15
* NAS HIfEF B S HEREEAY NAS 258 E  (HAZHF SMB) o
* SAN #1 SAN &8 %,

SE[BXBHEFARIFAER]

ARIATT

. Tfﬁﬁ force-detach Z1FHIER] Pod B MFET mh#EbR, Kubernetes SR XEFEZEMAEIIRENT =

* EAREFRREIDBENS (8153 Trident %) B Pod & MEKFET AT FR,

* THRE Pod (JEPVC) AEMMFETI=FTEER, BRIE Pod FRESHEIE,
‘trident.netapp.io/podRemediationPolicy: delete’ B1& & .

&= pod BBR1TH:
AILUEHA Pod 3 fi#KBENX Pod #B%17/. trident.netapp.io/podRemediationPolicy[retain,
delete] o REMERELE, ROEHERAXL I, 7£ Kubernetes ZFE/BIZASE Pod FEHRIERE, LIFA
IFH RS IR ERRIER

* retain- X BEIHIEEBHEAE, Pod A& MEBFET kR,

* delete- {£ BhiRPEH:T5HAIE], Pod & MKPET R PT5ER,

XL AER] LN AT 1A podo
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[

" * (NHREHENT RFFREID B, /0 #FEF AR,

* WFAZFRGEIDENE, FESIRRSFNZ EMINE) - X,
TridentNodef€ECR

TridentNodeRemediation (TNR) CR EX T —PETI o TNR BIRAMFLEHET =BV R FF.
TNR R f5:

apiVersion:
kind:

trident.netapp.io/vl
TridentNodeRemediation
metadata:

name:

spec:

{}

<K8s-node—-name>

TNRIRES: EHLUT

S EETNRIRS:

kubectl get tnr <name> -n <trident-namespace>

TNR (#fH. 25, B3) AT UTIUARSZ
2 =L

° {FLEX R D EEHEIZT RBER G /0 e,

° TridentT R RFATIEHE (FEEEXHBHAS) -
° MTSRFR#EER Pod A&

* NodeRecoveryPending:

° RIS EEFH T RERN L4,

. EEIjJ.

s —BTREL, AmREPITRBERT AT EBESHFRHHE.
* INRTIRM K8s HflfR, TNR #ZHI28 K26 TNR H{ZLEHIE.

° FIEBENTAMELBYEMINITHR. ZTaE 51
* KRy

Feke, AIRHmHNE.
© TEMEREIR, HRREREE CR RS ERFERS,
5 B ohiE4%e15
FoRFM

 FRGFEEAEDNERRZIERRENSE. BZEE, B2RAE XEFHANFEHEEEL
* 7 Kubernetes ¥R

RETREERE (NHC),
° "I operator-sdk”s

o YNREREH K% EE Operator Lifecycle Manager (OLM), iER%E: operator-sdk olm install


https://sdk.operatorframework.io/docs/installation/
https://sdk.operatorframework.io/docs/installation/
https://sdk.operatorframework.io/docs/installation/
https://sdk.operatorframework.io/docs/installation/
https://sdk.operatorframework.io/docs/installation/

o

o BETHEEKNEIZERT. kubectl create -f https://operatorhub.io/install/node-
healthcheck-operator.yaml o

TSR B LUE R E M 5 ARIQ N T R ibE, BEFEBSNMERIE, [Integrating Custom Node

Lz Health Check Solutions]IA F&B%

B'TREROSRENT TRESER

B
1. £ Tridentfi & =812 NodeHealthCheck (NHC) CR, W Miz&EFMNTET S, =:

apiVersion: remediation.medik8s.io/vlalphal
kind: NodeHealthCheck
metadata:
name: <CR name>
spec:
selector:
matchExpressions:
- key: node-role.kubernetes.io/control-plane
operator: DoesNotExist
- key: node-role.kubernetes.io/master
operator: DoesNotExist
remediationTemplate:
apiVersion: trident.netapp.io/vl
kind: TridentNodeRemediationTemplate
namespace: <Trident installation namespace>
name: trident-node-remediation-template
minHealthy: 0 # Trigger force-detach upon one or more node failures
unhealthyConditions:
- type: Ready
status: "False"
duration: Os
- type: Ready
status: Unknown

duration: Os

2. ETRBEERINE CR A “trident S5 & =8,

kubectl apply -f <nhc-cr-file>.yaml -n <trident-namespace>

LR CRECE R K8s TETm, LUGTIT SR Ready: false 1 Unknown, T N\ Ready: false 3%
Ready: Unknown RZSEY, ht% BohikfE %1%,

iX "unhealthyConditions’CR Hf$ 7T 0 #TRAA, XiF—K, —B K8s T aiRE Ready: false RE N false
(£ K8s KETRHILKES FIRE) , MRIBMA BohifER, K8s ERE—XUBERIAERF 40 70,
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AfG 7% Ready: false IR B/ false, ZFafREAAITE K8s EREIZEMAHTTEE Xo

BXHEHMEEED, BSH"T REROERENTE"

HitgEER

HTridentREE B A T 2GS EINEE, Tridentdn & =B/ R = BRI MERINYEIR, LG ES NHC &R
. TridentNodeRemediationTemplate (TNRT) & ClusterRole,

TridentNodeRemediationTemplate (TNRT):

TNRT AJ{EN NHC iTHI23H91ER, NHC ITHIZSrIIRIEREER TNRT £ TNR #FiR.

apiVersion: trident.netapp.io/vl
kind: TridentNodeRemediationTemplate
metadata:
name: trident-node-remediation-template
namespace: trident
spec:
template:
spec: {}

SEAT:

fﬁ?ﬁ%‘]ﬁ%’lﬂﬁ‘éﬁif, TRIEBPESRMERFEAE, XHES NHC BEBEX Tridentds & i)Y TNR #H{T7#%
Vo
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

labels:

rbac.ext-remediation/aggregate-to-ext-remediation: "true"

name: tridentnoderemediation-access
rules:
- apiGroups:

- trident.netapp.io

resources:

- tridentnoderemediationtemplates

- tridentnoderemediations

verbs:

- get

- list

- watch

— Create

- update

- patch

- delete

K8s B FHRA4ELR

AMIER EHERRTS, £ K8s 4HiPsiARIREIEFEohfERE, EATIT T REFLEEITHNENRB. &7
LUEiZ 228 NHC CR BN T K& {F1Z CR (J0_LFrik) :

kubectl patch NodeHealthCheck <cr-name> --patch
'{"spec":{"pauseRequests": ["<description-for-reason-of-pause>"]}}' --type=merge

X EFEMRERS. EEMERAEMRERS, HiPsTia, EMIBERMIER pauseRequests,

PRI

* (WRREID B FNS, EREMFERNT S LML 1/0 §1F. REFERRHSBZRFNE/PVCHpodFd =
EpizedE

* BRI GRE D BT = XEITHISEMNIEIT. MRFEE trident-controller NN R A LHIE, BhtFE
HRBRAER, HE K8s ¥ pod ESEIRRERIT <o

ERBEEX T RBROERRG R

TRILUET m RO T IRFREMAEMT AMERNT R, Lk BohiiEkts. NHRRS BohiEREyG
RE, BHNEEXBRGRMN:

© SR T REEERT, B TNR, ERAMEET REIRTREN TNR CR &#R,
* ST RMER TNR & FRIIRESE, MIFR TNRo
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Rt
Rl
BRI IS MR N R Trident 4 R 2,

FBE SR8 FizTTTrident

BEUIENARER. NAREFEES. APNEERNARERF AR Tidentt I REX T Pod. MR FENEFEH
PRIEATERYE R AR,

B HMNBEFEMBAL S5Trident2 8, BBZE TridentZE T H B SHKubbernetesti & = ja]H (trident)o
B Trident& T B W& R T a1H Al HIR R B Kubelnetes EIE A G A BEiRIE] Trident Pod ¥ 172 7Em & == [B]CRD 3
KHANIME(EA. FINEIHMCHAPERD), ENBFRNAFEERA IR Tridentsp B =TiEl. MTiAIR]
‘tridentctl’ N B 2 Fo

% ONTAP SAN FimfER CHAP B{4IG1E

Tridentsz FF3TONTAP SANLIEM #iH TE T CHAPH B IGIE(fER “ontap-san'# “ontap-san-economy’ JXhiE
%)o NetApp#il ¥t TridentfEEFE I [ACHAPTE A FI1ZME G 2 B1H# 1T 5 9183,

I FEFASANTZIEIRGHITZERIONTAP G, Trident®] LUEE & B XA CHAPH EIECHAPR A 2R
tridentctl. BT f#Tridentf1{AITEONTAP/GIRECE CHAP. 1EZ& " EZFEHONTAP SANIKIEFEC & [GiH

o

3t NetApp HCI #1 SolidFire /Si{# CHAP S1{4183E

NetApp ZINEFEXN @ CHAP , LUIHRENLS NetApp HCI # SolidFire [5i Z BRI B9 303E, TridentEA—
NBEXNR. HPSMIFBETE NCHAPEE, L& Tridentis. EAaBIECHAPEA. HISHFMEMENPY
HICRMRH tridentvolume, BIFEPVEY. Trident2#HCHAPZEISZ&iSCSIRIEHBECHAPSNetApp
HCIFISolidFire RZEi# 1Tl S,

X TridentBIBRVEARSEAEHIRIHKE,

B TridentSNVEFINAEL & {58

NetApp ONTAP 1RETHEUENZ. AIEHEWNE. BEREHRFBNFRIPERLSIE, EXFEAEE, BER "
BCE NetApp BINZELR"

s NREEHBHATNAE. N7ETridenthERE RIS ERIE B BNAE,
o AT LUENVENZATEIRE N " LBIEBHETNAENS,

* WRKEEHBANAE. WETridentPECEREAISERFZANVE. FRIFEEIHEEPNVEMEZINSIZEN
false(FRIAE)o
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R TNAEREImA TridentR 82N E LM EFHITNVESINAEIZE

. * A LIE Trident/SiRBC B P RNVEMZARSIRE N true’ . MIESENAENZEHREERKER
g InEE Ao

* NREBATNAEMEIHENVENZITEIZRE N false. MRCIEBBETNAENSE, EFEE
BT ENVEMZEREIZRE IR ZEANAENE falseo

s BRI LB ENVENMZRE BRI E AR ETrident P FEIBIENVESE trueo
BEXEmREEXRNEAEE. EEN.

* "ONTAP SANEZ & %"

* "ONTAP NASHEZ & i%&In"
Linux4t—2Z5A1% & (LUKS)

1&8] LU ALinuxZi—254$A1& B (Unified Key Setup. LKS)3RE3Trident_EJONTAP SAN
FONTAP SANEZFRIEHITINE . TridentSZFEILUNNIZNEH I TR BT A
EY B,

ETridentsh, RIFAIEIN, LILUNMZHIEFERAES-XTS-PLAN 64 cypherft&Ez{"NIST",
s ASA 2 RHAZHE LUKS IIE, BXASAR2 RHMER, B5IH" TRASARIFHERS -

Feaz i
s TET RS NMZREMFRIGE2 AN EShRAS(EET3.0), BXFMEE, 1B5HIE) "Gitlab: ZLIEE"
s HFMEERE. NetAppZ N TIET A FaRINZINEFRIES(AES-NI). EBIIFAES-NIZH. BETUT

e
grep "aes" /proc/cpuinfo

MRFREEAART. MENBIEEZFAZIFAES-NI, BXAES-NIFIFAEE. FIHR: "Intel: SRINER
FEIRBE(AES-NI)",
BALUKSINE

SR LAITONTAP SANFIONTAP SANLF &L ALinux%i—Z $A1% & (Unified Key Setup. LUKS)BRE& MNEE
MEmNZE,

p

1. EEHRBERENXLUKSINZE M, BX0ONTAP SANB GRS EIMAIEMAEE. 520 "ONTAP SANED
BRI,
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"storage": [

{

"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

2. {FH ... parameters.selector FRALUKSIIZEE X 17 i#&t, Fu0:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—-name:

luks-${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. BIE— 1 EELUKSEIETIEMNZ A, Fiun:
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kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA

PR
LUKSHIZ & T /EFIFIONTAP &8 iR BRFI SR ELEThEE,

RAFSALUKSEHNGIRECE

EZ2ALUNE. HIOEGHEIZFIZE luksEncryption A (“trueo 3% luksEncryption iENSE
RTridentBERFELUN (true(BB)EBAFTELUN (false(RD), T TRGIFTR.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default

snapshotReserve: '10'

BFSAUKSERPVCECE

BHEEANLUKSE., 1B EIZE trident .netapp.io/luksEncryption A “true. HEPVCHES
BRTLUKSEITFEE. d1ARBIFrTo
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kind:

PersistentVolumeClaim
apiVersion:

vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage:

1Gi
storageClassName: luks-sc

RIRLUKSZEFEE

@A) U LUK SRS IE H I R

[

==
[=]

BNSICERREE. FREERIMERS. RENEAFBSIAT. MRSIBANERRERKR. &
AIRETTEERHIE. HERERARSNEBRSAEL AR,
XFUIES

NREIREMHILUKSZRIITIBECIE T HEHEMPOD. Mk ELUKSEILIRIEHRIE, BIiEFPodi. Trident
2B E _ EHLUNZREIEIE 52T E N B IR AIEH T IR,

* NRE EHNEEEIES BAPNENZEDRIER L. NaXEwHR,
B&o

* NRE FNRBIES TR ENRBITELA. WSE/R previous-luks-passphrase SEHIERZ
T

1. 0 node-publish-secret-name #l node-publish-secret-namespace StorageClassS#i, 40



apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. ESSIRE LRI B BEIE,

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. EMENLUKSZRIA LIS E FEBEIEMN _ E—205218, MR previous-luke-passphrase-name
previous-luks-passphrase ILAE E—NERIBEIE,

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4. BIE—MHEHBPOD, XERBHIRATHEN,

o. WIFEIEIER S BRI,

357



Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

=

R EMIRIE_LIREIFEGEER . 4 SRIRELEEE,

£ NRIREIFENZHLEGIE. Fl90 luksPassphraseNames: ["B", "A"]. #HHATE, &AL
: i & FTPODAZE N ST 1R,

ERET R
TR TELUKSIIZENE LB RS B

p

1. JBF csINodeExpandSecret DHBEITI(GMIAAR1.2500 ). 1EE MW "Kubernetes 1.25: {ERNIZ#H1TT 20K
HELCSIEY B" THRIFAER.

2. N node-expand-secret-name #ll node-expand-secret-namespace StorageClass&#%, flal:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

“

BEhEXAFHEY AT, kubelet= SN H R ELWEZF.
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EEHIEL R Z2 M,

TridentSZ G ONTAP B {ETZ &5 imEIKerberos I % :

* NEFEFZEKubernet—Tridentz#:@:id MONTAP OpenShiftil_EiEKubernetesEE$ ZINZFEEEONTAPE
BINFS3FINFSvaiEIE#HTTKerberosIIZ,

TRILIBIRR. MIFR. REAR/N. SIRRIR. m=fE. RiEmiE. HASNERNFSIMENE.

EFANZEONTAPEE B L P AIKerberos N
B U2 EER S HNEFONTAPTE B IH Z IBIM1FEE R 2B FKerberosiNZ,

DEEHAFMEIRDIER. A XIFHERNEIONTAPEIEGIRHINFSHE# TKerberosiNZ

ontap-naso

&

Fiaz a7l
* BRERILUAIRIZ tridentctl AT,
* FRIEXTONTAPEEEIRAER BIERIFIRNRE,
* BREREEMONTAPE#ERIHREZN— N R Z N ENB R

* FREERIFONTAP Storage VMLAZ1FENFSERIKerberosiilZ, BXinBH. SN "EdatallF E/F
FBKerberos" o

* MR B EHRERE F A KerberosiNZHERINFSVAE, 1HEIRAT‘NetApp NFSVAECE —T5(5E130) "
{NetApp NFSv41Zi2INREF RIESLERIERT) "

FINSEHONTAPS H 58K

EHEEQMEONTAPS LR AMAMN., HECIEMISHIREE, LUIEIFTONTAP Storage VMIRELURS &
J#KubornetesEEBF HZ FIERIONTAPE X fiKerberosiN%E . &AM S H RSN K 82 S HRETES
BT R il AN I R AR -
IiE Y
FEHEANFS. NFSV3HINFSv4if Y ELE S H R,
WHIREAEE
SR LIRIE S E KL E LT =M R ERRZAsHIKerberos iz 2 —:
* Kerberos 5-(Z {3 10iENNZE)
* Kerberos 5i-(S A IRIEFNINZR S B191RF)
* Kerberos 5p-(S 47 IEMNIZE. BE S HFRFARIPIHEE

FEREYAIHRINREEEONTAPS H RSN, Fla0. INREEEIEHE S EHBKerberos 5iflKerberos 5piNz
BINFSE. BEFERUTIHIRE:
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Type Sikipia) BEi7iR B P 15IR)

UNIX ERA ERA ERA
Kerberos Si =N=): BEA ==z
Kerberos 5p EEH EEH EEH

BXRINEEIZEONTAPS L RIRF S L RSN, TSR XS:
* "R R
* "[a) SR BRI AN

BT 1

@A) A2 B & Kerberos N TNAERY TridentF i fE iR ACE

XFIAES
IR FECEKerberosINZ MR &R IRACE XA, &R LUMERSHIETE U T =R EhRZHIKerberos N

Z— spec.nfsMountOptions :

* spec.nfsMountOptions: sec=krb5 (B{PIUEFINNE)

* spec.nfsMountOptions: sec=krb5i (BPIIEMNINZER UK BDRIF)

* spec.nfsMountOptions: sec=krb5p (BRIRIUEFNNE LN B FIFRFARIF)
BIEE — 1 Kerberosil. WRESETIRFIEE Z " KerberosNZR7. MREFERE—MED,

PR
1 EREEE L. ERAUTTRAIRFEEREEX . BES<>hNEBRAGIHFRRIES:
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. EREEL—PHeENREXHEIEER:

tridentctl create backend -f <backend-configuration-file>

NREwHENZRY, NEHEELIEE, ERILUETUTaLKREFEHTURELRERRA:

tridentctl logs

HBEABIEREX ARG, ERLUBRIETT create a5,

RIEETEESS,
1B LA IR TF R R AL E K Kerberos I Z M &
XFIAES

BIBREMERNRE. FJUERSHIEEUT =M AR 4AEBIKerberosI& Z — mountOptions :
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* mountOptions: sec=krb5 (BHICIEFNNZE)
* mountOptions: sec=krb5i (BAIIEMNNE UK B BRP)
* mountOptions: sec=krb5p (BRIIEFNINZE UK B HBHFEFARF)

B{IEE — 1 Kerberoséhill, MIRESIRTIRFIEEZ MKerberosMELF. MNZERE—TET, NRE
EFERIREICEPEENMELRS S EEFERINRPEENMERIRE. WEFHERENRML T,

T
1. ERALLTRBIE)EEStorageClass Kubenetes IR :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io

mountOptions:
- sec=krbb5i #can be krb5, krb5i, or krbbp

parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs

allowVolumeExpansion: true

2. BlETFfiE:

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. WIRE BT
kubectl get sc ontap—-nas-sc
ENERIEMNF U TREAELH

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

[Gh==s
SIREER M EEERS. BMEAUEES. XA, BSH "IEEE
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79Azure NetApp FilesEECE L P HIKerberosiNZ

BRI IR EEEES B Azure NetApp FilesTZfi&/SimaAzure NetApp FilesTZfiEfGimEIt Z BINFEERER

FBKerberosiinZ,
AR =]

* HREEZERed Hat OpenShiftsE &% /=2 A Tridents
s BREEILUARNZ tridentetl SSAER,

EFRERHIZEBHILE, HWRE IKerberosIZ EEITFAzure NetApp FilesTEfi#i G5 "Azure NetApp

Files 14",

* HRE EHRECE EAKerberosNZRERINFSVASE, 1ESHAI“NetApp NFSVAIRERE — T (5E13M) "

{NetApp NFSv41EsahEEM B fESSERFERE) "o
RIEEFREIR
1&B] LLBIiE B & KerberosNZEThAERIAZuUre NetApp FilesTFiE/GIREC B

KTFUAES

EeI2BEEKerberos BN ZEGEIREE XA, Bl LUNEBFITEN.. FENAFUTHENEIENESZ—:

* FRFEN FERIRSRS)* spec. kerberos

* [FHRFERR IR spec.storage. kerberos
TEEIHRSE XEEEN. RARERAFEMEEPIIRERIEREZM,
EE—E5. EEALISTE U T =M AREREBKerberosil® 2z —:

* kerberos: sec=krb5 (BHIQIEFINNZE)
* kerberos: sec=krb5i (BRIIEFMNINZE KRB B1RIF)
* kerberos: sec=krb5p (BRIIEFNNZE UK B BHFEFARF)

p

1. EREEE L. RIEFEE IFREIHNIE (FHEERAFISEMN LR ERUTREIZ—tI2E#ERE

IHECEX . KES<>HHNEZRNEHFEFNER:
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TR w5

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-secret

stV et Gl
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-secret

2. EREEL—PPeENREXHEIEER:

tridentctl create backend -f <backend-configuration-file>

NREwHENZRY, WEHEEDIEE, ERILUETUTaLKREFEHTURELRERRA:
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tridentctl logs

HBEHBIEREXHRREE, R LUBRIETT create a5,

RIEETFRES,
&0 LA TZ B 2L SR EC B K FiKerberos I Z MY .

TE
1. AL T REIeIZStorageClass Kubenetes 315 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs

selector: type=encryption

2. BlETFfiE:

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. HREBIRTFES:

kubectl get sc -sc-nfs

TREIEMTFUTASREL:

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

&S
SIREERmMEEERS. BMERAUEES. BXUA, BSH "IEEE
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A Trident Protect 1®iFN IR
T fi#Trident Protect

NetApp Trident Protect {2 {tE& N BIEEFEHIEEIEINEE, 1558 T HNetApp ONTAPEER
ZiMINetApp Trident CSI fFEH RN 282 FH B IR Kubernetes N T2 RYTHEERI Bl 1%,

Trident Protect &t 7B AE =HAIMEN RSB U TEHHNERR. ®RIPNEH%. ©F

WEITE API #1 CLI 121 B shEIhEE,

TR LB B B E AR (CR) X fE M Trident Protect CLI RfE Trident Protect {R3FN FATEF .

TS RHA?
1B LAS T 2 Trident Protect BUAEXEX, AGEHITRE:
* "TridentfRIPEK"

Z 3 Trident Protect

Trident{RIFEK

B, ERIEENETIFR. NAERERE. VAERMIFIEEREESEME. HREREN
IRiE# B R ZE Min{T Trident Protect BYXLEER,

Trident Protect Kubernetes &£E¥F# A4
Trident Protect 5& £ EEMBIEER Kubernetes F=im¥ks, 8.

» Amazon Elelic Kubelnetes Service (EKS)

* Google Kubernetes Engine ( GKEE )

* Microsoft Azure Kubernetes Service (AKS)
* Red Hat OpenShift

* SUSE Harvester 1.7.0 (ONTAP iSCSI)

* SUSEIRAE

* VMware Tanzu™=mA &

_EFfKubernetes

* Trident Protect&Z Xz #FLinuxitE T 5, Windows iTE T A AT F&1D1R1E,

* HafR% 3 Trident Protect V& EF B ECEIZTTHRVIRIRITHIZZAIERAY CRD, BRI IR ]
28, RS XL

s IRZE/DEE— VolumeSnapshotClass, BZE R, 152" VolumeSnapshotClass's

&iE
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Trident Protect Fi&/ginFRa 14
Trident Protect X1 LA N FER IR

* &R NetApp ONTAP B Amazon FSX
* Cloud Volumes ONTAP

* ONTAP7Z&PES !

* Google Cloud NetApp#&
* Azure NetApp Files

WiRFEEERBEUTER:
* HRIREIER £ BERY NetApp 72E(EA Trident 24.02 SRE#FhRA (BINEA Trident 24.10) o
* HIRIEE— 1 NetApp ONTAPZE /SR,

* MREEER TEME NN REHED .

* QIEEIT IR T AR AREF SR E IR FRE AN AEFam R =8, Trident Protect A= A& LI
XeEm R T MREEBEXFRPIEE T AFENGRTE, NHREFRK.

NASLZFFRISRIZER

Trident Protect 25X} nas-economy H#H{THMHMIREIR(E. BIIAZIFRIRE. fEFMSnapMirrorEHIE|
nas-economy %, EEEHITEIS5Trident Protect —f2{EAARIE nas-economy HEHIREBE R,

KL AEFSEASnapshotB RNER RS, MFXENAER. BEEBEIEONTAPTEE
A% LT AT e < KE2iESnapshotB R

&iE

nfs modify -vserver <svm> -v3-hide-snapshot enabled

BAI LB W B PNASE KR EITITIU T e S KB ASnapshotB R, HIEHEHE "<volume-UUID> AEE XA
HRIUUID:

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

£5t B R TridentFIHACEIETUSE N, ERILUBIAA true HBEBARBER snapshotDire
! WEERZEM.

{EFKubeVirt VM{RIFEUE

Trident Protect 7E ¥ #E{RF1&(EHAIE 7 KubeVirt EEIMTURM (R YUALEMRAIIRE, MUHBRBUE—EE. &
WAL IRENECE 73 /AR FINTT A 7E Trident Protect ARMRAFEFAARRE, BHFAIMZAED Helm chart &
HRME T B HURECE.

&ix RS 1% e AIE], fEfa "VirtualMachineSnapshots' AL (VM) BIZHNEIBEBASHKITE.
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Trident Protect 25.10 K& E#TARZs

Trident Protect TEHURIRIFIZERABI B o A& FIAR R KubeVirt X RS, LUIFBR—214%. MTrident Protect
25.10 FF4a, EEILMERL T AEZEIITH: vm. freeze Helm Chart LT IEFHBE, ZBHEIA
BHA.

helm install ... —--set vm.freeze=false

Trident Protect 24.10.1 = 25.06

MTrident Protect 24.10.1 744, Trident Protect STEEURRIFIR/ERR B B REFIRR KubeVirt XH £
G, BUALERUTHSZABMITA:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

Trident Protect 24.10

Trident Protect 24.10 7E#3ERIFIR(ERRIE] A= BohfR KubeVirt VM X4 R AR —EBIMERES. NREE G
FBTrident Protect 24.10 {R#F&8Y KubeVirt VM #038, NMEEEHRITHIBEBFRIFIREZIFOIRBEAXGERAN
REIRRRINEE. X LIMARXHRAL T —EBIRE.

& o] UBC & Trident Protect 24.10 R E BB RIFIZIERAIE VM XHRARFRLEMA R, "[EEREEIL"
RiEERAUTHS:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

SnapMirrorE Hl|HYER
NetApp SnapMirrorE &lIZhEER] 5 Trident Protect BR & 1E R, EH T LU FONTAPARR SR

* 7K NetApp FAS. AFF %1 ASA %45, B#i ASAr2 RARLIHER Trident {F3P3##1T SnapMirror 24,
* NetApp ONTAP Select
* NetApp Cloud Volumes ONTAP

* &R NetApp ONTAP Y Amazon FSX

SnapMirrorE fl|fYONTAPEE B E 5k

WNREITRIERSnapMirrorE§l). EHRRONTAPEELH B FEXK:

* * NetApp Trident *: EHONTAPENEIRARSHVIR Kubernetes 281 B 4T Kubernetes 528f L&A TF
7ENetApp Trident , Trident Protect Sx3F&EANetApp SnapMirrorf Ri#ITE S, ZFARER U TIREIIZEF X
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FrEfE:
° ontap-nas : NFS
° ontap-san . iSCSI
° ontap-san : EIKESKER
° ontap-san : NVMe/TCP (K& ONTAP hkZs 9.15.1)

* FFRIE: AR BARONTAPEEE L s FAEAEHRRIFEIBIONTAP SnapMirrorF & 1F ik, BXIFHIE
B. 1580 "ONTAP Hf9SnapMirroriF el BEiR" o

MONTAP 9.10.17F98. FRrEFRIIEX ANetAppIF AlEX H(NLG)RIFZ TR A, NLGR— 1 X FFZTILNRER
Xt BXRFMMER. 1SN "ONTAP OnefiHRITFRIIE" o

#&x {2+ SnapMirror SF 1R,

SnapMirrorE I3 FF B FEIN
MR ERFEERNE. FHEREIIFRREUTEKX:
* EEBEFISVM: ONTAPTFERIRM AR M FRS. BXFMER. BB "8 SVM HHIR" .
&E  HRERWEDONTAPEE Z BINEHIX RPFERNSVMEFEE—H,
* NetApp Trident 1 SVM: I5EixiE SVM A7 rl{# B ArEEEE LAY NetApp Trident {5,
* HERH: BFETETrident Protect FIRIMMEIZONTAPEESN, MUEIRERIXR,

AT SnapMirrorE%IfYTrident / ONTAPEZE

Trident Protect BXKIEEVECE— T RERM BITEEF EFINTFiESIm. MRIFEEFMBIRERER, AT
REREHYE, BMNARFNZERS RN REFFRNEEER.

SnapMirrorE $#J Kubernetes 2 ZK
HfRIEHY Kubernetes SE8EH B LI T EK:

* AppVault BJi5iaE: REEEFA BARER U AR WA ILEIR, 7 8EM AppVault SREXHI S K A2 X
REH,

© WgRiEE: RERAEMN. FAERIRM IP RIF5I&R, USCILE WAN RSB AppVault Z EJRTE(S.

WS EWIFRTE WAN EEP LRI AERE. FEESEH 2R, B5ERNEMIRIEERA

B pirmemEER,

LR HEIE Trident Protect

IR IERIIFIRFE Trident Protect ER, B LUIRIRLUU TS BELER E L& Trident
Protect, &R LA MNetAppFkEXTrident Protect, SiEMNEEH AT ETMRIZEE, W
RENEEBELTEZHREEKRN, MIABEIMRLZESEEER,
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MNetAppZ& £ Trident Protect
P
1. #hNTrident Helm7Z A& :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. /A Helm &3 Trident Protect, 1XE “<name-of-cluster>"SEB¥ ZFRIS DA LR, HATIRINERMN
ERFIIREE:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2510.0 --create
-namespace --namespace trident-protect

3. (Alik) ERAFRAREER (BINATFHEHR) , BER:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set logLevel=debug --version
100.2510.0 --create-namespace --namespace trident-protect

i AEIERBE BT NetApp2 5 A R HREIE, MAFEEX AT IHEN R,

MIAEEARLE Trident Protect

WMNREH Kubernetes EEBE LA IHRI BB, EBAILUMAMBHEBRECERTETrident Protect, 7EXLERGIH,
BERESPNEBRANEIHFETRNESR:

p
TR LT RRERIEI A it B, BFRS. ARRBHERIIENRNEMER:

docker.io/netapp/controller:25.10.0
docker.io/netapp/restic:25.10.0
docker.io/netapp/kopia:25.10.0
docker.io/netapp/kopiablockrestore:25.10.0
docker.io/netapp/trident-autosupport:25.10.0
docker.io/netapp/exechook:25.10.0
docker.io/netapp/resourcebackup:25.10.0
docker.io/netapp/resourcerestore:25.10.0
docker.io/netapp/resourcedelete:25.10.0
docker.io/netapp/trident-protect-utils:v1.0.0

fB4n:
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docker pull docker.io/netapp/controller:25.10.0

docker tag docker.io/netapp/controller:25.10.0 <private-registry-
url>/controller:25.10.0

docker push <private-registry-url>/controller:25.10.0

EIREY Helm Chart, BESHREEAILIAREBMAYITEAN ET# Helm Chart, helm
pull trident-protect --version 100.2510.0 --repo
https://netapp.github.io/trident-protect-helm-chart AEEFILER
‘trident-protect-100.2510.0.tgz FXHEFFENBLEIFRHHITRE
helm install trident-protect ./trident-protect-100.2510.0.tgz M
FrRERE—FPREREMEESIH.

#iE

2. B3 Trident Protect R4 & =(8):

kubectl create ns trident-protect

3. BRIEMR:

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. QIBATRNEMRE MBI RN

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. FM0Trident Helm7Z &

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. BIIE—NRBAMINY protectValues. yamlo IBHREFE S LU FTrident Protect 1% &
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imageRegistry: <private-registry-url>
imagePullSecrets:

- name: regcred

X imageRegistry # “imagePullSecrets XLEBEEHTFAIEAHGEE, 1%
‘resourcebackup M ‘resourcerestore. WMREIFREGHXEFMERPIIFE

&  FHEERE (B30, example.com:443/my-repo) , EEAMKRFEPEETER
Fo XEBMHRREFAEEIGEMILALEEY, <private-registry-url>/<image-
name>:<tag>o

7. {8 Helm %% Trident Protect, fX& “<name_of cluster>"SEB RGN ECLLERE, HATFRIDERN
FHIPFOIRER:

helm install trident-protect netapp-trident-protect/trident-protect
-—set clusterName=<name of cluster> --version 100.2510.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

8. (Alik) ERAFAREIER (BINATFHEH) , BEA:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set loglLevel=debug --version
100.2510.0 --create-namespace --namespace trident-protect -f
protectValues.yaml

I BEIERBE BT NetApp2 i A RHBREIE, MAFEEN A SR IHEI R,

&1 B X EHfth Helm Chart BRE %I, Bl3EAutoSupporti@ B e = iahdiE, BFEE "EfTrident
: Protect &,

ZETrident Protect CLI {4

& AT LIfE A Trident Protect e 21T, B TridenttfI— M Bo  tridentctl’ BT 670
5Trident Protect BE X &R (CR) X EMFZAHIZR,

L Trident Protect CLI ik

EERASSITERIEFZA. BFERHREEATHREFNITEN L. RIBEHITENERZEX64 CPUIE
EARM CPU. HITUTIE,
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T &M FLinux amd64 CPURIIE{
TE
1. & Trident Protect CLI ¥ :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-linux-amdé64

THIEAFLinux ARM64 CPURIIE{
HIR
1. F#&(Trident Protect CLI #&{5:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-linux-armé64

T#HIEAFMac amd64 CPURIIE
HIE
1. F&Trident Protect CLI &5 :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-macos-amdé64

T #EFATFMac ARM64 CPURYE
B
1. F#Trident Protect CLI &4 :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-macos-armé64

1. JodfE G 4B FRATAUR |

chmod +x tridentctl-protect

2. BiatF T HEIHEFRIRETEPENNAE, FIW. /usr/bin 3 °/usr/local/bin(fEOJEERE
$EFtPrivileges):

cp ./tridentctl-protect /usr/local/bin/
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3. TR LU M I X HEFEIEBRPHNEMIB, EXMIERT. BiHRIGEREFENREE
cp ./tridentctl-protect ~/bin/

BTHEEEFBREEEPHNEMIE. BRLUBEEAERMERA tridentctl

Rz protect‘ﬂ%ﬁﬁﬁﬁtﬁﬁ: "tridentctl-protecto

EFETridentin 1T R EEHEERD
& LUER N B iE 4 R R BhThREIRENE X IGHF ThRERY 1 ¥4 %58

p
1. RS ThREEEERERE:

tridentctl-protect help

B BE5ER
L Trident Protect CLI fft/a, ERILIAZR LS < ERAB#NEINEE,
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J7bash shell/3 B B Eh5ER
T
1. BUEESTRZS :

tridentctl-protect completion bash > tridentctl-completion.bash

2. ZXERPUE—NHERUELEZMZ:

mkdir -p ~/.bash/completions

3. BT HMMIZATEENE "~/.bash/completions' B & :

mv tridentctl-completion.bash ~/.bash/completions/

4. FLUTTARME] "~/ .bashre’ E B RHBIH:

source ~/.bash/completions/tridentctl-completion.bash

HZ shelli3 A ERITERR
B
1. QST
tridentctl-protect completion zsh > tridentctl-completion.zsh
2. TEERPEE— N HERUGEZME:
mkdir -p ~/.zsh/completions
3. BT HMMIARERNE "~/ zsh/completions’ B R :
mv tridentctl-completion.zsh ~/.zsh/completions/

4. BLATITRME "~/ zprofile' £ B R RIS

source ~/.zsh/completions/tridentctl-completion.zsh
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=

TRshellZE RS, &0 LUERHAtrdentcd-protectiBifFAIan < B EITE Mo

E4|Trident Protect &

BRI LAEE X Trident Protect NEMIABRE, LUBEEIFEISEER,

}EE Trident Protect B 22:& R R4

L Trident Protect f5, &R LIERECE X4 KIEE Trident Protect 258
#lTrident Protect 1&{FIHFESE B R RIVEE,

p

1. BIBE— PR AXH resourcelimits. yamle

2. IRIBERIFIRER,

UTFRAEREXHERTAIRIKRE. HE

378

JjobResources:

defaults:

limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage:

requests:
cpu: 100m
memory: 100Mi

ephemeralStorage:

resticVolumeBackup:
limits:
CpU. : mwn

nmn

memory:

ephemeralStorage:

requests:

mn

cpu:

nmn

memory:

ephemeralStorage:

resticVolumeRestore:
limits:
Cpu : mwn

nmn

memory:

ephemeralStorage:

requests:

mn

cpu:

mwn

memory:

nmn

mww

nmn

mww

mwn

A= ANSR
=R oA

EXEHIEFE Trident Protect & 28 BV 2 IR PR HIIEIN,

TRIREIBIERINME :

TRRS, 1R B IRIRE AT LT



ephemeralStorage: ""
kopiaVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:
cpu: ""

memory: ""

ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

nmn

memory:

mn

ephemeralStorage:

3. MAXHHHIE resourceLimits. yaml:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelimits.yaml --reuse-values

BEXRE ETFXAR

L& Trident Protect &, &) LUEARLE X4FIELK Trident Protect A28HY OpenShift Z4 E FX£IE (SCC)
XL E X T Red Hat OpenShift &£8¥4 pod BIZ 2[EH,

R
1. QIE—1 B AN sccconfig.yamle

2. FscokBURNEIXHH. ARREFRNTEEEBESE.

MU TRFIZRT SCCEMESEAIRIAE:

scc:
create: true
name: trident-protect-job
priority: 1

TRNBT SCCIEMEIS R
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2
ellfeS

name

R4k

3. MAXHHRIE sccconfig. yaml:

Description

MERS A UEIESCCE R, R

EBIEEN true’ BHelnZE T
FZtriRopenshi ft MBS, A&
BliEScCcEIR “scc.create, Ul
RAR1EOpenShift EiEfT, =&
2 scc.create i8BHN “false
, MIARZBIREMSCCEIR,

?EI I:ESCCE"J% j]E;]-(o

EXSCCHITR. MiTRERS
BISCCRTEMARMERIRBISCCZ
AT,

Default

true

Trident{RIPEAV
1

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f sccconfig.yaml --reuse-values

IR SR RAEB I X HIEERE scccon fig.yamlo

EeE H{thTrident Protect fEEIZ &

EA] LLEE X AutoSupporti EM e B TEhE LUA R EASEE R, THRER

o5 Type
Bz R string
B ALe boolean
BMZFERER boolean
mEBLE dr R TEERE string
restoreSkipNamespacelLabels string

TR LAGER YAML BCE S4Bl an SATAR S AC B X 05k 1 .

380

T AT ANECE S

Description

FINetApp AutoSupportiEiZEI B
¥ URL, fERIkIhEEE D IEARSS

SR EE EE, flF:
http://my.proxy.url o

1% B AT BT AutoSupport{RIBiEE
B9 TLS B true, NAFALZE
HRIEEE. (UL false)

BRAZ 2 A5 HTrident Protect
AutoSupportf R4 8 L%, 1B
false EBHEN HEIHEEEZHA,
BEMART UFeNERSZIFE. (
2N “true)

BEME D FIREIRIERHRR
TEERENES ORTIR. AFE
SN L SNl ]

BEME DT IRE IR ERHRR

TEIREIES 2fRYITR. AIFE
RIS B TiE)o


http://my.proxy.url

8 YAML X%
TE
1. QBB HHBR values. yamlo

2. EECIBAINMF, HINEREBE X EED

autoSupport:

enabled: false

proxy: http://my.proxy.url

insecure: true
restoreSkipNamespaceAnnotations: "annotationl,annotation2"
restoreSkipNamespacelLabels: "labell, label2"

3. %[5 values.yaml' BB IEMEMNX M, NHBREXH:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f values.yaml --reuse-values

f#F CLI 77&
B
1. EFHLX—Fﬁi%\ ‘“Set‘tﬁlu\;Ej: E%ﬁ\%%&'

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set autoSupport.enabled=false \

--set autoSupport.proxy=http://my.proxy.url \

--set-string
restoreSkipNamespaceAnnotations="{annotationl, annotation2}" \

--set-string restoreSkipNamespaceLabels="{labell, label2}" \

-—-reuse-values

¥ Trident Protect Pod FREITESETS S £

1B LAERE Kubernetes nodeSelector 11 IR0 5R, RIET SRS KIS H WL T m B A KIE1T Trident Protect
podo BRINIERTF, Trident Protect TRFE:_F &1T Linux 9T o BRI LURIEREEH —F BE MOXLERRHIZ M,

Bt
1. QIE—1N B AN Y nodeSelectorConfig.yamle

2. ¥¥nodeSelectorEBURNEIX 4. FARELAXX A LIRS ER T mina . MTREIFRERH#ITRE, 5
. LRXHESHIMRERGIRE. Bt xS E KA AR &
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nodeSelector:
kubernetes.io/os: linux
region: us-west
app.kubernetes.io/name: mysqgl

3. MAXHHHIE nodeSelectorConfig. yaml:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

IR R EOARRH B A S P ERRS nodeSelectorConfig. yamlo

=12 Trident Protect

‘E1ETrident Protect IS4 a3z

Trident Protect £/ Kubernetes WEF AL A)ITH] (RBAC) HE, FIABRT,
Trident Protect et — P RAG A TRIMEXBRIEIARS K, WIREVERIBERZ
ARSI ENZLER, NelLEATrident Protect B RBAC IhRE R B EAAithiz 43458
Fen R = |BYIHIRL,

S EIERRZRAILUARIIAG B BN ZEIR trident-protect. WRILIAIEFRE it & a5
R BEFNFFRNNARZFNNN. EFERESHNROHRBE RNV AT ANEIXEL T,

HAR. ERAFESAEERINSRZEPEZNAEFBIEEECRS trident-protect. EHEENAIE

iR = e e BN AREFHIEEIECRS (REMER. ES5EXBENNBREFERNGZTEFRIENAER
HBIEEIECRS),

RBEEERARRIARAB B Trident Protect BE X ZREM R, HAEE:

* AppVault: EEEFMED BREIELHE
&x * AutoSupportBundle: WEistn. BHEME SR Trident Protect#iiE
* *AutoSupportBundleSchedule: &2 HEWE T

FRERERE. 1BEARBACIRHEIE M BN R RBYITIE,
B XRBACHN =3 #IRAMMRAIABRTIFAES, EZiH "Kubbernetes RBACSZH"s

BXIRSKFPIER, 155 M "Kubbernetesz 551 A 324"

. EIEMAR P RYIEEAR

N, —MERE—NEREER. —HIEAPN—HEHAR, SHEERNTMRUTES. UEIE—IF
B, IR, TRAMEHAR B REHR DAL S B d KIENER,
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/

$F15: QBRI HETEUEEEMENER
‘I tIZa R =E. EUMEELDBERIR. AEFIERIEENIIRXER R,

p
1. A IT2AREapR =

kubectl create ns engineering-ns

2. NEHALEHBTIE.

kubectl create ns marketing-ns

20 QUEMBIRSIK, . UESES MR TRPHRRHITRE

ZRIENES N TEERME— N BUARS K, . BENASHEBF IR — MRS, UWEERIBERE
EENMAZEE—F X5 Privileges.

pZ

1. ATIRABIERSK,

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. EHACIERSIK,

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

3% AB MRS IKF SIZ— 1R
ARSSKA ZRATRRSIKAHITRAHWIE. NERMER. FTLURIARIBRAEH 6,

p
1. R IERSIKF IE— A
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apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: eng-user
name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. NEHRSKF SRR

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

%45 . tl#ERoleBinding & LU ClusterRole W R 48 E B G MNRARSZ MK -

L Trident Protect BY 2 BIE— N BKIABY ClusterRole 3R, A LUEE IEFF A RoleBinding X4tk
ClusterRole 4BE ZIARS M

S
1. ¥ ClusterRole#E E TI2ARSS MK

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. ¥4 ClusterRole48E ZIE ARSI
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apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user
namespace: marketing-ns

#55: MWUR
M PRZ S EHo

p
1. BIAIRRAF A AR TERR:

kubectl auth can-i --as=system:serviceaccount:

get applications.protect.trident.netapp.io -n

2. WIATEAR TEABREHAR:

kubectl auth can-i --as=system:serviceaccount:

get applications.protect.trident.netapp.io -n

£6% . ZTItAppVaultit RBIi5IRIFR

engineering-ns:eng-user

engineering-ns

engineering-ns:eng-user

marketing-ns

BRTEONRBEFHIEEERTS. SHEERFERZS MR R T HAppVaultiIRETIHEN R,

p

1. 8 FH N AAppVaultilZAEESYAMLX B, LUIRFHF XFAppVaultdyiaaapR, #lil. LU FCRER T AR

FFAppVaultdyif AR eng-user:
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apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

2. QIEHNAMBCR. EEHEEREBR TG ATEPRERIRIHRNIR, F90:
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. B3 H R FHRoleBinding CREUEANBRSBE ZIF Feng-user, 40:

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. I PRE B IEH.

a. RIANRERTERAppVault i RIES

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

TREFEMTFUTASRIREL:
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Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. Mt AP B S0 LUEREMB 1IE B GHIRIBYAppVault(s B

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

TREFEMUTUATASRIRES:

yes

ﬁ:l:

ERHERT T AppVaulti PRAV A F R iZBe S5 fE B IR A AppVaultt R T . RZ R BUR EIRR(E. HEREERIE
DECRES R X ZIMIERTRIR. BRSBTS GHRBIF R,

BT Trident{RIFZ R

1&ER] LUfEA kube-state-metrics. Prometheus #1 Alertmanager FFR T B ¥ 415 Trident
Protect fRIFHVZRIRRIRERIR)

kube-state-metrics fRS3 M Kubernetes API @5 £ Rliigtr. B E STrident Protect Z55 1, rILIEREXIFIR
I:Fl I}_'ikll_:\E,Jﬁ%1§Iu\O

Prometheus 2— 1T EE, ©ELUIEIL kube-state-metrics £ EHIEEE, HISHEN AXFXENRIN S TFiF
i}E’JﬁSE\o kube-state-metrics #1 Prometheus HERM T —HM 7%, L& LUGEIEE A Trident Protect EIEHY
/}_E,Jﬁ\@jk/ﬂa*u’iklu\o

EIREERE—URS. JEPrometheusFE T AR XHNER. FHRERBIEEEN BT

‘?‘kb*ﬁ%ﬂlﬂ’é SNEEMESNXATA; EREXNEHITEEXUTEENFER. BXEKRA
M3z BERUTERXHE:

&F * "Kube-state-metrics 4"
* "Prometheus>Z14"
*"IER"

1$ t»l:tll/-?""Iﬂ

FE{ETrident Protect H B AR RILTE, BHREELEMACE kube-state-metrics. Promethus 1 Alertmanager.
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ZEEKube-state-metrics

& A LUEFHelmZ Z2£Kube-state-metrics,

PIE
1. FiKube-state-metrics Helm&E &, 40:

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update

2. % Prometheus ServiceMonitor CRD [ B ZI£EEF

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator-

crd/monitoring.coreos.com servicemonitors.yaml

3. AHelmBE R QBRI E XX (HU0 metrics-config.yaml)e ERJLURIBENIFEBEX U TRAIEE:
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metrics-config.yaml: Kube-state-metrics HelImEIXRIC &

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

nmn

namespaces:

# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

4. BEIEFEHelmBE RF L EKube-state-metrics, F180:
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helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0

5. ¥ZBB LI T IHBRECE kube-state-metrics, A4 Y Trident Protect EFARY B E X A
metrics BE X HRIFEXHE" o

%%t Prometheus

18 8] L% BB A BB R 3 Prometheus "Prometheus 4",
RIEECHEIRES

S IR AR EIE N EIESS "R

$2 . iEERIETAUMEIME

ZRGETHE. BFEEKERRE DRI

P$IE

KXERIIEIR: "Kube-state-

1. ¥%Kube-state-metrics 5Prometheus® i, ZFiEPrometheusBi®E X4 (prometheus . yaml)HHMMKube-

state-metricsARSZ 15 8. HI0:
prometheus.yaml: kube-state-metrics fR535 Prometheus B95E7K

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- job name: 'kube-state-metrics'

static configs:

- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. figE&Prometheus U EIRISHTIZIREIERR, HiEPrometheusfi B X (prometheus . yaml)HARMLUT

53
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https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
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https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
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prometheus.yaml: [ Alertmanager &XiXZ#R

alerting:
alertmanagers:
- static configs:
- targets:
- alertmanager.trident-protect.svc:9093

ZR

PrometheusIR7E R] LA MKube-state-metricsUtEE 1617, H M EREERLEER. WE. EAUREMEZR
A& U IR R IENLE

$3% . RRELIRMERET
RXETARENDRTIFGE. EFRELEMAERNESLEURERNALEMAE.,

ERRG FHRK

UTFREIEXT BN EEXZBRHREIRE NS I EKMNENANTEEZR Error. EAI LB E XILRFILL
LECISRVIRIR. FHELLLYAMLER BB TEEREE X4 prometheus. yaml:

rules.yaml: EXKWEH Prometheus i

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}
for: b5s
labels:
severity: critical
annotations:
summary: "Backup failed"
description: "A backup has failed."

RBEIREEREENREMBEREER

BEEXHHPIEEENNERE. B EREEREENMEMBERZER. HISNEBFHiH. PagerDty
« MicrosoftFIPA S EtiBHIARSS alertmanager. yamlo

UTRENGREEEIREESS. LUERSKE FEERXEN. ERBENIFEBEXIURE. ERILEANES
12 “api_url AEEIFIE R {E R AYSlackwebhook URL :
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alertmanager.yaml: [ Slack & %X ZR

data:
alertmanager.yaml: |

global:
resolve timeout: 5m

route:
receiver: 'slack-notifications'

receivers:
- name: 'slack-notifications'

slack configs:

- api url: '<your-slack-webhook-url>'
channel: '#failed-backups-channel’
send resolved: false

4 i Trident Protect X361
Trident Protect fEEI2 R AEW LB S M NetAppiFHE AN EAIRGE, SIEEXTE

BERNNVARFHNAS. BIRMEIMEE. IREEEREIEEK, W LIEREEX
IR (CR) XX H5E EL EINetAppHFit = (NSS),
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EACREIEZHE
B
1. BIEBEXZRCRXHHEEDRA (U0 trident-protect-support-bundle.yaml)o

2. RELUTREM:

° , metadata.name:(required )Itt BE X FRNRT, BAEHNIMEEEZE— M E—HSENR,

° spec.tiifik 28Type: (required) BFHERIIENEMZIHE. BERITHIEMZFFE. ITRIEUTC
BYEFR 12 R A IR4R B, FIRE(E:

* Btk
* Fop
° spec.ufE MBERBA: (AI BTFIRENEERZIFEERE LZTINetAppZFFit =, NRKE
TE, MBIAN false, AJRE(E:
= true
* false (ZRIN)
° spec.dataWindowStart: (7] i%t) RFC 3339t XN BHIF{H, IBEXFEFEENEIETON
Fap B EAFOETE], NERKIEE. MERIAN24/ 0\ 5T, EALIEENREEOBIRZ7XA,

YAML5):

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. %85 “trident-protect-support-bundle.yaml' E& IEHEMNXH, M CR:

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

ERBLITREESSE
TR

1. SIEZIFE. BiEShNEBRAEIFERMNEE, trigger-type MERTIUERESAE, TE
BEBITRIRE T QIERE], ATLE "Manual '3 “Scheduledo PRINKE N Manualo

a0
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tridentctl-protect create autosupportbundle <my-bundle-name>

--trigger-type <trigger-type> -n trident-protect

BN REFE
FRE—FEELFERE, BuUUEMEERFEFBERRIIEAS,
g
1. &4F “status.generationState  E3X “Completed K7, ErIUFERU TS MIEERHAE:

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. BEEFEARIIENFARL, MESTHEIAutoSupportEl IREXE Hlar <

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

Iigk

#E "kubectl cp” MBI PHITERLHIZITE, BEERNEMME RBIRETSH.

FK Trident{R3F
A LA Trident Protect AR EIRHFARAS, UEZHINEENIEE IR,

* MARZS 24.10 FHREY, AHRERELEITHVRERAIRER R, HRMASEIEREREZRE (T
IR FEIRBERITRIRR) o WMRALIERIBKE, ERIAFEHEIERIRIR AR A
TEFREIRP,

&1 FERBEREE, ERILTEARNRAMEREIY, AREAREEREAR. B2, X
! S FEUHRHREERFIA T RIBIRER,

* WFAERGECERLE, BHERBIFRASFIER Helm Chart FISRIGIEENAMEREGCESH
B, HEIEEHNBENX Helm ES5HT Chart (R FRE. BZER, BSR"MLAE TS
R Trident Protect"s
AL TR

Trident Protect iR ASEBE T BEIR YYMM G RAE, EF"YY'BEMHRERUKT, "MM'EB{B. =k
FERE YYMMXYE, HER"X'ZHTEI, EEREBEEARIRIIEREAREAIRRZS,

* Al U EEAREIRERASHIYMrAE ORBE R Birhkds, Fi0, EaIEREM 24.10 (FE[ 24.10
dot hiA) FZkEI 25.10,

* IREEMOEHEOZINIRESEITHE, BRITSTEAR. EREEN"F MR TR R
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REEEMAHEONRARD. Fi0, MRESETHE 24.10 HEEAHLKE 26.02:
a. HRM 24.10 F&F 25.02,
b. SAIEM 25.02 FL&ZF 26.02,

HI8 2. F4& Trident Protect
EF K Trident Protect, iBEHITIUTHE,

SIE
1. E#Trident Helm7ZA&E

helm repo update

2. H4ETrident Protect CRD:

MREEM 25.06 ZHIRVARAEFALR, MFEZHITILSE, AR CRD MESEEETrident

gz Protect Helm B&H,

a. BTt <% CRD FEIEM trident-protect-crds & “trident-protect :

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |
xargs —-I {} kubectl patch crd {} --type merge -p '{"metadata":

{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}'

b. iZ{TILEF S MBS trident-protect-crds B

&1 REHZ “trident-protect-crds’ EIFR{ER Helm, EFXaJRESMIRER CRD FEREX
’ iz,

kubectl delete secret -n trident-protect -1 name=trident-protect-

crds, owner=helm

3. FHKTrident{RiF:

helm upgrade trident-protect netapp-trident-protect/trident-protect
--version 100.2510.0 --namespace trident-protect

SR LB AR TR REEE A RIREIREE R, --set logLevel=debug" Fkdn
p=d 2o BAABELRSIN Swarno Ll)l)*'ﬁ%lﬂﬁtEluﬂil_ﬁﬁﬂwﬂ#@, EErRAEE
ﬂjJNetAppi'Z?#Aml/li‘ﬁlﬂ A, EE&EID\ U_EEI)L:“EJF_FTO
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BEMERIFNARER

fE£ A Trident Protect AppVault 3R KX EB1ZE1F.

Trident Protect FY77fi#E1E B € X ZR (CR) ##5 9 AppVault, AppVault X R EFEEEE
BH% Kubernetes T{ER&RT. AppVault CR B EZEERIEFRIMZE (BI&EMm. RE.
SiZEMSnapMirrorE ) REANMKERE, REEERAELIENBRME,

EN BRER ERITEIRGFRIPIZ(ER, BEEFhmliMam<1TEIE AppVault CR, AppVaultCR & FERVIALE,
f&o] UE B 451 LR BIEA LI AppVault CR BYER.

ffafR AppVault CR i FRZ T Trident Protect FYEEEF £ W3R AppVault CR REEHETLEIHIA

NG A — >
’ F'I'-'V'TTZSE/—J_\%EI-L;O

&

B & AppVault &5 10 IEF 285

7£8U% AppVault CR Z &, 15HFREIERERD AppVault F1EIERZ IS URIRERMEMEXZREITEMNE
ko

BRI TEF#EERE

L&fEA CR 2 Trident Protect CLI 35412 AppVault 3%RBY, &AL Restic #1 Kopia IIZEER B BENX
ZEHORY Kubernetes Z$H, SNRERIEEETH, Trident Protect X EREIAZE,
* Fn1tlE AppVault CR B, fEF spec.dataMoverPasswordSecretRef FEZIEE % $A,
* {EFTrident Protect CLI £ AppVault 3 REY, i5#H --data-mover-password-secret-ref' - F15E ZEH
S

B IEB o T A FEEZILEA
BHEEZLUTRAISIZEEEH, B3 AppVault XREY, ERILIIERTrident Protect £ b2 A M $iB1Z oh281F
EEH#IT BRI,
s WRIEFMERNEEES T A, KRS SZINEE T ENENZEBENR, 0. NREE
E{EFARestic. FHEBFRFITEFERAKONIA. N7ERIEZEANN R AEE & ResticZZiL,

* FREBREFER2IMTS. EFFEERERE S EMER LHMUE. NREEH
“trident-protect 85 2 A MR, RBEEBERFLEMEEHRE.
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fEHECR

apiVersion: vl
data:
KOPIA PASSWORD:
RESTIC PASSWORD:
kind:
metadata:

<baseb4-encoded-password>
<basebd4-encoded-password>

Secret

name: my-optional-data-mover-secret

namespace:

type:

trident-protect
Opaque

ERBLITRE

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 FAEME IAM R

LihinlS S3 RAMEFEME (190 Amazon S3. @A S3) BY, "StorageGRID S3", & "ONTAP S3"'f#
FATrident Protect BY, EEEHEFRIRENAFL SIEEGHNEERHNMVENR, LT 2T EATrident Protect
HITIA NPT BN RESCRAVSREE R G, EolLURILLRERN BT EIE S3 RAFERERINAF,

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [
"s3:PutObject",

"s3:
"s3:
"s3:

1,

"Resource":

BX Amazon S3 FRIEMEZE R, 1ESH "Amazon S3 X",
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GetObject",
ListBucket",
DeleteObject"

"W n


https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html

FF Amazon S3 (AWS) H439IEH EKS Pod Identity

Trident Protect 2% Kopia #{#E % ah281%{FHY EKS Pod Identity, IttIHEER
T8 AWS EIFFAETE Kubernetes 127,

EKS Pod Identity 5Trident Protect FYEK
1£¥% EKS Pod Identity 5Trident Protect &5 & FR 2 B, BRI TSI

* 88V EKS &8 E /B Pod Identity,
* EEZAAMNER S3 EHEEINIRM IAM s, ETHREZEE, S
* IAM B2 5 LU Trident Protect BRS¢ Bk :

° <trident-protect>-controller-manager
° <trident-protect>-resource-backup
° <trident-protect>-resource-restore

° <trident-protect>-resource-delete

STHIX S3 AR IR, T

B7"S3 RAEME IAM BR".

BXEH Pod Identity UK3& IAM A 5RRS WP XEXAVIFAMBE, ES0E "AWS EKS Pod Identity 244",

AppVauIt ACE £/ EKS Pod Identity BY, &R L TECEREEH AppVault CR “uselAM: true tricmAeA

i

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

SRR AYAppVaultZ A4 Bl

EX AppVault CR BY, EHEZEESFTIELILEHRMBIEERNAIR, FRIEEER IAM S{HI0IIE, fRERZIER

ARRIERHENARMERRE. AT/ MEHENSSTEAERRA

HER RIS E R,

o BAILMERUTRAIANE N RIR
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https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html

Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
—-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
-—-from-literal=accountKey=<secret-name> \
-n trident-protect

1B S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage—-accesskey> \
—-—from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
—-secret> \

-n trident-protect

StorageGRID S3

kubectl create secret generic <secret-name> \
—-—from-literal=accessKeyID=<objectstorage—-accesskey> \
—-—from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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AppVaultt| &R0

T 28 MRHIEFEMAppVaultiE Xzl
AppVault CRRfI
o] LUEBR L FCRRGIAE N iR IZF )2 AppVaultiT R,
* SR LUEIRIEE — N E & A FResticilKoriafZiEENNZ N B E X ZEfSHIKubernetesZh. &
XIEMER. BB FUER D TEEEERB]

* XfFAmazon S3 (AWS) AppVaultifR. &R LUKIFEISEsSessionShE. MNREHAESE
&iF R(SSOHITHMIIE. MISHEIEEER, WSEREFRNIRHEFEMRERNCIENEIE
HEBAppVaultZ A A B f5lo

* XFS3 AppVaultiR. EEILUEZRERZE AN HIESIRERE HORIEURL
spec.providerConfig.S3.proxyURLe
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

& 3+ FfEMA Pod Identity 1 Kopia ##E#ch2ssy EKS IF1%, &0 IR “providerCredentials’
: ZRSFHFRNN uselAM: true' 1RIE “s3 B E.,

Microsoft Azure
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

1BHA S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGRID S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

f£F3Trident Protect CLI 8## AppVault B!
EoIIER U T a7 REa R FAS MeEEZEREIiEAppVault CRS,
s BRI LUEFRIEE — N E & AT ResticilKoriafZ i ENNZ Y B E X EFSHIKubernetesZ A, &
XIFEMER. BB FUER D TEEFMEERB]

* XTFS3 AppVaultit R, &R LLERERSHNHIASIMETRE HHARIEEURL --proxy-url
<ip address:port>.

&iE
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Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

--bucket <bucket-name> \

--secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

1B S3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3

407



tridentctl-protect create vault OntapS3 <vault-name> \

—--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

StorageGRID S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

-—-secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

#F “providerConfig.s3 B & %1

BB TR TR S3 RIEIZFECE RN

B Description Default AN
providerCo Z2F SSL/TLS IERIEIE, false ‘B, ‘|
nfig.s3.sk

ipCertVvali

dation

providerCo BHE S3immMEE HTTPS &5, true ‘B, ‘R
nfig.s3.se

cure

providerCo 15ERFEZE S3 IRIEARS I URL, T http://proxy.ex
nfig.s3.pr ample.com:80
oxyURL 80
providerCo I2ftAF SSL/TLS WWIERVEENXIE CAIEP. T "CN=MyCusto
nfig.s3.ro mCA"

otCA

providerCo B IAM B9IIELLAIR] S3 fFiEiE, EHRT false true false
nfig.s3.us EKS Pod t7iF,

eIAM

EEAppVaultz &
f&a] LUE A Trident Protect CLI {4 EB A X EEEEE AR AppVault I RBVE Bo
pZ

1. BEAppVaultitRMAS
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http://proxy.example.com:8080
http://proxy.example.com:8080
http://proxy.example.com:8080

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

NI T e
e to—— - fomm - it et T
o +
| CLUSTER | APP | TYPE | NAME
TIMESTAMP |
pom - o pom - e
o +

| | mysgl | snapshot | mysnap | 2024-
08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o +————— - T e T e
e +

2. (AE)EEEENERMAppVaultPath, JEFEBIRE --show-pathso

B 7 Trident Protect helm REAISE T EBREY, REE-FIPHEERTATH, Hla0: -—-set

clusterName=productionl o

fHBRAppVault

1] LABERS MIBRAppVaultid &R o

&1 EMIBRAppVaultlt R Z A, 1570 finalizers MlERAppVault CRAEHIZEFH, INRXEM. FlEESS
’ HAppVaultZFiE D ER P B RBEIE. £EPSEMINIIE R,
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FIaZ Al
R EMIERZEMPRAIAppVaultiIEE R E REBMEHCRS,

£ Kubbernetes s <17 R EfIFRAppVault
1. MIBRAppVaultit R, it “appvault-name  HEMIBRAIAppVaultit REIZ FR:

kubectl delete appvault <appvault-name> \
-n trident-protect

fE Trident Protect CLI il AppVault
1. MIB&AppVaultItR. ikt appvault-name’ A EMIERAIAppVaultIT REIZFR:

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

{# A Trident Protect & X EIEN FHIEFE

SR LUEE BN A ZF CR FXBXHY AppVault CR KE X Z{ER Trident Protect EIEHY
N BTER

Bll#AppVault CR
EEERE— AppVault CR, 1% CR BEXM N AREFHRITIHIRRIFIZ(EN(ER, #FH AppVault CR EE1F

L4 7 Trident Protect BY5E8¥ L, AppVault CR B 3 EHHFEIFIRR; BX AppVault CR BIRAI, ESIH
. "AppVaultBEX & F, "

EXNRERF

EEEFE N EERMTrident Protect BIEMNE NN AEF. ErILUEIFeheli2NBTER CR I {EATrident
Protect CLI 3k E X BEEIBMN BIEF.
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EACRAMN AER
B
1. I BRI BFEFCRY 4!
a. BIEBENERCRIXHHGHEME (W maria-app.yaml)o
b. BB TEM:

* metadata.name:(required )N BIERFBEXZRENET. FIREEZFENBIR. ERFRIPIRE
FREEMCRY 4= 5| AItE,

* . spec.includedNamespaces:(required )F & =B F NS 1R 285 E N FHIEFE R
ZXEMER. NAEFGATENAB TR, mZIXFRE0HEN. JRTFHESNE
Eim & TE P AR,

* . spec.includedClusterScopedResources:(F] % )FERALLEMHIEEEGSTENBEFENXF
HEESEER R, BN AFEIRIERRIA. R, MHEMRERIEFXLERR,

* groupVersionKind: (required{8 € EEHCRIZRRAVAPIZA. hRZASFIZEEL,
* labelSelecter: (7] 1%&){RIBEEEEER R IRV X E 1T,

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (A]i%) It AR{ERATM
EIANEX BN ATER, 90 KubeVirt 3815, EARXHFRFRLERETIRRBZ A, 18E LA
EFEREHEREAIUEAX GRS, MRICREN true, NAERFRZREFLE, HEA
HRFERFRLE, NMRIEE T HE, BNRAEREXHEEEMN, WA Z TR, MK
YRR, MIEIERIZNT: "©IKTrident Protect /2)HRIEE" o

MREEEFCRNAREFENALRE. AIUFERUTHS:

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"
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+
YAML

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (F1%) ANEERHRTA R ER SR ZRAIIE:

° resourceFiIter resourceSourcedionCritera: (TfiEBIHE)EMA "Include’ HEE DK "Exclude HibR
FRCREEFPEXNER, 0L FresourceMatchers S LU E X B IR HIBR AR

* resourceFilter.resourceMatcher: resourceMatcherdt &R0, MREHIHAFEN Z N TE

d ENTEEAORREHITRE, SMTHRE. K. RAE)FRFERBENANDIZEHITT
Co

* resourceMatcher[].group: (7] i%)EHiENHRIRENE,
* resourceMatcher[].KIND: (7] 3%&)E ik E RIS,
* resourceMatcher[].version: (7] i%&)E LAY Z JRhRZS,

* resourceMatcher[].names: (7] i&)ZEHiERZERIIKubernetes metadata.nameFE&HHY

B,

%

%
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* resourceMatcher[].namespies: (A] it)E kAR IRHIKubernetes metadata.name £

FRyER R =i,

* *resourceMatcher(].labelSelectors *: (7] i%)& JRAIKubernetes metadata.name= & AIHR
TIARBIFTRIB, WPAENX "Kubernetes 314", fl40:

"trident.netapp.io/os=1linux".

WHZE “resourceFilter # “labelSelector # £/, resourceFilter B4iafT

it , PR “labelSelector N AF4ERE R,
fan:
spec:
resourceFilter:
resourceSelectionCriteria: "Include"

resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

2. BN FARERFCRULEEAVIF RS, ERACR, FI0:

kubectl apply -f maria-app.yaml

p

1. ERAUTIAIZ—RIRHNANARFENX. BiESHNEBRATIFETNES. ERLUERESSH
RYIRMRGIFERNSHENBIZFEX P EER RN ER.

SIBLZ ARY, o] LUEREREMRIEENAERBHEREAIUSAXHRS, X{OEFHTFMEML
EXMINFBIEFE, 5130 KubeVirt 3718, ERXHRFGRERETIRB 2R, NREEIREEN true
ZNBREFAEEEEE, AIUERBRRESAXGFRS, NRIRETIREN false ZNAREFZKE
BigE, SMXUHAATIREBHAENAS. WRER TR, ENBEREXHEEEM, NiZFER
WRRE, NREREREMRE, NAERREEUTHN: "£BKTrident Protect /2/RIKE" o

BAECAGLTRECIZYAEFIEERE. AJUERIRS. --annotation
© QIENAREFHERAXGRGASTINERIRE:
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tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

N AEFHNIXG RS FETHEES N AREFIRE

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze

=<"true"|"false">

@Bl LIEF --resource-filter-include # “--resource-filter-exclude' BF 8 & {4 B RIS
‘resourceSelectionCriteria’ HIa02H. 2. hrads. %, JBFRFMGR=IE, W FEIFR:

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>
--resource-filter-include

'[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my-—
deployment"], "Namespaces": ["my-
namespace"], "LabelSelectors": ["app=my-app"]}]"

{EF3Trident Protect {RiFN FHTEE

]
JiA

iEE’JFﬁﬁ N AR

1B IR IREM & iR Trident Protect &

& 1&EI LABC & Trident Protect T SR IRIFIR(ERR RSN BAN M R YL, "7 EE Z X T &R Trident
’ Protect BEE X fF RGUKERIERE"

BRI TIRE
&) LABERY IR TR IRER

&1 SNRTEN AR E X RSB T S CRENRIR. NEXLEFRSIB T ERANARERFS
! MR XEFREIEEED. REBHER,
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fEFICRAIEERER

B

1. SIBBEEXFRCRNEHBEESEZ N trident-protect-snapshot-cr. yamlo

2. ERIEMIX M. EEBEUTREM:
° » metadata.name:(required )Itt BE X FRNRT, BAENIMEEEZE— M E—HSENRTR,
° spec.applicationRef: EIiZRIBHIRN FTZFHIKubernetes# #F.
° spec.appVaultRef: (required)N1ZfEIRIBRE (FTEHRE)BIAppVaultiy 2 R,

° spec.relaimPolicy: (7] i%&)E X HIFRIREBCRETIREREIAppArchive= R EHAER. XEKE, B
EIKEN, HREW Retain EH MR, BROEM:

* Retain (BRIA)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. [FRIEHMEIEEZR XS trident-protect-snapshot-cr.yaml « NMFCR:

kubectl apply -f trident-protect-snapshot-cr.yaml

ERBLITRELIZIRR
p
1. IERER. BHESHIEBRAGIFERIES. Fli:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BIBIRFEED
TR LARERY 1 R 2o
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&1 SNRTEN AR E X FERHAS I B T SESCRENRIR. NEXLEFRSIB T EANARERFS
! MR XEFREFEEED. REBHER,

FaZ Al
HTRAWS 15 < R EIHARY (8] & LU IT KIS BIE1TRISSE (1R (F. IR hEEFMIRIFHAELI . NHRIER]

RERRI

* BXROEHISIESHIEENERIFAEE. 1BEW "AWS APISZE",
ﬁ;&AWSJ\/}_ EE?EEIJ-IE':QHL: AN .lﬁ%JL: AWS |AMSZ*§ o
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FFACREIESEH
T
1. SIEBEEXFZRCRXGHBEESE N trident-protect-backup-cr.yamlo

2. ERIENXHH. BEUTREMS:

° » metadata.name:(required )Itt BE X FRNRT, BAENIMEEEZE— M E—HSENRTR,
° spec.applicationRef: (required)E&F 3 HIN FFZFHIKubernetes# #F.
° spec.appVaultRef: (required)RTFEE 1D AEBIAppVaultiy & FFo
° spec.dataMover: (F] i&)—1NFRE, BTATENRIENEH IR, JREEIANE):
* Restic
* Kopia (EXIN)
° spic.relaimPolicy: (7] 1&)ENX T MNERERIBEFEREDINLZEHARR. AJ8EE:
" Delete
* Retain (ZRIN)
° ﬁfﬁejlcganapshotReft (AIi%) : REFMIERREBIZIR. NRAEELSEH. WeZENE0D

YAMLA

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. FHIEHMNEERXHE trident-protect-backup-cr.yaml .\ N FCR:

kubectl apply -f trident-protect-backup-cr.yaml

ERmLITRELIBEE N
p
1. &G, BESHNEBRATIMERNES. .
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tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

ERILOEREMER “--full-backup iR ERIEE &M BB N NIFEES M. RINBR T, FIESEMNIINEE
& ERALIRER. ENBENIHEESRD. REMER. ERRITREED. ARERRTEED
ZEPITIBESED. URAREEMERSERBXEIXE,

RSN AR
TERERT 82D CR BRI LUEARYER:

ANES Type Description AIAE
protect.trident.netapp.io/full-  string EEENEEN NI ESRH. 188N true” false
backup BIRIREE&E N . RIELHREEHNITES

0, ARERRXTEEDZERITIEEED,
UE A PREHIFRE S T E AR KA XL,

protect.trident.netapp.io/snaps string SERENMRBIZIEAIFI RN E]L, 60K

hot-completion-timeout

protect.trident.netapp.io/volum string HIREBA R ] RS 2 = AtEl. 30K

e-snapshots-ready-to-use-

timeout

protect.trident.netapp.io/volum string B ERE 2 IF R E], 5%

e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  string ERFOIRMIFA B AR (PVC) FIAMRAR 1200 (2053%4

bind-timeout-sec i8] (LUFAEAI) Bound iEfERMFIRIRN )
EXO

BIREIRRIPITX

RIFERBOBSIZIRE X I RICIRIRER. &AM ERRIPFNARERF. ERILLERS/ N, X, SEANSAE
BIREBMED, FILUUEEERENEIAHE, ERILIER full-backup-rule TR LHIHEER B &D. A
IMERT, FREEHEHEEEN. ERIITEEENUNEBEEEN BB TRESMERXIXEL,

* O] LLEIT I E “backupRetention' )32, “snapshotRetention' AATFEME, &
“snapshotRetention' A BIREEAIITRINE AR EIEIRE, EXLREZIGND, HE
=53 10 SER a3 BRI RIBR.

* IRENAEFEX PRSI AT EECENRR. EXEHRRSIATERNAERERFS
B NSBXEFREEESED. KRR ER,
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fEFACREIEITX
T
1. SIBBEEXFRCRNEHBEEMEZ N trident-protect-schedule-cr.yamlo

2. ERIENXHH. BEUTREMS:

° » metadata.name:(required )Itt BE X FRNRT, BAENIMEEEZE— M E—HSENRTR,
° spec.dataMover: (7] i&)—NFRE, BTATEMRIENEH IR, AJREERDANE):
* Restic
* Kopia (EXIN)
° spec.applicationRef: E&F{HHIN BIERFBIKubernetes® #fo
° spec.appVaultRef: (required)N1FE&E N ABIAppVaultdyZ FFo
° spec.backupRetention: (%F) ERENFMNE. SRAFNEIESD ((URER) .

° spec.backupReclaimPolicy: (Ai%) FEINR&ED CR EEARZHARWMER, MEHLEFAE
Jo RBEEE, EMXHIEESEMR. TRENE (K9KNE)

* Retain (RAIA)
" Delete
° spec.snapshotRetention: (%) BREWIREBHE, SRTAFCETMAIRE,

° spec.snapshotReclaimPolicy: (F]i%) fAEINRIRER CR EHARBHIN#MIPR, NWREBELZEHA
Bh. REEE, RBEESHMER. ATENE (KOKNE) :

" Retain
* Delete (RRIN)
° . spec.granularity: It XIBNEITHE, AIgEEUMMNENXRENFE:
* Hourly (EXREIERE spec.minute)
" Daily (BRMEIETE spec.minute F “spec.hour)
" Weekly (BXRIEEE spec.minute, spec.hour, | spec.dayOfWeek)
" Monthly (BEKRIEIEE spec.minute, spec.hour, #l spec.dayOfMonth)

®* Custom

° spec.dayOfMonth: (8]i%) IHRIRETHRMBRE (1-31) . WMRAEIRE N Monthlye %
BRI F RT R iR .

° spec.dayOfWeek: (FIi%) I XRINIZITHIEZEE/L (0-7) - EO0 T 7 ®R-EHH., NMRNEIRE
A Weekly, ZEMNIUAFRTEFRIRM,.

° spec.hour: (AIiE) IHRIRLZITAVNESER (0-23) o WMMRKEIREN Daily, Weekly, FHE
Monthlyo ZEMTUAFFFRINRM,

° spec.minute: (F]i%) IHRIFGETTH/ NSRBI EEL (0-59) o WRKIEIZEN Hourly,
Daily , Weekly, B¢ Monthly. ZEMTIAFMER IR,

° spec.runimmediately: (A]i%) REN true UFELIEITRIB L — R IEAIBIN BLLIZTT (IRIE
REBGEHITEON/EIRE) o FRIAN false. XFARENELEE R,
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EHFRER I RAIRB YAML:

apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-hamespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "O"

minute: "O"

{RIRBR I RBYR B YAML

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

I BMETTRYIT ARG YAML:
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apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-daily-schedule-run-immediately
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "7"

snapshotRetention: "7"
granularity: Daily
hour: "3"

minute: "0O"

runImmediately: true

3. (FRIEHMEIER XSG trident-protect-schedule-cr.yaml . NMFCR:

kubectl apply -f trident-protect-schedule-cr.yaml

AL TREIEITL
p
1. g RIPITR. RESPREBRNEIMEPNER. .

&iF &R LAfEA “tridentctl-protect create schedule --help" & L an S HIIFAZEEBNE R,

421



tridentctl-protect create schedule <my schedule name> \
--appvault <my appvault name> \
-—app <name of app to snapshot> \
--backup-retention <how many backups to retain> \
—--backup-reclaim-policy <Retain|Delete (default Retain)> \
--data-mover <Kopia or Restic> \
--day-of-month <day of month to run schedule> \
--day-of-week <day of week to run schedule> \
--granularity <frequency to run> \
--hour <hour of day to run> \
--minute <minute of hour to run> \
--recurrence-rule <recurrence> \
--snapshot-retention <how many snapshots to retain> \
--snapshot-reclaim-policy <Retain|Delete (default Delete)> \
--full-backup-rule <string> \
--run-immediately <true|false> \
-n <application namespace>

A TFEBR LR BIE R HREITE 450

o SEEEZNITRI: A --full-backup-rule FRICUALRHHEHEEE N B E&D. WMRENERT
--granularity Daily. PJBERV(E:

* "Always B X8I ETEEFD
- BRT{ER: IEE— 1% 1 "HE, AESSMR (B9, "Monday, Thursday") . BXUE:
EH—. 2H—. Eff=. EHW. E8H. 257N, 2HH.

£33 J_J% --full-backup-rule ZAEMAERA TN, 12ETHIZ B X589

o I BNRLLRIF: A --run-immediately true EBIEITXIBIIZENCIZEVBER D SIREE, WA
BEFE—MTRIBETTENE, BRIAMEN falseo

o (XVRERITER: 1&E --backup-retention 0 FIEE—NPMAKTFEME --snapshot-
retentionoe

SN ERER
TRERT QIR RZEIFK (CR) BRI LAEARER:
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Ve Type Description NN

protect.trident.netapp.io/full-  string HEERHTRBEMHNAN, FEUUBHIREN RKE FrE
backup-rule Always BEILIRIEREHITIFEREE&MN SHHYAEE

BENEM. fl, MREEFIRENERT D)
&1, WA LUHEERHITREFNDHNERR/L (

5130, "Monday, Thursday") . BXMMIE
HEN: 28—, 2. EH=. EHM.
EHiE. EH/N. BHAH. IR, WIRR
EEATFEEEUTRENHEER:

granularity i8E M Dailye

protect.trident.netapp.io/snaps string ERREEANREBIRE AT RIEERTE), 604

hot-completion-timeout

protect.trident.netapp.io/volum string HIREB AR ] ARSI EN & IEETE), 30

e-snapshots-ready-to-use-

timeout

protect.trident.netapp.io/volum string BB ERE 2 IFH & IEERTE), 53K

e-snapshots-created-timeout

protect.trident.netapp.io/pve-  string ERFOIRMIFAB AR (PVC) FIIAMRAR 1200 (205344

bind-timeout-sec 8 (UFREAI) BoundiRfEARKEIRIHM )
B

TRIBRERER

BIFFTBRER IR REB IR TR,

p
1. MERSIRERREXAIIRERCR:

kubectl delete snapshot <snapshot name> -n my-app-namespace

iFRE
BFFTBRENH RSN TIRFED,

HRREINERERISE N Delete NN REFMEPHIBRFIEEHEIE, ZERBIRIANRER
& ‘Retain’ UBRTIMNIIEERR. WREELEBHNE Delete , ENHIERREENREFMET
, BEFIMIER

p
1. MRS &1 KEXBIE{ICR:

kubectl delete backup <backup name> -n my-app-namespace
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OEENMRIERVIATS
ERILMERS ST EIEEH#HT. BERMTRMNERIEIIRT.

p
1. ERUTaHLNREMIRIEIRS. BESTHEBRAIFREHHESR:

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

7Jazure-ANF-files (NetApp)iEfEE A& HIER

MREZE L ETrident Protect, MBI azure-netapp-files 772 HE Trident 24.06 Z B QIZRMITE(EfSiH
BRTATENEHIERINEE, WINEEERT NFSv4 %, HEFRSHBREHHEIINTE.,

Fiaz gl
MR HEUTEK:

* BB R % Trident Protect,
* fREETrident ProtectPEX T — 1" BERF. EETHRILTEZH, NBERIRIPIEERS EIRS,
* B azure-netapp-files EFENEFEMEGEIRIEIAEMRES,
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RFFLLT RECED B

1. NRANFHZEFLKETrident 24.10Z I RIEEM. IB1E TridentPHITIATIRIE:

a. AE PEFazure-pv-files B 5N A 2 XELHINetApp/E FASnapshotB % :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HI\BAENXEXPVEHSnapshotBH:

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

Mie) &7 :

snapshotDirectory: "true"

+
NRKRBARIBER, Trident Protect KR EMEMINEE, ZWREIEENIETLN SABELF
M=El, EXMHERT, FHERDTEBDEEBHNZEXREIZRSHENEXIVERNIRIE,

#R
ZN RTERF EESFER Trident Protect #1T&EMNAME. &1 PVC BAIMEEMNAERF BTSN

o

TR R
{£ A Trident Protect RS N FRTZF

&I LAEA Trident Protect MIRIRE & PR E LRIV BIER. KNAREFMERIF—5%
20T, MIIBEREBIMEREZER,

* RRNARFN. MENARFEENERITERSIMENARFER. MREFELER
ERITER. WesEEREFFBET.

& * WTF qtree &, SHFMEMDEREE MR TEHFRGWETE. BE, T gtree &, F3Z
! FEMIRERE R B E fhap & =8 SR G 2 =il

* BAIUERSRIRERBENXMERE. NTHREZER, B2 "FEHE%Trident Protect
MEIRE"S
MNETREEMas & =E

L& f£A BackupRestore CR &M IEIREI ARG R TIEIRY, Trident Protect RTEFEVAR R TiBIHFIRR LN B
2, HARENNBREFRIE— I NARER CR. ATHRIPEMENNERER, FJLUEIRIRSEMIIRE, X
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BRI

* BEMERIEEUNERENEMGR T BFA2ERNSFNPHNRBEEZZFREAZER,
%ﬂi%%{ﬁmﬂgﬁﬁﬁﬁiﬁs ERERHERCIEB R TE. AERBEMERIFHHET
#F 18Jo
* {FH CR MERFfr BT, HALEFotlEZBremRSTiE, AIRBNA CR, Trident
Protect {R7E1EH CLI B¥A =B 5helE e & =IE,

ez Al

HIRAWS &1E < R EIHARY B & LI ITEAIKES EIZITRIS IR R IR(F. WNR L HEER/RIZ(ERRETEA. WIR(ER]
BER KK,

* BXROELAIETEEIENERNFAEE. BB A "AWS AP,
* BXRAWSHREENIFAEE. IEEL "AWS IAMSHE"

LI&fEF Kopia {EREIERIZSME &HEY, EOILUERETE CR s ERIER CLI KiTH!
& Kopia {EFMIGEEMERNTT A, BER " EXE UEENETNEZER. £/
“tridentctl-protect create --help’ B XM Trident Protect CLI I8 EFBRMNEZE R, BESAGS.
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fEFACR

B

1. SIEBEEXEZRCRIXGHBEESEN trident-protect-backup-restore-cr.yamlo

2. ERIEMIXME. EEBEUTREM:
° o metadata.name:(required )t BEX RFEHBFR; FANEHIFREZE— I —BSENRT,
° spec.appArchivePath: AppVaulth7EEFD AT, EAILUERU TaRLSERLERER:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZEHPHNBRIAppVaultdy &R,

° spec.destinationApplicationName: (°[i%t) BEXERENAREFINET. NREHE, FENNAERE
FRERLETR. MRKEE, FRERNNREFRERRNARERZ M.

° . spec.namespaceMapping: ‘X RiZ{ERY R R TE2| Birds 2 eSS, & my-
destination-namespace &t 'my-source-namespace NEIFIEFE o

apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore

metadata:
name: my-cr-name
namespace: my-destination-namespace

spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. (A MMIRAFEXBRERFENNARFNELTR. HRNEETHIRER R ER SR RIRATHE:

Trident Protect 2 BohitiEF—LLRRE, ARNENSEEENZREEXRE, w0, WR
#&x BEFRRAERRRRHBEE —1XEM pod, Trident Protect If =18 XE£HY
podo

° resourceFiIter resourceSourcedionCritera: (7SR E)EMA "Include’ HEE D "Exclude HEfR
HRLREEFPEXNER, AL FresourceMatchersB 3 E X B EIESHIBRAIE TR

* resourceFilter.resourceMatcher: resourceMatcherit &40, WMNRFHIHAFEN ZNTE
@EEH‘]JI?:T’E?‘UORET%T’EE?‘TIEEE, BT ERER. WK RE)PHFEIGEIANDIREHITIT

* resourceMatcher[].group: (7] i%)EFiENHRIRENE,
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-

* resourceMatcher[].KIND: (7] i&)EifiEaY = R,
* resourceMatcher[].version: (7] i%)EHiER R IRhRES,

* resourceMatcher[].names: (7] i%)EFiEII R IRRIKuUbernetes metadata.nameFEEHHY

#1Ro

* resourceMatcher[].namespies: (7] i) 2 iEHE REIKubernetes metadata.name=E&

FREYEn R =l

* *resourceMatcher(].labelSelectors *: (7] i) JRHIKubernetes metadata.name= E&FREIHR
TIEARBIFTRIB, WHAENX "Kubernetes 314", fl40:

"trident.netapp.io/os=1inux",

fBan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FHEMRNEEFZXHE trident-protect-backup-restore-cr.yaml « NMFCR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

ERGR<LITHRE

pZ

1. 11%19}1_J?§UE1@ nRTE. BiIESHNEBRANIFEFRNEE, Itk namespace-mapping 24 H
SHROERFLREENREEMSEIM NIERBEIRER sourcel:dest1,source2:dest2 %, 4.
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tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name<custom app name>\

-n <application namespace>

MEDEREIRIqE & =8

Ba] L RS &R R B EAth B =iE], YIS TRMIRER, Trident Protect £ BB IBRIPITRIFIEEHT
RUIR1E, LIBFLETTHMIME =

* EFRERZE, BERANAREFIFEERBIFRIFIT. XSBIEERRNARERFZRINEITENE?
B RER,

* BIhEREIRE, (NEFRBRAERZABANIT. ERRNITIBRESERRS.

* EMEFIEZAT, EFIEEHITHEONIRBIZETRIUE, WRIRERTE 5 DERNEUH, ERFL4E,
#T_J\_E CR &/p\?iﬂi%%o

FFoaz Al
HIRAWSIES R EIRARY 8] B LI TR BT BiZ 1 TRS IR RIR1E, R SHERRISE BT RA. N3RIER]
BE=K M,

* BXOEHISIESHEIEAREIRFAER. 1BS0 "AWS APISTIE",

* BXRAWSHEFEEREMVIFHAEE. FSN "AWS IAMZHE",

S1EEMA Kopia (FARIER IR &M, BRI LUARETE CR PIgE IR (ER CLI RIZH]
ped Kopia fERAMNIGEFAERIIT . BEE "X BXERT U ENETNEZER. @Fﬁ
“tridentctl-protect create —-help' & & {# M Trident Protect CLI }EEEBMNESZ L, BSHH D
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fEFACR
B
1. BIEBEXNZRCRXHHEEMBN trident-protect-backup-ipr-cr.yamlo

2. ERIENXHH. BEUTREMS:

° ., metadata.name:(required It BEX RBFENZTR; BEAENIFREEFE—H—HSENBT,
° spec.appArchivePath: AppVaulth7EEFRD AT, EIUERU T RLSERLERR:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZEHPHNBRIAppVaultdy &R,

fB4n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (A EMMIRAFEXBRERFENNARFNELTR. HRNEETHIRERRER SRR

Trident Protect =z BaikiFEz—EZR, AAENSEEENRFEEFEEXE, Hi0, NR
#F BRI AERRZRRHBETE —1 XK/ pod, Trident Protect iE =18 XEXHY
podo

° resourceFiIterresourceSourcedionCritera Eidrid:Nes )TEFH‘Include‘:ﬁ"@,a_l?,‘Exclude‘HH‘%
HBRLEERFETENXMNER, HIMU TresourceMatchers2 3 LUE X B IS HIR AR

* resourceFilter.resourceMatcher: resourceMatcherif&R#4H, WMREFLIHAPENX ZNTE
, SITBERAORIREHITINE, S mR(EE. #3E. RA)PHFEEENANDIRIEHRHITIT

o

* resourceMatcher[].group: (7] i%)EHiENHRIENE,
* resourceMatcher[].KIND: (7] 3%&)E ik E R,
* resourceMatcher[].version: (7] if&)EHER = IRRZS.

%

&EiRBKubernetes metadata.name=FE&HHY

%

* resourceMatcher[].names: (7] i%)EHi%ER

B,

* resourceMatcher[].namespies: (F] )& HiEHZRHIKubernetes metadata.name=E&
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FRYER R =iE,

* *resourceMatcher[].labelSelectors *: (7] i%)#&EAYKubernetes metadata.name = EXHHIER
TIEEBFRB, WHFAENX "Kubernetes 314", ff40:

"trident.netapp.io/os=linux"o

fB4n:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FHEHRNEEFZXMHEE trident-protect-backup-ipr-cr.yaml . MFCR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

ER<LITRE
p

1. BEHERIFBEHZTE. BESTNEBRAFERNER, backup BHEERARIAANGRET
EFMBPBIR <namespace>/<name>, f5l40:

/.

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>

MEEREHthEEEE
NREREEFHIAEA. ERILEENTREIEMER,
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* HZ(ER Kopia fEAEIES IR ME FHEY, ErILUAETE CR PIEEFESER CLI KiT
#l Kopia M IGEIZERTTA. ESH "E"EXEAURENENNELZES. FH
st “tridentctl-protect create --help’ B X Trident Protect CLI 18 ;BN EZE R, BESIAG
7 Lo

* £/ CR BRI =E, SISEFoitIBBEmamR=TE, ARBNA CR, Trident
Protect {R7EfEMA CLI A = BEpeIEan R =il

Sa ! = WAl
MRAER LU TRRSR G
* BirEEF B2 L% Trident Protect,
* BFREERER LIS IR S EER D BVREE BRI BIApp Vaulthy 73 ER BR 12,

* MB{RTEIE1T AppVault CR B, ZshIFIZE] LUZEZES] AppVault CR HE X IR R 1Z(EH@, tridentctl-protect
get appvaultcontent 85, WIRMLEIRFIPELETGR], BRI M BIREEE LY pod HIiE1TTrident Protect
CLl

* FRIFAWSRIES FEEBARY 8] B TR KBS THNR IR IR (E. MR SHEEERIRERRIELTHA. Nig(ER]
BES R,
° AN BEYURRIESHEIIEAEMIEMAEE. BB "AWS APISHE",
° BXRAWSHEFEREMIFMER. BN "AWS 14",

TE
1. {#FTrident Protect CLI {410 & BAr&%EEf L AppVault CR BB R4 :

tridentctl-protect get appvault --context <destination cluster name>

&1 HREGERLEFERTNAREFERNSETE,

2. MEtREBEE T HAppVaultIEHRRE

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

BT ER <L AT 2 RAppVault PRV RT A& ). BEHIRIGERE. NN AREFRIR. IEEMIIEEEE.

N
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e b +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

e fomm - tomm - o
o tom e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. fEFAppVault& FRFAIER R AIEF TR BAnsER:
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fEFACR
1. SIEBEEXFZRCRXNGHBEESE N trident-protect-backup-restore-cr.yamlo
2. ERIEMIX . REEUTREM:

° » metadata.name:(required )Lt BE X FRNET, BAENIMEEEZE— M E—HSENET,
° spec.appVaultRef: (required)TZEHPHNBRIAppVaultdy &R,
° spec.appArchivePath: AppVaulth7EEFRN AT, ERIUERU TRSERLERER:

kubectl get backups <BACKUP NAME> -n my-app-hamespace =-o
Jjsonpath="'{.status.appArchivePath}"'

= p=d R BackupRestore CRAAIA. ErILUERATE2HIREINGSEERPRS.

° spec.destinationApplicationName: (7]i%) BEXRENBAEFNRIR. MREMR, FRONBE
FEERLLRR. NRKREE, SRNNBERSERRNBEFET.

° , spec.namespaceMapping: X RiE{ERY R R TaE Birds & T EpIEt, &M my-
destination-namespace &1t ‘'my-source-namespace’ NIEIFIEFHIEE,

40

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
destinationApplicationName: my-new-app-name

namespaceMapping: [{"source": "my-source-namespace", "

destination": "my-destination-namespace"}]
3. FRERINEEREZXHE trident-protect-backup-restore-cr.yaml .\ [ZFACR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

ERBLITRE

1. FRUTHLSERNBRER. BESTHNESRAFETRNEE, aRTEMETSHERE S 9RAm
BriE R 2 TR R IEMB Bt 2 =TiEl. MILISOURCE1: dest1. Source2: dest2, 40
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tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--destination-app-name <custom app name> \

--context <destination cluster name> \

-n <application namespace>

MIRFRIE R B H Athap & == 8]

TERILMERBENXRER (CR) XIENRBIMELHIE, MEIFENGRTRH/RGRETE,. HEEH
SnapshotRestore CR FRIBIFREIRERERRE (8B, Trident Protect 2TEMVA R TEIFIRRN B, 7
R FENN AR IE— N ARRF CR. ATHRIFPEMENNARER, AIURIRIREEHNIRE, HEFIER
Itk

* SnapshotRestore 13 “spec.storageClassMapping B4, 1B{X R BirFiE3SERER
MTEEEIRET, MREEIRXMESR) "StorageClass M REBARENFMESIR, NiRSIRES
=53 N

* £ CR ME R B TIEN, ik FoheliEBreR=IE, AGBMNA CR, Trident
Protect {R7E1EH CLI B4 =B ahelE s =il
FFoaz Al

HIRAWS =& < EI BARY B & LI ITEAI KBS EIZ1TRISSIE /R IB(F. WNR L HEEE/RIR(ERREI . NiR(FR]
=S

* BXOTEHISIESHEIEAREIRNFAEE. 1BS "AWS APISIIE",
* BXRAWSEFEEREMIFMAEE. FSW "AWS IAMZHE",
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fEFACR

B

1. QBB EXFRCRNEHBEESEZ N trident-protect-snapshot-restore-cr.yamlo

2. ERIEMIXME. EEBEUTREM:
° ., metadata.name:(required It BTE X RBENRTR; BAEHIFREEFE—H—HSENBT,
° spec.appVaultRef: (required)TZfi&IRIRANBRIAppVaultdy &R,
° spec.appArchivePath: AppVault7ZEREBABTHEERR, ERIUERU THRLSERLERE:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.destinationApplicationName: (°[i%t) BEXERENAREFIAT. NREHE, FENNAERE
FRERLETR. MRKEE, FRENNREFRERRNARERZ .

° . spec.namespaceMapping: X FIZ{ERY R R TE)2| Binds 2 eSS, & my-
destination-namespace &t 'my-source-namespace’ NEIFIEFE B,

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. (A EMIRRAFBEREXFENNAEFHNRELTR. HRNEETHRER R ER SRR IRAYHE:

Trident Protect 2 B E—LLRR, RANENSERENZFEEEXE, fli0, MR
=p=s BRIFFAERRZRHBEEE —1 XK pod, Trident Protect iE =18 XEXHY
podo

° resourceFilter.resourceSourcedionCritera: (7HiERFEE)HFE A "Include’ KB & "Exclude HEbx
HRLEEIEFREXZRIR, FI0LL FresourceMatchers23i LUE X B GRS HIBRH AR :

* resourceFilter.resourceMatcher: resourceMatcherXf &4, MREFHIHAPEN ZNTTE
, SITBERAORIREHITINE, S mR(E. #3E. RA)FHFEREENANDIRIEHFHITIT

(e}

* resourceMatcher[].group: (7] i%)EHiENRIENE,
* resourceMatcher[].KIND: (7] %) EimiEny & RihE,
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* resourceMatcher[].version: (7] i%)EiHkrI & RIRZS,

N

* resourceMatcher[].names: (8] i%&)& iR ZIRRIKUbernetes metadata.name=FE&HHY
EZY IS

* resourceMatcher[].namespies: (7] i%)ZEfEAI R IRHIKubernetes metadata.name £

PRy R = (E,

* *resourceMatcher(].labelSelectors *: (7] i%&)&RAIKubernetes metadata.name=FE&FAIFR
BIEIREFRB, WPFAENX "Kubernetes 324", H40:

"trident.netapp.io/os=1inux",

%

a0

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FRERNEERXHE trident-protect-snapshot-restore-cr.yaml . WMFACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

mLITRE

1. BREBERIE MR TE. FESHHEBRNIFERNER.

° snapshot B FEARANHRTEFIRERZFIT <namespace>/<name>,
° It "namespace-mapping’ S ERH § S 2 FRINERFREENEEMS IR N ERBEIRERN

*source1:dest1,source2:dest2’ &,

fBan:
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tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name <custom app name> \

-n <application namespace>

MIRBRIEREIRIq & = (8]

& 8] LA BB R BR IR R E Irtzuppz Sial, YEHITRMIRER, Trident Protect & BB IEFRIPITRIFIEIEHIT
BUIR1E, LUBALETTHMAIRE

* EFRERZE, BERANAREFIFEERBIFRIFIT. XSBIEERRNARERFZRINEITENE?
B RER,

* BIhEREIRE, (NEFRBRAERZABANIT. ERRNITIBRESERRS.

* EMEFIEZE, EAEEHTHE O RIRBIZFEHIFREUE. WNFRIRIERTE 5 DHREUH, ERRGALR,
HAEZXR CR RS FIERES.

FaZ Al

HRIRAWS =& < EIBARY 8] & LI IT KBS EIE1TRISSIE /R IB(F. WMNR LT /RIR(ERRET . NIR(FR]
=S

* BXOEHISIESHEIEAREIRFAER. 1BS0 "AWS APISTIE",
* BXRAWSHEFEEREMVIFHAEE. FSN "AWS IAMZHE",
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fEFACR

B

1. BIEBEXZRCRXHHEEMRN trident-protect-snapshot-ipr-cr.yamle

2. ERIEMIXME. EEBEUTREM:
° o metadata.name:(required )t BEX RFEHBFR; FANEHIFREZE— I —BSENRT,
° spec.appVaultRef: (required)TZfi&IRIRANBRIAppVaultdy &R,
° spec.appArchivePath: AppVault7ZEREBABTHEERR, ERIUERU THRLSERLERE:

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (A ) INRAFEEEFEXFENNARFNELRR. BRI THREE R ERSINR IR R

Trident Protect = Bhi&iF—L IR, EAENSEERENRREFEXREK. fl, R
#x BIERFAEFRRBHBEECE —1XEM pod, Trident Protect =18 XE£HY
podo

° resourceFiIter resourceSourcedionCritera: (7RI FHEZE )& "Include’ S E &K "Exclude HEFR
RBELREEFPEXNEIR, R0 TFresourceMatchersB# A E X B IR HIBRH R IR

* resourceFilter.resourceMatcher: resourceMatcherif &40, MRIFLIHAPIEN ZNTTE
éEEﬂ‘]JI%VF?UOR?E%f’Ei&ﬁIEEE, FINTTERER. M3 RE)PHFEIGEIANDIR{EHITIT

* resourceMatcher[].group: (7] i) EFiERIENE,
* resourceMatcher[].KIND: (7] &) EffkrYZ RS,
* resourceMatcher[].version: (R i%&)E LI Z JRhRZS,

* resourceMatcher[].names: (7] i%&)E iR ZIRRIKUbernetes metadata.nameFEEHHY

%

B #Fo
* resourceMatcher[].namespies: (A] it)ZE kIR IRHIKubernetes metadata.name £
FRE & =iEl,

* *resourceMatcher[].labelSelectors *: (7] i%)&RERIKubernetes metadata.name=EZFHIER
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BERZFIRFRIR, WPFIEX "Kubernetes 324", fIY0:

"trident.netapp.io/os=1inux",

f5an:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FHERNEEFZRXMHEE trident-protect-snapshot-ipr-cr.yaml « MACR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

ERBLITRE
TR
1. BRBEREIRAs R =TE. KESTREBRAIFMEPIER. fIi:

tridentctl-protect create snapshotinplacerestore <my restore name> \
--snapshot <namespace/snapshot to restore> \
-n <application namespace>

RETRIBEHRES
ERILEARSITREEEHIT. ERMEIKMIERRIERPIRZS.

pAL
1. ERAUTHLURERIBEINRS. BESHNESRAFRFNES:
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

EFRE%%Trident Protect i Ei8 &

TR UERERRE (BIIER. eRTENREMEFMEED) BEXMERE, LARE
R EE K,

R RMEER SR EHRB & R R AR

ERRM RS 1RE AR, Biran & PR ENITESR SRS =8 FRR AR ER LA, IR
Rep AT AR ERSBRT RSP AEFERNESIE. HABSEEFENEANESITE. UESReE=ERHE
ILES, XEFET Bires R =R LR SR ERIF A Zo

WRIE(ER Red Hat OpenShift, 1ESZ R R TIELEREIE OpenShift IMEFRREE(EM. @
BTENERBAEMER pod BSF OpenShift £4 TR (SCC) EXHIE LN RMLZ LEHE
, FEALUFNEMASHIMARRH, RTHREZES, 1HBR " OpensShiftZ e EFXAHRX
= A

&

ERITER R PERSIRIEZ AT, A LUBT IR BEKubornetesFIE T 23K BA 1L BT a3 iEl PR EANEWE
7 RESTORE_SKIP NAMESPACE ANNOTATIONS. fflg:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

WITIE SEEAL 512 1R, (ETen R FEERMIRZE R EXK.
=5 restoreSkipNamespaceAnnotations ] restoreSkipNamespaceLabels r&5nED
’ HIRHEISIR0F, WIRTEA)IE Helm REHAEEEXLIRE, MTHREZER, B5SH "IcEH
fthiTrident Protect fEEIZE",

WREEA Helm RET RN BIERF, “--create-namespace Eif, A F45HFIE name I7&#, EIME S
FE3E#2i1dF2F, Trident Protect RS EHIEIBirds B TiE), BIIREHRATEINES FirR =8 fETA
, WEBEFHABMGRTENE,. NRIMESEGITEALLE, WSKEESHIE|BirsR=<TE, mAME
EE®

Nl

UTFREERT —NEMBERSRTE. S e REHEE RTINS, EaUEEBireR TR
TERIERVIRTS. LUS’Z’I‘TE%I]’I‘T BTG RTEPHNAGHES S .
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EPITIE RS R EZ Al
TR T HITIEREEERBREZ BIR AR BAR 2 BRI

R TIE) rE PR
A =TiEns-1 (GR) * t5E.0ne/#E: "updatedvalue" « IRiB=4T
* WnE. XWHE: "TRUE" * BHME=HIPAA
* name=ns-1
g TiEns-2 (BfF)  * #7E.One/f: "TRUE" * Role=database
s ARE=AVIR: “false”
HEREZRE

TRERTERFBEEBZIZEE RO B AT EIRES. EANELERA. EERPCRES. HE
‘name & BEEFHLS Biran & =8 ILAC:

CEEZRE) e Lo
R TiEns-2 (B4R)  * #7F.One/$E: "updatedvalue" * name=nS-2
* fnoE. X "TRUE" * EMME=HIPAA
* FRE=ANI: "false” * M=
* Role=database
TEFNFER

ATNMERRATRERFNEMFE,

TR BREY

X “spec.storageClassMapping' B4 E X MBI BIEF VI G Z6EL 5 B inse 8 _ LR EESER0BREY, f&nT L
EEBAREMHEIERINER 2 BTN A2 3 X BackupRestore 1&1/ERITZAE /G imBTE A LLIHEE,

ANl
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"

- destination: "destinationStorageClass2"

source: "sourceStorageClass2"

SRR
AT T RAPZRFEESIMIT AR, MRAPRBHIREER, RARBERRIAE
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FrE Type Description B0 ME

protected.trident. string RUBIEB IS S IRIEEIEMNSKETE (UBHNEAf  “300°
netapp.io/data- ) o

mover-timeout-

sec

protected.trident. string Kopia NAEFHSRAKI RS (LIKFT REM) . “1000”

netapp.io/kopia-
content-cache-

size-limit-mb

protect.trident.ne string EEMOEMIZFAERR (PVC) BANSE AR E (LI 1200 (2053%h)
tapp.io/pvc-bind- FAEBEAI) Bound IRERMEIRIMER. ERFFRAEMR

timeout-sec £ CREE (FMPME. &NMtinE. REME. R

Rrting) . NRENEEEHIEFLEFTEES
BYiE], BERAESAIE.

fEFANetApp SnapMirrorf1Trident Protect £ W FI 2R

fEFTrident Protect, &8 LAF]FANetApp SnalerrorE?kE’Ja—rfE%JIjJﬁb, G EIEFI RN A

%F‘ FEAMN—TEFERREGES—NMFERR, TIEERER—SENERERNREEZ

T REMBER IR ERRIE Y6 B RN EANARE

T‘LF*DW[‘EE%%EET’EHJ?IEH\ Bires R EE PRSI E R SRR = E PR E AR EAEILES BN
8% 8] R B ARan & (6| A A FE AR R SAR A #EEE‘,T?T_E’JEHH girE. UESRETEPHE
IEEEO REFETEReSRTE LIRS SR EREA TR

AR EER Red Hat OpenShift, BESEFEHRTIENERE OpenShift IFEFRMEE(ER, &
ZTENERBAEMER pod BEBSF OpenShift ££ _FFXA%R (SCC) EXHEEN RN L 2ERE
» FEALUFNEMASLIMARRH,. RTHRELZES, 1HBR" OpenShiftZe £ TR
/=

#iE

ERITIRR SRS IRE 2 AT, A LUEIE 1§ BEKubornetesIFIE T = 3R [ LE B AR a8 == Bl R BV EAR AR
7 RESTORE_SKIP NAMESPACE ANNOTATIONS. f5l40:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

PATIE AR AE ISR 1FRY, (HAan & TR R LK.
=53 restoreSkipNamespaceAnnotations 0 restoreSkipNamespacelLabels rE5MEH

IR IRE, MIRTEVIIE Helm REMEEEEXLIRE, MTMELER, FEH "ICEE
i Trident Protect fEEIZE".
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WREEA Helm RET RN AIERF, “--create-namespace Eif, A F45HFIB name IF&#, EIRE S
[E3%1%3 %8, Trident Protect 2 IFE EHIZIEIrmE =iE], BINRRHEZTEMES R T ELE
, B EFHANEIRSGRTENE, NRMESREGRITEALE, WEHEEHZIBirma=iE, mAME
CETE

ANl

UFRAERT —NEMBFSsA<E. §1 o2 TRESAERNERNIRENTE, o UEEBIrGETaEE
ERERRES. URAR MR EE B R T EFRA S HEE T

FEPITIE R FERR BRI EZ Al
TRRAT PITIE RN LB IR EZ RGN BAR2 R EHIRES:

R TE) o koS
2= Ens-1 (J§) * t57£.0ne/#: "updatedvalue" © IRig=te
* P, W "TRUE" * BFME=HIPAA
* name=ns-1
R TiEns-2 (B4F)  * #7F.One/$E: "TRUE" « Role=database
* FRE=NIN: "false"
REREZ G

TRERTERREABEEZIREE R BIFHGRTENRS. BRNELRF. FERPAEREE. HB
‘name tFEEEHUS Birsh & e LD :

GRS FRE RE

R TEns-2 (B¥R)  * #rF.One/$E: "updatedvalue” * name=nS-2
* fRiE. WU "TRUE" " BRE=HIPAA
s fRE=AVI: "false” © IR=4%7

* Role=database

& &R LAEC & Trident Protect TE #RRIPIRERRIBNAGSTBR A RYL, "7 FEZ X T(E M Trident
’ Protect BEE X RGUKERIERE
HEFAS M & R FRAE BRI THE TS
%ﬁﬁa AppMirror XA RIFEHINAEFR, ERIZESERGNRGREREEESHITEREXIEET

* EHPERTEHAE, FITHEWSBMNREEEFRIZIBIRER. BETFHEMRCIREN]. KEEBE, T
HERNEETVARERTR, HBEEAEXIEERRERT.

* ERABYERAEFRFEZ G, VAR LFAERENRITEFERFREER. SRNAER AN BRNA
PR, XERITHFRRY, FIBMBRUBELEERTT
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BTHBEXAITHFNEZER, 158" E1E Trident Protect 1178+

REEHIXA
REEHXAZSRUTHE:

* EFETrident Protect 11BN FZFIREBRUINE (BIENAEFD Kubernetes HIRUN N BREF B INENSE
TRER) &
* FERREHITR (B iEKubbernetes BRI R & A M & E3R)
IR B QB IREBRYATIE]
5
1. 7T REEE E. NENBERLIEAppVault, RIBEMZEMEIREIER. BFRHRG" AppVault B E X FEIE" L

BEE TR
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{£FACREIZEAppVault
a. SIEEENREBECR)XHGHHBHEG BRI trident-protect-appvault-primary-

source.yaml)o
b. BEUTEM:

* * metadata.name*:(required_) AppVaultE & X ZRIIZ R, B0 MEEFRMBIR. RAEHIX
AFAENEMCRY 45| BIHE,

* . spec.providerConfig:(required )TZf& RIS EIREIZF 1 RAppVaultFTEEEE. NEN
IREEIEFE— P BucketName A ME M EMMHERIFMER, BIC FIMANE. RASHIXRFR
=2 E’JEP&CRY#’%‘? |FAXLE(E, AXEMRMHEAAppVault CRSRAI. EE " AppVaultEE
XJ\/ 0

* . spec.providerCredentials:(required )Tzfi# 331 15 E R EIZF AR AppVaultFr BRI EME
ERS| Ao

* . spec.providerCredentials.valueFromSecret:(required )R EIEERN K H R,
* key:(required)E MHIEENZ AN E META.
* name:(required)B & Lt FEHERMINZN BRI, S FRE—dr R =TE+,

* * spec.providerCredentials.secretAccessKey*:(required )BT IhIaiR 2RI R 2 ER,
BN 5*, spec.providerCredentials.valueFromSecret.name*,

* o spec.providerType:(required ) FHEIRMEEMHIINE,; FI0. NetApp ONTAP S3. &
FAS3. Google CloudZ{Microsoft Azure, RIHRE(E:

= aws
= azure

= GCP

* BAS3

= ONTAP S3

= StorageGRID S3

C. FHEMIEERXMHfG trident-protect-appvault-primary-source.yaml « WFCR

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

FEABLITREEIEAppVault
a. gllEAppVault. BESFHESRAEIFERHNES:

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect
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trident-protect-appvault-custom-resources.html
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2. ERER L. SIBERMAERFCR

3.

EACREIEIERN BT
a. SIEEENXARECR)XUHHGHEH R (I trident-protect-app-source. yaml)o
b. BRELUTEM:

* metadata.name:(required )N FATERF BE X R FEHNRT. FIE FEOEEFENZIR. AREFIXR
FrEEMCRY 45| BIthE,

* . spec.includedNamespaces:(required )—"E&r & XIHF KBRS AR AIEE, FREGRA
"IEﬂ%ﬂ’ FraEFEIE IR QE/J\nn@:-ﬁIEﬂEI’J,B.\ BUEE A5 H a2 == (Bl P IZ1E RV 2
o NAERFRRATEIMIETILLERA,

TEIYAML :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. FRHEMIEERXMHG trident-protect-app-source.yaml « MACR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

ERmLITRELIRRNARERF
a. IERNAER. Fl:

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-hamespace>

(FIgt) 7ERE&ER L, WRNAREFHITIRE, IR AEERER LN AREFEM, MNRBLILPE

, WEREBSFF T RITRIRRIZTT, UERSRMVRE, ZCRIRFRIR, BSHE "I2RFIRE",

4. TERER L, SIBEHITRI CR:
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&

BRT TERMHAVT RSN, BWEE—RIMPIEERETY, RERN 7 X, UEENF
ONTAP £E: 2 B 4EPIEAMRR. XAMRRBRZAA 7 X, EREVIREFABREE
Xo

IREERERTS, RAFILUERAXERERS 7 R#TREEREF. IMFEERODIEE
R Ea, BAREFEE ERREBLUSKFIMEOERR, MAZAE SR,

MRNARFNIREITYELRBEMTHNREER, WAFTEIMIMNIITL,



fiEF CR RIZEHit%!
a. RN AREFIREH TR

I QIEBENXEBRCR)XHHIGHM A (B trident-protect-schedule. yaml)o
i. EEEUTEM:
* * metadata.name*:(required )it %I BE X & IRHIZ R,
* spec.appVaultRef: (1 5F) EXNS IR FHFZRFH AppVault BY metadata.name FEZIT

o

* spec.applicationRef: (5) ILEXNSIRNATER CR BY metadata.name FEZILAD,
* spec.backupz £l: (required)ltFEE NWMEFER. BEMIZE N0,

* *spec.enabled *: WK E Htrueo

* o spec.granularity: 4K E N Customs

* spec.reck #N: EXUTCHEIR A BEAFIE S EFR.

* spec.snapshots £l: HINKE N2,

YAMLA

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5

snapshotRetention: "2"

. BRAERNEERERXHE trident-protect-schedule.yaml [ZFACR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace

£ CLI g2 EHIt %!
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a. SIZEFIITY, HRESTFHEERNEREHHESR

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

il

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200Z

\nRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app_namespace>

S. EEMER L, SIEBE—SEERER LN ANAppVault CREEMERIIER BIEFAppVault CR, HEH
R AN trident- protect—appvault—primary—destination.yaml)o

6. WFACR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. T‘ BirsREt L BN BIER U2 BArAppVault CR. RIBERIFEIRMER. ZERPHVIRAI" AppVaultB7E
= /J_"Llﬁé“ﬁﬂ’]ﬁiﬂ

a. IEBEENFRCR)XEHEEM R (B trident-protect-appvault-secondary-

destination.yaml)o
b. EEEUTEMY:

* * metadata.name*:(required_) AppVault B TE X ZIRHN B, 1EIC RN RIR. EAEFIXRFR
FHNHMCRXH=5|ALLE,

* . spec.providerConfig:(required_)Zf&fEAEEIRHEIZF AR AppVaultFT R EEE . NEHIRHER
#64% “bucketName™ U R E R E AN ERIFME B 1@13_FFEJiEI’J{E lﬁﬁ%‘]?&f?ﬁﬁfﬁﬂ’JEﬂECR
XH£5|AXLEE, §xEMRHEREINAppVault CRSRAI. EFE " AppVaultE E X &R

* . spec.providerCredentials:(required )TZfiE ¥ {E A E R MIZF 150 AppVaultP & BV EREHER
5| F,

* . spec.providerCredentials.valueFromSecret:(required &R EIEEN K B Z1H,
* key:(required)E MHIEFNZ AN B X Z .
* name:(required) B E It FELEMVIEN R, S FE—mE=TEF,

* * spec.providerCredentials.secretAccessKey*:(required )T iR I0)iRIHIEFAIIHIRI R, BFR
[ 5*, spec.providerCredentials.valueFromSecret.name*,
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* . spec.providerType:(required ) TFHEIRMERFMDIAS,; a0, NetApp ONTAP S3. BFS3
. Google Cloudg{Microsoft Azure, FIRE(E:

= aws
= azure

= GCP

* HAS3

= ONTAP S3

= StorageGRID S3

C. FRIEMINEERXHE trident-protect-appvault-secondary-destination.yaml < 2
FACR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n trident-protect

8. EEFERE L, BIZ AppMirrorRelationship CR X4

& M CR B, B7EN A CR ZRIFaIIZBiras R =B, Trident Protect {N7E{ER CLI B
’ F=bujele LR
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FFACREIEAppHREZR X&
a. SIEEENREBECRXHHBHMG BRI trident-protect-relationship.yaml)s
b. FEEUTEM:

* * metadata.name:*(I4 ) AppiRfgR XHBENXZRRHZFR,

* . spec.destinationAppVaultRef:(required )ItEX NS Birsdf L BHARN AIEFEIAppVault
A FRITEL,

* . spec.namespaceMapping:(required_)BFrFlIReRE =B SMEN N FFZF CRAE X HY
[ 2R dn & == (8] L g,

* spec.sourceAppVaultRef: (required)Itt{BEXANS RN FTERBYAppVaultE FRICED,
* spec.sourceApplicationName:(required)Ltb{B# NS ST RN B2 CRAAE X VRN FBIER

#94% FRITAC,
* spec.sourceApplicationUID: (X)) IHENNSEERENBIEF CR B ENXBERNBAEFR
uID [TAD,

* spec.storageClassName: (F]i%) iR R EERNEMELEN BT, FHEEMNNPERESIRF
IR W EIEIZAIONTAPTESE VM, SNRKIRBEMSE, MBACERER EHNBIATFEHEE

* spec.reck MM : ENXUTCH Bl BERFMES EFRE.

YAML )

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2



C. {FRIEMHIEERXHE trident-protect-relationship.yaml « MFCR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

FERGSITRELEAppIRE X&7
a. IEFH A AppMirrorRelationship 3%, HIFIESHMESIRACIFEFNER:

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

ot

tridentctl-protect create appmirrorrelationship my-amr
—-—-destination-app-vault appvault?2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
——source-app my-app --namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373£f24cl-5769-
404c-93c3-5538afbccec36 —--storage-class my-storage-class -n my-
dest-nsl

9. (A] E)EEIRER L. RESHIXANRS:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

IS B AR R

&M Trident Protect, &RILUGERININ AIEFSKIERZEIBRER. MIRERFLEENXR, HIENARERFTE
Btngeds LB, SNRIREERF LRIV FAIERFIETEIETT, Trident Protect AR{EILIZN AR,

p

1. EEIREEE L, YRiBAppMirorRelationship CRX (40 trident-protect-relationship.yaml),
¥*spec.desiredState*FIEE XY Promoteds

2. {R17 CR Xt
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3. RZFCR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (7] k)RR BN AR R L SIRFTE AR IR,
S (A EMBEEHKXRIVRE:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

ENRTHERBERXR

ENASIRERERBRUENXR. MITENRRTIRER. RIGRNARFRRNEEETHNNARRF. XER
S8 L IEEETHIN B PRMBEVE R E SR E T

IR FILE RS ENNARER. ARBERRILES.
BERE  BEERBHEEABITNARERFERESREER.

p
1.\ ERERL. SIBRFENAREFIRE. XFoIHRBREEFNRERNESL.

2. (£Btr&EEE L, YRiBAppMirorRelationship CRX 4 (I3 trident-protect-relationship.yaml),
¥ spec.desiredStateFIfEE NN Establisheds

3. %1% CR X4,
4. IZACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o NREEBRER LI T AARIPIHRIREIFEERBNARER. BREBR. EARZHITIHZSH
EIRBE M

RAEHRTHERBER KR

RAEHRTHFRZEFRXAN. BIRNBREFRRANRNARER. MERFRNBR. TR ER
N T2 PR BBV B LR B T 3kKo

p

1. R ERER £ MIFRAPPIRER XARCR, XEEBIRMAR. MRMBETERN LEEARIPITL. 5
R EMIERo

2. BERRVBTIREERXANCRXENATFHEERKIGEEFX R,
3. WIRIVHT BAR(H9ATREEEF)ECE T R MAppVault CRS,
4 EE—MEEHLREERIXR. HERERMRE,
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RENAREFERGE

HIERZERF MY, Trident Protect RN AIZF %o EIBInFiEEl, FNS4SEHIERIGRFERR.
Trident Protect ZfFIERN BREFHRHEEHEIBRUE, ARBHRERZEBTRNARER.

EXMIER T ERHRM BT

p
1. ERER L. SIB— P XHIRR:
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fEFACREIE X AR
a. Z2RERNBERIFRIPREITR
b. l#Sh*%#1Snapshot CR314:

i QIEEBENXEBRCR)XHHIEEMRA (B trident-protect-shutdownsnapshot . yaml
)o
i. GO TEM:
* * metadata.name*:(required )BE X BIRHIZ TR,
* spec.appVaultRef: (required)tt{E 5 RN FFERFBIAppVaultimetadata.name = £ /T

o

* spec.ApplicationRef: (required)tt{EXAS RN FATEF CRX 4 HImetadata.nameF E&IT

o

YAML= 1

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. FRHEMIVEERXMHfE trident-protect-shutdownsnapshot.yaml . MHACR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

EABLTRELIZXARR
a. gIEXHIRIR. RKIESHHEERANFRFIES. Fla:

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
--—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. 7EREER £, XIFARBTME. REKARBAVRES

456



kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. EREE L, FAUTHSEK shutdownfapp.statues.appArchivePath*HI{E, HIZRXHRENRE—D
DBMAERZ, IFRRE—TFIIZEHNMERS):

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

4. AT BIREEBF BT RS BERUERRE TS, FRA 1T LU

&1 EHRFEEISIIENE25 . BFEEES "spec.promotedSnapshot TEAppiRf& X RCRX 4
’ h, FEHEEBENEELREISTHIERHNERZT,

S FITHM R MEFBIS T B[R AEMBESHIEEZZEFXR]

6. TEFHVRERE R AFPITE,

&R

RASHIESHLUTIRE:
* R ANRIBIRN ATEFEKubbernetesF IR B E— MR,
* B MIBRERIETRRN BIEFBKubermnetes B IR((REBPVCHIPV). aILUE E=EIERBTRN ATERFHIPod,
* XFlPodfa. BANBEFNELIEREBHHFETES.
* SnapMirrorx ZRH . MiEBITEMITFIR/S ES.
* LI R BIKubornetes R IR FE RTEXI A TR N T2 X A G EHI M B EIE MR A FI R IRIBHIE R,
* REEMEIES,

B RER RS BRI RS R

£ Trident Protect, ERILUBE U TS RFFITEHIEILZIREELIM HEME" FIMERIBEH BT
{EMAZR, Trident Protect ARV AEFENER (BFREAY) LORWRNAER, ARBREESRHME.

IR ME e R B 2 BATRI R R T8, W RIATFHRE:

* MEPERZINSTH IR,
* RAEFHETEFIXR.

AR EIRATERNENRTRE. BAXSIEFESERBZIRETE NBIREENEUE,

* REERIGR.

p
1. TR MEHEL HEERBZEFIX RIS E,
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2. TR ENBREFER S RIS R,

MRS K &
TR FER IR E R X R, MFNARFENXRE. SFER MRV ARERFZEREXR.

p
1. LA EAAERF L. BFRApPIRE XACR:

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{E B Trident Protect TN AIERF
&R LB M E &P EUETEERE Z B A RN FME R Z BB RN AR

&1 IBNAERE. NZNBREFEENFIERITESHRREZNAREF—EI%. NREFEER
! ERITER. WesEEREFFBET.
BHAEFIRE
EEUTMER TRITEMHERZE. G EHHITRENEHNERES.

efERIE—5E
BRNARFREE—EH. BIRRBNEHHBEIEEREIE—5%E.
p
1 BT g EZ—:
a. "Gl RAR"(F)
b. "Bl & 7"(RX)
2. ZR—EH L. RIBERETREBERED. FITUTREZ—:
a. "MIREREREIE" (R X)
b. " MEPIEREIE"(EX)

fEEIHthEeEs

ERNAERREIFENER MITESERE) , BTEREH LUERD, REBRDERIIFEESR,
5tk BirEEEE LB L& Trident Protect,

#&x o] LIERIEARRERE 2 B E 6N ATEF"SnapMirror 24"

p
1. "BIEERD"(EX)
2. BIREEBREH LB REFMHED ERECEAppVault CRo
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3. TEEMRER L, "MEMIRREIE"S

RNAEFMN—NMAEREIB R S — I EESE
ERILET R ENEREIEFER, BUARFMN—IEFESIBE S —MFEE.

BIan(MIERCRAHEBRZEA) -

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "$S{appVaultCRName}"
namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "S${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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fEFACRIZRTRER

B

1. QBB EXFRCRNEHBEESEZ N trident-protect-snapshot-restore-cr.yamlo

2. ERIEMIXME. EEBEUTREM:
° o metadata.name:(required )t BEX RFEHBFR; FANEHIFREZE— I —BSENRT,
° spec.appArchivePath: AppVault P 7ZEREBABTHEERR. EIUERMU T RLSERLERR:

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZfi&RIRANBRIAppVaultdy & iR,

° . spec.namespaceMapping: X RIR(EHVIRRE a2 Binds 2 TE)HMREY, FH "my-
destination-namespace &t "my-source-namespace NEIFIEFRAE E,

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (A& NRERFEERERFNNARFHRELRR. BERNESSHRHEEREMENZIRAIHIE

° resourceFilter.resourceSourcesionCriteri: (&R E) “include or exclude’ B F S & S HbR
fEresourceMatchers I E X BIZIR, AL FresourceMatchers 83U E X B IR HBRZR

* resourceFilter.resourceMatcher: resourceMatcherit &40, WMRFHIHAPEN ZNTE
@ CATBERORIREHITE, SR, M3 RA)PHFEEENANDIRIEFTTIT
o

* resourceMatcher[].group: (7] i%)EHiENHRIRNE,
* resourceMatcher[].KIND: (7] 3%&)EifikrE RIS,
* resourceMatcher[].version: (7] i%&)EHEHIZ RhRZS,

%

%

* resourceMatcher[].names: (8] i%&)EfiZEHZFIRRIKUbernetes metadata.name=FE&HHY

EZY S
* resourceMatcher[].namespies: (7] i%)ZEhikAI R IRHIKubernetes metadata.name > £
s R =iE,
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* *resourceMatcher(].labelSelectors *: (7] i%)&RAIKubernetes metadata.name=FE&AIFR
TR FREB, WHFAENX "Kubernetes 324", H40:

"trident.netapp.io/os=1inux",

40

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. FRERNEERXHE trident-protect-snapshot-restore-cr.yaml . WMFACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

I LITRETRRE

1. BREBERFIEMERTE. FESHHEERNIFERIER.

° snapshot " BERERANHRTEFIRERZFIT <namespace>/<name>,
° Itk “namespace-mapping’ S#{EH E S 2 REERFREENEEMITEIEA NIEHEIREN

“source1:dest1,source2:dest2’ &,

f5an:

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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EI2Trident Protect H11T5)F

RITEBNE—MBEXERE. ERLKHEEENSRENAREFIITRRIFFEESE
7. flgn. MREF— T HBHRENARER. WA LUERRITERERR ZBIEEFREHE
FEES. AERRBTMEMESS. XFrURERNAERF BRI,

HATHERYRE

Trident Protect SZ#F LA T JLAAITEFEE, BEEURTENBIEITRL:
* FRRER

* REER

* WEH

* &inla

* ERE

* IR

MITIRR

BITHIRRIFRIEN. RITHEHZUATIRF & E:

—_

- EMERN B E X RERPITIERH SN AR LIE1T. ERLUREFELIBEMETERRENBEX
AT, (BIRERIXEEHRTRTINFEE A RIEE R E,

- IRER, WEREXHRGKRE, "THREZXTEMATrident Protect EEEX fFRFUFLERIER"
- ITEIERIPIR(E.
- INREA. RERNX A RFIRAEIRFRLS

- AEEANBE IR EERITHBHRERANNE SR Lin1T, ErIUREFZEMZTESHRENEEX
BRIFEEN. EXEENERFENRITIRFRER R A EE,

a A W DN

NREIB S MERRERHITHES (B, FRIR). NEEFRIEXLEEBIRITIRF. B2, ATURIEFRZEE
RUEERARTITIRG. Bla0. AN REBFEAFREEEANEENRITINF:

1. BRITIIRIRET

2. BERITRRIRED

3. BERITEMAIRER

4. BRITEDEED

&1 REEETAMERRARRBOENHN. LRIRFRGAER.

EEFHERSRARITHEA 25, MIEENE#HITMNI, EeJLIER "kubectl exec" i &
o phd MR EAS, FEEFFERERRTERE. EMRERREBNESD. UBEREN—%. 7
. BRILUEN AREFEREDIIENSRTE.. BRREHED. ARNRNEER.
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& SNRIRIBHIHITEER AR, BeLEMIFR T Kubornetes 2R, MIXLE TG BIFETT IRIBE &1 LA
! E LR IRIREH,

BEXEBEXPITEWHNERZ IS
AN AREFALRITERN, BEEUT/LR.

* PUTHESMIERRARITIRE. FERTEBRT LS| BR— M,

* Trident Protect RHMITHFFERBIBIZA LA HIT shell IARERXES .

* BIAK/NRHI /996 KB,

* Trident Protect fERAHATH Fi& EFMEMAILE K RATEWL S FERTIRRE. SHHMEIRIE,

ATFHRITEREE RO N2 RARIETHN AR, EIENISREYEEEE XH

&1 TEWIETTAARAIETE, NRERXBKNPITEWR IS HIRBIZ(E. BREEFHEEUH. WE

! BWIRBIREEF I, MATFETXERER, XBKRE. SNERITERPEREETEE
BREEMDETTH.

HITHImIERS

TEAN AR ANSRERITESN. PTURRITEDRINmES. UEEEWELENSSE. NTEMESEE
HERERASERGHNNARER. MEREEEH. RIS TRERTARNAE(GIMElasticsearch),
B ihikes. ERILCIBRITHNTERERSR LETHNARE. EFf—EEMEERNAR LIETHAR. MR
BMITHEIR S ML, NXERERFESEEEENNEETESER. 8T IITERRZAUE10T
ETHTHIERR

ANERATEBN S NLIERMER ENFREANRLAEFHFNER, AW FSASNAN, BFRERRSEL
BITHXERIMAS, SIEBRMENRANERENFER 2 (RE2) 1BE, ZIEEAFIFEEMLECTIRFHRS

#3RVILIEES. B XTrident Protect FTEHITH FiT ISP I IENFRANEZRIFMAES, FSR "ENIFEIAT2
(RE2)IBEZHF"S

NRFG R TamER AN EITE R R e R IR EZ EETRHITHES. HEERIZRMBEIR

B GFrRmegiEh. NedSansRNaN AT eSS,

HITHRA

1&1hIA] "NetApp Verda GitHubIE" . TF#iEH FApache cassandrillElascearchE & Il N AIEFHESLHITHE
£, BAAUEERRFIHTBENAMESCHBEEXHITES,

BUEHITIES

&) LAE A Trident Protect AN ARRFEIZBEXPITHF. ERBAEMEE. EERBMGNIRT GELIZER
THFo

463


https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda

fEFACR
B
1. BIEBEXZRCRXHHEEMB AN trident-protect-hook. yamle

2. EE L TREMUCEETrident Protect IS EEFAC S

° » metadata.name:(required )Lt BE X RRNET, BAENIMEEEZE— M E—HSENRT,
° spec.applicationRef: (required)EE1THRITIE#HIIN BIERFHIKubernetes & 1o
° *spec.stage *: (required)—NFRIEHR, IERHRITHEBNEIREHRENW M ERIETT. PIEEE:
-
ozl
° spec.action: (required)—NFFFE, IBTRHMITEBERHMITIRE, RIGIEENTAAITESTIE
23EBOLEC, PIRE(E:

= Snapshot

* &ip

RS
° *spec.enabled *: (A EERILHITEBNEEALRERREH. WRKIEE. MEIAME true,
> spec.hookSource: (required)B&base644RiIHIIEFR AN FERT SR,

° *spec.timeout *: (A] i%&)—MEF, BTFEXATFRITEBREBITZKNE(UD AR, &/IME
F1H. MRKREE. WEAMEN2573,

° spic.argeft: (7] &) ARITIEEHIEENYAMLEBET R,

° *spec.lt EcCriteria: (FI iEWRARENBVANETIR, SMMRRITERIRES. S§THRITERER
Z R LURIN10 MR

° spec.[t figCricera.type: (P] iE)WRIRMITHITMERSRBENFRB, JEEE:
' AR EIRRMER
" AERE
* BERW
= PodLabel
= NamespaceName

° spec.lt ftCricery.value: (A] i) FARIRHITHBHIESSHENFRIBRENRER,

YAML):
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apiVersion: protect.trident.netapp.io/vl

kind: ExecHook

metadata:

name:

example-hook-cr

namespace: my-app-namespace

annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pr

action: S
enabled: true

hookSource:

timeout:

e
napshot

10

arguments:

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel

podLabel

podLabel

3. fEAEMMEERCRXHE. MACR:

kubectl apply -f trident-protect-hook.yaml

ERBITRE

TR

1. IR THS. BESTNEBRAIFEPHESR.

IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

app.kubernetes.io/component=primary

helm.sh/chart=mysql-10.1.0

deployment-type=production

a0
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tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FEIBITHITIEN

ERIF s TRITHES LOETIE. EEAEREEFTEFNENSITER. BFohTRITED. &F
BEFBEE. BERIMANR,

FHBTHITERESRMERTE:
1. gIBERED. LEOQRTWRERFHNHECEEN. MNMBEEBINEITUE
2. WEGEBITRITED
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$1F: QIERFED
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468

fEFACR
B
1. BIEBEXZRCRXHHEEMR N trident-protect-resource-backup. yamlo

2. FEBE L TREM UITEER Trident Protect NS EF AL S

° %Tmetadata .name:(required )t BE XX RHATR; BAEHNIMEEEFE—HE—BSENZ

° spec.applicationRef: (required)ENEIE & H RIIN BIERFBIKubernetesZ 1o
° spec.appVaultRef: (required)FfE&F BN ABIAppVaultdIZ FF.
° spec.appArchivePath: AppVaulthFEFNIARBHERR. EJUERUTaRSEKLRRER

kubectl get backups <BACKUP NAME> -n my-app-namespace -o0
jsonpath="'{.status.appArchivePath}"'

YAML):

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name

appArchivePath: example-resource-backup

3. fEFEMREERCRX /G, MACR:

kubectl apply -f trident-protect-resource-backup.yaml

ERBLITRE
p
1. glE&E G, BiESHNEBRATIFERNES. .

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> --app-archive-path <app archive path>

2. BEENNS. EAUUEEERAUTRAIGS. BEHRFTMR:



tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. W& EEL:

kubectl describe resourcebackup <my backup name>
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$28 . BITHITHEN
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fEFCR
il
1. SIBBEEXFRCRNEHBEESEZ N trident-protect-hook-run. yamlo
2. BT B U CEEB Trident Protect MBS A E
° » metadata.name:(required )t BEX RFENBFR; BAEHIFREE— I H—BS5ENR
o

° spec.applicationRef: (required)ififRIL{ESEED B 17 6)ERIResourceBackup CRAEYL
R *EFBFRLED,

° spec.appVaultRef: (required)ffRILESEELS B 1 EIERResourceBackup CRHR
#appVaultReflILAZ,

° spec.appArchivePath: F{RILESEEDS B 18I ResourceBackup CRH
AYappArchivePathITAZ,

kubectl get backups <BACKUP NAME> -n my-app-hamespace -o
Jjsonpath="'{.status.appArchivePath}'

° spec.action: (required)—NFRFE, IERHITEBRAITIRIE, RIGIEENEARNITEDS
TSRS EBILED, AIRE(E:

= Snapshot
- &
- RS

° *spec.stage *: (required)— " FRER, FBRAITHEHNERIEREINMNNENSTT. LES
BITASEEAEMMN RIS TIES. TIEEE:

" I
-l

YAML):
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apiVersion: protect.trident.netapp.io/vl
kind: ExecHooksRun
metadata:
name: example-hook-run
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post
action: Failover

3. EAIEMMEIEFTRCRXHE. MACR:

kubectl apply -f trident-protect-hook-run.yaml

ER<LITRE
p
1. QIR FopITHEBIETIERK:

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>
-—app <my app name> --appvault <my appvault name> --path

<my backup name>

2. WEPITEBSITIRS. BAIUESETIGES. BIHRIETM:

tridentctl protect get exechooksrun -n <my app namespace>
<my exec hook run name>

3. fikexechZs BITHRUBERZFMAERNNRES:

kubectl -n <my app namespace> describe exechooksrun

<my exec_hook run name>
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& Trident Protect
NREEMIABARARE IR, FTaEEEZFRTrident Protect 2H{%,

Ef%BRTrident Protect, BEHITUTHE,

P$IE
1. BIB&Trident Protect CR X4 :

pEs 25.06 NEEREFRFELTE,
helm uninstall -n trident-protect trident-protect-crds

2. #%B&RTridentfRiF:

helm uninstall -n trident-protect trident-protect

3. #4&Trident Protect #34 =/8]:

kubectl delete ns trident-protect
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TridentfITrident Protect &%

1EA] LUITE X B B — 1R ERINetApp TridentfITrident Protect 1%

TridentiE®

* 20255F10816H: "HEA Kubernetes FIS R IFERBRA S "

* 2025%8H 190 "tGaR¥IE—EU4E: B Trident{E OpenShift ERIXL R EFA B IRER"
* 2025%F5A9R: "fEA Amazon EKS & B0/ FSx for ONTAP ECE Trident /5i%"

* 20255%4H15H: "NetApp Trident 5 Google Cloud NetApp Volumes B SMB "

* 2025548148 "FlIRTrident 25.02 BYYt4T@iE Y SEIL Kubernetes EBIFFA 7 1iE"
* 2025548148 "B NetApp ASA r2 24:% Kubernetes IR1Z(&AISRAINRE

* 2025538318 "EAFMAIAIEHE(ESRE K Red Hat OpenShift R TridentZ 3"

* 2025438278 : "f#RGoogle Cloud NetApp Volumes#y SMB B & Trident"

* 20254F3A50: "FRBITTLEISCSIFFMEEM  EMATFTAWSHROSASEF EAIFSxNIER"
* 202582H27H: "fEMTrident. GKE #Google Cloud NetApp VolumesZE = & 15"
* 20245128128 "M ATridentP YA @IE R

* 2024%F11H11B8: "NetApp Trident5Google Cloud NetApp Volumes"

20245108290 : "FMTrident’E AWS 3§ Amazon FSx for NetApp ONTAPS Red Hat OpenShift fRS3
(ROSA) 55 fEA"

* 20245108290 "{#F ROSA £ OpenShift EE#A{tF1Amazon FSx for NetApp ONTAPSEEYE#% B2 434"
* 2024%7H8H: "{#H NVMe/TCP 7 Amazon EKS A B LN AIEFERAONTAPTESE"

* 202457818 : "f#£MAGoogle Cloud NetApp Volumes Flex #Astra TridentSEE] Kubernetes 4577 1iE"

* 2024%F6H11H: "ONTAP{EJY OpenShift A& B G E MR BV G IR TE(E"

Trident Protectii®

* 2025858168 "F|MATrident Protect MR E f5 7RI MREFEREN B L, LUHITRERE"
* 2025558916 H: "fEFNetApp Trident Protect #1T OpenShift FEH\ L KR E

* 2025258130 "f#EHTrident Protect &AM E #ITIEESTRE"

* 20255E5H9H: "E A Trident Protect S [0 FEHH & Kubernetes N FHiZF"

* 202554830 "Trident Protect 74k : Kubernetes E#l{RIF 5K HERE"

* 20252838138 "AO0penShiftE ML VMIAIT BRIV IRES — BV S D TR R IR (E"

* 2025538118 : "FIENetApp TridentEGitOpstR LY B 2N FiZ R BRI

* 2025%3H3H: "Trident 25.02: fEENEENAOEIFITNEEIRFHRed Hat OpenShift{ALa"

* 2025518150 "FEE#HTrident Protect B F A EBIAIRIEH]"
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. PersistentVolumeClaim. StorageClass #l Secret RIRABFFEMILRINIR, ESR"EE Xtiridentctl 22"

EE ] LAEAHAE B Trident B TR xRV XX 14?
NRFE. BRI UEARMERMELTrident A T RERIHRYNE B, BSH "BIE Miridentctl %"

FTFR P EIEAKubnetes £ B YR N I TridentS2 5. REFZ T UHZE—1ONTAP/FHEHESVM?
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INRFBERBLFINEEER, HZEAD?

SRR "Trident Github"H7ER)ZRRY I #AN5 BHP1E & *RFE*,

PN TR SR HER R ?
£ L BIEZIRE "Trident Github"s BFHEESREAEXIPFIELERESMBS.

NRBIITridentEREFAFERZE. SREFABER? BEEHKHILIR?
NREHEMEER. [RMEIER. HBEI BT TridentI GitHUb S IR JEX R "RIEFH"S

BRNEMHBAAZBEER. TridentAEILE. WMEhkE?

EREHMEIRNZE tridentct]l update backend myBackend -f </path/to_new backend.json>
-n trident. i myBackend TR, FRABIHEZI. M °/path/to new backend.json BFIEH
backend. json X

Tridentii A2 I Kubbernetes 15 s, IA{EE thia) 7R

Tridentik A ZIKubnetes T3 m BV ATREIB - B M, XATRERE I Kubernetes AR L a) @it iR o DNS 0] @i
R, EE Kubernetes T1 s EIZTTHY Trident TR BUHIEE M NEET S Trident 16128 TEE, LUEM
Trident JEAHZ T 2o MIREZETridentiE R EMLIEIZEN. NI EERNBEEBEFTIFKubnetesT = LA S
BE I e) &,

YR Trident POD 3%, BREaERIE?

YR Trident POD #iHER, #HIERSEKR. =THIEFEMEECRDYKRHF, B Trident ELERIFRE PV £FER
X

HL Trident

EEALUEZMIBRAEFAREF A (BRI L MRES) ?

NetAppZ & Trident A — N EBARAFALKEN T—MEN T EBRRAS, EETLAM 18.xx FHKE) 19.xx , M 19.xx F+
FKE) 20.xx Fo EFEFHEZR], BRAELREFRMAFAR,

S AL Trident FE4E 3 AaihrA<?

MREFBRBEREAR. RHMKRPAHARKMHATEGLIAVEIR. M EHH Trident" 1RERIZMRASHISE
REAEMRERHRE, XERERERHRERNME—EINTT %,

EIRfGiRME
BEEEFONTAPGIRE X X HHEYE X SR EWELIF?
BIBELIFAMIER, DatalLlFEIERME:

* ONTAP SAN: FHiSCSHEE, TridentfEA"ONTAP ZEZE M LUNBRET" & IR ZERIFZDIEFFTEMICI LUN,
MNRBHENX . MEERESE datalIF, BXIEFMEE. 1ES N "ONTAP SANELE ARG o
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* ONTAP NAS: NetAppiZINI8TE datallF, MIRFKIERMULLSE. MW TridentE MSVMIZEXEIELIF, ErILIS
EEHTFNFSEHIRENTEREER(FQDN). LUERIELIDNSKIEZ NdataLIF z g # 7 8 FE, &
KFMER. EBI"ONTAP NASHD B xR ]

Trident2 & ] LLYONTAP/G B ECHAP?

Bo TridentZHFXONTAPGIREANFCHAP, XEEE/GHMACEFHITIRE useCHAP=true,

NEIfE M TridentEIE S L ERER?
M20.04hlkFHA. Tridentf] LIEDSEIRMER S HRR, Xi¥, FHREEREATEEREETRH—THZD

CIDR 3R, HfE Trident KEFXLEEENTIR IP ANEHEIZMSHREER, @BIXMHHI. TridentzBEhE
BTE44 E CIDRAEFIPHIT s ARE N AN MFRo

IPveitiit BB v A FEEMDataLIF?
TridentSz 59 LA FINE X IPvo ittt :

* managementLIF # dataLIF & FONTAP NAS/Gif.
* managementLIF &M FONTAP SANGif. ETEIEE dataLIF TEONTAP SANGif,

AERIRE T F tridentetl &) (WMFTrident operator) 3 (FF “tridentTPv6 Helm%iE)
R Trident “--use-ipvé. IPv6 A BEFEETEIPV6 LIETT,

REAUERREMEE LIF?

AILL, BILAEA tridentctl update backend inSEHGIHEIE LIF o

BRI U EHGEHDataLIF?

S

R

&R BETEM ontap-nas-economy LE&E#pataLIir ° ontap-naso

250 LIfETrident IKubnetes |2 Z N EiH?

TridentR] ARIM <55 2N atn. AILAERMBERERNER. A LUERRERERNIER.

Tridentd Rl Z (&[5 imEHE?

Tridenti& R im EIEFE IKubnetesZH3,

Tridentd1{A LT E fGim?

MR EFERERBEEBINENLEEZESENM, WEER storagePools #ll addtionalStoragePools
SHCREEFE—ARERM,

Nt R Trident AR MISE RIRIHITECE?

‘excludeStoragePools BHATFHiETrident B FECERME. HIEMIBRTE LAY,
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SFEVNMEFR— FimPH TR,
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1B LUMERRIRE X XA RINNZSEIE Trident BERNS LIZENE, BXFHAEE. 1BS: "Trident?1{a]
5NVEFMINAEEC & ="

I Trident/JONTAPSLEQoSHRIEH N2 A?

fEF storageClasses /5 ONTAP 325 QoS o

WMEE I Tridentis EFS BRI E N EECE?

ONTAP IRhiE X iFtER o EALE . ONTAP IRSIiEFRIANMEEEE., REFEERE, NWNEEFHREX
X8, storageClass o YIREIEE TXME, N storageClass fLfte /3 ONTAP BEELLTAZR:

1. £ storageClass £, ¥ provisioningType BHIZEA thick o
2. HRWBENHH, BIER backend spaceReserve B IZEN volume REAES-

480


https://github.com/NetApp/trident/blob/master/trident-installer/sample-input/storage-class-samples/storage-class-ontapnas-k8s1.8-mountoptions.yaml
https://github.com/NetApp/trident/blob/master/trident-installer/sample-input/storage-class-samples/storage-class-ontapnas-k8s1.8-mountoptions.yaml
https://github.com/NetApp/trident/blob/master/trident-installer/sample-input/storage-class-samples/storage-class-ontapnas-k8s1.8-mountoptions.yaml
https://github.com/NetApp/trident/blob/master/trident-installer/sample-input/storage-class-samples/storage-class-ontapnas-k8s1.8-mountoptions.yaml
https://github.com/NetApp/trident/blob/master/trident-installer/sample-input/storage-class-samples/storage-class-ontapnas-k8s1.8-mountoptions.yaml
trident-reco/security-reco.html#use-trident-with-nve-and-nae
trident-reco/security-reco.html#use-trident-with-nve-and-nae
trident-reco/security-reco.html#use-trident-with-nve-and-nae
trident-reco/security-reco.html#use-trident-with-nve-and-nae
trident-reco/security-reco.html#use-trident-with-nve-and-nae
trident-reco/security-reco.html#use-trident-with-nve-and-nae
trident-reco/security-reco.html#use-trident-with-nve-and-nae
trident-reco/security-reco.html#use-trident-with-nve-and-nae
trident-reco/security-reco.html#use-trident-with-nve-and-nae
trident-reco/security-reco.html#use-trident-with-nve-and-nae
trident-reco/security-reco.html#use-trident-with-nve-and-nae
trident-reco/security-reco.html#use-trident-with-nve-and-nae
trident-reco/security-reco.html#use-trident-with-nve-and-nae
trident-reco/security-reco.html#use-trident-with-nve-and-nae
trident-reco/security-reco.html#use-trident-with-nve-and-nae
trident-reco/security-reco.html#use-trident-with-nve-and-nae
trident-reco/security-reco.html#use-trident-with-nve-and-nae

WNEIRRENMERIMAIFR T PVC L ARSMIBRFR{ERAYE?
MAERZS 1.10 FF84, Kubernetes £BEhE A PVC 1R,

AR LUEINTridentBIZ2AINFS PVCRYA/N?

ZBo BRI EHTrident8)ZHIPVC, BEE, EHENEKE—IN ONTAP IhgE, FiERTF Trident o

REEUTEELT SnapMirror HiERIP (DP) SR FANE?
NRINEREA T DP RIUE N, MESABEEK. EIWEILTHIRES

Error: could not import volume: volume import failed to get size of
volume: volume <name> was not found (400 Bad Request) command terminated
with exit code 1.

Make sure to remove the DP mode or put the volume online before importing
the volume.

ISR IRECENSS /9 NetApp 5857

D NetApp FiEEERE, Kubernetes IFIERBEECZIMNICEA. NENetAppFEERABREFAEMELET
$fKubbernetesEEiig E. M Trident==REE. Bt iE.

EE T LUEATridentt| 25 1REE?

Bo TridentZHFHRFRLIREREBUMMIRBEIERIAS. EMNRREIEPV,IEHE
"VolumeSnapshotDataSource’ B2 FIEE o

HPLEIRTHAZF 2 FF TridentE R ER?

HESH, HINF-RERBIRERESH, ontap-nas, ontap-nas-flexgroup, ontap-san ,
ontap-san-economy ; solidfire-san, #l ‘azure-netapp-files FimIXKEIFZREo

WA fEEFAONTAP A TridentEd E M S RIZIREBE1?

INBERTM ontap-nas , ontap-san M ontap-nas-flexgroup BRENFEFIKIF. EWHATLITE FlexVol 45!
5| ontap-san-economy IRohIZFIERE snapshotPolicyo

L IhEEHE T “ontap-nas-economy IX&HEF. {Bi&F FFlexVol volumeRFIRIE. MAIER FqtreeZk7IfiL
E. EATridentit ERECIFERIRER. 1 backendBEHEINIR B SJONTAP/Sif “snapshotPolicy’ £ E X HIFTEE IR
FRERES, TridentXT &IRGITFMEIEHISS I BB EAIRER,

EEALUvEI Tridentic ERNEIRERIBIME B ILL?

A, B LUBEERIREX XHHIRERMRINEFE B 2R TE. AT @D TridentfZfi&Snapshot&l

7N snapshotReserve, MIREBEERIHENXXHHEE snapshotPolicy M “snapshotReserve. M&
BIEERE X TR MINE S ERBINE B snapshotReserve, MRFKIEMIL “snapshotReserve’ B 453
LbEn. MZRAERT. ONTAPREREBINE B2 LLIRE N5, SR I “snapshotPolicy 1%EINIE & Aanone. MIRER
BB 7RI E 0.
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=LA EZAINEREERMEHISXH?
A, EEILUBIERIHE N XEFIGE snapshotDir BEKIAIA] Trident BB I _ERY Snapshot BR.

=& A LUBI Trident 9% 1 & SnapMirror?
B

|
71, WTER ONTAP 63<1T5RMEE OnCommand R EIRSTEIMNIFIEE SnapMirror o

WENE K A ML R EN4EE ONTAP [RIB?

BREEIRRE] ONTAP 1REB, BFHITUTHE:
1. B EEFERKAMENNAIER POD,
2. 3®d ONTAP s <$1TREZ OnCommand RLE IR R ZIFT =AY REE,
3. EFBEINAIER POD,

TridentE S A UEEE T A HHZHEHNSVM LA ES?

AILUEENFSIRIEEIERSVMBVIR G R A HHZHE, ONTAP 2B TridentBIZRISEH M HHAER
B XAJRRSSBEHENIER. EATridentf|Z2Z1MNER. RESEURTONTAP EMHHEZREK.

NAXDENER | HPHEERERIER?
Kubernetes AR FESRRATEIRFERAFMES, B2, BAILUFER Kubernetes B3 FERE R TIEINFER R

ECEKIRBI S o R TR EFEENER. BEELFENR TR GEFMERIR, BRZEFEENFEIRE
BIREN 0,

BSPEHERR
R LA R AT AR RIETE SRR TridentBY BT AEIB B K95 28,

EIR1SE X TridentdV#EEY. IBERLIEZIFE “tridentctl logs -a -n trident FIG H & X458 NetApp

L

MR HR

* 908 Trident Pod TLAIEEBR (B30, ¥ Trident Pod {#887F ContainerCreating MEBBHERTFNE
2/ DFFABY) , MIETT kubectl -n trident describe deployment trident and kubectl -n
trident describe pod trident -%%.%.%.* —-* AJLURHEZ AR, FREX kubelet HE (5140, &
id jlogalctl -xeu kubelet ) WREHFEEE,

* Y08 Trident BEPRHEERE, ErILIRBEREIZETNE * -d in&EED install 3%, =179 Trident B
AiER

7RG, 18 Jtridentctl logs -n trident HEHEFIER level=debug msqg RFIABTIKE T IAiH.

PR FR—IERE
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kubectl patch torc trident -n <namespace> --type=merge -p
'{"spec":{"debug":true}}'

LR PP EMBEIFAE Trident Pod , XAJREFRZEJLA#hRVATIE], ERTLLUBIIMER kubectl get pod
-n trident ¥HAM "age" FIKICE LA,

F+FTrident 20.07#120.10, FEA tprov R “torco
K& Helm —fL &%

helm upgrade <name> trident-operator-21.07.l-custom.tgz --set
tridentDebug=true’

{E 8 tridentctl 223

./tridentctl uninstall -n trident
./tridentctl install -d -n trident

* BRI LUBEEEIREX PEERRNE N EHNIEAIXHAE debugTraceFlags, FI4. include
debugTraceFlags: {"api":true, "method":true,} BI{fETrident BEFIKENAPTIABMAET
%, MBREWmAILL “debugTraceFlags BZE “tridentctl backend updateo

* f£ARed Hat Enterprise Linux CoreTM OS (RHCOS)AY, i5HifR “iscsid BEELIET = LBAFHEIABE.
B LAfEA OpenShift MachineConfigs Si{& 2 s AR SR S At kS

* {8 Trident BSATBESIBEIMY—NE LB "Azure NetApp Files" AP FIZE F ip KB ER BN B
. BXTEN=IMEKFIR. SN "Azure NetApp Files" Configuration

* NREE PV EZEHI B BEIMEE, BHR rpcbind BEEHIETIETT. XWEVIRIERAFERAZNR
HEEELE, HINE rpcbind BB IEEIBTT. ErILUBTIEIT systemctl status rpcbind SHEHFXN
TR E rpcbind ARSZEVIRZS.

* WIR Trident EHIREEL T Failed RE, REZAIBER L, EXAEEATENT SEMHXEKN
SVM/ BB REIEFA. #HA tridentctl update backend BHfEIRIE EHMF Trident Pod B{E&E 1
IR IR

* NRERBFEITETRE Trident BHBEIMNRPRIRIER, EEA © -in cluster=false’ &= EEE Trident . XAZ
FERREIRRF POD , Hol#%HA trident RERFE AP MEIANIRERIR,

* i uninstall &% <Uninstalling Trident > EB{TRKEHITHEIE, RINBERT, ZHEFr=
fIBR Trident €I%289 CRD , FULLBMEFEIETIZITHEESR, WAL HERLE,

* NREREFEZHIRAN =I%EITIEE. 18IE1T tridentctl uninstall AFHIF&TridentVe <, T&H
FREERY "Trident i 2" H{ERALEE tridentctl install AR5

* IR ERE, R PVC (87E pending MER, MIETT kubectl describe PvC AILUREEMNER, W
BH Trident AT A M1tk PVC B2E PV,

ERRER /AR INEFZETRIdent

WMNRFEAIRIERZFE Trident , M TridentOrchestrator BPRESEM Installing BN Installed,
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RIEMED failed RE, HEARMERFTEBTME, WEETUTHRLHKOEREANEE:

tridentctl logs -1 trident-operator

ERER trident 12(FRR B BN A E A ReSIsmIBEPATE. B, HP—NrEER AR EMIZTT RIFAIFES
By LA R PR EN PR B R A 23 IR Ko

ETH#E Trident ZELKMWRE, ENEFE TridentOrchestrator VIR,

kubectl describe torc trident-2

Name : trident-2
Namespace:

Labels: <none>
Annotations: <none>

API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Status:
Current Installation Params:
IPvG:

Autosupport Hostname:
Autosupport Image:
Autosupport Proxy:
Autosupport Serial Number:
Debug:

Image Pull Secrets: <nil>
Image Registry:
k8sTimeout:

Kubelet Dir:

Log Format:

Silence Autosupport:
Trident Image:

Message: Trident is bound to another CR 'trident'
Namespace: trident-2
Status: Error
Version:

Events:
Type Reason Age From Message
Warning Error 16s (x2 over 16s) trident-operator.netapp.io Trident

is bound to another CR 'trident'

IR REFERATEE Trident 1Y TrldentOrchestrator - BHFE Kubernetes E£8XRgERE—
Trident S251, .Jtt??ﬁf’ﬁm__fﬁﬁﬁr'ff BATENERFE— AR ES) TridentOrchestrator o
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b5k, ¥EE Trident Pod BPRZESEE FI LEREREE R EH.

kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-csi-4p5kg 1/2 ImagePullBackOff 0
5ml8s

trident-csi-6f45bfd8b6-vfrkw 4/5 ImagePullBackOff 0
5ml19s

trident-csi-9g5xc 1/2 ImagePullBackOff 0
5ml18s

trident-csi-9v95z 1/2 ImagePullBackOff 0
5ml8s

trident-operator-766f7b8658-1dzsv 1/1 Running 0
8ml7s

ERILUBRMEE, BTRER—ITHZIERME, Pod TiETE2VRK.

EfRRIER, EN4R3E TridentOrchestrator CRo, &, BWETLUMMER TridentOrchestrator , F
ERE SR ERTE X BIE— 1Y,

BRI EMINEFETRIYent tridentctl

ATEMEREEIFENERE, EAILUER -d SHBRETRERER, ZBEITHRRKRAHEET
R FRTE

./tridentctl install -n trident -d

Rt fE, IR TAINBIERE, SAIEBRIEIT tridentctl install 88%:

./tridentctl uninstall -n trident

INFO Deleted Trident deployment.

INFO Deleted cluster role binding.

INFO Deleted cluster role.

INFO Deleted service account.

INFO Removed Trident user from security context constraint.
INFO Trident uninstallation succeeded.

TP Tridentfi1CRD
{EE L S22 MBS TridentFIFR7S BIERAICRD LUK K BERY B SR B
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s Jtt?%%f’ﬁ?ﬁxﬂﬁﬂ Ho FRIEEFEELITETrident. [TNIFMHITILIEE. EENZF Tridentmn A
== BRCRD, 1BEZR"EIZ, Trident"s

Trident ZEF
EFATridentizEFHE TridentHF T2 MPRCRD. B ITUTIRIE:

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"wipeout":["crds"],"uninstall":true}}"

£fe
EEAHelmEH TridentH 52 MERCRD. BHITLLTHRIE:

kubectl patch torc trident --type=merge -p
"{"spec":{"wipeout":["crds"],"uninstall":true}}"

<code>tridentcti</code>

fERRENE Trident/F5E 2 MIBRCRD tridentctl

tridentctl obliviate crd

fEFKubnetes 1.26_EBrwx[R 53R a5 2 XEIZHNVMe T =LK

YNREIZTTRIZKubnetes 1.26. MTEXrwx[RIaiRepH X EANVMe/TCPE. TTRECHEFAIRERRK. LT

SRERETHRENIRREASR, HE. EHaLUEKubbernetesH4kE]1.27,

EMiFRan & =EHPOD

RIZEER Tridentit Em A TIE(NVMek A E)EZEEIPod, IREIZMONTAPGIGMBRE & =iEl. MEGHE

FEEESEEZHRBERPodEEF. WEFASFMKubornetesE B 5 H Mt INEE

A AR ER
MABNTI REN B AN B (5 %60 R =B M) FRF EL R

BEEIEEIELIF

If you block (or bring down) all the datalLIFs of the NVMe Trident
backend, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.

GBS RER R
BEfidatalIFUE SEEEINRE,

486


trident-managing-k8s/uninstall-trident.html
trident-managing-k8s/uninstall-trident.html
trident-managing-k8s/uninstall-trident.html
trident-managing-k8s/uninstall-trident.html
trident-managing-k8s/uninstall-trident.html

E M FRen & == [al ARGy

If you remove the "hostNQON' of the worker node from the corresponding
subsystem, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.

IRBS AR R
AN hostNoN® IREIFIF RS

WIREAS F“v4.2-xattrs”BY, NFSv4.2 B P iRTEFZRONTAPGIRE “TS
HLRONTAPIS, NFSv4.2 B IRESIRIER NFSv4.2 SHA A RESIRE ‘TR BE IR, Y v4.2-xattrs

SVM ERERZED, fERAEBH va.2-xattrs BN HALEIONTAP 9.12.1 SRESIRAS, BINERTLE
ETTF B IRES.

< FF

NetApp LAZ 5T A Trident 1R HF, 2XRMBIRMIIZHIRZE BB FHEDL. FIE0%0IR
FE(KB) X EMAFRIE,

TridentSz 54 a5 B HA
TridentiRIB SRR A IR =N Z3FR T, BB "NetAppER R A2 15 7E X
TEXH
Tridentigft B &2 BiEc12N B AN EE 2 .
AR
Trident{E &% B HAFCHY 13524 B RIR I B IR 4%,
BB HF
Trident> 14 B &% 2 Bi#cHI25%36 ™ B R Ao
version e TFER BN
"25.10" 20264108 20275108 20284F10H
"25.06" 202664 2027468 2028564
"25.02" 202628 2027521 202821
"24.10" — 2026108 2027410H
"24.06" — 202668 2027568
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"24.02." — 2026F28 2027F28

"23.10." — — 2026108
"23.07" — — 202678
"23.04." — — 2026F4H
"23.01." — — 202618
EEURZE

BXRBEAFXENTREYIR, 52 "NetApp HIRE (FEER) "

X HF

BN EE—THBRAF (BfETrident A X A R)HERRVER AR K" REF" . XE—MREFAIMTT, FILL
REBAXMEN—fREH, H5EREEHEITIEREXER,

NetAppHi R+

EIR1EE X TridentdV#ER), 1BEARIESZIFE tridentctl logs -a -n trident FREEKLXE
"NetApp Support <Getting Help>o

BEXIEFAEER ...
* "TridentizRE"

e "Kubernetes Hub"
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s HibfE S Kubernetes T

BiE. UTRXBIRO. HAENZE2EESEM

TR (ERISENIENTR) TERBHEIFME LIFIP BURE, HULt iptables AN 7

MR IP HISEIX iR ERREFNE IPo #5R3ZR ERMER " MM,
m PRGN EEBFRNERE (FI50, FEAMK Calico XA CNI) o EMPIALE L&

* NIEPRHI: REAEB Trident i
BERNERNILEEYE,

* iR et

REJgEfER TCP (EASE) .
° WNERENRK, 7 iSCS|I B CHAP/IPsec; NEIEREH TLS/HTTPS (I%[ 443/8443)
° 3tF NFSv4 (Trident FRIZRINE) , WMRAEE, 15E5 UDP/ARIBRY NFSV3 im (5140, 4045-

4049) ,
° (XPRFZEERFW; FF Prometheus (PR

M 8001) FIH#HITIE,

FHIZT AR O
XEeEOEE AT Trident operator (FIREIE) » FTEASEREOEE pod 4&; NHENHAETFI CNI A 2
WETR EER
iR Y FE 81 IRSHIEFMNIN BEiRBE
TCP 8000 Nit/HHiE (8 Trident REST ARS8 (121EH {XPRTF pod CIDR; TIMIER
BEAER) -EHIZSERE) &=,
TCP 8443 ANi/HiE (8 REEE HTTPS (R£AE6 TLS m0%%; wWREHE, MRS
E¥INER) API) 79 Kubernetes BRSZM#&,
TCP 8001 NI (52B¥N  Prometheus 845 IREBLREIETH (B0, fE
ZB, wIigk) F RBAC) ; NRKfEA, M
2,
TCP 443 H ik HTTPS Z] ONTAP SVM/&2f ONTAP (all ZEZE TLS IEPWIEF; XETFE
BIE LIF I LIF IP,
TCP 8443 ik HTTPS % E-Series Web E &% (iSCSI) #AIA RESTAPI; {FERIIEH;
Services Proxy AI7EfaiE YAML AR E,
TETRNmEO
XLEIFOATF CSI BT RFIFEREM pod HH, HIBHOHIERIEZMEEGE LIF;, 0REER NFSv3, NIEHE

NFSv3 FinsAH4 (NFSv4 AJiE) o
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TCP 8000

TCP 8443

TCP 8001

TCP 443
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UDP 4045

UDP 4046

UDP 4049
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TCP 445

TCP/UDP 88
(AJ3E)

7[a

AN (ZHE)
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B¥ER)
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B¥AER)

PNERE =3
B, AIE)
g

4

g

4

4

4

4

ik

4
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U4

TCP/UDP 389 M

(FIEE)
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B89
CSI 3 mUEERE /MR

Trident REST fR%528

[53@E HTTPS

Prometheus 3515

HTTPS Z| ONTAP SVM/&E+

B LIF

HTTPS %] E-Series Web
Services Proxy

RPCBIND/portmapper
NFS PR
HHTTIPHE

NFS $iEEIE2S (nlockmgr)
NFS RS (statd)
NFS BRER<F1P#AZ (rquotad)

i)SCSI Bir (RI/EGE/CHAP

SMB/CIFS

Kerberos S {444IE

LDAP

Kzhig el
el

el

e

e

ONTAP (all
) « ANF

E &% (iSCSI)

ONTAP-NAS
(NFSv3/va).
ANF (NFS)

ONTAP-NAS
(NFSv3/va).
ANF (NFS)

ONTAP-NAS
(NFSv3/va).
ANF (NFS)

ONTAP-NAS
(NFSv3)

ONTAP-NAS
(NFSv3)

ONTAP-NAS
(NFSv3)

ONTAP-SAN
(iISCSl). E-
Series (iISCSI)

ONTAP-NAS
(SMB). ANF
(SMB)

ONTAP (%
Kerb 89
NFS/SMB/iSC
sl)

ONTAP ({£H
LDAP £
NFS/SMB)

Z2iBE
A]E2E (--probe-port) ; HafR
BEENPE,; NFRAH,

W1 _EFFiA; pod-internals

EJ:O

EJ:O

mnt; BFARI.

EJ:O

v3 WAZE; v4 mNiE (B ASED
) ; WNER{NfER NFSv4, M
PR,

ZIOEEE; ARFRAR; EA
TCP LI I §E14,

T3, ATRAEITX@EENE (90
;%%'%E, TR NI IE S

XHPIE; Bid v4 (pNFS &
1) 5 1R UDP,

B, TRER BN IR
(1024-65535) #1T[ElH4,

Fogm; Bk v4o

MREFAERD; @Dtk O T
CHAP B338iF; BEWA
CHAP S &Z 2,

REFER]; fEF SMB3 #1710
2 (Trident annotation
netapp.io/smb-encryption=true

o

WR{EF Kerberos (FEERIA)
1;\%EIJ AD %28, MARE
180

£ BT RVRERF/ S HIIIE
; PRI ADo



& EREHE. AILUEREUEREMAEERMNIRO --probe-port R, ESVHERILKEOR
! WITET R EREM#HIZEA,

Trident REST API

E?ﬁ"tridentcﬂ e SAIEIN" X 25 Trident REST APIXEMREEAR. BB LIIRE
EEHIEFERARESTIHS,

{AIBS{EFAREST API
3t F#EIEKubnetes 2P B {8 A TridentVE ORI — #H4ISC SR %%, REST APIIESEE A,

ANTIREZL2ME. BRINMERT. EPodHizfTh. Trident 'REST API'XPRF At EN., EFRUITH. BEE
EPodBRE G E Tridentdy “-address &%,

fEFIREST API

BRATARXEAPIFIRG], EfE#debug (-a)iTE. BEFMEL, ESI "FEHtrdentctrd B Trident's
APl BV TERIBANT:

FREX

GET <trident-address>/trident/vl1/<object-type>
FHIZERBIFTE MR,

GET <trident-address>/trident/vl/<object-type>/<object-name>
RGP BIRIVIFAE R
VL7l
POST <trident-address>/trident/vl/<object-type>
BIREE REMIIT R,

* EENECRNFNRECE JSON o BXESMURERIWIE, BB EHtrdentctrd EIE Trident"s
* NRFWREFE, WITHERARE: BREMINENER, MAAEEMHRIEEGFERIERK,
il
DELETE <trident-address>/trident/vl/<object-type>/<object-name>

TBREn & o

5RRSFERRBRNERREEFTE, CMNRRRBFEXES, BXIFAER, B5H &

&t Atrdentctrd B2 Trident"s
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g mprin ]
TridentATridentRIERHIIEFIRIH T 21 pSTIED, &0 LUEAXEIRTENERE,

AEiER

-debug
= AR

-loglevel <level>
REATREREDR. 8. BEE. HiR. BE6). FAIAN INFO,

Kubernetes

-k8s_pod

fERLLIEINGY -k8s_api server BUSFKubernetessziF, WIRIGELLE, N Trident FEAEFRE POD
89 Kubernetes ARSZ M E1EREX R API fR$5288. REH Trident B A TIRSZB MBI Kubernetes SEEFH{E
79 POD =178y, ItEIHEEA B,

-k8s_api_server <insecure-address:insecure-port>

fE A Ity T aY /E FAKubornetes —~k8s pod ' X¥¥. 1BEE, Trident FHERRMENAREMUFIROERE
E| Kubernetes API fRZE28. X#¥. Trident@RIEFEEPODZYN; BR. BNIZIFSAPIRSBHNAE
2EE, BER2EE. BAERENErPoDFEBE Trident " -k8s pods

Docker

-volume driver <name>

A Dockertli 4B EARVIEEIIEF R . BAIAN netappo

-driver port <port-number>
frtbiw . MAITUNIXIEIEREF,

—config <file>

W ; R THETE R imEC B X BRI,

REST

-address <ip-or-host>

FEE BTN = IRTR LIRS 22MlE, 2RIAN localhost » TEZASHIEN] _EIIFHTE Kubernetes Pod AiE{TES
, To5EM Pod IMEREEISIR) REST 0. 1M ... —address "" BIMPod IPH#IHFIRIRESTIE,

AI LU Trident REST #O8&E XLL 127.0.01 FFIPv4) 58 (¢ 1 1) (GIF IPv6)
AR AR SS .

pEF=)

-port <port-number>
EENTN = infFiEiRSS 28R 0. BAIAJ 8000 -
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-rest

BHEREST#EO, EXIAN true o

Kubernetes # Trident 3%

1R

JA%

B LB IRENFI B N E RN KR KER REST APl 5 Kubernetes 1 Trident #1738

B, Kubernetes 5 Trident , Trident 577K Kubernetes 5ZEZBIIXZAZNE
BEWNRRE, HP—LEWRIED Kubernetes #{TEIE, MHB—LXKRNEL Trident #17T
B8,

M RINAEERE?
TENR, WRNABUMNEREAANRERGEAIER, EE Kubernetes AP HIENFEFK:

1.

AP B — pPersistentVolumeClaim , EREIERFHEIER Kubernetes StorageClass FEEIS
EA/NBIFT PersistentVolume o

. Kubernetes storageClass ¥ Trident tRR A EEERER, HES LS, BTSSR Trident L0AIAIEK
HEERES.
. Trident ®&E&HCSM StorageClass FERAMERBNRZFRFARRLAR Backend #l StoragePools , E

AILERAXESNZREES.

. Trident 2E RN EIRECE FHEHOIER MNNR: Kubernetes Y A PersistentVolume BT EX

Kubernetes iNfa/&E$k, EHMLESE,; Trident PF—NEH TR PersistentVolume 5EPrEE 28]
SEFY

. Kubernetes ¥4 pPersistentvVolumeClaim Z3EEIFH PersistentVolume » B

PersistentVolumeClaim BY Pod &3tk PersistentVolume ¥ & B Ei={TRRERERIFEN Lo

. FAPfER3$5M Trident BY VolumeSnapshotClass SIIMA PVC B volumeSnapshot o
- Trident f7iR5 PVC XEXHNE, HEHEREIZENRR, LI+, EESeIE—

VolumeSnapshotContent , ¥&7R Kubernetes dNE[IRGIIRER,

- FBPAILUEA volumeSnapshot {ENIREIE PersistentVolumeClaimo
. Trident AIIRFIFAEAVIREE, HHITSEIE PersistentVolume M volume fHEIMN—EHIPE,

/TN FH— T HE Kubernetes XIR, @ZEINIEIRIE KA EE" Kubernetes XA —T,

Kubernetes PersistentVolumeClaim W&

Kubernetes PersistentVolumeClaim XHRE Kubernetes &£ P & HAVTEEIE K,

BRTENSEZSN, MRAFEBESERKEETIRERNRIAE, Trdent RAIFRAFPEEUTRE FERRE

FrE BRI SRR EHIER
trident.netapp.ioffileSystem YRS ontap-san. solidfire-san. ontap-

san-economy.
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Va3 B XEFHIIREHE

trident.netapp.io/cloneFromPVC cloneSourceVolume ontap-nas. ontap-san. solidfire-
san. azure-netapp-files. ontap-
san-economy

trident.netapp.io/splitOnClone splitOnClone ontap-NAS , ontap-san
trident.netapp.io/protocol I 1£=
trident.netapp.io/exportPolicy S HREK ontap-nas , ontap-nas-economy-
. ontap-nas-flexgroup
trident.netapp.io/snapshotPolicy snapshotPolicy ontap-nas , ontap-nas-economy.
ontap-nas-flexgroup , ontap-san
trident.netapp.io/snapshotReserve  SnapshotReserve ontap-nas. ontap-nas-flexgroup
« ontap-san
trident.netapp.io/snapshotDirectory snapshotDirectory ontap-nas , ontap-nas-economy-
. ontap-nas-flexgroup
trident.netapp.io/unixPermissions  unixPermissions ontap-nas , ontap-nas-economy-
« ontap-nas-flexgroup
trident.netapp.io/blockSize AN solidfire-san
trident.netapp.io/skipRecoveryQueu Bkid 12 BAF! ontap-nas. ontap-nas-economy
e . ontap-nas-flexgroup. ontap-

san. ontap-san-economy

WREIEAY PV BAF Delete reclaime KBS, MERMK PV BY (ENAFMIBR PVC BY) , Trident [EIFSHIR PV
MEEE. WRMBRIRIEXRK, Trident 2% PV fRIC AR PV , HEMEIALLIEE, BEIRIERIIE PV
Fapffipr L. IR PV A  retain’ KB, Trident 2ZBKIZIREE, HREEEGFEM Kubernetes Fl/5im75
IBIZIREE, UEEMRE ZAINEH#ITEOHNE., BHEER, Mk PV AxBEAERER Trident BIBREES
&N {EH RESTAPI (tridentctl ) EEMIBR.

Trident < ¥ CSI HUERIZERIA: BRI LIRS REBHRKEBFSIERFK=ZINE PVC . X, PV AR
8] REIZSFL BT LALURERBIFZ TN A FF 4G Kubernetes o 7AfS, BILAERIRIREIEZFRI PV . BEE  + BREERR
+ TRETIFRE,

Tridenti® 2 cloneFrompPvC Ml splitonClone AFEIERREMNITE, BRI UEAXEINTREPVC. M
FEACSITHE,

fian: MMRAFPELEBE—1EB N mysql B PVC , AR UERIRELIE— 8 nysqlclone BF PVC
» 90 trident.netapp.io/cloneFromPVC: mysql . KB 1 UtArERS, Trident E5fES mysql PVC 3
NEE, MARMKFIREEES,

BEEUT LA

* NetAppE IR ETHE,
* —NPVC REBEENAIFRE— Kubernetes s5 2 =ialH, HEBHERMNEHEZE,

* M ontap-nas M ontap-san EahiZFEEY, AIEEEER PVC tnE
trident.netapp.io/splitOnClone 5 trident.netapp.io/cloneFromPVC E&HEH, H
trident.netapp.io/splitOnClone I®EBN true BY, Trident 2 REMNESKERD, NMERE
NESHEXENEMBARTE7E, MMEEFENE. NIRTEE
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trident.netapp.io/splitOnClone HRFHIGE N false , MR LVEHNTEISHE, MEEXE
MeEsSZEIRIRAKBIXAR, FLRIEEMERTE, ST ERRERE. FOREREEXHN—MIER,, Al
RETHIEESHN, ZERERRERLRERANER, TEM ONTAP IBENFHEREPZE,
o sample-input BREBEMA T TridenttIPVCEXTRH. BEN BXE5 =R ANEXBKISEMNIEENT
o) @R,

Kubernetes PersistentVolume XW&

Kubernetes PersistentVolume MRFRREH Kubernetes EEBHFAN—ERFE, THESGEARSEREN
POD %,

=% Trident =€ PersistentvVolume MR, HIREHEENEBNGEFME] Kubernetes £8%
’ o BANBITEEEN

SIS | AT Trident BY sT7fiE3E BY PVC BY, Trident REABENNEFREERERSHNZEIMHH PV, 7
FCEERENESMMENT PV B, Trident R1EELL TR

* Trident =9 Kubernetes 2% PV I REATFEEFHENASZN. EXRMWERT, SHEEUBEHERZM
EHEEERNEMHE—H,

* EWAR/NS PVC HIFRMA/NRATELES, ErfERRIBET & ENEAIRBEN T HEHE,
Kubernetes StorageClass M&

Kubernetes StorageClass MRTE PersistentVolumeClass FIERITERE, BT ERA—AHEMHREFE,
FRRAXSIMABEFERANERERER, HIZEERRFATHRIAREE X ZBME.

EEEZHEERIBMNEBENMMNEENRZ— F—12 Trident FlHX Ko

[Y}

&£ Trident B9 Kubernetes storageClass M RUNTFFAR:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters: <Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate

XLEESHZE Trident TR, vIEIF Trident S A KA E S,
FEXESHEIE:

B4 Type Required Description
B4 map(string]string = WS TENEEES
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B
FiEts

K0 StoragePools

HEB& StoragePools

Type

map[string]StringList

map[string]StringList

map[string]StringList

Required

a
=]

FHER I R E AT RE R LA RN EFE IR E M Kubernetes [E1%.

FiEmEEREE

XEESHORTE 7 N EFAMLE Trident BEEMNTFEMREEEL EXEMNS,

Bl%

ANFEE1
7191

=gt

snapshots

SefE
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Type

string

string

string

i

i

(=]

HDD , B&,

SSD

KafE, B

ontap-nas

« ontap-nas-
economy. ontap
-nas-flexgroup

« ontap-san

. solidfire-san

« azure-netapp-
files. ontap-san-
economy

true false

true false

true false

hE

Pool B1& 1t AY
AR, BER
NE]

Pool Z#FILACE
Bk

B FUEERAY
5%

Pool Z#FEHFR
ISP

Pool Z#FmwfEs

MZFINES

Description

[& i FRER ST Bl SR A FfiE

pUEZIES

[EU% 2 MRIRET B By 7E i

MFIER

[5U% & FRIREY B B 7Z i

MFIER

HEENBEET A

BERTRENS

ERTRENE

EBRNENE

%HF

ontap-nas ,
ontap-nas-
economy. ontap-
nas-flexgroup ,
ontap-san ,
solidfire-san

Thick: All
ONTAP ; Thin
. All ONTAP &
solidfire-san

FRB NIz

ontap-nas
« ontap-san
. solidfire-san

ontap-nas
« ontap-san
. solidfire-san

ontap-nas ,
ontap-nas-
economy-.
ontap-nas-
flexgroups ,
ontap-san



B% Type (=] = BN 3§

IOPS B EE#% Pool BEIBIRIELL HIRIEXLE IOPS solidfire-san
SEERAY I0PS

' ONTAP Select AR ZHF

ARZHIERT, BROEERZMEE,; FN, BREEESSBEEERE. B2, Element FAEHNRE
FHEMR I0PS &/ MEMRAERIZE QoS f2, MARIEKRIE, EXMERT, EKROVENATEEFME

Ao

ERIFRT, ERILSMMER attributes RABEREXRFKMENEFHERERE, Trident ZHEHAIFHE
E5EEEN BIE 89 all ILECRIEFAEH,

MRIELZIMBSTEFEA attributes BEIARENEKEZFEEERM, WATLUER storagePools
addtionalStoragePools B¥H—FT MM, EELUEE—ARFERNM,

EOILU#H storagePools BHH—FRFHISEMIEEN attributes ILACHME, MEFZ, Trident 2FH
attributes M storagePools BHITIRHIMHIR X SH1TEE. ErILIRMERSE, e UENFERXMH
&

] LAERE addtionalStoragePools BEY & Trident B FEEMNME, MAE attributes
storagePools SEEFME L0,

] LAER excludeStoragePools Bk Trident B FECERIME, FAISIEMEREAITAIARI A,

1f storagePools #l addtionalStoragePools &8 H, FNEZEHBIIEIN ~ <backend>:
<storagePoollList>' , HH * <storagePoolList>" @IEEBHNIEMEMTIR, LUESHMR. i,
addtionalStoragePools FERIBERINTF ontapnas 192.168.1.100 : aggrl , aggr2 ;
solidfire 192.168.1.101 : bronze ., XLF|IREZFIHREMTIRENENRERE, ERILUER
tridentctl get backend FRIRENGimMEMIITIR,

Kubernetes B4

XEBERRRM Trident 7ECISECEBAENEFIEFEN / Bk, Bk, XERBMEURM Kubernetes XA S
XFNER, TFNRARXARSAERE, HARIRREXMHRALARER, B9 xfsprogs o

B Type & Description HERIXCHIER Kubernetes
hRZs
FSType string extd. ext3. xfs REMXHFS solidfire-san el
Bl . ontap-nas
. ontap-nas-

economy. ontap-
nas-flexgroup

« ontap-san

« ontap-san-
economy.
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B4 Type = Description TBXIXEITEFE I}ubernetes
REBYTE boolean true false FERRAME  ontap-nas 1.1 RESRA
i PVC K/h#y3z « ontap-nas-
¥ economy. ontap
-nas-flexgroup
« ontap-san
. ontap-san-
economy. solidfi
re-san. azure-
netapp-files
EHHERET string BB, EEAIHITE 28 1.19-1.26
WaitForFirstCon 43EMchASERE
sumer"

* o fsType SEATITHISAN LUNFREERIXHRZHEE, LthIh KubernetesiE={EFA
£sType EEFEEPLUIERXGERACEE. AJUEREHIBEMEN £scroup (NHHILLTE
By, PodNELE ETFTXAZER fsType BIRE. 15BN "Kubernetes : /7 Pod 2 &3¢
BERe T BXERISESFRENIEER fsGroup HFiE, Kubernetesi§RA fsGroup
SBEEUTERTA AE:

° (ETFEEHILE FSType o
= ° PVC ipIElfRE 9 RW o
3FF NFS =ZEIREHTERF, NFS SHABEEXH RS, BFEMA fsGroup , FEENE
FERE FSType o ERAILBHIZE N NFs HEMIEZ(E,
IEBN EAE BEXET  BNEZEMAER,

* Trident RERFEIRET JLNRHIEFEM@EEENX, AJAF sample-input/storage-
class-* o yaml FIHJ Trident . MiF% Kubernetes &M MFRAERZAT Trident 77

%

Kubernetes VolumeSnapshotClass W&

Kubernetes VolumeSnapshotClass JREMATF StorageClasses o ENBBMTFEXZNEELE, HHER
BB5| LS IREBSMEIREBE X, S MERBES—MEREBAEEXE,

FoE MR, BEANENX VolumeSnapshotClass o MBI FERUTEXRIIEEIRIESE:

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

driver }8EL Kubernetes , H Trident 20EX} csI-snapclass RHEIRRIEK, deeltionPolicy I8E

498


https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://docs.netapp.com/us-en/trident/trident-use/vol-expansion.html
https://docs.netapp.com/us-en/trident/trident-use/vol-expansion.html
https://docs.netapp.com/us-en/trident/trident-use/vol-expansion.html
https://docs.netapp.com/us-en/trident/trident-use/vol-expansion.html
https://docs.netapp.com/us-en/trident/trident-use/vol-expansion.html
https://docs.netapp.com/us-en/trident/trident-use/vol-expansion.html
https://docs.netapp.com/us-en/trident/trident-use/vol-expansion.html

AR BRIR BB BRI TAVIR/E, SR deletionPolicy IRE N Delete , MTEMIFRIRERRTS, HREITR
MUK EEER EHKERBIGEMPR. HE, NRGHIGEN Retain , MFRREZ
VolumeSnapshotContent F4¥JIRIREA,

Kubernetes VolumeSnapshot &R

Kubernetes VolumeSnapshot MREEEESRBAVIER, Kk PVC ARAANELLIIER—F, HIRED
AP AMEA PVC BIEIRERRYIIENR,

WERIERRIBEKRE, Trident 2BohEREEGIRAEEIRIREBVIRE, HEIEZEE—
VolumeSnapshotContent MRAFIRE, ErJLIMINE PVC BIRIRER, HELIEH PVC BT XL REBREE
DataSource o

VolumeSnapshot W& d AR SR PVC T : BMEIR PVC bk, 1RER(MAEE. RIREEX
s BRIREBEY PVC BY, Trident 2%tk PVC HE&ENEA " EEMPR " RS, EFBETE2M
BRo MIBRFREXEXREBG, ERHMIBR.

Kubernetes VolumeSnapshotContent MR

Kubernetes VolumeSnapshotContent MRFTTIMEEENELIEIIRE, ERITF Persistentvolume
, R FIEERF LECERIREE, 5 PersistentVolumeClaim Ml PersistentVolume MRIE, BIEIREE
BY, VolumeSnapshotContent MRES5IEKEGIZERIER VolumeSnapshot X RIRF—IT—RET,

VolumeSnapshotContent HNREEBETFHE—IRRRBIIFMES, B0 snapshotHandle o lie
snapshotHandle & PV ##F#] VvolumeSnapshotContent MRBZMMIME—LHS,

WEIRIRIERG, Trident STEGIREIZEMRE, QIERES, Trident SEEE— VolumeSnapshotContent
MR, MIMRFIREBLFE Kubernetes API .

P BE. BRBEEEE VolumeSnapshotContent 3R, B2, MREE TridentsMBEIZE. NSH
’ W—MEIIMER S NEIRIE",

Kubbernetes "VolumeGroupSnapshotClass' 3%

Kubbernetes VolumeGroupSnapshotClass MREMTF “VolumeSnapshotClass. ENEBITFENZH
FHELS, HEEARRBSIA, WEREBSFRIENRERELR XK. SMEHIREBES 2 MEHIREBELRIEXE,

— "VolumeGroupSnapshotClass’' HEIEREN, UEEIEREAE, SAREBREAUTEXLIE:

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:
name: csi-group-snap-class
annotations:
kubernetes.io/description: "Trident group snapshot class"
driver: csi.trident.netapp.io

deletionPolicy: Delete
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i Trident &3, deletionPolicy IEELTMIBRLARIBETERENAVIRIE, H "deletionPolicy IREN
‘Delete , MHBRIREREY, HHMBXRUNEMEER ENRBREBHEERR. &, BHIRE N Retain'&
4% “VolumeGroupSnapshotContent R B 4R 1RER,

Kubbernetes "VolumeGroupSnapshot 3 &

Kubernetes "VolumeGroupSnapshot 3R 2 8IZZ MEIRBAVIEK, [EWN PVC KERBAFPIENIER—1F, B4
IREBZAF RIA PVC BIZEIREBAIIER,

LEAIRBIEKRENAR, Trident 2 EshERGIHEHARBICIE, FiEICIEE—1
"VolumeGroupSnapshotContent B, &R LUMIIE PVC BIERIR, FHERIER PVC BRI LERIBAE
DataSource -

VolumeGroupSnapshot BN ERASIR PVC X BMEIR PVC #HBR, REMHABER. MR
&iE BB XEXRIBA PVC B, Trident %1tk PVC E&EIRIEH " IEEMBR " RS, EFREBH
2R, HEE XBXAVIREBREHMIPRE, SHRBHILER,

Kubbernetes "VolumeGroupSnapshotContent 3%
Kubernetes VolumeGroupSnapshotContent * FMRETMEBEENEPIRENVARE, SR MUTF
‘PersistentVolume. RNZMEHRE LEEEMNIRE, 5H Persistentvolume IR

‘PersistentVolumeClaim. GRS, VolumeSnapshotContent‘5@%&%"—5%*ﬁu%’&ﬂﬁﬁgﬁ%f%?%
— 3 —MEt “vVolumeSnapshoto

X "VolumeGroupSnapshotContent 3R B & 125 IRIRAMIFAME S, FI190 volumeGroupSnapshotHandle™ LA
KFE RS LA RS M volumeSnapshotHandles,

LIRERIEKELAR, Trident RERIREIEESHRE, QIESARIEGE, Trident REEE—
"VolumeGroupSnapshotContent X%, MITRFRIR AFF4A Kubernetes APl

Kubernetes CustomResourceDefinition W&

Kubernetes BE X Z B Kubernetes APl ViR R, HEEREXHBTFXHRMUBRFHITHH, Kubernetes
T BEEXNRBUEENRES, BALUBTIETT kubectl get crds FIREUXLERIRETE o

HEXZREX (CRD) KMEXBMIRITHIERH Kubernetes FZHETEELTTHIBF MR, XEMILFE A Trident
Bl SIRAVTFE.

Tridentf$£F “CustomResourceDefinition’ W RIRE TridentM RS 4. Bl Trident/Fim. Trident{Z g
MTrident®, XLEITREA Trident BIE, LbIh, CSIHRIBIEZRIES|INT —LEE NEIRBFFERN CRD

CRD 2—# Kubernetes ¥i&, HRZEERNIRE Trident 81, Flt0, EM tridentctl ISR, £6
B— PN tridentbackend CRD 35, i Kubernetes {8,

BX Trident B9 CRD , i&FELUTF/LE:

* %% Trident BY, RASCIER—H CRD , HAIGEREMEMEIRER M,

s FHREIFTridentf tridentctl uninstall 3. Trident Pod=# bk, BEIZACRDASHBIE,
BE N "EHE Trident" 7 fRINEI ML FHIEST 2 MIBRFIEFECE Trident o
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Trident “StorageClass &

Trident= 7IKubernetes I3 ILAZAY7FAESE StorageClass IBEMIR csi.trident.netapp.io EHAEE
. FELEBIFSKubernetesBIBFRILAD StorageClass BEFIftRAIITR,

&1 B Kubernetes BY, SR FM T A Trident fENELEFEFH Kubernetes StorageClass ; M
’ R EMEEXERR,

FEREE—HEER, Trident ZRXLEERSFNMEENRNBIEHITINE; MRTE, NIZEFMELEMER
EEEREEERNA R E T,

SR LUER REST API SIEEMERRE UBEREXEMESE, B2, T Kubernetes ZpE, i 1HEE A
Kubernetes StorageClass X RETAIRXLEFE,

Trident FiH R
S RRIFIEIZMIZRE, HF Trident BRE#%; B4 Trident LAIAI S BI BHENE L,

&iF XZ2EECENEENRMNRERZ—, 5— 2 Kubernetes storageClass W&o
BXRIMIMEXLENRAFMEE. BB "EELEEER

Trident “StoragePool X%

FEMKRES N R ATIRENAREIE, XFONTAPMS, XLEMNNTF SVM HREBE, XFNetApp HCI/
SolidFire, XX FEERIEEN QoS #ifk, S MFEMEE—ARENEFERY, XLEMEXTHMEEE
FHER SR RIPEHIES

SItAEMNRARE, FiEbERENRIBRZBHRIMNER,

Trident "Volume™ XW&

EEEAMERT. HEIHRRS(FIMINFSHEELUKISCSIFIFC LUN)4AR. 7EKubnetesd, XLEEIZEXWN T
PersistentVolumes, BIREHN, BEMEAEEGEFME, WRATHERREZENUE UK.

* £ Kubernetes 1, X.EWRSEHIHITEIE, EBTUBEFE(IUESE Trident EBEENARS.
B - BB A SELREBEY PV BY, AHRZBY Trident BB EHH * TR * RS, EHIFL Trident
%, 1SR Z 5 E R,

SEEEX TEENENABNREN,

B Type Required Description

version string £ Trident API kg ("1")
name string =0, e 3ellFE g E = R v

FERN S string =, &SR EEANFMEE
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B Type Required Description

size string = ERENSAN (UUIFD
JE8A)

Y string = EFERARINER; "file"
Y, "block"

REBE IR string S ERERAK LI RBFF;
B Trident 5%

cloneSourceVolume string = ONTAP (NAS, SAN

) #1 SolidFire — * : EM
Fhoe A BRI 2 FR

splitOnClone string & ONTAP (NAS, SAN
) L BREMERXLRFS

snapshotPolicy string S Snapshot-* : EfEAMN
ONTAP 5RB&

SnapshotReserve string & Snapshot-* : ARIRFIEE
HEBILE ONTAP

S g string & ontap-nas* : BEfHANS
H R B

snapshotDirectory th e ontap-nas* . B@GERR
BRER

unixPermissions string S ontap-nas* . #J%8 UNIX
PR

AN string &S SolidFire —* : i/ BKX
K

XH RS string = X RGIHEE

Bk RS PAT string = MpRERS, LodrFEfERRY

WEPAF, ILEIMIERE.

BB, Trident R4 internalName o XEEMNTRE. B, EEBEFMETIR BAOAE trident T

EiREEPREIR) T RNEEZIRR, MMERIFRENA ° <prefix>-<volume-name>" , ARG, ©EHAEHE
HEM, BREHAAEANTR. XTF ONTAP G, ESBEFTERATIZ (Fitt, RSBEHFEE R
* <prefix>_<volume-name>') ., XF Element B, E&B FTIIEBERNIEFR.

S UfEAREEEERA RESTAPI EiZECES, {B1E Kubernetes SpEH, RITHFEBAZSHAFAEHEMEN
Kubernetes PersistentVolumeClaim k. Trident SERCE T ZEFEHIEIELENT R,

Trident "Snapshot 3%

REBEENEEREIZA, ATRAFREEMEHIEFEIRS. E Kubernetes A, XLEFREZXN T
VolumeSnapshotContent 3R, B MREHS—MNEHEXE, ZEBREBIIER,

£ Snapshot MREIFLUTE4:
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B Type Required Description

version string =8, Trident API higZs ("1")

name string =8 Trident Snapshot ¥ & AY
BFR

REZFR string =8, FEZRS L Trident
Snapshot 31 &892 R

volumeName string =3i 8 NESBIREBIKAMS
BB FR

volumelnternalName string 28, FiER S EXEERY Trident
EXRBIR

&iE £ Kubernetes &, XEXNKRESBEHITEIR, BAIUBFENIUEE Trident BERIRR,

872 Kubernetes VolumeSnapshot MRIERES, Trident SEFAEMERS _LOIZE Snapshot WK, LHIREEX
KM internalName @I EI% snapshot- 5 VolumeSnapshot MRy uip (N, snapshot-

e8d8a0ca-9826-11e9-9807-525400£3£f660 ) AEMEMM. VolumeName M volumeInternalName
LB R EEENIFEAE B RIET,

Trident "ResourceQuota 3£

TridentsFiP#IEFERA MR ERE (KubeNet P B BN RS MTEKE). LUK TridentB] LATELE F T3 s X HIHAIBIR 1A
BIEE. H AT TridentsFIF# 2 “system-node-critical’ Podit b R [E IR E RSB R LA R BB A TE Hio

Alt. Trident=fEA— 'ResourceQuota’ 3 K KR E Trident<FiFi2F & LAY "system-node critical"fiL7tZk
K, EEHEMLIETFIFHZEZA]. Trident2ETHIR. NARKEZM. WA % "ResourceQuota I R.

NREEBW IR RECEF M IR IEHITEZITH. ATUERHelmBRER custom.yaml 2 A
& ResourceQuota ¥ &,

I TFR2—1 " ResourceQuota X RHR . ZXREMAAIETridentFE,

apiVersion: <version>
kind: ResourceQuota
metadata:
name: trident-csi
labels:
app: node.csi.trident.netapp.io
spec:
scopeSelector:
matchExpressions:
- operator: In
scopeName: PriorityClass
values:

- system-node-critical
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BRARERMIIEMIER. EBM "Kubernetes: ZIRELEN's

B8 ResourceQuota WRZHELNY
ERDEIBER T SNRTELIE ResourceQuota WRERELM. BAEIA "EEHE" REEHLE,

WNRAEER. 1B5FohflFR ResourceQuota 3K,

fifl B ResourceQuota

MREHEEHECHNERRS A oI UER T s S MIBRTrident "ResourceQuota’ 3% :

kubectl delete quota trident-csi -n trident

PODZ £ E(PSS)M1Z 2 L TXRHI(SCC)

Kubernetes Pod & 247/ (PSS)fIPod & £ HRE&(PSP)E XX ELk 7 H R HIPodEY1T

73, OpenShiftZe £ TFTXAR(SCC)E#FE X T HFE FOpenShift Kubernetes5|ZEHIPOD
R, NTIRMELILLBENIIEE. Trident=EREHEBEARLENRE. UTEHIFEHANSE
T TridentiZ B BIT R

st PSSIEELPodZ £ 5B (PSP), PSPEfEKubernetes v1.21HF . HIG7Ev1.250 kR, B
: FAEE. 520 "Kubernetes: Z24",

FrEERKubernetesZ £ F T XHMEXFEL

R Description

LS 73 CSIER#EFEH A ANEESH =. XEKETridentTs
HmPODAIIEITHIINA 28, BEXIFEHEER, BB
"Kubernetes: EEEIE",

FHMLRIERE iISCSISFHFHIZFT R, “iscsiadm BA] EIRISCSIHEE.
HEA NN SiSCSISFIF#HIZHTTIERS,

FHIPC NFS{EF ##2(8]3815 (Interprocess Communication
. IPC)5NFSD#TE(Z,

FAHPID BEINFSEIHREI S rpc-statdo, TridentRTEHE
HNFSEZHITHENHIZLURERS rpc-statd IETE
1B1T.

IhgE SYS ADMIN IHREE4FINA sSMEIATIRERN —E0 530 151
. DockerNENRHNA L EXLEINEE
. "CapPrm: OOQQ3fffffffff "CapEff
. OOOO3fffffffff

Seccomp SeccompEeE X A& F IEZR"RES. ALLFTE
ETrident/E o
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R
SELinux

DAC

PODZ A7 E(PSS)

Label

po-security.Kubernetes
I0/enforce” "po-
security.Kubernetes

I0/enforcehZs
% |

REEXMER. 15

PODZ 2B (PSP)

FE
allowPrivilegeEscalation
AFCsIDrivers

allowedCapabilities

FiFFlexvolumes

allowedHostPaths
allowedProcessMountTypes
ftﬁFUnsafeSysctls
defaultAddCapabilities
defaultAllowPrivilegeEscal

ation

forbiddenSysctls

EI‘Eﬂﬁ?ETﬁE%@%&PodEﬁi‘I&U LGRS TR

Trident R~ "FlexVolumeIX&hig

Trident3 R PODER T3 AR {4+

Trident R ERE

Tridet AR EEE M AL LM

Description

7£OpensShift £, BRI A BT ("EBRIFINE 2" )E
11T spc_t. ARANBSBEEHFPIETT
container to ff.t containerd, &&/g
container-selinux, FIEREEHFIETT
spc_t, MMBMMZEESELnux, Ak, Tridentfs
I0 - seLinuxOptions &2,

ERRAIB I NI L root AP 5131517, IEFFINA 2R
PlrootF F B 3517, LAIAIRICSIFRERIUNIXERF,

Description Default
AR TridentiT=HIZZM T RUIANL  enforce
HEipRB =T, BNENGBRZTENR . privileged ‘enice-

o version: <HFIEEEFRIRRZST MK
MRS Psshkad, >

LIEEE D Trident CSI-..." 40

Q& privileged N B TEITE R EEN. NRE. FEHRETrident,

Description Default

BRI B I A TAIFARF R
Trident R fEFE SZAYCSIIERT S

I Trident S SSFTENINEERS
BEBINGE. MFNSRSIRE
FrE I RERITHEE,

true

it HE

H

H}

F'. BIEENF=E8ERITFNE
FIFR A,

H}

4. EIgBIY|REFL.

H}

faI" ProcMountTypes o

H}

‘sysctls’

TEEENRBAFRINERILI

ab
BEo

ARITFNEARKEE A Trident PODH
TR,

RAEFEER sysctls .

H}

false

H}
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