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FREE,
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ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),
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EFATridentiZ B L& Trident, 1E%84E tridentorchestrator cr.yaml LUSIRE
‘cloudProvider /4 “"Azure", BIUl:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent

cloudProvider: "Azure"

Zfe
U T RAMERIFIET £ TridenttEZ2E cloudProvider Elazure “$CP:

helm install trident trident-operator-100.2506.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

U TR ZETridentHIEREIRE cloudProvider ' A “Azure:

tridentctl install --cloud-provider="Azure" -n trident
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MAzure 18,

BEAzureHIBAR M. B
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Trident =&

EfE A TridentiZ BT LEETrident, 15448 tridentorchestrator cr.yaml BURHEERN, HiE
‘cloudIdentity ' I&E ‘cloudProvider '/ “"Azure"
azure.workload.identity/client-id: XXXXXXXX—XKXKXX—XXXKX—XXKXXK=XXXKXXXKXXXXXo

a0

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXxxxxx' # Edit
it
FERAUTIMETEIRE =iRBiERF(CP)F* = B4 (ClyfrE8E:
export CP="Azure"

export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX—=XXXX—
XXRXXXRXXXXXX""

T RANELE TridentHHEAIFIE T
SCI'I®E ‘cloudIdentity:

2188 cloudProvider NAzure $CP. HEANIBETE

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SCI"

<code>tridentcti</code>

FERUTHREERE cRRIHEF " cE O IRSHIE:

export CP="Azure"
export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—
XXXXXXXXXXX"

U TR ZETridentHEIREIRE cloud-provider ' 4 “$CP. # cloud-identity $CI:

tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []

* Azure location Z/DEE— "FIkFM"s BTrident 22.01BHE location EHEEHWECEXEGTIER
WIEFEE, RIS ENMIE B2,

* LI cloud Identity iBIREX “client ID MA"FFSDECRIIEE B9 HIEPRIEELLID

azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXo

SMBERIHEfthE R
ZOIESMBE. EAAAE:

* BAcEActive DirectoryHiZE1ZZIAzure NetApp Files, 120 "Microsoft: SIEZFEIEAzure NetApp Files
#YActive DirectoryiEiz"s

* — P Kubernetes&Eg:. EFEE—MLinuxizHlgs T m U KRZE/D—1E{TWindows Server 2022EYWindows T
ET B, Trident{¥&1FEF | Windows T &5 _EiE{THIPodBISMB%,

* B/b—EEActive DirectoryZHEMITridentZ$A. LU{EAzure NetApp FilesE] LL[EActive Directoryi#1T 5 {7
¥k, ERNE$A smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* BEE AWindowsARSZHICSHLIE, BLE csi-proxy. &M "GitHub: CSHMTIE" 8§ "GitHub: i&F
FWindowsHICSI{LIE" & FEWindows_Liz{THIKubernetes T3 50
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TridentFIEEAEREIRECE (FMW. EMNE. IRSEHIFGE)TDIFRUE R BB E1 L8 Azure NetApp

Files%. 51 KMIRSHKHFIFMITAD,

Azure NetApp Files/gimtg it 7 X LEAC BT,

B Description

vehfas

storageDriverName FHEIRTHIZ R B9 B FR
backendName BE X &Mt Ein

Azure 1TEABITTiR ID

ssubscriptionIDo

NREAKSER LEATREM
IR BT,

P 1Do N g EMRRYES ID
INRITAKSER LERE RN
=B WAE,

FRIE IDo N T2 A ARRIE F s ID

INRTEAKSER LERE RN
=B WAE,

N A2 M B P i 1R

clientSecret o

INRTTAKSEE LERER W
=B WAE,

Default

YR 1

"Azure-netapp-files"

IREhIZF AR + " + BEHLFAT

" (&)

" (FEhmiEes)

" (Eimikds, BEtl)

sARSSZR 3! st , BRI BR 22—

g BB B Azure I BMIZFR
MREAKSEE LA T RER
3. MAEE,

resourceGroups BFmiEe AR RNERIRAT TR

netappAccounts BTk E R IERR NetApp K "[I" (FCimkes)
eSS

N BFmiE XA RNAR S TR

virtualNetwork BEBEZIRF WA E ML B FR

ssubnet Zkea

Microsoft.Netapp/volumes HY

FRIBZ TR



=K Description Default

WZEIHEE — N &N —2HvNetIhEERTRER
Basic 3{ Standard. M4ZINEE
EEFRBEMXEB I, FIREREE
TR ER. 18%F
networkFeatures 1RFXEHAILL
IeE. NM=SHEREXMK,

nfsMountOptions FEELRITHI NFS $E33%E, SMBEE "nfsvers=3"
ZrE, BERANFS 4.1558HE. 58
¥E nfsvers=4 EIES DIRAVES
EINFIRAIEENFS va.1, 1FESER
EXHIgENEHRN=BEE SN
Ao B A% B B EEIN,

limitVolumeSize MRIFEKRMEANEILE, WEE " (BRIAER T RREISLHE)
=N
debugTraceFlags WEEHBRN EERNERINS. &~ T

B, *\ {"api": false, "method

. true , "discovery": true} ",
PRIEEEEHITHIEHRH T EIF
%@E’\JEIE'E\EF%, BMEERLETH

BEo

nasType ACENFSESMBEEIE, kM EIE nfs

nfs, smb HAT. FIANER T
BZENTRRNFSBILBEANT,

supportedTopologies oIt i in 2 R RV X AN X35 Y 51

xR, BXIFMAER, BER 4

CSI $ah,
gosType F QoS KA BEhEFnb. Bzh
maxThroughput REMTFHNRAETHE, RUN 4 MiB/sec

MiB/F). XEZ3FFE) QoS BEM,
()  axmemsmdaEs. S0 TREAze NetApp Files BHIRLTEE",

PREBIRAZIR

WNREBIZEPVCESUREI"No Capacity Pools"(RIREIREM)HEIR. WKL BIZFFM AT 8e/8 8 XEBIFrEI R
MEBR(FM. BME. B2, NEEBATIER. TridentFiZRELIBEHIT ZMMAzUre BRIR, WIFEH
EEFERAELNAE,

EI'\JTE resourceGroups, netappAccounts, capacityPools, virtualNetwork, *I:I subnet E_[L)(ﬁ
RREBMHATLRERITRIEE. EAZHERLT. BINEARESRERI. BRNEZIRAUS Z N ERZIRLT
fico

@ AR EIAMLE S5 Azure NetApp Files(ANF) ZZfEIK P (U FARRZIRAS, NERERHRZRAS!
KOS, BAEINNEISEZRIRA,

b et

o resourceGroups, netappAccounts, # capacityPools {EEigfmites. AT B LRIMHI—HRIER
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AtFERHETBNFR. FEFTUUERASHRIEE. T2REZMKABUTER:

Type & 30o

Resource group < RIFA >

NetApp H~ < &R >/< NetApp K >

AEM < BIRLH >/< NetApp 1K >/< BEM >
REHAPIES < HRAH >/< ML >

Subnet < FiRA >/< BINLE >/< FI >
HiE

TR OB R B A RVSTRER 2 s E A M IETURIZRIZFNNE R E. 152N [RHIEE] THIFAES.

B Description Default

exportRule FBRSEHFN, "0.0.0.0/0
exportRule WAJEUCIDRETRE
RREEIPv4tiiEaIPv4F A
BHES HIRYIR. SMBEER

[e}

snapshotDir ¥4 snapshot B REVAT 4 3 FNFSv4. #"TRUE"; 3
FNFSv3. AH"false"
sRIN FERFIAKN "100 52 "
unixPermissions MERNUNIXRPR(@N )/ \ESIERE) ™ (FikIhee, FEEITERFTIN
- SMBEBERB, HEE)
TR E

UTFRAERTHAZSHEHREANBRANENEREE, XBEXERNREESETTE.



RIREE
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XEANNRIEERICE. FHRIEER. Trdenta2 KMEFRECE N BEZIKZAAzure NetApp FilesBIFR
ENetApptk P, BEMMFW. HBENEFEREEEF— NN FM L, BT nasType BET. Eit
2 nfs WARNEE. EREANFSEEE,

HERINIFFIaERAzure NetApp FilesHZIXF LR, IHECERIEMBERE. BXfrL. EFENFREC
BENESREFINTSER R E,

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus



AKSHIZE B %

WEIREEESHINEE subscriptionID, tenantID, clientID, # clientSecret, EFAZE
B8 ZREN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource—-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet
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EAFAKSH=Z%

tEIHREEESHMNEE tenantID, clientID, M clientSecret, 1EEASIREEZRHERN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

ERRENRERIISERS A EKE

tEmEEESREERETEAzurel eastus " BEMH "Ultra, Trident2 BRI (IEZRIKEAzuUre
NetApp FilesBFrEFW. HEENEEP—FWEHE— I FHE.

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
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BEF5) QoS BEMBFIHRHG

HERE B IS HRETE Azure B “eastus BB F L) QoS AEMMINIE,

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelLevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3



SRECE

EREEH# - BERETESE N N—NFN, FERTRESEENIAE,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"
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REPVHECE

HEIHRECERITE— T XEREX S EFE, NREES T REWSIFAENRS R, HEEHEE
Kubernetes FRElEFRTXEARSZRANEIFMES, WILINEIFEER. EIUITERTREX M

performanceo

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%le5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelLevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2



XFRINCE

Trident®] LIRS o] MK A TES BECE E. “supportedTopologies' thf5imECE A HYIR B Fieftt
FNEHRNKIFEMSXTR, TSNS XEXNS SN KubnetesE 8T s _EArE PRIXIFF 5
XELA, XEXIFMHXERRAEEERPRENATFETIR. XN TEEEIRREES X XIHH

FHEE. Trident2E ERXFMKEFEIEE, BXIFRER, HSH (EH CSI AR

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:
- application—-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

FRERENX

UTHA StorageClass X5 EIRTFAE M,

ERBRBIENX parameter.selector FE&

M parameter.selector EAILIAEMERE storageClass ATHRESHENT. SFEEE B
BN HE.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold

provisioner: csi.trident.netapp.io

parameters:
selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver

provisioner: csi.trident.netapp.io

parameters:
selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze

provisioner: csi.trident.netapp.io

parameters:
selector: performance=bronze

allowVolumeExpansion: true

SMBERRHBIE X

£ nasType, node-stage-secret-name, #l node-stage-secret-namespace. &LAILIIEESMBE

FHR PR ERIActive DirectoryE1E,
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RiAdr R = e ENEAREE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

SR EARENEN

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

BN ERAFENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}
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@ nasType: smb XFFSMBERMAYHIELES. nasType: nfs 3 nasType: null NFSHIAYIHE
PR T

B /5m
BIREREEXHE, ST THS:

tridentctl create backend -f <backend-file>
WMREHREIEEXK, NEKREELME, EaUsiTU TaSREEEEUBELEREA:
tridentctl logs

HREABIEREXHRIREE, R LUBXIETT create a5 <,
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