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cloudProvider to "Azure", lI40:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

=4
TR LEAsta=IIEESR cloudProvider ERIMEEERERNMEIAzure sCp:

helm install trident trident-operator-100.2402.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

LR RS2 Asta DentHi& & cloudProvider #RI2AN Azure:

tridentctl install --cloud-provider="Azure" -n trident

EATFAKSH= &%

B =&, Kubnetes Podr] LUBEENAWS IAMEBB#H1TEHINIERIFRAWSHEIR. MARTEERAWSE
o

BHEAWSHABRHM. 50

* FAAKSERE R KubbernetestE %
* 7EAKS Kubelnetes&8% FERE R T EH & B 19 Foidc-Issuer

* BREAsta=IIeE. HEAEHE cloudProvider BIIERE "Azure" M cloudIdentity I8ELIEREHAIR
s



Trident & T

EFRA=mc BT L& Astra=1f. 7E%HIE tridentorchestrator cr.yaml &8
cloudProvider to "Azure" FHI&E cloudIdentityto azure.workload.identity/client-
1d: XXXXXXKX—KXXXK-XXKX—KKXXXK=XXKXXKKXXKXKXo

a0

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
*cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-—

KXXX—XXXKX—XXXXXXKXKXXXX " *

e
FERAUTHREEIRE IRMEIZRF (CP) M = B4 (CI) Tr&RIE:
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX—XXXX—=XXXX—XXXX=
XXXXXXXXXXX"

LU TR ZEEAsta DentfllSets cloudProvider FRIMET X EHTMEIAzure scp HigE
cloudIdentity HAIFIRLE sc1:

helm install trident trident-operator-100.2402.0.tgz --set
cloudProvider=$CP --set cloudIdentity=$CI

<code>tridentcti</code>
FRAUTIMETERE iR ' =B 0 InENE:
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—
XXXXXXXXXXX"

TR ZEAsta DentHIKE cloud-provider FRIEA $CP, #l cloud-identity to $CI:

tridentctl install --cloud-provider=$CP --cloud-identity="S$CI" -n
trident
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {
"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited

permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"

1,
"permissions": [
{

"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/read",



"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write"

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

I

"notActions": [],
"dataActions": [],

"notDataActions": []
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azure.workload.identity/client-id: XXXXXXXX—XKXKXX—XXXKX—XXXXK-XXXKXXXKXXKXXXo
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ssubscriptionIDo

*ﬂF‘IDo

EPFI% ID,

clientSecret o
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Default
YRR 1

"Azure-netapp-files"

IRGHAZFRBFR + "
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=K Description Default

ssubnet ERLA
Microsoft.Netapp/volumes HY
FRIEY 2 FR

WILRIHEE —PNERN—HvNetINEERTAER

Basic B Standard. MEINEE
EEFR B X EB I . FIREREE
ITRFPER. 18%F
networkFeatures JIRFKBALL
e, NM=SBEREXMK,

nfsMountOptions FEAEH] NFS HEHED, SMBERE "nfsvers=3"
2%, EFEANFS 4.1EHE. B8
¥E nfsvers=4 EIES DIRAVES
IR PIEIENFS v4.1, TFESE
EXPIgENEH RSB S G
FCE 1% B RV SHETL,

limitVolumeSize MRBFBRPERNBEIIE, WE " FOABR TRERESLHE)
BRI
debugTraceFlags WEEHBRN EERNERHITS. &~ =T

B, *\ {"api": false, "method

. true , "discovery": true} "o,
PRIEEEEHITHEHRH R EIF

%E HBEEEE, SNE7ERLLIH

BEo

nasType FCENFSHSMBH IR, M EIE nfs

nfs, smb HAT. FINER T
BB NTSRENFSHERENT,

(D)  BxREmEmERES. B0 BEEAze Nethpp Files SR

FRFBIRAMZIR

YNRELIEPVCETURE"No Capacity Pools"(RILEIAE )R, WIEHIN AIRFEM I ae A KEXBIFRRINR
MABR(FR. EPRE. BE). NREATIEE. WAstra TridentiFi2 R eI FIREY L IAIAzure iR, JIE
EEEEFERAEINAE,

& resourceGroups, netappAccounts, capacityPools, virtualNetwork, # subnet RILAfE
FRREEMSTERERBIFRIEE. EAZHIERT. BNEATEREZR. RAERIRAIUS SN ERAFIRT
Aico

o resourceGroups, netappAccounts, #l capacityPools {EEiglmites. AT B LIMHI—AHRIER!
AtEEEIETBNEER. HETUUERAEHRIEE. T2RERMEALUTHER:

Type Bo

Resource group < BBH >

NetApp 1K < &iR4H >/< NetApp MK >

AEM < ZWiR4E >/< NetApp 1K >/< BEM >
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Type 3o

REPAPIZS < HIFRA >/< EEIL >
Subnet < FRA >/< BN >/< FI >
SiE

TR LUBE R B RS ER 2 RIS E U P IETURIZRIFNINE R E. 152N [RHIEE] THIFARES.

B Description Default
exportRule FBRSEHFN, "0.0.0.0/0
exportRule WJizE LACIDRE R E
RERIPvAIEERIPv4FRIZE
Eﬂgﬁ%ﬁﬁﬁﬁﬁéo SMB&EEZ
snapshotDir =4l .snapshot B RHIAI L 1E false
s/ HERIEARN "100 7 "
unixPermissions MEHUNIXRPR@AD/ G#FIEE) "™ (FusTheE, FEEITEPTIN
o SMBEERE, H&%8)
THIECE

UTFRAIERTRAZSHEHRBEANBRANENESEE, XBEXEHRNREETT .
RIERE

XREMNREEIHIEE. FRLEE. Asta=iRE#EI UL EAEEIEZR KL Azure NetApp FilesBIFR
BNetApptk P . BEMMFM. HEVBHEREETEF—MHEMNFM E, EN nasType & nfs EAIA
BRTER. EmEANFSERE,

SHIENIRIFFaafERAAzure NetApp FilesH AR LEIR(ERT. HECERIEBAIERE. BLRE. BFEENFRE
BENESREGINTSERRE,

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET

location: eastus



AKSHIZE B %

WERAEESHINESR subscriptionID, tenantID, clientID, # clientSecret, EFARE
B2 RIEN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet

EAFAKSH=E )

HWEIRIEESHIEE tenantID, clientID, M clientSecret, EFERIMRNERERN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet

subnet: eastus-anf-subnet

location: eastus

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
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fERAEMImERNTERS RS EE

AL E S E B TAzure® castus B Ultra BEM, Asta=iRFiEENEAIZMIEER
¢6Azure NetApp FilestIFRE FW. HEENEEFR—NFW LEHE— I #HE

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2



SRECE

12

EREEH# - BERETESE N N—NFN, FERTRESEENIAE,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'



REPVHECE

HEIHRECERITE— T XEREX S EFE, NREES T REWSIFAENRS R, HEEHEE
Kubernetes el R TXEARSZRANNTFMESL, MWILIHEEIFEER. EINITERTRIEX Dt

performanceo

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2

TFREEENX

ITFAA StorageClass ENX S EIRTFAEM,



ERNRHIENX parameter.selector FE&

fEF parameter.selector EAILLAETMERE StorageClass HFREENEN, HSEEIEEMPENX

BN A H.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold

provisioner: csi.trident.netapp.io

parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver

provisioner: csi.trident.netapp.io

parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze

provisioner: csi.trident.netapp.io

parameters:
selector: "performance=bronze"
allowVolumeExpansion: true

SMBERIRFITE X

f£F nasType, node-stage-secret-name, #l node-stage-secret-namespace.

FHRFRERActive Directory £z,
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iR E EHEAEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

SR EARENEN

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

BN ERAFENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}



@ nasType: smb XFFSMBERMAYHIELES. nasType: nfs 3 nasType: null NFSHIAYIHE
PR T

B /5m
BIREREEXHE, ST THS:

tridentctl create backend -f <backend-file>

NREwHEERY, NEHEELIEE, ERILUETU T aLKREFEETURELRERRA:

tridentctl logs

HREABIEREXHRIREE, R LUBXIETT create a5 <,
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