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MREEANRREEFAES. WNRERDIZFFAFNAELIR, BRIAERT. &MhRABIRedHat CoreTM
OSELR®EXLETH,

NFSTH

NREFERNEUTHS. IBEENFSITEA: ontap-nas, ontap-nas-—economy, ontap-nas-
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iISCSITH
NREBEANEUTHS. IBEXEISCSITA: ontap-san, ontap-san-economy, solidfire-sane

NVMeT E
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@ X FNVMe/TCP. ZiXfEEFRAONTAP 9.128 E S kR4S,
TPRRELZI

Astra Trident= =1 B ot R 25 7] LUE1TiSCSIZNFSARSS -

@ TRRSZIAIRFNELAMNARS . BLEARIERSEERIE. k. NREKERILAIRS.
MFTEERIESEFHRFEY.

BEEMN
Astra Trident2 AT REIBRSEH LARRAMBARS . BEEXLESMH. 151517

kubectl get event -A --field-selector involvedObject.name=<Kubernetes node
name>

EELMHIRS
Astra TridentfRiR A Tridentts RCREMNE NPT RBENRS. EEFERMBRS. 1B1E1T:

tridentctl get node -o wide -n <Trident namespace>



NFS volumes

EREATENRERZNGSLENFSTE, HWIRNFSARS BB thEREIREN.

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D  =#NFSIAREREHIADR. LR SEEHEBNEAN,

iISCSI &
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3. FEPITHRE A e HRTISCSISIERTIME NATFEMISCSIZIERT.

@ BEEEENAEMTH trident-main FHMAIDemonset Pod LB 28, BEEEFHE. HIE
%8 debug TEAstra TridentZZEHA[B1I& & A "true"s
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* MNRFHARHCOS 4.5 EShRAHEMSRHELEARBILinuxD &k, iBS5E SR solidfire-san X&)
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/etc/iscsi/iscsid.conf, Element 12. 72T FEFIPSHILECHAPEASHAT., SHA-256F1SHA3-
256,

sudo sed -i 's/”"\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* FAIE1TRHEL/RedHat CoreOSHIiSCSI PVAY T{ET =BY. 158 discard StorageClassHl
HImountOption. FFHITEAITEIEIUR, EE I "Red Hat 314"
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-
mapper-multipath

2. ¥ iscsi-initiator-utils FRASZEE /9 6.2.0.877-2.el7 S EBhRES:
rpm -gq iscsi-initiator-utils
3. BHEIRENFoh:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BRZEE:
sudo mpathconf --enable --with multipathd y --find multipaths n
@ fffR detc/multipath.conf contains find multipaths no under efaults .
S. M4fR iscsid M multipathd IETEIBTT:

sudo systemctl enable --now iscsid multipathd

6. BAEHEE iscsT ;

sudo systemctl enable --now iscsi

Ubuntu
1. RENTRERGE:

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. ¥97 open-iscsi lRASEE N 2.0.877-5ubuntu2.10 XEShRAS (WFFNFHRL) 5( 2.0.877-
7.1ubuntu6.1 XESEhRZAS (XFF Focal ) :



dpkg -1 open-iscsi
3. BB RFoh:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BRZRE:

sudo tee /etc/multipath.conf <<-'EOF
defaults {

user friendly names yes

find multipaths no

}

EQF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

(D iR detc/multipath.conf contains find multipaths no under efaults .

S. MREBREHIE!T open-iscsi M multipath-tools :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

¥F Ubuntu 18.04 , EATSFER iscsiadm KIMBMrwO, SARBRBE) open-
(D) iscsi, iSCSITIMEAERE. EHAE 1scsi BSERNEMEE Lscsid
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* NVMeFEZRHEL 95 E S iR 48,
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B R NNZhRAE T EBNVMeiR BBk N,



RHEL 9

sudo yum install nvme-cli
sudo yum install linux-modules-extra-$ (uname -r)

sudo modprobe nvme-tcp

Ubuntu

sudo apt install nvme-cli
sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

WiIERE

Z&fE. EAMLWIEKubenetes BB N R EREEGHE—HINQN:

cat /etc/nvme/hostngn
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* "EZE Azure NetApp Files J5if"

* "BEEEEFTF Google =F&HI Cloud Volumes Service [5iR"

* "B2E NetApp HCI & SolidFire [Gi"

* "f§5F ONTAP Z{ Cloud Volumes ONTAP NAS R&pfiEF At & Eis"

* "{§F ONTAP B} Cloud Volumes ONTAP SAN IREhiZF AL & o in"
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Azure NetApp Files



ACE Azure NetApp Files [5if%

&/ LI Azure NetApp FilesER B N Astra=1f, &) LUERAzure NetApp Files/gimiE
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HEEEE,

Azure NetApp FilesIREH2FIEAEE

Asta=ImbE IR T LU T Azure NetApp FilesT#EIRchizF. ATSEEHITERE, IFHNHRRIEE
. ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

KaptzrRs iy BRI SHRVIGIIRTC RN RS

azure-netapp-files NFS XHRG Rwo. ROX. rwx. RWO nfs, smb
SMB P

ARSI

* Azure NetApp Files BRSZ A2/ NVF100 GBHE., SNRIFRHER/. Asta=imRAZIF=BEENEI7E100-
GiB%.

* Astra Tridentf¥ 2 #5%SMBEEH FlWindows T3 ;1 _EIE1TRIPod,

AKSHIZE &%

Asta=ININEEX +F " & 19" @B FAzure Kubnetes Services&EEf, EFASE SMIRHMNELHERESIE. &
AT

* {EFAAKSERERKubbernetes& ¥

* 7ZAKS Kubbernetes®& FEiENZE 5%

s BLREAsta=1ThgE. HEFEHE cloudProvider LUIFERE "Azure"o
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Trident & T

EFERAZImc R REAstra=1lf. 1H44E tridentorchestrator cr.yaml €&
cloudProvider to "Azure", lI40:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

=4
TR LEAsta=IIEESR cloudProvider ERIMEEERERNMEIAzure sCp:

helm install trident trident-operator-100.2402.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>
LU T RANIG L EEAsta DentH i E cloudProvider FRIEA Azure:

tridentctl install --cloud-provider="Azure" -n trident

EATAKSH =SS

WIS, Kubnetes PodA] LUBI fENAWS IAMA & #ITHHIERIFRIAWSHIR. MABRMEELAWSE
o

BEHEAWSHFIBRS M. B

* EFAAKSERERKubbernetes&E &
* 7£AKS Kubelnetes& 8% F A B T Ef # 59 Foidc-Issuer
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Trident & T

EFRA=mc BT L& Astra=1f. 7E%HIE tridentorchestrator cr.yaml &8
cloudProvider to "Azure" FHI&E cloudIdentityto azure.workload.identity/client-
1d: XXXXXXKX—KXXXK-XXKX—KKXXXK=XXKXXKKXXKXKXo

a0

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
*cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-—

KXXX—XXXKX—XXXXXXKXKXXXX " *

e
FERAUTHREEIRE IRMEIZRF (CP) M = B4 (CI) Tr&RIE:
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX—XXXX—=XXXX—XXXX=
XXXXXXXXXXX"

LU TR ZEEAsta DentfllSets cloudProvider FRIMET X EHTMEIAzure scp HigE
cloudIdentity HAIFIRLE sc1:

helm install trident trident-operator-100.2402.0.tgz --set
cloudProvider=$CP --set cloudIdentity=$CI

<code>tridentcti</code>
FRAUTIMETERE iR ' =B 0 InENE:
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—
XXXXXXXXXXX"

TR ZEAsta DentHIKE cloud-provider FRIEA $CP, #l cloud-identity to $CI:

tridentctl install --cloud-provider=$CP --cloud-identity="S$CI" -n
trident
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NREEE R EHAzure NetApp Files SRTEFUEFH. NBEEHIT—LEYIAECERIZREAzure NetApp Files 3
BIEENFS#E, 1EE M "Azure: 1&EAzure NetApp Files HBIZENFSE",

ECEFMER "Azure NetApp Files" Jgif, BEEHEUTENR:
* subscriptionID, tenantID, clientID, location, #l clientSecret {FAKSE
@ B HERARE S M ARIE,
* tenantID, clientID, # clientSecret FAKSEE: FFEHASIRIRRATE,

s —NAREHM, FEEM "Microsoft: JJAzure NetApp Files SIEZB =",
* &ik45Azure NetApp Files F9F M, 155 "Microsoft: FFMZI kA Azure NetApp Files's
* ssubscriptionID 3KB/EHAT Azure NetApp Files Y Azure 175,

* tenantID, clientID, M clientSecret M "NATEFEFM" 7 Azure Active Directory R, BB EBR
Azure NetApp Files IRSZ PR, NFFEFEMRFER L TE—IN:

° FIEEREMEAE "HAzUreFIE X",

o B'HENTHERAE" ITIALS (assignableScopes). FEBLUTINR. XLLEAPRIEFAstra
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BEXTTHMERT

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {
"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited

permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"

1,
"permissions": [
{

"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/read",



"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

I

"notActions": [],
"dataActions": [],

"notDataActions": []

* Azure location Z/DEE— "EIkFM"s BTrident 22.01BHIE location BN EERECE X EGTIER
WIEFES, TEREIAPTE EE’JLLETEH?&UB&

* LI cloud Identity iBIREX “client ID MA"FFSQECRIIEE B9 HIEPRIEELLID

azure.workload.identity/client-id: XXXXXXXX—XKXKXX—XXXKX—XXXXK-XXXKXXXKXXKXXXo

SMBERIHE K
ZeIESMBE. EUTAR:

* Bt &Active DirectoryFHiZE1ZZIAzure NetApp Files, 12N "Microsoft: BIEFIEIEAzure NetApp Files
AJActive Directoryi®EiE",

* —/“Kubernetes® 8. EFEE—MLinuxiThlZs T R AR E/D—ET1TWindows Server 201989Windows T
ETS s, Astra Trident{¥ 21515 SMBEHEE EIWindows T s _EimiTAIPod,

. E/I\—/\@/E\Actwe Directory/E#ERJAstra TridentZ 0. LAfEAzure NetApp Files AJ LAEActive Directoryif
TEHEIIE, UEMEA smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* BB AWindowsARSZHICSIKIE, ERE csi-proxy. BB "GitHub: CSILIE" 8 "GitHub: &M
FWindowsHICSIHEIE" & BF1EWindows_LiE{THIKubernetes T &=,
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Azure NetApp Files [FIfHEC & EINFIR G

T BB&ER T Azure NetApp FilesBINFSHISMB/GEimEL B ixEINH EEEE R Flo

[EUREC B I

Asta=InfFEFERENEIHIEE(FM. EBIMME. IRSENFMGE)EFERUETHANAEN EEEAzure
NetApp Files®. H51ERKBIARS %K 5F1FM LA,

@ Astra Trident A% #FF 5 QoS BE,

Azure NetApp Files/Gimte it 7 X LEAL B IET,

28
vehfgZs

storageDriverName

backendName

ssubscriptionIDo

fAF 1D,

EPiR ID.

clientSecret o

sARSS R 5
g

resourceGroups

netappAccounts

_NE

N

virtualNetwork

Description Default
B 1
FHERTNIZFERI BT "Azure-netapp-files"
B X B MREF o i WEhiZF R AR + " + FEAF AT

Azure 1TIEAB9TTIR ID

NREAKSER LERATRE
IR WAL,

N 2R EMRIER ID

INRIEAKSEE: LERITE R
=55, WENk,

N AR EMRIE AR D

INREAKSEE: LERITER M

=57, WEnk,

N FRtE R A M PR R P iR A

INRTEAKSER LERRE RN

=B WAE,

StiiE , BR N BR Z— " (FEA)
B EH Azure (LB Z TR

NREAKSER LEATREM
IR, MI9RTE,

BAFmEEAMARNTRATIR "[I" (EimiksR)
RAFmEE LI AR NetApp HKFA "[]" (FCTHikes)

LIS

BFmEBLAMFRNAEMTIR " (Cimikss, B

BEZIFMBYEPAILEEIR R
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=K Description Default

ssubnet ERLA
Microsoft.Netapp/volumes HY
FRIEY 2 FR

WILRIHEE —PNERN—HvNetINEERTAER

Basic B Standard. MEINEE
EEFRBEMXEBRI . FIRERET
TR ER. 18%F
networkFeatures JIRFKBALL
e, NM=SBEREXMK,

nfsMountOptions FEAEH] NFS HEHED, SMBERE "nfsvers=3"
2%, EFEANFS 4.1EHE. B8
¥E nfsvers=4 EIES DIRAVES
IR PIEIENFS v4.1, TFESE
EXPIgENEH RSB S G
FCE 1% B RV SHETL,

limitVolumeSize MRBFBRPERNBEIIE, WE " FOABR TRERESLHE)
BRI
debugTraceFlags WEEHBRN EERNERHITS. &~ =T

B, *\ {"api": false, "method

. true , "discovery": true} "o,
PRIEEEEHITHEHRH R EIF

%E HBEEEE, SNE7ERLLIH

BEo

nasType FCENFSHSMBH IR, M EIE nfs

nfs, smb HAT. FINER T
BB NTSRBNFSEHERENT,

(D)  BxREmEmERES. B0 BEEAze Nethpp Files SR

FRFBIRAMZIR

YNRELIEPVCETURE"No Capacity Pools"(RILEIAE )R, WIEHIN AIRFEM I ae A KEXBIFRRINR
MABR(FR. EPRE. BE). NREATIEE. WAstra TridentiFi2 R eI FIREY L IAIAzure iR, JIE
EEEEFERAEINAE,

& resourceGroups, netappAccounts, capacityPools, virtualNetwork, # subnet RILAfE
FRREEMSTERERBIFRIEE. EAZHIERT. BNEATEREZR. RAERIRAIUS SN ERAFIRT
Bico

o resourceGroups, netappAccounts, #l capacityPools {EEiglmites. AT B LIMHI—AHRIER!
AtEEEIETBNEER. HETUUERAEHRIEE. T2RERMEALUTHER:

Type Bo

Resource group < BBH >

NetApp 1K < &iR4H >/< NetApp MK >

AEM < ZWiR4E >/< NetApp 1K >/< BEM >
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Type 3o

REPAPIZS < HIFRA >/< EEIL >
Subnet < FRA >/< BN >/< FI >
SiE

TR LUBE R B RS ER 2 RIS E U P IETURIZRIFNINE R E. 152N [RHIEE] THIFARES.

B Description Default
exportRule HENS B, "0.0.0.0/0
exportRule WJizE LACIDRE R E
RNHERIPvARIIE S IPVAF A
BESHREYIR. SMBEER
o
snapshotDir =4l .snapshot B RHIAI L 1E false
s/ MBEHRIAKRN "100 7 "
unixPermissions MBBUNIXRPR 4N/ \#EIEE) ™ (FIheE, FEEITEATIN
- SMBEEZE, H&%8)
THIECE

UTRAIERTRBASHEHRBEABRNENESELE, XBEXEHRNRERTT .
RIRE

XEEMNREEIHICE. FRALEE. Asta=inFMEn LRI BEEIEZRIKLEAzure NetApp FilesBIFR
ENetAppik . BEMFW. HEBEVISHEHRETHEP—MMFN L, EHR nasType BEE nfs FAIA
BRTER. EREANFSERE,

HIENIRIFFafERAAzure NetApp FilesH ZIHFELEIR(ERT. HHECERIEBAILRE. BLfMF L. BFEZENFRE
BERMUEIMNTEESRE.

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91le5713aa
clientSecret: SECRET

location: eastus
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AKSHIZE B %

WERAEESHINESR subscriptionID, tenantID, clientID, # clientSecret, EFARE
B2 RIEN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet

EAFAKSH=E )

HWEIRIEESHIEE tenantID, clientID, M clientSecret, EFERIMRNERERN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet

subnet: eastus-anf-subnet

location: eastus

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
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\

fERAEMImERNTERS RS EE

AL E S E B TAzure® castus B Ultra BEM, Asta=iRFiEENEAIZMIEER
¢6Azure NetApp FilestIFRE FW. HEENEEFR—NFW LEHE— I #HE

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2



SRECE
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EREEH# - BERETESE N N—NFN, FERTRESEENIAE,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'



REPVHECE

HEIHRECERITE— T XEREX S EFE, NREES T REWSIFAENRS R, HEEHEE

Kubernetes el R TXEARSZRANNTFMESL, MWILIHEEIFEER. EINITERTRIEX Dt

performanceo

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2

T E X

MU TFASA StorageClass EXEIE ERTFEM,
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ERNRHIENX parameter.selector FE&

fEF parameter.selector EAILLAETMERE StorageClass BFREENENT, HSEEIEEMPRENX

BN A H.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold

provisioner: csi.trident.netapp.io

parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver

provisioner: csi.trident.netapp.io

parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze

provisioner: csi.trident.netapp.io

parameters:
selector: "performance=bronze"
allowVolumeExpansion: true

SMBERIRFITE X

f£F nasType, node-stage-secret-name, #l node-stage-secret-namespace.

FHRFRERActive Directory £z,
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iR E EHEAEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

SR EARENEN

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

BN ERAFENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}



@ nasType: smb XFFSMBERMAYHIELES. nasType: nfs 3 nasType: null NFSHIAYIHE
PR T

ellfed=yiy
IR EIREEN G, BITUTHS:

tridentctl create backend -f <backend-file>

MRGEHEERERY, WEkEEHIRAF, ErILUETUTHSREFERTURERERR:
tridentctl logs

MEHEEREXHHREGE, EeJLIB/RIBIT create 85 <,

71Google Cloud/5ixAE Cloud Volumes Service

T BRAN{A(E IR R R HIEC B 5 &R T Google CloudfINetApp Cloud Volumes Service B
B N Astra TridentL &M G,

Google CloudiFshiEFEAME R

Asta=TINEER M gecp-cvs SEEBENREF. ZHRVIFRZEINEE:. ReadWriteOnce(RWO)
« ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWtriteOncePod(RWOP),

KEhiERr Y BRI SRR EET RN HRR
GCP-CVS NFS XHRSR Rwo. ROX. rwx. RWOP nfs

T &R FGoogle CloudfJCloud Volumes Service fJAstra Tridentsz 5

Astra Trident®] ILA7EF N E 63 Cloud Volumes Service &2 — "IRFEZZEE":

* CVS-Performance:. ZXiABYAstra TridentlRSZEE, X MREMUBIRSZSEEZESEMMERENE~ TR
%, CVS-PerformancefREZHEEB—MEHIZETL. ZIFHNEXRNELDL 100 GiB, EAILLEE—N "= IRS
LRl

° standard
° premium
° extreme

* *CVS*: CVSIRSZREURMBIHATAM. HaeLknIRFINTE, CVSIRSZEERZ— ML, AIEREF
B I NE1 GBHE, FEMERZAIEE501E. HFMESHAZHNEEM ML, EaILUEE—"
MRS RA"

° standardsw
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° zoneredundantstandardsw

EREHNE

LIEREMER & T Google Cloud #J Cloud Volumes Service" [Gif, EEEHREUTENR:

* BZ&E T NetApp Cloud Volumes Service FYGoogle Cloudti

* Google Cloud HF T B 4=

* BH netappcloudvolumes.admin FH Google Cloud RS
* Cloud Volumes Service it EIAPIZZEA 4

[5 i EC B 1T

B RIHEZTE— Google Cloud XIFFEES, BEHMKIEGIES, Ea]UEXEMGH,

S
vehflgZs
storageDriverName

backendName

sTRIESE

storagePools

projectNumber

hostProjectNumber

X 15

apiKey
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nfsMountOptions

Description

TFEIREAE P BY R FR
BE X B2 FEa i

FTFIEECVSIRS LR IESE, £ ...
software EHECVSARFZ XA, BN, Astra Tridentt
KFCVS-PerformancefR$5#£E! (hardware) o

XPRCVSARSS KA, BTiEERTEIBENEFME TR
S

Google Cloud tkFIBE %S, It{ERI7EGoogle Cloud
P ETTERE,

MRFERAEZVPCNE. MANED, FLERH.
projectNumber EARZBIME.
hostProjectNumber &EHINE,

Astra Tridentfll#Cloud Volumes Service ##JGoogle
=X, tIEBEXIHKubernetesSEEERT. EHAIZER
% apiRegion AIF1EZ 1 Google ClouditiXHI T =
EIRIN TR S, BRIERESFEEIMNLE,

Google CloudBR551tk F BYAPIZ €A
netappcloudvolumes.admin B, e8iE
Google Cloud Ar531K A & RETASHEY JSON FETLRY
NE (BFFEFFEREEXY) .

RIBRS BREEEIETICVSIKF IR IEEURL, KIEAR
ZERALLE HTTP I8, WaJLAE HTTPS {IE, X F
HTTPS 12, BBLIIEPEIE, UAFERIEIRSS2E
g;ﬁﬁﬁ BERZIEH, AZFERT BMRIERIERS

R NFS A,

Default

9L 1

"GCP-CVS"

IXEHFZFFRAE + " + API

BAN—ak

"nfsvers=3"
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=

limitVolumeSize MRIBEBRNEARNBEIUE. MWEEKK,

sARSSZR 3! ¥r&EMICVS-Performances{CVSIRSZ 45, CVS-
PerformancefE /Y standard, premium’ I
‘extreme, CVS{EN standardsw 3
zoneredundantstandardswo

Default

" (BRINER TSR SE
i)

CVS-PerformanceZRi\E
H"standard", CVSEZXIAE
J9"standardsw"o

L FAFCloud Volumes Service #MGoogle = M4, default
debugTraceFlags HEHIRR B AT S, 2. T
\{"api":false, "method":true}o FRAEEIETE
HITHEHIRH R R IF AN BTG, SNIE/ERL
Ihde.
allowedTopologies BEABXIEIGR). 15E X StorageClass
allowedTopologies AAMBIEFAAMKX, fI90:
- key: topology.kubernetes.io/region
values:
- us-eastl
- europe-westl
HECE IR
TR AR PITHIFIABECE defaults 8859,
= Description Default
exportRule MENSHAMN, H¥IFL CIDR  "0.0.0.0/0
RTERTHEE IPv4 #iitsy IPv4
FMASHIES DRYIR.
snapshotDir ifiA) * .snapshot’ B false
sSnapshot Figg HNREBEFENEB DL " (EZ CVS EMIAMENO)
s/ FBRIKR). CVSI4gEsR/IVMEN100 CVS-PerformancefRS3HEEERIA
GiB, CVS&/MENI1 GiBo 79"100GiB"s CVSIRSZSHEIKIGE

HINME. BEDEE1GIB,

CVS-PerformancefR s £ B R

T RFIRMET CVS-Performance [RSZ A MR BIEE
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RIREE

XZ2ERZRIACVS-Performance RE X B U R EIN A" RS KN R/ NG IHAL B,

version: 1

storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2

apiKey:

type: service account

project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-

project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/oauth2/auth
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token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com



mh2: BRSRRIRE

RGBT RiREC &R, BHERS KA NERIAE,

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth
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token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti



T3 EPCHECE

W RBIER storage BLEEIMMH StorageClasses XEEEN . BB [FEEE N UEBRFHESE
BIE X o

I AIG B RIFRE RIS E TR EBIFRIAE snapshotReserve 5%# exportRule F]0.0.0.0/0, FEM
HMIEFHITEN storage B ENEIMMEEN T HOHEMAM servicelevel. HFERLEMNESES
INME, BIHIrEAFIRIEX 9 performance # protections

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgogyxy4zg701lwWgLwGa==



client email: cloudvolumes-admin-sa@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
labels:
cloud: gcp
region: us-west2
storage:
- labels:
performance: extreme
protection: extra
servicelevel: extreme
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:
performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard
servicelevel: standard
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LU R StorageClassE XiE AT EINHEIE R, #MH parameters.selector. EAILIAE{ StorageClasstg
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=standard"



allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: csi.trident.netapp.io

parameters:
selector: "protection=extra"

allowVolumeExpansion: true

* 85— StorageClass (cvs-extreme-extra-protection)ME B —NEIM, XEM——RIRHK

=1MaER Snapshot T 10% BYHE,
* Rfe—" StorageClass (cvs-extra-protection)fEiRMH10%RBINZEHEMITZE M, Astra TridentR

EEZRM A EI. HERBEERBINEER,

CVSHRS5 KRB R

T REIRM T CVSIRS XA RAIRE.,
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XEERNRIEEIRICE storageClass FEECVSIRESEERFERIAE standardsw IREEKF

version: 1

storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software

apiRegion: us-eastd

apiKey:

type: service account

project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com
client id: '123456789012345678901"



auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://ocauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
servicelevel: standardsw
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Tfl2: fFiEhECE

36

W RFIEHREICEF A storagePools BLEFEM,

version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:

type: service account

project id: cloud-native-data

private key id: "<id value>"
private key: |-

MIIEvVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQDaT+0ul 9FBAwW1 9
L1AGEkrYUS5xd9K5N105JMkIEFNDSWCD+Nv+jdlGvt FRLaLKSRVXyFS5wzvztmODNS+
qtScpQ+5cFpQkuGtvIUI+N6qtuVYYO3b504Kp5CtqVPICgMJakK2j8pZTIgUiMum/
5/Y90TbZrjAHSMgIm2nHzFg2X0rqgVMaHghI 6ATm4 DOuWx8XGWKTGIP1cO0gPqJlgsS
LLaWOH4VIZQZCAYyW5IUp9CAMWgHgdGOUhFNfCgMmED6PBUVVLsLvcg86X+QSWRIk
ETQElj/sGCenPF7tilDhGBFafd9hPnxg9PZY29ArEZwWY 9G/Zj ZQXTWPgs0VvxiNR
DxZRC3GXAgMBAAECggEACN5¢c590G/gqnVEVI1ICWMAa1M5M2z09JFh1L11JKwntNP]j
Vilw2eTW2+UE7HbJru/S7TKQgASDnn9kvCraEahPRuddUMrDOvG4kT1/IODV6uFuk
Y0sZfbgd4iMUQ21smvGsgFzwloYWS5qzO1W83ivXH/HW/1igkmY2eW+EPRS/hwSSu
SscR+SojI7PBOBWSJh1V4ygqYf3veD/D95e12CVHERCkL85DKuUmeZ+yHENpiXGZAE
£8xSs4a500Pm6NHhevCw2a/UQ95/foXNUR450HtbjieJo50+FF6EYZQGEU2ZHZ08
37FBKuaJdkdGW5xgaI9TL7agkGkFMF4F2gv0OZM+vy8QKBgQD40oVuOkJD1hkTHP8 6W
esFlwlkpWyJRI9ZATLIOG/rVpslnX+XdDgOWQf4umdLNauShYEHOLU6ZSGs1Xk3/B
NHwR60XFugEKNi1iu83d0zS1HhTy7PZp0Zzdj5a/vVvQfPDMz70vsqLRdA7YCAbdzuQO0
+Ahg0ZtwvgOHQ64hdWO0ukpYRRWKBgQDgyHj 98ogswoYula+pPlySOpPwlmjwKyNm
/HayzCp+Qjiyy7Tzg8AUqlH10u83XbV428)jvg7kDhO7PCCKFg+mMmfgHmTpbOMag
KpKnZg4ipsgPlyHNNEoRmcailXbwIhCLewMgMrggUiLOmCw4PscL5nK+4GKu2XEL
JLqjWAZFMOKBgFHkKQIXXRAJ1kR3XpGHOGN890pZ0kCVSrgjubalef /5KY1FCt8ew
F/+alxM2iQSvmWQYOvVCnhuY/F2GFaQ7d0om3decuwI0CX/xy7PJHMkLXa2uazs4
WR17sLduj62RgGXRLX0c0QkwBiNFyHbRcpdkZJQuibYMhBa+757SxT4BtAOGAWMWT
UucocRXZm/pdvz9wteNH3YDWnJILMxm1KCO6gMXbBoYrliY4sm3ywJWMC+1Cd/HBA
Gecxd/xVuSmA2L2N3KMgl8Zhz8Th0G5DwKyDRJIgOQ0Q4 6 yuNXOoYE]jlo4Wjyk8Me
+t108iK98EO0UMZnhTgfSpSNE1bz2AqnzQ3MNOUECgYAqdvdVPnKGEfvdtZ2DjyMod
E89UIC41W])jIGmHsd8W65+3X0RWMzKMT 6aZc5tK9J5dHVMWIETnbM+1TImdBBEFga
NWOC6£f3r2xbGXHhaWSl+nobpTuvlo56ZRJIJVvVk71FMsiddzMuHH8pxfgNJemwA4P
ThDHCejv035NNV6oKyoO0tA==

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396"'



auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelevel: Standardsw

T R4
REHREXHE, ETUTHS:

tridentctl create backend -f <backend-file>

MREmHRIZERK, NEHEEHIAE, EaIEITUTaSREEEEURELAERR:
tridentctl logs

MEHEERREXHHIRHG, EeJLIB/RIBTT create 85,
At E NetApp HCI 5 SolidFire G
T fRUN{AI{EAsta TridentZ 26l 2 F1{E FHElement/Fim.

ElementIXshiZF 1540 2

Asta=TNINgelR M solidfire-san AT SEBENFREERIER. ZFEFRLRENEE:
ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

o solidfire-san FEREIIEFZFF file F_block HEI, o Filesystemvolumemode. Astra Trident
KOBEHCBEXH RS, XHFRFHIEER StorageClass FEE.

IXEhiZRE i EIE ZHEBVIHRIET TN H RS
solidfire-san iISCSI R Rwo. ROX. rwx. TITXHZRS, RIaR
RWOP o
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Kzhizkr

solidfire-san

ez Al

EIR T HEIFRIEL
XY 7RG Rwo. RWO1.

EelZElementiFinZAl. EEEHEUTERK,

* 1517 Element MFHIZ ZIFEHE RS
* NetApp HCI/SolidFire B EIR R~ AP NERE, TR TEES
* FiE Kubernetes TFT m&IN REEIE LAY iISCSI TR, H8M "TIETESEEE

[EimEC B 1T

BXEREEER, BESRTF&!

28

vehRZs

storageDriverName

backendName

pYir]
iyt

sVIP

e

AR

InitiatorIFace

UseCHAP

SHimR
s

limitVolumeSize

debugTraceFlags

Description

TFEIRENAE P YR AR
BE X &M iE Gl

fEAA P EHER SolidFire 8589
MVIP

=g (iSCSl) IP #uhtfNEma

ENATFEN—HAER JSON 1B
BURRE

EEANEARM (IRRKE,
neuE)

¥ isCsI RERFINFE ENEO

{FEFRACHAPXIISCSIH{TE /I8
JE, Asta=imZE|FEHRACHAP,

EFR/IGIRILA ID 5k
QoS #3E

RBRBERNESLLE, WE
BRI

HPEHIBRN EFERIRIR IS &
5 {"api": false , "method " :
true }

X RS

xfs, ext3,
extd

Default
BN 1
AR A "solidfire-san”

SolidFire + 7=fiE (iSCSI) |IP bt

default

true

EHE A "trident " BYIFIE)ZEBY ID

Y (BOAER AR L)

H}

(D) MMM debugTracerlags , MIEEMHTREHRA BEFAN AT
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51 BIERECE solidfire-san BB =MEXNIREIER

WREIERT —NEHEXYE, ZXEER CHAP BHIIEHERYEE QoS RIEx =& ITEER, G,
SR ATEE=E A 10PS storage class SEE X FEE U EREFREMHEE,

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

Tf52: MEmMTEMEEEE solidfire-san EBEPHNIREIIERF
IR BR T R IR E B SR E X S LA 5 | FiX LE Y StorageClasses,

EECERY. Astra Trident= 7 &M ERVIRE EHIZIFIREFMELUN. AT HEREN. FREERALURITENE
MEPBINEEE XITE

£ TEFIRERAIEREXXAH. NFAEFELRE TRENRIAME. XEFEBIRET type TESilver. &
POBERHITENX storage Hd. EIRAIR. FEFEHZIKEECHRE, MELFEHSBS LEHIRE
HIERINMES

version: 1
storageDriverName: solidfire-san
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Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"
UseCHAP: true
Types:

- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: '4'
zone: us-east-1la
type: Gold
- labels:
performance: silver
cost: '3'
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: '2'
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: '1'
zone: us-east-1d
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LA FStorageClassEENX5|A 7T EIREIM, FH parameters.selector FEH. B StorageClass#F =1
FAETATFHEEENEN M, SREEEEIHPENENHH.

% —"StorageClass (solidfire-gold-four )G FFE —PEMM, XEW—— PN elLBTIREEEEEER
A volume Type QoS iEh#. mfa—1 StorageClass (solidfire-silver)ARREIEEEEREMZEE
Mo Astra Tridenti§ ) REEZM N EIM. FHAFRBEFHEEK.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=gold; cost=4"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=3"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=bronze; cost=2"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=1"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver"

fsType: "ext4d"
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TRESEE
IR

ONTAP SAN IRhiEE

ONTAP SANIRzhiZ A

T #RYN0{A1{EEF ONTAP # Cloud Volumes ONTAP SAN IRGHFZFECE ONTAP Gif.

ONTAP SANIRGIEFIFMER

Asta=infFfifie 7 LU FSANTFERTNIZRF . BT SONTAPEE#HITEE, ZIFHILEIEAEHE
. ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

®

oz

ontap-san

ontap-san

ontap-san

ontap-san

ontap-san-economy.

ontap-san-economy.

i
iSCSI

iSCSI

NVMe/TCP

BER
NVMe/TCP
REMER
E0,

NVMe/TCP
BEER
NVMe/TCP
BV EAER
E S

iSCSI

iISCSI

BRI
3R

X RS

3R

X &S

R

X &G

SEFHYIAIEMRTC

Rwo. ROX. rwx. RWO
P

Rwo. RWO1.

RoxFlrwx1E X 4 R A EIR
X TR,

Rwo. ROX. rwx. RWO
P

Rwo. RWO1.

RoxFIrwxIEX 4 RAAEIR
X TFARAH,

Rwo. ROX. rwx. RWO
P

Rwo. RWO1.

RoxFIrwxEX 4 RABIR
X TFAATH,

BT Astra Control#TRIP. WERISE). Bk Astra ControlIXEHTE 32 e

EBIX RS
EXHRSE; RIgRIRE

xfs , ext3, extd

EXHRS; RIgRIKE

xfs, ext3, extd

EXHRS; RigRIgE

xfs, ext3, extd
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Astra Control 3R ohiEFFA M

Astra ControlF] A SIZN BRI TLEFRIP. IEMEMIZ S (TEKubernetes&E B 2 [BI#8 T4 ) ontap-nas
, ontap-nas-flexgroup, #l ontap-san JEEPiERF. 1BEN "Astra Control EFIFITEF A" THIFMEE,

* f£M ... ontap-san-economy REHXKAMEFEHETHIHES T, ARERILE "SZHF
BFIONTAPERH!"

@ * {83 ... ontap-nas-economy RE YK A MEERBTETES TN, A2 RIbE =i
FIONTAPEFRS]" #] ontap-san-economy T AR IREITERS,

* J870fEM ontap-nas-economy FUNEIRRIF. REME HIETHERIFE R,

RFR

Astra Trident fiZLL ONTAP 5 SVM BIER S 7151T, B@EER admin cluster P vsadmin SVM BB, B
EFEHEEHERABMNEMBITNER., X FEAT NetApp ONTAP 9 Amazon FSX &, Astra Trident i
fEFRS R fsxadmin user & vsadmin SVM AR EEHERAENEMBZFREVEAFE/ ONTAP 8 SVM &I1E
Ri51T. fsxadmin AP REHEERBAFRNERBEREF,

WMNRFEA 1limitAggregateUsage &8, WEEBEHEIEGNE, FiERH T NetApp ONTAP By
@ Amazon FSx 5 Astra Trident £&55 AR, limitAggregateUsage BEFIEATF vsadmin
# fsxadmin AP, MNRIEEILSE, EEIRIEEEK.

BIAT LITEONTAPHEIZR— A LI Z iRk shiz R EARIRFIE ERM AT, BRI FRIGXH M. KRS
hRZSHY Trident SEAFTEZENEM APl , MMEALTFEREES S HiH.

NVMe/TCPHYEL ;3 EEIN
Asta=inZiE2s ZFHERNIEZ KR EHR(NVMe) X ontap-san IRoFZFEIE:
* |Pv6
* NVMe&RYIRERFNTTE
* JAENVMeB A/
* S A\1EAsta TridentPEREIFEBINVMeE. LU{EAsta Tridentr] UEIBH A B HA
* NVMeZ#|Z&1E
* IEEHIEIER X FK8sTI = (24.02)
Astra=IHE R AR ¥

* DH-HMAC-CHAP. HINVMeZsHliR {5
* IR EIRETFEF (Device maper. DM)ZE&1E
s FHITTINER

ZBFAONTAP SANIRGFIZF R E S
T fR{EFHONTAP SANIXEIFEFECE ONTAP SR E R & {9 10 IEIEIN,
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R
JtFFFE ONTAP Gif, Astra Trident E2ZE/DA SVM HEc—1MERE.

FiglE, EEAILUE1TTE MRz, HelEBEmAER— P EmEFNFES. FiW, EeIURE(EA ontap-
san IREHFEFHY san-dev £FEH ontap-san-economy-one Y san-default 3,

FiEKubernetes TET SE N ML EIELMISCSITHE, EFEW "EETET S THRIFAER,

FTONTAPFimiH1T B9 I0IE
Astra Trident 128 7 FfH3t ONTAP FifiH#1T 91 FIER,

* Credential Based : EBFTENIRA ONTAP BBV AMERS, BINER admin 3 vsadmin FIENX
NELERAR, LUARS ONTAP AR AZED 4.

* BEFEP: Astra Trident X 0] UMERARIRRZENIEHS ONTAP £EH#ITIERES, L, EHREXMNEEER
PUiE+H, ZEAFEI{E CA IEBHY Base64 R3E (WRFEH) GV .

ERILEMNA ER. UWEEETEENGZNETEBNGEZEBE, BR. —RNFHF—FHIHRIES
o BYMEIEMBHIIETE. SN EHEETRRFRIRE 757%.

@ NREZ AR R TIEIIER . WERIERRK. HER—FHER. BHEEXGPiRM
T BB RIIETS Eo

BRETFRENSMHEIE

Astra Trident FFE SVM SEE / S£ESCEINEERAIRIEZ 885 ONTAP [GiR# TS, EBIVERITERTIE X

A, Bl adnin 8 vsadmin o XAFFRILUARSARKET ONTAP FRAERBIFRE, XEMRARIGEZEEIIEE API

NFFHARFRB Astra Trident hi A2/, AIUEIEZBEX 2 ERABHKEEMAT Astra Trident , {BREIN(E

R

[EUmE X B0 TR -
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",
"password": "password"

HAR, BRENXEERUAXNARAFENE—ME, IR IRGE, AFR / B35 EA Base64 HITHRIDH
Ff# 7 Kubernetes ZH, RIEREHEHEM —FE TMEENTE, Alit, XE—T{XHEERHITHIRE
, H Kubernetes S 17 EI2 G H1T.
BRETFIEPNHHIEIE
MM EN G LUERIERHS ONTAP EiRi#{TEE. BREXEE=12%,

* clientCertificate : B iHiFHH Baseb4 fRi5{E,

* clientPrivateKey : XEXFAHRY Base64 4RAL{E,

* trustedCACertifate . Z{51E CA iEHHY Base64 i3 {E, WMRFEHAFES CA, MATIREILSE, WMRFEE
FAA]{= CA, MeJLLZBRILISE,

HANTEREEU TSR,

p

1. £ EFHIEBMER, £KHY, 2 AE (CommonName , CN) REBANEFENZMHILIERN ONTAP
R

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. FEl{E CAIEHAINE ONTAP &8, ItiRArIseERFHEEERAMIE, WRKEHAEE CA, WA,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7Z ONTAP S8 L ZEZFIRIEBMNER (MTE 1 F18) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. gl ONTAP Z2ERABLIF cert BHMWIEAE,

security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

5. FERERAGERNNR S HIIE. & <SVM BIE LIF> F1 <SVM &1 > e HEIE LIF IP 1 ONTAP &Z#F,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
-—-cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. f£F8 Base64 XIEH, HEAMAIE CAIEB#HITHRID,

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. ERAMN E—TRENEEIRER.



cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +

E SIS A BRI E
TR AEHIE Rin U ERE S DI SAR R RE TR, XMMANENER: ERAF R / BhERIEiRA L

EMAERIS, ERIEBNERIUERARTRFR / BRNERK. Altt. EXTpRIIE B9IIESEH
AN EHREIES . RE. FREEMESHNENGIR jsonXXHH1T tridentctl backend update’,
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

RIRTIE, FAEBERMIMIE ONTAP EEMAFRNENE, AEH#HITEHER. BHRIEH
, AIAAPARMZMNMER. 25, BREERUERFIESR, ARSI ONTAP SEF kR
IRIEH,

EERASTHNERIRERENIANR, UASFNEZREINEEE, RNNEIHEMKRAE, Astra Trident
AILLS ONTAP Gl TIBE H A IERKHEIZRE,

fEFXE CHAP X EEH#HIT R I0IE

AStra TridentA] LA XN @ CHAPXISCSI= 1TB{PIE ontap-san M ontap-san-economy RENFEFo
XEE/SH useCHAP &, BN true’ ':F', A{’Fﬁﬁ EiﬁSVME’JEﬁMFﬂJ&F‘EzéEEE%?J?XI‘]CHAP, ¥
RERHXHFNARZNZEH, NetApp BiIVERANE CHAP 3 EE#HITH M. BRI TERERG:
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

C) useCHAP B Z—NMu/Rikll, REERE—R, ABRT, BHEGE RN false . BEHIZREN
true [, TEBHIGEN false o

BRY useCHAP=true Zi, FIHENENHAEIE chapInitiatorSecret ,
chapTargetInitiatorSecret , chapTargetUsername # chapUsername FER, BT

tridentctl update BIEREIH, AIUEXRXLERH,

TERIE
B3I useCHAP BB N true , FHEBIERIST Astra Trident TE7ZE/GIHECE CHAP , HhafE:

* £ SVM Lig&E CHAP :

° INRSVMBIERIABBiEF L2 X B fanone (FAINRE) M*EHERBEARILUN, Asta TIDent=IFEAIA
Z2RAIGE N cuapr ARKEALECHAPBIER UK BirA R B EE,

° 318 SVM & LUN , M Astra Trident R*&1E SVM L2 CHAP , X RIHERERMSVM_ EEBEE
BILUNAYIA R AR Z PR,

* BCE CHAP BatiZF AR BArAF A MEE; AAE/EIRACE TEEXEER (M LEFR) .

tliEfFiRfS, Astra Trident 28IE+HNAY tridentbackend CRD , #¥& CHAP BB AEEN
Kubernetes 213, Itbf5imHE Astra Trident SIi2BIFFE PV #3583 CHAP #TiEHEMEE,

R EH BRI

&R LUBId B #T backend. json XHHBE CHAP SR EH CHAP £iE, XEEFH CHAP B HFEH
tridentctl update #p<RMUXLEEN,

@ FHGEERH CHAP e, %AER tridentctl XEFGiE, 577385 CLI/ONTAP Ul B
FHEERE FMER, AH Astra Trident S5 1EEUXLETE X,
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e —— e — e e ettt
t——— R +

MBEEZERAZEMm; WREED SYM £8 Astra Trident B3, NMXLEERREREREENIRS. FEEEE
REHMENERE, IEERESRAFRITENRT. WAHERMEZAN PV BSRENERAERENETE.

ONTAP SANED & 3EINAN =1

T RRAN{AI{EAstra= IR LRI EAONTAP SANIREHIEF. A TiRE T /5
Zl|StorageClassesiV /G imAc E R FIFIIFAE R

[EUHECE I

BXEIHECEED, HSM TR

=K Description Default

vehfgZs 42 1
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2

=

storageDrive
rName

backendName

nfE B H

datalLlIF

sVM

M cuap

chapInitiato
rSecret

e

chapTargetIn
itiatorSecre
t

chapUsername

chapTargetUs
ername

E P imiEH

clientPrivat
eKey
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Description Default

FEIRshIZRR IR R ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san,
ontap-san—-economy

BE X & FRe 17t G im IXGHAZFFZ#R+" "+ dataLIF
ERSVMEIELIFAIPHME, "10.0.0.1", "2001: 1234 :
abed @ © : fefe]"

I LEE T2 REE S (FQDN).

INREAIPVOITERE T Asta=J7cH. MRTLUSE N
FRIPveitiiit, IPvestib A ER SRS HITENX . il
[28€8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
lo

BxTIsEMetroClustertJift. iFE I MetroClusterii
5l

Y LIF B9 1P i3k, HSVMIR4E

BN NISCSHETE, Astra TridentfFH "ONTAP 1%E#%
MELUNBRES" RINFEI ZREFSIEFAERISCI LIF, 30
RHW. MEERELE datallF BABE X,

*tFMetroCluster& &, *15& 01 MetroCluster=fdl,

E(FHAY Storage Virtual Machine WMRIEE T SVM managementLIF
, MERE
*FMetroCluster& g, *15Z& 01 MetroCluster=fil,

{EFACHAPXHiSCSIFJONTAP SANIRGHTEFIHITERIE false
UE[f/R{E]. &E N true 1tAstra TridentHfGiRAE
BISVMECE H{EBWECHAPERZRIAB R IGIIE, 55

W "EEFEAONTAP SANKEEFEE fGiR" T #2IE4H

=8
CHAP BiEF%H. TR AN usecHAP=true , MH ™
AR

ENATEN—HAER JSON BRANIRE

CHAP Bt BthiEFZH. WE N useCHAP=true ,
M)A AZETN

NEAFP&Z, RN useCHAP=true , MAHEH ™
BB &, RN useCHAP=true , MAHKEmHR "

P IRIEHE Bases HiDfE, BTFEFEBHNSHE ™

iE
ERinE AR Baseb4 HidE. BTETIERHNG
RI03E
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=2 Description Default

=

trustedCACer %2{E{E CAIFPHH Baseb4 HhE{E, A%k, BFEFIE ™

tifate BRI S IR,
RR& 5ONTAP £EHBIEFTRNAFR 2. BTETRENS "
B35k,
=5 5ONTAP &EEHBEFERNEE, ATETEENSHG ™
I3k,
sVM EfF R Storage Virtual Machine WRIEE T SVM managementLIF
, R4
sTRAERIER £ SVM RECEMENERAILZ. TEHREENR. B trident

B H. EREE— IR,

limitAggrega MWRFRAEEILEDLL, WEEXK. MNREFERE ™ EHABERTREFILHE)
teUsage FFNetApp ONTAP [GiffJAmazon FSX. 1B701EE

limitAggregateUsageo ety fsxadmin

vsadmin BB ENERSFERBRPMIREINR.

fEFAstra Tridentxd ELi#17RHl,

limitVolumes YNRIFERMEA/NEIUE. WEEKXKK. I ES "FIAER T AREILHE)

ize PRI E fqgtreeFILUN B EBRERI R AR/,
lunsPerFlexv & FlexVol B9Ex A LUN #1, #AT7E 50 , 20035BFE 100
ol |7§|
debugTraceFl MEEHHBRNEMFERIIARNS. a0, {"api": null
ags false. "METHO": true}
PRIEEEFEHITHRIEHIBRH B EIFMAN A EZME. SNE
MIER,
useREST FETF{EHE ONTAP REST API B97R/REE, * AN false

useREST fEA— M AT ARIZ A, BN TF MR
1B, MAREFIEAS, IRENBY true. Astra
Tridenti%f8EFHONTAP REST APIS Fim# Ti@ (S, Lt
IHEEEEFERONTAP 9. 111 R ESARA, ks, EH8
HIONTAP EFABNMENIAIR ontap MAERF.
X—E A @ FiE X KHE vsadmin Ml cluster-
admin BB,

useREST MetroCluster R $,

useREST e aNVMe/TCPEK,

sanType ERIER iscsi MFiSCSIT nvme EA iscsi R AT
FNVMe/TCP,

AT EREENEIRECE RN
1SR ATE P E A X ERTUTHIBOARE defaults BB D BXRA, BESRUTEERG.
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2

=

spaceAllocat
ion

sTUETRE

sSnapshot =®

gosPolicy

adaptiveQosP
olicy

sSnapshot i
v

[==]

splitOnClone

s

luksEncrypti
on

securityStyl
e

DERBE

SECE A

Description Default
LUN BY== [l 3 e "IER"
TEIFMERI; "T"(FE)HE"(F) "I
EFHAB Snapshot K& "I

EHBIENE DA QoS HKE&H, EFSNEEM /
[51%89 qosPolicy I adaptiveQosPolicy Z—, 1
Astra Trident F &/ QoS HREELAFE ONTAP 9.8 5§
BEEhRA. BINFERIEHEZQoSHEIA. HARIEREA
DANBAFEIERE. HZE QoS HREEAKIFIEL
E N 2B EF5E LR,

ERCENE DN EIEN QoS KA, EFEsIME
figit / [FimBY qosPolicy I adaptiveQosPolicy Z—

HNREBFERNER DL gngAmo". My o

snapshotPolicy /"none". &N

?9""

false

BIETeER, MERXRIFDZ5ME

T¥E L B ENetAppBINZE(NVE); ZhiAF false’s B false
fEALLIEI, HMIEEERE LIRS NVE BiFaIHE A

NVE ., tNR7EGEimERETNAE. M7EAstra TridentdAD
ENEASEHIEEEANAE, BX¥MAEE. 5L

"Astra Tridentf1{fAI SNVEFINAEEZ &EA"S

BRALUKSHII®E, B2 "EALInuxR—ZH1%
& (LUKS)"

NVMe/TCPAZ #5E FA LL RE RN

MENZ 2R

unix

JFFONTAP 9.5 SVM-DRZ B AR
B. A"XIRE"

fER" T "HIE RS

TER—TMENX T ERIMERRA:
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

X TFFER ontap-san BENIEFRIEMIFRESL, Astra Trident 2@ FlexVol E9MNAIN 10% B =
@ » LIRS LUN JTEE. LUN BERBFE PVC FiERIHELIA/NEITECE, Astra Trident 3§

FlexVol &0 10% (£ ONTAP RERARTAKX/N)  ARIERREMEKRNTHETE, ILE

BUREIRALE LUN ZRARRES, BRIFEFZRSFIARIATE,. XAERT ontap-san-economy.

MFENX snapshotReserve HfGiH, Astra Trident RN T A NITEESRIA/:

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 2 Astra Trident [/ FlexVol ZiFMNARNN 10% UB LUN o8, 3TF snapshotReserve =5% , PVCiB
K =5GiB, £E2K/\N5.79GiB , AJAEK/NA 5.5GB, volume show BN ERS U TRAIZEURILE

Aggregate State i Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd
online RW 5.79GB
_pvec_e8372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

Ba1, AR NENNEEERMITEIE—T%,
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RIRECE A
UTFRAIERTRAZSHEHREAMANENESEE, XBEXEHRNRESETTE.

(D IR Amazon FSx on NetApp ONTAPSAsta Dent&E & fER. NIEINE NIEEDNSZR. M
R2IPihit,

ONTAP SAN/RfI

XZ2EANEREE ontap-san RENFEFo

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

ONTAP SANZ 4RI

version: 1

storageDriverName: ontap-san-—-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>
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MetroCluster; 3|

TR RImEITEE. NEREVIRMYIEEFHERFREX "SVMEFIFIME"

BT[], 1EFERISESVYM managementLIF F A& dataLIF ] svm parametersffl0:

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

E TR E R IIIERA

ERERERERGIP clientCertificate, clientPrivateKey, M trustedCACertificate (W
REARSCA. MEIE)FIEF backend. json MR FRBEFIFIER. TRRAFRSCAILES
Hbase64 w3 B,

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_ iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
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XA CHAP I

XL RGER G iR useCHAP BN trueo
ONTAP SAN CHAP: =l

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SANZZ £ CHAPI

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe/TCP= {5l

RATIEONTAP/S IR AISVMECBNVMe, XENVMe/TCPHIE A FitAE,

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

Rt SR 5]

EXERFFHREX G, NEFEENSE TIHREIAME. Fla spaceReserve Jo. spaceAllocation
Jfufalse. # encryption Hfalse, FEIHMIEFEMEEL D HFHITE Mo

AER 27E"Comments"FEEFISBEREINT, T 1EFlexVol Li&E., FECERT. Astra Trident5 Bt _EAY
FREIEEREEFEES. NTAEEN. FHEEERTLUITEAT N EICHIIAETE XIFE,

EXLERGIAR, BLLEFEMESBITIEE spaceReserve, spaceAllocation, # encryption {B. ML
MEBEIINME
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ONTAP SAN/fI
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SANZZF MR

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe/TCP{l

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20"
defaults:
spaceAllocation: 'false'
encryption: 'false'

5 EmSTE| StorageClasses

AR StorageClassiE X P M [ EIRR o F parameters.selector FEEH. & StorageClass#f=
sHATATFRESHNEMM, SREEERIMHHAENXEZNHH,.

* o protection-gold StorageClassiGMRETEIFRRIE— N EAM ontap-san fGik. XEMW—IRHEEhER
PRI,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* . protection-not-gold StorageClassiGREIEIFHIE —PNFE=NEIMA ontap-san fGiw. REX
LE R HAVRIP RS R 2golds

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysqgldb StorageClassFRETE|FYE =PI ontap-san-economy [Fif. X&/Amysqldb
KRN BEEFREFMENEE R —i,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* . protection-silver-creditpoints-20k StorageClassi&BRETE|FAYE —NEIMAM ontap-san I
Imo XEME—IRAIRERIFFI20000™ME A =AY,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* o creditpoints-5k StorageClassiFRTEIFRIE =D EM ontap-san FHIFiHNEEEIAM
ontap-san-economy [Glf. XEM——{EH=EI500089:t™ Mo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* o my-test-app-sc StorageClassi§MREIE| testArPP HBEIIA ontap-san IKEIFEF sanType:
nvme, XEM—HAM™ M testAppo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Astra Tridenti/REEFW D EA. HBFEHEFEENK,

ONTAP NAS IRXcHiEF

ONTAP NASIKohFEF LA

T BRSN{AI{ER ONTAP # Cloud Volumes ONTAP NAS IXoHiZFFEZE ONTAP Sl



ONTAP NASIRGIEFIFME R

Asta=infFfifie it 7 LUFNASTEERTNIZRF . AT SONTAPEE#HITEES, ZIFHILEENEHE
. ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

@ WNREERAstra Controli#{TRIF. MEMIEEH. 1BIRIE Astra ControlIREHEFE A 14

Konizre Y BRI YIS RIET RN HRR

ontap-NAS NFS NHRSG Rwo. ROX. rwx. RWO "' nfs, smb
SMB P

ontap-nas-economy. NFS X4 A% Rwo. ROX. rwx. RWO ", nfs, smb
SMB P

ontap-nas-flexgroup NFS XHRG Rwo. ROX. rwx. RWO " nfs, smb
SMB P

Astra ControlIRchHiZF F A4

Astra Control ] AfEFRIENEIRETEFRIP. RMEME M oh % (TEKubernetesE8 2 [B]#% 5% ) ontap-nas
, ontap-nas-flexgroup, 1 ontap-san IRaHFEF. SN "Astra Control EFETIRHM4" THIFMER,

* £ ... ontap-san-economy REHKAMEFERE RIS TN, A2ERIE "2
HIONTAPHERE!",

@ * {83 ... ontap-nas-economy RE YK A MEEREHETHES TN, A2BRIbE =i
FIONTAPZEIRS" 1 ontap-san-economy To/AERIRENIEF

* /05 ontap-nas-economy FISIERIF. REMERBHIMENBR.
FAF R

Astra TridentiZ LIONTAP & SVMEIE R B{Hi51T. BHEFA admin E£EAF K vsadnin SVMAFHEGHEF
AENEMZFRAR,

JFFEAFNetApp ONTAP BJAmazon FSXERE. Astra TridentR/ S FIEEEELIONTAP {SVMEIE R B 49517

fsxadmin FAF 3 vsadmin SVMAFRHEBHRACHNEMBIFNEF, o fsxadnin AP EEBHEEAH
FHRBERERXEBF.

WRMFH limitAggregateUsage B, WHEEEHEIERNIE, iEHTF NetApp ONTAP HY
@ Amazon FSx 5 Astra Trident £5&{FAEY, limitAggregateUsage BAERATF vsadmin
# fsxadmin AP, NRIEELSE, EERIEEEK.

BT UEONTAPHEIE— A LU H = mIRshiEF AR Fai A e, ER1IAEINGXEM. KZEHH
hRZsAY Trident A2 AAEEEEBNEM APl , MMIEALZTEREES S HHE.

& EFONTAP NASIE i E /Gl
T R{EFRAONTAP NASIRGIIZFECEONTAPEIHME K. F4IWIEEINFS HFHEg.
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2K

* 3 FFFE ONTAP i, Astra Trident EEZE/DA SVM DE—1NEE,

s BRI LUB1TE N IREIIER, HelEismER—PNRGIIEFEMFEES, G, EaUEE—MERNESE
ontap-nas REPIZEFMFE RS ontap-nas-economy —1

* FiBKubernetes TIETI m &M ML EELHMINFST A, B8N "It BXFHAEE:
* Astra TridentfN 2 #5315 SMBEEEH FIWindows T ;2 _EIz1THIPod, 1BEE N EEILESVMBE THIIFMEE,

JTONTAP/GiH#H1T B9 I0IE
Astra Trident 12t T H#X% ONTAP Gim#{T S KIERIIET .

s ETERE: MEXFENONTAPEIHAE EHHINIR, BINFERASTEX REERABXEIKSA. fia0
admin 3 vsadmin LIRS ONTAP MRS RAFRE M,

BRI EXBERERHRLEIED. A aEFAstra TridentSONTAPEEHHITIBIS, bR, FIREXHM
BEEFPHIES, ZAMAE CAIEFHRY Base64 RiGE (MREA) EIY .

EEILEFIE Rin. UWEEETRENGENETIEBNGEZEE, BR. —RINFHF—MEHIIES
o BYMREIHMBHIIES A KM EIHREETRRIFINET %o

@ NREZHAFE R EEIER. WEHRIEEEK. HER—FKEIR. BHEEXHPIEM
T SMBERIIE %

BRETEIENEHIIE

Astra Trident & SVM SEE / £ESCENEE R EIEA8ES ONTAP Eimi#T@ S, BIVERITRAERTIE X

A, 90 admin 3% vsadmin o XA LIRS AFEL ONTAP RAEMERIFRES, XLEARAFGERFEINEE AP

NFEERFKBY Astra Trident iRASER, FILIBIZBENXZEERABHEEAT Astra Trident , {BREINfE

Mo

[EumRE X0 TR
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

IR, BREXEEEUANSERFENE—IE, IERRE, BFRR / BEEER Base6s #H1T4RIEH
76&79 Kubernetes 50, i / EMEHEM—FETHREENTE, Alt, XZ—IT{XHEERRITHIRE
, H Kubernetes S ZEEIERHIT-
BREFIEENS4HICIE
MMM ENGEHA LUERIERHS ONTAP Eifi#TEE. BREXEE=1EH,

* clientCertificate : B imIEHHY Base64 43 {E,

* clientPrivateKey : XExA$AH) Base64 Ri3{E,

* trustedCACertifate . Z{5E CA iEHH) Base64 fmiIE, INREHRES CA, MAtHttSE, MNREREE
FBrl{E CA, MBI ZEILIZE,

HANTEREFEUTIE,

p

1. £EREFPIEPRA. £/, B2AE (Common Name, CN) iEBNEENSHILIER ONTAP
BF.
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ]S CAIEHAINEI ONTAP &£58%, ItiRBrAIseEMFHERERNIE, MRKEREIE CA, WAL,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 12 ONTAP S8 L REXFIRIEBMNER (MTE 1 718 -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. HaIk ONTAP 2B RABHF cert BMNIWIEGZ.

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. FERAERHNERNNR S HIF, & <SVM B8 LIF> F1 <SVM Z#F > B SR LIF IP 1 ONTAP Z#F,
SRR LIF BUARSBSREZIKE N default-data-management o

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"

vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. f£F Base64 XIEH, HEAMAIE CAIEB#HITHRIG,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64

7. ERAMN E—TRENVELIRER.



cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et ettt it
o +—— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e e it ittt et P
+————— - +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o f——————_ Rt et L P
o t———————— +

T S IIE TS A BRI R

eI LIERIE Rin AR EMS R IIE R AN RREFRE, XRMANEEH: FRARS /I BHENERKAT L
SERAERILES; ERIEBNEHIUERAETRFR / BENER. Altt. SXRERIRE B HIEIESEH
RINFNBMIIES%. AE. FEREMGENbackend jsonXX . ZXHEEBERITHFAESE tridentctl
update backendo

70



cat cert-backend-updated.json
{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

WIRER, FHEIRRUMSE ONTAP LB MEN, AEHTEHRER. BIEHe
() LURRPRENS NS, 25, GREERLERIES, AEALUM ONTAP E2ERHIR
B,

BiRRAIPHXNEIRENIAR, BASHMEZREILNGER, NINEIHRENRE, Astra Trident
BJLAS ONTAP Gin# TR {EHMIERKEI SR,

EIE NFS SHHERR

Astra Trident £/ NFS S ZRESRITHIX HEE R EIIAE,
FERSHERET, Astra Trident 12T &L

* Astra Trident FILUGhSERSHREAS; FIMEFERAT, FREERIBE—IMFTRAHER IP #iltsy
CIDR $RFIFR, Astra Trident 2 BB FXEEENT R IP ANEFHREH, &, MRKEEEMA
CIDR , NET R LILEIMEA2FEEERERE IP #RARINEI S HREH,

* FREERTUFHEESHRIEFRMAN, BRIEFEREDISE T ARINSHKRIEZIR, TN Astra
Trident B ERARIANSH L,
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SEES LR

Asta =X AR T Eh S EIEONTAP/G IR S H SRBEBITNEE, XiF, FHEEERMAIUATETR IP EEAWF
Aottt ==a], MARFHEXERMU. EXKAELT SHERBRERE,; EARURBTIBREFHTIEIMHEE
B b XBB RN EFAEERRIARIRE ANAFIPU T EE CERNN TEN RiAR. MMFEHEAR B
e,

EADSSHERI. 57ERMRHE 5 (Network Address Translation. NAT), fEFINAT
() 0. RSB ARTIBIENATIN, MARSIRPEA ML, Fit. MRS EMNETE
PRI, MBI,

Nl

HIERRNEEED,. FTER—NaihE R

version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true

@ fERALLThRER . EATRHRSVMAIRESAB LRt/ EZNFHRE. FEBEARITT RCIDRIRAY
SEAN(FIINFRINS L), 1RELERENetAPp BRI RESLE. NAstra=InfFiEEZ FASVM,

TR R LRRAIx It Thae sy TERIEHITHINER:

* autosExportPolicy IREN true , X/ Astra Trident &8 svml SVM GIEFH KL, HEH
autosExportCIDRS HIIFERAMIEFMAYAINFIMIBR. BI%0, UUID 73 40305326-8482-40db-96d0-
d83fb3f4daec H autodExportPolicy BN true MNRIHKRTE SVM LE8JE—1R A trident
-403b5326-8482-40db-96d0-d83fb3f4daecc HISHKE,

* autosExportCIDR EIEMUNRTIR, WWFERAFNEFE, BIA% "0.0.0.0/0, ": : /0", MERREX,
M Astra Trident AN LT R LI EIRFAE £ BSEE RSB L,

EUERBIR, FRMET 192.168.0.0/24 #lt=(a], XFRRUEEUSEEIRR Kubernetes 15 IP & 7RI0%! Astra
Trident 8IS HERIEF, % Astra Trident EMEGEITHT R, E2KRRZT A0 P ik, HiRiE
autosExportCIDRS FRIZHAMIIBRITEHITIOE, THik IP 5, Astra Trident R AELZIMMEFis IP gIE
SR, HAEFZHNENT = EIE—N,

tIE, eI NRIRER autosExportPolicy M autosExportCIDR» &R LA BohEEN fGimH NHT
# CIDR , el LURIFRINERY CIDR o PR CIDR BHIES A/, BRI EZEARMA. S0l LLEERG
ImZAF autosExportPolicy , HEIREIFHEIEBNSHEE, XEEERIHALEFIKE exportPolicy B
508
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1£ Astra Trident SIS EFHEIRGE, ERLUER tridentctl BFENB tridentbackend CRD M &Gl

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4

T SARMNEI Kubernetes 5855 (A Astra Trident 1=#I287EME, NERENSLEREEN FRECINI
FIEiHMY autosExportCIDR FRIEEAMASEEIAN) -

BT s=f5, Astra Trident RICEFREBNGIE, BIBRZT SB0ARIN, @it MZE GRS H RS
BRILTIS IP , Astra Trident AJFALEREER, BRIELL IP THREEPIFTH RESFER.

MNFLUFIEENRR. 1BFEREMEI tridentctl update backend BEfafRAstra TridentBoIBEIESHE
B, X RIE— P UUEIRUUIDG BRI SHERE. Bin LNESEEMEZSNEERMCIENS LR,

(D MErEA B EES HREHERSRIFHS RIS LR, NREMEIERR, WIKEMR
R, HEEHRTFHRE,

WREHF 7IESIT R IP #ht, NMARELT R EEH/Z6h Astra Trident Pod o #Af5, Astra Trident 3$&E#HE
EIENGERNSHER, MR IP B2,

EEICESMBS
DOEHEES. A LUIERERESMBE ontap-nas RENFEF,

@ FoE. ERNITESVM EENEENFSFHISMB/CCIFSHMY ontap-nas-economy i@FFHA
ZRONTAP HISMB%, WRFKEEFLLEHPE—HN. NAERE SMBERIERF KK,

Fraz Al
FECESMBEZ AT, B IURE LU 5o
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* —/Kubernetes®E&f. EHREE—MLinuxiThlgs T m AR ZE /D —1ME1TWindows Server 201989Windows T
ET 5o Astra TridentfNZ & SMBEEH EIWindows T ;2 _EIE1THIPod,

* E/b—PEEActive DirectoryE1EHIAstra TridentZ$8, LIERLZEEH smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* EEEAWindowsAREZMICSILIE, BEE csi-proxy. BN "GitHub: CSIYIE" & "GitHub: &M
FWindowsHICSIHEIE" & BF1EWindows_LiE{THIKubernetes T &=,

p
1. S FAREBONTAP. R LUEIFECIESMBHE., WATLIEFAstra=infFE NG L E— M=,

@ Amazon FSx for ONTAPEESMBHE,

EEI LAER U TR AR 2 —RIZSMBEIEHE "Microsoft BIRIZH 6" HEXHREE R TTHFEAONTAP
BLITRE. EfEFAONTAP S TRHECIZESMBHER. FHRITLUTIRE:

a. AERE, AHELIBERRIZEM.

o vserver cifs share create ﬁ%%&ﬁﬂ@?t?ﬁﬂfﬁliﬁﬁ-pathﬁlﬁﬂlﬂ‘éiﬂ’\ﬁ%@o WNRISTE R
BAREE, WapSREK,

b. S S5EESVMEXEXHISMBHE:

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C BIIRRELIBEE:

vserver cifs share show -share-name share name

() msm bl VB £3 THREE¥EEL.

2. g EmE. HIAECE UL TRBUIEESMBE, BXIEHTONTAP EiRMFIEFSXECEIED. 1EEN EH
FONTAP BIFSXBL & ZEIAN ="
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smbShare

nasType

securityStyle

unixPermissions

ONTAP NASHD &I AN

Description 5l

BRI LIBE L TFIEIN z—: {EAMicrosoft BI2#TH|8 smb-share
FONTAPHLITHRECIENSMBEZZFR, &
FAsta=IwZIIHEECIESMBHREZMNBIR; IE. &0

UGS BT UG L E# I TEAEZIAE,

X TFAEBONTAP. Lt ERZFIERY,

b & #3FF Amazon FSx for ONTAP G i g ;AR

ap M- g
Z;Hb JTo

*AINEE N smb IR AT, MBEKIAA “nfso smb
HMENZ2ER. NIISEN ntfs 5 mixed A ntfs oY mixed ¥f
FSMBE, FSMB&

MERIRN, X FSMBE. BMBZ,

T FRUNEIBIZRONTAP NASIREhiZF H I HA FAstra=in R, ANEM T EimREY
Zl|StorageClassesBY G imbt & R I F1IE (S o

[EiRECE TN

BXEIRECEED, BSI TR

B Description Default

vehRZs

storageDrive 7EBEIRTHFZRFHYR TR

4R 1

", "ONTAP NASXZ 4"

"ONTAP NAS ", "ONTAP NAS%

rName
. "ONTAP SAN ". "ONTAP SAN%£
Pi
backendName BENXAMHEFHEGIR IXEHIZFE B FR+" "+ dataLIF
nfE B H EEB4T SVM BIE LIF B9 IP it "10.0.0.1", "2001 : 1234 :
abcd @ : : fefe]"
AILIEE 2R ETE (FQDN),

INREAIPVOIRERE T Asta=7c4. MATLUSE A
FIPveititit, IPvestAbABER GRS HITENX. . il
[28€8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555

lo

BXxT4%MetroClustertl#t. 155 MetroClusterix

o
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dataLlIF

sVM

autosExportP
olicy

autosExportC
IDR

P&
EPIRIES
clientPrivat
eKey

trustedCACer
tifate

BAR&

=i
sTRIERISR

limitAggrega
teUsage

limitVolumeS
ize

76

Description Default

Y LIF B9 IP itk
TE)(FiEN)

BIIETE dataLlF, SIRFKIZMHULSE. NAstra

Trident2 MSVMIBEREUELIF, &R LUIEEATFNFSHE

Hi2EMT2MREE R (FQDN). MmE LLEIETRE

IADNS. LUETEZNEHELIF Z 18] S0 62 & F 17,

A LUEIRIREREN. BSW .

INREAIPVOIRERE T Asta=7c. MATLUSE N
FIPveititit, IPvestAbAER SRS HITENX. . HIdl
[28€8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
lo

*IFFMetroCluster& &, *IHE M MetroCluster~fils

EfFEFPAY Storage Virtual Machine
, MREE
*IFFMetroCluster& &, *IH5E N MetroCluster=fil,

B BnhtZMEH S LR /RE]l. £/
autoExportPolicy #l autoExportCIDRs %t
I, Astra Tridentn] A BEhE RS H R,

T iHi%EKubbernetesT5 | IPHICIDREIR
autoExportPolicy BB,

false

['0.0.0.0/0« ": > > /O"T

R autoExportPolicy M autoExportCIDRs i%
11, Astra Trident®] LB EHEIE S H R,

EWVATEN—HER JSON BIBIIRE

B IHIEBY Baseod HiDE, AFEFIEBNSHE "
i

=I5 % AT Baseod HSfE. AFETFIERNG "
HIIE

Z{EE CA LR Base64 fwiS{E, mlik. AFETFIE
B I0IE

RFEERIER /SVM AR, ATETRENSH

JO3IE

EEFIER /SVM NEE, BTFETERENSHIIE

£ SVM HECEMERERNRIZ. REBERTEEH  "ZHREX"

MRFEHEBEIEES, MEEEXK, * RERTFE " (BANER TAEHI5EH)
AT ONTAP HY Amazon FSx *

MRBEBRPVERNBIIE. WEEXK, Lt E=x
FRHIE HqgtreeFILUNA R BRI BRI ER A K/
gtreesPerFlexvol EWMAFBE XS FlexVol B
R Aqtree#lo

"(BRIAB R N AR HSL )

HEERULEGKE BSVM (J1RKHE

WMRIEE T SVM managementLIF



=2 Description Default

=

lunsPerFlexv &1 FlexVol B9 A LUN 8, »17F 50 , 200 SBFE  "100"
ol A

debugTraceFl HEEHFRNEERVIAIITES. Flgn. {"api":
ags false. "METHO": true}

H}

15701EH debugTraceFlags BRIEEIEIEFHITHRIEHE
PRHFBEIFHRH SR,

nasType BEENFSTHSMBERIE, EMEIE nfs, smbE _ij nfs
To MINBERT. BRENTERNFSEIRENT

nfsMountOpti NFSHEHIETMIES IRYIK. KubernetesiFAEBR ™
ons EHETUE EEFEEEPIEE. BUNREEELFRE
EEHIET. NAstra Tridenti$ BB EME A ZME G IHED
BXHPIEEEEIAT, NREFFERSEE XS+
KRISEFEHET. NAstra Trident NS 7E X EEAIK A ME
£ EREFAEHIED

gtreesPerFle &4 FlexVol IR qtree #X, HF7E 50, 300 58E "200"
xvol |7<_|

smbShare BE s E L RNz —: {EMMicrosoftEIBITHIAS  smb-share
FHONTAPEF L TTARE I EIISMBEEM B TR, ﬁ:
FAsta= I E|HRERIESMBHREMZIR; E. &0
LUgSHE UL IEE# I TEAEZIA,

X FREONTAP, EEEZRIEN,

Jtl:%éﬂm:_FAmazon FSx for ONTAP /Gl A BTN,

=
BENT,
useREST FAFf6EF ONTAP REST APl B97/REH, * AT false

useREST {EA— AT G ARIZHE. BB TF LR
B, MAREFILIEAH, IRENM true. Astra
Tndent’l—rﬁﬁHONTAP REST API5 [Rim#iTiE S, It
IHEEEEFERONTAP 9. 11 1 R ES A, ks, EH
HIONTAP B RABUNMENIEIR ontap NAER.
X— R AEE FE X K HE vsadmin ] cluster-
admin A,
useREST MetroCluster A543,

ATFEREEENEHECE XN
TR UE P EAXEATUEEIBIARE defaults BBESD. BXRG, ESRUTEERG.

oy Description Default
spaceAllocat LUN BY=[E]5 A "IER"
ion

s UETE SEMRER; "R (F) "F
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2

=

sSnapshot R

B

gosPolicy

adaptiveQosP
olicy

sSnapshot T
2

splitOnClone

e

DERB

unixPermissi
ons

snapshotDir
exportPolicy

securityStyl
e

Description Default

E{FEAY Snapshot K& nen

EREENEDECH QoS KA, EFEEF I F#EM/ ™
[5i%89 qosPolicy ¢ adaptiveQosPolicy Z—

EABIENEDENEIEN QoS HK&H, EFESIME
figith / JFImBY qosPolicy B adaptiveQosPolicy Z—-
A% ontap-nas-economy.

NIREBFIENEB 7L gnERA"0". MHg"o"
snapshotPolicy /"none". HN
?glm

IR, MERXRIFD Z=E false

T L B EANetAppBINZE(NVE); ZhilJy false’s B false
fEALLIEI, HMITERE LIRS NVE BiFaHE A

NVE ., WMNREGHERATNAE. NIfEAstra Trident?EZ
BT ASEIEERANAE, BXFAEE. 5L

"Astra Tridentf1{fAI SNVEFINAEEZ &EA"S

fER"T "B R 3FFONTAP 9.5 SVM-DRZ BiRYAD
B, A"XIRE"

MEIED "7TTT"RANFSE; T(RER)E
T SMB%

EHIXFEYIEIR) . snapshot BHR false

EFRANSHER default

MENZLE, NFSEHF mixed Ml unix IR NFSERIAEAN unixo SMBEAIAEN

o SMBE#F mixed M ntfs LRI, ntfso

7£ Astra Trident FfER QoS REELAFEE ONTAP 9.8 FEEARAS, EIEAIEHZ QoS HKEA
() | #mEEBASINETFE MRS S. 2 QoS FEABHIE TIERBNEEILE RN L

Ro

HECE T

THE—TEXTRIAMERRG:
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

3FF ontap-nas M ontap-nas-flexgroups , Astra Trident ILTEERFEIITERE G EEKHIR FlexVol BY AR/
1IEH, H{EF snapshotReserve B43tbF1 PVC . HEAFIEK PVC BY, Astra Trident 2fERHFITEEIEZREEE
= EINIRA FlexVol . LitEAIMRAFE PVC FREIFMERN BRI E =8, mAR/NFEFERN=E, £
v21.07 281, MNRAFIBER PVC (f5lg0, 5GiB) , #H snapshotReserve 7§ 50% , MR =3K1E 2.5 GiB Y
AIE=E, XERNAFIBRNEENE, M snapshotReserve 2HAN—1ED L. 7 Trident 21.07 |,
BRiEKMERIE=E], Astra Trident 3 snapshotReserve number EX AEBNENET DL, XFEAF
ontap-nas-economy" o WU TRAILLT BETIERIE:

HEAENT:

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

3tF snapshotReserve =50% , PVC 13K =5GiB , 2K/ 2/.5=10GiB, AJEX/\A 5GB , XEBF
£ PVC IERAIERBIA/N volume show B3N ERS LU TFRAIZEMAIER :
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Vserver Volume Aggregate tat '‘pe Size Available Used%
_pvc_89f1lcl56 3801 4ded4 9f9d _034d54c395f74
online Rw 18GB

pvc_eB372153_9ad9_474a_951a_088ael5elc@ba
online RW 1GB

2 entries were displayed.

TEF4R Astra Trident BY, FoaiLEMNINE GIHERE LR RBERES, M TFEARZAICENSE, BNAEHE
SR/, LUEMRFIFTMAIE. 180, — 2 GiIB PVC , H snapshotReserve=50 earlier 28¥—1\%&
et 1 GiB WA E=iE], f5la0, BFER/IEAZEN 3GIB A ANBAREFRE— 6 GiB &_L1Zt 3GiB BRI 5 =Fal,

xIRECERA
UTRAIERTRAZSHEHRENBRANENESELE, XBEXEHRNRESETTE.

@ WRTEFRF Trident B9 NetApp ONTAP _Ef#F Amazon FSx , ¥4 LIF 5% DNS &#F, mF
2 IP ik,

ONTAP NASZZF MR

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroupfjl

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster; 3|

TR UM EETRE. MR EYIRMYIEEFERERENX "SVMERIFIME"

BT[], 1EFERISESVYM managementLIF F A& dataLIF ] svm parametersffl0:

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB#& 5l

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
datalLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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ETFIEBR S (D INIERG

XE— " REEHIEE R, clientCertificate, clientPrivateKey, #I
trustedCACertificate (MRFEABECA. MANHEFIET backend. json MAHIRAEFIHIER.
T RZRAF S CAIEERIbase644mi3{E,

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BE)S SRR

LRI ER T W{AHER Astra Trident EFTHS S LR BN EESHERE, HREXNTFHENLE
ontap-nas-economy # ontap-nas-flexgroup JoIIEF.

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4

82



IPv6ithiE Rl

WRFIERT managementLIF fERIPvEiiL,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

Amazon FSx for ONTAP{EFESMB% 5l

o smbShare EFASMB&HIFSx for ONTAPEE S,

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

RE A S i 15

ZETEHETHRFIRREXXGH. NFBEFENSE TIREMIAME. B30 spacerReserve Jn
spaceAllocation Hfalse. # encryption Hfalse, REINMEFEMESED HFHITE N

AEA 27F"Comments"FEEHIGBEIEITE, 7EFlexVol EIRE 778 ontap-nas Z¢FlexGroup ontap-
nas-flexgroup. 1EECEMS. Astra Trident= R EMM EHNFABEIREEFIEIFES. AT HEEL. FHER
AR LIRIRE S BV AEE X iR,

EXLERfd, REEFE#FIBITIRE spaceReserve, spaceAllocation, A0 encryption B, MEL
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ONTAP NASfl

version: 1
storageDriverName
managementLIF: 10
svm: svm nfs
username: admin

password: <passwo

nfsMountOptions:

defaults:
spaceReserve: n
encryption: 'fa

gosPolicy: stan
labels:
store: nas_stor
k8scluster: pro
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us east 1
defaults:
spaceReserve:
encryption: '
unixPermissio
adaptiveQosPo
- labels:
app: slack
cost: '75"
zone: us east 1
defaults:
spaceReserve:
encryption: '
unixPermissio
- labels:
department: 1
creditpoints:
zone: us_east 1
defaults:
spaceReserve:

encryption: '

: ontap—-nas
.0.0.1

rd>
nfsvers=4

one
lse'
dard

e
d-cluster-1

a

volume
true'
ns: '0755"

licy: adaptive-premium

b

none
true'
ns: '0755"

egal
'5000'"
b

none

true'

unixPermissions: '0755"

- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"



ONTAP NAS FlexGroup:Rfjl

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: 'false'

unixPermissions:
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ONTAP NASZZF MR

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

B EiHSTE| StorageClasses

LU R StorageClassEXIEE M [FE /S0, A parameters.selector FEEH. & StorageClass#l
2FEHTATRESNEDNL, SBEEERIERENE N AHE.

* o protection-gold StorageClassiFMRFEIPRIE—NFIE Z PN EIMAH ontap-nas-flexgroup fg
i, XM B —IRMHBRERIPAIA,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* . protection-not-gold StorageClassMEtEIFRHYE = NFIFEMEMEA ontap-nas-flexgroup
[Gif. XLt B —IRHEETRIAIMRIPEIIRIM,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysqgldb StorageClassiGBRETE PRI AP EIAM ontap-nas fGif. XEAmysqldoZEEAIR A
FEFRHEE DA E R —t,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* o, protection-silver-creditpoints-20k StorageClassi&RgtE|FAYE =B ontap-nas-

flexgroup [Gif. XEM—IRMHREERIFF20000™ME AR,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* o creditpoints-5k StorageClassiFRTEIPRIE =D EAM ontap-nas FHIFIHME Z N EIAA
ontap-nas-economy [Gif. XEM——{EH=E/I500089:t™~ Mo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Astra Tridenti§/RTEZEZM N EMA. FHRFRBEFHEER,
B datalLlF YIMAECES

TR UTEARECE R ECRBUELIF. HERBITU TS, NG IHJSONS R EHAVEIELIF,

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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@ EE%PVCE%EU—/PEJZ%’PPM\ MABRAFFENNPod. ARKEMER. FHEBIELIFAEE
o

iEFF NetApp ONTAP A9 Amazon FSX

% Astra Trident 53&FT NetApp ONTAP Y Amazon FSX &&1E M

"EFF NetApp ONTAP B Amazon FSX" @— MR RENAWSIRE. IR F Baifl
1IZ1THNetApp ONTAP IFEIRERARIREZIFN XGRS, BENEAFONTAP HIFSxX.
&) LR B IS 2K INetAppIhEE. MREFEIREIIAE. RFBIEAWS EEEEIERIEE
M. REM. Z2MMEY EMY, FSX for ONTAP 31HONTAP X4+ RATHEEFI B IEAPI,
BER

XHRGEZE Amazon FSX RV EBRZIR, FINTAEPERERY ONTAP &8, &1 SVM H, EALIGIE—1
20 E, REERRBXAMXHREFEEXRATRIHIESR. EEIEMAT NetApp ONTAP #J Amazon FSX
, Data ONTAP RfEAN=HFEITEX R SR M. MBI RGEETTA * NetApp ONTAP *

BT 3% Astra Trident 5iEATF NetApp ONTAP B Amazon FSx & &ER, &r]LIFA{RTE Amazon Elastic
Kubernetes Service (EKS) HIETTH Kubernetes &7 LA EH ONTAP FDBBRIX XA M S
ARE
* SMB%:
° SMB&E X FHER ontap-nas (XFRIREHIZR,
° Asta Trident EKSIIEHINAZFSMB%E,
° Astra Trident{¥Z##1§SMBE & EIWindows 15 = _Eiz{THIPod,

* {EAstra Drident 24.02Z GiIRVRRZASH. T2 T Boh& B EVAmazon FSxX 4 Z& % L 8IS T A/ Drident
bR, EffAsta=im%E24.02FH EShRAFPELEILL RIS R, (BIERE fsxFilesystemID. AWS
apiRegion. AWS apikey #MAWS ‘secretKey TEAWS FSx for ONTAPH [GimED & X4,

NREHAsta TridentisEIAMAE. MR EBRIETE apiRegion, apiKey, #l
(D) secretrey BFBRERFMIASa=IE, BXHEEE, BB R JEHTFONTAP HFSXEE
AR

FSx for ONTAPIRGHFEF A5 &

& LUER LU FIRGhFERE #Astra Trident53i& I FNetApp ONTAP BYAmazon FSxEER :

* ontap-san : EEENE PV #EHE B SH Amazon FSX for NetApp ONTAP &AHJ—™ LUN o

* ontap-san-economi : /J NetApp ONTAP EEENE PV #i— 1 LUN , & Amazon FSX B
FEERY LUN #i=,

* ONONTAP NAS : FEEME PV #EEFRT NetApp ONTAP HI5EE Amazon FSX %,

* ontap-nas-economy. . EBEHNE PV #HE—1 qtree , XIF NetApp ONTAP %, &> Amazon FSx
89 gtree HER T ECE.
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* ontap-nas-flexgroup . BCEME PV #2i&H T NetApp ONTAP FlexGroup HHI5SEEE Amazon FSX

BXREIEFEMED. BB "NASIKEIZE" M "SANIRENTZF"S

SHIIE

Astra Tridentie (F S {3 I8IER T
* BEFEF: Astra Trident #EH SVM ERENIERS FSX XHERS LW SVM #HITEE.
* BTEIRE: EOUERXERSED fsxadnin B A SVM EEBR vsadmin AP,

Astra TridentRfE/9181T vsadmin SVMAR X AEHERAGHNEMBZTRNAR, EA
@ FNetApp ONTAP FJAmazon FSXEH fsxadmin BIRFEHONTAP A admin &£
Fo B{158ZUIEBINER vsadmin {#HAstra Tridento

AU EHRREUERETEREN G ZMETIEBN A ZE#860, B2, REZ SR EREMER. N5k
BRI, BB EMEHIIESE. SN EIREEPRIRIE 5%,
EXBRESMRBIIMNFHAERE. 158 RERTENRMIEFIEEN B HIIIE:

* "ONTAP NAS S {4 343iE"

* "ONTAP SAN S {4 L&iE"

ERTEKSH =S

B =B, Kubnetes Podr] LUBEENAWS IAMB&#1TEHINIERIFRAWSHEIR. MARRTEERAWSE
o

BEAWSHFIBRS M. EiAN

* {FHEKSERERKubenetesEEEE
s BREAsta=IINEE. HAEHE cloudProvider 38 "AWS" A cloudIdentity IEEAWS IAMAE,
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Trident =&

EFRA=mc BT L& Astra=1f. 7E%HIE tridentorchestrator cr.yaml &8
cloudProvider to "AWS" FIZE cloudIdentity SEZLAAWS IAMAE,

f5lan:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "AWS"
cloudIdentity: "'eks.amazonaws.com/role-arn:
arn:aws:iam::123456:role/astratrident-role'"

=43
ERAUTHREERE RERER "B T SRIE:

export CP="AWS"
export CI="'eks.amazonaws.com/role-arn:
arn:aws:iam::123456:role/astratrident-role'"

LT Rflig % Asta DentflSets cloudProvider to aws EHEIMETE scr HERAIFIETE2I8E "=
#RIR" $CI:

helm install trident trident-operator-100.2402.0.tgz --set
cloudProvider=$CP --set cloudIdentity=S$CI

<code>tridentcti</code>
FRAUTMMEEERE miefER " =S 0 InERE:
export CP="AWS"

export CI="'eks.amazonaws.com/role-arn:
arn:aws:iam::123456:role/astratrident-role'"

LUTF R %2 Asta DentHiZE cloud-provider #RIEA $CP, M cloud-identityto $CI:

tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident



THREZER
* "Amazon FSX for NetApp ONTAP 4"
* "B XiEATF NetApp ONTAP BJ Amazon FSX MIEE X E"

£ & T NetApp ONTAP f9Amazon FSX

1EB LUBIE R FNetApp ONTAP fJAmazon FSXX {4 &4 5Astra Trident&ERE. UAMAIR
7£Amazon Elastic Kubernetes Service (EKS)Fiz{THIKubernetes&EE¥ 1] LIAC & FHONTAP
IR IFIRA KA LS

ER
ItESh "Astra Trident Z3R"EXEAFONTAP BIFSx5Astra TridentfERy. BEE:

* B%3E kubectl BYIHE Amazon EKS & 2f5k B EIE Kubernetes &%,

s AT MEBEM T ET 2iAaA9I B Amazon FSx for NetApp ONTAPX {4 & 4t#1Storage Virtual Machine
(SVM).

* NEFETENIFET R "NFSELISCSI

@ HaRIZEAmazon LinuxAUbuntuFR BT s ER L B #H1TIRME "Amazon Machine BR{&" (
AMIS ) , BAREURATFER EKS AMI 38,

* Astra Trident{¥ G SMBEHEE ElWindows T i _Liz{THPod, 15E N EHFELESMBE THIFMAEE.
ONTAP SANAINASIREHIZFERK
(D WREHSVBEEE. NWATER EERESVBS AREH i,

P
1. EREAP—FhEFZE Astra Trident "SFZE757%"

2. INEESVMEIELIF DNSEFR, a0, FHAWSTHLITRMEEX DNSNane FAYZEE Endpoints —
Management BT TFH<E:

aws fsx describe-storage-virtual-machines --region <file system region>

3. BIBALEIEH "NASFIHSHILIE" 5 "SANSiH S HIEIE"

R LAM BT LUR R X 4 B ARERIEER SSH EREFIXHGRS (Bla0, RELEH) . 4
fsxadmin AP, BIEXHRAREERNZEDLUN AWS FSx describe XHFRL PHERE
DNS #&#F,

4. EREEBMEIE LIF B9 DNS eI EmXHE, AT REIFR:
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YAML

version: 1

storageDriverName: ontap-san

backendName: customBackendName

managementLIF: svm—XXXXXXXXXXXXXXXXX . £S5 —XXXXXXXXXXXXXXXXX . fsx.us—
east-2.aws.internal

svm: svm0O1l

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc2

clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz

JSON
{
"version": 1,
"storageDriverName": "ontap-san",
"backendName": "customBackendName",
"managementLIF": "svm-XXXXXXXXXXXXXXXXX.fs-
XXXXKXXKXKXKXXKXKXKXKXKXKXX . fsx.us-east-2.aws.internal",
"svm": "svmO1l",
"clientCertificate": "ZXROZXJIwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...OcnksIGR1lc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"

}

gE. SR UERFETEAWSHIZBIERPHSVMEREFR P 2MED) I ERXE. T RFIFR:



YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-nas
spec:

version: 1

storageDriverName: ontap-nas

backendName: tbc-ontap-nas

svm: svm-name

aws:

fsxFilesystemID: fS—-XXXXXXXXXX
managementLIF:
credentials:

name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX

name"

type: awsarn

JSON
{
"apiVersion": "trident.netapp.io/v1",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
by
"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-xXxxxxxXXxxxX"

}I
"managementLIF": null,
"credentials": {
"name": "arn:aws:secretsmanager:us-west-
21 XXXXXXXX:secret:secret-name",

"type": "awsarn"

:secret:secret-
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BEXEBRERNER, BESRLTHEE:

o "{F A ONTAP NAS IREhiEFE & fGin"
o & ONTAP SAN o2 =i B GiE"

HEZEESMBE
Ea] LIFEBAELESMB%E ontap-nas REIfEF. SThEl ONTAP SANFINASIRGHFZF R ST T B,

FIE 2 i
7 BEERAECESMBE ontap-nas REhFEF. NMATHE B LA T 514,

* —PKubernetes&E2f. EFRBEE—MLinuxiTHlgs T 2 UK EL—1NETTWindows Server 201989Windows T
ET =, Astra Tridentf¥Z#51ESMB&EEE FWindows T s _EiB1TRIPod,

* E/b—1E&Active Directory£iERVAstra TridentZh, LUIERZE A smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* BEE AWindowsARZHICSILIE, BCE csi-proxys 1F&N "GitHub: CSHLIE" 8§ "GitHub: &
FWindowsHICSIHEIE" & BF7EWindows_EiE{THIKubernetes T &,

p

1. BIBSMBHE, ERIUFERAUTHMANZ—EIESMBEEHE "Microsoft BEIRIZHI 6" HEXHKEERE
TCEEEFAONTAP fp<1THRE. EFEAONTAP shS1TREIESMBHEE. BHITUTIRIE:

a. MAERE, AHELIBERRZEM.

o vserver cifs share create S EESIEHLZHAE ﬁ’ﬁ-pathiﬁlﬁiqﬂ?ﬁiﬂ’ﬂﬂgﬁo WRIETE R
BAREFE, WepLRRK.

b. i 54EESVMXEXHISMBH = :

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

c PIIRRELIBHEE:

vserver cifs share show -share-name share name

() w0 o sve 3 TREEAES,

2. | EmE. HIECE UL TFTRBLUIEESMBE, BXIEHTONTAP GinlFIEFSXECEIET. 1EEN EH
FONTAP BIFSXEL & ZEImAN =51

98


https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html

smbShare

nasType
securityStyle

unixPermissions

& FONTAP BYFSXED & &I AR !
T B#EE TONTAP BYAmazon
JEIHACE TN

BXEIRCEIERD, BFEITR:
S

vehRZs

storageDriverName

backendName

nE B H

Description

BRI LIsE L gz —: f&F
FMicrosoft IRz H| & 3 ONTAP
B ITRECENSMBHEHNZ
R, HE mFAsta=ixZITHAES!
ESMBHER AR,

3t FAmazon FSx for ONTAPfG
im. WWSHIENEH,

*MIUEE A smb IR AT, MR
AN “nfso

MENZEER, BIUREN
ntfs I mixed FHFSMB%,

%ﬁ%ﬂ’ﬂ’fﬁiﬁo XFSMBE. N

—~To

FSXHY/atnAc & 1L,

Description

FREIEhIZF YRR

BREX &M iEETm
SEE¥3( SVM EIE LIF BY IP 3tk

A LU E e 2 RE % (FQDN),

WRERIPVOIRELLE T Asta=JT
2. MIRILUSE AFERIPveit
ht, IPveHIIEATIAR A ES E X
f51%0: [28e8: d9fb: a825: b7bf
: 69a8: d02f: 9e7b: 3555],

Nl

smb-share

smb

ntfs 5 mixed ¥}FSMBE

TR T R E TG

NG

YRL8 79 1

ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san,

ontap-san-economy

IXCHIERFRBFR +"_" + dataLIF

"10.0.0.1 ", "2001 :
abcd : : . fefe]"

1234
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dataLlIF

autosExportPolicy

autosExportCIDR

R

E P imiEH

clientPrivateKey

trustedCACertifate

BFR#&

100

Description

X LIF B9 IP ik,

* ONTAP NASIREHIZF*: EBilis
TEdataLlF, SNERFRIEMHULSE
MAstra Trident& MSVMIREXER
BLIF, &olLIEER FNFSIEH R
EM L PREE R (FQDN). Mme]
LIBIZEEIFDNS. LUETEZ MR
ELIF Z 8] SR fa & F17, vl LATEH])
BISEREN. 1BEEW .

* ONTAP SANIRZHFERE*: &
FiSCSIFETE. Astra Tridentfs
FHONTAP JEF M4 LUNBRET K & T8
U ERERTEFTEMISCI LIF, 308
BEMAE X T dataLIF. NMIS4EREZE

= =

Ho

WRFEARIPVOIRELLE T Asta=JT
2. NMBTLUEE NERIPv6itt
bt IPveHIIEA TR A ES E X
fl40: [28e8: d9fb: a825: b7bf
. 69a8: d02f: 9e7b: 3555],

B BrhtZ M B S H R [ /R
{E]o 1 autoExportPolicy
autoExportCIDRs &I, Astra
Tridentr] LA BEh EIES H KK,

RFi#i%EKubbernetes Ti s IP
BICIDR%IFK autoExportPolicy
[=y=):

fEF3 autoExportPolicy
autoExportCIDRs &, Astra

Tridentr] LI BEhEIES H SR,
BWATEN—HEE JSON B
BUARE

EFIHIFHR Baseb4d {RiB{E. A
FEFIEBNEHIEIE

ERinE A% Base64 4Rig
B, BFETFIERNBMHIIE

Z{=1E CAIEHH Base64 {REIME,
B, ATFEFIEBNEHIIE,

AT &R ERBNSVMBAFR R,
BTFETFRENSHEIE. F

M. vsadmin,

AT &R SRR NSVMBE. FA
FETFRENS DRI,

Nl

false

"["0.0.0.0/0 " ":

/0"



S Description A5

SVM E{FEMAM Storage Virtual Machine  dNRIEESVMEIRLIFNRAE,
sTRIEFISR £ SVM HEEMEERANFIZ. trident

BIBETAENR. BEMILSHR.
BEELIB— B EIR.

limitAggregateUsage *1870793& B FNetApp ONTAP BMER.
AJAmazon FSXIEE. *1R{HAY
fsxadmin ] vsadmin BB S0
RESHHB ISR, HiE
FBAstra TridentX E#1 TR,

limitVolumeSize MRIFKRWEANBILE. WEE " (BONER T RESISEHE)
BRM, Ltsh. E=RFIE Fqgtree
FILUNLAR B IRV SRR AR/
gtreesPerFlexvol EMATFEE
X & FlexVol I Aqgtreeil,

lunsPerFlexvol FFlexVol BIRAKLUNEUATTE 100
50. 2005EEM. 1XFESAN,

debugTraceFlags HBIEHRNEFERNIARIRS. B =
0. {"api": false. "method "
: truel AEB
debugTraceFlags FRIEEIETEH
gﬁﬂlﬁﬁﬁﬂﬁ#%gﬁéﬁi AT
1 [o]

nfsMountOptions NFSHEZIEEE S 2R
o KubernetestFA EHIIEH LI
BEEFMEEPIEE. BUNRERE
ERPRIBEEFIZTL. NAstra
Tridenti& ELR 2 F A EMEGIRRE
XHHIEERERIED, NREF
ERFEE X RIEEHERIE
I, MJAstra TridentFAE1EFEBEHIK
AME LIKEE AR,

nasType ACENFSESMBEEIE, EWMEIE nfs
nfs, smb H/AT, *WUINKEN
‘smb X FSMBE, *MRIEEN
= MERIAANFSE,

gtreesPerFlexvol B FlexVol B98x K gtree #1, #7 200
£ 50 , 300 SEERN
smbShare ERILIEE U Tz —: 1F smb-share

FMicrosoft 51215 %l & I ONTAPHR
SITREAIEMNSMBEZ AR,
FE RiFAsta= iR EITHEECIEZSMB
HEMEZFR,

JtFAmazon FSx for ONTAP/G .
B HENE,
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S Description A5

useREST FF{EHE ONTAP REST APl B9%5/R false
S, * AR *
useREST fERN— MRS hRIE
7, BWATFTURIFE. mMAEE
FEI{ENEH, 18BN true
. Astra Tridenti${EFEONTAP
REST API5Rim#{TES, ItbIhkE
FEFEAONTAP 9. 1. 1B SR
s, IESh. EFRMIONTAP BERAR
WERGHIE ontap NAEF. X
—ﬁﬂﬁﬁﬁEX%ﬁE vsadmin
# cluster-admin A,

aws f&BI LITEAWS FSx for ONTAPHYFL
BEXHHIEEUTHE:
- fsxFilesystemID: }EFEAWS
FSxX &R 411D,
- apiRegion: AWS APIXi%#& "
o "
- apikey: AWS APIZ$H, "
- secretKey. AWSHIZEZHH,

credentials B BEFMEITAWSH IR EIRsSH
BIFSx SVMELE,
- name: ZEHBIAmazonZFEZ
FR(ARN). HAAE&SVMIIEE.
- type: I®EN awsarno
BB "CIEAWSHIZ EIR28 21"
BEXEHAEE ...

B# datalIF YHARRES
ER] VR E S ERBUELIF. HERBITUTHS. AFEIRJISONX R EFAIEIELIF,

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

@ EE%PVCE%EU—/PEJZ%/PPM\ MABRAFFENNPod. ARKEMER. FHEBIELIFAEE
o

BTEEENERECE XN

TR AR R EA XL ETUERIRIARCE defaults BBEED. BXTH, BEERUTRETRH,

B Description Default

spaceAllocation LUN RV 8l B true

sTIETE TETEER; "L (FFE) H" T
" (B
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html

2

=

sSnapshot R

gosPolicy

adaptiveQosPolicy

sSnapshot Tl

splitOnClone

e

luksEncryption

DERBE

unixPermissions

securityStyle

THECE

Description Default

E(FHAY Snapshot KL ¥

ZENOIEME DA QoS &L,
EESNMFENEERAqosPolicy
Z{adaptiveQosPolicyZ—, 7E Astra
Trident A QoS HKEKAFE
ONTAP 9.8 HEEIRA. EINfERA
JEHZQoSHIEA. HIARIERIEA
SANATFEIHESE. = QoS
RERAR A TERENEEL
S35 LR,

ZEABIEMNEDERIEN QoS % "
B&LH, EEFEFNEENEER
#IqosPolicyd{adaptiveQosPolicyZ
—o % ontap-nas-economy.

HNREIMENEB LR "0"

FH snapshotPolicy 7 none,
else"

B TeER, MERXRIFDZ7RME false

E#E LB ANetAppBINE(NVE)  false
; BN false’s EFEALLEI, 24
TIEERE FIX18 NVE BiFeI HEA

NVE ., WR7EEmERTNAE. N

1EAstra TridentPECEHERIEE
BRNAE, BEXiFEE. 15E8R

: "Astra Trident®1{al 5SNVEFINAE

A& fEm",

BALUKSINZ, 1BE5 W E-Lnux ™
Zi—Z5AISE (LUKS) s 1XPRSAN,

EFERANEREE none snapshot-only I&EFHFONTAP

9.5 SVM-DRZBIHECE
?j%ﬁ’ﬁ%ito I FSMBHIRE A

T o

HENZLER, NFS#F mixed NFSERIAMEN unixo SMBERIAERN
*D unix ﬁé*ﬁiﬁo SMBi?% ntfso
mixed fl ntfs &R
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https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)

FCE SMB&ERITEES

ﬁfﬁﬁnasType, node-stage-secret—-name, # node- stage-secret- namespace\,miﬂi$b

TESMBEHIRHFrEM Active DirectoryEiE, SMBEHXIFEMA ontap-nas XRIXENIERF.

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: nas-smb-sc

provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

FERAZRAEIESEEEAWS FSx for ONTAP

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
managementLIF:
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name"

type: awsarn

TFEKSEEf RS Asta Trident EKSHNE;I5123.104k

Asta=IRTZ &R 1% T KubelnetesHiE FAFNetApp ONTAP??ﬁ%E’JAmazon FSxEIE, fFEFF
EANGRMEERREBE T TNAERFTE. AER @B TAWSKIE. AJ5Amazon EKS@E
BEH, BIEKSIMEIA. EaLIARHa{RAmazon EKSEMLZLIRE. FR/DRE, B
BENEHMINBTAIEN TS,
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b=t

FEEIEAFAWS EKSHIAsta TriDentiNEHIN 7 8. iFHRHE AT RE:

« BEMNITIRIAAmMazon EKSEEEHK
* AWSITAWS Marketplace B[R :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMIZEE!: Amazon Linux 2 (AL2_x86_64)3{Amazon Linux 2 ARM (AL2_ARM_64)
* HREE: AMDZARM
* IAHAmazon FSx for NetApp ONTAPX {4 4;

g

1. 7£EKS Kubernetes& &% E. SAEI*MIMNIR* LN+,

EKS D Clusters ) netapp-test

nEtapp-test | (4] L Delete cluster |
{D End of support for Kubernetes version 1.26 s June 2024, f you don't update your cluszer ta a later version before that date, it will automatically enter extended support. After the extended support Update now
praview ends, cdusters on versions in extended suppart will be subject to additional fees. Leam more [

¥ Cluster info 1

Status Kubermetes version infe Suppart type Provider
@ Active 1.26 (@ Standard suppart until June 2024 EKS
Overview Resources Compute Hetworking Add-ons Authentication Observability Update history Tags

Add-ons (3) i

iQ Find cdd-on ' Any category W | | Any status v 1

2. ¥ E|*AWS MarketplaceinNIn*#iE&#F_storage 351,
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AWS Marketplace add-ons (1)

Disarvay, sisbacriter b g corfigure EK% aod-om to enhance yoee CXF chatm

| O Fandd odfeon

Filtbiring ofxsons

ILWJPI'_:EWW'“MIPTMM': Clear filters |

MMNetapp  AstraTrident by NetApp

arnEneristd arage ok e, Mvocudt dells E

Sixtrm Traden streamlices Sovaenn Fia for Meeipp ONTAP viorage mamsyemern « Kuberneses 10 it
your Seeepl opors ane ademi abors Focin on i daployment, P for ONTAF fesibad iy,
stlalul iy, ard rrtegrtion cagal ey faie i e otrsl cioeds bor ergamigationm werkmg effigiors

Category Lsted by Copported wirisbi
Morage HutApy, v B 127, 1,26, 125,
124, 1,2%

Priciisg alarthng ot

View peicing
dirtais [

—

¥ E*AstraDent* by AstraDent*31%EFINetApp it HY S IEE,

3.
4. R PR R BIMIANER R AR

Astra Trident by NetApp

Listed by Category Status
MkstApy storage ) Ready to install
You're subscribed to this software

another offer i o is avaitable,

Yau an view the terms and pricing details for this proguct or choose

View subscription J w

Version
Srbect e wnbiaitin For thih sdd-on
V23 10.0-ckabuled 1 ” |
Select LAM rofe
St r LAM pode B Lsed Wt iTi Sdc-oen. Torcreatn 5 mcw Fold, Tollow (R0 imbructions im the Ammaoon ES L Gukoe E
Mot set & | c |
(8] Flfl:'rrdﬂ
Not et o

. Thi adic-gn will use The 1AM rofe of the nods wher It s

S. EFRE M R4 ERYIAM A BRI,
6. IRIFFEAEMEMANLIRE, AFEEEFE Next*
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Review and add

Step 1: Select add-ons | e |

Selected add-ons

O\ Find add-an 1
Add-on naeme Y Type v Skafiun
metapp trident-operator oo @) Ready to imzald

Step Z: Configure selected add-ons settings | Edit |

Selected add-ons version

Fedel-gen NI Wi 1AM il

et —p ator I3 10.0-whabsailed. 1 Inhptt dreem pode

Cancel Previous | A X

7OE IR
8. IIFILINEH AR B A _Active_.

. A

EABTITRARE/ENHAER W=IREKSNEIN

ERGSITRELZEAsta Trident EKSHNZIN :

U8 < AT K2EAsta Trdent EKSHNE I :

eksctl create addon --cluster K8s-arm --name netapp trident-operator --version
v23.10.0-eksbuild.

eksctl create addon --cluster K8s-arm --name netapp trident-operator --version

v23.10.0-eksbuild.1 (AL BARZES)

FERBSITREEE Asta Trident EKSHIEIN :
LT ep S5 EE Asta = IREKS N &N :

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

{5 kubectl 8ISk

BImENX T Astra Trident 5SFEERAZIENXR. EFIF Astra Trident A5 ZZHE RS
HITIE(S, LUK Astra Trident AN IZTZERRECE S, LI Astra Trident f5, T—% =
Bl FiR. M TridentBackendConfig Custom Resource Definiton (CRD) , &
B EH#EEE Kubernetes RERIZEMEIR Trident 5K, Ak, EAILIIT Kubernetes 43
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A hRfER kubectl FRHBLITRE LR,

TridentBackendConfig

TridentBackendConfig (tbc, tbconfig, tbackendconfig) e—THIHE&AMN CRD , sJAFE
F3 kubectl BIE Astra Trident /5. I7E, Kubernetes M{F(EEIER A LAEIE @IS Kubernetes S8 $1THRE
SIBEMEEGR, MAFTEHGSITEAER (tridentctl) o

Bll## TridentBackendConfig W&, EARELUTIER:

* Astra Trident RIRIEEIRHANEE BEhRIEER. WEERNZPRTN TridentBackend (tbe ,
tridentbackend) CR.

* TridentBackendConfig ME—4FEE|H Astra Trident €728 TridentBackend o

£ TridentBackendConfig &5 TridentBackend fRIF—X—MES, FIEENEFPRENAF &
EiGimmiEL; FER Trident RREFEHETRIA R,

(D TridentBackend CRS H Astra Trident BoitlE. & * AR * BHXEN]. WREEMGIH, 15
JBIiF{BER TridentBackendConfig MREHITILIRIE,

BX TridentBackendConfig CR BIH&Z, 1BEESWLLTRAE:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

BRI LAEBRFRIRA] "Trident 227" FRREFHET S / IRSHRAIEEE R,

o spec REEIRFENEE S, T‘_JHSH_'W'JEF' Fﬁﬁuﬁﬁﬁﬁ ontap-san FERHIEF. HEBIAFIRNEE
S8, BXAEEERDIEFNEEIRMSIR. BE2HE "FEREFNEIRLEEEE

sPec EPPIEEFE credentials deletionPolicy FEY, XLEFERHE T TridentBackendConfig CR HEr
by

* credentials . IWEBEANEFE, GSBTHEEERS / RSHTEHRIIMNEIE, HZFEEERNARP
B389 Kubernetes Secret , EIEFABELAN AR FE, FAtsSHEIR.

* deeltionPolicy . WWFEEXMIBE TridentBackendConfig BYNAERIE R, BRI LKA TR
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https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples

BEEZ—:
° delete . XFEMIFR TridentBackendConfig CR MXKEk[GiR. XEEIAE,

° retain . MR TrdentBackendConfig CR &, [GmENXINTEE, BEMA tridentctl #HITEIE,
EMBRIRBRIRE N retain AFAFEAEIRHIRE (21.04 ZF) HEBEIENGIR, 2
TridentBackendConfig f&, RIMEHILFERMIE,

[EiHBFE sPec.backendName &, ARKIETE, NEHENBZBIFEFIEEN
(D TridentBackendConfig JRHIEZI ( metadata.name ) o HEIN(EMA sPec.backendName
EHZEGHE .

£ tridentctl SIRNGRZE XBLH TridentBackendConfig R ERILGES I
TridentBackendConfig CR, R kubectl KERBINEFiR, HIFEISEHEERE

BESE (H)90 sPec.backendName , sPec.storagePrefix,
sPec.storageDriverName %) . Astra Trident =BGl
TridentBackendConfig 5B HBHGIHSE,

TEEHR
B/ kubectl BIENEH, NMRITUTRME:

1. B "Kubernetes #172", IthZEAEIE Astra Trident STEEEE / RS BEFIENERE,

2. Bl TridentBackendConfig MR, HHBEHEXEFMEER / RSFRES, H3IBAT L—FhelE
AYZ Ao

tliEEiRfE, ERILIER kubectl get tbc <tbc-name> -n <trident BRRATIE > KMBERE, H
WEHEMIFAER,

%1% 612 Kubernetes #1%

tIE—MNE, HPEsEHRNANERE. XESNMEERS / FESEN. UTE— A

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml
apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: tQAxQ7qg (>

TRLETEITEFETFENNETLNEENTFR:

FHEF N ZF e in didEl M= FERIn) IR
Azure NetApp Files clientld NEREREMPINEFIE ID
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https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/

FETF e E F il M FEgin) itk

iEAF GCP B Cloud Volumes private_key_id EHEEPVID, BB CVS EER

Service AR GCP RS HY API %A
B—ER 45

iEFAF GCP B Cloud Volumes private_key LTHZ$H, BB CVS BEEGABN

Service GCP RSP BY APl Z$FH9—EF 9

Element ( NetApp HCl/SolidFire Ui fEAAFEER SolidFire S£8¥8Y

) MVIP

ONTAP username B FEEDIEE /ISVM BBF &,
BFETFEENSHDEIE

ONTAP password EET &R /ISVM ;935S BFE
FEEN B DI

ONTAP B IRNPRE A EFinE AZ$AR Base64 4Rhg

B, ATFETFIEBNSHIIE

ONTAP FFE NI P&, 12 useCHAP=true
, MAMER, EATF ontap-san
# ontap-san-economy.

ONTAP chaplnitiatorSecret CHAP BohizF%EH. 1R
useCHAP=true , MIAHKEDL, &
AT ontap-san # ontap-san-
economy.

ONTAP chapTargetUsername BtrFAF &, 1% useCHAP=true
, WANE, EBATF ontap-san
M ontap-san-economy.

ONTAP chapTargetlnitiatorSecret CHAP BitBthiZFE %5, R
useCHAP=true , MAKFEI, &
AT ontap-san # ontap-san-
economy.

ETF—FTHeIERN TrdentBackendConfig FHRE sPec.credentials FELES|I AT BEHAIZENNE,

%25 BJ# TridentBackendConfig CR

WME, EEILBIE TridentBackendConfig CR 7o TEULRFIF, M TriventBackendConfig JREIE
£ ontap-san "IREhIEFHI G, W TNFAR:

110



kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

$34 . WIERYIRS TridentBackendConfig CR

IW1E, EELIE TridentBackendConfig CR, FILIRIEIRTES. 1BEERLLTRE):

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

ERIRIEGRHAIEHEYES] TridentBackendConfig CR o
MERRT AR T EZ—:

* Bound: TridentBackendConfig CR5GIHXEL. FIHEE configRef IREN
TridentBackendConfig CREJuid.

* Unbound . f#H """ &Ko TridentBackendConfig MREAHEEFim. HINBERT, FIEFHEIERN
TridentBackendConfig CRS T ILMER, HMEAEENGE, ERLEBREERN "Unbound (B
BUE4PRE) "o

* Deleting. TridentBackendConfig CR deletionPolicy BIRE Ndelete, X
TridentBackendConfig CR¥G#MIBR. B2 EEIDeletingthZ.

° MNRFHAFEXKAMEEBRK (PVC) , MMBE TridentBackendConfig S E Astra Trident fflfx
[Gi% AR TridentBackendConfig CR o

c MRBIHFEE—ITHZ PVC , MEHNBIFRIRZES. TridentBackendConfig CR FEGHE#H AR
M. RBEMPBRFAE PVC &, 7 2MFREiHH TridentBackendConfigo

* Lost . 5 TridentBackendConfig CR XEXHGim#EINEEMPR, TridentBackendConfig CR
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s HEMFRNGER. i detionPolicy B, {IAIMIFR TridentBackendConfig CRo

* Unknown: Astra TridentTo/AHIE S XEEH R IREVIRESHEEFE TridentBackendConfig CR.AIU0. U0
EAPIARSE28KRMINEY tridentbackends. trident .netapp.io H/PCRD, XATREREF T,

EULBER, BATheIRER! thoh, TSRS MEME, BIa0 /EinE Al EimmFE"

(FIE) % 4% RNEZHAER
ERILUETT AR an < SKIRENE K iRATIFAE S .

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£f60-4d4a-8efb6-
bab2699e6ab8 Bound Success ontap-san delete

ek, EERTLUFREY YAML/JSON #:f# TridentBackendConfig o

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112Z"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo &AM TridentBackendConfig CR MEIEMEIRE backendName #l backendUUID

o lastOperationStatus FEFR TridentBackendConfig CR HI_ERIBIEIRE, ZIRFRIURAFP A
B (FlE0, FAFTE spec FEXRTENND) , WAILUZH Astra Trident f&HY (130, 7£ Astra Trident
BohEBiE]) o RILIERLN, WrRILIZKMK, phase TR/~ TridentBackendConfig CR 5EFIRZ 8K AR
o ELERIRABIF, phase BIEHN bound , XEME TridentBackendConfig CR 5igikxEk,

o] LUSTT kubect]l -n trident describe tbc <tbc-cr-name> B FIRENEHHENEAEE,

@ EARBEFER tridentctl EFEMIPRE S KEXEY TridentBackendConfig WRMGFiR, BT
f#7Ef tridentctl M TridentBackendConfig ZBJYHRFTS MAIFZE, "15SILLEAL",

EEIEy
579 kubectl 11T/EIHEE

T HESNEIERA kubectl HITRIWEIEIR(E.
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BI PR TridentBackendConfig , ERILUIER A