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ZIETrident Protect

Trident{RIPEK

B, BWIEENETIFE. NAERERE. VARERNIFIIERREENE, HEREN
IR15% B ERE Min{T Trident Protect BYXLEER,

Trident Protect Kubernetes S£E¥ s A4
Trident Protect 5ZX M2 EEF BIEER Kubernetes = miR%, B1E:

* Amazon Elelic Kubelnetes Service (EKS)
* Google Kubernetes Engine ( GKEE )

* Microsoft Azure Kubernetes Service (AKS)
* Red Hat OpenShift

* SUSEIRAE
* VMware TanzuF=R4B4&

* FikKubernetes

* Trident Protect& N Z#FLinuxit BT o Windows 1+ E T R AT & 121E,

@ * HafR% & Trident Protect WA B ECEIZTTHRVIRIRIZHIZZAIERAY CRD, BRILIRIRITH]
25, BB "X

* BIRE/VFEE— VolumeSnapshotClass, EZE5E, 158" VolumeSnapshotClass”s

Trident Protect Fi&[GinFREA 4
Trident Protect X#F LA FFfEEH:

* JEHTF NetApp ONTAP fJ Amazon FSX
* Cloud Volumes ONTAP

* ONTAPTZ(EFES

* Google Cloud NetApp#&
* Azure NetApp Files

MR fE R ImR E LU FEX:

* MRIFREIER £ BEMY NetApp 72E(EA Trident 24.02 S{E#FhRA (BINEA Trident 24.10) o
* HRIEHE—"NetApp ONTAPTZ&/GH,
* HARBEERTEHEMHNREES L.

* SIREHT AT AREFINAREFMIEEEIRENEANAIEFmR =E, Trident Protect A= AL
XEEm R MREEBEXFRPIEE T AFENGRTE, NHRFRFRK.
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NASEF RIS ER

Trident Protect 23X nas-economy H#H{THEMHMIMEIR(E. BaIAZIFRFIRER. 5fEFSnapMirrorEHIE|
nas-economy &, EEENITHISTrident Protect —f2{FEBAIE nas-economy ERBHREE R,

RV RERSEASnapshotE RIEFRRD. W TXLENARER. BHEEBEIEONTAPEHER
%7 EiE1T A T an < Kb SnapshotB R :

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

BRI LUBEE I B INASE TR HIZITU TS KB HSnapshotB R, FIEEE M “<volume-UUID> AEENH
EHIUUID:

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ B R Trident/FIHECEIRTURE N, EAILUFRINA true FIEBAMRKER snapshotDir.
REERZEM.

{EEKubeVirt VM{FIFEUE

Trident Protect TEEXERIPIRIEHAIEI /9 KubeVirt EEHMAIR X (F RGUREMRAINEE, LUIREREIE—Et. &
PR LRERECE 73 /AR FINT A 7E Trident Protect ARIRAFBEFAIARRE, BBV ZAED Helm chart &
HERME T BUREE.

() emEReesia), £ VitualMachineSnapshots AEEINHL (VM) QIEZEVSUER SHRINE.
Trident Protect 25.10 & #hR7s

Trident Protect TE3IERIFI2{ELRBI B o REMARE KubeVirt XIHRSE, LIFRARER—214%. MTrident Protect
2510 FFs, EoTERLITAEZRILITN: vm. freeze Helm Chart RIETIEF S, ZEEEIA
B

helm install ... —--set vm.freeze=false ...



Trident Protect 24.10.1 = 25.06

MTrident Protect 24.10.1 744, Trident Protect RTEEIRRIFPIRIERRIE B o AL R KubeVirt X F
%, o ERUTHRSZRALBTA:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

Trident Protect 24.10

Trident Protect 24.10 TEEUERIPIR(ERRE] A = B ohffR KubeVirt VM XHRFH—HEIRS. HNREE RS
F3Trident Protect 24.10 {R#F&8Y KubeVirt VM #03E, NMIEEEHITHIBEBFRIMREZIFIRBRAXGERAN
HREEIRRERINEE, XA R LURRXX M RS TF—EURES.

& LAECE Trident Protect 24.10 SREIRHIRRIPIRIERAE] VM XA RFRUREMER, "EEELEREIL"
AEERUTHS:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

SnapMirrorE Hl|FYEK
NetApp SnapMirror& #l|h8ER] 5 Trident Protect BEC &, &R F LU TONTAPHRERAZE:

* NEBNetApp FAS. AFFFIASASEEE
* NetApp ONTAP Select
* NetApp Cloud Volumes ONTAP

* JEH T NetApp ONTAP B Amazon FSX

SnapMirrorZ HFJONTAPEEEF B K
R RIEASnapMirrorE§ll. IEHRONTAPEEEEHE L FERK:

* * NetApp Trident *: {EFONTAP{ERNGIRARSHYR Kubernetes 5 8$#1 B4R Kubernetes S£8f_E &R AT
7ENetApp Trident o Trident Protect S23%F&EANetApp SnapMirrorf Ri#ITES, ZIHARERUTRIEFZ
FTEES:

° ontap-nas : NFS

° ontap-san . iSCSI

° ontap-san . EEKESRER

° ontap-san : NVMe/TCP (EK&Rf ONTAP hkZs 9.15.1)

* FEE: BTERA BERONTAPEEE L B AER#IRFRIFEAIONTAP SnapMirrorRH eIk, B XiFH(E
. 1EZ& 0 "ONTAP FSnapMirroriF ] #EiR" o
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MONTAP 9.10.1FF%8. FREIFAIEIUNetAppIF el IEX A (NLG)BIF R . NLGR— 1N ZIFZIMITEER
X, BXFEFMEE. BFEN "ONTAP OneMfiHHIFAIIE" o

@ {2 #F SnapMirror &4 1R,

SnapMirrorE HI8 X FEFEEIN
MREIHREREERIRNE. FREREHIMEHREUTERX:

- EBAISVM: ONTAPFEEEIRUTRIINSRE, BXFMER. BN EBH SUM HEHA
() ®EmONTAPEE 2 By E HI% A REERISVMBIRER—.

* NetApp Trident 1 SVM: 52 SVM A7 rl{# B AREEEE LAY NetApp Trident {5,
* RERH: BHEEETrident Protect FRNIAEIEONTAPEEG, MUEIRERIXR,
F3FSnapMirrorE#iYTrident / ONTAPEC &

Trident Protect BRIGEDECE — N ZHFREBNBIMERERINFMEER. MRFEHNBETERER, AT
RExERYE, BMNARFNZERS RN BEFFRNEEER.

SnapMirrorE i Kubernetes 28 &K
HfRIZHY Kubernetes SEEBEHE L TFEXK:

* AppVault BFJi5iRIME: TREEEFA BAREBF AR L R B ML HIIANIR, 7 BEM AppVault IRERFIE NN ARTERF 3
KEH,

© WggiERE . REHAEAN. FAERNIRM IP RIFFIR, IUSKIEE WAN RISEEFA] AppVault ZIEJRE(S.

@ WEEWIFRTE WAN EERPCHEM BB AERE. FEESEH 28, B5ERNEMIZHEEA
X LR E K,

ZEEFHECE Trident Protect

SNRIEBVIFIRIHE Trident Protect BVEK, o] LIRER LA TP BEERF LR E Trident
Protect, &0 LA MNetAppFkEXTrident Protect, SREMNEEH NG ETMRIZEE, W
RIENEBTAANEEBEN, MIAEIMREESREE.

Z3ETrident Protect


https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html

MNetAppZ& £ Trident Protect
P
1. #hNTrident Helm7Z A& :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. /A Helm &3 Trident Protect, 1XE “<name-of-cluster>"SEB¥ ZFRIS DA LR, HATIRINERMN
ERFIIREE:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2510.0 --create
-namespace --namespace trident-protect

3. (Alik) ERAFRAREER (BINATFHEHR) , BER:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set logLevel=debug --version
100.2510.0 --create-namespace --namespace trident-protect

iR AEIERBE BT NetApp2 5 A R HREIE, MAFEER AT IHEI R,

MIAE AR L Trident Protect

MNREHR Kubernetes EEB5 LA IHRI BB, EAILUMAMBHRBRECERTETrident Protect, 7EXLERGIH,
BERIESPHNEBRBRANEIFERNESR:

p
1B LT RRERIEI A it B, BFRS. ARRBHERIENRNEMER:

docker.io/netapp/controller:25.10.0
docker.io/netapp/restic:25.10.0
docker.io/netapp/kopia:25.10.0
docker.io/netapp/kopiablockrestore:25.10.0
docker.io/netapp/trident-autosupport:25.10.0
docker.io/netapp/exechook:25.10.0
docker.io/netapp/resourcebackup:25.10.0
docker.io/netapp/resourcerestore:25.10.0
docker.io/netapp/resourcedelete:25.10.0
docker.io/netapp/trident-protect-utils:v1.0.0

fB4n:



docker pull docker.io/netapp/controller:25.10.0

docker tag docker.io/netapp/controller:25.10.0 <private-registry-
url>/controller:25.10.0

docker push <private-registry-url>/controller:25.10.0

EIREY Helm Chart, BESHREEAILIAIREBMAIIHEA L TE Helm Chart, helm
pull trident-protect --version 100.2510.0 --repo

@ https://netapp.github.io/trident-protect-helm-chart  FAIFGEFILER
‘trident-protect-100.2510.0.tgz FXHEFFENBLEIFIEHHITLEE heln
install trident-protect ./trident-protect-100.2510.0.tgz MAEE
RE—PHREREFEEESIA.

. BIETrident Protect Z&fmp R =(a):
kubectl create ns trident-protect
- BRIEMR:

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

- QIEATFRNEMRE HIIENRINE:

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

. I NTrident Helm A& :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

- BIBE— 1R AN protectvalues. yaml, IBAREFEELL T Trident Protect K& :
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imageRegistry: <private-registry-url>
imagePullSecrets:

- name: regcred

X imageRegistry # “imagePullSecrets XEBEEHTFAIEAHAGEG, 1%
‘resourcebackup M “resourcerestore, HIREFREGHIEEEMRPAVEE

@ EHEERE (190, example.com:443/my-repo) , BIEAMKRFERIPEETER
Fo XEBMHRERFABEEIGEMILAIZEL, <private-registry-url>/<image-
name>:<tag>o

7. {8 Helm %% Trident Protect, fX& “<name_of cluster>"SEB RGN ECLLERE, HATFRIDERN
FHIPFOIRER:

helm install trident-protect netapp-trident-protect/trident-protect
-—set clusterName=<name of cluster> --version 100.2510.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

8. (Alik) ERAFAREIER (BINATFHEH) , BEA:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set loglLevel=debug --version

100.2510.0 --create-namespace --namespace trident-protect -f
protectValues.yaml

I BEIERBE BT NetApp2 i A RHBREIE, MAFEN A SR IHEI R,

@ AXHfth Helm Chart EZEi%1, S3EAutoSupporti@ B e A FaLTE, 152% "EfTrident
Protect &%,

Z3ETrident Protect CLI ifif4

& a] LIE Trident Protect e 1T, ©=Tridentt— N B, “tridentctl BFRIZEF
5Trident Protect HE X &R (CR) XEMEAIZR.

L&t Trident Protect CLI #&f

EERAGSITEARERZE. BEEEERETRTIARERENITEN L. RIBEENITENERNEx64 CPUIE
ZARM CPU. HUITUTHE,



T &M FLinux amd64 CPURIIE{
TE
1. & Trident Protect CLI ¥ :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-linux-amdé64

THIEAFLinux ARM64 CPURIIE{
i
1. F&(Trident Protect CLI }&{5:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-linux-armé64

THIEAFMac amd64 CPURIIEF
HIE
1. R Trident Protect CLI &5 :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-macos-amdé64

T #EFAFMac ARM64 CPURYIE
B
1. F#Trident Protect CLI &4 :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-macos-armé64

1. JodfE G 4B FRATAUR |

chmod +x tridentctl-protect

2. BiatF T HEIHEFRIRETEPENNAE, FIW. /usr/bin 3 °/usr/local/bin(fEOJEERE
$EFtPrivileges):

cp ./tridentctl-protect /usr/local/bin/



3. BRI LIRS — I M EFIZ EBRPNEMIE, EXMERT. BHRILUERTE
cp ./tridentctl-protect ~/bin/

@ BT RHREGERZRETEPNEMIE. EILUBIEEEMERANR tridentctl
protect RMBAIIEH “tridentctl-protecto
BETridentin 1T REIGEHEEED
& 0] LAE AR E 1R R ES BhThRE IR NG XG4 TheRe RV 4R A5 BY -
B
1. EREIIREEEFRIEE:

tridentctl-protect help

BRAm< BTk
L Trident Protect CLI #ift/5, ERILIAFE LR SBERABEMEINEE.

HYRS
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J7bash shell/2 B BEh5ER
T
1. BUEESTRIZS :

tridentctl-protect completion bash > tridentctl-completion.bash

2. ZXERPUE—NHERUELEZMZ:

mkdir -p ~/.bash/completions

3. BT HMMIZATEENE "~/.bash/completions' B & :

mv tridentctl-completion.bash ~/.bash/completions/

4. FLUTTARME] "~/ .bashre’ E B RHBIH:

source ~/.bash/completions/tridentctl-completion.bash

NZ shell B A BH5EH
T
1. BIEESTRNZS :

tridentctl-protect completion zsh > tridentctl-completion.zsh

2. ZEERPUE—NHERUSEZMZ:

mkdir -p ~/.zsh/completions

3. BT HMMIZATEENE “~/.zsh/completions' B R :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. BLATITRME "~/ zprofile' £ B R RIS

source ~/.zsh/completions/tridentctl-completion.zsh



Q:t
TRshelBRBY, &a]LUERHAtrdentcd-protectifif B8 < B Eh5E Mo

EilTrident Protect 3%
BT LB E X Trident Protect IEMAELE, LUAREIF IR EERK,

FEE Trident Protect A28 & EIR

Z#ETrident Protect f§, &R LAERECE XK IEE Trident Protect BasFIARIRS, 18 B X IREHI R LT
HlTrident Protect I {E B EEEF R RRIEE,

PR
1. BIBE— PR AMIXMH resourcelimits. yamle

2. IRIBIEHIIRIEE R, EXEFIEFTrident Protect A 28R E JRPR HI3%EIR
UTFTRABREXGEERTOREE. HEE8 1N ZREHNERRIAE:

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi

nmn

ephemeralStorage:
resticVolumeBackup:
limits:
cpu: ""

memory: ""

ephemeralStorage: ""

requests:

Cpu . mwn

mnmn

memory:

mn

ephemeralStorage:
resticVolumeRestore:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:

cpu . mwn



nmn

memory:
ephemeralStorage: ""
kopiaVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""
kopiaVolumeRestore:
limits:
cpu: ""

nmn

memory:
ephemeralStorage: ""
requests:

mn

cpu:

mn

memory:

ephemeralStorage: ""

3. MANXHHHIE resourcelimits. yaml:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f resourcelimits.yaml --reuse-values

BEXEZ2 ETFTXAR

L ¥ Trident Protect f5, &I LAERAERE X4 RIEK Trident Protect 28R OpenShift €4 F TFX£9% (SCC).
XL FE X T Red Hat OpenShift &£8%% pod L 2EH,

Bt
1. QIE—1 B AN sccconfig.yamlo
2. RscotBURMEIX 4. ARRIEIFENEEE RS K.

UTFRAIETRT SCCIEMSHAIRINE:

scc:
create: true
name: trident-protect-job
priority: 1

TRNABT SCCIETIRISEL:

12



2

ellfeS

name

R4k

3. MAXHHRIE sccconfig. yaml:

Description
HERSAILIESCCHIR. R

TEIBIRE N true” HHeln& D
FZtriRopenshi ft MBS, A&
BliEScCcEIR “scc.create, Ul
RAR1EOpenShift EiEfT, =&
2 scc.create I8BHN “false
, MIARZBIREMSCCEIR,

FEESCCHIEZ R,

EXSCCHITR. MiTRERS
BISCCRTEMARMERIRBISCCZ
AT,

Default

true

Trident{RIPEAV
1

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f sccconfig.yaml --reuse-values

IR RRAEE R A HIEE

A& EfthTrident Protect fit&Ei&

BB sccconfig.yamlo

=1

A LAB E X AutoSupportig B 8p & T ELT B LUR B BRI EE R, TRIER T AT ARERESE

o5 Type
Bz string
B EFALE boolean
EbEsTs=)ss boolean
MmE I fr R TELER string
restoreSkipNamespacelLabels string

TR LAGER YAML BCE X Ban S1TAR S AC B X L0351 .

Description

JINetApp AutoSupportEIZEC B 1
12 URL, FRALLINAEEIIERSS
FHBTIFE LR, BHIF:

http://my.proxy.url o

& B N BkT AutoSupport LI iERE
BY TLS I8IF true, (XBAFAZS
HRIEEE. @UA: false)

B A2 B & HTrident Protect
AutoSupportf R4 8 L%, 1KEH
false BHEN EEIHEEEEAA,
BEMARTUFEIERSZFE, (
2RIN: “true)

BEME D FIRE R ERHRR
TELERIES DRTIR. AIFE
RIE R IEan & =08l
BEME D IRE R HRE
TEWFERIE S DRTIR. AIFE
RIEAREET IS an & = (8lo
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http://my.proxy.url

8 YAML X%
TE
1. QBB HHBR values. yamlo

2. EECIBAINMHR, AINEREBEXHIREED,

autoSupport:

enabled: false

proxy: http://my.proxy.url

insecure: true
restoreSkipNamespaceAnnotations: "annotationl,annotation2"
restoreSkipNamespacelLabels: "labell, label2"

3. %[5 values.yaml' BB IEMEMNX M, NHBREXH:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f values.yaml --reuse-values

fEF CLI i%:&
T
1. FRAUTHS --set IFERIEEENSE:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \
--set autoSupport.enabled=false \
--set autoSupport.proxy=http://my.proxy.url \
--set-string
restoreSkipNamespaceAnnotations="{annotationl, annotation2}" \
--set-string restoreSkipNamespaceLabels="{labell, label2}" \
—-—-reuse-values

¥ Trident Protect Pod [EHI7E{SET = £

1B LAfERE Kubernetes nodeSelector T iR £05R, RIET SARE KT H LT m B R KIE1T Trident Protect
podo BAINIERTF, Trident Protect WFE:_F &1T Linux T 8, BAILURIESZEH —F BE XX LERHIZR S,

B
1. QIE—1N B AN nodeSelectorConfig.yamle

2. ¥§nodeSelectorEBURNEIX 4. FARELAXX A LIRS ER T Rt . MIREIFRERH#ITRE, 5
. UTFXAESRIMRERAERE. Bt EXEMNARZFZ:
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nodeSelector:
kubernetes.io/os: linux
region: us-west

app.kubernetes.io/name: mysqgl

3. MAXHHHIE nodeSelectorConfig. yaml:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

HHRER G ERIABR B B R N EEX 4 PIEERIPRE nodeselectorConfig. yamlo
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