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s ERIRECE PR EERBIEEOUNENIERE, FHIEE SVM &FF,
* {£F3 ONTAP ZAEIESHHLITHRE N SVM SIEZEREEEO,
* 5 NFS RO = EE/AE,

AESMIBERT, #EOMMNALIT DNS &, ECE Trident BYN{EA DNS B, XEBTFENERMEZS I RERIF
SRR E R EME TS, F190 SVM-DR o

7 SVM BRETAER LIF IHEEIE LIF Za8EEaRF, B2, BNRERMNELZEERSEIERNGE
—, TeWfal, EIE LIF iZrJi@:d DNS i518], USLIMHEAKRIEM "SVM-DR" 5 Trident £& .
PREIR ALK

ONTAP FERAEERAEL, BAEEUATIREREFEHTFE. 152 "NetApp Hardware Universe" LA
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Trident B9 ontap-nas # ontap-san REIEF A EIEE D Kubernetes kA ME (PV) BEE—
FlexVolume o ontap-nas-economy JREIERE=AE 200 1 PV Gl ALY—1 FlexVolume (AJ7E 50 % 300
ZIEBEEE) o ontap-san-economy-£&55F WEhEF2AE 100 1 PV GIEKA— FlexVolume (AJIECE
50 2 200) . EBALE Trident SAFERZ LGRS, BRX SVM IRERE, ERILMELITHITIRE
E:

vserver modify -vserver <svm name> -max-volumes <num of volumes>

max-volumes NERMBENRIEZGFME:

* ONTAP &8 HIIEEHHE
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FANATF SVM By ONTAP QoS kg, R Trident EBERVERIEMARY IOPS B8, XBBIFRI "HLLiE S
AR HIERI R RHELE, UEEAZFM Trident SVM LUSMNY TIETH,

TR LB LS B SVM eI QoS ik, BXREMRIER, BHSNEMTER ONTAP iRZAHIX . LA
TRBEEIZ— QoS HE&, R SVM RITARE IOPS [RHJ 5000 -

# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>
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c BNIERIWECER defaults IRPIKE qosPolicy B3h. BT EIREEERG:

version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
dataLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
qosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
qgosPolicy: premium-pg
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EBNBRENEIHSBE— TN FHER, ZRBXAIFAR Kubernetes EB N T =, (\2707] LUBTHEIEFME
BESHEREKE ({151, } BEXFHAI, Trident KFRHIFEEIELS Kubernetes S£EF T R BERIIAIR], FiE
73 BRI / B

HE, BHAIUFEESHER, HERA— I HZNSHEANKIAFTILERE, XLESEHMNBTFLESI TS
JHIEERK:

* f£H vserver export-policy create ONTAP e 1THREG ST LIES H R,

* M vserver export-policy rule create ONTAP mi<{TRE <M S HERERINFN,
BT TIXERS, EATLRHIMLE Kubernetes T3 R AJ LR AR,
A showmount FIFNAIEFSVM
B3 showmount IHEE, NFS BFIHEILIE SVM EGA A NFS SR, ZFEEF Kubernetes 8% Pod 7]
PASSEE LIF $1TIAER showmount -e @, FHZRWRIAERHYIR, SFHEHTNRRNES,. BAXEE
HA=ENRe, BEHIIIRERLENER, AJEGETRERINNAFEZE NFS S,

SR fER SVM £R5IHY ONTAP ep TR E L2 A showmount :

vserver nfs modify -vserver <svm name> -showmount disabled

SolidFire sx{E5LE%
TR Trident ECE& SolidFire ZERNRIEL,

BlZ SolidFire Tk~
1 SolidFire t(KP#RR—IM—HNERES, FEKRECH—HRISEFEMIIEMNY ( Challenge-

Handshake Authentication Protocol , CHAP ) &iE. &ErILUERAM P ZFRFMEX CHAP gD &@id &k a2
HRIDEAKF NS, — MKPRZEIUSEE 2, 000 MNE, BE—1NERERTF—IIK .

87 QoS &
NMBEBEHREFEINAT S INENIRENIRSHREIRE, 15 SolidFire fRSFHEE (QoS) H.

TR LUREIRE QoS B, BIRE=IMHEEMNSHRENX QoS , AJLUHERENERNIERE: &/IVIOPS, &
K IOPS f1R& I0PS ,

AT ZE 4 KB SRA/NR A BERR/)Y, BRAMIRAK IOPS fHo

IOPS £#§ EX &/)\walue ZAE =AXE (4KB)
=/)\ IOPS LEHMRERELRS, S0 50 15000
5K IOPS HRERSEBITULR 50 15000 200,000

o



IOPS £ EX &/]walue INE =AE (4KB)

=% IOPS EREREREER TR 50 15000 200,000
HFHmA IOPS 6

@ RARK IOPS 1% IOPS BJIRE =L 200, 000 , BENLIRRAMERERERBE R
BT RERERIRS,

RANHH B BTN IOPS &, MEERA/NIIEM, RASKHREEMEILIBERARK/NIENRI. B
ATHENEN, RAEEEBEEIN IOPS HEHZEL, ESN "SolidFire fRSHE" BX QoS MMEERTIFR(E

(a3 Yel

SolidFire B{3IE

Element 32 MM S HI0IEF 7% CHAP MELIEAE (VAG) o CHAP fEf CHAP thilm/aimx ENEITS
P, HipeBiEHIN EECERERIGE. NetApp BINER CHAP #1TBMHRIE, HAECEER, HEKE
BRI,

@ BA1ERE CS| ELBREFM Trident XA CHAP S17501E, VAG REETE(ZHRRVIE CSI 121(F
R TER.

QEETFIKFAVIFIEEHIZ X8 CHAP B I10IE (RIERMEFERNBIRERF) o WREM CHAP #1758
I0IE, MBI AR LT B[E CHAP FIXX[E CHAP . BE CHAP /A SolidFire P & BEhiEF %=
PN ERHEHTEMIUIE. WA CHAP EHARMERRENEZ NG E, RAEREIIKF 2B ENIE
FERNENEITHMEIE, ARENEIKA RV BAREANEHITE M.

B2, NRTEER CHAP BEE[EMA VAG , BtIEIFRAFEENEEFEMERIZILSRAE, HFmELE
BILARE 1QN B AT LUERSAER CHAP B910iEihRATHNE NS, MR iSCS| BhiEFi & HER
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SNEMLSHFEHRB PVC YAML 3 JSON XH3EMEIE Astra Trident RIS NECETEFFHITEAESS, A NetApp

12



HCl/SolidFire [5imRY, BHEFREZMEE—1, MREIMEE, BFRERENE—Z, UEEIAEE
AU EN.

WMRFEAT azure-netapp-files & gep-cvs WahtERE, BFEHAE S tridentctl import volume
<backend-name> <volume path> -f /path/vc.yaml E&EFNE| Kubernetes A1, LU Astra Trident
BIE, XEFETUARES | BEE—.

HIT LRSS E, Astra Trident BEGRLEIEHIZWME KRN E2BEHRMNHEHVENES)ERENPVCE
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"storage": [
{
"labels":{"1luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"

"labels":{"luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

by

2. {3 ... parameters.selector FRALUKSIIZEE X Fi#t, Hu0:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—-name:
csi.storage.k8s.io/node-stage-secret-namespace:

3. BIE— 1M EELUKSEIEZIENZH, .

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A

luks-passphrase: secretA
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luks-${pvc.name}

$S{pvc.namespace}



PR
LUKSHIZ RIS TTEFIFONTAP &8 #iEm BRI SR E4E1N6E.

AFSALUKSEHNFiRECE

B2 ALUKSE. HIIRE luksEncryption to(true fE/Gife o luksEncryption OptionA] SRIAER #
H=IREER R BT ELUKS (true)HARFELUKS (false). SALTRABIFRR.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

WIRLUKSZIE5T1E
ER] LUCRLUKSZ IS FZEH i IA R i,

(D BSICREEE. FIEEHIMERE. REBIZATESIBE. MRFIBNBEREER. &
AT EEHILE. FRBIERREMEBRESET AR,

XFIAES
NREIEMBLUKSZEIFZIEGCIR THHEBHIPOD. NMEAELUKSEDE BRI, CIZMIIPodEY. Astra
Trident= 1% LRILUKSZRIFEE S B AP RE RN BIDEIEH T,

* NRE EHNEEEES BAPNENRZDRER L. NSXERH],

* NRE_LWRILIZIES TP ECHRIBITELE. MEER previous-luks-passphrase SEIGHEZ

o

T
1. 7N node-publish-secret-name # node-publish-secret-namespace StorageClassZ#, i
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apiVersion:

kind:

StorageClass

metadata:

name:

provisioner:

parameters:

csi-san

storage.k8s.io/vl1

csi.trident.netapp.io

trident.netapp.io/backendType: "ontap-san"

csi.
csi.
csi.

csi.

storage
storage
storage
storage

.k8s.
.k8s.

.k8s

io/node-stage-secret—-name: luks
io/node-stage-secret-namespace: S${pvc.namespace}

.1o0/node-publish-secret-name: luks
.k8s.

io/node-publish-secret-namespace: ${pvc.namespace}

2. ESSIRE LRI B BEIE,

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. EMBHLUKSEALIEE MEIEFZIEM £

BIDFEIE, R previous-luke-passphrase-name #

previous-luks-passphrase ILAZ_ E—NHIEETIE,

apiVersion:

kind:

Secret

metadata:

name:

stringData:

vl

luks-pvcl

luks-passphrase—-name: B

luks-passphrase:

secretB

previous-luks-passphrase-name: A

previous-luks-passphrase: secretA

4. BIE—RRHENPOD, XERBMEERPTHEN,

o. WIFEIEIER S BRI,
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Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

=

R EMIRIE_LIREIFEGEER . 4 SRIRELEEE,

(D NERIREIHNZLETIE. 190 luksPassphraseNames: ["B", "A"]. #HHATE, &r1LL
i & FrPODLIZE I TR H 1,

ERET R
TR TELUKSIIZENE LB RS B

p

1. BH cSINodeExpandSecret DHBEI J(MIhR1.2500 L), 1EBM "Kubernetes 1.25: f& AN #1T RIK
HEICSIET B" TIFHER.

2. N node-expand-secret-name #ll node-expand-secret-namespace StorageClass&#f, flal:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

ZR
BEhEXAFHEY AT, kubelet= SN H R ELWEZF.
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