BIEMERIPNARERF

Trident

NetApp
March 13, 2025

This PDF was generated from https://docs.netapp.com/zh-cn/trident/trident-protect/trident-protect-
appvault-custom-resources.html on March 13, 2025. Always check docs.netapp.com for the latest.



H=x

EENMRIFNARERF

M Trident Protect AppVault3d R E IR ER
BoE AppVault B3 10 IE A2
AppVaultt|Z Rl
EEAppVaultiE 8
fiBRAppVault
£ Trident Protect® X BEEIERIN AIEZF
BllZAppVault CR
E XN FBER
fE M Trident Protect{®IF N FITEF
SRR FEIRE
SIS E D
BIEHURRIPITR
fIBRIRER
RS
REEZMRIEVIRES
JFazure-ANF-files (NetApp)i2{ER B &R
fERATrident ProtectiX R N T2
BRI KPR %R ERRIR A an & == B R AR S
MEDERE Efthan & ==[8)
MEDEIR R [RGB T8
MEMRERRH MR
MIRERIR R ) H fthdp 32 =S(8]
MIREBE R F| [RGB 8]
KERFERERIRS
fEFANetApp SnapMirrorf Trident ProtectE #I FIi2F
R RN PERE 1R ERRRI R a2 == BIA R AR S
HKEEFIXAR
RENREFRESIHM
A Trident ProtectT 8N FIIZE
HINMIRRIRIE
BN RERFMN— I FHEETBES —MEMEE
B Trident Protectil 1 THEH
PATIEETIRIIEEY
BEXBEXHITEHNEER FEE
MITETmIESS
HATEARG)
BB ITES
FoEiTHRITES

N a a o

12
13
14
14
14
17
17
19
21
23
24
24
24
25
25
26
30
33
36
39
41
42
42
43
51
54
54
55
58
58
59
59
59
59
62



BEMNRIFNAER

£ Trident Protect AppVaultXi R E IR E&

FF Trident Protectf97Z& 53 E& B € X &R JR(CR)FRAAppVaulte AppVaultit R 2 1F &5 EXRY
AR Kubarnetes TYERRTA e AppVault CREESTERD. 1REB. ERIZ(E
FSnapMirrorE HIFFRIPIREHEREE D RFAIENERE, REEERTECE
AppVault,

AcEAppVault& 710 IEF 25T

T8I AppVaultlf R Z B, EFBHRFMERIAppVault il BHES th TR B IR HIZFNEEEXZRETS )
Eivall

SRS T T BFMEREET

7EfEFACRSHE Trident Protectfi £ 1T R EEH IR AppVault T R AT, &E] LUERRIE R Trident ProtectfEFAE1 & FH
FResticHlKoriafZ i FENMZH B E X ZhERIKubernetest|F, MRAKIEEZHH. Trident ProtectiEFEHZRIAE
HER

* FENeIEAppVault CRSEY, AILAER*spec.dataMoverPassword" SecretRef*FE&+EE 2 5Ho
* {EMTrident Protectfn 21T R E S AppVaultxit RBY, &AL "--data-mover-password-secret-ref S35
EEHo
BlEEER o T AEEERIS R
FERUTREIEZIEDEZH, BIEAppVaultITREY. &A]LIIERTrident ProtectfE A tb Z A ¥kiE 2 sh T A =&
FE#IT BRI,

@ RIBFAEREIERDI TR, BRECSZEIEB I TANABNZBEIR, Fli0. NREEEME
FRestic. FHBEERAFITEFERKONIA. TI7ERIERZ AT 2 EEE 2 ResticZE G,



fEHECR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

ERBLITRE

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

iR AppVaultZ A4 ALl

TEXAppVault CREY, EFBEEFTIEAENFHEHIZEFIEENER. RIEREEFOTR. NEEERER
WA EEFRARRE. U TEZMEHEFHIGTERENTA. ERIUERUTRANETREENETE
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Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
—-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
-—-from-literal=accountKey=<secret-name> \
-n trident-protect

1B S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage—-accesskey> \
—-—from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
—-secret> \

-n trident-protect

StorageGRID S3

kubectl create secret generic <secret-name> \
—-—from-literal=accessKeyID=<objectstorage—-accesskey> \
—-—from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3 secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3 secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3 secret

Microsoft Azure



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

1BHA S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3 secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3 secret
sessionToken:
valueFromSecret:
key: sessionToken
name: s3 secret

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3 secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3 secret
sessionToken:
valueFromSecret:
key: sessionToken
name: s3 secret

StorageGRID S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3 secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3 secret
sessionToken:
valueFromSecret:
key: sessionToken
name: s3 secret

{E A Trident Protectfs <17 R EBEAppVaultfy =)

EoIUIER U T a7 REa SR FAE MeEEZERLIiEAppVault CRS,

. "“TL/{&?Z?EE—A@,EFH:_FRestlcil]Korla?'_ EEMZN BE X ZEBKubernetes® i, B
@ 9€I¥QEH1:|U\ 'lﬁ/ [9&$E$9EHIE§{1%F_M‘E%]

* XFS3 AppVaultit R, Ee]LLUAEFRERSEH A HILSIREFSE H OIEURL --proxy-url

<ip address:port>.
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Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

--bucket <bucket-name> \

--secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

1B S3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3
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tridentctl-protect create vault OntapS3 <vault-name> \
—--bucket <bucket-name> \

——secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

StorageGRID S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

EEAppVaultE &
SR UER TridentRIPSmSITREGE G EEE XEEE LEIEMNAppVault I REVE Bo
PSIE

1. ZEAppVaultitRMRNA :

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

Nl
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e T +
| CLUSTER | APP | TYPE
TIMESTAMP |
e pomm - e
o +

| | mysgl | snapshot
08-09 21:02:11 (UTC) |

| productionl | mysgl | snapshot
08-15 18:03:06 (UTC) |

| productionl | mysgl | snapshot
08-15 19:03:06 (UTC) |

| productionl | mysgl | snapshot
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup
08-09 22:25:13 (UTC) |
| | mysgl | backup
08-09 21:02:52 (UTC) |

NAME

mysnap

hourly-e7db6-20240815180300

hourly-e7db6-20240815190300

hourly-e7db6-20240815200300

hourly-e7db6-20240815180300

hourly-e7db6-20240815190300

hourly-e7db6-20240815200300

mybackupb

mybackup

2. (A% BEE S MNEERENAppVaultPath, EERITE --show-pathso

2B 7ETrident Protect HelmREHRIETE 7B ZNAY, IWRE—FIPRERHL A TH, F0:

clusterName=productionlo

fiERAppVault
&0 AREES I BRAppVaultit R

2024-

2024-

2024-

2024-

2024-

2024-

2024-

2024-

2024-

--set

@ EMIBRAppVaultit R Z &l &7 “finalizers MIB&AppVault CRAIZEEE, WNRXIEM. I8
HAppVaultZFiE D R ETRBHIE. EEPSHIMINILER,

Faz Al

R EMIPREMFREIAppVault IEE LR RIFA B IR &1 CRS.

=]
B

A
=

=]
~F
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£ Kubbernetesii <17 R EMIBRAppVault
1. MIBRAppVaultit &R, &t "appvault_name  AEMIFRHIAppVaultit RAIZFR:

kubectl delete appvault <appvault name> \

-n trident-protect

£ Trident Protectin <175 EfIFRAppVault
1. IBRAppVaultiR. &t "appvault_name I EMIBRAIAppVaultit R AT Z R :

tridentctl-protect delete appvault <appvault name> \

-n trident-protect

{EATrident ProtectE X EE BN BIEF

&) L@ 62 N ATEF CRAI X BEAY Trident Vault CRIE X EfEFAAppProtect EIRAI N
2R

tll#ZZAppVault CR
EHREBIE—MAppVault CR. LUBTEXT N B2 HUTHURRIMSIERER. H BAppVault CREBH BER%E
T Trident ProtectiY5£8% L. AppVault CRYFE FERIIFIR; BXAppVault CRSEIRAI. 5B "AppVaultBE X

EX N AR

(ETEE X B Trident Protect BIRAIE N FIT2RF. 7] LB Fah0E N 2R CRaL{E M Trident Protect
BT REREX EEB MR
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EACRAMN AER
B
1. I BRI BFEFCRY 4!
a. BIEBENERCRIXHHGHEME (W maria-app.yaml)o
b. BB TEM:

* metadata.name:(required )N BIERF BEXZRENET. FIREEZFENBIR. ERFRIPIRE
FREEMCRY 4= 5| AItE,

* . spec.includedNamespaces:(required )& TEIFRE S an & T8 B FFRIEEN BIEF
ZREFIENGRTE,. NARFEHRTENARETITIR,

* , metadata.annotations.protect.trident.netapp.io/skip-vm-freeze:(7] %) tARE(GER T M
EMWLE XN AR, FIENEKubeVItiF IR, XHRATIRBZENRS. BELNARER

BREABIE AX R SE, NRIKE Nfalse. NNARFRZEEEIKE. HAAXHRAZTRE

HAlBLARLE, WRIBE T LS. BEREEFEXFHEEREMI. WSZBRItinE, NRKIEE
, NN AR ERE 2 E TridentRIFREIEE"

MREFETCENARFENALRE. FJUERU TSRS

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"
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+
YAML

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- labelSelector: {}
namespace: namespace-1
- labelSelector: {}

namespace: namespace—2

1. Q2N BIZFCRULEERIFRE. BENACR, Hl40:

kubectl apply -f maria-app.yaml

p

1 ERUTRAIZ —IBANBRAREFEX. BESHNESRANEHFREFNER. BRIUERESSH
FRYIRMR OISR ERNSHENABIZFE X P EER RN ZER.

MEHE X I AR BIENTEKubeVIrtiRIEHR, XHERFERBZATNFSE. WRBITTIREN
true, WAEFRZBREEIRE, HAERBHESEAXAZRS, NRKHIKEN false, NEA
EFREEPREREIRE, FEXGHRAASIERRBAEALS, MREANE. BNAREFREXFEEEDM
M. MEZBARE, MRAERNE, NWNAREFFER"EFE TridentRIFALSIZE"

BEFERAGSITREENAREFIEE R E. AT UERFSE. --annotation
° SIENBEFHERXHRRGETINERIRE:

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

© QIENAREFHAXMRFAETHEER MY AEFIRE:
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tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze
=<"true"|"false">

{5 B Trident Protect{®iFN B

&I LUEd (£ /3 B s RIP SR ES SR IR 6 IR BRA & 19 KR Trident ProtectEIERIFRA N A
2o

C) & B] LU Trident Protectft B ATESUBRIFZ(ERR BN RGN EUEREX R T, "4 T iR (E
FiTrident Protectfit B X R4 HRLE"(HRNX)

B TR IRIE
ERT LURERY I IR R R,

C) NRENARERFENX RSB T EESTENRR. EXERRIB T EHANAERGRRIR.
MR XLEFREEEED. RIBHER,
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fEFICRAIEERER
B
1. SIBBEEXFRCRNEHBEESEZ N trident-protect-snapshot-cr.yamlo
2. ERIEMIX M. EEBEUTREM:
° , metadata.name:(required )Itt BE X FRNRR, BAEHNIMEEEZE— M E—HSENRT,
° spec.applicationRef: EIi2RIBHIRN FFZFHIKubernetes# #F.
° spec.appVaultRef: (required)N1ZfEIRIBRZ (FTEIRE)BIAppVaultiy 2 R,
° spec.relaimPolicy: (7] i%&)E X HIFRIREBCRETIREREIAppArchive= R EHAER. XEKE, B
FIZE A, REH Retain FEMR. BROEMR:
* Retain (ZRIN)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. FHIEMMEIEZXMH/G trident-protect-snapshot-cr.yaml « MACR:

kubectl apply -f trident-protect-snapshot-cr.yaml

ERLITRELIRRE
p
1. BUIEIRER. BIESHNEBRALIMERNES. Flm:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

18



BlERFEEH
1 RT LARERY & 1 R AR AR o

@ RENARRFEX TR B TR CENER. EXERFSIBT EANAEFBRIR.
MR EFREBIEEER. R TEF,

FIaZ Al
HRIRAWS =& < EIRARY 8] & LUIITEAI KBS EZ1TRIS3E 1018 (F. MR LEEFMIRIERREE . NigfFa]
RERRIK

* BXARNBYURRIESHEIIEAEMIEMAEE. BB "AWS APISHE",
* BXRAWSHEFEREMVIFHAEE. FBN "AWS IAMIZHE",
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fEFCREIES R
B
1. SIEBEEXZRCR)XHHIFHEMBA N trident-protect-backup-cr.yamlo
2. ERIEMIX M. EEBEUTREM:
° , metadata.name:(required )Itt BE X FRNRR, BAEHNIMEEEZE— M E—HSENRT,
° spec.applicationRef: (required)E& 3 HIN B2+ HIKubernetes# #F.
° spec.appVaultRef: (required)R1FEE DA EBIAppVaultty & FFo
° spec.dataMover: (F] i&)—1NFRE, BETATEMRIENEH IR, JREEIANE):
* Restic
* Kopia (EXIN)
° spic.relaimPolicy: (7] 1&)ENX T MNERERIBEFEREDINLZEHARR. AJ8EE:
" Delete
* Retain (ZRIN)

° Spec.snapshotRef: (7] it): ZEREFMHRENRBINET. NRAFRELSEH. WEEIEMED
IIREYIRER

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. [FRIEHMEERXMHG trident-protect-backup-cr.yaml « NACR:

kubectl apply -f trident-protect-backup-cr.yaml

EAmLTREEE N
p
1. glg&E s, BESHINEBRAGIFERIES. Fli:

20



tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

BIZIHEIRIF IR

RIFERBOBTIZE XAV IR IRIR, SOIXMERRIPFNARER. ERILUERS/NY, X, SANSAE
BIREBAIED, FEAILUIEEERRBEIZAEL

@ MRAENARERFEXFRHS A TR CENFR. NEXEHRRSIB T EANARERFS
MR XLEFREEEED. REBHER,

FaZ Al
HIRAWS =& < R EIHRRY B & LI IT KBS EIZITRIS3E 1R (F. MR LR MDIR(ERRET . NIR(ER]
BER KM,

* EXNELHRISIEREIBINERIFAES. BB M "AWS APISIHE",
* BEXRAWSHFEBIVFAEE. BER "AWS IAMHE",
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fEFCRAIEE TR
B
1. SIEBEXZRCR)XHHIFHEMBZN trident-protect-schedule-cr.yamlo
2. ERIEMIX . BEUTREY:
° ., metadata.name:(required It BTEX RBENRTR; BAENIFREEFE—H—HSENBT,
° spec.dataMover: (7] i&)—NFRE, BTATEMRIENEH IR, JREEDANE):
* Restic
* Kopia (EXIN)
° spec.applicationRef: E&F{HHIN BIERFBIKubernetes® #fo
° spec.appVaultRef: (required)N1FE&E N ABIAppVaultdyZ FFo
° *spec.backupretention *: EREBHNEFHNH . SRIAFNEIREMFD.
° *spec.snapshotretention *: E{RERVIREBE, SRIAALNEIZERIRE,
° . spec.granularity: It XIBNEI TR, FIgEEUMMNENXREXFE:
* hourly (BEXREIETE spec.minute)
* daily (BEREIETE spec.minute # spec.hour)
* weekly(EREISE spec.minute, spec.hour. # spec.dayOfieek)
* monthly(BXREIETE spec.minute, spec.hour. # spec.dayOfMonth)

° spec.dayOfMonth: (7] iE)ITXRIRIZETTRIBHEA(T - 31) WMRKEIREN, WEEIFE
monthlye

° spec.dayOfWeek: (A] it)itXIRGEITRYBHA(0R7), EOF7RTEHIH. MNRNEIKEN, WHE
BIFE weeklyo

° *spec.hour *: (A] 1%E)ItXINZIEITRIBYIEN(O - 23), WIRKEZEN. K, WHEEBLFE daily
weekly monthlyo

° *spec.minute: (B] 3E)ITRIRIEITHIZEH(0 - 59) MRHMEIREN. « 3, WEELFE hourly
daily weekly monthlyo



apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-namespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: <monthly>
dayOfMonth: "1"
dayOfwWeek: "O"
hour: "O"

minute: "O"

3. FHIEMMEIEZRXM/G trident-protect-schedule-cr.yaml « NACR:

kubectl apply -f trident-protect-schedule-cr.yaml

EAsLTREIZITL
p
1. I RIFIHR. RIESFREBRAEIFREFHNER. Fa:

@ &R LUEA “tridentctl-protect create schedule --help & It ss S HIFAEEE R,

tridentctl-protect create schedule <my schedule name> --appvault

<my appvault name> --app <name of app to snapshot> --backup
-retention <how many backups to retain> --data-mover
<Kopia or Restic> --day-of-month <day of month to run schedule>
--day-of-week <day of month to run schedule> --granularity
<frequency to run> --hour <hour of day to run> --minute
<minute of hour to run> --recurrence-rule <recurrence> --snapshot
-retention <how many snapshots to retain> -n <application namespace>

AR ERER
BB REHIRBIIRBRR.
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p
1. MRS IRERKEXAIIRERCR

kubectl delete snapshot <snapshot name> -n my-app-namespace

llES=gw)
W FEREN U EHIRBER.

p
1. MRS &0 XEXAIEICR:

kubectl delete backup <backup name> -n my-app-namespace

WERNRIFIIRES
ERILMERS LTI EIEEHIT. BRMIKRMBIEMRIFRIRT.

R
1. ERAUTHLURENREIRS. BESHNEBRAFRFNES:

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

JF1azure-ANF-files (NetApp)i2{EB A& HIER

MREELETrident Protect. WAL {EAazure-files-files NetAppfZfi&3E B £ Trident 24.06 2 B RIZRMITZ BT
mBEATETENEOHIEREINEE. IIEEERTNFSvASE. FadRBREMHIEIINTIE,

a2 Al
ftRimE A T EK:

* BB %% Trident Protect,
* [EBE7E Trident ProtectPEX N ATZF. EETRILIRET B ZE]. N AEFNFRIPIIEEEZ R,
* 8B azure-netapp-files FEFREAFMEEIHRIEIAFHES,
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RFFLLT RECED B

1. ANRANFEZTEFARETrident 24. 107 FItIEEAY. IETETridentd R HIT LT IR1E:
a. AE PEFazure-pv-files B 5N A 2 XELHINetApp/E FASnapshotB % :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HI\BAENXEXPVEHSnapshotBH:

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

Mie) &7 :

snapshotDirectory: "true"

+
NRKRBARIBER. Trident ProtectiiEEEMEMNTIRE. IR EE NIRRT IRN SAEET
M=E, EXMERT. FHERDTELTEEBHAIATEREIZSEENHNEXNIERBIRE &,

#R
N RTER B ESIFER Trident Protect#T&HMER. S 1MPVCERMEEMNARZFBTFEHMRE.

{E A Trident ProtectiA R FHIEF

,.'it_JLM%FETrldent Protect NIRERS F D ERNBERF. ENAEFRERIIF—EEN, M
MERBEHITIEFRNRESER,

C) RN BERFE. RHiZzNBEFEENFERITENTSEZNARERER, IREFEELRER
THEH. WeELRREERBET.

KRR 212 EHRIB) Y& B TR EFIR S

ER BB TZ12EHRE). Birm AT EIRIRENINES5RH 3 T B PR inEEIAL, teBRRM

Ren AP ERS R T RPAEFERNESRITE. ABSEEFENEANETITE. UESReE=ERHE
LEd, (NfFETBiren®=iE) LRRE SR ERIFAE,

YIR1EfEARedHat OpenShift. 552 ER 8 R FEIFRETEOpenShif iR IR XRIEA. M=
(D iR EERPod# EOpenShit 2 | F AR (SCOR X MBLIBMZ IR, 37
BB IRBENER FHRE, BXFMER, WBHA OpenShitze b LRI,

TERITIRREIR RS IRIEZ AT, BRI LUBIR 1§ B KubornetesIFIE L & 3R LE B AR an & = BRIV EAT IR E

25


https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies

# RESTORE_SKIP NAMESPACE ANNOTATIONS. fjl#l:

kubectl set env -n trident-protect deploy/trident-protect-controller-

manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation

key to skip 2>

NREEAHERSHHemZ R RN ARER, NWEWRE

1T --create-namespace $FFHEAIE

nameo

ERRER RS T REH. Trident Protect= G AT EHIE Bfres R =ia). (BMNR RSB BT EPHNES RS
TEILE. NWERIEENRNBTRGRTEE. NIRMESReATEALE. NWESKEEHE Birsa=iE.

SREREMENS.

ANl

UTRAIZRT —NRNBrETE. 8183 x

TERIERVIRTS. LUS’Z’I‘TE%MTET‘ Bixen

ERITIERE RS IR(E 2/l

EE A A A RARENITE. &
TERIFRAGHEERT .

A UER BRI

TRRAT R TIE RN R B IR EZ AR RN BAR 2 R ERRES:

=g

B8] trE

s
&= ians-1 &) * #T3E.0One/#: "updatedvalue”

s . W/ "TRUE"
AR TiEns-2 (B4R)  * #7F.One/$E: "TRUE"
s FRE=ANMI: "false"

TRz G

TRERTRRERFBEEZIREERBirmasElRS. B
‘name ' t5% BB #H IS BArin & TiEl LA :

A TIE rE

R TiEns-2 (B4R)  * #7F.One/$E: "updatedvalue"
s fE. XMW "TRUE"
* FE=ANIN: "false”

ME TR E Hfthan & =8

fEFABackupRestore CRE&E DX REIHAthes
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ZB]AY. Trident Protect2 IS N FRIZF AR BIF e

%o
© HMR=4E
* SHM=HIPAA

* name=ns-1

* Role=database

BEARMELRZA. FERAEKRES. HE

ey

* name=nS-2
* EME=HIPAA
* IMR=4r=

* Role=database

=TEH. HA



EENNAREFEIBNARZEFCR, BRIFEXRNNARER. RRIERFENIHRE. HEFERPITL,

@ BEOIERI AEBNER RNEMGRTEAERSENHPNEZRREZIZMPEAERER, B
FEEGHIFAEZRRE. BRIBRHECIE B tren & =iEl. ‘E%#—:%fﬁﬁl??lﬁfﬁﬁg?él‘ﬁlo
Feaz i
HIRAWSIES R EIRARY 8] B LI TR BT BiZ 1 TRS IR RIR1E, IR SHERRISE BT RA. N3RIER]
BE=K M,
* BXOTEHISIESHEEEAREIRNFAEE. 1BE0 "AWS APISIE",
* BXAWSHEBEEREMVIFMAEE. FSW "AWS IAMZHE",

EERKoriatF A BRI TAEERFHI. BRI LUAEFEECRPIEEINE. WAl IFERGLSITR
EiEHIKoriafEAMN EFENITN. BXUEEERTIFMAER. BHEM "5 ﬁ?éﬁFHTrldent
Protectfn 1T R EIEEMERNEHME B 15ER tridentctl-protect create --help 85 <
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fEFACR

B

1. SIEBEEXEZRCRIXGHBEESEN trident-protect-backup-restore-cr.yamlo

2. ERIEMIXME. EEBEUTREM:
° ., metadata.name:(required It BEX RBENZTR; BEAENIFREEFE—H—HSENBT,
° spec.appArchivePath: AppVaulth7EEFD AT, EAIUERMU T aRLSERLERR:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZEHPHNBRIAppVaultdy &R,

° . spec.namespaceMapping: X RIR(ERVIRRE TE)Z| Binds 2 T EHMREY, &M "my-
destination-namespace &t "my-source-namespace NEIFIEFRAE E,

° spec.storageClassMapping: IFEIZ(ERVRFEMELEI BInEE00MREY, A
“sourceStorageClass' &1t “destinationStorageClass' A& IEHHIE 2o

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
annotations: # Optional annotations for Kopia data mover
protect.trident.netapp.io/kopia-content-cache-size-limit-mb:
1000
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S{sourceStorageClass}"

3. (A EMIRAFEBEREXFENNAEFNELTR. HRNEENHIRER R ERER R IR

Trident Protectx HEhZFERE LR R, AARLERRSEEEFENTRZBIFTXR. Fl
©) . MREEEIAILERIAR. B SRS KBEIOPOD. iTrident Protectts
T RXE.HIPOD,

> resourceFilter.resourceSourcedionCritera: (7% E )@Fﬁ‘Include‘JZ@EjZ‘Exclude‘HH‘%
KRCAEEEFPEX AR, H1LL FresourceMatchers23 LUE X B EIES HIBRHI R IR



* resourceFilter.resourceMatcher: resourceMatcherdt R #4H, WRITUEAFEN ZNTE
éEEﬂ‘]JI?WF?UOR?;T%T’Ei&ﬁIEEE, FNTERCER. M3 RE)PHFEIGEIANDIR{EHITIT

* resourceMatcher[].group: (7] i%)EHIENZRIRAE,

al
=

* resourceMatcher[].names: (7] i%&)E fiEHIZIRRIKUbernetes metadata.nameFEEHHY

B Mo
* resourceMatcher[].namespies: (F] ift)E kAR IRHIKubernetes metadata.name= £
PR =iE,

* *resourceMatcher(].labelSelectors *: (7] i%&)& JRAIKubernetes metadata.name= E&AIHR
FRFSRFRIE, WHPAENX "Kubernetes 314", FIg0:

"trident.netapp.io/os=1linux".

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. FHAEMHMNEEREFZXHE trident-protect-backup-restore-cr.yaml « MFCR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

1. BEMTERIEtfs B8], BIESHHESRAFIEDRIEE, It namespace-mapping S4{ER
B S DRNERFBEENEESME M AR ERBEIrEDR “sourcel:dest1,source2:dest2' &, 40:


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>

MEHEREIRG R (8]
R LUERTS S T R B RS R =1,

Fazal

HIRAWS &5 < R EIHARY (B & LUIBIT KBS EIZITRIS IR RIR(F. WNR LT HEERRIZ(ERRETEA. NIR(ER]
BERRK.

* BXREEHARIESEIEAREIIFAEE. BB "AWS APISTE",
s BXRAWSHE RERERIFMAEE. 1BEI "AWS IAMSHE",

EERKoriafE A EER S TAERRE M. ELLUERECRPISEINE. WA LUERHGSITR
EiEHIKoriafE M EFENIT N, BXARERTIFAES. FEN "4, BXEATrident
Protectan TR EBEINERNIFMER. AR tridentctl-protect create --help &n <,
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fEFACR

B

1. BIEBEXNZRCRXHHEEMBN trident-protect-backup-ipr-cr.yamlo
2. EOIEBMIN G, BEUTEMN:

° ., metadata.name:(required It BTEX RBENRTR; BAENIFREEFE—H—HSENBT,
° spec.appArchivePath: AppVaulth7EEFD AT, EAIUERMU T aRLSERLERR:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZEHPHNBRIAppVaultdy &R,

fB4n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
annotations: # Optional annotations for Kopia data mover
protect.trident.netapp.io/kopia-content-cache-size-limit-mb:
1000
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (A MMIRAFEXBRERFENNARFNELTR. HRNEETHREERER SRR RAYTHE

Trident Protect& EIEIER R AR, FNXLEARSEEEN DR AFELR. 6
O . MREERANEERRIAR, FELARAFRELIPOD, WTrident Protectt
ERKEXHIPOD,

° resourceFilter.resourceSourcedionCritera: (Jfi%ERIZE )TEFH‘Include‘:ﬁ"@,a_l?,‘Exclude‘HH‘%
HBRLEEREFETEXNER, HIMU TresourceMatchers2 5 LUE X B IS HIRE IR

* resourceFilter.resourceMatcher: resourceMatcherdt &R0, MREHIHEAFEN ZNTE

éaEﬁJJI?JT’E?UOR?;T%T’EiEﬁIEEE, BITREE. R RE)FEIFEIFEAANDIRIFHITIT

* resourceMatcher[].group: (7] i%)EHiENHRIRENE,
* resourceMatcher[].KIND: (7] i%)Ef&rIE RS

* resourceMatcher[].version: (7] i%&)E LI Z RhRZS,
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* resourceMatcher[].names: (7] i&)ZEHIERZTRIIKubernetes metadata.nameF &+ HY

= i
* resourceMatcher[].namespies: (7] if)EfERI AR IRHIKubernetes metadata.name £
PR =iE,

* *resourceMatcher(].labelSelectors *: (7] i) JREHIKubernetes metadata.name= E&REIHR
FRIESRFRIE, WHFAENX "Kubernetes 314", FIg0:

"trident.netapp.io/os=1inux",

f5an:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FRIEHWMNEIERXHE/S trident-protect-backup-ipr-cr.yaml . MFACR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

ERBLITRE
TR

1. BEMERIFEBHRETE. BESTHNEBRAFERNER, backup BSHERARIAANGET
EFIEZDBIR <namespace>/<name>, FIg0:

/.

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>
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MEEREEfthEEE
INRFRIGERHIAT. ERTUSEHTREE et

EEAKorialE A SIS oh TREFREE M. B LUEFECRPIEEINE. WA LUERAGLSITR
mEiEfKoriaE M EEFMENTTH. BXAEEENAEAEE. BEN "~Y" . BXEMTrident
Protectfp $1TREIEEMERNFAE S 1EERA “tridentctl-protect create --help &<,

FaZ Al
HtRE R A T RiRF M.

* BAREE S L& Trident Protects,
* BIFREEEER] LUA IR S EER DBV REEER BIAppVaulthy 73 ER B 12,

* RIRAWSZIE S FEE AR Bl UPITIERIKELIEITHIRRIEIE, MRSEIERRIEERRETHER. MiR(Fa]
CF=E S

° BXRNELHMSIESTHEIINERIFEER. BB "AWS APISHE",
° BXRAWSHEREERIFAESE . BESW "AWS X"

T
1. £ Trident Protectdn S {THREIGH A ZE BIREEE L AppVault CREYET A :

tridentctl-protect get appvault --context <destination cluster name>

() wREGER eERTURRFIRNHETIE,

2. M\BIrEEERTHAppVaultIE R AR:

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

BT e L Al 2 RAppVault PRI A& ). BEHERINER. NN ARERRIR. BEEF IR,
N
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e b +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

e fomm - tomm - o
o tom e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. fEFAppVault& FRFAIER R AIEF TR BAnsER:



fEFACR
1. SIEBEEXFZRCRXNGHBEESE N trident-protect-backup-restore-cr.yamlo
2. ERIEMIX . REEUTREM:

° » metadata.name:(required )Lt BE X FRNRIT, BAENIMEEEZE— M E—HSENET,
° spec.appVaultRef: (required)TZE&FPHNBRIAppVaultdy &R,
° spec.appArchivePath: AppVaulth7EEFRN AT, ERIUERU TRLSERLEE:

kubectl get backups <BACKUP NAME> -n my-app-hamespace =-o
Jjsonpath="'{.status.appArchivePath}"'

()  mEBackupRestore CRAFIA. BAILUEAS B2 RREHSEEENNE,

° . spec.namespaceMapping:iF/FiE(ERRAr 2 =82 B inen 2 = EIRVIREY, 3 "my-
destination-namespace &1t “my-source- namespace ﬁf@iﬁﬂqﬂﬂ’ﬂg,@\o

f54n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
annotations: # Optional annotations for Kopia data mover

protect.trident.netapp.io/kopia-content-cache-size-limit-mb:
1000

spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path

namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. ERIEMMEIER XS trident-protect-backup-restore-cr.yaml « MACR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

ERm<LITRE

1. ERUTHRLERNAER. BESHHEBRANIFRPNER. SRTERNSHERE SSRGS

ZT e Ed R T EME B IERBiran B =iEl. I ISOURCE1: dest1. Source2: dest2, 54N
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tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--context <destination cluster name> \

-n <application namespace>

MIRBRIERE E fthan

,.,\EJLMEFHEEXA/ (CR)X {4 MIRERIG IR IR R B Hfth e B T Bk R 4G TR e 2 T8, £ SnapshotRestore
CRERBIAFI EH s B =B, Trident Protect= AR AR EIFFRTEF. HAERRNNRAERFCIZE
N FiEF CRo E{%?FE‘, RPN RTER. BB FERMIRE. HEHIEFRPITE,

FIaZ Al
HRIRAWS =& < EIRARY 8] & LI ITEAI KBS B 1TRISSIE R IB(F. WMNR L HEEEFIR(ERRET /. NIR(FR]
RERRI

* BEXRNELFISIETEEIEANERIFAERS. S "AWS APIXXIE",
E;&AWSJ\/ EE*EEGﬁéH{:l/u XN 1ﬁ 0 "AWS IAM 4",
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fEFACR

B

1. QBB EXFRCRNEHBEESEZ N trident-protect-snapshot-restore-cr.yamlo

2. ERIEMIXME. EEBEUTREM:
° ., metadata.name:(required It BEX RBENZTR; BEAENIFREEFE—H—HSENBT,
° spec.appVaultRef: (required)TZfi&RIRANBRIAppVaultdy & iR,
° spec.appArchivePath: AppVault7ZEREBABTHEERR, ERIUERUTHRLSERLERE:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° . spec.namespaceMapping: X RIR(EHVIRR R TEE| Binds 2 T EHMREY. &FH "my-
destination-namespace &t "my-source-namespace NZIFIEFRAE B,

° spec.storageClassMapping: IFEIZ{(ERVRIFEMELEI BIinEE00MREY, A
“sourceStorageClass' &1t “destinationStorageClass’ AEFIEHHIE 2o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (A EMIRAFEBEREXFENNARFNRELTR. HRNEETHREE R ER SRR IR

Trident Protectz:\ﬁﬁbii?xi‘t_bfﬁ\ AAXER RS EEEFENZRZBIFEXR. I
©) . MRGEEIALSERRH. 3 ERRBLAXHIPOD. WTrident Protectts
FRXBLHIPOD,

> resourceFilter.resourceSourcedionCritera: (7% E )@ﬁﬁ‘IncIude‘JZ’FJE:Y.‘Exclude‘HH‘%
FRLEEIEFREXZEIR, FI0LL FresourceMatchers23i LUE X B GRS HIBR AR :

* resourceFilter.resourceMatcher: resourceMatcherXf &4, MREFHIHAPIENX ZNTE
éEETI‘]’lg’JT’E?ﬂORE‘%T’E HITINED, SN ITEER. #E BRES)FHF G EANDIREFTTIT
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spec:

resourceMatcher[].group: (7] i%)EHIERNHRIRNE,
resourceMatcher[].KIND: (7] i%&)E LAY R,
resourceMatcher[].version: (7] i%)EHiENH IR,

resourceMatcher[].names: (7] i%)EHEAI R IRHIKubernetes metadata.name > B HY

#1Ro

resourceMatcher[].namespies: (7] i%&)EHiZRYZREHIKubernetes metadata.name=F £
PR =E,

*resourceMatcher(].labelSelectors *: (A] 1%&)& JREIKubernetes metadata.name=FEXHAIHR
TR FREB, WHFAENX "Kubernetes i, f5an:

"trident.netapp.io/os=linux"o

f54n:

resourceFilter:

resourceSelectionCriteria: "Include"

resourceMatchers:

- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FRERNEERXHRE trident-protect-snapshot-restore-cr.yaml . WFACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

ER<LITRE

p 3
1. B RERE

REIHMa R =(E. FESPREERAFERHER.

° snapshot BFEARANFRTEFIRERZFIT <namespace>/<name>,
° Itk “namespace-mapping’ 2#{EFH § S 2 RN ER L RENREEMIT EIRN AN IERBEIREN

“sourcel:dest1,source2:dest2' &,

f5an:
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tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>

MIRIRE R EIRIaer 2 =8

TR LRI RIRIE R B R IA R & 8o

FreazHl

HRAWSZIE L R EIRART )& U TR EIEITRIS SRR IR (F. IR SHEAEEFIRIERRET A, NHR(EAT
RERRM.

* BXROELFISIELEEIENERFAEE. BB A "AWS AP,
* BXRAWSHEREERVIFAER. BB "AWS IAMSZHE",
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fEFACR

B

1. BIEBEXZRCRXHHEEMRN trident-protect-snapshot-ipr-cr.yamle

2. ERIEMIXME. EEBEUTREM:
° o metadata.name:(required )t BEX RFENBFR; FANEHIFREZE— I —BSENRT,
° spec.appVaultRef: (required)TZfi&RIRANBRIAppVaultdy & iR,
° spec.appArchivePath: AppVault7ZEREBABTHEERR, ERIUERUTHRLSERLERE:

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-hamespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (A ) INRAFEEEFEXFENNARFNELRR. BRI THREE R ERSINR IR R

Trident Protectz Bam&ER LR IR, FARER RS EEENRRZEFETEXR. fFl
©) . DREERAAMLERRAR. FEARAREPOD. WTrident Protectt
B XELHIPOD,

° resourceFiIter resourceSourcedionCritera: (7RI E )& "Include’ S E &K "Exclude HiFR
RBLREEFPEXNEIR, R0 TFresourceMatchersB# A E X B IR HBRHI R IR

* resourceFilter.resourceMatcher: resourceMatcherif &0, MRIFLIHAPEN ZNTTE
éEEﬂ‘]JI%VF?UOR?%’%f’Ei&?‘TIEEE, FINTTERER. M3 RE)PHFEIGEIANDIR{EHITIT

* resourceMatcher[].group: (7] i) EFiERIENE,
* resourceMatcher[].KIND: (7] i%&)EffkrYZ RS,
* resourceMatcher[].version: (R i%&)E LI Z RhRZS,

%

* resourceMatcher[].names: (8] i%&)E fiEHIZIRRIKUbernetes metadata.nameFEEHHY

B #Fo
* resourceMatcher[].namespies: (F] i%)E &R RHIKubernetes metadata.name £
FRE & =iEl,

* *resourceMatcher[].labelSelectors *: (7] i%)&RERIKubernetes metadata.name=xERFHIAR



BERZFIRFRIR, WPFIEX "Kubernetes 324", fIY0:

"trident.netapp.io/os=1inux",

f5an:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FHERNEEFZRXMHEE trident-protect-snapshot-ipr-cr.yaml « MACR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

ERBLITRE
TR
1. BRBEREIRAs R =TE. KESTREBRAIFMEPIER. fIi:

tridentctl-protect create snapshotinplacerestore <my restore name> \
--snapshot <snapshot to restore> \
-n <application namespace>

BRI FIRS
TR UERSLITREEMEHTT. ETMERKBERIREIRE,

B
1. AU TEHRREFIZIEIRE. KIESHHEBRAIFMEHHNESR:
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

{EFINetApp SnapMirrorfiTrident ProtectE I FH12F

B3 fEEA Trident Protect. &I LUEANetApp SnapMirroris R FH E FIThEEZ EEE N
BREFEAMN— I EEERESE S —NMEEER. SEHFIE—EE L EHE FRIEE
Z 8o

TR EAL SR (ERAIB] AV an & = BT E AR S

ERRM RS 1RE AR, Biran& PR ENITER SR A =6 FRRE AR ER LA, LAPRER
Rep AT E R ETSBRTRPAEFERNESITE. HABSEEFENEANETITE. UES R E=EPHE
ILES, (NTFET Binen® =iE ERRE SR E R o

YR EfEFARedHat OpenShift. 1EZ R IRE TEIFREEOpenShiftffERI X BIER, RS
() AR EOpenShItES £ R4 (SCO)E X B RBAZLTEE, H5]
B IRIIEIER Fihias, BX¥MES, BB OpenShiitze b FXARIL'

ERITRR R BIRIEZ . R LS & EKubornetestF BT 2R [ 1L BiRa & F R P EILERE
& RESTORE_SKIP NAMESPACE ANNOTATIONS. fjlg0:

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

MREERTERSHHeMZEREN BER, WSMIREHRIHAIT --create-namespace " $FHAIE “name,
EIR RS ERTEIE IR, Trident Protect2 ¥ IttinE 42| Birm & TE). BUIREGZ T EPNES R
FEltie. MBHEFEHFAHBIMGETEE, NRLESESRTEARALE. NSKESHE BirHnE=iaE).
MAS&XEEAIEL,

Nl

UTRBIERT —NEMBEmSRTE. S a3TREHEETRNTENRE, T UEEBirnRTaER
TERIFRRPIRTS. L,(&#TEE*EI?I‘T R R EPNEESHER S

ERITIE R FA TSR (E 2 A/l
TRAAT PITIE RSB IR EZ AR GIRMN BAR2 R SRR
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CEE=gESIE) FRE
B2 ZiElns-1 (F) * #T3E.0One/#: "updatedvalue”
s P, . "TRUE"

iR TiEns-2 (B4R)  * #7F.One/$E: "TRUE"

s FE=ANIN: "false”

TRz E

TRETRT RRIEEEBRFEROBFHREEIRE. BRMEERHR. REFHERES. HE

‘name tFEEEHUS Birsh & =8 Lt :

BRI o
tnETiEns-2 (Btr)  * #rE.One/##: "updatedvalue"
s toF. W/HE: "TRUE"

* FRE=ANI: "false”

@ 1A LR Trident ProtectBc B W R SR RIPIZ(ERRENAEMEBUERE X R YL, "1FA 7 IR

FBTrident ProtectBd B X4 R4 RE" (R X)

IREEHIXRAR
RESHXRIRUTHE:

© BMR=4E
© SFMME=HIPAA

* name=ns-1

* Role=database

* name=nS-2
* EME=HIPAA
* IMR=4F

* Role=database

* FEEFH L Trident Protecttl| 2L T2 IR IRBVSNER (815N FFERFBKubbernetes 7R LI N N FHREFF &N ER

HIRER)
* EESFITR(EEKubbernetes F IR AR K A B LHE)
* IR B GIERIRAYAS 8]

p

1. TEIREEE LRV ARSI AppVault, RIBEMTFMERMIZER. EeRPBYTAI"AppVault B E X FIR" LIS

BERIRIE:
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{£FACREIZEAppVault
a. SIEEENREBECR)XHGHHBHEG BRI trident-protect-appvault-primary-

source.yaml)o
b. BEUTEM:

* * metadata.name*:(required_) AppVaultE E X RIIZ R, B0 MEEFMBIR. RAEHIX
AEAENEMCRY 45| BIHE,

* . spec.providerConfig:(required )TZf& RIS EIREIZF I RAppVaultFrEEEE. NEMN
IREEIEFE— P BucketName A M{E M EMMNERFMER, BIC FIMANE. RASHIXRFR
=2 E’JEP&CRY#’%‘? |FAXLE(E, AXEMRMHEAIAppVault CRSRAI. EE " AppVaultEE
XJ\/ 0

* . spec.providerCredentials:(required )Tzfi# 331 15 E R EIZF AR AppVaultFr BRI EME
ERS| Ao

* . spec.providerCredentials.valueFromSecret:(required )R EIEERN K H R,
* key:(required)E MHIEENZ AN E META.
* name:(required)B & Lt FEHERMINZN BRI, A FRE—dr R =TIE+,

* * spec.providerCredentials.secretAccessKey*:(required )BT IhIE iR IEIZ R R ZE ER,
BN 5*, spec.providerCredentials.valueFromSecret.name*,

* o spec.providerType:(required )BFHEIRMEEMHIINE,; FI0. NetApp ONTAP S3. &
FAS3. Google CloudZ{Microsoft Azure, RIHRE(E:

= aws
= azure

= GCP

* BAS3

= ONTAP S3

= StorageGRID S3

C. FHEMIEERXMHfG trident-protect-appvault-primary-source.yaml « WFCR

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

FEABLITREEIEAppVault
a. glEAppVault. BESHHESRAEIFERHNES:

tridentctl-protect create vault Azure <vault-name> --account

<account-name> --bucket <bucket-name> --secret <secret-name>

2. QIR FAEFCR:
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EACREIERNAERF
a. SIEEENREBECR)XHGHHBHEDG R (I trident-protect-app-source. yaml)o

b. BEELTEM:

* metadata.name:(required )N FBIEFBENXZRNET, FIE FEOEEFENBIR. AREFIXR
FREMEMCRXH 25| AILthE,
* . spec.includedNamespaces:(required )—NE&n %I:ﬁ%ﬂ?&ﬁﬂj'uéﬂﬁﬁﬂ’ﬁﬂﬂo fERTRH
I‘H—Jﬁﬂ’ #Tiﬁ?Lﬁﬁﬁﬁﬁ'ﬁﬁ%?lEﬂE’LEl BUEE LAY H BV 8r B =B RFER A
o NARERFHATEMNIETFILEA,

REIYAML:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. FHAEMINEIEZRXMHE trident-protect-app-source.yaml « MACR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

RGBT RELIERNARER
a. QRN AER. Flu:

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

- (AE) RN BREFOIERER, IR AEERER ENAREFIEM, MRILTE,. WEFBEEFFE

TF—MTRIRER. UERFEMIRER,
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fEFICREUZIRER
a. RN AREFLIREH TR

I QIEBENXEBRCR)XHHIGHMRA(BII trident-protect-schedule. yaml)o
i. EEEUTEM:
* * metadata.name*:(required )it %I BE X & IRHIZ R,
* spec.appVaultRef: (required)Itt{BHNS RN FAIERBIAppVaultiymetadata.name = EZ L

(e}

* spec.ApplicationRef: (required)Itt{EXNS RN B2 CREImetadata.name> EZILELD,
* spec.backupz 4. (required)ttFEE NMEFER. BEMIZE N0,

* *spec.enabled *: WK E Htrueo

* o spec.granularity: 4K E N Customs

* spec.reck #N: EXUTCHEIR A BEAFIE S EFR.

* spec.snapshots 4l HIKE N2,

YAMLT51:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule-0elf88ab-f013-4bce-8ae9-6afed9df59al
namespace: my-app-namespace
spec:
appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795el1b5e34
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

i. {EFARIEMMEEFRXHE trident-protect-schedule.yaml « MACR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace



fErmss

SITRER IR
a. plz2t

RIE. BHESHREERANEIFRFRER. Fl:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

4. EEIFER FOIBR—NSIRER N AMAppVault CRIEFEIFYIRN FTEFAppVault CR, FHIEE &R F(F0

trident-protect-appvault-primary-destination.yaml)e

5. WACR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n

my-app-namespace

6. 7_§$T$E¥J:7‘JE*TF’FH&F‘_@JLAppVaUItO B EHEMERMEZR. BePRRG" AppVault B E X & R"
L/(L. (=] & E’J}$iﬂ

a. gIEBEENFRCR)XUHEEMR (B trident-protect-appvault-secondary-

destination.yaml)o
b. FEUTEM:

* * metadata.name*:(required_) AppVault B E X R RV B R, IFIC TR FENBIF. ERNEFIXEAF
EHNHEMCRXMH=5|BILtE,

* . spec.providerConfig:(required_)Ff&EREEIRHEIZF AR AppVaultFTEEEE. NERMER
%1% “bucketName' UM ERE A BRI FHE o lﬁlﬂ_FFﬁJiEl’J{E RANEFIXFRFATE E’JE?@CR
XHS5|BXEE, BrHMREREMNAppVault CRSRAI. EE I AppVaultE EXEIE"S

* ., spec.providerCredentials:(required )23 {# 15 EIREIZFIHRIAppVaultFr R BRI EIERY
5|F.

* . spec.providerCredentials.valueFromSecret:(required )& EIEEN K B Z1H,
* key:(required)E MHIEFNZ AN B X Z .
* name:(required)B & L FEREMNZN B IR. MR TFRE—dnZ=TEH,

* * spec.providerCredentials.secretAccessKey*:(required )T iR I0)iRIHIEFHIIHIRI R, BFR
[ 5*, spec.providerCredentials.valueFromSecret.name*,

* . spec.providerType:(required )FATFHEIRMBEMIIAS; a0, NetApp ONTAP S3. BFS3
. Google Cloud={Microsoft Azure, AJREE:

= aws

= azure

= GCP

* BAS3

= ONTAP S3

= StorageGRID S3
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C. FHAEMIBEIEFZXMHE trident-protect-appvault-secondary-destination.yaml « [
FACR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n my-app-namespace

7. BIEAPPRIR KARCRXfE:
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FFACREIEAppHREZR X&
a. SIEEENREBECRXHHBHMG BRI trident-protect-relationship.yaml)s

b. BEELTEM:

* * metadata.name:*(I4 ) AppiRfgR X HBENXZRRHZFR,

* . spec.destinationAppVaultRef:(required LB NS Birsf E BHARN ATEFEIAppVault
A FRITEL,

* . spec.namespaceMapping:(required_)BFrFlIReRE =B SMEN N FFZF CRAE X HY
[ 2R dn & == (8] L g,

* spec.sourceAppVaultRef: (required)Itt{BEXANS RN FTERBYAppVaultE FRICED,

* spec.sourceApplicationName:(required)Ltb{B# NS ST RN B2 CRAAE X VRN FBIER
H9& FRITED,

* spec.storageClassName: (required)itiF&EE FBMIFMEEN BN, FHEEMNIRZRESIE
MR I I FE X RBIONTAP Storage VM,

* spec.reck N : ENXUTCHE]AIF 5 BERFES 68,

YAML5):

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dcl1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-f369-4317-93d1-ad7f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-hamespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

C. {FRIEMHIEERXHE trident-protect-relationship.yaml « MFCR:
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kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

ERABLITRELIZApPHE X&H
a. IEHNAApPIRG XENR. BESHHEBRNIMEHHNER. FHl0:

tridentctl-protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault

<my vault name> --recurrence-rule <rule> --source-app

<my source app> --source-app-vault <my source app vault> -n
<application namespace>

8. (B] )T EHI X RS

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

Erdetge =t

fEMTrident Protect. ERILUSE RN AIZFHIEHEE BnER. RS R BELERIXAHENARERF
TEEIREEE LB MMRREE LNNAEFIERIETT. MWTrident Protect R &R IEIZN ARERF.

p

1. ¥TFAppMirectorRelationship CRX 4 (fI40 trident-protect-relationship.yaml), FIi&*
o spec.desiredState*FY{EEL Promoteds

2. {#77 CR X4,
3. MACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (

el

)RR N AR L 8 PR BRI EARIF I Ro

o (A EMEEHKXRIVRE:

4|

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | jqgq
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MR HERBERIXR

ENASIRERERBUENXR. MITENRTIRER. RIGRNARFRRNEEETHNNARRF. XER
S8 L IEEEITHIN B PRMBEVE R E SR E T

TR R S E I BARER ERM AR, AEBEFEIE,
() sressmas N BN RRFNFRE KBNS E L.

p
1. SIRIRN FZ B RER.

2. ¥TFFAppMirectorRelationship CRX (I3 trident-protect-relationship.yaml), Ff
¥ spec.desiredStateFIfEE NN Establisheds

3. {£7% CR X4,
4. IZACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o NREEBRER LI T AARIPIHRIREIFEERBNARER. BREBR. EARZHITIHZSH
ESRIBR
RAEHELS HERBERXR

RAEHESHEZRBEFXAN. BAANARFRRARNRER. MRERNBET. ERERBREN BT
N RTEFF FRBBY B SR B T3k

p

1. MER#D9A B AR5 EF LAVAPPIRIR KARCR, XREBRM IR, IIRMBEIFER LMBEARIPITL. 5/
HERo

2. BB RVATEEEFXRMNCRY N AT NEERHFIEEEHIX R,
3. WRE N ER EMAppVault CRSIHBHEE L,
4 ER—IEHLSBEEFXR. HEEERMBE,

R¥NFAERFE R A E

RAEFIZ R, Trident Protect= i N AiEFE EBInEFEENR. EINHESRIORINREMEFRK. Trident
Protect2/c(F LR ARRFHEHUEE HIZIBR. AEBHERBEBMNARER.

EXMIER T SRR BT,

p
1. BUEK AR
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fEFACREIE X AR
a. Z2RERNBERFIFRIPREITR
b. l#Sh*%#1Snapshot CR314:

i QIEEBENXEBRCR)XHHIEEMRA (B trident-protect-shutdownsnapshot . yaml
)o
i. GO TEM:
* * metadata.name*:(required )BE X BIRHIZ TR,
* spec.appVaultRef: (required)tt{E 5 RN FFERFBIAppVaultimetadata.name = £ /T

o

* spec.ApplicationRef: (required)tt{EXAS RN FATEF CRX 4 HImetadata.nameF E&IT

o

YAML= 1

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. FRHEMIVEERXMHfE trident-protect-shutdownsnapshot.yaml . MHACR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEABLTHRELIZXARR
a. IEXHIRIR. RKIESHHEERARFIES. Fla:

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
--—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. REASTAIS. REVRERAIIRTS
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kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. fEAL e <$ & shutdownSnapshot. statues.appArchivePath*f9{E, FHiZRXHEENRE—I057 (1R
REXEZ; FRERE—TFLEENFIERS):

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o

Jjsonpath='{.status.appArchivePath}'

4. PITMBETER RIRERBMMIERTE. FHTUTER:

@ EHRFEEISSIENE25 P, BFEEEE "spec.promotedSnapshot 7ZEAppiEf& X RCRX {4
. HEEERENEE REIS DIRRHNEARLZT,

S MITHHRMEMBL TR P EHEDHEZZERXR]
6. IEFTRVIREEEY LB B RIP IR,

“
RAEHIZSBATIEE:

* RAERNRIETRN FAEFKubbernetes B IR BIE—MRIE,
* B MBRR AR B2 HIKubernetes B IR (FREEPVCHIPV). AJLUE &= 1ERGTRN BIZFHIPod,
* XHPodfa. BANRAEFNELIRIRBHHITES,
* SnapMirrorx 2. MTEBEREMIFILEES
* R A2 BIKuboretes B R E R TEXIIE TR FATE X /2 E HIRV S EUE M X AT IR RIER,
* REEHEILEH,

R RIE RIS B RIS TREE B

@I fEATrident Protect. &R LUEE A ME(EFFITEMIERBIREESEMKEME". FMERIIGESISR
M I{ERHP. Trident Protect2E REER AR ZAIEFME N AIZF ERER(EHMRAY ) BRIERN AERF.

S EM BRI BARRI R R IE. W RIATIER:

* MEFER TSRS T A,
* RAEHRETERIXR,

@ BIRTEENEFRTIREE. RARXRSEFEREREIREFTENBIRERNSIE.

* REERIGR.
p
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1. TR MEHE L HEERBZEFXRIPE,

2. TR iR ERITE EIP R,

IFRE HIX &R

TR FER IR E R X R, MRNAREFENXRE. SSERINRIMNNARERF ZEREXR.

p
1. WFRAppiRf& XFHCR:

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{5 B Trident Protect: TN IR

gﬂuﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁE@%ﬁﬁﬁ%%%&%ﬁﬁﬁ%%Zﬁﬁ%@%&
Fo

@ IBNAERE. NZNARRFEENPIERITERISIBZNAREF—EIE. IRFELR
ERITER. WesElREFRBEET.

HDFERIR(E

EEUTMER TRITEMNHERZE. G EBPITRENEHHERES.

sehEEIR— R
TR ARF IR, BURREREH G MRERIA—E,

1
1. AT TR —:
a. "Bl IR (FEX)
b. "HlER & 4" (ET)
2. fEA—&E L. RIECEURTRBISEM. RITUTREZ—:
a. "MIRERE B SR ()
b. "MEEELIE" (EX)

efREIHthEREs

ERNAREF R EMERITEERRE). BEREE LUERD. ARBEMERIIEMER., HIFRE
InEERE FE %% Trident Protect,

()  eEauERETRERZEEHImAERE SnapMiror S5,

TR
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1. "glE&E G (EX)
2. HIREEBIRER LHEASHNNREFME D ERECEAppVault CRo
3. FEERER L, "MEMERHIE"

RNRARFMN— T EEEIBE Z— P EEE

TR OB RIBERZI R E R BAREESRIE N AR M — M R ER TR RIS — i

BI0(MIERCRAEPHFREIR)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"
namespaceMapping:
destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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fEFACRIZRTRER

B

1. QBB EXFRCRNEHBEESEZ N trident-protect-snapshot-restore-cr.yamlo

2. ERIEMIXME. EEBEUTREM:
° o metadata.name:(required )t BEX RFENBFR; FANEHIFREZE— I —BSENRT,
° spec.appArchivePath: AppVault P 7ZEREBABTHEER. EaILUERU T aRLSERLERR:

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZfi&RIRANBRIAppVaultdy & iR,

° . spec.namespaceMapping: X RIR(ERVIRRE TE)Z| Binds 2 T EHMREY, &M "my-
destination-namespace &t "my-source-namespace NEIFIEFRAE E,

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (A& NRERFEERERFNNARFHRELRR. BERNESSHRHEEREMENZIRAIHIE

° resourceFilter.resourceSourcesionCriteri: (&R E) “include or exclude’ B F S & S HbR
fEresourceMatchers I E X BIZIR, AL FresourceMatchers 83U E X B IR HBRZR

* resourceFilter.resourceMatcher: resourceMatcherdt &40, MRIFHIHAFEN ZNTTE
@ CATBERORIREHITE, SR, M3 RA)PHFEEENANDIRIEFTTIT
o

* resourceMatcher[].group: (7] i%)EHiENHRIRNE,
* resourceMatcher[].KIND: (7] 3%&)EifikrE RIS,
* resourceMatcher[].version: (7] i%&)EHEHIZ RhRZS,

%

%

* resourceMatcher[].names: (8] i%&)EfiZEHZFIRRIKUbernetes metadata.name=FE&HHY

EZY S
* resourceMatcher[].namespies: (7] i%)ZEhikAI R IRHIKubernetes metadata.name > £
s R =iE,



* *resourceMatcher(].labelSelectors *: (7] i%)&RAIKubernetes metadata.name=FE&AIFR
TR FREB, WHFAENX "Kubernetes 324", H40:

"trident.netapp.io/os=1inux",

40

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. FRERNEERXHE trident-protect-snapshot-restore-cr.yaml . WMFACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

I LITRETRRE

1. BREBERFIEMERTE. FESHHEBERNIFERIER.

° snapshot " BERERANHRTEFIRERZFIT <namespace>/<name>,
° Itk “namespace-mapping’ S#{EH E S 2 REERFREENEEMITEIEA NIEHEIREN

“source1:dest1,source2:dest2’ &,

f5an:

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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EIETrident Protectih1THEEy

WITEEE—MBEEXEE. ErLRHEENSRENAREFNEERRIPIREESE
7. Blgn. MREE—NEEEENARRR. WA UERRITERERRZAIEEFE LR
FEES. AERBRMEMEES. XFa LIBERNBER—ERIIRE.

HATHEETIRYRE
Trident Protectsg I FRAMMITHEN. REBUAT EIRIIETAEE:

* FRER
* RERE
* MEH
- &infa
* ERE
* WEREE

WITIRR

BITEIRFIMRIER. RITHSEHRUTIRFE L E:

1. EEEAN EE IR TR REENN AR 5T, EoRESEENSITERRENEENX
IRVERTEESS. (BIRERIX MM RITIRFE BRIt R ER &,

2. NRER. SREXHRFRE, "F4H T EUIFEER Trident ProtectBl B XX A L0ARLE"(RX)

3. UTHUBRIPIRIE,

4. MNRFEA. FENXHRFBHARPRFRLS,

5. HAERM B E IR EERITENHSERN NS LIET, EURBEEIEMETEEHENBEENX
IREHEAN. EBXEENEREENRITINFRE R R A RS,

SNRENEZZ- MERERBIRITHESD (BN, FRIR). WA RIEXEEHBHRITIF. B2, AIURIERBERE
AUESRIRITINE. B0, AN REAMEFREEWREERRITING

1. BRITIIRIRE

2. BERITIEIRIRE

3. BRITEMDAIRIED

4. BRITENEED

() RemsArERIERBRNEHN. CRIRFERIAER.

FEEFHERERRITHIAZE], MEEXNEFITNIR, &0 LR "kubect! exec" 8827518
@ WA, EEFHIRERERRITESRE. ENREMRIREMED. UBERE(]—2 ~
It RGN AIEFRER IR a2 E. RRRERED. ARNRNAER.
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@ IR IREBRTHITES RN, EeLEMIBR T KubornetesZRilR.  MIXLE BB UG BIFETTIRER B 17 AR
E LR IR IR EH,

BXRBEXPITHEHNERZIEEM
ENNARFARIHRITESR, FERUT/LR.

* ITEBRSIERBARITIRCE. WERITEBTLE|BE—MHZ,

* Trident ProtectZ K LA BRI #11Tshell A& TR S B 1 THE 59 PR (E AR BYRH AR,

* B A/ IRHI/996 KBo

* Trident ProtectfEFAHITIEIS EFMEAILAC KA RIAEMLAEE R TIRE . FHHERIEE,
BATFRITESRER RO HTEEAHGITTHNARZFNINE, EIbENBEREEMEETE X

@ 1THESIEITPRRRYETEL, WMREAXBRNHITIER SIS EIRBIRME. BREEEHEEUE. NE

EORBIZEEFAENE. MAFEITXEES, XEWE. &ORRITHEDPERZETRE
REEMDETTM.

HMITE MRS

FEANRBRERMIRERITERN. TTURRITESRIMESS. UEEEHRKLENSSR. STERER:S
T ERERRSMENNERER. HitsslEEEH. EESEEMNUEE T AREE(GIU0E asticsearch),

B TFiERs. S USIEBRRITHERERLERR IETHNAR. EXR—ERFEHERNARLETHNAR, NRA
BMUITHLEZMmERS. XL HiESRESZEEERNEENESER. SMITEERZYIUE10D

JEENTHIESS,

AINFRITESPHNENm RSB ERA— N ENRANROAEEREPHERE. SEMEHSENBFLSTAE.

ZHEBEEEIZAS LBTEXEKRIZAS, ik ENREXFERENRAR2 (RE2)EE. FAXHEFCIEMITERS

RPHIBR A 28HVTHIESS, B X Trident ProtectfE TS JE2 P RIFIENRIARXBNEEZME R, BB "IEN
FRIER2 (RE2)IB A H5",

@ NR K en 2 == iE) Tk as AN IR R B e fE IR 2 BT RITIE. H BIRRE R BT
UTFAERSRATER. WS =iE)imEsR e AT Birama =i,

HITHRG

1&1h18] "NetApp Verda GitHubIH" . TF#iiEFH FApache cassandrilElascearchF & LN AIEFHE S ITHE
., BARAUEERFIHTENANES SHBEEXHITED,

BIERITIE

R LAfEA Trident Protect A TR B2 B E X ITTHE S, EQIEMITHEE, BKFEMEMEE, BESEMK
SR,
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fEFACR
B
1. BIEBEXZRCRXHHEEMB AN trident-protect-hook. yamle

2. RIEEMTrident Protec MBI ER B BERBE U TEM:

° » metadata.name:(required )Itt BE X FRNER, BAEHNIMEEEZE— M E—HSENZT,
° spec.applicationRef: (required)EE1THRITIE#HIIN BIERFHIKubernetes & 1o
° *spec.stage *: (required)—NFRIEH, IERHRITHEBNEIREHRENW M ERIETT. PIEEE:
- i
-zl
° spec.action: (required)—MFFFE, IBTRHRITEBERHUITIRE, RIGEENTAPITEDLTE
23EBOLEC, PIRE(E:

= Snapshot

- &ip

* RS
° *spec.enabled *: (A EFERILHITENEEAETERREH. WRKIEE. MEIAEAtrue,
> spec.hookSource: (required)B&base644RFIHIIEH AN FERT SR,

° *spec.timeout *: (A] &) —MEF, BTFEXATFRITEBREBITZKNE(UD AR, &/IME
F1H. MRKIEE. WEIAMEN25737,

° spic.argeft: (7] &) ARITHEIHIEENYAMLEBET R,

° *spec.lt EcCriteria: (FI iEWRARENBVANETIR, SMWRHRITERIRIES. S§THRITERER
Z R LURIN101MifiE s

° spec.[t figCricera.type: (F] JE)RIRMITIHIMERIRBENFRB, JEEE:
" AR EIRRMER
" ABRE
* BERW
= PodLabel
= NamespaceName

° spec.lt ftCricery.value: (A] i) FARIRHITHBHIESSENFRIBREN KA,

YAML5):



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook
metadata:
name: example-hook-cr
namespace: my-app-namespace
annotations:
astra.netapp.io/astra-control-hook-source-id:
/account/test/hookSource/id
spec:
applicationRef: my-app-name
stage: Pre
action: Snapshot
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==
timeout: 10
arguments:
- FirstExampleArg
— SecondExampleArg
matchingCriteria:
- type: containerName
value: mysqgl
- type: containerImage
value: bitnami/mysqgl
- type: podName
value: mysqgl
- type: namespaceName
value: mysqgl-a
- type: podLabel
value: app.kubernetes.io/component=primary
- type: podLabel
value: helm.sh/chart=mysqgl-10.1.0
- type: podLabel
value: deployment-type=production

3. fEAEMMEERCRXHE. MACR:

kubectl apply -f trident-protect-hook.yaml

A <LITRE
p
1. gUBHITH. RIESHREBRAFRHNER. Fli0:



tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FEOBTTHITHES

ERIFehiaTRITHEB LOETIE,. EBEAEREEFTEFNENSITER. BEFNsTRITED. BFE
BEMEE. BERIEMENE,

FHBTHITERESR M ERTE:
1. gIBRFERED. LEOQRTWRERFHNECEEN. MMBEEBIEITUE
2. WEGEBITRITED
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$1F: QIERFED
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fEFACR
B
1. BIEBEXZRCRXHHEEMR N trident-protect-resource-backup. yamlo

2. {RIBIEH Trident ProtecMIEMERB BB U TEM:

° %Tmetadata .name:(required )Lt BE XX RHATR; BAEHNIMEEEFE—E—BSENA

° spec.applicationRef: (required)ENEIE &% H RIIN BIERFBIKubernetesZ 1o
° spec.appVaultRef: (required)FfE&F BN ABIAppVaultdIZ FF.
° spec.appArchivePath: AppVaulthFEFNARBETHER. EJLUERUTRSEKLRRER

kubectl get backups <BACKUP NAME> -n my-app-namespace -o0
jsonpath="'{.status.appArchivePath}"'

YAML):

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name

appArchivePath: example-resource-backup

3. fEFEMREERCRX /G, MACR:

kubectl apply -f trident-protect-resource-backup.yaml

ERBLITRE
p
1. glE&E G, BiESHNEBRATIFERNES. .

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> --app-archive-path <app archive path>

2. BEENNS. EAUUEEERAUTRAIGS. BEHRFTMR:



tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. W& EEL:

kubectl describe resourcebackup <my backup name>
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$28 . BITHITHEN
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f£ACR
il
1. SIBBEEXFRCRNEHBEESEZ N trident-protect-hook-run. yamlo
2. RIEEMTrident Protec MBI ER A BERE U TEM:
° ., metadata.name:(required It BEX RFENETR; BAEHNIFREE—H—HEIENH
o

° spec.applicationRef: (required)ifafRIt{E S E1ES B 17 6)ERIResourceBackup CRAEYL
R *EFBFRLED,

° spec.appVaultRef: (required)ffRILESEELS B 1 EIERIResourceBackup CRHR
#appVaultReflILAZ,

° spec.appArchivePath: FRILESEEDS B 18I ResourceBackup CRH
AJappArchivePathItAZ,

kubectl get backups <BACKUP NAME> -n my-app-hamespace -o
Jjsonpath="'{.status.appArchivePath}'

° spec.action: (required)—NFRFE, IERHITEBRAITIRIE, RIGIEENEARNITEDS
TSRS EBILED, AIRE(E:

= Snapshot
- &
- RS

° *spec.stage *: (required)— " FRER, FBRAITHEHNERIEREINMNNENSTT. LES
BITASEEAEMMN RIS TIES. TIEEE:

" I
-l

YAML):



68

apiVersion: protect.trident.netapp.io/vl
kind: ExecHooksRun
metadata:
name: example-hook-run
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post
action: Failover

3. EAIEMMEIEFTRCRXHE. MACR:

kubectl apply -f trident-protect-hook-run.yaml

ER<LITRE
p
1. QIR FopITHEBIETIERK:

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>
-—app <my app name> --appvault <my appvault name> --path

<my backup name>

2. WEPITEBSITIRS. BAIUESETIGES. BIHRIETM:

tridentctl protect get exechooksrun -n <my app namespace>
<my exec hook run name>

3. fikexechZs BITHRUBERZFMAERNNRES:

kubectl -n <my app namespace> describe exechooksrun

<my exec_hook run name>
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