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BEMNRIFNAER

{EF Trident Protect AppVault 3 R K &2 1Z(E1H,

Trident Protect FY7Z6#E1E B € X &R (CR) ##7 /9 AppVault, AppVault X R EFEREE
BE% Kubernetes T1EiiZRTo AppVault CR B ZMEMITRIFIZIE (FlIN&EMKm. HREB. Tk
S121/EMSnapMirrorE%l) HEAMNNERRE, REEIEA T ECIENBRIRE,

TN AR ERITERIERIFR(EN, EFEZEFHNEMEn<LITEIE AppVault CR. AppVaultCR 45E FERVIFR,
TR AERA T ERGITEI R AppVault CR BY1EE.

@ 1R AppVault CR fii F&% 7 Trident Protect BY5EE¥ E, 1R AppVault CR RTEEHE T EIHIR
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LI&fEA CR 2 Trident Protect CLI 354172 AppVault 3%RBY, EATLLA Restic #1 Kopia IIZEER B BEX
ZEIOHY Kubernetes 20, SNRERIEEETH, Trident Protect 3 EREIAZED,
* FahtlE AppVault CR BY, f#F spec.dataMoverPasswordSecretRef FEXIETE .
* f£A Trident Protect CLI 8l AppVault 3 REY, & "--data-mover-password-secret-ref FHF1EEZ AN
B,
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fEHECR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

ERBLITRE

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 FBFAE IAM AR

Liihinl5 S3 RAMEFME (%0 Amazon S3. @A S3) BY, "StorageGRID S3", Z#& "ONTAP S3"'f#
FATrident Protect BY, EEEMHRIRHEMNAR SIEETIHNEEBRHNNENR, LUTEREFEATrident Protect
HITIRRFF B RN RAVEREE RG], ErI UG ERRN BT &1 S3 #AEMEIRERENERF,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:ListBucket",

"s3:DeleteObject"
I

"Resource": "x"

B X Amazon S3 FRRIEZEE, 1BEH "Amazon S3 14" o


https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html

FAF Amazon S3 (AWS) H{7%IERY EKS Pod Identity

Trident Protect 3z Kopia #{iE#% thasi®{ERY EKS Pod Identity, IEIHRERTSCINXT S3 IFER@EL 21418, M
=R AWS EIEFETE Kubernetes HZH,

EKS Pod Identity 5Trident Protect BYE3K
754 EKS Pod Identity 5Trident Protect &£ & A 281, EMRUTEI:

* @Y EKS S8 E /B A Pod Identity,
* REQIEZABELEN S3 EEBNEN IAM e, ETHREZEER, B8IA"S3 #AFME IAM AR
* IAM A5 L FTrident Protect ARS3 M X Bx :

° <trident-protect>-controller-manager
° <trident-protect>-resource-backup
° <trident-protect>-resource-restore

° <trident-protect>-resource-delete
BXBH Pod Identity LAKIE IAM F B 5ARSS K P REXBVIF4IRER, 1ES0R "AWS EKS Pod Identity 214",

AppVault it E £/ EKS Pod Identity BY, 15#EB LU TEEERE SR AppVault CR “uselAM: true FRigm A28
TRy SEIE

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

iR RAppVaultZ A4 ALl

EX AppVault CR BY, EFEBEAESFTIELUSRRMBAERNZIR, FRIFEER IAM BH3IE, N
ARIRIERESARMEAARE. UTE/LMEEENGSITERERTE. ,‘EEJL,(TE%LIFTWWJ%/PEJEE
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Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
—-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
-—-from-literal=accountKey=<secret-name> \
-n trident-protect

1B S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage—-accesskey> \
—-—from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
—-secret> \

-n trident-protect

StorageGRID S3

kubectl create secret generic <secret-name> \
—-—from-literal=accessKeyID=<objectstorage—-accesskey> \
—-—from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

@ X FfEMA Pod Identity 1 Kopia #iE#2ah28HY EKS IF1E, E0]LUMIBR "providerCredentials’
R FHARIN “uselAM: true 1R1E "s3 ECE,

Microsoft Azure



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

1BHA S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGRID S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

{3 Trident Protect CLI 813 AppVault B4

TR UER U T a2 1TRES RO ANE MEHIZERF CIZAppVault CRS,

s A LLEFRIEE— 18 & B FResticilKoriafZEENNZN B E X ZigAKubernetes®38, B
CD XFMER. BEN FUEES TAEGFMREES] .

* XFS3 AppVaultit R, ERILUEZRERSH I HIESIMETRE H OfLEEURL --proxy-url
<ip address:port>.
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Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

--bucket <bucket-name> \

--secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

1B S3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3

11



tridentctl-protect create vault OntapS3 <vault-name> \

--bucket <bucket-name> \

——secret

<secret—-name>

\

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

StorageGRID S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \
—-—secret

<secret—-name>

\

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

% # “providerConfig.s3 fit &£

BEH TR TR S3 RIMHIZFEERI:

W

54

providerCo
nfig.s3.sk
ipCertvali
dation

providerCo
nfig.s3.se
cure

providerCo
nfig.s3.pr
oxyURL

providerCo
nfig.s3.ro
otCA

providerCo
nfig.s3.us
elAM

Description

2XF3 SSL/TLS JIERIIIE,

BRS5 S3 mamESe HTTPS i&(5,

e AT iERER) S3 RHIEARSS28HY URL,

RILAT SSL/TLS WIERYEEXIR CAIEF,

B 1AM B3IRIELLRIR S3 FiE. ERTF

EKS Pod #riH,

EEAppVaultE &

@Al LUER Trident Protect CLI {i-&EE B X

p

12

Default

false

true

false

TEEEEE FOIEEM AppVault JRIIE B,

5l

‘B, R
‘B, R
http://proxy.ex

ample.com:80
80

"CN=MyCusto
mCA"

true false


http://proxy.example.com:8080
http://proxy.example.com:8080
http://proxy.example.com:8080

1. BEAppVaultitRMASA

tridentctl-protect get appvaultcontent gcp-vault \

—-—-show-resources all \

-n trident-protect

T fFlka
o +
| CLUSTER | APP | TYPE
TIMESTAMP |
o +

| | mysgl | snapshot
08-09 21:02:11 (UTC) |

| productionl | mysgl | snapshot
08-15 18:03:06 (UTC) |

| productionl | mysgl | snapshot
08-15 19:03:06 (UTC) |

| productionl | mysgl | snapshot
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup
08-15 19:03:30 (UTC) |

| productionl | mysqgl | backup
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup
08-09 22:25:13 (UTC) |

| | mysgl | backup
08-09 21:02:52 (UTC) |

mysnap

hourly-e7db6-20240815180300

hourly-e7db6-20240815190300

hourly-e7db6-20240815200300

hourly-e7db6-20240815180300

hourly-e7db6-20240815190300

hourly-e7db6-20240815200300

mybackupb

mybackup

2. (A% BEESMNERENAppVaultPath, EEABITE —-show-pathso

B 7ETrident Protect helm RIS E 7 EBFBNEY, RIEE—FIFNEREFRIRAETH, Hla0:

clusterName=productionl o

fiERAppVault
& 0] LABERT I BRAppVaultit R o

2024-

2024-

2024-

2024-

2024-

2024-

2024-

2024-

2024-

--set

13



@ EMIBRAppVaultlI R Z &, 1570 finalizers MilkRAppVault CRAEHIZFH, MIRXEM. FIEESS
HAppVaultZiE D R B R BEIE. EEPSHIANE TR,

a2 Al
R ERIFRZEMPRRIAppVault IEE ERBFIE REBMZHCRS,

£ Kubbernetesi < 1TR EHIFRAppVault
1. BIBRAppVaultit R, ik “appvault-name’ I EMRIBRAIAppVaultiT R Z FR:

kubectl delete appvault <appvault-name> \
-n trident-protect

fEATrident Protect CLI fiif% AppVault
1. MIBRAppVaultit R, &t "appvault-name A EMIFRAIAppVaultI T RBIZFR:

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

A Trident Protect TE X EIEN FTERE

&a] L@ 62N ATEF CR F1XEXM AppVault CR RE X EfEATrident Protect EIEHY
N FBER.

tll#ZZAppVault CR
BREEBIE— AppVault CR, 1% CR B1EX N ARZFHRITHIRGFRIFIEERER, # 8B AppVault CR BEUTF

L4 7 Trident Protect BY5E8¥ L, AppVault CR i SRS EIFIRER; BX AppVault CR BRI, EEH
: "AppVaultBEXZER, "

EX N AR

RETE X EEMTrident Protect EIERNS M AIER. ErILUBE FoitIEN A 2R CR HEATrident
Protect CLI REX BEIENNAER.
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EACRAMN AER
B
1. I BRI BFEFCRY 4!
a. BIEBENERCRIXHHGHEME (W maria-app.yaml)o
b. BB TEM:

* metadata.name:(required )N BIERFBEXZRENET. FIREEZFENBIR. ERFRIPIRE
FREEMCRY 4= 5| AItE,

* . spec.includedNamespaces:(required )F & =B F NS 1R 285 E N FHIEFE R
ZXEMER. MNARFGATENAB TR, mZIXFRE0EN. JRTFHESNE
Ein & TE AR,

* . spec.includedClusterScopedResources:(F] % )FERALLEMHIEEEGSENBEFEXF
HEESEER R, BN AFERIERRIA. R, MHEMFERIEFXLERR,

* groupVersionKind: (required{8 € EECREIZRAVAPIZA. hRZASFIZEEL,
* labelSelecter: (7] i%&)iRIBEEEERZIRAIIRE X H#{TI6I%E,

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (A]i%) It AR{UERATFTM
EIANEXHIN ATER, 90 KubeVirt IF15, EARXHFRFRLERETIRRBZ A, 8E LA
EFTERBRHEREIUEAX GRS, WRIKEN true, NAEFRKZB2EIZE, HAT

HRFEWERLE, MRISTE T MR, BNREFEXTEEEM, WZRZ I, WRFH)
HBA, MIEERIRMT: "©KkTrident Protect /2 RISEE" .

MREFETCENARFENALRE. FJUERU TSRS

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"
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trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
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+
YAML

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (F1%) ANEERHRTA R ER SR ZRAIIE:

° resourceFiIter resourceSourcedionCritera: (TfiEBIHE)EMA "Include’ HEE DK "Exclude HibR
FRCREEFPEXNER, 0L FresourceMatchers S LU E X B IR HIBR AR

* resourceFilter.resourceMatcher: resourceMatcherdt &R0, MREHIHAFEN Z N TE

d ENTEEAORREHITRE, SMTHRE. K. RAE)FRFERBENANDIZEHITT
Co

* resourceMatcher[].group: (7] i%)EHiENHRIRENE,
* resourceMatcher[].KIND: (7] 3%&)E ik E RIS,
* resourceMatcher[].version: (7] i%&)E LAY Z JRhRZS,

* resourceMatcher[].names: (7] i&)ZEHiERZERIIKubernetes metadata.nameFE&HHY

B,

%

%



* resourceMatcher[].namespies: (A] it)E kAR IRHIKubernetes metadata.name £

FRyER R =i,

* *resourceMatcher(].labelSelectors *: (7] i%)& JRAIKubernetes metadata.name= & AIHR
TIARBIFTRIB, WPAENX "Kubernetes 314", fl40:

"trident.netapp.io/os=1linux".

@ LHHE “resourceFilter A “labelSelector #{#FH, ‘resourceFilter BI%LiE T
, PR/ 'labelSelector T4 R AR

f54n:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

2. BN FARERFCRULEEAVIF RS, ERACR, FI0:

kubectl apply -f maria-app.yaml

p

1. ERAUTIAIZ—RIRHNANARFENX. BiESHNEBRATIFETNES. ERLUERESSH
RYIRMRGIFERNSHENBIZFEX P EER RN ER.

SIBLZ ARY, o] LUEREREMRIEENAERBHEREAIUSAXHRS, X{OEFHTFMEML
EXMINFBIEFE, 5130 KubeVirt 3718, ERXHRFRERETIRB 2R, NREEIFEEN true
ZNBREFAEEEEE, AIUERBRESAXGFRS, NRIRETIREN false ZNAEFZKE
BigE, SBXUHAATIREBHAENAS. WRER TR, ENBEREXHFEEEM, Nz FERF
WRRE, NRERERERE, NRAERREEUTHN: "2k Trident Protect /2/RIKE" o

BAECAGLTRECIZYAEFIEERE. AJUERIRS. --annotation
© QIENAREFHERAXGRGASTINERIRE:


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

N AEFHNIXG RS FETHEES N AREFIRE

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze

=<"true"|"false">

@Bl LIEF --resource-filter-include # “--resource-filter-exclude' BF 8 & {4 B RIS
‘resourceSelectionCriteria’ HIa02H. 2. hrads. %, JBFRFMGR=IE, W FEIFR:

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>
--resource-filter-include

'[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my-—
deployment"], "Namespaces": ["my-
namespace"], "LabelSelectors": ["app=my-app"]}]"

{E A Trident Protect T%F'F_“Zﬁﬁ*%}?
T IRIRIRBFIE 9 F{RIF Trident Protect &

1] \
U L:\

ﬂmﬁﬁfﬁhfo

@ &/l A B E Trident Protect TEAURRIPIRERRIENAEN R EXH RS, " T iREZ X T{F A Trident
Protect ELE XA RAFFEER"

B TFR IR
1ERT LURERY I IR R IRER,

@ MRENARFEXFRMWS AT RESCENRR. EXLERRS IR T ERANAREF®
WX EFREIEEER. RERHFEF.
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trident-protect-requirements.html#protecting-data-with-kubevirt-vms
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trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms

fEFICRAIEERER

B

1. SIBBEEXFRCRNEHBEESEZ N trident-protect-snapshot-cr.yamlo

2. ERIEMIX M. EEBEUTREM:
° » metadata.name:(required )Itt BE X FRNRT, BAENIMEEEZE— M E—HSENRTR,
° spec.applicationRef: EIiZRIBHIRN FTZFHIKubernetes# #F.
° spec.appVaultRef: (required)N1ZfEIRIBRE (FTEHRE)BIAppVaultiy 2 R,

° spec.relaimPolicy: (7] i%&)E X HIFRIREBCRETIREREIAppArchive= R EHAER. XEKE, B
EIKEN, HREW Retain EH MR, BROEM:
* Retain (BRIA)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. [FRIEHMEIEEZR XS trident-protect-snapshot-cr.yaml « NMFCR:

kubectl apply -f trident-protect-snapshot-cr.yaml

ERBLITRELIZIRR
p
1. IERER. BHESHIEBRAGIFERIES. Fli:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BlERFEEH
1ERT ARERY & 1 N AR AR o
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@ NRAENAERFEXFRHS A TR CENRR. NEXERRSIB T EANARERFS
MR XLEFREEEED. RIBHER,

FaZ Al
HIRAWS 215 < R EIHARY (8] & LU IT KBS BIE1TRIS3E (1R (F. IR hEEFMIRIFHAELI . NHRIER]

RERRI

* BXROEHISIESHIEENERIFAEE. BEW "AWS APISZE",
ﬁ;&AWSJ\/}_ EE?EEIJ-IE':QHL: AN .lﬁ%JL: AWS |AMSZ*§ o
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https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

FFACREIESEH
TE
1. SIEBEEXFRCRXGHBEESEZ N trident-protect-backup-cr.yamlo

2. ERIENXHH. BEUTREMS:

° » metadata.name:(required )Itt BE X FRNRT, BAENIMEEEZE— M E—HSENRTR,
° spec.applicationRef: (required)E&F 3 HIN FFZFHIKubernetes# #F.
° spec.appVaultRef: (required)RTFEE 1D AEBIAppVaultiy & FFo
° spec.dataMover: (F] i&)—1NFRE, BTATENRIENEH IR, JREEIANE):
* Restic
* Kopia (EXIN)
° spic.relaimPolicy: (7] 1&)ENX T MNERERIBEFEREDINLZEHARR. AJ8EE:
" Delete
* Retain (ZRIN)
° ﬁfﬁejlcganapshotReft (AIi%) : REFMIERREBIZIR. NRAEELSEH. WeZENE0D

YAMLA

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. FHIEHMNEERXHE trident-protect-backup-cr.yaml .\ N FCR:

kubectl apply -f trident-protect-backup-cr.yaml

ERmLITRELIBEE N
p
1. &G, BESHNEBRATIMERNES. .
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tridentctl-protect create backup <my backup name> --appvault <my-

vault-name> --app <name of app to back up> --data-mover

<Kopia or Restic> -n <application namespace>

ERILOEREMER “--full-backup iR ERIEE &M BB N NIFEES M. RINBR T, FIESEMNIINEE
&, ERIATER. EMRHENIFHEESD. REMER. EHRTTESEN. ARERXTESND
ZEPITIBEED. URAREEMERSERBXEIXE,

SRS DER

TRERT GIEEH CR BRI LUERANER:

MriE Type
protect.trident.netapp.io/full-  string
backup

protect.trident.netapp.io/snaps string
hot-completion-timeout

protect.trident.netapp.io/volum string
e-snapshots-ready-to-use-
timeout

protect.trident.netapp.io/volum string
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  string
bind-timeout-sec

BIZEHREIRIF IR

Description

EEENESNNIFEEEN. IREN true’
BIZIFEERN. RELHREEHNITES
fn, RRERXTEEDZEITIERESD,
UER A PREHIFRR S T E AR KA XL,

FEREE MRIRIRE R VFBIR KBS AL,

ERIBAE A RS R R R KA B

RIS RBAVFRIRKETEL

RIS AE R (PVC) BlIARYRARY
rE;ﬂL (AFV A BEAI) Bound ARG HTAIR

EX o

BiNME

false

60K

30K

5%

;200 (209> ¥h

RIPERBETIRIRE XTI SIRIRIE. EHHMERFRIFNARER. ELEES/E. 8X. SEANEH)
BIREBMED, HIUUEEERENEIAHE, ERILIER full-backup-rule SERERLHIHEEN TBE&D. A
INMBRT, FrEEMHZREERN. EHRNITREBEMNUNKEBIEEENEMTRES MEEREIXPL

* BRI LB IS E "backupRetention'3%, “snapshotRetention' A FENE, FiE
“snapshotRetention’ AZBREEAITRINEHNRFEIRIRE, BXLEREBIIGEIE, H7E

@ &1 e S I BIA MR

* MIRENAEFEX PR IATSESCENRR. EXERRSIBTERANAREFHR
R MR XEFREEEED. REBIER,
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fEFACREIEITX
T
1. SIBBEEXFRCRNEHBEEMEZ N trident-protect-schedule-cr.yamlo

2. ERIENXHH. BEUTREMS:

° » metadata.name:(required )Itt BE X FRNRT, BAENIMEEEZE— M E—HSENRTR,
° spec.dataMover: (7] i&)—NFRE, BTATEMRIENEH IR, AJREERDANE):
* Restic
* Kopia (EXIN)
° spec.applicationRef: E&F{HHIN BIERFBIKubernetes® #fo
° spec.appVaultRef: (required)N1FE&E N ABIAppVaultdyZ FFo
° spec.backupRetention: (%F) ERENFMNE. SRAFNEIESD ((URER) .

° spec.backupReclaimPolicy: (Ai%) FEINR&ED CR EEARZHARWMER, MEHLEFAE
Jo RBEEE, EMXHIEESEMR. TRENE (K9KANE)

* Retain (RAIA)
" Delete
° spec.snapshotRetention: (%) BREWIREBHE, SRTAFCETMAIRE,

° spec.snapshotReclaimPolicy: (F]i%) fAEINRIRER CR EHARBHIN®MIPR, NREBEELZEHA
Bh. REEE, RBEESHMER. ATENE (KOKNE) :

" Retain
* Delete (RRIN)
° . spec.granularity: It XIBNEITHE, AIgEEUMMNENXRENFE:
* Hourly (EXREIERE spec.minute)
" Daily (BRMEIETE spec.minute F “spec.hour)
" Weekly (BXRIEEE spec.minute, spec.hour, | spec.dayOfWeek)
" Monthly (BEKRIEIEE spec.minute, spec.hour, #l spec.dayOfMonth)
" Custom

° spec.dayOfMonth: (8]i%) IHRIRETHRMBRE (1-31) . WMRAEIRE N Monthlye %
BRI F RT R iR .

° spec.dayOfWeek: (FIi%) I XRINIZITHIEZEE/L (0-7) - EO0 T 7 ®R-EHH., NMRNEIRE
A Weekly, ZEMNIUAFRTEFRIRM,.

° spec.hour: (AIiE) IHRIRLZITAVNESER (0-23) o WMMRKEIREN Daily, Weekly, FHE
Monthlyo ZEMTUAFFFRINRM,

° spec.minute: (F]i%) IHRIFGETTH/ NSRBI EEL (0-59) o WRKIEIZEN Hourly,
Daily , Weekly, B¢ Monthly. ZEMTIAFMER IR,

BRI RIRRA] YAML:



apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-namespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "O"

minute: "O"

{IRER TR B 5 YAML :

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-nhamespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

3. [FRIEHMEIEZR XS trident-protect-schedule-cr.yaml « NMACR:

kubectl apply -f trident-protect-schedule-cr.yaml

fERm<LTHREIE TR
g
1. g RIPITR. BESPREBRNEIMEPNER. .

@ 1&B] LUEA “tridentctl-protect create schedule --help" && Lt en S HIIFAZEEBNE R,



tridentctl-protect create schedule <my schedule name> \
--appvault <my appvault name> \
-—app <name of app to snapshot> \
--backup-retention <how many backups to retain> \
—--backup-reclaim-policy <Retain|Delete (default Retain)> \
--data-mover <Kopia or Restic> \
--day-of-month <day of month to run schedule> \
--day-of-week <day of week to run schedule> \
--granularity <frequency to run> \
--hour <hour of day to run> \
--minute <minute of hour to run> \
--recurrence-rule <recurrence> \
--snapshot-retention <how many snapshots to retain> \
--snapshot-reclaim-policy <Retain|Delete (default Delete)> \
--full-backup-rule <string> \
--run-immediately <true|false> \
-n <application namespace>

A TFEBR LR BIE R HREITE 450

o SEEEZNITRI: R --full-backup-rule FRICULZHHEHEEE N B E&D. MRENERT
--granularity Daily. PJBERV(E:

* "Always BREIBRTEED

- BRT{ER: IEE— 1% 1 "HE, AESSMR (B9, "Monday, Thursday") . BXUE:

Ei—. BH—. EHi=. EHM. EHfAR. BN, EHfH.

@ I_J% --full-backup-rule ZAREMAERA TN, ZETHIZ A8 X589

o XIREEITRI: 1B --backup-retention 0 HIEE—PAKFEMIE --snapshot-

retentione

XN EEER
TRERT IR MR TEIER (CR) BT UERAER:
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FrE Type

protect.trident.netapp.io/full-  string
backup-rule

protect.trident.netapp.io/snaps string
hot-completion-timeout

protect.trident.netapp.io/volum string
e-snapshots-ready-to-use-
timeout

protect.trident.netapp.io/volum string
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  string
bind-timeout-sec

B IR IR
BT B R BN I RBSIRBIRE,

p
1. MRS IRERKEXAIIRERCR

Description FRINE

BELHRESDIFAN, Rl EHIEER KRRE B
Always EBOILURIBZSEMR TS SR &M &HIYNEE
BENEM. fl, MREEFIRENERT D)

&1, WA LUHEERHITREFNDHNERR/L (

5130, "Monday, Thursday") . BXMMIE

HEN: 28—, 2. EH=. EHM.

EHiE. EH/N. BHAH. IR, WIRR
EEATFEEEUTRENHEER:

granularity i8E M Dailye

FEREENMRIBIZE R IR R KAT 8, 60K
SRR ] RS E & KA 8l 30K
IR EIRBARITFRIRKATEL 5K

EFMEENFASER (PVC) BIAMEZEAR 1200 (2053%F
I‘ErﬂL (UFY RN Bound HBAERMATHIMN )

EXO

kubectl delete snapshot <snapshot name> -n my-app-namespace

llES=gw)
Wi R EREN S HIRBER.

HREIUERIRISE N Delete N REFMEFMIBRFIE &M IR, ZERBIMIARER
@ ‘Retain’ LUBRBIMNIEERR. WRBELBNE Delete , EMNHIERREENSREFMET

» BEFIMIER

p
1. MRS & KR EHCR:

kubectl delete backup <backup name> -n my-app-namespace
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MBS RIS
ERIUMERSSITREEERT. BRmsRMIOEHRFIRE.

p
1. ERUTaHLNREMIREIRS. BESTHEBRAFRTHESR:

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

Jazure-ANF-files (NetApp)i&{EE & B TR

WNREELETrident Protect, MR LIAEEA azure-netapp-files 173 B Trident 24.06 2 Hi | EHITEHE S IR
BRTBETENEGMIIERNEE, LIMEEERT NFSv4 &, AR HRBAEMHIEIINTIE),

FeaZ 8l

HERAEUTEK:
* BB R % Trident Protect,
* {EB7E Trident Protect P EX T — 1N AEF. LTRSS B2, N BERIFRIPIEERZEIRS,
* &8 azure-netapp-files EEENFHEBIRIEIAEHES,
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RFFLLT RECED B

1. NRANFHZEFLKETrident 24.10Z I RIEEM. IB1E TridentPHITIATIRIE:

a. AE PEFazure-pv-files B 5N A 2 XELHINetApp/E FASnapshotB % :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HI\BAENXEXPVEHSnapshotBH:

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

Mie) &7 :

snapshotDirectory: "true"

+
NRKRBARIBER, Trident Protect KR EMEMINEE, ZWREIEENIETLN SABELF
M=El, EXMHERT, FHERDTEBDEEBHNZEXREIZRSHENEXIVERNIRIE,

#R
ZN RTERF EESFER Trident Protect #1T&EMNAME. &1 PVC BAIMEEMNAERF BTSN

o

EIRN RRER

{#E A Trident Protect i E N BIZF

&I LAfEA Trident Protect MIRIEE &/ PR E LRIV AR, KNAREFRERIE—5%
R, MIIARBIMEREZER,

* RENAREFRN. AzNARFEENFIERITENRREZNARFER, IREFEER
ERITHER. WeaErRIEFPBMET.

@ * WTF qtree £, FFMEMDERIIEMan R TEHRIGHRTIE. EE, WT gtree &,
FEMRIRIE R B Efthan R TR SR iaer & =8l

- EAINERRRSEREE X IR, NTHESES, WER EAEATdent Protect
REIRE",
M ERE E A £ 51

L &{$F BackupRestore CR & MDEREEI A RHar R =TIEIEY, Trident Protect RTE#TAY AR % =8 RIE R N A
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BF, ANEENNARFEIE—TNARERF CR. ATHRIFEMENNARRR, AJUEIEBIRFSMHIIRE,
& HIE RIP Ao

* BEOTERIEEMERRNHEMGBETAAZERSENPHER ,it;%ﬂ'ﬂ’]ﬁﬂ)\/}_
BEXRFEENFPNFAAERR. ERFEHERCIZBmeRTE. HEREOEREIFHS

@ E1S
* £ CR ME R BTIENY, HikFoheliEBirerR =8, AGHBMNA CR, Trident
Protect {X7E{ /A CLI BN A 2 BohtliEdr & =iEl,

FFoaZ Al
HIRAWSEIES HE R HARY B8] B U ITE KBS Bz TRIS3IE R IZ1E, INRSHEIEIARIRVERRIETHE. MR 1ER]
BES KL,

* BXROEHISIESHIEAREIRFAEE. 1BE0 "AWS APISZE",

* BXRAWSHERERMNIFAEE. 15BN "AWS IAMIZHE",

LIGMER Kopia fERNEIER IR MERME, ERLUEIRTE CR PIgE IR HEA CLI KT
Kopia ERABIGEIZEERNIT R, 1SR "L BXRET URENEMNEZE S, #A tridentctl-
protect create --help’ & *{E Trident Protect CLI IEEEBEMNEZER, ESAH D,
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https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
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fEFACR

B

1. SIEBEEXEZRCRIXGHBEESEN trident-protect-backup-restore-cr.yamlo

2. ERIEMIXME. EEBEUTREM:
° o metadata.name:(required )t BEX RFEHBFR; FANEHIFREZE— I —BSENRT,
° spec.appArchivePath: AppVaulth7EEFD AT, EAILUERU TaRLSERLERER:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZEHPHNBRIAppVaultdy &R,

° . spec.namespaceMapping: X RIR(EHVIRRE 82| Binds 2 T E)HMREY, &M "my-
destination-namespace &t "my-source-namespace’ NZIFIEFRAE E,

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. (A ) INRAFEEEFELFENNARFNELERR. BRI THREE R ERSINR IR R

Trident Protect £ BENAE—L AR, EHENSERENAREEXK, Hil, 1R
()  mmsasmemEs BEA— 1 XBA pod, Trident Protect &S XHEY
podo

° resourceFiIter resourceSourcedionCritera: (TMERFRZE)EA "Include’ HEE T "Exclude’ HEFR
HBELEEREFPENHER, AN FresourceMatchersB3LIE X B EIEHHIFRIZR IR

* resourceFilter.resourceMatcher: resourceMatcherXf &0, MRFELIHAPIEN ZNTE
, ENTEERNORIZIEFRITINE, 81N mERE. M. ) FHNFEISEAANDIR{E#HITIT
fico

* resourceMatcher[].group: (7] i) EFiERIENE,
* resourceMatcher[].KIND: (7] &) EffkrYZ RS,
* resourceMatcher[].version: (7] i%)EHkrE RIRZS.

* resourceMatcher[].names: (8] %) & fiEHIZIRRIKUbernetes metadata.nameFEEHHY



# 1o

* resourceMatcher[].namespies: (A] i)E iR IRHIKubernetes metadata.name™ £

PRy R =i,

* *resourceMatcher[].labelSelectors *: (7] i%)&RERIKubernetes metadata.name=xEZFHIER
FIRIZESRFRIR, WHAAENX "Kubernetes 314", HIgA:

"trident.netapp.io/os=1linux",

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. FREMWMIEEFZXHE trident-protect-backup-restore-cr.yaml . NMFCR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

1. BEMDTERZEMHRZTE. BESTHTHEBEAFEPEE, It namespace-mapping SEE A
B S ARINERFBEENFEESMET M AR IEFRBEIrEDR “sourcel:dest1,source2:dest2’ &, 540:

tridentctl-protect create backuprestore <my restore name> \
--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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MEDEREIRIAE R =(E]
TR LR & IR B R iGEn & =8l

FaZ Al
HTRAWS 15 < R ZIHARY (8] & LU IT KIS BIE1TRISSIE R IR(F. MR hEEIE/RIZFHAIELT AR, MIR(ER]
CE= SIS

* BXROELAIELEEIENERNIFAEE. BB A "AWS AP,

* BXRAWSHREENFAEE. IEEL "AWS IAMSHE"

UEER Kopia (ENSUBH TSI GIRRY, AT LUEEAE CR IS TR ER CLI Sl
Kopia fERHIIGEZEA(T R, AEH ik A X AR RENAMNESES. B tidentct-
protect create --help & %M Trident Protect CLI IS BMESER, BBEMS.
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fEFACR
B
1. BIEBEXNZRCRXHHEEMBN trident-protect-backup-ipr-cr.yamlo

2. ERIENXHH. BEUTREMS:

° ., metadata.name:(required It BEX RBFENZTR; BEAENIFREEFE—H—HSENBT,
° spec.appArchivePath: AppVaulth7EEFRD AT, EIUERU T RLSERLERR:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZEHPHNBRIAppVaultdy &R,

fB4n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (A EMMIRAFEXBRERFENNARFNELTR. HRNEETHIRERRER SRR

Trident Protect & HaiFE—EEIR, RAENSEEENZFREFEEXEK. fiw, WR
()  mmmasERRR A EA— XA pod, Trident Protect FA U BT
podo

° resourceFiIterresourceSourcedionCritera (TR )TEFH‘Include‘:ﬁ"@,a_l?,‘Exclude‘HH‘%
BRI EREFETEXMNER, HIMU TresourceMatchers2 i LE X B IS HIRHE IR

* resourceFilter.resourceMatcher: resourceMatcherXf &R 4H, WMRFHIAPFENX ZNTE
, SITBERAORIREHITINE, SR, #3E. RA)PHFEEENANDIRIEHRHITIT

o

* resourceMatcher[].group: (7] i%)EHiENHRIENE,
* resourceMatcher[].KIND: (7] 3%&)E ik E RS,
* resourceMatcher[].version: (7] if&)EHERI R IRhRZS,

%

&EiRBKubernetes metadata.name=FE&HHY

%

* resourceMatcher[].names: (7] i%)EHi%ER

B,

* resourceMatcher[].namespies: (F] )& HiEHZRHFIKubernetes metadata.name=E&
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FRYER R =iE,

* *resourceMatcher[].labelSelectors *: (7] i%)#&EAYKubernetes metadata.name = EXHHIER
TIEEBFRB, WHFAENX "Kubernetes 314", ff40:

"trident.netapp.io/os=linux"o

fB4n:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FHEHRNEEFZXMHEE trident-protect-backup-ipr-cr.yaml . MFCR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

ER<LITRE
p

1. BEHERIFBEHZTE. BESTNEBRAFERNER, backup BHEERARIAANGRET
BEFMBFPBIR <namespace>/<name>, f5lU0:

/.

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>

MEDEREIEthEEEE
MRS LIEE,. S LUFEHEREEMES.
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* HIEfEMA Kopia (ENEIBTS IR ME FHET, ERILLERETE CR FIEE TR ER CLI KiE
%l Kopia EAAMIGBIEMERNTTN. BER " BXETUEENENNESES. £/
@ “tridentctl-protect create --help' & X {EM Trident Protect CLI s I BN EZELE, BB
<o
* £/ CR SR B =R, “AsFatlZBiresRa=Ia, AEHENA CR, Trident
Protect {X7EEH CLI YA = BrhtliEsr& =8l

Fazal
HRE R A TR

* BirEEF B2 L% Trident Protect,
* BFREERER LIS IR S EER D BYREE BRI BIApp Vaulthy 73 ER BR 12,

* MB{RTEIE1T AppVault CR B, ZshIFIZE] LUZEZES] AppVault CR HE X IR R 1Z(EH@, tridentctl-protect
get appvaultcontent 85, WIRMLEIRFIPELETGR], BRI M BIREEE LY pod HIiE1TTrident Protect
CLl

* RIRAWSZIE S E AR Bl UPITIERIKELIEITHIRRIEIE, MRSHEERIRIZIERREIH. NiR(Ea]

BES R,
° AN BEYURRIESHEIIEAEMIEMAEE. BB "AWS APISHE",
° BXRAWSHEFEREMIFMER. BN "AWS 14",

TE
1. {# M Trident Protect CLI {410 & B1r&%EEf L AppVault CR BB R4 :

tridentctl-protect get appvault --context <destination cluster name>

() ®EREGEN LEEATURRFTIRNSE S,

2. MEtREBEE T HAppVaultIEHRRE

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

BT e L A2 RAppVault PRI A& ). BEERIGER. NN AREFRRIR. BE &I,
N
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e b +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

e fomm - tomm - o
o tom e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. fEFAppVault& FRFAIER R AIEF TR BAnsER:



fEFACR
1. SIEBEEXFZRCRXNGHBEESE N trident-protect-backup-restore-cr.yamlo
2. ERIEMIX . REEUTREM:

° » metadata.name:(required )Lt BE X FRNET, BAENIMEEEZE— M E—HSENET,
° spec.appVaultRef: (required)TZEHPHNBRIAppVaultdy &R,
° spec.appArchivePath: AppVaulth7EEFRN AT, ERIUERU TRSERLERER:

kubectl get backups <BACKUP NAME> -n my-app-hamespace =-o
Jjsonpath="'{.status.appArchivePath}"'

()  mEBackupRestore CRFFA. EAILUERSE2RREINHSEEEHNE,

° . spec.namespaceMapping:iF/FIE(ERRAR 2 =82 B inen 2 = EIRVIREY, 3 "my-
destination-namespace &1t “my-source- namespace ﬁ,&t%iﬁqﬂﬂ’ﬂééo

fBgn:

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. ERIEMMEIER XS trident-protect-backup-restore-cr.yaml « MACR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

FEREG<SITRE

1. ERUTHRLERNAER. BESHHEBRANIFMREPNER. SRTERNSHERE SSRGS

ZT e Ed R T E M B IERBBirdn B =iEl. L ISOURCE1: dest1. Source2: dest2, 54l
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tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--context <destination cluster name> \

-n <application namespace>

MIRIRE R EI ELfthan & == (8]

TR LUMER B EXZIR (CR) XHMREBIMEEIE, MEINFANGETEIHERR /F_Fr"nn% SiEl, HIER
SnapshotRestore CR BREBEREIFFEM G ait, Trident Protect SEFMSHZ TRIFIERNARER, H
NIEEMN AREFRE— N AEF CR, ATHRIFEMENNAER, JURIBRKRERMIRE, RHEFER
iRl

* SnapshotRestore x#3 “spec.storageClassMapping B4, 1B{X R BiriFiEEERER
MEfEEIRE, IMREEIXMEZ StorageClass MR EARREMFESIR, NIkERES

@ O

* A CR MERFmRTIEN, SALFoeliEZBEmrmRa=TIE, ARBMNA CR. Trident
Protect {N7E{M CLI BNA = BahtIE & =8,

Fazal

HIRAWS =15 < EIHARY B & LU ITEAIKES EIZITRIS IR /R IR (E. WNRLHEEIRRIR(ERRETEA. NIR/ER]
CEE= SIS

* BXROELFIEEEIENERIFAEE. BB W "AWS APIXE",
* BXRAWSHREENIFAEE. BEEL "AWS IAMSHE"
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fEFACR

B

1. QBB EXFRCRNEHBEESEZ N trident-protect-snapshot-restore-cr.yamlo

2. ERIEMIXME. EEBEUTREM:
° o metadata.name:(required )t BEX RFEHBFR; FANEHIFREZE— I —BSENRT,
° spec.appVaultRef: (required)TZfi&IRIRANBRIAppVaultdy &R,
° spec.appArchivePath: AppVault7ZEREBABTHEERR, ERIUERU THRLSERLERE:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° . spec.namespaceMapping: X RIR(EHVRR R TEE| Binds 2 T EHMREY. FH "my-
destination-namespace &t "my-source-namespace’ NZIFIEFRAE B,

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. (A ) INRAFEEEFELFENNARFNELERR. BRI THREE R ERSINR IR R

Trident Protect £ BENAE—L AR, EHENSERENAREEXK, Hil, 1R
()  mmsasmemEs BEA— 1 XBA pod, Trident Protect &S XHEY
podo

° resourceFiIter resourceSourcedionCritera: (TMERFRZE)EA "Include’ HEE T "Exclude’ HEFR
HBELEEREFPENHER, AN FresourceMatchersB3LIE X B EIEHHIFRIZR IR

* resourceFilter.resourceMatcher: resourceMatcherXf &0, MRFELIHAPIEN ZNTE
, ENTEERNORIZIEFRITINE, 81N mERE. M. ) FHNFEISEAANDIR{E#HITIT
fico

* resourceMatcher[].group: (7] i) EFiERIENE,
* resourceMatcher[].KIND: (7] &) EffkrYZ RS,
* resourceMatcher[].version: (7] i%)EHkrE RIRZS.

* resourceMatcher[].names: (8] %) & fiEHIZIRRIKUbernetes metadata.nameFEEHHY
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# 1o

* resourceMatcher[].namespies: (A] i)E iR IRHIKubernetes metadata.name™ £

PRy R =i,

* *resourceMatcher[].labelSelectors *: (7] i%)&RERIKubernetes metadata.name=xEZFHIER

FEZRIBRFAIR, WPFAEX "Kubernetes 321", f5IY0:

"trident.netapp.io/os=1linux",

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. FAEMIEEZRXHE trident-protect-snapshot-restore-cr.yaml . MACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

1. BRIEEREI e R =E. KiESPREERNFRPHER.

° snapshot " BEHERARA NN RZTEFREBZIR *<namespace>/<name>,
° Itk “namespace-mapping’ 2 § S 0 RN SR G FRENRERS FE X N ERBITER

*sourcel:dest1,source2:dest2' &,

fBgn:


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>

MIRIRE R E Ry dr & == (8]
&) ABER R R IRE [R B R R an & = lal.
FIaZ Al

HIRAWS &5 < R EIHARYIE)E LUHITEAIHKES EIZITRIS IR R IR(F. MRS HEEIRRIZ(ERRETEA. WIR(FR]

RERRI

* BXRNEYHFIRIE IR ERFHAE S, BES I "AWS APISZHE",
E*AWSJ\/ {E$EE’J1‘¥QE1I:IILA\ 1ﬁ D4 "AWS |AMS(1t "y
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fEFACR

B

1. BIEBEXZRCRXHHEEMRN trident-protect-snapshot-ipr-cr.yamle

2. ERIEMIXME. EEBEUTREM:
° o metadata.name:(required )t BEX RFEHBFR; FANEHIFREZE— I —BSENRT,
° spec.appVaultRef: (required)TZfi&IRIRANBRIAppVaultdy &R,
° spec.appArchivePath: AppVault7ZEREBABTHEERR, ERIUERU THRLSERLERE:

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-hamespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (A ) INRAFEEEFEXFENNARFNELRR. BRI THREE R ERSINR IR R

Trident Protect & EEER—LE 7R, EATNSEREORBFEXK, I, MR
()  mmsasmemEs BEA— 1 XBA pod, Trident Protect &S XBAY
pod.

° resourceFiIter resourceSourcedionCritera: (7B E )& "Include’ S E &K "Exclude HiR
RBLAREEEFPEXNEER, R0 TFresourceMatchersB# A E X BEEIEHHBRH AR IR

* resourceFilter.resourceMatcher: resourceMatcherif &40, MRFLIHAPENX ZNTTE
éEEﬂ‘]JI%VF?UOR?E%f’Ei&ﬁIEEE, FINTTERER. M3 RE)PHFEIGEIANDIR{EHITIT

* resourceMatcher[].group: (7] i) EFiERIENE,
* resourceMatcher[].KIND: (7] &) EffkrYZ RS,
* resourceMatcher[].version: (R i%&)E LI Z RhRZS,

* resourceMatcher[].names: (7] i%&)E iR ZIRRIKUbernetes metadata.nameFEEHHY

%

B #Fo
* resourceMatcher[].namespies: (A] it)ZE kAR IRHIKubernetes metadata.name™ £
PRy E =iEl,

* *resourceMatcher[].labelSelectors *: (7] i%)&RERIKubernetes metadata.name=xERFHIAR
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BERZFIRFRIR, WPFIEX "Kubernetes 324", fIY0:

"trident.netapp.io/os=1inux",

f5an:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FHERNEEFZRXMHEE trident-protect-snapshot-ipr-cr.yaml « MACR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

ERBLITRE
TR
1. BRBEREIRAs R =TE. KESTREBRAIFMEPIER. fIi:

tridentctl-protect create snapshotinplacerestore <my restore name> \
--snapshot <namespace/snapshot to restore> \
-n <application namespace>

*“ E r?glut«EE,J’{klu\
TR RS LITREEEHTT. ETMERKBERIREIRE,

ps
1. AU TEHRREFIZIEIRE. KIESHHNEBRAIFMEHNESR:
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'
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TEILMERABRIRE (FIUNERE. smRTEIKENEFMHEED) BEXMERE, UWHEE
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T RMBER IR ERRIE Y6 B RN EANARE

T‘erﬂﬁﬂlﬁﬂiﬁﬁﬁsﬁf’ﬁﬁﬂlﬂ\ Bires 2 EE PRSI E R SR A = E PR RN EAEILECS, BN
iR TR B R TR AR FENGESINE. AESEFENEMGESINE. MUESRRZEFHIE
IEEEO XEFET BEfRe R <E LIRS SR ERFA L,

INREFH Red Hat OpenShift, BEWEE R TIEEREE OpenShift INEHRMEE(ER, @
@ BEEERBAEIREN pod BSF OpenShift €2 L TFXLIE (SCC) EXHIEHNREMELZ LI E,
#E‘Juuﬂﬂ%ﬁﬂ%tﬂmw&@@o MTREZEE, EBH " OpensShiftiz 2 T XL

0

FERITIER SRS IRE 2R, O LB 1§ BEKubornetesIFIE T &= 5k [ LE B AR dn & == Bl R BV EAR AR E
5 RESTORE_SKIP NAMESPACE ANNOTATIONS. fjl#l:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

WITIRE SR AEIB1R1FRY, (EAa R TR R LR,

@ restoreSkipNamespaceAnnotations A0 restoreSkipNamespacelLabels r&5mEmH
RS2 1E, MRIRTEIIE Helm REHAEIACEXEIRE, MTHREZER, BEH 'ILEH
fiTrident Protect fEEIIRE"S

WMREEA Helm RET RN IR, “--create-namespace B, A F45HFIB name 1758, RSN
FEE%#% 32, Trident Protect SR IR EEHIZIBirmmRa T8, BUNREGRATENES R R T e iELE
, ISBEEHAHEGRTENE, NRIILESFEGRTEARALE, WEEEFRIBirdR=E, mAME
EES

Nl

UTROIZRT —NRNBreETE. 82T RHMEERENINENITE, ErIUEEBRmR TR
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EPITIE RS R EZ Al
TR T HITIEREEERBREZ BIR AR BAR 2 BRI

R TIE) rE PR
A =TiEns-1 (GR) * t5E.0ne/#E: "updatedvalue" « IRiB=4T
* WnE. XWHE: "TRUE" * BHME=HIPAA
* name=ns-1
g TiEns-2 (BfF)  * #7E.One/f: "TRUE" * Role=database
s ARE=AVIR: “false”
HEREZRE

TRERTERFBEEBZIZEE RO B AT EIRES. EANELERA. EERPCRES. HE
‘name & BEEFHLS Biran & =8 ILAC:

CEEZRE) e Lo
R TiEns-2 (B4R)  * #7F.One/$E: "updatedvalue" * name=nS-2
* fnoE. X "TRUE" * EMME=HIPAA
* FRE=ANI: "false” * M=
* Role=database
SENFER

ATENMARTRTRERFNEMFE,

TR BREY

X “spec.storageClassMapping' B4 E X MBI BIEF VI G Z6EL 5 B inse 8 _ LR EESER0BREY, f&nT L
EEBAREMHEIERINER 2 BTN A2 3 X BackupRestore 1&1/ERITZAE /G imBTE A LLIHEE,

ANl
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"

- destination: "destinationStorageClass2"

source: "sourceStorageClass2"

SEFRUERE
AT T RAPZFEESIMITARERE, MRAFPRBHIRERR, RERBERRIAE
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FrE Type Description B0 ME

protected.trident. string RUBIEB IS S IRIEEIEMNSKETE (UBHNEAf  “300°
netapp.io/data- ) o

mover-timeout-

sec

protected.trident. string Kopia NAEFHSRAKI RS (LIKFT REM) . “1000”

netapp.io/kopia-
content-cache-

size-limit-mb

protect.trident.ne string EEMOEMIZFAERR (PVC) BANSE AR E (LI 1200 (2053%h)
tapp.io/pvc-bind- FAEBEAI) Bound IRERMEIRIMER. ERFFRAEMR

timeout-sec £ CREE (FMPME. &NMtinE. REME. R

Rrting) . NRENEEEHIEFLEFTEES
BYiE], BERAESAIE.

{EFINetApp SnapMirrorfTrident Protect £ I[N FHIEF

fEFS Trident Protect, {&A] LU ENetApp SnalerrorE‘Z*E’Ja—riEE%JIﬂﬁb, SEIEFRN A
1%1* FERM—NMEEERERES— 1 FiEER, TIeRER—SEHEALREEAREEZ
[Blo

TR LB IR ERAIBI RV an 2 =B RE AR

IR RS 1R(ERRE. Biran R R PRAREANTER SR A = iE) PR E AR EAEILEC, BN
IRER 2 = (8P B AREs & B PR BIRE SARE . #EEE‘,@T‘E’JEHH 1% 795 N LXTE'?[W%EIE—IJEPE'J{E
LEd, (NfFETBiran®=iE) LRRE SR ERIFAE

WREEA Red Hat OpenShift, 5S4 R A TIEERTE OpenShift IFEHHEEER, @
@ BEEERBAERERN pod BSF OpenShift €2 E FXLIE (SCC) EXHIEHNRMLZ LI E,
HFHAR LIS REMASHIRR@E, ST HREZER, FSH"OpensShiftee £ L9531

"
(o}

ERITRR R BIREZ . R LS IR B KubornetestFE T 23R [ 1E BiRan & R P S EILERE
& RESTORE_SKIP NAMESPACE ANNOTATIONS. fjlg0:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation_k
ey to skip 2>}" \

-—-reuse-values

WITIRE SR AL ISR 1FRY, (EAan R T EERMREE R LR,

@ restoreSkipNamespaceAnnotations 0 restoreSkipNamespaceLabels RE5REHK
HIEIETSIR(F. WIRTEANIA Helm REHEIEEXLEIRE. RTMELER, SR TEH
fiTrident Protect fFEEIIRE"S
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, B EFHANEIRSGRTENE, NRMESREGRITEALE, WEHEEHZIBirma=iE, mAME
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UTFRAIERT —NEMNBERGRETE. 83T EHAEEFAENFENGES, EUEEBInmATEER
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TRUA T ITIER N EIL B REZ B BIRMN B iR R iSRS |
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* P, W "TRUE" * BFME=HIPAA
* name=ns-1
R TiEns-2 (B4F)  * #7F.One/$E: "TRUE" « Role=database
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TRIEEZ G

TRERT EREMEZZIREERABIFHRTEIRE, ERMELZH, FEFACHES. HE
‘name’ FrR EEMIUSE Birmn & T8 ILAC:

A TIE RE R
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s fE. XWEHE: "TRUE" * SHME=HIPAA
* FRAE=AMIN: "false” © IME=AE

* Role=database

@ &0 LIBC B Trident Protect E U ERIPIREER N REMBEN GRS, " T REZ X TFE A Trident
Protect EEE XA RFUREER"S

RS & R ERA IR R THEE S
L F AppMirror X R RIPEIIRATRRFEY, SR X HIEHBH R R R SHITHIARXNET
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TERPEY, XEEHITHFIEERY, FSBMERUBEIEERTT,
BETHBEXAITHFNEZER, 158RA"E1E Trident Protect 1178+

IREEFIXR
IREEHIXRARD R AME:

* EETrident Protect 11BN FZFIREBRUMNE (B1ENAEFD Kubernetes HIRUNN BREF B INENE
TRER) S
* ERE R (B1EKubbernetes B IR UK K A 1EEEIE)
* IS E B IREEAIAYE]
]
1. TEREE L. ARENARERCZEAppVault, RIBEIFMEIRHEER. BPHIREI"AppVault BE M ER" L

BEEERIFIR:
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{£FACREIZEAppVault
a. SIEEENREBECR)XHGHHBHEG BRI trident-protect-appvault-primary-

source.yaml)o
b. BEUTEM:

* * metadata.name*:(required_) AppVaultE & X ZRIIZ R, B0 MEEFRMBIR. RAEHIX
AFAENEMCRY 45| BIHE,

* . spec.providerConfig:(required )TZf& RIS EIREIZF 1 RAppVaultFTEEEE. NEN
IREEIEFE— P BucketName A ME M EMMHERIFMER, BIC FIMANE. RASHIXRFR
=2 E’JEP&CRY#’%‘? |FAXLE(E, AXEMRMHEAAppVault CRSRAI. EE " AppVaultEE
XJ\/ 0

* . spec.providerCredentials:(required )Tzfi# 331 15 E R EIZF AR AppVaultFr BRI EME
ERS| Ao

* . spec.providerCredentials.valueFromSecret:(required )R EIEERN K H R,
* key:(required)E MHIEENZ AN E META.
* name:(required)B & Lt FEHERMINZN BRI, A FRE—dr R =TIE+,

* * spec.providerCredentials.secretAccessKey*:(required )BT IhIE iR IEIZ R R ZE ER,
BN 5*, spec.providerCredentials.valueFromSecret.name*,

* o spec.providerType:(required )BFHEIRMEEMHIINE,; FI0. NetApp ONTAP S3. &
FAS3. Google CloudZ{Microsoft Azure, RIHRE(E:

= aws
= azure

= GCP

* BAS3

= ONTAP S3

= StorageGRID S3

C. FHEMIEERXMHfG trident-protect-appvault-primary-source.yaml « WFCR

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

FEABLITREEIEAppVault
a. glEAppVault. BESHHESRAEIFERHNES:

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect
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2. ERER L. SIBERMAERFCR

3.

EACREIEIERN BT
a. SIEEENXARECR)XUHHGHEH R (I trident-protect-app-source. yaml)o
b. BRELUTEM:

* metadata.name:(required )N FATERF BE X R FEHNRT. FIE FEOEEFENZIR. AREFIXR
FrEEMCRY 45| BIthE,

* . spec.includedNamespaces:(required )—"E&r & XIHF KBRS AR AIEE, FREGRA
"IEﬂ%ﬂ’ FraEFEIE IR QE/J\nn@:-ﬁIEﬂEI’J,B.\ BUEE A5 HaY e & == (Bl P IZ1E RV 2
o NAERFRRATEIMIETILLERA,

TEIYAML :

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. FRHEMIEERXMHG trident-protect-app-source.yaml « MACR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fERmLITRELIRRNARERF
a. IERNAER. Fl:

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-hamespace>

(FIgt) 7ERE&ER L, WRNAREFHITIRE, IR AEERER LN AREFEM, MNRBLILPE

, WEREBSFF T RITRIRRIZTT, UERSRMVRE, ZCRIRFRIR, BSHE "I2RFIRE",

4. TERER L, SIBEHITRI CR:
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BRT TEREMHT RSN, BWEE—RIRPIEERETY, RERAN 7 X, UEENF
ONTAP SE: 2 BI4EIPERARIR. XATMRIRIBRZ A 7 X, BREBHIRERFEREE
Xo

MREEHERT, ARG UERAXERIRES 7 R#ETREIRF. SMFAERRIEE
R B, BAREFmE ERREBLCKFIMEVERR, MAZE HiE.

RN AEFNAB I ELREFIFNREER, WAFEIMIMIITE,
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fiEF CR RIZEHit%!
a. RN AREFIREH TR

I QIEBENXEBRCR)XHHIGHM A (B trident-protect-schedule. yaml)o
i. EEEUTEM:
* * metadata.name*:(required )it %I BE X & IRHIZ R,
* spec.appVaultRef: (1 5F) EXNS IR FHFZRFH AppVault BY metadata.name FEZIT

o

* spec.applicationRef: (5) ILEXNSIRNATER CR BY metadata.name FEZILAD,
* spec.backupz £l: (required)ltFEE NWMEFER. BEMIZE N0,

* *spec.enabled *: WK E Htrueo

* o spec.granularity: 4K E N Customs

* spec.reck #N: EXUTCHEIR A BEAFIE S EFR.

* spec.snapshots £l: HINKE N2,

YAMLA

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5

snapshotRetention: "2"

. BRAERNEERERXHE trident-protect-schedule.yaml [ZFACR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace

£ CLI g2 EHIt %!



a. SIZEFIITY, HRESTFHEERNEREHHESR

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

il

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200Z

\nRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app_namespace>

S. EEMER L, SIEBE—SEERER LN ANAppVault CREEMERIIER BIEFAppVault CR, HEH
R AN trident- protect—appvault—primary—destination.yaml)o

6. WFACR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. T‘ BirsREt L BN BIER U2 BArAppVault CR. RIBERIFEIRMER. ZERPHVIRAI" AppVaultB7E
= /J_"Llﬁé“ﬁﬂ’]ﬁiﬂ

a. IEBEENFRCR)XEHEEM R (B trident-protect-appvault-secondary-

destination.yaml)o
b. EEEUTEMY:

* * metadata.name*:(required_) AppVault B TE X ZIRHN B, 1EIC RN RIR. EAEFIXRFR
FHNHMCRXH=5|ALLE,

* . spec.providerConfig:(required_)Zf&fEAEEIRHEIZF AR AppVaultFT R EEE . NEHIRHER
6% “bucketName™ A R AE R E AN ERIFHE B 1@13_FFEJiEI’J{E lﬁﬁ%‘]?&f?ﬁﬁfﬁﬂ’JEﬂECR
XH£5|AXLEE, §xEMRHEREINAppVault CRSRAI. EFE " AppVaultE E X &R

* . spec.providerCredentials:(required )TZfiE ¥ {E A E R MIZF 150 AppVaultP & BV EREHER
5| F,

* . spec.providerCredentials.valueFromSecret:(required &R EIEEN K B Z1H,
* key:(required)E MHIEFNZ AN B X Z .
* name:(required) B E It FELEMVIEN R, S FE—mE=TEF,

* * spec.providerCredentials.secretAccessKey*:(required )T iR I0)iRIHIEFAIIHIRI R, BFR
[ 5*, spec.providerCredentials.valueFromSecret.name*,
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* . spec.providerType:(required ) TFHEIRMERFMDIAS,; a0, NetApp ONTAP S3. BFS3
. Google Cloudg{Microsoft Azure, FIRE(E:

aws
azure

GCP

BHS3

ONTAP S3
StorageGRID S3

C. FRIEMINEERXHE trident-protect-appvault-secondary-destination.yaml < 2

FHCR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n trident-protect

8. EEFERE L, BIZ AppMirrorRelationship CR X4
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BoitliEm A TiE,



FFACREIEAppHREZR X&
a. SIEEENREBECRXHHBHMG BRI trident-protect-relationship.yaml)s
b. FEEUTEM:

* * metadata.name:*(I4 ) AppiRfgR XHBENXZRRHZFR,

* . spec.destinationAppVaultRef:(required )ItEX NS Birsdf L BHARN AIEFEIAppVault
A FRITEL,

* . spec.namespaceMapping:(required_)BFrFlIReRE =B SMEN N FFZF CRAE X HY
[ 2R dn & == (8] L g,

* spec.sourceAppVaultRef: (required)Itt{BEXANS RN FTERBYAppVaultE FRICED,
* spec.sourceApplicationName:(required)Ltb{B# NS ST RN B2 CRAAE X VRN FBIER

#94% FRITAC,
* spec.sourceApplicationUID: (X)) IHENNSEERENBIEF CR B ENXBERNBAEFR
uID [TAD,

* spec.storageClassName: (F]i%) iR R EERNEMELEN BT, FHEEMNNPERESIRF
IR W EIEIZAIONTAPTESE VM, SNRKIRBEMSE, MBACERER EHNBIATFEHEE

* spec.reck MM : ENXUTCH Bl BERFMES EFRE.

YAML )

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

55



C. {FRIEMHIEERXHE trident-protect-relationship.yaml « MFCR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

FERGSITRELEAppIRE X&7
a. IEFH A AppMirrorRelationship 3%, HIFIESHMESIRACIFEFNER:

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

ot

tridentctl-protect create appmirrorrelationship my-amr
—-—-destination-app-vault appvault?2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
——source-app my-app --namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373£f24cl-5769-
404c-93c3-5538afbccec36 —--storage-class my-storage-class -n my-
dest-nsl

9. (A] E)EEIRER L. RESHIXANRS:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

Ll | S

fEMTrident Protect, &RILUSERININ BIEFSKIZRZEIBRER. WIRERFLEEHXR, HIENARERFT
Btngear LB, SNRIREEF ERIN AIERFIETEIETT, Trident Protect AR{F XN AIER,

p

1. EBir&EE L, miEAppMirorRelationship CRX (540 trident-protect-relationship.yaml), ¥
$&*spec.desiredState* FIEE NN Promoteds

2. {77 CR 1%,

56



3. RZFCR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (7] k)RR BN AR R L SIRFTE AR IR,
S (A EMBEEHKXRIVRE:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

EMRPHERBERIXR

EMRTRIEREMRILEFXR, FITEMRTIREFRE. RIGRNBREFFRNEESTHNARER. MBI
S8 EIETEIETTHIN B2 R B E A E R E T

AR R S E I BARER LRI, AEBEFEIE,
()  wessmas \BmRRRFNFREREEE R,

p
1.8k FERER L. QIERNAREFAIRE, XFaIHRBRFEEFNENEN.

2. (£Btr&EEE L, YRiBAppMirorRelationship CRX 4 (fI40 trident-protect-relationship.yaml),
¥&spec.desiredStateFIfEE LA Establisheds

3. {R7F CR X4,
4. [ZACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o INREEBER LI T EARPIHRREIFEERBNARR. BREBR. EARZHITIHEZSH
EIRIBK M

RAEMHELT HERBERIXR

RAEHET HEZRBEEFXAN. BAANARFRRARNRER. MRENNBET. EREREEN BT
N T2 Fr PR BY B B R B T30

TR

1. ERBERER £, MERAPPIRE XRCR, XRFEEITMAIR, MR BIRER LINEEAFRPITL. 1§
R E MR

2. BERRVBTIREERXANCRXENATHEEERKIGEEFI XA,
3. MR BAR(#01aIREEES)ECE T’ MAppVault CRS,
4 ER—MEHLRESHXAR. HEEERBE,
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R¥ N AR ER 7

LU RESHIAAEY, Trident Protect 24N BIEFB R BirE &R, REIHESE SO RIGREEDIR.
Trident Protect RFIERNFERHIGHIEERZIBMUE, AEBHNEZZE BN BER,

FEXMIER T ERHRM BT

p
1. ERER L. SIB— P XHIRR:
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fEFACREIE X AR
a. Z2RERNBERFIFRIPREITR
b. l#Sh*%#1Snapshot CR314:

i QIEEBENXEBRCR)XHHIEEMRA (B trident-protect-shutdownsnapshot . yaml
)o
i. GO TEM:
* * metadata.name*:(required )BE X BIRHIZ TR,
* spec.appVaultRef: (required)tt{E 5 RN FFERFBIAppVaultimetadata.name = £ /T

o

* spec.ApplicationRef: (required)tt{EXAS RN FATEF CRX 4 HImetadata.nameF E&IT

o

YAML= 1

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. FRHEMIVEERXMHfE trident-protect-shutdownsnapshot.yaml . MHACR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEABLTHRELIZXARR
a. IEXHIRIR. RKIESHHEERARFIES. Fla:

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
--—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. 7EREER £, XIFARBTME. REKARBAVRES



kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. EREE L, FAUTHSEK shutdownfapp.statues.appArchivePath*HI{E, HIZRXHRENRE—D
DBMAERZ, IFRRE—TFIIZEHNMERS):

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o

Jjsonpath='{.status.appArchivePath}'

4. AT BIREEBF BT RS BERUERRE TS, FRA 1T LU

@ EHRFEEISSIENE25 P, BFEEEE "spec.promotedSnapshot 7ZEAppiEf& X RCRX {4
. HEEERENEE REIS DIRRHNEARLZT,

S MITHHRMEMBL TR P EHEDHEZZERXR]
6. IEFTRVIREEEY LB B RIP IR,

“
RAEHIZSBATIEE:

* RAERNRIETRN FAEFKubbernetes B IR BIE—MRIE,
* B MBRR AR B2 HIKubernetes B IR (FREEPVCHIPV). AJLUE &= 1ERGTRN BIZFHIPod,
* XHPodfa. BANRAEFNELIRIRBHHITES,
* SnapMirrorx 2. MTEBEREMIFILEES
* R A2 BIKuboretes B R E R TEXIIE TR FATE X /2 E HIRV S EUE M X AT IR RIER,
* REEHEILEH,

R RIE RIS B RIS TREE B

fEMTrident Protect, ERILUBE LU TERFFITEHRERBZIFFELINHERE" FIMERIBEH HFRHT
fEMAZH, Trident Protect R EMNARFENRESR (EMRY) RREGENABER, ARBREESRTSGH.

S EM BT EELE I BARRI R R IE. SRIUATIER:

* MEFER SRS T,
* RAEHRESEFRIXR.

@ BIRTEENEFRTIREE. RARXRSEFEREREIREFTENBIRERNSIE.

* REERIGR.
p
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1. TR MEHE L HEERBZEFXRIPE,

2. TR iR ERITE EIP R,

IFRE HIX &R

TR FER IR E R X R, MRNAREFENXRE. SSERINRIMNNARERF ZEREXR.

p
1. YA ERER L. MIBRAPPHRE XACR!

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{E A Trident Protect ‘T2 N IR
BRI LB I E B HUBEEEE 2 BS A RIMNIEESE Z BT SN IR

@ IBNAERE. NiZNARFEENPFIERITERNIBZNARF—EIE. IRFELR
ERITER. WesElRIEFPBEET.

BT RIR(E

EEUTERTTEGIIERRE. ERIUERITRENEHIERES.

SRR — R
TR AR IR, BURREREH G RERIF £,

1
1. AT TREZ—
a. "Bl IR (EX)
b. "HlER & 4" (EX)
2. fEA—&E L. RIECEURTRBISEM. RITUTREZ—:
a. "MIRERTE B SR (2X)
b. "MEEESIE" (FX)

FefEEIHthEREs

ERNAREFREIRENES (RITEEERE) , BEREE LAEBED, REEEMEREFRNES
BRREIRERE B & & Trident Protect,

() eEERERRER e IR AER SnapMiror 5,

TR
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1. "glE&E G (EX)
2. HIREEBIRER LHEASHNNREFME D ERECEAppVault CRo
3. FEERER L, "MEMERHIE"

RNRARFMN— T EEEIBE Z— P EEE
TR B ENEREIBIAFHESR, BNARFM—IEFESIBE S —MFEE.
(MR RCRAHEFRE )

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"

namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:

resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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fEFACRIZRTRER

B

1. QBB EXFRCRNEHBEESEZ N trident-protect-snapshot-restore-cr.yamlo

2. ERIEMIXME. EEBEUTREM:
° o metadata.name:(required )t BEX RFEHBFR; FANEHIFREZE— I —BSENRT,
° spec.appArchivePath: AppVault P 7ZEREBABTHEERR. EIUERMU T RLSERLERR:

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZfi&RIRANBRIAppVaultdy & iR,

° . spec.namespaceMapping: X RIR(EHVIRRE 82| Binds 2 T E)HMREY, &M "my-
destination-namespace &t "my-source-namespace’ NZIFIEFRAE E,

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (A& NRERFEERERFNNARFHRELRR. BERNESSHRHEEREMENZIRAIHIE

° resourceFilter.resourceSourcesionCriteri: (&R E) “include or exclude’ B F S & S HbR
fEresourceMatchers I E X BIZIR, AL FresourceMatchers 83U E X B IR HBRZR

* resourceFilter.resourceMatcher: resourceMatcherdt &40, MRIFHIHAFEN ZNTTE
@ CATBERORIREHITE, SR, M3 RA)PHFEEENANDIRIEFTTIT
o

* resourceMatcher[].group: (7] i%)EHiENHRIRNE,
* resourceMatcher[].KIND: (7] 3%&)EifikrE RIS,
* resourceMatcher[].version: (7] i%&)EHEHIZ RhRZS,

%

%

* resourceMatcher[].names: (8] i%&)EfiZEHZFIRRIKUbernetes metadata.name=FE&HHY

EZY S
* resourceMatcher[].namespies: (7] i%)ZEhikAI R IRHIKubernetes metadata.name > £
s R =iE,
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64

* *resourceMatcher(].labelSelectors *: (7] i%)&RAIKubernetes metadata.name=FE&AIFR
TR FREB, WHFAENX "Kubernetes 324", H40:

"trident.netapp.io/os=1inux",

40

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. FRERNEERXHE trident-protect-snapshot-restore-cr.yaml . WMFACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

I LITRETRRE

1. BREBERFIEMERTE. FESHHEBERNIFERIER.

° snapshot " BERERANHRTEFIRERZFIT <namespace>/<name>,
° Itk “namespace-mapping’ S#{EH E S 2 REERFREENEEMITEIEA NIEHEIREN

“source1:dest1,source2:dest2’ &,

f5an:

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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EIETrident Protect 1T F

WITEEE—MBEEXEE. ErLRHEENSRENAREFNEERRIPIREESE
7. Blgn. MREE—NEEEENARRR. WA UERRITERERRZAIEEFE LR
FEES. AERBRMEMEES. XFa LIBERNBER—ERIIRE.

AT Ry ER
Trident Protect THFAT/LMHITIE FEE, BEBURTFENE T

* FRER
* RERE
* MEH
* &inla
* ERE
* WEREE

WATIRR

BITEIRFRIMRIER. RITHSEHRUTIRFE L E:

1. EEEAN EE R THE RS REENN AR 5T, SoRESEENSTERRENEENX
IRVERIEESS. (BIRERIX LM RITIRFE BRIt RN FR &,

2. MREA, WRREXKRFRE, "TEEZXTERTrident Protect BLE X RFRENER"

3. ITHURRIPIRIE,

4. MNRFEA. FENXHRFBHARPRFRLS,

5. HAERMN B E IR EERITENHSERN NS LIET, EURBEEEMETEEHENBEENX
IREHEAN. EBXEENEREENRITINFRERERIE LA RS,

SNREVEZ MEREEBYRITESR (BN, FRIR). WA RIEXEEHBHRITIF. B2, AIURIERESE
AUESRIRITINE. B0, AN REAMEFREEEWREERRITING :

1. BRITIIRIRE

2. BERITIEIRIRE

3. BRITEMDAIRIED

4. BRITENEEN

() RemsArERIERBRNEHN. CRIRFERIAER.

FEEFHERERRITHIAZE], MEEXNEFITNIR, &0 LR "kubect! exec" 8827518
@ WA, EEFHIRERERRITESRE. ENREMRIREMED. UBERE(]—2 ~
It RGN AIEFRER IR a2 E. RRRERED. ARNRNAER.
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BXRBEXPITHEHNERZIEEM
ENNARFARIHRITESR, FERUT/LR.

* ITEBRSIERBARITIRCE. WERITEBTLE|BE—MHZ,

* Trident Protect Z3K1TE FERARVMIZALART AT shell AR RS

* B A/ RHI/996 KBo

* Trident Protect AT F & EMERILA K4 RBEMLS FEHTREB. SFHHMERE
BATFRITESRER RO HTEEAHGITTHNARZFNINE, EIbENBEREEMEETE X

@ 1THESIEITPRRRYETEL, WMREAXBRNHITIER SIS EIRBIRME. BREEEHEEUE. NE

EORBIZEEFAENE. MAFEITXEES, XEWE. &ORRITHEDPERZETRE
REEMDETTM.

HMITE MRS
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JEENTHIESS,

AINERATESNES NI IS ERENRARICEERBPINAREE. HBFSBROAN, BHFEEZRSE
BITHEHXBRA, SIESHNENRARNFERENRAR 2 (RE2) 1B%, ZBEFZIFCEMDTETRPHBRE

#ANIS23. B XTrident Protect EMITH FIT IR P ZHFHNIENRANEEZNIFAEE, 155 "[ENFRAT2
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fEFACR
B
1. BIEBEXZRCRXHHEEMB AN trident-protect-hook. yamle

2. EE L TREMUCEETrident Protect IS EEFAC S

° » metadata.name:(required )Lt BE X RRNET, BAENIMEEEZE— M E—HSENRT,
° spec.applicationRef: (required)EE1THRITIEHIIN BIERFHIKubernetes & 1o
° *spec.stage *: (required)—NFRIEHR, IERHRITHEBNEIRIEHRENW M ERIETT. PIEEE:
-
ozl
° spec.action: (required)—MFFFE, IBTRHRITEBERHUITIRE, RIGEENTAFITESTIE
23EBOLEC, PIRE(E:

= Snapshot

- &ip

* RS
° *spec.enabled *: (A EFERILHITEBREEAETERREH. WRKIEE. MEIAEAtrue,
> spec.hookSource: (required)B&base644RiIHIIEH AN FERT SR,

° *spec.timeout *: (A] &) —MEF, BTFEXATFRITEBREGITZKNE(UD AR, &/IME
1. MRKEE. WEIAMEN2573F,

° spic.argeff: (7] &) ARITIEEHIEENYAMLEETR,

° *spec.It EcCriteria: (RI iEWRARENIVANETIR, SMMRHRITERIRIES. STHRITERER
Z R LURIN10 MR

° spec.[t figCricera.type: (F] iE)WRIRMITHITMERIRBENFRB, JEEE:
" AR EIRRMER
" ABRE
* BERW
= PodLabel
= NamespaceName

° spec.lt ftCricery.value: (A] i) FARIRHITHBHIESSHENFRIBRENRER,

YAML):



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook
metadata:
name: example-hook-cr
namespace: my-app-namespace
annotations:
astra.netapp.io/astra-control-hook-source-id:
/account/test/hookSource/id
spec:
applicationRef: my-app-name
stage: Pre
action: Snapshot
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==
timeout: 10
arguments:
- FirstExampleArg
— SecondExampleArg
matchingCriteria:
- type: containerName
value: mysqgl
- type: containerImage
value: bitnami/mysqgl
- type: podName
value: mysqgl
- type: namespaceName
value: mysqgl-a
- type: podLabel
value: app.kubernetes.io/component=primary
- type: podLabel
value: helm.sh/chart=mysqgl-10.1.0
- type: podLabel
value: deployment-type=production

3. fEAEMMEERCRXHE. MACR:

kubectl apply -f trident-protect-hook.yaml

A <LITRE
p
1. gUBHITH. RIESHREBRAFRHNER. Fli0:



tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FEOBTTHITHES

ERIFehiaTRITHEB LOETIE,. EBEAEREEFTEFNENSITER. BEFNsTRITED. BFE
BEMEE. BERIEMENE,

FHBTHITERESR M ERTE:
1. gIBRFERED. LEOQRTWRERFHNECEEN. MMBEEBIEITUE
2. WEGEBITRITED
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fEFACR
B
1. BIEBEXZRCRXHHEEMR N trident-protect-resource-backup. yamlo

2. FEBE L TREM UITEER Trident Protect NS EF AL S

° %Tmetadata .name:(required )t BE XX RHATR; BAEHNIMEEEFE—HE—BSENZ

° spec.applicationRef: (required)ENEIE &% H BRI BIERFBIKubernetesZ 1o
° spec.appVaultRef: (required)fFfE&F BN ABIAppVaultdIZ FF.
° spec.appArchivePath: AppVaulthFEFDARBHERR. EaJLUERU TR SEKLRRER

kubectl get backups <BACKUP NAME> -n my-app-namespace -o0
jsonpath="'{.status.appArchivePath}"'

YAML):

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name

appArchivePath: example-resource-backup

3. fEFEMREERCRX /G, MACR:

kubectl apply -f trident-protect-resource-backup.yaml

ERBLITRE
p
1. glE&E G, BiESHNEBRATIFERNES. .

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> --app-archive-path <app archive path>

2. BEENNS. EAUUEEERAUTRAIGS. BEHRFTMR:

71



72

tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. W& EEL:

kubectl describe resourcebackup <my backup name>



$28 . BITHITHEN
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fEFCR
il
1. SIBBEEXFRCRNEHBEESEZ N trident-protect-hook-run. yamlo
2. BT B U CEEB Trident Protect MBS A E
° » metadata.name:(required )t BEX RFENBF; BANEHIFREE— I H—BSENR
o

° spec.applicationRef: (required)ifafRIL{ESEED B 17 6)ERIResourceBackup CRAEYL
R *EFBFRLED,

° spec.appVaultRef: (required)ffRILESEELS B 1 EIERResourceBackup CRHR
#appVaultReflILAZ,

° spec.appArchivePath: F{RILESEEDS B 18I ResourceBackup CRH
AYappArchivePathITAZ,

kubectl get backups <BACKUP NAME> -n my-app-hamespace -o
Jjsonpath="'{.status.appArchivePath}'

° spec.action: (required)—NFRFE, IERHITEBRAITIRIE, RIGIEENEARNITEDS
TSRS EBILED, AIRE(E:

= Snapshot
- &
- RS

° *spec.stage *: (required)— " FRER, FBRAITHEHNERIEREINMNNENSTT. LES
BITASEEAEMMN RIS TIES. TIEEE:

" I
-l

YAML):



apiVersion: protect.trident.netapp.io/vl
kind: ExecHooksRun
metadata:
name: example-hook-run
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post
action: Failover

3. EAIEMMEIEFTRCRXHE. MACR:

kubectl apply -f trident-protect-hook-run.yaml

ER<LITRE
p
1. QIR FopITHEBIETIERK:

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>
-—app <my app name> --appvault <my appvault name> --path

<my backup name>

2. WEPITEBSITIRS. BAIUESETIGES. BIHRIETM:

tridentctl protect get exechooksrun -n <my app namespace>
<my exec hook run name>

3. fikexechZs BITHRUBERZFMAERNNRES:

kubectl -n <my app namespace> describe exechooksrun

<my exec_hook run name>
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