=12 OnCommand Workflow Automation
SSL iFH

OnCommand Workflow Automation 5.0

NetApp
December 18, 2023

This PDF was generated from https://docs.netapp.com/zh-cn/workflow-automation-50/rhel-install/task-
replace-the-default-workflow-automation-ssl-certificate-linux.html on December 18, 2023. Always check

docs.netapp.com for the latest.



H=x

E1IE OnCommand Workflow Automation SSL iiF$H
EHRERIAEY Workflow Automation SSL IiF$H
79 Workflow Automation SIZIFPBEZIER
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el LUBERIA OnCommand Workflow Automation (WFA) SSLIFHERNBZZIEH
FEIERM AN (CA) FRABIEH,

AIARIB R WFA SSLIEBRRTE WFA RERFBIEMB. FAEREY, SRR ERNERRERNINER. WREE
FBHRIFRIABERIEHHE CAZZBIES, WAITFEIN WFA SSLIEHERAERNES,

EIRERIAHY Workflow Automation SSL if$H

NRIFPE I HAS BIEKIEBAIEKER, AT LAERERIAAY Workflow Automation  ( WFA
) SSLiEH.
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AN ZEET WFA B Linux R4 E A root R,

RFUIES
IERAFS R RERRIA WFA RERZ, MREERRPEERTAMIE, WARERBEX WFA 23k
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1. L root AP BHERE WFA EH1.
2. 7% Shell I =-F4, SME WFARRSEENUTER:

wfa install location/wfa/bin
3. {21k WFA BUREFIARSS 23ARSS |

“o /WFA -stop=WFA"

"o /WFA -stop=DB’

4. MUATIEMER wfa.keystore Xff: wfa install location/wfa/jboss/standalone 3
configuration/keystore o

o £ WFA fz55288 L4T7F Shell #2R1F, ARKERELNUTUE:
wfa install location/wfa/jre/bin
6. RENIEEZR:

keytool -keysize 2048 -genkey -alias "ssl keystore" -keyalg rsa -keystore
"WFA install location/wfa/jboss/standalon/configuration/keystore/wfa.keystore"
-validity xxxx

xxxx ANEBE IR R .



7. HIMRREY, IERMENE GUABRIHRER) -

ZNEIBA changeit o SARAREFEABINZ, WATMUTAEE standalis-full.xml XHH
SSL JTEMZRSEM . WFA INSTALL location/WFA/jboss/standalon/configuration

°

<ssl name="ssl" password="new password" certificate-key-
file="${jboss.server.config.dir}/keystore/wfa.keystore"

8. WNIEBMFTRIFAES.
. EEBTHER, ARBARE
10. LU ESRIZ * AN * ¢ BN <ssl keystore> WEAEE < NMRSHAEZLEMER, MEE >

[e]

. EFE5h WFA ARSS
"o /WFA -start=DB"

* o /WFA -start=WFA"
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BT Linux FRIEBIERERIEKR (CSR) , LUEFEARIERMAN MG (CA) EBH
SSLiEH, MAE Workflow Automation ( WFA) HYZRIA SSL IEH,
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s AR EET WFA B Linux 2452 A root 1R,
s BATEE R WFA 12HRZRIA SSL IE+,

RFUIES
HRES B B ERRA WFA RERR, MREREBIENR TIINERER, WAGERBENX WFA RERKRZ,

P$IE
1. L root AR BB FE] WFA £H1.
2. £ WFA fR5328 LITHF Shell 187R7F, AEKBBREXRAUTUE:

wfa install location/wfa/jre/bin

3. llZ CSR X14:

keytool -certreq -keystore
wfa install location/wfa/jboss/standalon/configuration/keystore/wfa.keystore
-alias "ssl keystore" -file /root/file name.csr

file_name & CSR X8I FF,



4. BIETRE, EREER FUABBIEHERD) .
RRINEERD N * BeX 1T o WNREREERRINERD, NWTM
WFA INSTALL location/WFA/jboss/standalon/configuration {UE&ELH standalone
full.xml X{FH SSL THRNEBREM.

° ¢

<ssl name="ssl" password="new password" certificate-key-
file="${jboss.server.config.dir}/keystore/wfa.keystore"

S. ¥ file_name.csr X &IXF CA LIREREZIEH,
BXFMER, BESN CA ML,
6. M CATHIEES, AEBHEIELSARERE:
keytool -import -alias "ssl keystore CA certificate" -keystore

wfa install location/wfa/jboss/standalstandal/configuration/keystore/wfa.keyst
ore" -trustcacers -file C . \chain cert.cer

C : \chain cert.cer @M CARBINFEERX M, EXEHIKA X.509 &3,
7. S AM CAKFEIERZIEF: keytool -import -alias "ssl keystore" -keystore

wfa install location/wfa/jboss/standalstandal/configuration/keystore/wfa.keyst
ore" -trustcacers -file C . \certificate.cer

C . \certification.cer =M CA WEIRFEEFHE,
8. B5h WFA IRSS:
"o /WFA -start=DB"

"o I/WFA -start=WFA"
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