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BIdE WFA fR$S 281515221 Active 1Q Unified Manager Z8Z#1 VMware vCenter , & UEREEBNE
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TEE2RT T &EZExRM):

Microsoft Active Mail server Management host Syslog
Directory LDAP server {SMTP) (SNMP) server
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WFA server REST API

Web browser

Data center

Unified Manager
server VMware vCenter

OnCommand Workflow Automation (WFA) deployment
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Ensure that prerequisites are complete

v

Collect required configuration information

v

Download and install WFA software

v

Log in to WFA portal

v

Use the WFA Setup Wizard to configure WFA users, data
sources, and credentials

v

Complete optional configuration tasks, as required, such as
AutoSupport and Syslog

v

Configure advanced requirements, if required, such as your
preferred Perl distribution

v

Verify that WFA is working as intended
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CPU 2.27 GHz EJZE’EE: 4 *Z: 64 ﬁ‘-L 2.27 GHz EEE’H&: 4 *Z: 64 ﬁ‘-L
RAM 4 GB 8 GB
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@ MRBEEPN (VM) EZE WFA, NINFRERRZENNEMN CPU , LUE VM EE EBIE
Ho REBRFAKEIE CPU XRE,

T4 WFA B3R EK
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BIERSR version

Red Hat Enterprise Linux 70, 71, 72, 73, 7.4, 7.57%17.664 {2k
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BXFMER, BBN "HIREERIA,
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ATFHT NGO S, MNRBERIRINROS, WATHTHiZEO#HITERE. BXFAER, BSUPHAE
LRI,

TERFIE T MTE WFA ARS528 EFTABIEGAIR D :

Port il AE BHY
80, 443 HTTP, HTTPS (EDN A WFAHER
80, 443, 22 HTTP, HTTPS, SSH f&ii ST (ZAPI,
PowerCLI )
445, 139, 389, 636 microsoft-DS , netbios- & Microsoft Active Directory
ssN, ADLDAP, AD LDAP S14503E
LDAPS
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80, 443, 25 HTTP, HTTPS, &
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Port iy a1G
3306 MySQL N

TRYIE T ME VMware vCenter _H3ITFFRIZRIA I

Port Y FE
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TRYIE T RE SNMP EH_EFTFHERIAECO
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"NetApp 2"

7E CentOS #1 RHEL %% Perl &3k
BINERT, EATF Linux B9 Perl SMEEFRE & FLE Perl 1R,

£ WFA 2% HAi5], WFA ZEREFIWIERSTHFAE Perl iIRRET B, RREHCHERGHREIRE, £
Z2%E OnCommand Workflow Automation (WFA) Z#l, HAMAZEE Perl iR,

9NR perl IR TF RGP LECER yum FiEET, N WFA RERFZZIXBMRE Perl 1R,
@ R Perl RRAATAH, RERFFRTAPFHNLE Perl 18R, W—HIBISMNE "perl-core” 1
R, BMELRRER S LECER yum ZFEEF AR, RAEFZEHRELERR, X2—1EA

Byl R

Perl 151 RPM {88275
Perl #OMER Perl 1zl

dBi Perl DBI

XML : : DOM Perl XML DOM
ARi&: : ReadKey Perl RiEIXENEH
http : © @ 3EK perl-libwww-perl
XML : : libxml perl-xml-libxml perl XML — libxml
DBD : : mysql Perl DBD-MySQL
URI: ¢ URL Perl URI

http : & ¢ @ @ MERZ perl-libwww-perl
HTTP : : #rk perl-libwww-perl
ML : SSLeay perl-net-ssLeay
URI : : Escape Perl URI
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Perl 181 RPM 2R+ B2 TR

LWP : : Protocol : : https perl-LWP-protocol-https Perl — LWP —1#i¥— https
XML : : fi##r28 Perl XML f##fr23

LWP : : BHPHIE perl-liowww-perl

net: : Idap Perl LDAP

HER: @ @ & Perl HEA - it& XML
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1. L root BF BHEFRE Linux iR 28
2. I9F WFA FREERIFRA Perl IBIRETELZETERS L

"o IWFA-4.2.0.0.0.bin -I
3. MRFAGNEES Perl #3R, BEREENERENEFEEFETAIA:
yum search perl IEIRZFR
MERFHME DBD : : mysql HER:
yum search perl-DBD-MySQL

4. MRFEEFEEER Perl 1R1R, BB G S Perl IEIRMNTFHEE, LEM Internet TE Perl 1R,
°o. MEBECERTFHEEZREEMAERDE Perl 1RIR:

yum -y install perl-module-name
MBEENFEERLE DBD : mysql f&R:

yum -y install perl-DBD-MySQL

BESA AT

TR URESTAMKE, WEBNRSIRERHISSEIE. MREP—TAGRELRE,
N2 B RRVRERAFRIZELLIRIE, FREFBEINSEE IR, EErTE D WFA HUE
FEMSEE, UEEAXERERIMERTE,

1 VCS & E Workflow Automation LASCIN =0 A4

{@AZRTE Veritas Cluster Server (VCS ) IFIEhLEFAIE Workflow Automation  (
WFA) , LUSESEAMHIRHKIERZTZ, T%E WFA ZHI, BUNRITEE B EHRAD
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SR AMIRE R AN AREFREREIFISEIE. IREF—MAGLERE, WIRERNRGAERIZEIIRIE
, FHREARERTHIR SR R

() vCS 2 Linux - WFA S — B RS R .

BiE VCS LLZL%EE OnCommand Workflow Automation

1E Veritas EE8#AR532: (VCS) H&dE OnCommand Workflow Automation ( WFA) =
g, AIOMRREERIEEERT 2 IF WFA,
* WIEER Veritas Cluster Server 6.1.1 R2IgR IR BBEEFHNIR I T R ELE VCS .

s BIZINE XEMEHREM, YRR Veritas Cluster Server B2 R3IER  HMIINBEN VCS BGECE
SNMP #1 SMTP o

* WIS VCS XA XELER B IRS BB ERFEN,
* YNREEF SnapDrive for UNIX 8l LUN , M4Z%%E SnapDrive for UNIX o
* R R ENIET TR R NIRER SRR AN,

S ENRRIRER SN Red Hat Enterprise Linux 7.0 #1 VCS 6.1.1 6

* BITERNERT = L EREERVEREZEAERMRAH WFA .

* WFA frSsssai g yeeti@iE (FC) ¢ iSCSI EREIFHER S

* WFA RSS2 MFER G Z BIRVEER 4 18R]\

* FC SR TIEEIIRT, HEFFEIER LUN LRI NSRBI RiA1R),

* BAEBTRAZLEDRERITNEED: — M ATHRINREE, 5T ATHRIZFIRERE.
* BTN REIFFImEEHMNSROZ[NMERT RS LENAE,

* BAEEBHTRZERIBRIENESHER; SN, BEAMSZEOTEENT RZEHITERS,

* MBI HEZ B USSR A,

&R LUERIEAR T UNIX B9 SnapDrive gJEHEMIE,

1&E B LUER SnapDrive EERAHSITHREASIE LUN ., BXFMEE, 152 MW SnapDrive for UNIX 3
AMHETIR,

3
1. WIFRTBEIEHHZLE VCS ;. hastatus - summary

AT R FEVIRE, HE VCS BRRSHABEBIER N R EiET1T.

2. AU TENZ —IE LUN 25 e HEmN T =ipia:
° ZRHIEIE LUN .
° {EFIEATF UNIX B9 SnapDrive :
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i. RN R &% SnapDrive for UNIX o

ii. TR EECEIEAT UNIX B9 SnapDrive o

iii. MEBE—NTERA, BYT lun storage create ¥ Bl SnapDrive .

V. J51T lun storage show - all @%, WIFEE— TR LEIER SnapDrive FE -1 Tm L
=1 1R

£ Linux %% OnCommand Workflow Automation

ol ERSITRE (CLI) L% OnCommand Workflow Automation ( WFA) o

3

* BUMEERRERRF T

C

R

TSN

i

* BB M NetApp STHFIER T H WFA REIZRF
MRBEEHN (VM) ERE WFA, NIEMHERREEETE (_) Fio

IEETLITE Shell SRR EHRERIAZERIB:  /WFA-version_numberbin (-i WFA_INSTALL_DIRECTORY _
) [ -d mysql_data_directory] °

MBEHTEARBE, WIEHE WFABPRRMIR MySOL SIERR. CURFHHIRILE R,
()  mEwisse Wra42 EEIRAZ A, MRTHE MySQL , WAFHIE MySQL $HEE 2.

TIg
1. B root AP BHEFE Linux fRS 28,
BT HITXE bin FRIIENBE R,

2L
2. B
EFRLUT R EZ—FRZE WFA ©

3.
c REARE
. BEIRERRIE:  ./wfa-version_number.bin’

i. MANIANEERRARFNER, SAEH% Enter
BRAIC FEESAFNERE, HRREEFSUTRA:

" B8 ANFR

- —MRBFH
P —ANEFR
- F

* —MERFN

* BEMRERE RERMHA U TR HRFA:

;<>

, =& {caret}
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iil. % WFA IBBERRUAROSRMBEENX KA, SR Enter &,
v. $EEEN QB RMMILR BRI, AR Enter $,

IR BIMAI LAEE WFA REUE, FINLEE, BYERT M.

VOERLT2EZ—, RIIREEMINZE WFA :
* @i Web % 283/418) WFA o
* I53F NetApp WFA Server BRZH1 NetApp WFA $UEERS 2B E1EE1T:

service wfa-server status
service wfa-db status

FREAARE

7E Shell f2RTF4L:

o /WFA-version_number.bin (-uadmin_user name) (-p admin_user password) (-m
httpos_port) (-nhttp_port) (-c company name) (-ssite_ name) (-iinstall_directory) (-d
mysql_data_directory) (-y) (-b) °

IRBRITHMRRE, UMAFAGRETIEEB, B<LEDT:

JEIN Description

-y

-b

12

RTFBLI A = BT 25 IA

g‘ﬁiﬁﬂ%ﬂ Skips TEFRHEAEEIEE WFA BUEEE

EERAPEREES AP ZEL IR UL TR

EDXEE
P — KB
 —MINEF
N

MR

ARFERUTER, #ELXERE ZBEEmANE
N

TN .
;<>

, =& {caret}
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I Description

. HTTP 101

-s IE AR

- NSIE= i

- ZRERBEZ

_d MySQL BB &

-h BRI 2 RESEY

c HEXER

"NetApp "

7£ VCS HfitE Workflow Automation

1£ VCS A%t Workflow Automation (WFA) &, EWEREERIZATE VCS HitE
WFA , LSEISHI Ak,

* BB ERMINERT R EREERMRAE WFA

AT R RER IR

* el WFA & D

p

1.
2.
3.

BERIEFHNE—ITTRo
EREREESNIER TR HARSEEEEETT,

7E shell 2 R"FF4, 1B1T7 ha_setup.pl 43§ WFA BB ohEIRZ (I EH I WFA B2E VCS LUH{TIE%TZ
. 7 perl ha_setup.pl -first ( -ttype of cluster vcs) (-gcluster group_name) (-eNIC card name
) (-iIP_address) (-mnetmask]) (-m netmask_logical) ) )

HFRINREME, ZMALT /opt/netapp/wfalbin/hal o

perl ha setup.pl -first -t vcs -g WFA -e ethO -i 10.238.170.3 -m 255.255.255.0
-n WFA cluster -f /mnt/WFA mount/ -v lun volume -d lun dg -1 /opt/netapp/wFA

(FEEREIERNIIERREE WFA RS, #EH 4, B IP, NIC MEHRNEIEREA,
. (FREREIESEE WFA B EBEI — R S

a. ERHARBEERH,
b. efE * IIHRE] * > * ZHTR o

- BIESEBNE T R EREEEER, EM P, BEMNIC REREERT.
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10.

EFASE B EIRaRE WFA ARSSRLAL:

a. & * WFA* > * NATERF * > * WFA-server* .

b. B THFERE * Bt * o

C. JEHE * WFA* > * [ FH#2R * > * WFA-db* .

d. GRBEHER * B~
7E Shell I2/RATRL, TESBERI KT 5= LIEIT ha_setup.pl BilAs, LABCE WFA LUIERHZMEREIE:
perl ha setup.pl -join "-t type of cluster vcs] ( -f mount point of shared lun
)
MNFRINREMNE, ZHIZALTF /opt/netapp/wfa/bin/hal o
perl ha setup.pl -join -t vecs -f /mnt/wfa mount/

RESREES, AP - SE8A > Bl > IRSEE

SHEERURFEE—REBARETNARFRFREHN. EEUARESNAREFRFHINIEXER
RREEA.

HRPET I ECE BRI LAY IP ihikifsia) WFA o

A& 2 HARRZ<HY OnCommand Workflow Automation U SEI ST B

1R

JA%N

8

AT LBRE 3.1 ZH1HY OnCommand Workflow Automation ( WFA) ks LASEIR & 0] A

p

1.

14

KB RASH WFA FHER SR Al AR ASH WFA o
"FH% WFA"

HFHRARASE) WFA 2R E TR,

B WFA BB &,

&1 WFA $RiEE"

MRFHNERTERSE, NHAECE WFA BIBENED, MEMNE WFA RE, RERHAAREH
WFA , iRR&ED, RAIGH4E 1T Veritas Cluster Server (VCS) &,

FE&E VCS IEET m EREE WFA,
"BCE VCS LAREE WFA"

TEZRT R ERERME A WFA .
A WFA"

7£ VCS HECE WFA



"#£ VCS FECE WFA"

WFA RS2 EEEE NS AT A M.

1£ VCS IftEEIZE Workflow Automation

&R LUET MEEBET = FIBRFAE WFA BRSS R MEEEEHENZ, Workflow Automation  (
WFA) o

B
1. (EFREE B RSN
a. R EEEA,
b. J%&4F * Bidl * , REEEFET .
2. EE—ITRLEEE WFA , REESZNTH = EEE WFA,

"E1# OnCommand Workflow Automation"

3. MEBF BB MRER TR
a. ARPLERA,
b. 4% * MIF% * o

4. FrpibrHE A E RV,

7 Linux &% F1iXE= OnCommand Workflow Automation #UEEMAE

&l & FIEE OnCommand Workflow Automation ( WFA ) $UEREUNZIEFMNECE
, UBEERERENMELIE, XFHNEESFEEIEIRR, HTTP #BYF SSL iEH,

B AR EIE IR B TR,
B FAEReUESRED, RAEREMHRREN WFA RIS F6E R 5H05ER,

* ERERERAE, FEXN WFA SiEENEEH#HTEEED, FERIUERINSARMFERE
PER.

@ * [mHEEEA CLI 8323 REST API TR0 S HRIEA T 2 ARV E (AR R IR (Fo
ERBETE IS HABIE A Web Ul B4 TIEIR WFA $iRE,
g
1. %1% OnCommand Workflow Automation #X#& /2.
"£ 1% OnCommand Workflow Automation ¥X#&ZE"
2. JXJ&® OnCommand Workflow Automation #X3EZEHI 4B &5

"I&J& OnCommand Workflow Automation $XiEZE"

15



1% & OnCommand Workflow Automation

3= OnCommand Workflow Automation (WFA) &, ¥R ZINEEIEE, B4
Tk WFA , ECERF, REHIER, BEEIEUNMEE WFA,

if17) OnCommand Workflow Automation

AT LAIMERGAE] WFA BRSZ25MER RSB Web ¥ 5283417 OnCommand Workflow
Automation (WFA) .

ERTE I Web 5 28%%E Adobe Flash Player

P
1. #T7 Web R8s, ARTEMUE=FIMAULTRAETZ—:
o * + https://wfa_server_ip+’

wfa_server_ip & WFA ARS32889 IP Hhtik ( IPv4 ¢ IPv6 Hitit) si5e£fREHEZ (FQDN)

° YNREIE WFA BRZZ88 Fifial WFA ©  https://localhost/wfa® #15R B9 WFA IEEEZAIRO, MS4AE
EiHOS, WTFAR:

o " + https://wfa_server_ip:port+’

° * https://localhost:port™ port B EELEHRIEIFF WFA fRS5238Y TCP xS,
2. TEREHH, WATEREHREMANEERAF ZE.
3. ¥ igE > IRE T XBEH, REZENIER.
4. 1 WFA Web EIfZFE R RERINEIBE AT EihiE,

OnCommand Workflow Automation #UE]R

OnCommand Workflow Automation ( WFA) 3t MEGERIRENEVEIBHITI®E. IRETH
FhhRA<H9 Active 1Q Unified Manager #1 VMware vCenter Server fERTIE X B WFA 23
TBRRE, MIREIERLHITHIEREZAI, BT ERTIE X EERIEE,
HIERR— M RIEMIELEN, BESHEHEREENBIBRENRIERE. a0, SIRFERILES Active 1Q
Unified Manager 6.3 $ERIEAAY Active 1Q Unified Manager #3BEMNERE, EXFIENSERLE R, &)
LR B E XEIERARINE WFA 51,
BXRFEXEIERLENFMAEER, BN EREER.

*HEXEE

"NetApp BigfEMExRT A"

7f DataFabric Manager B2 & $iERE A

& JNTE DataFabric Manager 5.x L 8IE— 1M 4IBERF, A EEAEZE X OnCommand
Workflow Automation B DataFabric Manager 5.x #{BZEH 255184 R,
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https://wfa_server_ip+`
https://wfa_server_ip:port+`
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix

B2 1E Windows _FiB1T ocsetup RECE HIEER -

&) LATE DataFabric Manager 5.x k5528 EI51T ocsetup X4, LUEZEX OnCommand
Workflow Automation B DataFabric Manager 5.x B ZER 257181 R,

p
1. ML E¥ wfa_ocsetup.exe X T # E| DataFabric Manager 5.x fRE 2B R

https://WFA_Server_IP/download/wfa_ocsetup.exe.
WFA_SERVER_IP ;& WFA BR$32889 IP it (1Pv4 3% IPv6 #i3IE) o
SNRA WFAFEE 7 IFEIAIR O, MAMEEU FiROS
https://wfa_server_ip:port/download/wfa_ocsetup.exe.

port BEE R ATF WFA AR5888 TCP in S,

NREBIESTE IPv6 Hilit, MATFERASIESEREX,

Wi wfa_ocsetup.exe X1
FIREERASPHES, RERGE * T—F
NN OpendDK U E, REHEH* T—F *,
WNARZ2HNZEEUBERINER.

o &~ W BN

LB B2 — AT 34517) DataFabric Manager 5.x 3B ERFEIRER P
@ MRTEIBAFIKSE, WRERARINERE. HTFReZE, BBFEIB—TAPK .
6. 8 * T4 *HEBER
1 BECT=%, ARRE TR THES.
BITE Linux LIETT ocsetup RECEHIEERF

&) LLTE DataFabric Manager 5.x k5528 EI51T ocsetup X4, LUBZE X OnCommand
Workflow Automation B DataFabric Manager 5.x #{EZER 257181 R,

p
1. FERIHPER UL T 24§ wfa_ocsetup.sh X4 T #F| DataFabric Manager 5.x fR$528 ERIEBER:

" wget https://WFA_Server_IP/download/wfa_ocsetup.sh’[]
WFA_SERVER_IP ;& WFA BRS3238Y IP st (1Pv4 3¢ IPv6 #itlh) .
NRF WFAFETE 7IFRIAIR O, MAREEUTHROS:

" wget https://wfa_server_ip:port/download/wfa_ocsetup.sh'[]

port BIEFEREHAIBIAT WFA ARS52889 TCP Iw S,
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NRELSTE IPve Hitit, MATRFEASIESIEREX,
- FERIRPER LU T oS wia_ocsetup.sh XK E XA AT HITH
chmod +x wfa ocsetup.sh
- FERIERRAN LT < LUBIT RS
"o /wfa_ocsetup.sh OpendDK_path’
OpenJDK_path & OpenJDK HYE&R,
/opt/NTAPdfm/java

K PFERU T L, RRIRERI:

Verifying archive integrity... All good.

Uncompressing WFA OnCommand Setup.....

***% Welcome to OnCommand Setup Utility for Linux ***
<Help information>

*** Please override the default credentials below ***

Override DB Username [wfa]

WMANRAPZMNZE U BEERIAER.
IEEE BlIZ— AT 3418 DataFabric Manager 5.x $0BENFEIBER K,

(D MRAFEIBAFKS,, WRERARINERE. HTREEE, BLAEIBE—TRAPK .

K FERU T L, RRIRERI:

**xx*x Start of response from the database ***x**
>>> Connecting to database

<<< Connected

*** Dropped existing 'wfa' user

=== Created user 'username'

>>> Granting access

<<< Granted access

**x*x* End of response from the database ****x*

* Kk k k% End Of Setup * Kk k kX

REHIEIR

1R

18N

WATTE OnCommand Workflow Automation ( WFA) FISESHIEREREE, 74

R TRIR BN

18
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* 3T Active IQ Unified Manager 6.0 XEShads, EHE1E Unified Manager ARS385_E QI EEZE R F ik
Fo

B X OnCommand #F4EE, 15BN _Unified Manager BX#1E5B1,
* Unified Manager ARZ528 £ BT & NEZH TCP i OB FHTHIRE.
BXEAER, BESRNHAE LRI,
U TFREIA TCP mAS:
TCP xS Unified Manager AR5 28hi4s Description
3306 6.x MySQL ¥iEERS 28

* XF Performance Advisor , fEAEEIE—1E/DARSE GlobalRead R Active 1Q Unified Manager F
FiKFo
B % OnCommand IFHEE, 1550 _Unified Manager BX#/1%5Eh,

* VMware vCenter Server £ FFE NiEZRN TCP i OAM FHT K.
BIATCP IROAS 7 443 . AXIFAER, BESINHAE LRI,

ISR LSRR MRS M WFA JRI1Z D Unified Manager RS 2880ETR. B2, WMREBFRIESE RS2 6.3
NESIRASS WFA BE3dHE A Unified Manager BRZS 28 EIRIPINEE, NIAREEFERA L Unified Manager o

BX¥ WFA 5 OnCommand fR$28 6.x EEXBVIFHEE, 120 _Unified Manager BXALEE B,

@ TR WRA IR B HUEREY, SRR, WFA 4.0 FREFFF Active IQ Unified Manager 6.0 ,
6.1 #1 6.2 FIBRXE, RRRAFRZREXLEHIRIFLRE,
B
1. 5 Web X%5281A18] WFA .
2. BEHIRE Y, RETEILE * TRE CBUER .
3. EIEAERIAVIRIE:

E .. HATULIRIE ...
IR ERIER B5E e TR L,
INREAR WFA , 154 ETERERNEIER ERMEHIERFE, ARREL » FILAREL

YR B3 Unified Manager RSS2 EURTRARINEI WFA B, SARFART Unified Manager FRSS 2589k Zx, M
WFA B £IRG ARG Unified Manager BRS528hR AN, E4Z0IER Unified Manager BRS5 23V AT HIRRZS,
FAE¥E Unified Manager ARSS 2809FRhRZSARANE] WFA 6

4. TEMTREURRINEED, EERFENEIEREE, ARRASRERNZTAMENSZ,

19



RIBEENSIERER, KO, ARR, BRNBENFRAIERSBMMERIIAGIE (WNRE) . EALRE
FEREXERBR.

O. PEHEIE HRVIR(E:

RS .. HITULIRIE ...

Active 1Q Unified Manager 6.3 & & ShRZ BNETE Unified Manager BR5528 L 8I2BV4UIRER
FikFRER. BXOIZHIEFEAFIKFIIFARER
ébi%%m _Unified OnCommand Manager BX#/ %8

R E AT RER
ocsetup TEBIEH] Active 1Q Unified
Manager #%3& 2 Fi 2 i P B4R

6. Bk * 27 ",
7. FESUEERT, AENIEE, ABSE B ETARE,
8. WTAIEREITIZBURTE,

RALEKER Unified Manager ARS528 7800 #3ETR

SN Unified Manager ARS528 (5.x 5 6.x ) TEREUERAINEI WFA 1, SAEFHK
Unified Manager fR552%, EAIUFEHLRIERY Unified Manager AR5 28 81 EUETR ,
NEAHREHIRRZAS REEFEIRERSIETRE WFA AR, BRIEFHRBERINAEIER,

I

1. LWEBRSNERE WFA Web B2 A R,

2. BEH BB, ABERE T, BE - HER".

3. # o EIARL,

4 (ESTERSUREIHEES, EIRFTENAERLRE, RAERAERNEHANENSG.
RIBEEMAIRERE, B0, APS, BRABNTRIUESEETRIAKE WRE) . ETLURE
EERIEXLERE,

BE R

i#%E$F Unified Manager RS 23 calhRAE, REBETE o FLEE L,

MBS BRI SHEED, B2,

EHIRRRT, WIRNIER, AG%RE § ETARL,

EHHIERRPIEHIERERTS,

© © N o O

BIZEAHAE A

1812 OnCommand Workflow Automation (WFA) , ErILIGIEFNEEEEITHAEEN
BENRRYASt WFA B, BIGISRE, 2R, BHitE, 220N, STIEMED.

20



T MBERE WFA HUEERSNHER.
fER WFA B AR LN ABelZRF:
. % SEe +
IAFRUEERNPAIERRITRES, HAWE TERRITRESERBE,
Y K
FVFIER P IS MBATAER Fh s R TIER.
*EALE
RIFURAP TG, $1T, #ENELRTRP LRI ITER.

@ B HEHEN BT ID, MREZNHEME, BT * BFHME * FERPIRHAR
FHBH ID o

B
RPRABUR TIERNRHNE, BEHEHER WFA FRSEISE

o * *

I
e
pali

B PRI SRR 1) WFA BR%535
TN
R EBITIRER WRA RS BEHNAR. B, BATEETERET.
S
1 RE , KB EIE TR AR
2. PHLIGIEHAA o ETAEE,
3. FEHIRR PR E R R AFTRE S,
4 BiE R
BB BInRSRIRE

®a] LI7fE OnCommand Workflow Automation ( WFA) HECEBIRRSEHEIE, HER
XEEREIRINZSERAHRITH S,

BRIERER, B AREiTorSHMEYIECE B, PowerShell WFA =528 ERMIER T IIE:
< EiE
WFA B =10 HTTPS 21L&, AR=IER HTTP . &R 8] LUfER Microsoft Active Directory

LDAP B9IoiE&EERIES, MILFEE WFA RENXEIE, EfEH Active Directory LDAP , IR ESECE
FfEFR— Active Directory LDAP BRS3 28 11T B 1A I83IE,
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* XEHE ERTE 7- B TBITHNEERS)
WFA ZAERNS P IOIERIER, WRINERITZRET R FERMN, ZMiNER NTLM thiGEITER

o

* WFA12Z ONTAP 2L LEIZFE (SSL) i, MR SSLIEBARAE, NeJsEtenAFReEHIZ
= B85 ONTAP RAHIIEE,

* RREMHNTERRAALS, EHTEFHEHN ONTAP , NetApp Active |Q FNiRE B FiA a1 1Y ( LDAP )
AR,

TR
1. LEER BB Web H5EREI WFA
2. 8EHEgE, ARERE* TREFEE"S
3. B e ETAE L,
4. TEIREEMIEED, M * LA * FIRPIEFEL TRz —:

T
HIE 1P Sk A BRI
"R

BAFR P CENEE
()  EamrmsEREURsREL,

o M ¥ KB+ FIRAIARITIERFRE,
6. MNZIRMENIZEN IPv4 ¢ IPv6 Hillk, A&,

WFA 5.1 BIEARINE) WFA FREYFRBZRIRRY SSLIEH. AT IERRIERTRERR T ERERIES
@ ; FASHAFERIEPERERT. IRSIEEERERNZE, WARE—RELER
Ho

7. BT R ELUIERE |

SNRIEHEE T LUFILASSERL ... B« ...
* ¥t L2 T A
© R’ REREHEFEUTERZ—:

CEFRE, ARBED § EIEREL
* ARBLHFER * MAEE * .

8. BEREF ",
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IF7EEZE OnCommand Workflow Automation

{#H OnCommand Workflow Automation ( WFA) BIAEERFMiSE, 40
AutoSupport F13EH,

FCE WFABY, ERILRIEFEZIREUT IS Z .

* AutoSupport , FFRATRAZR&IX AutoSupport JH S

* Microsoft Active Directory 2284 H Rifialthi¥ ( Lightweight Directory Access Protocol , LDAP ) BR532%,
T3 WFA B P i#1T LDAP B4 30IEFIEY

* BXITIERRIEANAIX AutoSupport JH B BB FHR 4@ %0
* EEEMEZEERMY ( Simple Network Management Protocol , SNMP ) , FF&RIXE X TIERIRIERYE]
* BTniESIERSERNAKBE

ficE AutoSupport

&o] IS E %1 AutoSupport 1E, 5Ia0it%], AutoSupport JE ERBEMAIEARS

23, AutoSupport R IEEERNARNE A BERELTAZRE, UEFHITAEMIR&HE
% s i

P

- WEER B 7@EE Web 525 RE WFA

CBEHIRE Y, ARE CIRE * TEE * AutoSupport * 6

- HREES * B AutoSupport * E,

- WNFTRER.

- M RB * FIRAPER A TR —:

—_

a A WO DN

MRBEE ... SARGERR I IET ...
RECEFAER, Bl WFA RERBF, TERM (XRXEREHRE

AN
P

}%FA REFAEESURGES WFA RFRFVER AXEEMEFHIE (RHA)

WFABREHA(ES, WFABERPIMENRE  RREEFEET RIR
B RPHIIE
() AutoSupport HIE-RELEER WFA 3P BYZES not «

6. M &R E BT LT AutoSupport JHE. :
a. BFE*TH .
b. TEFTHMIFIEED, EEFEBRTF .7z XHHNE,

23



7. 8 IBIAGE *, MIREEE BARAIX AutoSupport JHERIIE T
8. BERTF ",

RESMEIERE

&R LUK OnCommand Workflow Automation ( WFA) BCE 95 Microsoft Active
Directory (AD) REBRFIHREIMIN (LDAP) ARSSEHITEHILIEFEEI,

BN MBEIEIRIBEPEIE Microsoft AD LDAP BRSE8,

WFA X3z #F Microsoft AD LDAP B1{4503E, EAReEFEREREM LDAP BRRIEE, B E Microsoft AD &Y
B®AksS (ADLDS) ¢ Microsoft £ B Fo

@ E@E{ZHAE], LDAP AN AENLEAFRBIEE, BE, LDAPS (LDAP £%) &fEE
MmZEEZL,
S
1. LBER S @D Web NS 28EFE WFA,
2. EFREAEAIN Active Directory AR FRFIR,

(D) @AE Active Directory B O FifRA &1 AD AEHFIE

Active Directory ZA&

3. B B> WFARRE *,
4. 7£ WFA EREXIEER, 2 * BMIIE * &£, REEF * BH Active Directory* Si%EHE,
5 EUTFEPRAFAERES:
a. NREMFAFERAF@EFER, BE * BFRZEM * FEHR sAMAccountName &g/

userPrincipalName .
b. MNREHIFMRFREM—E, BRENEFH.
6. B * N0 * LUTE Active Directory BRSS 282k FFARNIEALLT URI #3UAY Active Directory ©: 1dap

//active directory server address\[ . port\]
LDAP : //INB-T01.example.com[:389]

MEREEAET SSLAY LDAP , MIETLUEFERLLT URIHET: 1daps :

//active directory server address\[ . port\]

7. RMHATHIE LDAP BRSS 28 F0EAE DN YR,
8. Mkt AP RS HIIE:

a. I NAFP A&,
b. B * MR B HIIE * o

() 2B Active Directory LTI WFA 2 AP BB HIIE,
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9. BF*RE*,
"0 Active Directory £H
& BT LTE OnCommand Workflow Automation ( WFA) H7RI0 Active Directory £H,
ﬁ@’%
1. LEEREMET Web X2 EFE WFA,
2. aE*RE >, AT BB T, 8 * Active Directory 48 *
3. 7£ Active Directory tAE O, BE * #iE * B%.
4. 7377 Active Directory AXHEES, WAFFEES.
RM * e * ThIFIRPER * BEiltE «, BiURESEENB TS D, MEEZ N EHE, TR
* T ERM * FERPIRMEABTFHNME ID . EREIFEHLIXTFE Active Directory AN TIERHIAEE

o

S BEHEREFS

Ao & B FHR @ AN

&8I L% OnCommand Workflow Automation ( WFA) ERBAMEERIZEE X TERIR(E
E’JEE,_erHBﬁ: ﬂ] 1§J§EI, I1’E/}|LEF573_JZIT’E/ML5EWZ0

BB R IE P ECE B EN.
g
1. UWEBR B @ Web HIH2RERE WFA,
2. BEHIGE Y, AREIRE * TRE C#H .
3. EFEPRAFIERES.
4. AT TS BLUNSHR R E
a. B RIFRMXER * o
b. FEMIRIERIHEEF, MNEIE TR &IXE B BB FHR it
c. B ik * o
5 BF*RFE",

fidE SNMP

&/ LI OnCommand Workflow Automation ( WFA) EEENAIZFE X TIERIZERS
B R ML EEMN ( Simple Network Management Protocol , SNMP ) [&B#-

WFA I 1EZ#F SNMP v1 #1 SNMP v3 1%, SNMP v3 AligHEthZ 2 Ih8E,

WFA .mib SXHEMH T H X WFA BRSSB[8RIXBIFEMEIES. MIB XXHHIIF WFA fRS328 L&Y

<wfa_install_location>\wfa\bin\wfa.mib B &/,
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(D) WRABSSLERBEANRITRG (1.36.14.1.780.1.1.120) LEFEMHIELL.
B g3t SNMP ECE £ SNMP #XF T, 5180 community_string@snmp_host o

REZRAT

18] LA OnCommand Workflow Automation ( WFA) BEB NGB EHIELZIISEN
4 AERS2E, UBTFEHEEIRCERMBEEESTEEN.

T NE R AR A SRS SR E NEZ KRB WFA BRSSSBREURE.
p

- LEERS17EE Web X 5EBERE WFA,

-BEIRE Y, ARE 4P TRE &REBEE .

kR BEARSAE © EiEE,
BMARSGETENBHEERZBSASESSS.

- BECREFES

—_

a A W DN

B AT EEEITRE R FRINY

A LIBEE OnCommand Workflow Automation ( WFA ) FB3RiEZFITIZ R F NI
SR LIRIBALA N T 2 ERUNITIER A T FITHISCRECE Yo
T

1. LEERAEET Web XN 28EFE WFA,

2. B BRI * > ERRRSARE -,

3. BT TR EZ—:

MREE ... PATIEIRIE ..
FFRRIZ R RECE DY a. B oo

b. FENRZERSLEINEER, IEER, A&
R MhRAFIFEES.

EAMBE TR SN DN E a. ERHNERERITE RS,
b. BF o

4. MIEZNFIRD, EEUTERZ—:
° HTTPS 5ELREI HTTP  (FKIA)
° Y[R HTTPS
° {YPR HTTP
° BEX

26



5. $aRE, BUAMOMBRABEAEAE S,
6. Bk R ",
B AERINEIDIRES

OnCommand Workflow Automation ( WFA) BECE AXTZAth e fSCiEZB e 5Reg,
RABERRIERE, TLURBEZAR,

LA root AP B DERE) WFA EH RS

7

LR ED B RKERRIA WFA REIRZ, MREEREREBRTRIAMIE, WAAERELEH WFA R
1=

%o

g
1. 7£ Shell {27, SME) WFA RS EMLITESR: wfa_install_location/wfa/bin/
2. AN TS

"o /WFA -password-policy=none -restart=WFA’

(EENIAE L T

OnCommand Workflow Automation (WFA) BECE XA H @6t ERE R, &
o] LB ERIA D R

18R root AR B8 RE WFA EHEAESR
* LHREP R BERRIA WFA RERZ,
NREELREREEL T EAINMUE, NWHTERERER WFA RERZ,
* BN HRRAYE S /WFA -password-policy=default .
lowercaseChar=true , uppercaseChar=true , 1 ; whiteespaceChar=falseo, X

1
RTANBERBIKESGNEDLA/NNFR, AEBAEDEE 1 MFHRFE, 11M8F, 1 MEFR
» 1 INKREFR, AETFREEETK.

FINMERH minLperf=true , 8 ; specialChar=true , 1 ; DigitalChar=true , 1 ;
;
\

TE
1. 7£ Shell {27754, SAnE WFA BRSS25 EAILIFER: wfa_install_location/wfa/bin/
2. AU TS LUERERIA B ISR

"o IWFA -password-policy=PasswordPolicyString -restart = WFA

B EIHZ A OnCommand Workflow Automation B ERYTIZiS A

ZHIANBERT, OnCommand Workflow Automation ( WFA) #UIEERBER WFA EHRS
FiE1THE R iRIAR. INREBAFMIZTIZERAS IR WFA #iEE, rIUAENREIASE.
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ZALA root B B ERE WFA EHES.
* YNR WFA ENARZK L RETIHAE, WAMEMHAMEZEHITERE, UATFNERERAIRR MySQL in
0 (3306) o

LR (R IR K ERAIA WFA REIRIZ, MIREEREMBIERTROAUE, NHAERAESRER WFA KB

'ro
TE

1. 2% WFA RS2 EMLUTBER: wfa_install_location/wfa/bin/ o
2. PUITUATIRMEZ—:

E.. BWAUTHZ ...
BRIz ZIA ‘o IWFA -db-access=public -restart’
B Rixizihin ‘s IwFA -db-access=default -restart’

{22 OnCommand Workflow Automation 1= S8R E

ZHABER T, OnCommand Workflow Automation ( WFA) #3EEZSTE 300 # AR
Bfo EMBEMNIERAE WFA SUREERY, o] LUGINERAERYHrEaaT(a], Lk S HuERER
[RA]RER KL,

B BLL root AP BN ERE) WFA EHHRSE.
LR (RS TR B EMRRIA WFA RERRIZ, MREEREMEENR TRIAMIE, NHAERAERERN WFA R

1Io

$E
1. 7 Shell 2=/, SME WFA RS2 EMLITER: wfa_install_location/wfa/bin/
2. BN @S
" ./WFA -txn-timeout[=timeout] -restart=WFA’

* /WFA -txn-timeout=1000 -restart=WFA"

BdE Workflow Automation FYEBE{E

&R LA Workflow Automation (WFA) Web B R EECEENE, MASERAR
IAEBET{E 180 #1,

g BEIHENENEE, MARSIEERXAEN, F, MRRBIEIREN 30 28, NWEMEETELILRY
BRI TFENRD, EHETE 30 D /EEH. EREEM WFA Web B2 REIREBIE,

P$IE
1. L root AR BB FE] WFA £H1.
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2. G EiBIE:

installdir bin/wFA -s=timeout value in minutes

5 BEZBEFH AR ER

OnCommand Workflow Automation 5.1 &P ENEEIANZEE, Ittoh, EEaTIRIESS
EARINEMZR,

AT Z 5 a] LABNSEEN A :

enabled-cipher-suites=
"TLS DHE DSS WITH AES 128 GCM SHA256,TLS DHE DSS WITH AES 256 GCM SHA384,T

LS _DHE RSA WITH AES 128 GCM SHA256,
TLS_DHE_RSA WITH AES 256 GCM SHA384,TLS ECDHE ECDSA WITH AES 128 GCM SHA25
6,TLS_ECDHE ECDSA WITH AES 256 GCM SHA384,

TLS _ECDHE_RSA WITH AES 128 GCM SHA256,TLS ECDHE RSA WITH AES 256 GCM SHA38
4,TLS_ECDH_ECDSA WITH AES 128 GCM SHA256,

TLS_ECDH ECDSA WITH AES 256 GCM SHA384,TLS ECDH RSA WITH AES 128 GCM SHA25
6,TLS_ECDH RSA WITH AES 256 GCM SHA384,

TLS RSA WITH AES 128 GCM SHA256,TLS RSA WITH AES 256 GCM SHA384"

AJLATE standalis-full.xml XHEHFREEMEZEERMNBEE . XXHAUTF:

<installdir>/jposs/standalone 3% configuration/standstandstandalone Full.xml o

BI LA RITIEER, DASTISEMERS, STFR:

<https-listener name="https" socket-binding="https" max-post-
size="1073741824" security-realm="SSLRealm"
enabled-cipher-suites="**< --- add additional ciphers here —--—-\>**
enabled-protocols="TLSv1l.1,TLSv1.2"/>

M OnCommand Workflow Automation 3.1 Z{ & = kA~ F 4%

o] LM OnCommand Workflow Automation ( WFA) 3.1 SkEShRAR N FH R EI=H
BI BT WFA hrZs, LAERFhThaERIEsRINEE,

BB bin Z#HEISTEM NetApp ZiFub = FEE WFA 4o
S BEM WFA 5.0 5% 4.2 iR E| WFA 5.1 , WFA #UEES D R R EEITHERRAH EShkds WFA BI&

5

WFA 5.1 £ 5 E BT SSLiEF. MEHHH&ZI:EI’J WFA 313 WFA 5.1 BY, EEENEEHEZHITIAL,
FROAARGE, FREEEHEZIFMAEELUHITERIANIL
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MEHIRRAEY WFA AHRET, EAREEBITRE MySQL ., EAILIBITR%E MySQL :

* M WFA 4.2 A& %] WFA EEhRasBY,
BT AZEZ—, M WFA3.1 SiESARAEHITHE:
° REARE
i. SME WFA XY bin ZHFINXHE, RBBEITZHF.
i. IZERFRRE BRBESER Ko
o B TR

7E Shell {RRfFLt:

‘o /WFA-version_number-build_number.bin (-y) (-uadmin_user name) (-p
admin_user_password )

Nl
"o IWFA-3.1-Z23234343435.bin -y -u admin -p Company * 234"
TERREA AR HAIE], MBS A TFEHSIEmAE:

° -yt BEE R EHIA.

MREFHRRHEEERBARNE, WARELIHR RIS Z,

FHERERB] YR BLARIR

EHEZIFEHR, OnCommand Workflow Automation ( WFA) £¥ESKIRGIH DL H—
PMREE, NREEARZEMFFT E NG ERERSSE, NIEAKERENE T EIRR1Z
BHEE,

FEAREEFR, WFA SBEIBEPHIRHEES Storage Automation Store A RRIMREFEIIFRHFITILER, LU
EFAEMRENREE. B, REEMASNBIEETNRERAFEHAITIE.

WFA ZHITUU T ERERIRF IR B H M #1703

* HEIPFEB RSP ARV RSIR, LB KR R =R B

* MNRBAT Storage Automation Store , MERFIRHEHHIL(AIZEH Storage Automation Store [EFHI—
il

* FEREMENSIRGLEDE ARG,
B EARIR{UEA T M Storage Automation Store TEiHY NetApp JAIEFR 4 EL,

MRFEAFREREMENRGE, ERIUERSNZREE, FHEE WFA FIFRR. wialog XHFRHETHX
EALARBRITRAN R BRI LARIFAER.
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AR E = m

&/ LLTE Workflow Automation (WFA) EHRE=A7F=&, %140 Linux A9 OpenJDK
1 MySQL .

F+4% OpenJDK

OnCommand Workflow Automation B 3z#F Oracle JRE . TEUthRZASH, OpenJDK J5FEX
IEA T Linux BY Oracle JRE » ERILITERZET OnCommand Workflow Automation B9
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BERAHENL. BIRBAIREXEFHNSBHITIRIE "WAEWFAREMZAERER, "

8. WNIEBHFIRIFAESR.
0. EEBTHER, ARBARE

10. HIMLLTFHERYIZ * Enter * . Enter key password for <SSL keystorage> <return if same as keystore
password> .

. EFE5h WFA ARSS
"o /WFA -start=DB"

"o /WFA -start=WFA’

79 Workflow Automation 82 IFBERZIEK

f&E]ATE Linux PEIBIERETRIBER (CSR) , UEFRRIERMANIYE (CA) ERH
SSLiFFH, MmAE Workflow Automation ( WFA) BYZRIA SSL IiEPH.

AT RET WFA B Linux 242 E root 1R,
s BATE B WFA FRHBYERIA SSLIEH,

LR (RS IR K ERAIA WFA RERRZ, MREREEELRTIINREZ, WSFTERBEEX WFA ZERZ.

gl
1. B root AP 15 FE WFA 1.
2. 1 WFA BRZ523 E4T7F Shell 1277, ARBBERFERXAUTAE: <OpenJDK_INSTALL_location>/bin
3. Bl CSR Xff:
keytool -certreq -keystore

wfa install location/wfa/jboss/standalon/configuration/keystore/wfa.keystore
-alias "ssl keystore" -file /root/file name.csr

file_name =2 CSR X#HIR R,
4. HIRTREY, FIREEE FOABBIHIED) .
ARINERS ZREMN A BRI IR 25T

ERIECABRRHNEHITRE., BRBRAIREXERND BHITIRE "WFEEWFA5.1.04 ESITEERIE
:FBU

BERAHENE. BIRBAIREXEFHNSBHITRIE "WAEWFAREHEAENR R, "
5. 3% file_name.csr X &RIXE| CA LURERE ZIEH,

BXEFARER, BSN CAMiL,
6. M CATHIEES, ARRKIHEBSNIIZARE:
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keytool -import -alias "ssl keystore CA certificate"-keystore
wfa install location/wfa/jboss/standalstandalon/configuration/keystore/wfa.key
store"-trustcacers -file chain cert.cer

“chain_cert.cer @ MCAEIRSEIER X M. LXK A X.509 o
7. FAM CA RN ZIES:
keytool -import -alias "ssl keystore"-keystore

wfa install location/wfa/jboss/standalon/configuration/keystore/wfa.keystore"-
trucacerts-file certificate.cer

“certification.cer' @ MCAWE B FEIE B XS
8. B WFA RS
‘o /WFA -start=DB"

"o /WFA -start=WFA"

E1E Perl 1 Perl 1&EiR

OnCommand Workflow Automation ( WFA) #EHER Perl S $HITTIERIRE, &0
L REFACE 5% Perl 9 & MRFN Perl 3R,

R WFA B, BERE NetApp ZEIEM SDK HFFFER Perl 1R3R, EBRINNIT Perl 8%, FEEEMA NetApp
SEIEM SDK Perl &R,

NRFE, EAILUM Red Hat B BIT77EESL CPAN ZiEEREH M Perl 1R,

BOE EIE Perl 99 &hR

OnCommand Workflow Automation E{E R &% L LZER Perl 248, MNMREBFHZ—1
Perl 9 %hR, RILUBEIE Perl 9k HREZE R WFA .

B IETE WFA BRS5 28 L REFRFER] Perl 73 &hRo

B
1. 7£ Shell {274k, SME WFA IRZ28 LB TER: wfa_install_location/wfa/bin/
2. AT
" IWFA -custom-perl[=perl_path] -restart=WFA’

* /IwFA -custom-perl=/usr/local/perl5-11/bin/perl -restart=WFA’

X Z B M EC B (0] U T T R HERR

Ra] LI LEFMEIE OnCommand Workflow Automation ( WFA ) BYEIgE A& £ HY|R)3iH
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1T PEHRo

ToiA1E WFA FiZ&EF Performance Advisor 281

WMNRTETE WFA & E Performance Advisor #3E, (& M Performance Advisor #3ER
REHIERK, MRZHITRELEAREX R #HITHEHBRR,

* 7£ WFA 513 Performance Advisor L& HEIETRERY, BHREREEREE /D ESA GlobalRead &M Active
IQ Unified Manager F3 P HY$E4E,

* £ WFA 3% Performance Advisor ECE AEGEIRRY, BHEREEE EFRAMNEL,

ZRIANERT, Active 1Q Unified Manager /%0 8088 #1T HTTP &%, {FMin 8488 #1T HTTPS &
%

* 1R Active IQ Unified Manager fRS3 25U EE 14 BEERIR,

OnCommand Workflow Automation B4H ST

B4, 18 BSOS TR AT EBN & S N{aI % OnCommand Workflow Automation  (
WFA) BRSB#BMITESRNEE.

HithsE &M
NetApp ¥t XHAJ Workflow Automation Z Bl T 2 SEIR, SIEUTHRE:
* * NetApp #[X *

"NetApp ttX: Workflow Automation (WFA) "

TAS%E

* * ERFIER -
S T SIS AHE AR R A A A
BRI
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