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I EWindows

OnCommand Workflow Automation #{iA

OnCommand Workflow Automation (WFA) B—RHERAZE , nIEEBBEITE
HERMES, GINiCE, T2, =/, HEFRPERE, MTEEFE. EaTLUER WFA
LIVE,ﬁ;EnﬁEm%EEE’\JE%O WFA Z1F7E 7- 120 Fis1TH) ONTAP #1 Data ONTAP

o

TERR—ESHNREFEES, B—RFITBRAMN, HREFEUTRENES:

c MEUEESNHRARE, TRIEHEFE
 IREMNEIMEIAE, SIEFEMEIRNASIREEE
s EiREiRl SRR AN BREFIREFME

FREZRMITRI LUEX TIER, IERERERBAREAHLNER, Fl:

* EAPFRNGFERAE

* NFHENRIGEE—IRIT

- SRR

s SN EEEREHUEE (CMDB) MEIENARER
WFA Ih&E

* BFMEBEIERMN I ER&TIR

ITERIR P BES AN, flilen<, &Ik, Bikes, mkds, MIeE, BTFEIRIER. RITARH
UATERIRMHERINE, FIMNBHHFERE, TEE (1BF) MtES.

TERSHTIPEEERTEFINBRSFEIENANG, flaHsRzE, EEERMEIEREE,

* ATIR, BTHRITIER, RIETERPITRESHBERBSE

* AFIRE WFA , EEISIERUKREE AR RIREESHNER /18EEN

* BFMIMNERIT] P ANEdE R O SRR A TIERRY Web ARSS R E

* Storage Automation Store &, WFA B\, ONTAP 9.7.0 4E5 WFA 5.1 4 E—ic,

WFA FA[IEE R

f£F8 OnCommand Workflow Automation ARS3 28 A5 21l Al ik,

OnCommand Workflow Automation Z3ZZ2#4
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WITE WFA IRSS281EIER) 2 Active 1Q Unified Manager Z8Z#] VMware vCenter , &a] IUEHEIEBEhLIF
i

TEERT—1TEERG:

Mail server Management host Syslog

IMicrosoft Active
{SMTP) (SNMP) server

Directory LDAP server

T

WFA server REST API

Web browser

Data center

i

Unified Manager
server

VMware vCenter

OnCommand Workflow Automation (WFA) deployment

OnCommand Workflow Automation Z3&F11% & #EAR
23 OnCommand Workflow Automation ( WFA) SIEHITESRRE, TEH WFA L8

FHETRERFFES. RETHE, EAUERE WFA LUBRERNER,

UTREEETR T REMEEES:



Ensure that prerequisites are complete

v

Collect required configuration information

v

Download and install WFA software

v

Log in to WFA portal

v

Use the WFA Setup Wizard to configure WFA users, data
sources, and credentials

v

Complete optional configuration tasks, as required, such as
AutoSupport and Syslog

v

Configure advanced requirements, if required, such as your
preferred Perl distribution

v

Verify that WFA is working as intended

EHRGIFNIERIEE

OnCommand Workflow Automation (WFA) 5.1 814 —LREIFF=ZHIEFMINEE,

ERENEE WFA 280 7 #EXEEREIFThEE,
+ + EAEQIRRERIS T -

c MREXFIBHPEREFN (-) , WERFLREFE, ERIEERNTR. Fla0, NRREMT X
AR "abc-xyz" , MIZEFNBMFREN "abe xyz" , FHRMFREFR. E@REALREER , B77E

KRN BIRPEREF T

* IREXFIBHPERES (1) , WERFLENGE, ESHENNAFRFERRZEE, Fla0, MR
R T RRIRM "abe . xyz" , MIZERNBIIFREFN "xyz" , FHHlFR "abc”

x , BMERB IR ERE S,

FRR, ERREALLRE

° ARBIWERFLEHTRIAGHEE. BF, EASMERFIEEX

Ao BEtRIbeEEd , IFHRERE LR IEREME—.

Z3E OnCommand Workflow Automation B R FE K

ELREE WFA 281, AT R OnCommand Workflow Automation ( WFA ) BYRE{EFI%R

FENR,



T3 WFA F9REHER
TRIIHT WFA FRS 2SR E RN BN,

A =REK BINBIHAE

CPU 2.27 GHz EEE’H&) 4 *Z, 64 ’fﬁ 2.27 GHz EEE’H&) 4 *Z, 64 {ﬁ
RAM 4 GB 8 GB

B] iR = 8] 5GB 20 GB

MRBAEMIN (VM) ERE WFA, NINFREFRERNAEM CPU , LUE VM BABREBHHER. KEREFF
=IIIE CPU RE,

L3 WFA BOREEXR

WFA 7£ 64 {iI Windows 12{FRA% LiE1T, NREELZEYIENIE VM £, EREEIEIT WFA FIIRS [ LR
ERIEMN EER.

WFA M Microsoft Windows Server 2012 Enterprise Edition iz41T7Z! Microsoft Windows Server 2016  (FRrE s
) o BIER Windows 1&{ER 4 Enterprise Edition o

3FF Windows 2012 fRS588, Windows &% _EiZi% sk NET Framework 4.5.2 ki, SIRFK %3 NET
Framework 4.5.2 hiz, T WFA 5.1 £&&EKM,
* ZRUTREEEZ—:
o Mozilla Firefox
o Microsoft Internet Explorer
> Google Chrome
» PowerShell 3.0
* VMware PowerCLI kfizZs 5

@ REEFER WFA 7£ VMware vSphere FHITITIEREY, AHE VMware API Y PowerShell
VR

()  emsmmRETEAmELE WFA RS EE,

B UILREER , FALUT WFA B RECED RS EARRDL

* ZEWFANBF
* REE Perl WER
* %3t OpendDK E
* MySQL #iEBH



BXFAGER, BELEREERIA

* HEXER

"NetApp BigfEMExRT A"

Workflow Automation FrEiE [
MNRISERZI AN, MAZ T iR Workflow Automation ( WFA) FREMIR,

ANHHTRINGOS, MRBERAIFRINGOS, WBIFTH O TRE. BXFAER, BEINHAE

EBIXXH,

TERFIE T RZE WFA BRS583 LT ABIEGIAR O :

Port
80, 443

80, 443, 22

445, 139, 389, 636

161.

3306

25.

80, 443, 25

514.

i
HTTP, HTTPS

HTTP, HTTPS, SSH

microsoft-DS , netbios-
ssN, ADLDAP, AD
LDAPS

SNMP

MySQL

SMTP

HTTP , HTTPS,
SMTP

Z4IAE

7T
fZN

2t

feih

feih

(EPN

et

et

i

TRFIET Unified Manager BRs528 L NFTHBIERIAIGO :

Port
3306

i
MySQL

TRIE T NE VMware vCenter H3TFHIERIAIEO

7317
2N

B8y
T WFAHER

meHIT (ZAPI,
PowerCLlI )

Microsoft Active Directory
LDAP S1{33%3E

RIXEBEXITIERREH
SNMP JHE
EEFRIEAR
eS|

IETE &% AutoSupport JH
I%\

RETRXHRGEHER

5a8

B8y

£21% Active 1Q Unified
Manager 6.0 & E =k~
FREYEE
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Port i AE BHY

443, HTTPS EDN M VMware vCenter 7%
IR

TERFIE T NE SNMP EA _EFTFRYER AR O :

Port il AE BHY
162. SNMP (EDN B X TIERRESH
SNMP JHE.

2 Workflow Automation BYRIIE R 1

&% OnCommand Workflow Automation (WFA) Z&i, BANREREIFREFAEER
HETHFELLES

TERG LRE WFA 2/, B ESm U TES:
* M NetApp Sc#rulim & WFA REXF, HRaXHEFIZIZERE WFA BIARSS 25

@ B EEEMEIES BEERE NetApp ZHibm, WRELBEEUNEE, WAIUE
NetApp z#Fih = L iEA LM'%HXJX“E?E
* WIFRAREENGARUTAS (MREA)
° TS
> Active 1Q Unified Manager

> VMware vCenter
@ MBEMFHBERS Shell (SSH) AHINE, MAFHRIESITEHIELEAT SSH.

* WIFREEREE PowerShell 3.0 SkE S A4

* YNRE(ER WFA £ VMware vSphere EHITIIER, 1BHARE R VMware Power CLI
* WEMENRERER

* NREFEAMRZ invoke-MysqlQuery cmdlet , IEHRE R MySQL Net ZE1E25

FREREERESR
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vSphere

SMERTEREEE, 5190 OnCommand

Balance 1B E X #3EE

HRFFARSS 28

AutoSupport iR55 25

Microsoft Active Directory (AD)
LDAP fR53523

SNMP EIBNBEIEE

Z4cH TR 28

* HEXER

"NetApp 2"

HAER
* IP it
* AR RMEG

* 1P gk

* vCenter Server EI2RMAF &
P

* IP #hit
* QIRAFKP IR 2

* IP bk
* BRAMEE

®

SNREPHARSS BEE
SHIIE, NEEA
F&ME&E,

* EREEMN

* IP Hhit
* AR 2ED
* HRTR

* |P #ht
* Port

« 1P HihE

B8y
TEFERG LITIRME

®

=g ((F5) B
root & admin M E

o

%ﬁ VMware AP| SREXEUIEHITIZ

®

BB =%
VMware Power CLI

o

IRENEIEEE M I ER TR A B RN ER IR
o, SMERTEEREERYIRIE R B A&

&if,

183 BB HB A HEUR WFA 38X

1Bid SMTP %1% AutoSupport JH 2
NRKRECEMBHFEN, NWATLAER
HTTP 3¢ HTTPS %1% AutoSupport
HE.

f£F AD LDAP g% AD LDAPS #1T
SR IIEFFEY

UL WFA SNMP &40
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BESA AL

BRI URESFTAMRE, WEANSRERHSSEIE. MREP—TAHERELRE,
N2 EFRVRRA M RIZFE LIRIE, HRERBEANER IR, X LED WFA BUE
FEMXHHECE, UEEAERERIMERE,

£ MSCS Hi% & Workflow Automation U SEI ST B

1&A] LATE Microsoft ££85fRs3 (MSCS ) IFIEARZEEMEIE Workflow Automation ( WFA
), LUSESTRAMHIRHKIEIETE, T%%E WFA 28], B NRIEES E1EMECERR
BRERAS,

BE B BRI NN AR RERAR S, MREP— M RERE, NREGHSA SRS IR
 FHRBREN IR AT,
(i) MSCS £ Windows 5 WFA St —EBHRR AR o

BiE MSCS L% 3 Workflow Automation

7E Microsoft E£8¥fR528 (MSCS ) HZ&%E Workflow Automation ( WFA) ZEi, #M
ECE MSCS Ifi&,

s MTIMIRSEEIERE LI MSCS .

* Bk WIEE SnapDrive for Windows o

X FFBIEARARZ /9 Windows 2012 .

* MAERNERT = L EAEENREFELEERRAR WFA .
© AR EERET AN R — M8 A,
7T MSCS REHPEAEREIESETAHILES,
gl
1. IR EER BN ERIIEHEESS,
2. FRUTENZ —KIE LUN @5 aEEAN T aibin:
° ZRHIEIE LUN .
° {88/ SnapDrive for Windows :
i ERAN T A EREMEIE SnapDrive for Windows
ii. {#EFIEAT Windows #Y SnapDrive 8l LUN , HAXE NI SEE LUN .
3. MRS LR EIRRTP, KR MBIEEF,

7 Windows %% OnCommand Workflow Automation

AT L% 3 OnCommand Workflow Automation ( WFA) REIZFMBEENXZEEIIER,



U BT EMR IR R ITHEET S,
* BTN EELRERIREMH.
224 Workflow Automation HIRTIR 14
 MNREBFLFITEHINE T WFABRSFE ELE WFA , MIATBRIZAES LEB WFA RS,
s IBANE M NetApp ZHFihm T E WFA ZE12%,
c MREBFEEN (VM) EZEWFA, MBI BIRFEEETIL () 7.
* IIRE WFA ZHIRE ActiveState ActivePerl
I ZEFREFN WFA RS 28 L ZEEE A ActivePerl 3261,
* EEMEE WFA 4.2 IEShRAZ 51, MNREEHZ MySQL , MATiER MySQL #1EE .
BIE
1. EREEEENRMKF EFE Windows .
2. TFF Windows HREESE, AESMIIREXHFRENE R,
3. I WFA .
° XHEH T
. ARPEEHUBSIERAP B1ia1T WFA ZEREFAHRITXHE (.exe) o
" $$ * —F_ﬂi * o
i. ANRANEEBRAFNERE, ARREE*T—%*,
FINE IR R AIH B L &
s EDAPNEF
* —PNKREFR
* —NNEERF
s —NEEE
C —NMFHRFER

* BEMAERE RERMHA U TR HRFA:

"y <>, =& {caret}
() euRETERRRPNEE

iv. I\ WFA RS ERAFR ML, NFEAR, FRMERT domain\user WA &o Xt T2t
RSP, RANNARR. RINAF&A "WFA",

MRAEFERMAR, N WFA RERFIEE— XA, NREEAMAR, HAERANEE
SHEEHEARE, W WFA RFEHHILED,
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(D ﬁ?}ﬁ%@ﬁ%ﬁé?ﬂ%éﬁtﬁ@zlii{ﬂﬁﬁlﬂﬁﬂ%ﬁ@@ﬁ%%ﬁ%o INRBWEATEEIDRES, REFK
Mo

I WEE WFA RBERIRO, ARRE* T—F
i. MANERRBIFMAB R, RAERE* T—F .

IR BMAI LABE WFA REMUE, FINLEE, RS ERT M.

iii. NRBERINGRAE, BHEFERE WFANMLE, ARRE* T *,
V. MMREBEHRE=FFRNRINLEME, BEIREREE=FGNUE, ARRE* T—5
V. INRAIEEL WFA HIRERRVAGLE, BRE* T—% *,
Vi. BB A REREE,
vil. B2 * SERY * FTER RS
viil. JEEFEUTREZ—, RIERTEMINRE WFA :
" J@E Web XI5 283418] WFA .
. @Fﬁ Windows BRSZIZHI A I8IF NetApp WFA Server BRSZH0 NetApp WFA #3EERS 2 S E1E
=17,
° BT E (MSQIETRL) ¢

WFA-version number-build number.exe /s

/v"WEA ADMIN USERNAME=wfa username WFA ADMIN PASSWORD=password

WFA ADMIN CONFIRM PASSWORD=confirm admin password /

WFA MYSQL PASS=password CONFIRM WFA MYSQL PASS=confirm MySQL password
WFA INSTALL SITE=site WFA INSTALL ORGANIZATION=organization name
WFA HTTP PORT=port WFA HTTPS PORT=port INSTALLDIR=install directory
JDKINSTALLDIR=jdk directory PerlDir=perl directory
MySglInstallDir=mysqgl directory WFA SERVICE LOGON USERNAME=wfa
service logon username WFA SERVICE LOGON PASSWORD=wfa service logon
user password MYSQL DATA DIR= mysqgl data directory /qr /l*v
C:\install.log"

*

WFA-x64-V5.1.0.0.1-B5355278.exe /s IV"WFA_admin_username=admin
WFA_admin_password=Company * 123 WFA_admin_confirm_password=Company * 123
WFA_mysql_pass=MyS* 123 WFA_mysql_site=NB
WFA_install_site=STAWFA_DI'ODI=WFA\WWAFA\WWAFA\">PS_Programme\WFA\">MySql_Name\
WAFA\WFA\">MySql_Name=WFA\WFA\WAFA\">\WAFA\WAFA\L\WAFA\\WAFA\WAFA\N\WAFA
\N\WAFA\ZN\N\WAFA\WWAFA\NAN\WAFA\WAFA\N\N\N\W\JVM_ Name\WAFA\WAFA\N\WAFA\N\J\J\
WAFA\N\WAFA\N\NAN\WAFA\WAFA\N\N\JAPE\

@ WFA R85 /qn 35,

+ IR BHUAT:



2

wfa_admin_username

wfa_admin_password

wfa_admin_confirm_password

wfa_mysql_pass

confirm_wfa_mysql_pass

wfa_install_site

wfa_install_Organization

wfa_http_port

wfa_HTTPS_port

INSTALLDIR

JDKINSTALLDIR

PerlDir

Description

EERAPZAESH, MRTEEE, NEINMES

admin o

EEGAFEBMESE, RIANEEAZILNIUHE
LI

* ED8ANFR

« A ABFH
C —NNEFH
-

* = MEHRFN

RARFERUTER, #ELX4ERERE ZBREmANE
KM

"y <>, =& {caret}

il

BERAFPEBHESE

MySQL FF ZiEH%IESH

MySQL FF ZiEHIESE

L4 WFA BIALR B (L Mandatory %%

ERE WFA BIALR AT B IR Mandatory &1

HTTP is RIS, WMRFIEEE, NERIMEN
80 o

HTTPS in O r]i&ES#. WMRAIEEE, WEAKRINMESN
443 ,

ZRERBRANASEH, NRKIEEE, MBEFEIA
73 C : \Program Files\NetApp\WFA\ ,

JDK ZEERBFHASH. WRFIEEE, WK
ZZAA C ;. \Program Files\NetApp" o

Perl ZEHRERFRIESH, NRKIEEE, NERF
ZRIAH C : \Perl64\ o

11



S8 Description

MySqlInstallDir MySQL & B REBZHESE, WRFKEEE, N
22NN C : \Program Files\MySQL\ .

wfa_service_login_username WFA [REBEFAESHIBFR 2. NRFIEEE,
MEINBF B "WFA" .

FFIFAF, BRI domain\user IR &o
FHFEMAFHEF, wANAEF B

NBRAFEARMAR, W WFA REREFSEIE—
AR, MREFERMAR, HERANZESIH
BEBAR, W WFA BERLZEE,

BRI &N RGO AP B
() EwmmEms, IREEREEEE
B, RN,

wfa_service_login_password WFA RZ 5 Fiah| S8 ERS
mysql_data_DIR MySQL #3ERIESHIB R, NRKIEEE, N

AR C . \ProgramData\MySQLServerData

RERTFEHEE.

c HEXERE*
"NetApp ZF"

{5 MSCS EZ& Workflow Automation

7E Microsoft EE8¥iR588 (MSCS ) =% Workflow Automation (WFA) fg, &%
FERECERIZATE MSCS FEIE WFA LISEIR SR A,

BB LIE WFA BIE D,

@ EHREEZR, BHWREMR T MSCS BT R L—BUtIKE WFA INEZER, WMRKRER T
REIREREE, WELEKERZN, TEAES- IR EBERE, MMSRTERRK.

p
1. EREI MSCS EHNE—ITR, ARRITUTHE:

12
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3t ... HATIEIRME ...
Windows 2012 , Windows 2016 , Windows 2019 a. {EiifEitis B¢ BB, ARETE * REZAR

o

b. & * ﬁUL“HE%ﬁ@*, AEBIRBERS
5 "WFA

C. ¥ IP MUEERIFAINEIFEIER "WFA " Bt

I RIS EIER D, GRPETNEIE
B "WFA™ " s,

i, li"*x* \x > %57/\/ *>*|P iﬂliﬂ:*o
iii. FOEEERE IP ik,

2. #1E msCS_data parameters.xml XHHIZE MySQL #iEE R ERE:

<dir>
<description>Data directory</description>
<srcpath>..\..\..\..\..\ProgramData\MySQL\MySQLServerData</srcpath>
<destpath>wfa</destpath>

</dir>

3. YRiE mSCS_resource properties.xml XHFHHFITUTEMR:
a. ¥ NA_wFA DB IRSEMMITEL / B, HEHEHN MYSQOL57 o
b. ¥ vip res <pertyname> KB NEDL P HINEZFR:

<resource>

<type>essential</type>

<id>vip res</id>

<prettyname>WFA IP address</prettyname>
</resource>

C. ¥ data res REBNDERAHEZME R RIHMEZIR:

<resource>
<type>essential</type>
<id>datadisk res</id>
<prettyname>Cluster Disk 2</prettyname>
</resource>

d. 3 XML XHEMBE— T RERIZIE - TR

E%| "\\nodel\D$\Program Files\NetApp\WFA\bin\ha\*xml" "D . \Program

13



Files\NetApp\WFA\bin\ha "
e. BT EZ NN RMAEE:

D ! \Program Files\NetApp\WFA\bin\ha>perl ha setup.pl -join -t MSCS -f E !
\

4. EMLIRTRRALL, iB1T ha_setup.pl fildig§ WFA BB oHEIRZUE, H9 WFAEEE MSCS LUH{THEE
15, ZMHIZ<ET M WFA_INSTALL_LOA\WFA\bin\ha\ %15,

perl ha setup.pl -first (-t type of cluster vcs ) ( -g cluster group name )
( -i ip address name ) ( -n cluster name ) ( -k shared disk resource name ) (

-f shared drive path] )

ha_setup.pl BIZAAEEfEA MSCS £E£HY IP Mt 3R IRH#H TN £ MSCS 2016 LR, EEEZFRMIE
IP it wra 1P HUHE FHINFRIR. Fla0:

perl ha setup.pl -first -t MSCS -g WFA -i "WFA IP address" -n WFA cluster -k
"Cluster Disk 2" -f E I \

S. B ERE AR "Successfully configured (ERINECE) "HE, WIERTELIE MSCS &R,

Successfully configured MSCS cluster resources on this node

6. MRS EIRRZ 1L WFA IRSS:

3 ... HATIHARAE ...
Windows 2012 , Windows 2016 , Windows 2019 a. & * [RSZA® * , AEEEHEIEMN “"WFA "
R,
b. EFREEP, HHEERE * MYSQLS7* , AREIE
B xBTS * o
C. EREERD, AREBETE * FEA WFA_SRV*
, RREERE * BRATL 6

WFA #1EZEIRS 0 WFA BRSZ23ARZB M. R1EM Windows ARZ{ELE WFA BRSS.

1. Fahf WFA IR EIE Z4& T o

2. WFREIME AT RIAREEEE,

3. EHSIRTATR, EEBN RS LIETT ha_setup.pl filds, LUEE WFA , UEFERAXEZMEHREIE
perl ha setup.pl -join ( -t type of cluster mSCS ) [ -£ shared drive path]

ha_setup.pl fil&<A] M wfa_install_location\wfA\bin\ha\ 3X1F.

perl ha setup.pl -join -t MSCS -f E [ \

14



4. EMFEESEREIERP, £ WFA RIRE:

R .. HATIHERIE ..

Windows 2012 , Windows 2016 , Windows 2019 a. ABEEHEIEN "WFA " A, AEER* B
A *, ABMNIMTEITRE, HEENE

R TF ERAIRTS

S. FapiJHEE] MSCS EEME M=o
6. I9IE WFA RSB REERFMNE MR LIEHETD.

Ao E R ARSI OnCommand Workflow Automation U SCII S0 BE
&P LIBCE 3.1 ZHIBY OnCommand Workflow Automation ( WFA) hRZASLASEI S RI A

8

p
1.

B
Z3

BB A WFA AR & 0] BRARZSET WFA .
F+4& WFA

tEFHR RS B9 WFA REEET &,

B2 WFA ERERVE D

"1 WFA BGRE"

WRFHER T EASER, WAIEIE WFA BURERER, EHIAE WFA RE, REKHAIBRZAE

WFA , ER&ED, AEHLEHIT Microsoft £8# RS (MSCS ) &,
FE MSCS UEET = E&% WFA,

"E2E MSCS A& WFA"

AT R ERERI A WFA

“ﬁ% VVFA"

- £ MSCS HIEZE WFA,

"f£ MSCS HEZE WFA"

WFA BRS5 288 EEE NS A,

7£ MSCS IfIEFEIE Workflow Automation

1R

AN

B LUEIT MEBF T = PHBRFTE WFA BRSR MEEBF R ENE, Workflow Automation  (

WFA)

15



ISR ERH S Windows Server 2012 o
g
1. (ERBIEE SRR S IR EARSS AR A -
a. FRBERZAR.
b. k& *FLEAE*,
2. EE—ITELEEE WFA , AREE AT = LEIE WFA
"E1Z OnCommand Workflow Automation"

3. MRS B B IR PR R BE 25 R .
a. ARBEHIZAR.
b. 4 * MIF% * o

4. FrpfibrHE A E RV,

1% & OnCommand Workflow Automation

3= OnCommand Workflow Automation (WFA) &, ¥R ZINEEIEE, B4
JUhE WFA , EcERF, REHER, BEEIEUMEE WFA,

if17) OnCommand Workflow Automation

BRI UM ERGAIE] WFA BRSZ 2sEVERI R F@d Web ¥ 55 283517) OnCommand Workflow
Automation (WFA) .

EAZB 7 Web X %28 % % Adobe Flash Player o
PIE
1. FTFF Web %28, ABREMIE=HBAULTARAETZ—:
o * + https://wfa_server_ip+’

wfa_server_ip & WFA BRSS2809 IP it ( IPv4 2 IPv6 Hilit) s{5ELMEEEEZ (FQDN) o

° WNRETE WFA BRSS28 LiA1a WFA : - https:/localhost/wfa® 31RE /A WFA 38 EIERINEE O, NS
EiROS, SOFF-:
o " + https://wfa_server_ip:port+’
° * https://localhost:port™ port B EELREHRBIAF WFA fRSS238Y TCP xS,
2. TEREOF, WATEREHEMANEERAF ZE.
3. EigE > IRE * XBEH, REZENIER.
4. 1 WFA Web EIfZF R RERINEIBE TS EihiE,

16


https://wfa_server_ip+`
https://wfa_server_ip:port+`

OnCommand Workflow Automation #UE]E

OnCommand Workflow Automation ( WFA) 3 MEIRIRIREXAVEIRFITIRME. BETH
FhhRZSAY Active 1Q Unified Manager 1 VMware vCenter Server {EATIE X B WFA £51E
BRER, EIGEHIBRELAITHIEREZF1, BT BE X EIERELR,

HIBRR— M RIRMIESN, BIESIHEHIEREENBIRFENRINER. Fli, HBEREAIUZES Active 1Q
Unified Manager 6.3 $ERZEAIH Active 1Q Unified Manager $#3BEMIERE, EXFIENSERLREG, &0
LU B X EIETRAINE] WFA =,
BXRIEXWEIRREEFAER, BEENERENER.

c EXEE*

"NetApp BigfFiExRTA"

7f DataFabric Manager B2 & $iERE A F

& WA JNTE DataFabric Manager 5.x L8IE— 1M IBERF, A EEAEZE X OnCommand
Workflow Automation B DataFabric Manager 5.x 3B ER 2L R,

#®II7E Windows _H3E1T ocsetup RECE AR

& 0] LA7E DataFabric Manager 5.x fR5528 L1517 ocsetup X4, UECE X OnCommand
Workflow Automation By DataFabric Manager 5.x (B 27181 R,

p

1. MEL T E¥ wfa_ocsetup.exe X T # E| DataFabric Manager 5.x fRSZ23HHIBR: https :
/lwfa_Server_IP/download/wfa_ocsetup.exe o

WFA_SERVER_IP ;& WFA ARS32389 IP ik (1Pv4 3¢ IPv6 #idlh) o

WRF WFATBE T IERIAIRE, M MEIEHROAS, WTFFR: https © //wfa_server_ip :
port/download/wfa_ocsetup.exe o

port BIETELEHAIBI AT WFA ARS3288 TCP In S,
NRBIETE IPv6 tthit, MAIREERBSESERER.

Wi wfa_ocsetup.exe X1
FIRIGBERSTHESR, RERTE * T—F *,
FEHFEN OpendDK (i &, RFRE* T—F *,
BWANRAPFBNZEBEUERERINER,

a > W DN

LA AIZ—N BT 417] DataFabric Manager 5.x #0BERFHEIEER K,

()  mEFeEAFKS, NAERRARE. HFRLER, BUARAE— RERKS,
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https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix

6. BE* T—% * HEBER,
1. gFH*T—%*, AFEE * TR * TRES.
B 1E Linux L3517 ocsetup SRECESIEER

f& ] LA7E DataFabric Manager 5.x fR5528 _£iE1T ocsetup X4, UEZE X OnCommand
Workflow Automation B DataFabric Manager 5.x #{EZER 2517181 R,

p
1. FRIHPER U T 24§ wfa_ocsetup.sh X4 T #F| DataFabric Manager 5.x fR$528 EHIEBER:

" wget https://WFA_Server_IP/download/wfa_ocsetup.sh'[]
WFA_SERVER_IP & WFA R532889 IP it (1Pv4 5% IPv6 #itih) o
NRF WFAFETE 7 IERIAIR O, MAREE U THROS:

" wget https://wfa_server_ip:port/download/wfa_ocsetup.sh'[]

port BZ& & HAa] WFA AR5528(EFRY TCP in S,

NRBIETE IPv6 ik, MBI ERBHESERER.

2. FRIHEPERLUT® SR wifa_ocsetup.sh XEBERARTHITXE: chmod +x WFA ocsetup.sh
3. ERIHHRRN AT L LUSTT LRI :
"o /wfa_ocsetup.sh OpendDK_path’
OpenJDK_path & OpenJDK HYE&Z,
/opt/NTAPdfm/java
Kigh B ERU L, RRIKERD:
Verifying archive integrity... All good.
Uncompressing WFA OnCommand Setup.....
***% Welcome to OnCommand Setup Utility for Linux ***
<Help information>
*** Please override the default credentials below ***
Override DB Username [wfa]
4. MNP 2MEBUBEEINER,.

A& A7 —Na] 417 DataFabric Manager 5.x $0EENFEIBERF K,
@ WRACEAFIKF, WERRKIAERE. HTLeEE, BoItIE— " EPKF,

K FETRU TG, RRIRERI:
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**xx* Start of response from the database ***x**
>>> Connecting to database

<<< Connected

*** Dropped existing 'wfa' user

=== Created user 'username'

>>> Granting access

<<< Granted access

**x*x* End of response from the database ****x*

* Kk k k% End Of Setup * Kk k kX

7f Active 1Q Unified Manager -#o & #3EER

& WAZITE Active 1Q Unified Manager E8IZE—MUEERF, 7 8EECEX OnCommand
Workflow Automation B9 Active IQ Unified Manager $3EZER 23514 10)42E,

g

1. FAEEREIEERE Active 1Q Unified Manager .
2. BEIRE > AR,

3. B ARIMFAR ¥

4. k8% BURERP * tERNAPEE,

7£ OnCommand Workflow Automation #3 Active IQ Unified Manager RN NERIREY, W7E
OnCommand Workflow Automation F & E—R .

IREHIER

BAZRTE OnCommand Workflow Automation ( WFA) HRISE SHIEBEMERE, A EEM
B TRIREER

* XFActive 1Q Unified Manager 6.0 EShRAS. EiMEEUnified ManagerfiR 5528 L B2 EEE A F ik
Fo

B X OnCommand IFHEE, 1HEM _Unified Manager BX#/1 %51,
* Unified Manager fR5528 £ B FENEZD TCP i O FIT RS,
BXBFEAER, BERMHAE LRI,
TN TCP OS5
TCP A= Unified Manager fR%328hiu4s Description
3306 6.x MySQL #iEERSS 23

* 3F Performance Advisor , EMESIE—1ZEDARE GlobalRead FH] Active 1Q Unified Manager F
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PiKF o
B % OnCommand F4EE, 15BN _Unified Manager BX#1 &80,
* 3F VMware vCenter Server , E@4ZNETE vCenter Server ERIZERF K,

BEXEFEMER, 1EE M VMware vCenter Server 314,

@ BTN E L% VMware PowerCLI , 3158 R 487F vCenter Server #ER_ EHRITITIER, MR
FZE I Unified Manager BRS3281K B NEUETR.

* VMware vCenter Server £FF & N&EZER TCP im0 FFI RS,
A TCP A5 443 » BXIFMER, BESWHAE LIS,

ISR LSRR MRS @ WFA R I1Z D Unified Manager IRSZ28880ETR. B2, WMREBFKRIESE RS2 6.3
KESHRAS WFA BE2xtFH4EF Unified Manager BRSS28 P RYIRIFPIHEE, NIRBEEALL Unified Manager o

BX¥ WFA 5 OnCommand fR328 6.x BEXIBYIFAER, 1520 _Unified Manager BXA1ES B

@ TR WRA IR B HURREY, SR, WFA 4.0 FREFFF Active IQ Unified Manager 6.0 ,
6.1 F1 6.2 FIBRXE, KRR RZREXLEHIRFLRE,
B
1. 5 Web X%3281A18] WFA .
2. BEHIRE Y, RRTE LB TRE CHUER .
3. EIEMEARIAVIRIE:

E .. HATUCIR(E ...
IR ERIER B5E e LA L,
INREAR WFA , 154RIEETFENEIER ERMEHIERFE, ARREL » AILAREL

MR BEFF Unified Manager BRSS 28 EUERARMNE WFA &, SAFFHLK T Unified Manager ARSS28A9RRZS, NI
WFA AR5 ARG Unified Manager ARS328hRZAS. & TilFR Unified Manager ARSS 28T RIARZR,
FAE¥E Unified Manager ARSS 2809 RhRZSARANE] WFA 6

4. TEHEEUERINEES, EFAFNEIRIERE, AERASIERNZIFMENR.

RIBEENSIEREER, KO, AFRR, BHRABNFRIEGSBMAERRIAGIE (WNRE) . EETLURE
FRREXLERE,

O. RIS HAVIR(E:
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6.
7.
8.

AT .. HATIEIRIE ...

Active 1Q Unified Manager 6.3 &E S hRZ HNETE Unified Manager fR$528 L 8I2BEIRER
Pk ER. EXCIBEIEERFKFRIFHER
, 1553 _Unified OnCommand Manager BXA1 55

Bfo
EREERMERAGSITREN
ocsetup TE BRI Active IQ Unified
Manager &2 ik B &R,
VMware vCenter Server ({3&FF Windows ) (GEAF Windows ) INETE VMware vCenter

Arss2% L8R PRI AP R FE,

BHREFS
EIERRT, EEREER, ARSEE § ®LEE L
WIEEHERE I ZATIRTS.

EHLREH Unified Manager ARSS 258N EUETR

R Unified Manager fRSS28 (5.x 2 6.x ) {EREIERAMNE WFA /B, REFE
Unified Manager fR$Z328, EBATUEFHLREH Unified Manager fRZ 28RN AEIRTR, &
NEARGEHRRAS XM EGEARASIETRE WFA 1, BRIEFNSERIMAEIER,

p
1.

HX
Z3

LBIBERBHERE WFA Web B2 RES

2. BEHERE, ARERE*T, BEHHER" S
3.
4. ETEEURRANEED, EEFMRNEIERELE, ARBASIERNZTAMENSZ,

B e ETAEL,

RIEEERVEIERES, K0, AFRR, BRNENFRAIESBMETINNGIE (WRE) . ERILURE
FEREXLEFRE,

5. BERE ",

6. i%#% Unified Manager BRSZ28895cFIMRAS, AEEE o ETAE L,
7.
8
9

TEMBREE R MINIHEES, BE 2o

- EHUERRT, EERMER, ARRE § ELREL
- FEASEIERRPIIEHIEREIRT.

BIZ A

11 OnCommand Workflow Automation ( WFA) , ,.,\—JL,(ﬁlJL*I] IBEEEMEEN
ENRRYAS It WFA B, BIURE, 12Fm, BHitE, 22N, SIEMEMD.
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EHAERE WFA HUBER B HER.
fEA WFA RTUA L T ARE IR :
. xS+
WAPRIUERTFMIERRITRS, HAREITERRITRSESHEH,
*BEEAF
FYFIL A P IS AT A B IR T 1A AR TIER.
* Bt E
AWLAFIRE, 1T, HOEMIELET AP HRISRI IR,

@ BIGRMEHERE TG ID . MRES T EME, ErILTE * BFET * FRAPREMHAR
FHRHF ID o

2R
RP AR TERNELHIENR, BEAERLR WFA RSSRE.

o * *

i
HHE
0

AP B S22 A8 WFA BRSS 28,
o * %1ﬁ *
XEMW—RESIRIZE R WFA RSB EMDEF, B2, BRREHITAREEMIAR,
PIE
1. BF g8, ARE BB TRE AP,
2. BEDISIEFRERF o FLAE L,
3. R MHEETRNFAEER.
4 BEHERE",
A& Bir R AR ENE

&1 LLTE OnCommand Workflow Automation ( WFA) HECE BIirRFGEHEE, HER
XA E IS E R A HRITH S,

BARIERER, BoMRETHnSHMEYIECE B, PowerShell WFA 1528 SR ERMIEN T IIE:
< EiR
WFA Bt =R ER HTTPS Bi&EE, A=A HTTP . & e LUER Microsoft Active Directory

LDAP S ¥iEEZRIEY], MARE WFA PEXERE. ZfEM Active Directory LDAP , IR ECE
AfEFE— Active Directory LDAP IRSZ 28 11T B 19 I0IIE,
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* XEHE ERTE 7- B TBITHNEERS)

WFA ZAERS P IIERIER, RINERITZRET R FERMN, ZMNER NTLM thiGEITER

o

* WFAHZE ONTAP ZLGINR2EEFRE (SSL) iEH. IR SSLIEBAAE, NARIRTAFOEHE

= B85 ONTAP RAHIIEE,

s RREMOHNTERRAALS, EHTEFHEHN ONTAP , NetApp Active |Q IR B FiAa] 1Y ( LDAP )

AYIEHE,
p
1. LEERSMET Web FIBRERE WFA
2. 8E*gE, ARERE* TREKE"S
3. B e ETAE L,

4. TEIREEMIEED, M * LA * FIRPIEFEL TRz —:

- AT
W IP i EHRHEE

- st

BAFR P CENEE

()  EamrmsEREURsREL,

o M ¥ KB+ FIRAIARITIERFRE,

6. MNZIRMENIZEN IPv4 ¢ IPv6 Hillk, A&,

WFA 5.1 BIEARINE) WFA FREYFRBZRIRRY SSLIEH. AT IERRIERTRERR T ERERIES
@ , AAZIFEREPERERT. MRS IMEHERBERNZE, WARE—RELER

Mo
7. BT R ELUIERE |

MRIAIET LTI .
- ER

© B

8. BEREF ",

B« ...
L2 T A
REFEERFAERUTEIZ—:

CEFRE, ARBED § EIEREL
* ARBLHFER * MAEE * .
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IF7EEZE OnCommand Workflow Automation

{#H OnCommand Workflow Automation ( WFA) BIAEERFMiSE, 40
AutoSupport F13EH,

FCE WFABY, ERILRIEFEZIREUT IS Z .

* AutoSupport , FFRATRAZR&IX AutoSupport JH S

* Microsoft Active Directory 2284 H Rifialthi¥ ( Lightweight Directory Access Protocol , LDAP ) BR532%,
T3 WFA B P i#1T LDAP B4 30IEFIEY

* BXIERIRIEMAIX AutoSupport JH 2 BY B8 FHB 4@l
* EEEMEZEERMY ( Simple Network Management Protocol , SNMP ) , FF&RIXE X TIERIRIERYE]
* BTniESIERSERNAKBE

ficE AutoSupport

&o] IS E %1 AutoSupport 1E, 5Ia0it%], AutoSupport JE ERBEMAIEARS

23, AutoSupport R IEEERNARNE A BERELTAZRE, UEFHITAEMIR&HE
% s i

P

- WEER B 7@EE Web 525 RE WFA

CBEHIRE Y, ARE CIRE * TEE * AutoSupport * 6

- HREES * B AutoSupport * E,

- WNFTRER.

- M RB * FIRAPER A TR —:

—_

a A WO DN

MRBEE ... SARGERR I IET ...
RECEFAER, Bl WFA RERBF, TERM sIBRAEEHRE

AN
P

WFA ECEIFME B UNF EF WFA E1FRFHE  sEnd configuration and cache data (4R
b FEEMEEHIE) (FOA)

WA RREHAES, WFABHERPIMEURE  <ARREHERT BIE
3 B RPHIMIE
() AutoSupport BiESREISAER WFA P #9E5E not o

6. Mt ERE R LAT# AutoSupport JHE
a BE*TH .
b. FTEFTAMIIEED, EEBRT .7z XHHNUE,

24



7. 8 IBIAGE *, MIREEE BARAIX AutoSupport JHERIIE T
8. BERTF ",

RESMEIERE

&R LUK OnCommand Workflow Automation ( WFA) BCE 95 Microsoft Active
Directory (AD) REBRFIHREIMIN (LDAP) ARSSEHITEHILIEFEEI,

BN MBEIEIRIBEPEIE Microsoft AD LDAP BRSE8,

WFA X3z #F Microsoft AD LDAP B1{4503E, EAReEFEREREM LDAP BRRIEE, B E Microsoft AD &Y
B®AksS (ADLDS) ¢ Microsoft £ B Fo

C) E%%%H,umpﬁuﬁ2$%ﬁﬁE%F%ﬁ%Eo@%,mes(umpfé)ﬁﬁe
MmEEZS,
TE
1. LEERSMET Web FIHFERE WFA,
2. pEHEIRE Y, ABEIRE * TRE * SHEIE*,
3. %5 * B A Active Directory* £3%4E,
4 FEUTFEPRANMERER:

a. NREBIMYAAEABF @B, BT * BRFIEMN * TP sAMAccountName it

userPrincipalName »
b. INRICHIFRHREM—E, BREMEFT Ko

C. U NP AD ARS588 URI © 1dap @ //active directory server address\[ :
port\]

LDAP : //NB-TO1.example.com[:389]

WMREEAET SSLH LDAP , MBILUERLT URI 8T 1daps :

//active directory server address\[ . port\]

a. FRINFREEA G AD ARFFHIR,
(i)  EAILUE Active Directory ABIIFRAFAT A RN AD ABHFIH,

S. BEHERE,
6. NRFEMFEH LDAP EZRIFES, BRE WFA RS LUFMERARSHER:
a. M services.msc ¥TFF Windows ARS3#EHI&
b. ¥ * NetApp WFA Server* RS,
C. 7f NetApp WFA iRS5SREBMINEER, BE * ER * &K, AGEEE * KPP *,
d WMANBRFBMNES, AREE *HBE *
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10 Active Directory 28
&/ LA7E OnCommand Workflow Automation ( WFA ) A0 Active Directory £H,

2539*"‘
1. LBERSET Web X% EFE WFA,
2. BEIRE Y, AREEBIE*T, B8 * Active Directory 20 * o
3. £ Active Directory AE O, B * #HiE * Eir.
4. 7TER%E Active Directory AXHEES, BWAFIEEE,
NRM * e - THIYIRAPIEE * FmitE *, BIRHERENSFEME D, MREZSIME#ME, ERIUE

;q:%?EBT’-T- * FERPIRMAB T ID o ﬁi?"%’l—uﬁﬂiﬁ_ﬂﬁm Active Directory AR T{FREIFRE

o BEH*REFES
Fo & B F BB @A

& LLE OnCommand Workflow Automation ( WFA) ERB NMAIELIEZE *x TIERIRIE
E’J%?EB#F ﬂ] WJQU, IT’IE/MLE',F'EjJ_JZIﬂE/)ILgE)nQo

TR MBI R PR E B A

B

1. UEERSMEET Web B3 EREI WFA

2. BEIRE >, RRTE IRE - TRE C#Ht

3. EFERHPRNFIHRER.

4. PITUT S BLUNR BRI & -
a. B * RIXMILERE * o
b. FEMIRIEREAHEEF, NEIE TR &IXE B BB FHR 4,
C. B Ik <o

5. B2FHREFE,

AcE SNMP

&AL OnCommand Workflow Automation ( WFA) EEENAIER X TIERIRERES
MBS EMEEEMN ( Simple Network Management Protocol , SNMP ) [&B#-

WFA BI7EZ#5 SNMP v1 1 SNMP v3 1. SNMP v3 aJ{R(EE % £ Thik,

WFA .mib XHRME T HE X WFA IRS5 88 & IXRIFEHINER. MIB XXHAIF WFA ARSS28 ERY
<wfa_install_location>\wfa\bin\wfa.mib B &,

@ WFA RS R &ERAEAMRITIRG (1.3.6.1.4.1.789.1.1.12.0) &EFiaMHEE.
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&R BEXS SNMP ECEfER SNMP #tXF T, FI40 community_string@snmp_host .

ECE SNMP hizs 1
g
1. UEEGRAF S8 Web X285 RE WFA , AFIAR WFA BRSS 28,
2. BEIRE Y, ABTE FIRE * TEE * SNMP *,
3. 3% * 5 SNMP* E3%HE,
4. 5 "™ hRAS 1% " FHIGIRAP, & kRS 1%
5. BN IPv4 5§ IPv6 it sk EANE R EE ENNHROS,
WFA & SNMP [aB&IXEIEEROS. BINROSH 162,
6. BB, EPRUT—IHSNEIRAE:
° BRHMIIERRT
° BRIhSER TIERIAT
o TYERBMITRY / 8853 ARTh
o IFTEHITIMER, SFRHE
o REKXM
7. B REMEE * RIS E.,
8. BE*RIF o

E2E SNMP hRZs 3

IZIA ] LABEE OnCommand Workflow Automation ( WFA) , LAKRIZEEXITERIRER
SHEEMWMEEEMN (SNMP ) hRz 3 FEH,

RS 3 R T MRS & 2T
* EASMHIIERINRES 3

FEpF =@ NG LRNE S VR IX. SNMP EEENVAREFERS SNMP [EHHE SRR S HIIESE#HT
FCE, AJLAEWRER.

* BB S M NZIHEERYARZS 3

FEM B MR HITINE R IR, SERWAMAEXEREH, S SNMP 2N ARRFERES SNMP FEH
HER SIS MNZZE R

3

1. LEERAF 51478 Web JH28EREI WFA , SA/F1A1R] WFA AR5 28,
2. BEHIGE, AREIE * TEE *SNMP *,

3. %R * B SNMP* Ei%1E,

4. 1F * hRARS * FHIFIRA, EFUTERZ—:
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° hRZs 3
° ERASNIIEMNARE 3
° BB S HIEMINZEINEERARA 3
5. MR SITESE 4 PEIRAUEE SNMP ARz 3 X RZA9 SNMP BR & %1,

6. N IPv4 % IPv6 It s AR U R ERENMIGOS. WFA ¥ SNMP B A IXEIECIROS. BRilmO
=162,

7 MBI ERSH, ERUT I HSNEREE:
° TYERMEIE R/ K / EFER
BERBIIERRIT
° BRZhTER TIERMIT
° TYERMITRIY / #853 BLh
o IEEHITIIER, FioHtE
° REXRW
8. B * RXMEEA * LIIERE,
. BERES

REEZRAT

18] LAY OnCommand Workflow Automation ( WFA) BRE NGB EHIELZIISEN
%JL II.AHE %%3 Llﬁﬁ?%#ﬁuﬂi*ﬂ EEI_.:\ ;I§\ﬁ*ﬁ'%§ E’Jo

TBE R A% HERS RECE NIET R E WFA IRSZ 2389ER,
g

-

BERSMET Web N 58EERE WFA
B IRE Y, ARE 4P TRE* &RKEEE
% BRARSAE © EiEE,
MARGAEENBHERRABTESESSS .
BEHERES

.U".-b.@!\)

B AT EEEITEZ R RN

&R LABZE OnCommand Workflow Automation ( WFA ) AREZIIZE RSN
TR IR AN L 2 ER UM R A IFHHICRECE 11
TE

1. LBER S @S Web NH28EFE WFA,

2. B HURRISI > IERERALE ¢,

3. BT TR EZ—:
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MREE ... HATIEIRIE ...

HFRRE R RECE DY a. B e,
b. IEIRZERSLEINEEF, IEER, A&
#1A MhRAFIFRES.
EAMBETERSGNDNEE a. ERHNERERITIE RS,
b. 8 v,

4. MIEZDINFIRD, EFEUTERZ—:
° HTTPS 5ELREI HTTP (FKIA)
° {XPR HTTPS
° {YPR HTTP
° BREX
5. I8EMIN, FiAimOFEIABEHIFHE S
6. BFE *RF S
B RERIAEZIERE

OnCommand Workflow Automation ( WFA) BECE XAt oaF|SeEZB e skeg,
RAEERARIERE, AJURKEEZER,

TR EER B NERE WFA EHERS.

IEIRAES R R ERRIA WFA RERIZ, MIREEZRPEIERTIAMIE, WARERBEEH WFA R

%o

g
1. 77 Windows ZREIEBRHSMEILUTER: WFA INSTALL location\WFA\bin\ o

2. ik ps.cmd X1

HEBPREFTH PowerShell 85 1TRE (CLI) 17T, HAEME ONTAP 1 WFA 1&R3R,
3 FERTR, WAUTARA:

sET-WfaConfig -Name PasswordPolicy -Enable $false

4. HIMRTEY, EMRE WFA IRSS.

&4 Windows BYZAIAZZ RS SRER

OnCommand Workflow Automation ( WFA ) JzZsit oSSR D R, &) LIRIE
FERNEINBIL R LUEE R,

BAUA root AR BHERE] WFA EHRS.
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* MIRED R BERARIA WFA REIRIZ,
NRETERERRBER TIINMUE, WATERBENX WFA RERRZ,

* BT EHREABIL RIS S \WFA -password-policy=default o

FRINZE N minLperf=true , 8 ; specialChar=true , 1 ; DigitalChar=true , 1 ;
lowercaseChar=true , 1 ; uppercaseChar=true , 1 ; whiteespaceChar=false, IR

EECGARIERBHLIIRE, BELNELES/\NFR, FECAEDEE—MHRFER, — T 8%F, —
NEFFM—PAEFN, FEFEEETH.

pA

1. T TRTAL, SME WFA RS2 EHMUTER:
wfa install location/wfa/bin/

2. {BEERINEE RS RAE .

" \WFA -password-policy=PasswordPolicyString -restart=\WWFA’

7£ Windows _F =B OnCommand Workflow Automation #3EZEIZIZ A0

ZINERT, OnCommand Workflow Automation ( WFA ) #3EZEREER WFA FHRSE
TSR iRAR. INREMIZIZRS IR WFA #EE, AIUERENAEE,

* BB ARP BHERE WFA EHES,

* 1R WFA ENAREFZ LZETHAE, NHRNERHAMEIRERE N A ITFMNIZIZERAFHITIAR,
{tzl:?;“."d’lf*/':ij% EERBA WA RERRR, MNREERERERER T IAMLE, NHTERBE X WFA L8
110
$IE

1. #TFF Windows FREE2E, ARSMEILLTER: wfa_install_location\wfA\bin

2. T FIREZ—:

£ BWMAUTHZ ...
BRIZiEAIR " \WFA -db-access=public -restart’
== Byl Sl ] * \wWFA -db-access=default -restart’

FE&|EA_E OnCommand Workflow Automation F9i5 )42 R

ZINBER T, OnCommand Workflow Automation ( WFA) UEHRSEHNEIER S D
TIER. BAILLBE BAEINKERERIEN RS LAY WFA AR,

BRFTAERR BN ERE WFA VRS
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B
1. BI— R Windows AFIKF, ZiKkPERGTAEZEFHEAN WFA EBR,
£/ services.msc T Windows ARSS1EHIE, AFWE * NetApp WFA Database* .
BEBR &+,
R K < HRANGOIRNFRAFRNEE, ARRE HE .
Wi * NetApp WFA Server*
BE*BER*EH+R,
AR * K * HREANEGRIENFAFRNEE, AERE *HE .
EFE5h * NetApp WFA #3EZE * #1 * NetApp WFA Server* RS,

©® N o g k~ w0 DN

{22 OnCommand Workflow Automation 9= Z i8IS E

ZIAER T, OnCommand Workflow Automation ( WFA) #3EEESTE 300 FHRE
By, EMEMDERAE WFA #UHBER, S LUEINEIABRT RST8], LUEREIEER
R EER KL,

BRFAEERR BN ERE WFA VRS

ICRIED IR R AR WFA ZEREE R, IIREEREMEER 7 RIMIE, WMERERER WFA Rk

=0

PIE
1. ¥7FF Windows ZREEXRHEMIIUTER:

wfa install location\wfA\bin
2. ik ps.omd X1

HEBPREFTH PowerShell 85175 E (CLI) =T, HAPEME ONTAP 1 WFA 1R3R,
3. EIRTRR, WAUTHRA:

SET-WfaConfig -Name TransactionTimeOut -seconds NumbericValue

sET-WfaConfig -Name TransactionTimeOut -seconds 1000

4. IR, EFBE WFA RS,

BdE Workflow Automation FIiBE{E

&TT LU Workflow Automation (WFA) Web BIfFAFP REECEBINE, MASEHRE
INEBEE,

WFA Web EIfiZFF SR ERIBIAEEMEN 180 2, ErIbli@dan S TR EEEBEMRRENER, &6
M WFA Web EIfiZFE A SR EIR BB E.
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C) g BNERMENEXN BN, MARSIEEEEXAER, Fli, WRRKIEIREN 30 2,
M EMEEFE RS BIS RS TEIRNTS, EHIRTE 30 2HEEH.

p
1. LEERSHERE WFA £
2. G EBIE:

installdir bin/wFA -s=timeout value in minutes

B BERSH ANINF R

OnCommand Workflow Automation 5.1 S23FZ P ENEEIANZERE, Ittoh, BRaTIRIESE
ERMEMZRT,

U225 e LARPSEENAS

enabled-cipher-suites=

"TLS DHE DSS WITH AES 128 GCM SHA256,TLS DHE DSS WITH AES 256 GCM SHA384,T
LS _DHE RSA WITH AES 128 GCM SHA256,

TLS DHE RSA WITH AES 256 GCM SHA384,TLS ECDHE ECDSA WITH AES 128 GCM SHA25
6, TLS_ECDHE ECDSA WITH AES 256 GCM SHA384,

TLS ECDHE RSA WITH AES 128 GCM SHA256,TLS ECDHE RSA WITH AES 256 GCM SHA38
4,TLS ECDH ECDSA WITH AES 128 GCM SHA256,

TLS ECDH ECDSA WITH AES 256 GCM SHA384,TLS ECDH RSA WITH AES 128 GCM SHA25
6, TLS_ECDH RSA WITH AES 256 GCM SHA384,

TLS_RSA WITH AES 128 GCM SHA256,TLS RSA WITH AES 256 GCM SHA384"

AJLATE standalis-full.xml XHEFREEMBEERMNBEEEDR, HXXHMUTF:

<installdir>/jboss/standalone ¥ configuration/standstandstandalone Full.xml" o

BILAHES A EITIEDR, IASTISE &R, S TFR:

<https-listener name="https" socket-binding="https" max-post-
size="1073741824" security-realm="SSLRealm"
enabled-cipher-suites="**< --- add additional ciphers here —---\>**
enabled-protocols="TLSv1.1l,TLSv1.2"/>

H4% OnCommand Workflow Automation

MNREBLERHARRZAH OnCommand Workflow Automation ( WFA) , MELAFHEE]
B AThRZSAY WFA LAfE BB HTTheEFN 1L 58 IhRE,

* S BEM WFA 5.0 5% 4.2 ARE| WFA 5.1,
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NRIEHRIBITRIR WFA 4.1 SRERhRASBY WFA , MABTHLEI WFAS.0 8¢ 4.2 , ARBFALRE WFA

51,

* WA LATE WFA 5.1 LIR[RTE WFA 5.0 8¢ 4.2 LRIZRIE D . WFA BiEESND RERREIZITHERRAEE
=hRAS WFA BY R 5o
ZE?ID, NREEETIT WFA 42 ARG LRI T &1, NREEREMEREIEZTT WFA 4.2 EShRAERF

* M WFA 4.2 ZBIRIARAFARE, EREBITRE MySQL .
BE, EAUBITR%E MySQL :

° EEIRE WFA 4.2 RESHRA R A
° M WFA 4.2 A& E] WFA EEhRasBY,
I SRR LUTIRIZ — &1 WFA $UEREE
> WFA Web ]/
° PowerShell IR EX R EIBERRAHT WFA , BTLUER SRS TR WFA 5UEE.
i ENEINERRAE WFA o
ii. ZREEHThRASHY WFA .
iii. AR WFA S8,

ERAILEREERIAR LT FEIIEERTEN, W, ERUKNEBEX TERIVEITE .

M OnCommand Workflow Automation 3.1 & = kA~ FH %

&8 LAM OnCommand Workflow Automation ( WFA) 3.1 SiESRAE ARSI =
BJFIBY WFA hrZs, LAERFhIThaERIEsRINEE,

BB exe ZiHHISCHM NetApp SziFihm FEE WFA 410

WFA 5.1 SEBH IR BER SSLIEH. MEHRRRZAEY WFA E#E] WFA 5.1 BY, EREXN SR ERHITINE
RUARE, REEEHERFAEEUHITERHAL

MEERRRASEY WFA FHREY, EAREEETTRE MySQL . BE, ERIUBITRE MySQL :

* ERHLE WFA 4.2 EERAEHAIE
* M WFA 4.2 #&Z) WFA EShRZsAT,

B
1 EBEUTAZEZ—, M WFA3.1 RESRAFAER:
° REARE
i. SANE WFA EHHH exe ZHFINXH, REEBTIZXMH.
i. I#ZEBESPHRERATRAR.
NS
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TR SRRRRBNL T

WFA-version number-build number.exe /s /v"WFA admin username up=WFA BR&
WFA admin password up=password /QR /1* v C . \upgrade.log"

*

WFA-x64-v4.2.0.0.0-B2973881.exe /s /v"wfa_admin_ username_up=admin
wfa admin password up=password* 123 /QR /1* v C . \upgrade.log"

@ WFA 3235 /qn 25,

NRBHRITERINR, NpMEEFIASSHRE:

* wfa_admin_username_up BN EIE WFA #IBES%EI WFA BFRBIBF 2o
* wfa_admin_password_up 2P E,

FHRHREI AR+ BIARIR

EAEKEFEFH, OnCommand Workflow Automation ( WFA ) SIESLEIRBIH DN —
PREE, NREEARZ MR T FE NG ERERTSE, MIEAKEBEE T EIRRZ
LN ES T

TEARIIER, WFA SREBEFIRAGES Storage Automation Store ARV EFIRFITELER, LU
EFALRMLENRAEE. AL, REEMASNBIEETNRERFEHITIE.

WFA ZRITUU T ERERIRR M B H N HH#ITD K

* HEIPFEB RIS R ARV ETIR, DUEBRAIRAIA KA =Rt B

* MRBAT Storage Automation Store , MERFIRMEIHISEAS3 A Storage Automation Store [ HI—
i

* FREMENTIRELADENREE,
BEEARIB{UEAF M Storage Automation Store TEH NetApp JAIEER 4 EL,

INRFEAFHEREIMENRAGEL, ERIUEHRSNEZREER, EHEE WFA F1RR, wlalog XFRH#ETHX
TEFHRHBRIARATIRA NI B SLARIFAE o

HRFE=A"m

& B ATE OnCommand Workflow Automation (WFA) EHRE=Fr=m, Fla
Windows H#Y OpenJDK , MySQL #1 ActiveState Perl , Open JDK , MySQL &% =71
FoaSRELERE. MIhRZAE WFA 718, SIET MBI THEE =M.

4% OpenJDK

OnCommand Workflow Automation A 3z$F Oracle JRE . TELLhRZASH, OpendDK 1FEX
A& F Windows HY Oracle JRE . &R LATE Windows ARSS 28 _EHRHThRZSHY OpendDK
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for OnCommand Workflow Automation (WFA) . &R LUFHLEEFHARZASEY OpendDK
, LASREX Windows fRZ 28 E R RANEE,

B i3d WFA BRS328 88 Windows EIE AR,

&) LA B R4S R FIRE) OpenJDK ARz, fflgl, #ERETLIM OpendDK 11.0.1 F4RE| OpenJDK 11.0.2 , {BFEE
Ei#%M OpenJDK 11 EE#7E] OpenJDK 12,

g

- LEEBRBAFSHMERE WFA .

. ¥ R#hR4H OpendDK 11 (64 i) THEIBIFRS

. {8 Windows fRSZ#EHI &= 1E WFA ARSZ 2840 WFA $RERS .
. BT EBY OpendDK 11 hRASFREZEEIE L% Open JDK BYXX {3,
- M Windows ARZ51ZHI & B 5 WFA IRSS

—_

a A~ W DN

o

4% MySQL

&7 LUITE Windows AR5 88 EFRFRRZSHY MySQL for OnCommand Workflow Automation
(WFA) o Ea]UAREIRMARZAEY MySQL , LAFREX Windows ARZ588 22 RERE
=,

& ATTE WFA BRS528 LA Windows B2 RANPRF MySQL root B P BIZZHD,
()  awEFzE WRA42 ESIRAZE, MREHMHE MySaL , UAREH MySaL HERR.

1N T AR LU TR
* SR LIEEERRZASEY MySQL 5.7 i THR,
Han, EaIAM MySQL 5.7.1 F4&E) MySQL 5.7.2 6
* IBRBEM MySQL 5.7 4% ZI MySQL 5.8
TE
1. UBEGAFSHERE WFA 4.
2. BiEYRRAHI MySQL FHEIBRRS
3. f#H Windows ARSI & E LT WFA BRSS
° NetApp WFA #iEEsE MYSQL57
° NetApp WFA IR 25
. B MySQL msi Z4E LUAR MySQL A4k
- RRFER LRIHEATER MySQL &3k,
. M Windows RS #zH1E8 B5h WFA AR,

o o b
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H4% ActiveState Perl

OnCommand Workflow Automation ( WFA) 75 Windows _ERI1EIVkR ActiveState Perl
BoaEAE, o] LIFAREESEHRRASEY ActiveState Perl , LIFKEX Windows fREZ 22 F 22K
TFREE,

73t WFA BR5528 88 Windows BIEGIMXPR. ActiveState Perl A4 "R " Ak
WFA 5.1 {8 ActiveState Perl B9 Enterprise k7%,
BT LAM ActiveState Perl 5.26.3 AR EIERARAS, EIEARE ActiveState Perl B EEhRZS,
g
1. LBEBGARFSMERE WFA .
2. B ER#hRAH 64 {iI ActiveState Enterprise Edition 5.26.3 T& 2| BiF R %,
3. £/ Windows RS 1ZHI & ELELLT WFA ARSS:
° WFA $5#EE5 MYSQL57
° WFA iR55238
- MITHIEMRENE BIn RS £ SRThRASHY ActiveState Perl o
. ¥ C: \Perl64\site\lib XHFFHITE
. 1Bt EH L3R ActiveState Enterprise Edition o
C RRIETESE 5 T HRIEEDAY ActiveState Enterprise Edition BY \site\lib X543,
- £/ Windows ARS3#THI & E#EEN WFA BRSS.

0 N o o b

19 OnCommand Workflow Automation #UEE

OnCommand Workflow Automation ( WFA) ¥ iEEMNZHDEERASAEEIRENEFER
, BIELEBIERE, BAUER—RAHAERS EERAEDIHITIER,

BRZRE 2 REIZEEENBMEDHEREN zip X4, (IFLUATFIE: wfa_install_location/wfa-Backups o

WFA B]7£ WFA-Backups B RFPREZREFEENED, HIERIANFHERARHED. HEH WFA B, ARk
WFA-Backups B, MNR7EENE WFA BFR61EZE WFA $URENS1%, Nel LUER Bt ZN&mHTER.

MRERERFHEERUHAITER, BrRIUFohED WFA BUERE; Fli, MREESHEBIEN ZAFEK
NEE®

* BHEER WFA SiEE&MEREIZTIHEMAEE Shikds WFA BIRSE,

@ flan, WMRETEIET WFA42 WRGE LEIET &G, NWRERKSENERENETT WFA4.2 E
EhRAE R Yo

* EEAAMKE THITRMERERE, EREEER Web Ul &1 WFA $iERE,
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BEOERRAFRE
WFA $UEER S 81 WFA B &iE.

@ WFA $EE B B 2 7E AutoSupport #iEH; BE, /i WFA BFRMNERBHIEEE
AutoSupport #3EH,

MEER WFA #IRER, RAREREUTEI

* E3ET WFA REREISIZNERE R AR &R,
* IREBRNEELAFA UIMEESNRNAREREERE, NEENERXANEESR AP TR
* 3 WFA ZERFIE AP REFEERAN SO RIAR &R

M Web [ JP &1 WFA #U3EE

&aI LM Web [TJP &9 OnCommand Workflow Automation ( WFA) #3BE, HERE
DXHEHITEIRME, EFEEM Web ITJFHRITRERMD.

BRITILES, B RAEEERIEMITERE.

BEEMNABHN WFA AR A REI Web NP RATER. BEEMNAEN WFA BF JBERITTZS () 2k
=g

g

1. LEEBREMHEFE WFA Web BB F R,

2. BEHIGE Y, REE H#IP T, 2F  §HNERE "
3. BEHE &,

4. TEITFRRIEER, EE—MUIE, ARREXH.

£ PowerShell fiiZ<& 17 WFA $1EZ%E

MNBESREFZ (D OnCommand Workflow Automation ( WFA ) #3EREE, TJLUERRE WFA
ZE IR R PowerShell 7,

B HNEREEGARRE, RENEENENHEF R,
BXIFAER, BS M REST Mo

p

1. UBIBR AP ST Windows PowerShell , ZAR&f% WFA $iEE:
<wfa_install_location\wfa\bin\Backup.ps1> -User user_name -Password password -Path backup_file_path

° wfa_install_location ;&2 WFA £ B R,

° user_name EEIERAF, WM EHAFPNARS,
° password EEIEGAF, MM ENHFNERL,

° backup_file_path @& XHHNTE B R
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@ BRI zip X, HBRMEBALITEIN: wfa_backup_servername_.zip

* wfa_backup_ @XHRZMEEZR, EIERPIRS B,
* servername M Windows R3S 28H9IF1E h32EY,

_Zip EXHRBIEEED. ¢ ¢ \Program Files\NetApp\WFA\bin\Backup.psl -User backup
-Password MyPasswordl23 -Path C ! \WFA backups\backup 10 08 12

EhefE, BERUTMHEE: C: \WFA _backups\backup_1008_12\wfa_backup_myserver.zip o YiE&
DX GREEEREME IR,
EAFITARESD WFA 23BE

NREBFFEZ (D OnCommand Workflow Automation ( WFA ) #UERE, aJLUER WFA &
EEREMIEY WFA 5217 mE (CLI) »

AT ERMENHEE:

* TEED
* EHAED

ERmLITRESEN (T8) WFA HiEE

A LAERR WFA a5 1758 mE (CLI) ¥ OnCommand Workflow Automation ( WFA )
BIBRERITEED,. EBEMF, BEH WFALEEE, WFAREMZEIA.

AR B0 AP BRI,

EEEAERIRER, ENFER RESTAPI IITIEM. 2 WFA QR TFHRIEHEBIENEN, ERaEERa<TRE
BIE&ED.

BXFMER, BSN REST XH4,

g
1. £ Shell 2T, SAE WFA RSS2 LML TER: WFA INSTALL location\WFA\bin.

wfa_install_location ;@ WFA £ B R,
2. &1 WFA $RiEE:
" \WFA -backup -user=user [ -password=pass] [ -location=path] [ -full]

° user 2HMAFNAFR .
° password =& {7 F K,

NRAKRIRMERD, NMAATEHIIR RSN EZ Do

° path @& XHHTER R,
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3. Wit&EMXHESEAEEMNERE,
ERBLITRESEN (FH) WFAHERE

e UER WFA <17/ E (CLI) EHIFE OnCommand Workflow Automation  (
WFA) #%iEE. &M H, R&&%M WFA #iEE,

B MBEEEGAPERE, RENEREHENAFXE.

TR MRS, ENEEA RESTAPI SIZ2iH &M, 2 WFA QR TFHIERBEN, EREERM<ITHRE
BIRE

BXEFAES, BS N REST XXH,

B
1. 7 Shell {27k, SA1E WFA IRS28 LRI FER: WFA INSTALL location\WFA\bin.

wfa_install_location ;8 WFA £ B R,
2. &19 WFA $iEE:

* \WFA -backup -user=user [ -password=pass] [ -location=path]’

° user EFIMAFPNAR S,
° password &7,

NEFIZETRT, MAFIE ISR N,
° path 2&MHHHN5EERKZ,
3. TSR EEIEEE M B AR,
{EF REST API &7 WFA £3EZE

el LIER REST API &149 OnCommand Workflow Automation ( WFA) #UEZE. R
WFA 5 7] B IR h b FHPEEZE T, AT LUER REST API 12T IIN&E D EF
BEERERRZHAEERG<ITHRE (CLI) fIEEM.

N2t B p &4

* TEED
© EHAED

{£F3 REST API % WFA $UEREHITREEH

&e] LAER REST API % OnCommand Workflow Automation ( WFA) #iEEHITEE
Fin. E=EEDH, BEMD WFAEIEE, WFABEEMZEER,

T A E EIE e TR,
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-
1. 7 Web %28 HALLT URL : ~ WFA BR$328 /rest/backups BY https:/IP #iiik?  full=true’

BXIFEAER, BE REST X1,

f£F8 REST API EHI& 19 WFA $UEE

@a] LIER REST API EEAE {9 OnCommand Workflow Automation ( WFA ) #3EE.
EEH&EMDH, RS&END WFA #HERE,

B MBBEER, KAMEEHNEE,

7
1. 7 Web N5 28 HIALLF URL : ~ WFA server/rest/backups BY https:/IP #itit

BXBFEAER, BZ REST X1,

1R [FE OnCommand Workflow Automation #53EZE

BB OnCommand Workflow Automation ( WFA) 33EESIELRRAKEEISENEF
&, BiELERIIERE,

* ER WFA SR RHRER S /T WFA BUER
* BREER WFA SiEEE(IEREIGITHERRASHESHRA WFA BIRS.

f5lan, WMRETEIETT WFA42 WRF LEIET &, NWRERSDERENEIT WFA 4.2 RESRAEIR

ZJLo

* ERIRIESTRE, WFA SSLIEBRERNEN AR SSLIEFH.

* EREEHRAE], FEXN WFA SIEENEERTEENERESE, HRIUERIIFENS
A AR R ER,

() - Tk web Ul QLTRSS
TERMERE ERE], EBREEFERA CLI 575k REST API 2E &M FIER WFA 3R,

R WFA ¥
o] LUR R SeR1 #2519 H9 OnCommand Workflow Automation  ( WFA) #3EEE,

© BB RIE WFA BUEERN&E 1.

© MM E BB AR INERE.

* IR WFA $iRE R S e sdEE.

* SRR WFA BURES(IEREE1THERZESRZT OnCommand Workflow Automation BY %4t

40


https://IP

a0, WNRETEETT OnCommand Workflow Automation 4.2 IR FRIE T &0, NMREEEEUEEE
i&1T OnCommand Workflow Automation 4.2 S{EE S iR 2SI R 55,

p

NEERSMHERE WFA Web EIFZFF RE.

BEIRE Y, AREHEP T, BE &ONER .
B R

TEFTHRIEES, 78 WFA &0 X, AREE 7 S
BEHEER",

—

a > W DN

ERILEEERRNAR LT BINEERTEME, FINBEX IIERIEITIER.

ER<ITHREIRRE WFA $UEE

ERMERRIE], EMREEIRERY, EoLERG<ITRE (CLI) #FFE OnCommand
Workflow Automation (WFA) #IBRFEUNGEIRMNSZFLE, IFHNEE SIEHE
iRl HTTP #8ESH SSL EF.

AU @i B AT R -
* TR
* EHRIR
ERMLITRELR (5T8) WFA HiERE

A LMERSS1THRE (CLI) ZeIAE OnCommand Workflow Automation ( WFA)
HIEE. EREXRFEP, EoILURR WFA #3RE, WFA BBEMNZEA,

* B LIE WFA BURERE S
* BUABEE RN ERE.

S
1. 7 Shell IR/, B3 WFA BRS385 EMILITBER: wfa_install_location\wfA\bin

wfa_install_location @ WFA R B R,
2. JUITIRIRIRIE:

wfa.cmd -restore -full -user=user name [-password=password] [-location=path]
-restart

° user_name BEERHEMWITAFNAF S,
° password &/ EE,

SNRARIRMETED, NATIE H IR RSN E o
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° path @R HHTER R,
3. IR RIRIER BRI WFA 2ERIiAIE),
FRBGSITRAEmER (BM) WFA #HiERE

o] LUIER REST API EHAIRJRR OnCommand Workflow Automation ( WFA ) #U3EE,
EEHRESR, EREEED WFA HIERE,

* B IR WFA BURERE S
* BUTAAEERRE, KENEENEDRFRE,

g
1. 7£ Shell {T/RfT4t, SME WFA BRZ25 ERILITER: wfa_install_location\wfA\bin

wfa_install_location & WFA ZEB %,
2. PITIRIRIRIE:
wfa.cmd -restore -user=user name [-password=password] [-location=path]

° user_name EEBIERHEMTAFNBR &,
° password &/ %L,

MBI, MAFIE ISR N,
omm%EEK#m%¥E~%%

3. WIERRZER T INA KR WFA & 8]ih18).

{#H REST API X /& WFA #UERE

&o] LUIER REST API 3XJ&2 OnCommand Workflow Automation ( WFA) #3EZE. 1T
fEEEi2HAE], AEEEAG<ITRE (CLI) BFE WFA #IEE,

LU 2FfhRE TR
* ERER
* EHIERIR
£ REST API AR (58£) WFA $UiEZE

o] LIER REST API 5223 J]2 OnCommand Workflow Automation ( WFA ) #GEE,
T_Tcé ;f;}/_\l:':l ) ;@7\71«]\ ;f:}_ VVFA 31&]:&,_‘_) VVFA EE%*D ffﬁo

* BAIE N WFA BUEERIE zip &
* B AR EE AR TR,
* IRBAEIBRESE PERSIERE, WATHRITREER,
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TR

A WDN

. £ REST EF s 284 AN LU URL : * WFA server/rest/backups B9 https:/IP address ? full=true’
- EEHOEOF, ®E R A

- TE ¢ BRME * TMHISIRA, EF  ZEHEX ¢,

TR X FER, WAUTER:

a. 7£ * WAKE * THIFIRDP, 1EF ~ LM/ REHIE
b. 7 * FREE * THIFIRF, &EHF * . 1SO-8859-1%,
C. £ * XHE * FEA, BANEIRHERFENEMDXHNET,
d. B~ R
e. & zip FINXHIIE,
S 2 wfa_install_location\wfA\bin B R, AREHBE WFA RS
EHE5h * NetApp WFA #8348 * 1 * NetApp WFA Server* AR55:

WFA -restart

FIERRIRER T I IAR WFA B & A 1A1R)

{8 REST API iR (E#) WFA $#iE%E

1R

JA%N

3

A LI{EA REST API TEHAIAEE OnCommand Workflow Automation ( WFA ) #U3ERE,
EHAREREH, EREEEERE WFA 3ERE,

* BB N WFA $3EERIZ zip &7
* B AR EE AR TR,
* IRBAIBRETE PEREERE, WATHITEEER.

p

A w0 D

. 1 REST B g5 280t N LU URL : * WFA server/rest/backups BY https:/IP #bit*

EEMEODR, %EFE - &% * Bk
£ * ZpF * THIFIRA, EF < ZEHIEX *,
£ X FERB, BAUTER:

a. 7£ * WAKE * THIFIRDP, &%~ LM/ REHIE

b. 7£ * FREE * THIFIRAF, &EHF *. 1SO-8859-1%,

C. £ ™. XHE "™ FEBH, BEMNXHHZFFHAT backupFile o
d. B~ R

e. %R zip BN XHIMIE,
S 2 wfa_install_location\wfA\bin B R, AREHBE WFA IRSS:
B RIRERT IR WFA @& A AR,
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https://IP

BEAREHECENEER TN

NREIE T £ OnCommand Workflow Automation ( WFA ) BRSZ28ZEHREICIZNE
BREAFPHNERE, N UEEIEE,

s B EBRE WFA B Windows R EIE R AR,
* WFA RSB IETEIETTo
* IHREP B (NEEBT WFA REHFEIIZMNEIE R B NER,

EARREEER WFA REZ REIZHE M WFA B2 AR,
* HIRED IR FR98H SRS B BRI ERES,
BRI N EEIIRICHVER, NEXEETEM WFA AR REEED,

p
1 I TAGLRTHEHESMEILTER: wfa install location\wfA\bin\

2. AN a<:
wFA -admin-password [-password=pass]
NIRRT LPIRMEEN, AT LIRS NERD.
3. FEM IR AT, RRER LAHPAEEEERTT,

F A\ OnCommand Workflow Automation A&

Al LS NBF AR OnCommand Workflow Automation (WFA) RZ, BIM0T{ER
, BRENGS, BXAUSAMEM WFA RESENRES, MEEBIMEEIES WFA
gzﬁmmau&w@, £13E Data ONTAP PowerShell TE %] Perl NMSDK THE

* BRTERGHRESNE WFA BB
* BERANRABQBANEAIETIHEMRAHEAMA WFA RS L8,

a0, MREIEITHR WFA 2.2 , MIFTESNER WFA 3.0 IR,

* ImIBEIBTE N-2 FRASHY WFA EFEAHMANBSANE WFA 5.1 |,
* YNR .dar X5 7T NetApp INERIRA, MHATFN NetApp INEHIARRE,

NetApp IAEBIRARE T M Storage Automation Store T, EHNMBEZINHF B XXALFRIIE BT EPN
BEXK,

B
1. 38T Web RSB ERE WFA,
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2. 8EHERE Y, AREHIP TRESAIER
3. BV EEXM * LUARES NN dar X, ARRE* SN,
4. ESNHIIFIIEER, BEHE * o

c HEXER

"NetApp ftX: OnCommand Workflow Automation"

£ )\ OnCommand Workflow Automation AR =EEIN

SENBFPEIENAZS, MB—1 OnCommand Workflow Automation ( WFA) LZESH
MRS MEEBIMEEIES WFA X THARNEY, A0 7 BRFELFEEI,

* WFARBE5EFAR dar X, HEFTUEEEMAKTAFPIENSBRBNIIER, TikE, oM
HAEFRED.

* M dar XHEFARBE LG, SANRBESLENFNIEREEH,

B0, fRig WFA BRS328089 A KRB DIIER WF1 F WF2 . INSRRGEF A RV TIER WF3 # WF4 &
NE| WFA iRS528, WSNG, £ ABESITHERWF1, WF2, WF3H W'F4,

* IR dar XHFESEHEKE, WS5REKEMNNEFRREEIER.
NREFRARBHER, W wlalog XEFFRIER—FEIRHER.

* WIRSNBY dar XK T WFA BRSS B ARFERAE, W WFA SEHME RS #ERE LBFTE K
FK Ro

° MNRERD—P RSN LA ERBAREEILAR, SANBREHARTREIRES.
LEFEIRE B RME T NRE R KX R TN R RN EANFEES.
° !}E%ﬁﬂ%’l‘iﬁkﬂ’ﬂ%"ﬁﬁ&zﬁﬁﬁ%aﬁﬂﬁ, NZ2R—MEXREFLERERMIEE, HTmS

AR LECIFAR(E B IERE wla.log XHH,

* IR 2 FHE R AAIXE] WFA #1X
° M WFA X FEIERAR
° BRIEMBEENX WFA AR
° BIEXE WFA BE

T % OnCommand Workflow Automation &3t
Ra] LI3EFE OnCommand Workflow Automation ( WFA ) RIELI4EIR WFA RiEHR e %0

RME— WFA #BEZREH. a0, SR WFA 22 M Windows 2012 ARS528:F %5
Windows 2016 Bg5583,

* REEERES WFA BURERANRES B KEIB I HMARS SN, A RIHITIE WFA .
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* WFA #iBFEREA =1EF WFA ZH,
* X WFA ZEER21FH SSLIEF,
IR EDS B BERIIA WFA RERRZ,

NRETEREMBER TEROAMLE, WAHEAEREH WFA ZEIRZ,

TR

—_

> W DN

10.

© N o o

LB R S0EE Web J|¥a28i51a] WFA .
19 WFA ¥R,

£ WFA fr5328 LT A SRR HBERER WU TIE: ¢

E TR T o< LR EUREEA:
wfa.cmd -key
1B T BREIEEER.

EE WFA .
TEFMRRG LRE WFA,

TEH WFA IRS388 EHT A SRR, HRRERERNUTUE:

Files\NetApp\WFA\bin

FE TR T RRMNU T UAREHIEEEA:
wfa.cmd -key=yourdatabasekey
THEIREEZ AR ST Taif WFA ZEHiE THER.

MERIEZINE TR WFA BUERE,

\Program Files\NetApp\WFA\bin

c . \Program

E1Z; OnCommand Workflow Automation

1R

18N

B LLEER Microsoft Windows F2F A IHEEEIE, OnCommand Workflow Automation  (
WFA) &

p

1.
2
3.

ERAEEEREANENMKFERE Windows .

BE FERER * > IZRIER * > * EHIER - > * ZFFI0EE o

IR U RN 2 —ENE WFA :
° J%&3E * NetApp WFA* FHE T * HE *
o APEEE * NetApp WFA* HiEsE * H1% * .

4. NREEIIRETH Z B LEMEN, EM Windows ARSZIZHI&1FLE * NetApp WFA Database* RSS, RS
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&IE OnCommand Workflow Automation SSL jF$

e LIS 2RIA OnCommand Workflow Automation ( WFA) SSL IFREfRNBESZIEH
FEIEPRMANE (CA) FRABIEH,

AIARIB R WFA SSLIERRETE WFA RERFBIEMB. AR, SRR RFNERRERNINER. WREE
FRHRIFRIABERIEHHE CAZZBIES, WATFEIN WFA SSLIERERAERNES,

B 2RIABY Workflow Automation SSL if$

NRIFPE I HAS BIEKIEBRIEKER, AT LA RERIAAY Workflow Automation  ( WFA
) SSLiE#,

B 3d WFA BRs528 88 Windows EERANIR,

LR (RS IR R ERAGA WFA RERRZ, MREELREMBIERTAIAMIE, NWAERBEX WFA ZER
1R

'ro

B
1. WBEBRAF SHERE WFA 4,
2. {EF Windows fRSZ1THI &= LELUT WFA ARSS
° NetApp WFA #iEZE
> NetApp WFA fR5528
3. MELTIEMIPR WFA keystore XX {4 :

" <wfa_install_location>\wfa\jboss\standalone , configuration\keystore’

4. 7 WFA IRS328 LT H & SIR R, RAERKERERNLUTUE: <OpenDK_INSTALL_location>\bin

S. FRENFIBEZSA:
keytool -keysize 2048 -genkey -alias "ssl keystore" -keyalg rsa -keystore
"<wfa install location>\wfal\jboss\standal\configuration\keystore\wfa.keystore"
-validity xxxx
XXXX TEHTIE BB MHIRI R 2

6. HIRREY, BIRMERE RUATBHMESE)
FRINZE D 2R £ BN ZE 2R,

ERIEOABRDHN EHITHE., BRBAIREXERND BHITIRE "WFEEWFA5.1.04 ESITEERIE
:Bu

BERAHENE. BIRBAIREXEFNSBHITIRIE "WAEWFAREMZAERZERE, "

7. BWIEBRFTRIFAER.
8. TEEBTHIER, ARWARE
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9. HI LA T HERZ * Enter * :  Enter key password for <SSL keystorage> <return if same as keystore
password> ,

10. f&EF Windows fRSZ1EHI B EFH BT WFA ARSS.
79 Workflow Automation SiZ2IFBEZiFK

B LLTE Windows HFEIZBIFBEZIEXK (CSR) , LUEFEHBIFEMANE (CA) &
ZH SSLiEH, MmA=E Workflow Automation ( WFA) BIERIA SSL iFF,

* AR WFA ARS5288 B8 Windows B SR,
* BB R WFA RRIHBYEIA SSLIEH.

IRED R OB ERAA WFA RERRZ, MRERFEMBIENR TN, WATERBENX WFA RERKZ,

1. WEERRAFSHERE WFA 4,
2. 7 WFA BRS 8 LI AGSRTR, ARRKERERNUTUE: + <OpenJDK _install_location>\bin
3. B CSR :
keytool -certreqg -keystore
wfa install location\wfA\jboss\standalisatel\configuration\keystore\wfa.keystor
e -—alias "ssl keystore" -file C ! \file name.csr
file_name & CSR XHHI& R,
4. HIVRTREY, EIREEE FRIABBIIERD) .
ARINZE D 2R £ BN ZE 25T,

ERBFOANBRDHN EHITHRE., BRBIIREXERHNDS BHITIRE "WFEEWFAS.1.04 ESITEERIE
:F!;u

BERAMZE. FRBAIRENEPHNS BIHITIRE "WAEWFAR S EAENHR D, "
3. ¥ file_name.csr X &IXE| CA LIREXE B+,
BXFMES, ESN CA Wik,

6. M CA THIEEH, AEBHEIIPSNEZHE. keytool -import -alias "ssl keystore CA

certificate" -keystore
"WFA install location\WFA\jboss\standalonate\configuration\keystore\wfa.keysto
re" -trustcacers -file C ! \chain cert.cer

C : \chain_cert.cer @M CA WREIRISEIEE XM, LSRR X.509 #&3o
7. FAM CAEIMZEZIEH:

keytool -import -alias "ssl keystore" -keystore
"wfa install location\wfA\jboss\standalonate\configuration\keystore\wfa.keysto
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re" -file C . \certificate.cer
C : \certification.cer M CA WEIAIFEIE B4,

8. BEILLT WFA BRSS!
> NetApp WFA iR
° NetApp WFA IR 25

E1E Perl 1 Perl {&21R

OnCommand Workflow Automation (WFA) X#FERA Perl SHRITIIERIZE. TZ
WFA B, &1 WFA IRS 28 FZEMAE ActivePerl 5.26.3 » &R ALEMEZE H% Perl
P& KRF Perl 1R,

BT ActivePerl 24, R% WFA BHEA RS NetApp 5 BB SDK AR Perl #81k, BEMMHAIT Perl #%
, BEER NetApp ZEIEM SDK Perl 83k,

BOE EIE Perl 9 &hR

ZINBERT, ActivePerl fE OnCommand Workflow Automation ( WFA) —ie&EE, il
REFERS—1 Perl D %&hR, IR EE Perl 53 ZhRECE J9ER WFA o

B INETE WFA BRS5 28 L REFRFER] Perl 73 &hRo
TR REENHE B R RIAR ActivePerl 23, EATTERIRRUEREE L Perl hitdso

p
1. 77 Windows ZREIEBRHSMEIUTER:

wfa install location\wfA\bin\
2. i ps.cmd X1

HEBPREFTH PowerShell 85 1TRE (CLI) 17T, HAPEME ONTAP 1 WFA 1R3R,
3. FERTR, WAUTARA:

sET-WfaConfig -Name CustomPerl -PerlPath CustomPerlPath

SsET-WfaConfig -Name CustomPerl -PerlPath C . \myperl\perl.exe

4. HIRREY, EXMED WFA BRSS.

EELRRER Perl i21R

& AT LIfEE ActiveState Perl X481 &1E2s (PPM ) BIRULA4FER Perl 121k, EA7m
£ OnCommand Workflow Automation ( WFA) ZIEEHRZINLEILSE R Perl &R
, LUBESRTE WFA AR ERIEIMER Perl #&1R,
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£/ PERLSLIB IFIET =2, EAJLUE WFA BRSS 23 LR Perl fEREZRECE AR Perl 23R,

FUIHREZ R B, BAPKEE c . \Perl BIAF X REIAA Perl IBIRIFA—1RGl. EF WFA BIRZMIFRIL
BRK, ErUEERREHFR WFA FEEFERLXI,

HIE
1. ¥ PerL5LIB PR T 218 B N ERE Perl iRRAUE,

c ¢ \>echo %perL5LIB%$c . \Perl
2. fff PPM Area list IRIF Perl iRRXIFHEE RIEK

C . \Program Files\NetApp\WFA\Perl64\bin>PPM [XiF%FlZ&E

- 1

| name | pkgs | 1lib |
| i i

—

| (user) | n/a | C:/Perl |
| sitex | o | c:/Program Files/NetApp/WFA/Perl64/site/lib |
| perl | 229 | C:/Program Files/NetAPP/WFA/Perl64/1ib |
1 ] ]

S—

3. f£F ppm area init user #J¥A1K Perl {#IRX 1,

C . \Program Files\NetApp\WFA\Perl64\bin>PPM Area init user

Syncing user PPM database with .packlists...done

4. {£F PPM Area list JOIF Perl HRKIFZ T EHIAK,

C . \Program Files\NetApp\WFA\Perl64\bin>PPM [XiF%FlZE

L

| name | pkgs | 1lib |
| | I

—

| user | 0 | C:/Perl |
| site* | 0 | C:/Program Files/NetApp/WFA/Perl6d/site/1lib |
| perl | 229 | C:/Program Files/NetAPP/WFA/Perl6d/1lib |
| ] ]

_ 1
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o. AP RETFAEEFH R EF RV &

a. {8 pPM repo add ANINPREMITEERE,

“ ¢ : \Program Files\NetApp\WFA\Perl64\bin>PPM repoadd http://ppm4.activestate.com/MSWin32-
x64/5.16/1600/package.xml’[]

Downloading ppmé.activestate.com packlist...done
Updating ppmé.activestate.com database...done
Repo 1 added.

b. {5 pPM repo list WIEREERMPAERTFMERE,

C . \Program Files\NetApp\WFA\Perf64\bin>PPM repo list

- 1

| id | pkgs | name |
| i i

—

| 1 | 17180 | ppmr.activestate.com |
1 1 ]

—

(1 enabled repository)

C. (M PPM install REFFEN Perl &R,

C . \Program Files\NetApp\WFA\Perl64\bin>PPM install try-iny -area user

Downloading ppm4.activestate.com packlist...done
Updating ppmé.activestate.com database...done
Downloading Try-Tiny-0.18...done
Unpacking Try-Tiny-0.18...done
Generating HTML for Try-Tiny-0.18...done
Updating files in user area...done

2 files installed

d. £ ppm area list HIAEZREFRER Perl &R,

C : \Program Files\NetApp\WFA\Perl64\bin>PPM Xi%lzR
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| name | pkgs | 1lib |
| | |

| | |

i

| user | 1 | C:/Perl |
| site* | 0 | C:/Program Files/NetApp/WFA/Perlod/site/1ib |
| perl | 229 | C:/Program Files/NetAPP/WFA/Perl64/1ib |
| ] ]

_ 1

[

& E ActivePerl &3

ZEE WFA BY, ActiveState ActivePerl %37 OnCommand Workflow Automation  (
WFA) RS2 L, $1T Perl (S FEE ActivePerl » TIRTLEEFRM WFA IRSZ 22 HH
ActivePerl , Z{F& ActivePerl ZEBIRIR, MRILUIFEHEE ActivePerl 23,

g
1. ERALUTEDLZ — &1 WFA 3R
° WFA Web [P
° PowerShell fizs
2. H# WFA
3. RECHEHFM WFA kA,

T WFA RIS &% ActivePerl o
4. JEJE WFA ¥3REE,

ERAILEBERRAR LT BINEERTEME, FINBEX IIERIEITIER.

X B M B B [R) e T T R HEER

A LA L RFBEZE OnCommand Workflow Automation ( WFA ) BYAJgE& £y o) 2
1THUPEHERR,

T&35FTF OnCommand Workflow Automation ZRT1H

MNBEBLET Net3.5, M=EITZE Internet 5 2RSS ( Internet Information Services
, 11IS) o IS 5 WFA fERMI%O 80

HRTE WFA RSS22RMIFRT IS BEHEART IS,
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ToiA1E WFA FiZ5F Performance Advisor 281

WMRTETE WFA FEEZF Performance Advisor #(3E, (& M Performance Advisor $1E]&
REHIERK, MEHITRELEREX R #H1THREHBRR,

* 7£ WFA 523 Performance Advisor B2 & HEIETRERY, 1BHREREEREE VD EE GlobalRead fEH Active
IQ Unified Manager F3 P HY$E4E,

* £ WFA 53§ Performance Advisor ECE REIETREY, 1EHREIEE IEMMHO,

ZRINER T, Active 1Q Unified Manager /%0 8088 #1T HTTP &%, {FMRin 8488 #1T HTTPS &
%

* 1R Active IQ Unified Manager fRSS 25U EE 14 BEERIR,

OnCommand Workflow Automation (WFA) 7T Windows 2012 R ~EHE

ANRIEEIHM Adobe WL T FH %% T Adobe Flash Player , NIAJRE2ER—1NEHR
o IEABERINTEHMEE Flash Player , FIAES Windows 2012 HRY Internet
Explorer #i487E—#C, Flash Player B9 #TiEid Windows EFi#1TRE,

MREPIMTHHRET Flash Player , MAITRITUTHE:

S
1. EE B %% Flash Player o

2. 12 Windows H1, 1T7F * BRS5EREIRER * > * AMARSS R * > * MEMIHEE * > * £S5 *, ARERE * FNAE
MINEE * o

S IEAIMAENIiEERSSH, B Ik > B REMEMIEY * , & KEER ©, AFTRANL

BEo
AINKREAEIE R Flash Player 7 1%] Windows i,

4. EFRBED Windows o

OnCommand Workflow Automation BYFE3% 31

Ib5h, FH E MO T AR #BY &S S a0{RI % OnCommand Workflow Automation  (
WFA) RESBUITESLNEE,

Hith&E &0
NetApp #tXHH Workflow Automation FERME T HthFSIER, SFEUTHREA:
* * NetApp #t[X *

"NetApp #t[X: Workflow Automation (WFA) "
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