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el LUBERIA OnCommand Workflow Automation (WFA) SSLIFHERNBZZIEH
FEIERM AN (CA) FRABIEH,

FINVBEZ R WFA SSL IEHZ27E WFA ZEHRE A Y. FRE, LaZENIEBEERAIMER, WREME
BRRIFFABERIEPEH CAZRZIIIER, NATUREERIA WFA SSL IERBER A ERIIEHR,

EIRERIAHY Workflow Automation SSL if$H

NRIFPE I HAS BIEKIEBAIEKER, AT LAERERIAAY Workflow Automation  ( WFA
) SSLiEH.

BRI LEET WFA B Linux R4 E A root iR,

IRAED IR R EEARIA WFA ZREE 1R, IIREEREREER T ROMIE, WAMERBEX WFA R

=0

B
1. A root AP SHERE WFA A1,
2. 1 Shell I~ fT4k, SMEI WFA RS2 EHILIFER: wfa_install_location/wfa/bin
3. {=1E WFA $EEMAR S5 28 ARSS |

"o /WFA -stop=WFA
"o IWFA -stop=DB"

4. MULTFAIEMIBR WFA keystore 3Xf4: wfa_install_location/wfa/jboss/standalone / configuration/keystore o
5. 7 WFA fR5528 L3 TFF Shell 1875, ARIEERENAUTAIE: <OpenJDK_INSTALL_location>/bin
6. SRENBUEEZA:
keytool -keysize 2048 -genkey -alias "ssl keystore" -keyalg rsa -keystore
"WFA install location/wfa/jboss/standalon/configuration/keystore/wfa.keystore"
-validity xxxx
XXXX EHTIE BB MHARI R 2,
7. BIIEREY, BRMEEE (RUABRBHHESL) .
FRINZE D 2R £ BN ZE 2R,

ERBEOABRBRHNEH TR, BRBRAIREXEFND B#HITRIE "WREWFA5.1.04 LS TEERIE
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BERAHENL. BIRBAIREXEFHNSBHITIRIE "WNAEWFAREMZAENRER, "


https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/?title=Advice_and_Troubleshooting%2FData_Infrastructure_Management%2FOnCommand_Suite%2FHow_to_renew_the_self-signed_certificate_on_WFA_5.1.1.0.4%253F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_update_a_new_password_for_the_keystore_in_WFA

8. WNIEBHFTRIFAES.
0. EEBTMER, ARWARE.

10. BIMLLTEEBSIZ * Enter * . Enter key password for <SSL keystorage> <return if same as keystore
password> .

M. EFBsh WFA BRSS:
"o /WFA -start=DB’

"o /WFA -start=WFA"
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f&E]ATE Linux PEIBIERETRIBER (CSR) , UEFRARIERMANIYE (CA) ERH
SSLiFPH, mAIE Workflow Automation ( WFA) BYZRIA SSL P,

s WA RET WFA B Linux 242 A root MR,
s BATE B WFA 1289 ERA SSLIEH,

LR (RS IR R ERAIA WFA RERRZ, MREREEELRTIINREZ, WBFTERBEEX WFA ZERZ.

gl
1. B root AP 15 FE WFA 1.
2. 1 WFA BRZ523 E4T7F Shell 1277, ARBBERFERXAUTAE: <OpenJDK_INSTALL_location>/bin
3. Bl CSR Xff:
keytool -certreq -keystore

wfa install location/wfa/jboss/standalon/configuration/keystore/wfa.keystore
-alias "ssl keystore" -file /root/file name.csr

file_name =& CSR X#HIR R,
4. HIRTREY, EIREEE FOABBHIED) .
ARINERD EREMN A BRI 25T

EREIECABRHN EHITHRE., BRBRANIREXERND BHITIRE "WFEEWFA5.1.04 ESITEERIE
:E;u

EERAMENE. BRBAIREXEFNSBHITIRIE "WETEWFAR B R AENRERE,
5. ¥% file_name.csr X &IXE| CA LERERERIEH,

BXFHER, BESI CA ML,
6. M CA THIEIUES, AERKIHIBSANIIZHAE:

keytool -import -alias "ssl keystore CA certificate'"-keystore
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wfa install location/wfa/jboss/standalstandalon/configuration/keystore/wfa.key
store"-trustcacers -file chain cert.cer

“chain_cert.cer' @ MCAEIBIEEIE B o SRR A X.509 1820
7. SAM CAEINEZIE+H:
keytool -import -alias "ssl keystore"-keystore

wfa install location/wfa/jboss/standalon/configuration/keystore/wfa.keystore"-
trucacerts-file certificate.cer

“certification.cer &2 MCAUWREI R SEIE B X4
8. B&h WFA IRS3:
*o IWFA -start=DB’

"o /WFA -start=WFA’
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