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1%& OnCommand Workflow Automation

L3S OnCommand Workflow Automation (WFA) f&, M ZINEEEIRE. &
Jfe] WFA , EcERF, EEHIER, BEEIEUMEE WFA,

j5ia] OnCommand Workflow Automation

BRI UM BEMNGAIE] WFA IRSZ28RVERIR AT Web Y| $5281517) OnCommand Workflow
Automation (WFA) .

EME 7 Web 5284 Adobe Flash Player .

B
1. #T7 Web J%28, ARTEMUE=ZFRIMAUTREZ—:
o * + https://wfa_server_ip+

wfa_server_ip & WFA BRSS2809 IP it ( IPv4 2% IPv6 Hitit) Si5E2fREEEZ (FQDN) o

° YNRE/E WFA ARS388 Eifia) WFA ©  https://localhost/wfa” 1R B WFA IEEIEZNAIRO, NHAE
EmOS, WTRFR:

o * + https://wfa_server_ip:port+

° " https://localhost:port’ port @ EERZEHAEIFAT WFA fRSS288) TCP xS,
2. TEREOF, WACEREHREMANEIER AR EE,
3. L HIgE * > IRE F XEH, KEFRIENHER,
4. ¥ WFA Web EFZFE P REANEI BT @I,

OnCommand Workflow Automation #3E;&

OnCommand Workflow Automation ( WFA) ¥t MEHERIRENEVEIBHITIRME. IRET S
FRRZ<HY Active 1Q Unified Manager #1 VMware vCenter Server {ERTRE X A9 WFA $3E
TREE, EIRESURRELHITEREREZRI, BT BIE X BEIRERIEE,
HIERR— M RIESIRLSN, BESHEMIEREENBIERNRIERE. fla0, FIRFERILES Active 1Q
Unified Manager 6.3 #E/RIEEAY Active 1Q Unified Manager $03EENERE, EXFIENSIEREERE, &)
LR B XEIERARINE] WFA 1,
BEXFEXEIERELENFMER, BENEREMR.
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& wiZifE DataFabric Manager 5.x E8IZ— 1M 4UBERF, 7 8EECE X OnCommand


https://wfa_server_ip+`
https://wfa_server_ip:port+`
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix

Workflow Automation B DataFabric Manager 5.x #{EZER 27181 R,

BT 7E Windows Ei51T ocsetup KA EEIEZERF

&I LATE DataFabric Manager 5.x fR5528 L1517 ocsetup X1, LUBEZE X OnCommand
Workflow Automation B DataFabric Manager 5.x #3EER 2L R,

S
1. ML E¥ wfa_ocsetup.exe X4 T # E| DataFabric Manager 5.x fR$S23FPHIBE R

https://WFA_Server_IP/download/wfa_ocsetup.exe.
WFA_SERVER_IP & WFA ARS3288Y IP #thsit ( 1Pv4 3¢ IPv6 #itlh) o
SNRHA WFAFETE 7 IFER AR, MAMEEU FiwOS:
https://wfa_server_ip:port/download/wfa_ocsetup.exe.

port BIEELEEHAB AT WFA iR$52387 TCP iwH S,

NRBISRE IPv6 Holk, MAIUEEBSIESIERER.

Wi wfa_ocsetup.exe X1,
FIRIgEMSPNER, ARRE* T—F
FLEHFEN OpendDK i &, REEE* T—F *,
BNAPZ2HNEBEUESRINERE.

a >~ W Db

ItEBY & B — AT 17 DataFabric Manager 5.x $X3BEEAVFT SR ER F K
@ MRFEIBAFIK,, WERARINERE. HTFE2EE, SUAeB— 1 APKF,
6. BF * T—¥ * HEBER
1 8EH =%, ARBEE T TRRF.
IBIZTE Linux £iZ1T ocsetup RECEFIEZERF

& 0] LA7E DataFabric Manager 5.x fR5528 _£i51T ocsetup X4, UECE X OnCommand
Workflow Automation B DataFabric Manager 5.x (B8R 27 181F% R,

TE
1. ERIHPER UL T 98 wfa_ocsetup.sh X4 T £ E| DataFabric Manager 5.x fR$528 FHEBER:

* wget https://WFA_Server_IP/download/wfa_ocsetup.sh’[]
WFA_SERVER_IP & WFA ARS323R9 IP it (1Pv4 3¢ IPv6 H#idlh) o
NRFA WFAFEE 7 IFE AR O, MAREEU TimROS:

" wget https://wfa_server_ip:port/download/wfa_ocsetup.sh'[]



port BIEELEEHA 8 T WFA fRS32809 TCP IR S,
WMREISTE IPv6 ik, MATUGE RS IESIERR,
2. E&REEPERA TSI wfa_ocsetup.sh XEBR AR HITXE:

chmod +x wfa ocsetup.sh
3. ERIGHPMNUA T L LUSTT LRI :
"o Iwfa_ocsetup.sh OpenJDK_path
OpenJDK_path & OpenJDK HYE&TZ,
[opt/NTAPdfm/java

KirPRERU L, RRIKERY:

Verifying archive integrity... All good.

Uncompressing WFA OnCommand Setup.....

*** Welcome to OnCommand Setup Utility for Linux ***
<Help information>

*** Please override the default credentials below ***

Override DB Username [wfa]

4. MANBFPZMNEBUEEIRINEE.
LA S A7 — ] 317] DataFabric Manager 5.x 0B ERFHEEER K,

(D mmFomBRKs, NAERRASE, HFREER, CARNR— M APIKE,

KiFPRERU T L, RRIRERD:

**x*x*% Start of response from the database ***x*x*
>>> Connecting to database

<<< Connected

*** Dropped existing 'wfa' user

=== Created user 'username'

>>> Granting access

<<< Granted access

**x*x*x End of response from the database ****x*

* kK kK End Of Setup * Kk Kk k Kk
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EATTE OnCommand Workflow Automation ( WFA) HgE SHIERERIERE, ATEEM
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. )SgF_F Active 1Q Unified Manager 6.0 XEShRES, EHMETE Unified Manager ARS5 28 L B EIRER F ik

B X OnCommand #4EE, 15BN _Unified Manager BX#1E81,
* Unified Manager fR53288 L B FENERH TCP i OMMFHTFRZ.
BXEFMER, ESUAE LR,

LT 2EIA TCP iOS:
TCP izO= Unified Manager AR5 28hR7s Description
3306 6.x MySQL ¥iERRR S5 28

* 3#F Performance Advisor , EMBEEIE—1ZE/AHE GlobalRead AR Active 1Q Unified Manager
PP

B X OnCommand IFHEE, 1HEM _Unified Manager Bx#/1#5 B,
* VMware vCenter Server AT &E NEZ TCP in O FT RS,

BAIA TCP IROS A 443 . BXBFAER, BENHAE LA,

SR LUER IR 1ES B @ WFA FINZ 1 Unified Manager ARSZ2850ER, B2, NREREESE RS2 6.3
KEEhRASS WFA E2Xt7ER Unified Manager fRS35 28 B91RIPIHEE, MAREEFEA L Unified Manager o

BX¥ WFA 5 OnCommand frR$28 6.x EEXTBVIFHEE, 120 _Unified Manager BXALEE B,

@ TR WRA IR B HURREY, SRR, WFA 4.0 FREFFF Active IQ Unified Manager 6.0 ,
6.1 F1 6.2 FIBRXE, KRR R ZREXLEHIRFLRE,
T
1. 5 Web X%3281A18] WFA .
2. BEHIRE Y, RETEILE * TRE CHUER .
3. EIEMERIAVIRIE:

E .. HATULIR(E ...
BRI ERIER BE e LA L,
SNREFALR WFA , BRIBEERBEIER ERMEHIERFE, ARRE » FILAREL

MR EIF Unified Manager BRSS 25 5ERARMNEl WFA &, ARFAKT Unified Manager ARSS28R0RRZs, M
WFA B £IRB ARG Unified Manager BRS528hRAS, E4Z0IER Unified Manager BRS5 23V ACHIRRZS,
FAE¥ Unified Manager ARSS28H9FRhRZSARANE] WFA 6



4. EMTEREURRINEED, EEFMENEIEREE, ARRASIERNZTAMENSZ,

RIBEENSIEREER, KO, AFRR, BRABNFRIUEGSBMARRIALIE (WRE) . EETLURE
FRREXLERE,

O. WEHE Y HIRIE:

AT .. HATIERIE ..

Active 1Q Unified Manager 6.3 &E ShRZ HNETE Unified Manager BRS328 L 8I 2B EIRER
PP EVER. BXEIEEIEERFIKFINIFHESRS
, 1EZ0 _Unified OnCommand Manager Bx#/1%5
B,

BRI E AR TITRER
ocsetup TEBIEH] Active 1Q Unified
Manager #¥4EEE F F itk P B9 &R,

6. BF*RE"*S
7. EEERRT, EEBER, ABRE § EIAE L,
8. ngIEE&?EK%ﬁ*EEE’J)Ik/u\O

BHKIEH Unified Manager BRSS 28 IN AR R

g05RFF Unified Manager AR5528 (5.x 3¢ 6.x ) {FAEIERAINE] WFA 1, ZAIGFH4R
Unified Manager fR5328, ERAIUEGHKIEEY Unified Manager BRS3 28R I00¥IETR, A
AEAREHRRA KB EIEASIETT R WFA BB, BRIEFIGERMAEIETR,

-

1. LBEEBREMNERE WFA Web B2 R ES

2. BEIRE, REEXIKE*T, BEH#HBE".

3. BF e HEITAE L,

4. EMESUERENEED, EFARNHIERELE, ZARRAKIBRNZIFMENZ,.

RIEEENSIEREER, KO, AFRR, BHRABNFRIUEGSEMMARRIALIE (WRE) . BETLURE
FEREXLEFRE,

5 BE*REFES

6. 3%E#F Unified Manager fR$Z28R95CaIMRA, REHEE o ELAEE L,
7. TEMBREGRREERIAGHEES, BEH 2.

8. EHRIRRYp, EEHIER, AERE § TILAEL,

9. EHEIBRRPRIEHIBRERS.
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1@1d OnCommand Workflow Automation (WFA) , ERILIGIENSEEERXHAEN
BHENRRYAS It WFA B, BIGISRE, 2R, BHitE, 220N, STIBEMEMD.

EHAERE WFA HUBER B HER.
A WFA RTLUR A TN A eI
. xS+
WAFRIUEEFMIERPITRS, HRE TERRITRSE B,
©BEEA
FYFIL A P IS AT A B R T 3h A PR TIER.
* Bt
AWLAFTRE, 1T, HOEMIELET AP HRISRI IR,

@ BIGRMEHERE TG ID . MRES T EME, ErILTE * BFE * FRAPREMHAR
FHRHF ID o

B
RP AR TERNELHIENR, BEAERLR WFA RSSIRE.

o * *

I
He
pali

A PRI AFe2 i8] WFA BRS5 88,
° * %1ﬁ *
XEM—RESmIZER WFA BRSBEMIVAF. B2, BRTFEEITAREE AR,
R
1. BEH*RE, AT EE TRE AR *,
2. BRUGENAR e TTAE L,

3. AP MEEPMARER.
4 BERE

FoE B RGRVEE

&8I LLTE OnCommand Workflow Automation ( WFA) HECE BIirRFEMERE, HER
XA EE I INIZSE R A HRITH S,

BRBIERER, ERANETHSHMETIEERE. PowerShell WFA 12 88 2R AR TV T TIE:



s EIE
WFA BE=TR A HTTPS Bi0%F#E, AR=HER HTTP . &R 8] LUfER Microsoft Active Directory
LDAP SAIIEEERIFEY, MITHE WFA RENXEIE. EfFH Active Directory LDAP , #UEFE L E
FfEFE— Active Directory LDAP RSS2 11T B 9 I03IE,

s TEE (EATE 7- B TEITHEHERS)

\j{)\ﬁ/FA SRERESMINERIIER, RN EATERESE AR, ZMINER NTLM hill# TR

* WFA1Z ONTAP RFMLZEEIEFE (SSL) ifP. MR SSLIEPARAE, NMelsERiR AR REHE
= | 38485 ONTAP RAHERE,

* RRENHERRUARG, EHAEFIHAN ONTAP , NetApp Active 1Q FiEE B RIARIMIN (LDAP)
AR,

B

1. LBEERSMET Web FIHFERE WFA,

2. BEHIRE Y, REEIRE - TRE RS

3. g e HIAML,

4. EFEEEMNEED, M * TE * FIRMPERUTERZ —:

- A
HE IP M S TR EE

- it

BT 1P EENEE

()  waarmsEREURsREE

5. M * A+ HIRFHIERTIERAFLE,
6. MANZENENZDK IPv4 T IPv6 Hitlk, B ZME0,

WFA 5.1 BIERINE] WFA FREVERE ZIRAY SSLIEH. BT IEBRIErTsESIRNEIZEZIES
O | EIMASRESBF RIS, NRS MR ERIARSTE, N kA2
Mo

7. FUTIA R ELOIIRERE |

NSRS T LU ILECRERY L. B4 ...
© ¥5tH B M



SNRIEHEE T LU ILASSER ... B4 ...
© I REREHEEUTERZ—:
C EFEREE, ARG § AIAEL
* ARBLIHERE CINRAERE .

8. BEH*RF",

IF7FEC & OnCommand Workflow Automation

{#H OnCommand Workflow Automation ( WFA) BIEERFISE, 40
AutoSupport FI3EH,

FCE WFABY, ERILRIEFEZIREUT IS Z .

* AutoSupport , FFREAZRIAIE AutoSupport JHE

* Microsoft Active Directory 2284 H Rifialthi¥ ( Lightweight Directory Access Protocol , LDAP ) BR532%,
T3t WFA B P #1T7 LDAP B30 EFNEY

* BXILIERRIEMNAIX AutoSupport JH B BB FHR 4@ %0
* EEEMEZEENY ( Simple Network Management Protocol , SNMP ) , FFRIXE X TIERIRIERYE]
* BTSRRI ERNAKBE

A& AutoSupport

&R ABRE %> AutoSupport 128, fIa0it%I, AutoSupport JH ERNBFLIEARS

23, AutoSupport R IEEERNABRHE R HERELTRAZRE, UEFHTAEMIn&HE
R 3.

g

- UEBEEBRE1ET Web HIHBRERE WFA,

CBEHEIKE Y, ARE Y IRE * TEE * AutoSupport * 6

. HREES * B A AutoSupport * &,

- MINFTRER.

- MR FIRAEEU TRz —:

—_

a A W DN

INREEE ... SRS ...
XECEFAER, i WFA RERBF, TERM (XRXEREHRE

A
AR

}%FA REFAEESURGES WFA RFRFVER AEEEMEFLHUE (RUA)



MRBEE ... PATRIERRILIRTN ...

WFABCEIFAGER, WFAZRGFRTHBIEUAR XREXEEHEFT BEE
EERPRIIE

@ AutoSupport ¥3EHE & EA WFA FBFBZES not .

6. Mt RE T LU T # AutoSupport SEE.:

a. BEHE*TH,

b. FEFTHRINERES, EERBRE 7z XHFHULE,
7. B RAE Y, MAAEEE BARAIE AutoSupport JHEBIIE .
8. BE*RIF o

BESMIINRE

&8I L% OnCommand Workflow Automation ( WFA ) E2E {EF Microsoft Active
Directory (AD) BEBRiFREIMY (LDAP) ARSZE8HITE R IIEFIEN.

AN EEFIEDEE Microsoft AD LDAP BRS3 28,

WFA 1X32#% Microsoft AD LDAP B{93363E, EAREEEREMEM LDAP SHI0IEA%, B4F Microsoft AD 12E!
B®ARE (ADLDS) = Microsoft £FB R,

@ Ti@{SHAlE], LDAP AN AEN LEAFRZMZEE, B2, LDAPS (LDAP &%) &fEE
MEBAEZE,
HIE
1. UBEBREMEE Web FH2REFE WFA,
2. [MFFEAERI Active Directory 2H & FRFIR,

(D) &FE Active Directory £ ORI Fi A &1 AD AEHFIZ,

Active Directory A&

3 B B> WFARE *,
4. 7£ WFA BEEEXNEER, B * SHIIIE * &R, AREF * B Active Directory* Ei%EHE,
S. EUTFERHRANMERER:
a. NREFMFAFFERAAF @EER, 1B7E * AR EEMY * FEHR sAMAccountName &g

userPrincipalName o
b. NREHIMRFEWR—E, BREMHEFE.
6. B * "IN * LUTE Active Directory ARSS 28R FARNMEALLT URI #XAY Active Directory : 1dap :

//active directory server address\[ . port\]



LDAP : //INB-T0O1.example.com[:389]

MNEREEBEET SSLAY LDAP , MaJLUMERLLT URI#EZ: ldaps :

//active directory server address\[ . port\]

7. RMHATHIE LDAP PRS2 F0EAE DN YR,
8. Mi4aE AP M S IEIIE

a. I NAFP &,
b. BF * MIXSHBIIE * -

() @R Active Directory UL WFA FREATE R BEAT0E,
0. @i R,

7800 Active Directory £H

& B ATE OnCommand Workflow Automation ( WFA ) A0 Active Directory £H,
555;3

1. LEBEREDET Web NN 2EFE WFA,

2. pEHE KB, AETEEBE T, 2 * Active Directory 48 * o

3. 7£ Active Directory AE O, BE * #iE * Bi%.

4. 7TER%E Active Directory AXHEEF, BWAFIEEE,

SNRM * s * THFIRAERE * Bt E * , BIUREEMRENBFHM ID, MRES M EHME, ERILE
* TR ¢ FERAPR AR FERM ID o EEBERFBENRIXEFE Active Directory AR TIERIIRESE

o

o BEH*REFES

ACE T HR4m Al

&7 LI OnCommand Workflow Automation ( WFA) BEBENRERIZE X TIERIRE
BB FHMHE@EN, g0, TIERERBEITIEREK.

B MEEMRRECE BRI E

*/FE%%

1. UEERSMEET Web N B3 EREI WFA

2. BEIRE, RRTE IRE * TRE C#H
3. EFERHRINFIHRER.

4. AT S B LU RIS & -

a. By * REMILERF * o
b. FEMIXIEREIIEEDR, N B FE A AE R B F BB tthilt,

10



C. g %M * o
5. BATh *{R1F "o
BdE SNMP

ZELLE OnCommand Workflow Automation ( WFA) EEEB RNKIER Xx TEFIRIERS
B R MEEEMIY ( Simple Network Management Protocol , SNMP ) [&B#-

WFA IU7E32 5 SNMP v1 #1 SNMP v3 #11. SNMP v3 aligft H =2 IhEE,

WFA .mib XHEMH 7B X WFA BRS383RIXBIFEMEIES. MIB XHHITF WFA fRS528 E8Y
<wfa_install_location>\wfa\bin\wfa.mib B R/,

@ WFA [REZ 24 FER@EANKRIFING (1.3.6.1.4.1.789.1.1.12.0 ) KiXFrEIEHER,

B3 SNMP BECE £ SNMP #XFRFE, 180 community_string@snmp_host .

EE%%?}L E 100

B8] LI OnCommand Workflow Automation ( WFA) EeBNEEEHIELZINSEN
“,zﬁfll., Iu\ﬂﬁ%g% 9 L/UEH ?%14: E IL;\]E:%*D E EI_;:\ ;I§\ﬁ*ﬁ'% E E"Jo

T NE R RS A SRS SFRECE NEZ KRB WFA BRSSSEHEURE.
p

—_

AEERF BT Web I 58EERE WFA o

2. B8R RE Y, AREHIP > TRERRBE S
3. & BARSKHET * EIR1E,

4. MARZAE TN BHERZAAEESATRG .
o BECRE

B AT EEFIIE RSN

BT ECE OnCommand Workflow Automation ( WFA) FREIZZETZERFRITNIN
TR IR AN L 2 ER UM R A IFHHICRECE H1Y
ST

1. LEERAEET Web XN 28EFE WFA,

2. B HURRIRI > IEERALE -,

3. ITUATRMEZ—:

11



MREE ... HATIEIRIE ...

HFRRE R RECE DY a. B e,
b. IEIRZERSLEINEEF, IEER, A&
#1A MhRAFIFRES.
EAMBETERSGNDNEE a. ERHNERERITIE RS,
b. 8 v,

4. MIEZDINFIRD, EFEUTERZ—:

° HTTPS 5ELREI HTTP (FKIA)

° {XPR HTTPS

° {XPR HTTP

° BREX
5. IBEMIN, FiAimOFMEABE HIFHE S
6. BFE *RF*,

ZRMIAZ Y RS

OnCommand Workflow Automation (WFA) BBECE A X2t P&t e e kg,
RAREFEEZEERE, AJLUEEZA,

LA root AP B NERE] WFA EH RS

7

IEIRAED IR R ERRIA WFA RERIZ, MREERRPEERTAMIE, WAREREEH WFA R

%o

g
1. 72 Shell 3=k, SANEI WFA BRSS28 EBILIFER: wfa_install_location/wfa/bin/
2. AT

"o /WFA -password-policy=none -restart=WFA’

(EP eI EY

OnCommand Workflow Automation ( WFA) BECE N3 ZAitt A o8I SoiE B e sheg, &
EPREE NI CAEE 178

LA root AP B ERE] WFA £ RS
* IRED R BERRIA WFA REERIZ,
NREELEMEER T RIAMIE, WHAEREREH WFA RERBR.

12



* BN ERRAYE S /WFA -password-policy=default .

)
lowercaseChar=true , uppercaseChar=true , 5 whiteespaceChar=falseo, X

1
RTAMNBERBIKESNELDA/NDNFR, AEBAEDLEE 1 MFHRFER, 11M8F, 1 MEFR

ZXMIMEN minLperf=true , 8 ; specialChar=true , 1 DigitalChar=true , 1 ;

) 1
\‘\}

, 1 MREFR, HETEEETK.

$HIE
1. 7 Shell 27T, SME WFA IRSEZ8BEMUITER: wfa_install_location/wfa/bin/
2. N T oS UMD SRR

"o IWFA -password-policy=PasswordPolicyString -restart = WFA’

ERZZ A% OnCommand Workflow Automation $EREER)T
F21517]
ZHNER T, OnCommand Workflow Automation ( WFA) #3EER&EHR WFA FHLRES
FIETHNERIHIAR. MREBAFMIZIERS AR WFA #UEE, sTUUENREINEE.
s AL root BF B19ERE) WFA WAL,
* IR WFA ENRF LLE T A, WASMERHAEIRERITERE, UATFNIERERS LR MySQL %
O (3306) .

l/tzt?sTd’FﬁB?% REARIA WFA REER1Z. SNREEREIBIER TIINMUE, WATEREREHT WFA 2K

1Io
-

1. 8% WFA IRS 288 EMLITFER: wfa_install_location/wfa/bin/ o
2. T TFiREZ—:

.. BWAUTHL ...
B RIEEAR] ‘s IWFA -db-access=public -restart’
s b el ‘o /WFA -db-access=default -restart’

Z22 OnCommand Workflow Automation BYE Z B8 E

ZINMBER T, OnCommand Workflow Automation ( WFA) #3EEZESE 300 # R
B EMFIDIERAE WFA $IBER, Er] LUGINEABEIFELET (), LUB R EIEEIR
R R]BER K.

AL root AR B & RE) WFA EHRSE,

LR (R IR R ERRUA WFA REERIZ, MREEREMBIER TROAUE, NHAERAESRER WFA X8



il
1. 7£ Shell 12771k, SME WFA R385 ERILLFBER: wfa_install_location/wfa/bin/
2. AN T &2

. /WFA -txn-timeout[=timeout] -restart=WFA’

*/WFA -txn-timeout=1000 -restart=WFA"

A E Workflow Automation BEBE{E

&AL Workflow Automation (WFA) Web B R EECEENE, MASERAR
INEBET{E 180 #1,

U&EMEHEﬁ%ﬁEﬁ,ﬁTm%%éﬂﬁ%%Eﬁoﬁw,W%hMEWEﬁSOﬁﬁ,WW@UTMﬁ
BRI TFERD, EHETE 30 D /EEH. EREEM WFA Web B2 REIREBIE,

P$IE
1. L root AR BB FE] WFA £H1.
2. G EHBIE:

installdir bin/wFA -s=timeout value in minutes

B R H RN

OnCommand Workflow Automation 5.1 S22 P ENEENANERE, Ittoh, R LIRIESE
g/d\\buﬁ{w EDJO

AR Z S AT LABPSEEN A -

enabled-cipher-suites=

"TLS DHE DSS WITH AES 128 GCM SHA256,TLS DHE DSS WITH AES 256 GCM SHA384,T
LS _DHE RSA WITH AES 128 GCM SHA256,

TLS DHE RSA WITH AES 256 GCM SHA384,TLS ECDHE ECDSA WITH AES 128 GCM SHA25
6, TLS_ECDHE ECDSA WITH AES 256 GCM SHA384,

TLS_ECDHE RSA WITH AES 128 GCM SHA256,TLS ECDHE RSA WITH AES 256 GCM SHA38
4,TLS ECDH ECDSA WITH AES 128 GCM SHA256,

TLS ECDH ECDSA WITH AES 256 GCM SHA384,TLS ECDH RSA WITH AES 128 GCM SHA25
6, TLS_ECDH RSA WITH AES 256 GCM SHA384,

TLS RSA WITH AES 128 GCM SHA256,TLS RSA WITH AES 256 GCM SHA384"

FILATE standalis-full.xml XEFRFGEMEBRMEIEER, HXHMT:

<installdir>/jboss/standalone 3§ configuration/standstandstandalone Full.xml" o

14



AL ITIERR, SRR MBS, WTFR:

<https-listener name="https" socket-binding="https" max-post-
size="1073741824" security-realm="SSLRealm"
enabled-cipher-suites="**< --- add additional ciphers here —--—-\>**
enabled-protocols="TLSv1l.1l,TLSv1.2"/>

15
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