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"Version": "2012-10-17",
"Statement": [
{

"Action": [
"iam:CreateRole",
"iam:CreatePolicy",
"iam:AttachRolePolicy",
"iam:PassRole"

I

"Resource": "*",
"Effect": "Allow"
bo
{
"Action": [

"ssm:DescribeDocument",
"ssm:DescribeAssociation",
"ssm:GetDeployablePatchSnapshotForInstance",
"ssm:GetManifest",
"ssm:ListInstanceAssociations",
"ssm:ListAssociations",
"ssm:PutInventory",
"ssm:PutComplianceItems",
"ssm:PutConfigurePackageResult",
"ssm:UpdateAssociationStatus",
"ssm:UpdateInstanceAssociationStatus",
"ssm:UpdateInstanceInformation",
"ssmmessages:CreateControlChannel",
"ssmmessages:CreateDataChannel",
"ssmmessages:0penControlChannel",
"ssmmessages:OpenDataChannel"

I

"Resource": "*",
"Effect": "Allow"
br
{
"Action": [

"ssm:GetParameter"
I
"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmai/*",
"Effect": "Allow"
br
{



"Action": [
"fsx:DescribeVolumes",
"fsx:DescribeStorageVirtualMachines",
"fsx:DescribeFileSystems"

I

"Resource": "*x",
"Effect": "Allow"
"Action": [

"fsx:TagResource",
"fsx:ListTagsForResource"

1y

"Resource": [
"arn:aws:fsx:*:*:storage-virtual-machine/*/*",
"arn:aws:fsx:*:*:volume/*/*"

I

"Effect": "Allow"

"Action": [
"fsx:CreateVolume"

1,

"Resource": [
"arn:aws:fsx:*:*:volume/*/*",
"arn:aws:fsx:*:*:storage-virtual-machine/*/*"

1,
"Effect": "Allow"

"Condition": {
"StringLike": {
"aws:ResourceTag/netapp:wlmai:<id>:kbId": "*"

by

"Action": "fsx:DeleteVolume",

"Resource": [
"arn:aws:fsx:*:*:volume/*/*",
"arn:aws:fsx:*:*:backup/*"

I
"Effect": "Allow"

"Condition": {
"StringLike": {
"aws:ResourceTag/netapp:wlmai:<id>:gConnectorId": "*"



br

"Action": "fsx:DeleteVolume",

"Resource": [
"arn:aws:fsx:*:*:volume/*/*",
"arn:aws:fsx:*:*:backup/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"aws:ResourceTag/netapp:wlmai:<id>": "*"
}
by
"Action": "fsx:UntagResource",
"Resource": "arn:aws:fsx:*:*:storage-virtual-machine/*/*",
"Effect": "Allow"
"Condition": {

"StringLike": {

"aws:ResourceTag/netapp:wlmai:<id>:kbId": "*"
}
by
"Action": "fsx:UntagResource",
"Resource": "arn:aws:fsx:*:*:volume/*/*",
"Effect": "Allow"
"Condition": {

"StringLike": {
"aws:ResourceTag/netapp:wlmai:<id>:gConnectorId":

by

"Action": "fsx:UntagResource",
"Resource": "arn:aws:fsx:*:*:volume/*/*",
"Effect": "Allow"

"Action": [

"bedrock:InvokeModel",

"bedrock:Rerank",

"bedrock:GetFoundationModel",
"bedrock:GetInferenceProfile",
"bedrock:GetModelInvocationLoggingConfiguration",

"k



"bedrock:PutModelInvocationLoggingConfiguration"
1,
"Resource":
"Effect": "Allow"
by
{
"Action": [

"ec2messages:

LI}
’

GetMessages",
GetEndpoint",
AcknowledgeMessage",

"ec2messages:
"ecZmessages:
"ec2messages:DeleteMessage",
"ec2messages:FailMessage",

"ecZ2messages: SendReply"

1,
"Resource":
"Effect":

"Action": [

"gbusiness:
"gbusiness:
"gbusiness:
"gbusiness:
"gbusiness:
"gbusiness:
"gbusiness:
"gbusiness:

"gbusiness:

"gbusiness
"gbusiness

I
"Resource":
"Effect":

"Action": [
"logs:Desc

I

wxn
4

"Allow"

ListWebExperiences",
ListApplications",
GetApplication",
CreateDataSource",
DeleteDataSource",
ListIndices",
StartDataSourceSyncJob",
StopDataSourceSyncJdob",
ListDataSourceSyncJobs",
:BatchPutDocument",
:BatchDeleteDocument"

L1}

"Allow"

ribeLogGroups"

"Resource": "*",
"Effect": "Allow"
"Action": [

"logs:DescribelLogStreams",

"logs:PutLogEvents",

"logs:CreateLogStream",



"logs:CreateLogGroup"

1y

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/bedrock*",
"arn:aws:logs:*:*:log-group:/netapp/wlmai/*:log-stream:*",
"arn:aws:logs:*:*:log-group:/netapp/wlmai/*"

1y

"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject"

1y

"Resource": "*",
"Effect": "Allow"
b
{
"Action": [

"kms:Decrypt",
"kms:GenerateDataKey"

I

"Resource": "x",
"Effect": "Allow"
}
]
}
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