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Permissions configuration

Create polides
Select the services and permissions level that you would like to use and then follow the instructions

to create the policy from the AWS Management Console,

Storage management Automate permissions C} Read perrnissions

Al workloads

Automate permissions () Read permissions

Databases wordoads Automate permissions (®) FRead permissions

e © o o
® O ® @

Whiware workloads Automate permissions () Read permissions
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He"O RiChard, An account is the top—lev‘el v._element in NetAp.p s identity platform. It enables you
to add and manage permissions and credentials.

Let's get started by creating an account. )sary imirs alaUY SEeenns, [2

Account name

My Account

a
®

©

To help us organize menu options that best suit your objectives, we suggest that

you provide us with some background about your job.

My job description Optional

‘ Select a job description i

SR, BRI AEN account admin. AP,
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Create policies

Select the sennces and permissions level that you would hike to use and then follow the instructions

to create the policy from the AWS Management Console.

. Storage management @ Automate permissions O Read permissions

Al workloads

. Databases workloads @ Automate permissions O Read permissions

Wivlware workloads
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Create policies

Select the services and permissions level that you would like to use and then follow the instructions

to create the policy from the AWS Management Console.

@ Storage management (® Automate permissions (O Read permissions
Al workloads
Databases workloads

. Vidware workloads O Automate permissians @ Read permissions
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o
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Create policies

Select the services and permissions level that you would like to use and then follow the instructions
to create the policy from the AWS Management Console.

. Storage management @ Automate permissions O Read permissions

Al waorkloads

Databases workloads

ViMware workloads
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HeIIO RiChard_. An account is the top-level element in NetApp's identity platform. It enables you
to add and manage permissions and credentials.

Let's get started by creating an account. Liarn inore aliout scotimts, (2

Account name

My Account

To help us organize menu options that best suit your objectives, we suggest that

you provide us with some background about your job.

My job description Optional

Select a iob descriptior -
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Add Credentials

@ Add manually o

Independently create I1AM policy and [AM role in you AWS
account according to detailed instructions and a provided

permissions list which is based on your requirements,

Permissions configuration

Create policies Mo policies were selected v
Create role @ Action required '
Credentials name @ Action required v

F1L . EERTIERHINEEH CIZIAMRES
FEATR, ERNEREMPLEREN T EHRHINER P X ETIREN—S0HITERE. URASITIIEAHE RN

fRo EFEZEMCodeBoxHEHIEMERE TIEHHAVREIAR. FHRFEAMEIAWSHK - RBIAWSE IR H] &5 1Y
IR R,

16



https://docs.netapp.com/us-en/workload-setup-admin/console-experiences.html
https://docs.netapp.com/us-en/workload-setup-admin/console-experiences.html
https://docs.netapp.com/us-en/workload-setup-admin/console-experiences.html
https://docs.netapp.com/us-en/workload-setup-admin/console-experiences.html
https://docs.netapp.com/us-en/workload-setup-admin/console-experiences.html
https://docs.netapp.com/us-en/workload-setup-admin/console-experiences.html
https://docs.netapp.com/us-en/workload-setup-admin/console-experiences.html
https://docs.netapp.com/us-en/workload-setup-admin/console-experiences.html
https://docs.netapp.com/us-en/workload-setup-admin/console-experiences.html
https://docs.netapp.com/us-en/workload-setup-admin/console-experiences.html
https://docs.netapp.com/us-en/workload-setup-admin/console-experiences.html

Permissions configuration

</> Codebox

Create policies ~ IAM policy

Select the services and permissions level that you would like to use and then follow the instructions e
Storage permissions
to create the policy from the AWS Management Console,

@ storage management Automate permissions (O Read permissions

®
@ @
®

. Databases workloads Automate permissions O Read permissions

VMuware workloads

From the AWS Management Console

1 | Log in to your AWS account. [4

2 | Navigate to the 1AM service.

3 | Select Policies > Create Policy.

4 | From the right panel of this page. copy the IAM pelicy for the first workload. @
5 | Back in the |AM conscle, select JSON and paste the |AM policy.

6 | Click Next.

7 | Enter a policy name and select Create Policy.

8 | Repeat steps 3-7 for every workload policy that you would like to set permissions for.

Databases workloads - Automate permissions

1. 7£*Create Policies*#i53H, BREGSEXLEZETNE N TIEAHTIRE.
TR LIAEEAINEIIEE. R RFER SR ZHNENEEREN TR BN,

NFELEFENREAI(RE. EEF)NITIERETIE. 1HEFERIBE XL EIREARNRER,
fECodeBox&EOH. EHIE—NMAMKREERITIR,
TAS—MAESEEO. HEAWSEIRIEH| &P EREIEHAWSIKS
FIFFIAMBRS , SAIGi%E#E*Policies*>*Create Policy*,
ERISONIEAX KR, MMGETEEITHREFIRINIR, AFIEE Next*,
BNEERRIRIR, SARIEE Create Policy*s
MREETBIPIRET SN LTIEAHINEE. BEEXESBABHTERENIREIE R,

@N@@P@N

FB2 . CIRERRRNIAMAE
AT, BEEETEAETIT BRENIAMAR. ETaiEENINICIZrR RS,
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Permissions configuration

Create role

From the AWS Management Consaole
1 Mzwvigals to the 1AM service.

2 Select Roles > Creale role.

| Select AWS account > Another AWS account.

® Enter the account ID for FSx for ONTAP workload managament:
® Szlect Reguire sxternal 1D and amsr:

4| Select Next

t

In the Permissions policy section, choose all of the pobicies thal you prevausly dafined
B Entar 3 name for the role and sefect Create role

7 Copy the Role ARM and paste it below.

Rofe ARN

p
1. FAWSEIZIZHI G, EE AE>EIZAR"
2. 75 * AMESEMARE T, & CAWS 1KF ¥,

a. JFFH—DAWSIKF*. ARMIIEREE UIEHIFFHIEFSX for ONTAP LI EIERIMKF Do

b. A UEHIIMNERID*. SRAIEM TIEREH ™ UIE HIFHAENEIMRID,
CEE T8,
- ERPRERBEER AR, EIRRIE XFRB RS, JAEIEE Next®
- MNABINER, AEiEE Create Role*,
- EFIABARN,

N OO o b~ W

$B3F . WARHRMNESE
EE—PRELEAHI PRAEENZT.

HB
1. NTHER T 8 RBRE S, B EEEH
2 ABRTFRERBOEH.

3. S AdS B EIE

%

LRSI ETE. ERhEREIEEE T,
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{E A CloudFormation[@ii A 7N EE

&R LUERAWS CloudFormationti i iSAWSEIERNE TEAE I . AEREREFEANITERE I )
BE. AABFTEAWSHKF H/EEIAWS CloudFormationiii%, CloudFormation S RIEEIEIRAI T (ES1 HINEECIEIAM
HEERFIAMAE,
FriaZ i

c BEBEAEEIETREERIIAWSIHKS,

* {EFCloudFormationtEik RN EIEAT. EEEZAWSHKP AR IR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",
"cloudformation:UpdateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeChangeSet",
"cloudformation:ExecuteChangeSet",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:GetTemplate",
"cloudformation:ValidateTemplate",
"lambda:InvokeFunction",

"3

iam:PassRole",
"iam:CreateRole",
"iam:UpdateAssumeRolePolicy",
"iam:AttachRolePolicy",

iam:CreateServicelLinkedRole"

1,

"Resource": "*"

I
1. ERER— BRI A ER,
2. SHREIERTE,
a FETIEREET G AP, R EAT. AEEE-EE
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@ Account name . User Mame

b. #EBlueXP 1ZHI&H, EFE*Settings*BItR, JAFIEFE B
3. &R TIE L, EFRRINER
4. EFR*@TAWS CloudFormation* 75 llo

Add credentials

Create an |AM policy and 1AM n

according to detailed instructions and a provided

permissions list, which s based an your reguitemeants

@ Add manually @ Add via AWS CloudFormation

ol in your AWS account LAM palicy and robe cre:

Permissions configuration

Create policies Storage

Credentials name i)} Action required

o I RIEREN T, BERBRESEXEREFNS I IIEAHIEE, ARASITITELREEE—IREF.

TR LIAEEAINEBINEE. FIERF/ER LR ZMENEEN TR BN,

6. I ERBIFT, WABRETXLLZIRNZFR,
7. MAWS CloudFormationZsnEE:

a. AN (EHE R EE@ZICloudFormation*).  ItEHE 2 REE MZICloudFormation 5T &,

Redirect to CloudFormation
The instructlons Delow describe koo o creste the link from he AWS CloudFormetion seresce, After you're
done, reiwn 1o Waorkloed Factory.

1 IT wou wea single sign-on [(F50) with AWS, open a separate browser 1ab and 1] in to. the AWS Consale
betore you satect Continue,

z Log In to the AWS account whers the FSx for ONTAP flle sysism raskdes.

3| On the Quick create stack pags, under Capabilities, select | acknowledge that AWS CloudFormation
might create 1AM resources.

4| Select Create stack.

Continua Cancel

b. YIREAWSHEARLER(SSO). BT RIMATNEIRETRHERAWSIER G, AEEE

é\ o
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1N 8 REIFS for ONTAPX R G FRTERIAWSIEK o

MEEEFCloudFormation BT FRER4k4E*,

7£Quick createtfi% D1 HEHY"Capabilities" . & *FHHHIAAWS CloudFormation ] BER BIFRIAMZE R*,
e. JEEBIEMERS

L REIFTEAREMIEEHGERIEREITE. URIEHMERESEEGTRESERM,

FTR. B LIEABlueXP TERME T HITHILEIRE

IE. BEERHIKEBIueXP TEMFHTI] . (JUFEERJIIMT/ERE T hee. 5
. BIEIERAFONTAPXERZiBIAMazon FSx. 1EiEFFONTAPX 4R FAHIFSx L SFE
BURE. LUK ERIER FTONTAPX 4 RABIFSXIEN N EIEZMEER EIMWLEC B T2
EAWS_E/IVMware Clouds

a o

* "iEAF NetApp ONTAP HJ Amazon FSX"

I EFAFSx for ONTAPIEATFAERALZRM. RIBRAESEAECEFSx for ONTAPERZEH X H# TR L. LA
RinREREEINEE. THMEM DT LRI BIER . AT EBTERD.

» "GenAl"

HENEE" BME—N"(RAG)EMZEN. LURSAINBIZRFEREMIRG M, 8185 XFSx for ONTAP
HRAGHIIRE. EFEEANENSIEL 2SR,

* "HUEET(ERE"

TEAWS LML B EIERE R, @I EIFSX for ONTAPIHMEBERN AT E. FARNENREMRLSSE
imE|imERERIEE. MR BEHMITCI/CDE B i,

* "VMware T{EfZ;"

%JFH%“QEE%FDEﬁﬂégf‘?ﬁ“%iﬂ%iﬁﬂﬁ%f’ﬁo BESHEDHBANIEME . WEVMH N EHITHIEH
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1. S TFWeb RT3 HFE R "TIER L =HIE"
2. P ERTE L. BASENERXEXAVEFHR L,
3. IRIBSEHNERXBENESMRIESE. AABRERERNEE:
° NetApp=ERE: BAZS
c XA MAEHEE F D ERE
° NetApp Z#fifim 1KP . HIAZEBINetApp b= K18
4. EERER

MRETECHINER. BEEITEAHEE TR, FEEIBERIVAK,,
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°c NRIBEBZ MK IS, IBIEFIZIKF FHiEFE*CONTINUE?,
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XFIAES

AR5k EBlueXP fRILHVZIHFAThAE. KA EIESIFICIBARSIK, . FEHITHRIAMERARSS K. &R X
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57EBlueXP HEERSIKF (R UAEMEIEEF wEIA)FFE. Workload Factory{X 3z #5581 21 M PR AR S5 1K
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fEBluexXP . I EERIRSMF"T ##BlueXP FHFIHRIEE" T #EUELIRNBlueXP IAMBL G FH EIZEANR",

BIZRARSS KA

TRIERSH A, eI LUEIEBlueXP Workload Factory HiZiRS i & Hlel FEE A inIDME P inEH, It
ZAX AT AEBlueXP TEGAEH I #HITHHIWIE,

P
1. ETEGEHE IB5Ead, &R Account* BlfR, JAE1%ER*Service accounts*s

® @ MyOrganization

Credentials

Links

Service accounts

Switch account

2. RSB TE L, EFRIERS K
3. IEBIEIRS A" IHEER, 7E*Service account name*FEEHRIG ARSI HIZ TR,

HEBP R T A B F A kP B R
4. GEFR *AREE
5. SR TEHE iR ID MR iREH.
FERPREBANET—R. TEAHE WASEEETALE. E6N THERHRELZ2EE,

6. B LUEIT H{TE P iR IR SRR EYAUthO B IEAPIEYIA R £ 88, CURLRAIER T iNARENE P iEIDF]
FERFEAAPIE AT EIREIFIAR SR, BELEShE. &R LUARBlueXP TEAFEH K APIJL/NES,
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1. #Workload Factory#ZHl &, %EF*Account*BltR, FARi%EE*Service accounts*s
2. 7£*Service accounts*TIHE L, EFE=RFE, RAGEIEEF Delete*,

3. T MFRARSS K" IHEER, EXAHEFRHNDELETE,

4. wF Delete* HiAMIER.

EMERILARSS KA

{EFCodeBox Bt {TES

T #iZCODEBoxH it

CodeBox@—E At ZE# Bl (Infrastructure as Code. IAC)BX &G, AIEEBNF AR AR

MAREERNERRIT TIEA S T SIFNEARIEFAERIIE, CodeBoxfFa LIEH

HERERNER. EEM ). HARITESTIESE 7THBNERE. BRTE M
—MNEHBER. UERRREEZESER.

CodeBoxIhaE

CodeBoxigf#t 7 mIn X $EIACIHEE

* _CodeBox Viewer R T HFEMFWRIRIEEMNIAC, EBRELERFRASIHIIEWMRATFPNZBEMIE
BREM. RECodeBoxEE RIS ESHINN, BERAKFHE, RAPERBESINE
FEIBHEERF.

* _CodeBoxHzitBR_ERFIABRENIACIRIL. EFERMESZIXLE/RUMRERER. BEtBRIE
W =2FZEFEAER. FERENATXEFILBZERR ETXH,

tESh EIRETEAHH TR, CodeboxZ TS EREIRIAMREFIERNAWSIR, RASNIEITHIERR
SNTEAEE ThRE(BUERE. AlL FSx for ONTAPZEMRHANIR. XL RAARIERIRHY A IR1E RIEANR

ERFTRIZERREITEEN . BRFEMCodeBoxEHRINIR. AEKEAMEIAWSERITHI G, UEIIER
HI B EHRANRREREHI T ERH,

SFEFRIAESARTC
PR EE:

* T{EfZH RESTAPI
* AWSH<ITRE
* AWS CloudFormation
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{#EHCodeBox7EBlueXP T{EtaE T M Bnhik

&R LUEA CodeBox E AN 1TBIlueXP THEAE T ZHAVERHEEF RS, ErILL
FERAIEREE REST AP, AWSEF<1TREHMAWS CloudFormation4E p Bl EFAFNIZTT
BIFLAD,

CodeboxFIRIEE M AF W ITERH I tkF PIRENAWSKRE B FIEZ BN A EIE. M5 TTIERHT
[TRERIN(EA, REMBE )RS —E, AEUGER—FER. EUERIRPETRONERSGINE
#2). WA TEEITHEZ A B E X R LR,

gn{alfEF CodeBox

EILEAFHE UIBESHRANERS. EIUERHENFREECodeBoxHEEIHIEEH. TRASE, Tk
BRRERIN Creat A2 A, 15%#R [l 7ECodeBox M E I LR MR BFT RN, Flan. ttalz
#Microsoft SQL ServerdIRE&HE 2/ 7 VPCHI T AMXIENMSEZE. LA CodeboxHFHFREST APISZHE
FESVEISR

Create new Microsoft SQL server

/> Codebox

Region & VPC us-east-1 | US East (N. Virginia) | VPC-1 | 172.30.0.0/20 ~
Create database REST API
Availability zones ~
RESTAPI =]
Select an Availability Zone and subnet for each node. Ensure that each of the selected private subnets
have outbound connectivity enabled. The subnet for node 1 must be in the primary Availability Zone for curl —location ——request POST https://api.workloads.netapp.com/accounts/acc

the FSx for ONTAP file system.

Cluster configuration - Node 1:  Availability zone Subnet

us-east-1d HCL-CC-1] 192.168.16.0/24

Cluster configuration - Node 2 Availability zone Subnet

us-east-2d HCL-CC-2 | 192.168.17.0/24

Security group Use an existing security group  sg-ad2b38d1 ~

MFRLEREBRN, ERATLUER TR, RABREFEE—IXM4T, AERBEREFIHMEAS, NRE
B, B UETHAEENE#ITHRIE. UEREEMAWSHKA X E#ITIRE,

fEF CodeBox9 fJCloudFormationfti%

& AT LLE Hl MCodeBoxE B AYCloudFormationfthd. ASTEERIAWSHE P F/E5Amazon Web Services
CloudFormationifit%, CloudFormation&HITIEETERE B UIFRE X BI21E,

RIEEEEIEFSx for ONTAPX RS, I EIEERHITEM I (EtaZi i 121E. #HCloudFormation
KRBT BRI ERBFARE,

FIE. HFLLER. CloudFormation& fEEIYAMLS RIS ST 7 R G 3 HR,

Feazai
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"Version":

"Statement":

{

"Effect":

"Action":

1,

"2012-

[

10-17",

"Allow",
[

"cloudformation:CreateStack",

"cloudformation:UpdateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:DescribeChangeSet",

"cloudformation:ExecuteChangeSet",

"cloudformation:ListStacks",

"cloudformation:ListStackResources",

"cloudformation:GetTemplate",

"cloudformation:ValidateTemplate",

"lambda:InvokeFunction",

"

"iam:

"

iam:

iam:

iam:

iam:

PassRole",

CreateRole",
UpdateAssumeRolePolicy",
AttachRolePolicy",
CreateServicelLinkedRole"

"Resource": "x"

p

—_
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