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ME. MRFDH

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"fsx:DescribeFileSystems",
"fsx:DescribeStorageVirtualMachines",
"fsx:DescribeVolumes",
"fsx:ListTagsForResource",
"fsx:DescribeBackups",
"fsx:DescribeSharedVpcConfiguration",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"ec2?2:Describelnstances",
"ec?2:DescribeVolumes",
"elasticfilesystem:DescribeFileSystems",
"ce:GetCostAndUsage",

"ce:GetTags",

1,

"Resource": "x"

bo

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"
}
]
}
IEEFRNL
{
"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

"fsx:CreateVolume",
"fsx:DeleteVolume",
"fsx:UpdateFileSysten",



"fsx:UpdateStorageVirtualMachine",
"fsx:UpdateVolume",
"fsx:CreateBackup",
"fsx:CreateVolumeFromBackup",
"fsx:DeleteBackup",
"fsx:TagResource",
"fsx:UntagResource",
"fsx:CreateAndAttachS3AccessPoint",
"fsx:DetachAndDeleteS3AccessPoint",
"s3:CreateAccessPoint",
"s3:DeleteAccessPoint",
"s3:GetObjectTagging",
"bedrock:InvokeModelWithResponseStream",
"bedrock:InvokeModel",
"bedrock:ListInferenceProfiles",
"bedrock:GetInferenceProfile",
"s3tables:CreateTableBucket",
"s3tables:ListTables",
"s3tables:GetTable",
"s3tables:GetTableMetadataLocation",
"s3tables:CreateTable",
"s3tables:GetNamespace",
"s3tables:PutTableData",
"s3tables:CreateNamespace",
"s3tables:GetTableData",
"s3tables:ListNamespaces",
"s3tables:ListTableBuckets",
"s3tables:GetTableBucket",
"s3tables:UpdateTableMetadatalocation",
"s3tables:ListTagsForResource",
"s3tables:TagResource",
"s3:GetObjectTagging",
"s3:ListBucket"

I

"Resource": "x"
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"



X RSB IZFMIER

"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"kms :
"iam:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"kms
"kms :
"kms :

1,

CreateFileSysten",

CreateStorageVirtualMachine",

DeleteFileSystem",

DeleteStorageVirtualMachine",

TagResource",
UntagResource",
CreateGrant",
CreateServicelLinkedRole",
CreateSecurityGroup",
CreateTags",
DescribeVpcs",
DescribeSubnets",
DescribeSecurityGroups",
DescribeRouteTables",
DescribeNetworkInterfaces",
DescribeVolumeStatus",

:DescribeKey",

ListKeys",
ListAliases"

"Resource": "x"

"Effect": "Allow",
"Action": [

"ec?2
"ec?2
"ec?2
"ec?2
"ec2:

1,

:AuthorizeSecurityGroupEgress",

:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",

DeleteSecurityGroup"

"Resource": "*",
"Condition": {
"StringLike": {
"ec2:ResourceTag/AppCreator":

by

10

"NetappFSxWE"



"Effect": "Allow",
"Action": [
"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"

TRETRT FERRIR,

11



B PRE

12

BHY

BIZEFSx for ONTAPX &%

JIFSx for ONTAPX 4R ZibIiER

Ex|

JIFSx for ONTAPX RN R &

LHANINATIC

ZIFSx for ONTAPX {4+ R I L

SAGHEMEN

ERFAEAEFSX for ONTAPS
HMMAWSHRSS Z Bl 1T s

REGEA(E B LUEBSFSx for
ONTAPX - RLKEBER

SREXKMSZ R 40 B H A FFSx
LUH{TONTAPHIZR

1R1F

FSx:

EC2

EC2

EC2

. AuthorizeSecurityGroupEgress

EC2

. AuthorizeSecurityGrouplngress

IAM:

EC2:

EC2:

EC2:

EC2:

EC2:

EC2:

Kms:

Kms:

Kms:

CreateFileSystem

. CreateSecurityGroup

. CreateTags

CreateServicelLinkedIn

Describe

Describe=+#

DescribeZ 440

Describe RouteTables

Describe£&3&

RS

. CreateGrant

ahEd I TIRE

ListKey

ListAliases

fERME

E

E

2E

E

2E

2E
EES
THTHEE
2E
THTHEE
E
THTEE
2E
THRTNEE
2E
THRTEE
2E
THRTEE

2E

E

2E

2E

REER

X RGRLIR
FOMPFR

X RGLIR
A ER

XHRGHICIE
MR

XHRZHIEIE
MR

XHRSHIEIE
M ER

XHRFRICIE
AMIMER

XHRFRICIE
MIER

XHRFRICIE
HMIMER

XHRFRICIE
MIHER

XHRFHICIE
M ER

XHRFEHICIE
PR

XHRSEHICIE
PR

XHRGHICIE
MR

XHRSHIEIE
MR

XHRFHICIE
M ER

XHRFRICIE
HMIMER



B8y

FRENEC23L MBI ARE R

FREXEC23:fIRVIFAE R

AN EEITESEPH#ERElic File

System

HIHHFSx for ONTAP&RBIARIE

EIEFSx for ONTAPX R AL

SAREMEN

121ME
EC2: Describe®

EC2: DescribeS2{l

Elasticfilesystem: ¥R R4

FSx: ListTagsForResource

EC2
. RevokeSecurityGrouplngress

ec2: HiHZ2AHANN

EC2: DeleteSecurityGroup

EIRIRE

EIRR(E

EIRR(E

PREER

ME. MxFD
il

ME. MEFD
il

WE. MEIF 2
#r

WRE. MEIFD
#r

XHRFRICIE
A ER

XHRFRICIE
AIMER

X RGHEIR
MM ER

13



14

B8y

BIiE. BEFEIEFSx for ONTAP
NXERZERR

RN 4 B G BT

121E
FSx: CreateVolume

FSx: TagResource

FSx
. CreateStorageVirtualMachine

fsx: MIBRX M FRYE

fsx: MHBRTEAERZ AN

FSx: AI¥tFileSystemsi#iTIER
PAES

FSx: ##fi#StorageVirtualMachine 3

fsx: HARAHRZEIPCEE

fsx: BMIXERSL
fsx: EHFTEMEEIMVL
FSx: BIXHB#HITHIIIZ

FSx: UpdateVolume

fsx: MIBRE

FSx: UnTagResource
FSx: W&MHITT 2

fsx: B2 &R

fsx: M&HEIES

fsx: MIBRER

CloudWatch: GetMetricData

CloudWatch: GetMetricStatistics

IEIAT (S BIRELABGIERT FAANBR IAM: SimulatePrincipalPolicy

?’—EFE%E’\JAWSFPKF IPRFITEL
R

fERME
EIRIRME
EIRIRE
EIRRME

EIRIRE

EIRR(E

e

EIRIRE
EIRIRME
e

EIRIRE
EIRIRME
EIRIRE
EIRIRE

EIRIRE
EIRIRE
EIRIRME
EIRIRE

EIRIRE

BE

I PRER
TEMAN
IEEFHNL

XHRFRICIE
MIHER

XHRFRICIE
AMIMER

ME. x5
il
WRE. MEIF 2
#r

WRE. MEF 2
#r

ME. MxFD

SRRG]
Dgt  Dgf  Ddf
24
*
S

(i

5. MxFo

S
[

BN
IELRSY
LS
WRE MEIF D

SIREG fE'Il
0t odf oot

%}a

WE. MEIF2
il

el



B8y

JJONTAP EMS E14#) FSx 121it
EFATERENRR

M AWS Cost Explorer $XEX FSx
for ONTAPX 4 R A HI A A F{sE AR
TBREE,

B S3 MANRFHIGEMIINEI FSx
for ONTAP X4 & %4:

M FSx for ONTAP X &% 5
B S3 AR FEEMPR

Bl S3 il = A B L g 1]

HiE

fliER S3 A=

[ S3 ENRAITRIE
FIHFEE S3 AR LEIRE
M S3 A RMEFITIC

A S3 MAREFHERPHINR
FItH. SIEMmIR S3 REFMER

FIth. IRFIOE S3 &

BERTTHRIELE
BRTHIELE

Flth. IEMtCRRKRSD

==[a]

IRENREIE (select. scan)

1RIF

Bedrock: ListinferenceProfile

Ba. REUEEECE X

25 AR REEN R

2=

InvokeModel

ce FREN A A ERAIBER

ce:GetTags

fsx:CreateAndAttachS3AccessPoi
nt

fsx:DetachAndDeleteS3AccessPo
int

s3:. CreateAccessPoint

s3:. DeleteAccessPoint

s3:TagResource

s3: ListTagsForResource

s3: UntagResource
s3:ListBucket

s3tables:ListTableBuckets
s3tables:CreateTableBucket
s3tables:GetTableBucket

s3tables:ListTables
s3tables:CreateTable
s3tables:GetTable

s3tables
. GetTableMetadatalocation

s3tables
. UpdateTableMetadatalLocation

s3tables:ListNamespaces
s3tables:CreateNamespace
s3tables:GetNamespace

s3tables: GetTableData

fERME

FSx FH
FONTAP EMS
VALl

FSx FH
FONTAP EMS
I

FSx A
FONTAP EMS
DT

FSx H
FONTAP EMS
I

RAHMIERE R
o

PASHIER B
o

SIENRERE

SIENRERE

SIEARER

S3ENREE
S3 AR
SIEANREE
S3ENREE
S3 ZfEtRiRE

S3 RIFMERE
i

S3 KRR

S3 RITHIEER
3

S3 RITEIER
3

S3 mAT(a)E
3

S3 REIEIRIF

I PRER
TEMAN

EEMAN

il

A

&

EEMAN

ME. x5
il

ME. MEFD
TEMAN
TEMAN

TEMANY

(i

(i

(i

i
OOt D0 Ddf Ddf OO O
p}
_),p
o

(i

15



S]] 1R EARAME I PRELER
ENKREUE (EN) s3tables: PutTableData S3 RIUEIRIE BEMMIK

EEGFERLEYEARE (GREXFSx  s3tables: ListTagsForResource S3 RATFIR(E TEMAK
for ONTAP. ##fif VM. % ID)

#ric Workload Factory &Z1%HY/F s3tables: TagResource S3 RITEIRIE TEMMK

BER

SEUEE- NN PO E L riat s3:GetObjectTagging S3 MRIRME IEEM
BB LIERHRINR

IRET(EAERTAN IAM ZREEIRH T Workload Factory BIRAE RIFR A EIRFFHIZFT T AR,
SRR A LA PR SRBR (RIS

* BE. MM EEMEERRER, TRIARNSTIVL, BEREFLEENRIFRADN, RET
BRARTGE, REGERASOMN, FRETENESTTE.

* BENEE . WHREEFRIITIREES, HEEHEFEENKE FSx for ONTAPX 4 R A1 ERIIE,
* BUEEEANCE: RIBRESSEEIZHIEEENMEE FSx for ONTAPX R4t 72 i,

R FR N U BE B PR RIIAMERES

16



IR TR HRY IAM 23RBS

17



ME. MRFDH

"Version": "2012-10-17",
"Statement": [
{
"Sid": "CommonGroup",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricStatistics",
"cloudwatch:GetMetricData",
"sns:ListTopics",
"ec2:DescribelInstances",
"ec2:DescribevVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribelImages",
"ec2:DescribeRegions",
"ec2:DescribeRouteTables",
"ec2:DescribeKeyPairs",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribelnstanceTypes",
"ec2:DescribeVpcEndpoints",
"ec2:DescribelnstanceTypeOfferings",
"ec2:DescribeSnapshots",
"ec?2:DescribeVolumes",
"ec2?2:DescribeAddresses",
"kms:ListAliases",

"kms:ListKeys",

"kms:DescribeKey",
"cloudformation:ListStacks",
"cloudformation:DescribeAccountLimits",
"ds:DescribeDirectories",
"fsx:DescribeVolumes",
"fsx:DescribeBackups",
"fsx:DescribeStorageVirtualMachines",
"fsx:DescribeFileSystems",
"servicequotas:ListServiceQuotas",
"ssm:GetParametersByPath",
"ssm:GetCommandInvocation",

"ssm: SendCommand",
"ssm:GetConnectionStatus",
"ssm:DescribePatchBaselines",
"ssm:DescribelInstancePatchStates",

"ssm:ListCommands",



EEMAN

"ssm:DescribelInstanceInformation",
"fsx:ListTagsForResource",
"logs:DescribeLogGroups",
"bedrock:GetFoundationModelAvailability",
"bedrock:ListInferenceProfiles"

1,

"Resource": [

W n
]
"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:GetParameters",
"ssm:PutParameter",
"ssm:DeleteParameters"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmdb/*"
"Sid": "SSMResponseCloudWatch",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents",
"logs:PutRetentionPolicy"
1,

"Resource": "arn:aws:logs:*:*:log-group:netapp/wlmdb/*"
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"Sid": \AJ

"Effect":
"Action":

"fsx

"fsx

1,

"Resourc

"Sid":
"Effect"

"Action":

"ec?2
"ec2
"ec?2

I

"Resource":

FSxRemediation",
"Allow",

[
:UpdateFileSystem",
:UpdateVolume"

V.
e mxmn

"EC2Remediation",

: "Allow",
[

:StartInstances",
:ModifyInstanceAttribute",
:StopInstances"

"Wk n
’

"Condition": {

"Str

"WLMDB*"

BIEHIEREEMN

"Version": "
"Statement":

{
"Sid

"Effect":

"Act

ingLike": {

"ec2:ResourceTag/aws:cloudformation:stack-name":

2012-10-17",
[

": "EC2TagGroup",

"Allow",

ion": |

:AllocateAddress",

:AllocateHosts",

:AssignPrivateIpAddresses",

"ec?2
"ec?2
"ec?
"ec?2:AssociateAddress",
:AssociateRouteTable",
:AssociateSubnetCidrBlock",

:AssociateVpcCidrBlock",

"ec2
"ec?2
"ec?2

"ec2:AttachInternetGateway",



name" :

name" :

1,

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2

:AttachNetworkInterface",
:AttachVolume",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
CreateVolume",
DeleteNetworkInterface",
:DeleteSecurityGroup",
DeleteTags",

DeleteVolume",
DetachNetworkInterface",
DetachVolume",
DisassociateAddress",
DisassociateIamInstanceProfile",
DisassociateRouteTable",
DisassociateSubnetCidrBlock",
:DisassociateVpcCidrBlock",
:ModifyInstancePlacement",
:ModifyNetworkInterfaceAttribute",
:ModifySubnetAttribute",
:ModifyVolume",
:ModifyVolumeAttribute",
:ReleaseAddress",
:ReplaceRoute",
:ReplaceRouteTableAssociation",
:RevokeSecurityGroupEgress",

:RevokeSecurityGroupIngress"

"Resource": "*",

"Condition": {
"StringLike": ({

"ec2:ResourceTag/aws:cloudformation:stack-

"WLMDB*"
}
}
by
{
"Sid": "FSxNGroup",
"Effect": "Allow",
"Action": [
"fsx:TagResource"
I
YResource™ et
"Condition": {
"StringLike": {
"aws:ResourceTag/aws:cloudformation:stack-
"WLMDB*"

21



"Sid": "CreationGroup",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:ValidateTemplate",
"ec2:CreatelLaunchTemplate",
"ec2:CreatelLaunchTemplateVersion",
"ec?2:CreateNetworkInterface",
"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:CreateVpcEndpoint",
"ec?2:RunInstances",
"ec2:DescribeTags",
"ec2:DescribelLaunchTemplates™,
"ec2:ModifyVpcAttribute",
"fsx:CreateFileSystem",
"fsx:CreateStorageVirtualMachine",
"fsx:CreateVolume",
"fsx:DescribeFileSystemAliases",
"kms:CreateGrant",
"kms:DescribeCustomKeyStores",
"kms:GenerateDataKey",
"kms:Decrypt",
"logs:CreateLogGroup",
"logs:CreatelLogStream",
"logs:GetLogGroupFields",
"logs:GetLogRecord",
"logs:ListLogDeliveries",
"logs:PutLogEvents",
"logs:TagResource",

"sns:Publish",
"ssm:PutCompliancelItems",
"ssm:PutConfigurePackageResult",
"ssm:PutInventory",
"ssm:UpdateAssociationStatus",
"ssm:UpdateInstanceAssociationStatus",
"ssm:UpdateInstanceInformation",
"ssmmessages:CreateControlChannel",
"ssmmessages:CreateDataChannel",
"ssmmessages:0OpenControlChannel",



"ssmmessages:0OpenDataChannel",
"compute-optimizer:GetEnrollmentStatus",
"compute-optimizer:PutRecommendationPreferences",
"compute-

optimizer:GetEffectiveRecommendationPreferences",

"compute-optimizer:GetEC2InstanceRecommendations",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",

iam:GetPolicy",
"iam:GetPolicyVersion",
"iam:GetRole",
"iam:GetRolePolicy",

"iam:GetUser"

I

"Resource": "x"
"Sid": "ArnGroup",
"Effect": "Allow",
"Action": [

"cloudformation:SignalResource"

I

"Resource": |
"arn:aws:cloudformation:*:*:stack/WLMDB*",
"arn:aws:logs:*:*:log-group:WLMDB*"

"sSid": "IAMGroupl",
"Effect": "Allow",
"Action": [

iam:AddRoleToInstanceProfile",

iam:CreateInstanceProfile",
"iam:DeleteInstanceProfile",

iam:PutRolePolicy",

"iam:RemoveRoleFromInstanceProfile"

I

"Resource": [
"arn:aws:iam::*:instance-profile/*",

"arn:aws:iam: :*:role/WLMDB*"

"Sid": "IAMGroup2",
"Effect": "Allow",
"Action": "iam:CreateServiceLinkedRole",
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"Resource": |
"arn:aws:iam::*:instance-profile/*",
"arn:aws:iam::*:role/WLMDB*"

1,

"Condition": {

"StringLike": {
"iam:AWSServiceName": "ec2.amazonaws.com"

"Sid": "IAMGroup3",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": |
"arn:aws:iam::*:instance-profile/*",
"arn:aws:iam::*:role/WLMDB*"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.com"

"sSid": "IAMGroup4",

"Effect": "Allow",
"Action": "iam:CreateRole",
"Resource": "arn:aws:iam::*:role/WLMDB*"

TRER T HEETTERHRINIR,
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iEBAT GenAlL{EH HAIAMEEE

"Version": "2012-10-17",
"Statement": [

{

34

"Sid": "CloudformationGroup",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DescribeStacks"

1,

"Resource": "arn:aws:cloudformation:*:*
"Sid": "EC2Group",

"Effect": "Allow",

"Action": [

"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress"
I
"Resource": "*",
"Condition": {
"StringLike": {

"ec2:ResourceTag/aws:cloudformation

"Sid": "EC2DescribeGroup",
"Effect": "Allow",
"Action": [

"ec2:DescribeRegions",
"ec2:DescribeTags",
"ec2:CreateVpcEndpoint",
"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec?2:DescribeRouteTables",
"ec2:DescribeKeyPairs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcEndpoints",
"ec?2:DescribelInstances",
"ec2:DescribelImages",

:stack/wlmaix/*"

:stack-name":

"wlmai*"



"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:RunInstances"

1,

"Resource": "x"
"Sid": "IAMGroup",
"Effect": "Allow",
"Action": [

"iam:CreateRole",
"iam:CreateInstanceProfile",
"jam:AddRoleToInstanceProfile",
"iam:PutRolePolicy",
"iam:GetRolePolicy",
"iam:GetRole",

"iam:TagRole"

1,

"Resource": "*"

"Sid": "IAMGroup2",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.
}
1
"Sid": "FSXNGroup",
"Effect": "Allow",
"Action": [

"fsx:DescribeVolumes",
"fsx:DescribeFileSystems",
"fsx:DescribeStorageVirtualMachines",
"fsx:ListTagsForResource"

1,

"Resource": "x"

"Sid": "FSXNGroup2",
"Effect": "Allow",
"Action": [

com
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"fsx:UntagResource",
"fsx:TagResource"

1,

"Resource": |
"arn:aws:fsx:*:*:volume/*/*",

"arn:aws:fsx:*:*:storage-virtual-machine/*/*"

"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:PutParameter"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmai/*"
nsid": "SSM",

"Effect": "Allow",

"Action": [

"ssm:GetParameters",
"ssm:GetParametersByPath"

1,

"Resource": "arn:aws:sSsm:*:*:parameter/aws/service/*"

"Sid": "SSMMessages",

"Effect": "Allow",

"Action": [
"ssm:GetCommandInvocation

1,

"Resource": "x"

"Sid": "SSMCommandDocument",
"Effect": "Allow",

"Action": [

"ssm: SendCommand"

1,
"Resource": |
"arn:aws:ssm: *:*:document/AWS-RunShellScript"

"Sid": "SSMCommandInstance",



"Effect": "Allow",

"Action": [
"ssm: SendCommand",
"ssm:GetConnectionStatus"

1y

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1y

"Condition": {
"StringLike": {

"ssm:resourceTag/aws:cloudformation:stack-name":

nsid": "KMS",
"Effect": "Allow",
"Action": [

"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Resource": "*"

"Sid": "SNS",

"Effect": "Allow",

"Action": [
"sns:Publish"

1,

"Resource": "x"

"Sid": "CloudWatch",

"Effect": "Allow",

"Action": [
"logs:DescribelLogGroups"

1,

"Resource": "x"

"Sid": "CloudWatchAiEngine",

"Effect": "Allow",

"Action": [
"logs:CreateLogGroup",
"logs:PutRetentionPolicy",
"logs:TagResource",

"wlmai-*"
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"logs:DescribeLogStreams"

1,

"Resource": "arn:aws:logs:*:*:log-group:/netapp/wlmai*"
"Sid": "CloudWatchAiEngineLogStream",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents"

1,

"Resource":

"Sid": "BedrockGroup",

"Effect":
"Action":

"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:

1,

"Resource":

"Allow",

[

InvokeModelWithResponseStream",
InvokeModel",

ListFoundationModels",
GetFoundationModelAvailability",
GetModelInvocationLoggingConfiguration",
PutModelInvocationLoggingConfiguration",
ListInferenceProfiles"

"k

"Sid": "CloudWatchBedrock",

"Effect":
"Action":

"Allow",

[

"logs:CreateLogGroup",

"logs:PutRetentionPolicy",

"logs:TagResource"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/bedrock*"
"Sid": "BedrockLoggingAttachRole",

"Effect": "Allow",

"Action": [

"iam:AttachRolePolicy",

"iam:PassRole"

1,

"Resource"

: "arn:aws:iam::*:role/NetApp AI Bedrock*"

"arn:aws:logs:*:*:log-group:/netapp/wlmai*:*"



"Sid": "BedrockLoggingIamOperations",
"Effect": "Allow",
"Action": [

"iam:CreatePolicy"

1,

"Resource": "x"

"Sid": "QBusiness",

"Effect": "Allow",

"Action": [
"gbusiness:ListApplications"

1,

"Resource": "x"

Yo

{
"Sid": "83",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets"
1,

"Resource": "*"

br

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"ec2:DescribeRegions",

"ec2:DescribeAvailabilityZones",

"ec2:DescribevVpcs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeDhcpOptions",
"kms:DescribeKey",
"kms:ListKeys",
"kms:ListAliases",
"secretsmanager:ListSecrets",
"evs:ListEnvironments",
"evs:GetEnvironment",

"evs:ListEnvironmentVlans"

1,

"Resource": "x"
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"
}
]
}
iR AR B R
{
"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack"

1,

"Resource": "*"



by
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystem",
"fsx:DescribeFileSystems",
"fsx:CreateStorageVirtualMachine",
"fsx:DescribeStorageVirtualMachines",
"fsx:CreateVolume",
"fsx:DescribeVolumes",
"fsx:TagResource",
"sns:Publish",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:CreateGrant"

1,

"Resource": "x"

bo

{
"Effect": "Allow",
"Action": [

"ec2:RunInstances",
"ec2?2:DescribelInstances",
"ec2:CreateSecurityGroup",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:DescribelImages"

1,

"Resource": "*"

by

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"
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2025 2H1H

UTARE AR EFhE TR

* s3:TagResource

s3:ListTagsForResource

s3:UntagResource

s3tables
s3tables
s3tables
s3tables
s3tables

s3tables

s3tables:

s3tables
s3tables
s3tables
s3tables
s3tables
s3tables
s3tables

s3tables

:CreateTableBucket
:ListTables

:GetTable
:GetTableMetadatalocation
:CreateTable
:GetNamespace
PutTableData
:CreateNamespace
:GetTableData
:ListNamespaces
:ListTableBuckets
:GetTableBucket
:UpdateTableMetadatalocation
:ListTagsForResource

:TagResource

s3:GetObjectTagging

s3:ListBucket

2025 F 12 H4H

UTFAIRE AR INEEE TR,
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fsx:CreateAndAttachS3AccessPoint

fsx:DetachAndDeleteS3AccessPoint

s3:CreatelAccessPoint

s3:DeleteAccessPoint
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* bedrock:ListInferenceProfiles
* bedrock:GetInferenceProfile

* bedrock:InvokeModelWithResponseStream

* bedrock:InvokeModel

2025%F11H2H

s, HIEETERHAM VMware TEHEPRY R 3B NRRESER B, UEEDEARIFRHEER

ARVRIEFN BRI R AN,
20255108 5H
IATAREM GenAl FfffiER, IL7EE GenAl 5|4 :

* bedrock:GetModelInvocationLoggingConfiguration
* bedrock:PutModelInvocationLoggingConfiguration
* iam:AttachRolePolicy

* iam:PassRole

* iam:CreatePolicy

2025%F6H29H

IM7E, EEERIEEX TABUTMNE: cloudwatch:GetMetricData o

2025%653H

WE, GenAl TH/ERKXTEBUTNPE: s3:ListAllMyBuckets,
20255848

IWTE, GenAl ER/GRILTEABLUTNIR: gbusiness:ListApplicationso
ME, EEERIEEXTEBUTNE:

* logs:GetLogEvents

* logs:DescribelLogGroups

WE, BEFETEERATREEUTR:

logs:PutRetentionPolicyo

2025%452H

WME, BEEERIEEXTEBLUTNIE: ssm:DescribeInstanceInformation o
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BIFTHITIT B ARTRER.

HIETRE, BEERKXAPFIDNGFHES SN, AEEF*CONTINUE,
£*Account*TiE £, WA R, FHiEFENITIEREIR,

1K ENetAppF A F ST TTER. AT T RIIAMEEN RN TR,



HeIIO RiChard_. An account is the top-level element in NetApp's identity platform. It enables you
to add and manage permissions and credentials.

Let's get started by creating an account. Liarn inore aliout scotimts, (2

Account name

My Account

To help us organize menu options that best suit your objectives, we suggest that

you provide us with some background about your job.

My job description Optional

‘ Select a job descriptior -

9. #%&#F*6E*, ¥ B Workload Factory £,
&R
1EILTEHAE Workload Factory ERBFMMKF . EWANIKAEIES, BILIAIRIFAAE Workload Factory &g,

BiEE M AN Workload Factory i/

ERPEER, EaLURIEEMAIMNER Workload Factory Bk, L@t 15T LLiAIRIF04E R Workload
Factory, kP EIEREE@EIINetApp Consolei# T,

1557 NetApp ConsoleX 1, "7 fEWEIANNESE (FAFMKF) "I/ Workload Factory TP o
&R

SR BWE —H B, ERaEESMANER Workload Factory i BI3ER,

¥ AWS EE7RNZE] Workload Factory

AINFIEIE AWS E3E, LUENetApp Workload Factory B EEH AWS K P EFEE
B RRIBEFIEMNNR,
LR

SR UM EIE TTEE AWS EIERINEITA R Workload Factory 1P, X Workload Factory 12t T B2
AWS =IFEHRZREFRIZPT R AR,

TR LUER MM A RINEE:

* F5f: &7 Workload Factory FRZRINEIEEITEIERY AWS K A6 1AM REEH] IAM .
* Bah: EBHERERNENRIMEE. AEfEHCloudFormationiik 9 SR I IAMERERF AT,
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HABEH T —NAWSEBE A G ESETMR. Zha:

© B RIS EBERN TIER S I RIEX SR EIAMERER, TiFF—HIWAWSHK S TR,
© AYFEIEERIANSGE HASE TER HIhEERD AR B ST HIAWSH AR,

 EIR AT TEAWSTER & P FRYE B JSONEREE XX 4. BIL FRNIAMERRL B,

* I EEFAWS CloudFormationtfit% g F PR IEFA RIAMRERFI A B eI Bk, #H—FEH T XiE
s 203 DT

* @I IFIEFSx for ONTAPARS HIBEFEE R TAWSHN B EIEGiR. BiFI5FSx for ONTAPH P {RIF—
H. B S B EEREETEAWSEESAANIBLAR R,
— PN EZAWSER

LEERAE— TERHII T (RS M), CREERXETEREhERROIRRAREE. &
B ENEANIE Workload Factory, (BIREE I AWS SIBEEIS AR IAM BEfESR, Y1EHE Workload
Factory FREGEEITHEERY, XELEIES7E A ET .

TAYRIIE AWS FIEE R UB &5 —BINREE S HIEER IAM PR, XFTE2EURTERISEK,

@ Workload Factory /RI1%4H AWS SRR E thThaEFr R BRIMYPR, 140 FSx for ONTAPX 4%
4. 7 FSx for ONTAP L EREHUEE. T VMware TIEREHE,

FrhEK P AR

SR LAF o AWS EIERNIE] Workload Factory, LR &RY Workload Factory tk P EIR B FEiTIRE TIE
AEB AWS ZRFTREINIR. ERMNSEADIESEEE— IS T ETEEERNITIERHINEERN IAM
B, UNRDELAEIKFE 1AM B,

(D @AM Workioad Factory FE5I S 5iNetAppil &1 AWS SEIERMEHKF

BIRERES N =885

 EEREFRNRSHNRER. AEMAWSEIRIZH & CIRIAMEREE,
* MAWSEIBIZH S IZIAMA &,
* M Workload Factory H5§i N\ & FFHRINEE,
FeaZHl
TEEAFEREATEERIIAWSHKA,
T
1. BR"TEAHTI THE"
2. MEEBAEREE, REERER,
3. EEIE TIE L, EERIERE
4. fERIEERE L. EFRFRMT. REERLU TS ESR_Permissions configuration FEIENER9
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Add Credentials

@ Add manually

Independently create IAM policy and IAM role in you AWS
account according to detailed instructions and a provided

permissions list which is based on your requirements,

Permissions configuration

Create policies Mo policies were selected s
Create role (1) Action required A
Credentials name t@ Action required v

1T EETIERHINEEH CIZIAMERES

AT, EREFRPLRBN T AR RAMFAXEFTIEN—SOHITEE. URAS I IIEREBRAN
fRo I&FEMCodeBoxRERIETMERE TIFRHAVRIEIR. FREFMEIAWSHKA HEIAWSEIRIZHI & 1L

ellfE i
iz
1. #£*Create Policies*Z7H, BRAEGSEXLEEREDNE N TIEAHIIEE,

© © N o o &

ERILTREAINEMINEE. Fb R FikE s E BN EEMN TR,

X TR MA PR AR B E M TR HTNRE, IBEREAXERIERIIRFINREE,

ik ER EAENRRE UNEER T EE M LIENZIREFENAWSHKF R, BRILLEEES
700 “iam:SimulatePrincipalPolicy permission’ ZIRREREEH, LEANPRHIE BN EHIANPR, &0 LATEARN
EREERPRILEARE. EBERNTENVFBLALR. LB LIEAZ S RINERIESIEERR. HEGFohEETmAE
B3R

#£CodeBox&E L H. EHIFE—TAMRBEHIIR,

TAS— M NEREO. HEAWSEREH &P EREEIAWSH,,

FIFIAMBERSS, SARRIEF*Policies*>*Create Policy*,

EARISONTERX R, MILEEEITHEFIFNIRE, AFIEFE Next*,

RNRESHIRTR, JAFIEEFE Create Policy*,

MREESTEAPREFT SN TIEAHTIEE. BFEEXESBHESHTERENREIE— R,

B2 SIEERARERHNIAMATR
EATHR, ERIRE Workload Factory F&ERY IAM fts, EHApEFEERIRIGIZ IR 5,

55




Permissions configuration

Create role Eat
From the AWS Management Consaole

1 Mzwvigals to the 1AM service.

2 Select Roles > Creale role.

| Select AWS account > Another AWS account.

® Enter the account ID for FSx for ONTAP workload managament:
® Szlect Reguire sxternal 1D and amsr:

4| Select Next

t

In the Permissions policy section, choose all of the pobicies thal you prevaously dafimed and cick
B Entar 3 name for the role and sefect Create role

7 Copy the Role ARM and paste it below.

Rofe ARN

p
1. FAWSEIZIZHI G, EE AE>EIZAE"
2. 75 * AMESEMARE T, & CAWS 1KF ¥,

a. %R B—1 AWS K, AR M Workload Factory Ul & &lIFK5ME FSx for ONTAP T {Ef EH B IZAIIK P
IDo

b. 4% FREBHIINED ID*HM Workload Factory Ul S EIFEEIESNES D,
R S S
. TEAUREEBRER S, IR N HIFTE EEE, SIS Nextt,
BABEIE, AE%E Create Role®
. BHIfBEARN,

. 1R[8] Workload Factory RN TIE, BRANIREEE TR CIEAR S, RS ARN MILE/AE
ARN"FEZ,

N OO o A~ W

F3F . WABRTHRNERE
RIia—% 27 Workload Factory i N ZIFRIZ FRo

T

1. £ Workload Factory RV RINER TTE A, B NRELE" T ERBT .
2. IANERTFXLEERNZT,

3. 3EFAdD* LB E R,

#R
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LR RIZ AR, EORROE"EHE"TIHE,

{E A CloudFormation[@ii A N EE

f&AT LAEA AWS CloudFormation %R AWS EIEARINE] Workload Factory, AR EEFEE[AR Workload
Factory IgE, SRAETEREEI AWS MK H/E 5 AWS CloudFormation 4%, CloudFormation J&RIBIZIEIRA T
TEETHRESIZER 1AM FRERF IAM B,
FHaZ i

c BEEAREIREAEEREIAWSHKS,

* f£ACloudFormationd 1R INERES. EHEBETAWSHKF R EF LU TNR:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",
"cloudformation:UpdateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeChangeSet",
"cloudformation:ExecuteChangeSet",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:GetTemplate",
"cloudformation:ValidateTemplate",
"lambda:InvokeFunction",
"iam:PassRole",

"iam:CreateRole",
"iam:UpdateAssumeRolePolicy",
"iam:AttachRolePolicy",
"iam:CreateServiceLinkedRole"

1,

"Resource": "x"

TR
1 BRTEAHIT 68"
2. NEBERIEZFEE, RAEEEER,
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3. EEIE TIE L, EBRRINEES
4. %E$1F-BTAWS CloudFormation*7xfl.

Add credentials

Add manually @ Add via AWS CloudFormation o
@ Create an |IAM policy and IAM role in your AWS account IAM paficy and rofe creation are aulomated via a Cloud

agcording to detailed instructions and a provided Fof ck ch 5 58 by you. No account

permissions list, which s based an your requiremants managameani permiss o required by Workload Factory

Permissions configuration

Create policies Storage

Credentials name i)} Action required i

S IERIERES T, BRBESEXEREFNS I IIEAHIIEE, ARAS N ITEAEEE—IIRES.
ERILIEREAINE IR, EtRFEEFE L aERNEMN SRR TR AN,

6. O EE ERABENERE UINELEETEESR TEAFIRIEFIEINAWSIKF IR, BRILLEEES
FEANPRARAN “iam:SimulatePrincipalPolicy” EIARZREEH, LA PREY B BN EIAMIR. &r] ATERINERES
'Jf‘?JtHWE BEITEIRBUAPR. LA LEERD A IHAVIRIECIERZRIR. FB e FalB IR ERIAFRIE

7. EHEIEET, MAERRTFXEEENET.
8. MAWS CloudFormationZsliEz
a. RN (EHEEREE M EICloudFormation®). kB R REE M ZICloudFormation Tl o

Redirect to CloudFormation
The instructlons below describe how to creste the link from the AWS CloudFormetion servece, Atter you're
aong, refun 1o Warklosd Factary.

1 I you wea single sign-on [S50) with AWS, open a separate browser 1ab and 10g in to. the AWS Console

betore you sakect Continue,
2 Log In to the AWS account whers the FEx for ONTAP flle sysism regkdes.

3| On the Quick create stack pages, under Capabilities, select | acknowledge that AWS CloudFormation
might create 1AM resources.

4| ‘Select Create stack.

Continua Cancel |

b. INRFAWSHERE QB R(SSO). BEFITH RV ESRATMFHERAWSIEH A, ARBEE U

45+
=R

o

1R &R FIFSx for ONTAPX R AFTERIAWSHK
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c. MEEMZEICloudFormation DI IS 4842

d. £Quick create¥t% B1EHY "Capabilities" . ZEZF*FH#IAAWS CloudFormationAJ BE= BIERIAMZE &>,
e. IEEF IR

f. iR[B] Workload Factory 741 Credentials Tl LAIEFEIER S EEHTH, HEETERMN,

{EFANetApp Workload Factory {1t T{Ef %

B RFH1EENetApp Workload Factory 5, &R LUFFIAFER 2 Workload Factory IIEE,
FIgneIEAmazon FSx for ONTAPX &4, 1E FSx for ONTAPX {4 24 L ZRE 4R ELL
KfEFH FSx for ONTAPX 4 R A {E NI EBEIETZEE RV EC & T2 E] VMware Cloud on
AWS,

* ZEFHTF NetApp ONTAP By Amazon FSX"

1BiE fEEFIFSx for ONTAPENTEEEAIZR. RIERESLERACEFSX for ONTAPEEH M E#HITIEIRL. LA
Kipn SR EBIEE. THEM DT LRIEEERF. UTEBEMD,

* "SRRI ERE"

TEAWS LN B EIERE R, @I EIFSX for ONTAPIHMEBERN AT E. FIARNENRERLEE
imE|imEREREE. MR BEMITCI/CDE B .

» "GenAl"

HMENEE"BME—N"(RAG)EMZEN. LURSAINBIZRFERIEMIREGE, SIE%HE XFSx for ONTAP
FRAGHIIRE. HFEENENSIEL 2SR,

* "VMware T{EfaE"

Eﬁﬁﬁ%’ﬁ%@iﬁﬂEﬂ@ﬁﬁ-ﬁ'ﬂﬁﬂ%ﬂ%ﬁ"ﬁo BESHEDNBANAEME . BwEVMA N EHITHER

* "EDAT{EfhZ"

B B FRESHERE, MABEZSIXHRSH FSx for ONTAP , LUREMREHIFRETENZA.
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