REST API7ZEUZEEActive 1Q Unified Manager

5% LRE
Active 1Q Unified Manager 9.14

NetApp
October 16, 2025

This PDF was generated from https://docs.netapp.com/zh-tw/active-ig-unified-manager-914/api-
automation/reference_authentication_errors.html on October 16, 2025. Always check docs.netapp.com

for the latest.



Sk

REST API7ZEREEERActive 1Q Unified Manager s8INAE
)
HTTPAREELEE AR Active 1Q Unified Manager
fEFAPI#TTActive 1Q Unified Manager X BE R B ERVIE R
SREEHRRTOER
TEMMEIERY BRIE
BRI EMHREBMIERF E K
EEAPIZ RABRAMH TEM4
JERSERBIPER
S 4FAPIEI AR ZS

oo OO O o0 o g hAWW



REST APIfzEX 25z Active 1Q Unified Manager 551]
HE

ol LUEBERIRESTHPIRHZENRST T & ~ FIBEARNHTTP S SIZREZBHHTTPE
K~ FEILTFEULEEFAEAPI Active 1Q Unified Manager ©

TR B
- i
GET

https://<IP
address/hostname>:<port number>/api/v2/datacenter/cluster/clusters
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"records": [
{
"key": "4dcobf721-2e3f-11e9-a3e2-
00a0985badbb:type=cluster,uuid=4c6bf721-2e3f-11e9-a3e2-00a0985badbb",

"name": "fas8040-206-21",
"yuid": "4dc6bf721-2e3f-11e9-a3e2-00a0985badbb",
"contact": null,

"location": null,

"version": {
"full": "NetApp Release Dayblazer 9.5.0: Thu Jan 17 10:28:33
UuTC 2019",
"generation": 9,
"major": 5,
"minor": 0
by
"isSanOptimized": false,
"management ip": "10.226.207.25",
"nodes": [

{
"key": "4c6bf721-2e3f-11e9-a3e2-

00a0985badbb: type=cluster node,uuid=12cfl06cc-2e3a-11e9-b9b4-

00a0985badbb",
"uuid": "12cf06cc-2e3a-11e9-b9%04-00a0985badbb",

"name": "fas8040-206-21-01",
" links": {
"self": {

"href": "/api/datacenter/cluster/nodes/4c6bf721-2e3f-11e9-



a3e2-00a0985badbb:type=cluster node,uuid=12cf06cc-2e3a-11e9-b9%4-
00a0985badbb"
}
by

"location": null,

"version": {
"full": "NetApp Release Dayblazer 9.5.0: Thu Jan 17
10:28:33 UTC 2019",
"generation": 9,
"major": 5,
"minor": 0
b
"model": "FAS8040",
"uptime": 13924095,
"serial number": "701424000157"

by
{
"key": "4c6bf721-2e3f-11e9-a3e2-
00a0985badbb: type=cluster node,uuid=led606ed-2e3a-11e9-a270-
00a0985bb9p7",
"uuid": "led606ed-2e3a-11e9-a270-00a0985bb9b7",

"name": "fas8040-206-21-02",
" links": {
"self": {
"href": "/api/datacenter/cluster/nodes/4c6bf721-2e3f-11e9-

a3e2-00a0985badbb: type=cluster node,uuid=led606ed-2e3a-11e9-a270-
00a0985bb9b7"
}
by

"location": null,

"version": {
"full": "NetApp Release Dayblazer 9.5.0: Thu Jan 17
10:28:33 UTC 2019",
"generation": 9,
"major": 5,
"minor": O
b
"model": "FAS8040",
"uptime": 14012386,
"serial number": "701424000564"
}
1,
" links": {
"self": {
"href": "/api/datacenter/cluster/clusters/4cobf721-2e3f-11e9-

a3e2-00a0985badbb: type=cluster,uuid=4cobf721-2e3f-11e9-a3e2-



00a0985badbb"
}
}
by
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import java.io.BufferedReader;

import java.io.InputStreamReader;

import java.net.URL;

import java.security.SecureRandom;

import java.security.cert.X509Certificate;
import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.HttpsURLConnection;
import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;

import javax.net.ssl.X509TrustManager;
import org.apache.commons.codec.binary.Baseb64;

public class HelloApiServer {

private static String server;

private static String user;

private static String password;

private static String response format = "json";
private static String server url;

private static String port = null;

/*
* * The main method which takes user inputs and performs the *
necessary steps
* to invoke the REST URI and show the response
*/ public static void main(String[] args) {
if (args.length < 2 || args.length > 3) {
printUsage () ;
System.exit (1) ;
}
setUserArguments (args) ;
String serverBaseUrl = "https://" + server;
if (null != port) {
serverBaseUrl = serverBaseUrl + ":" + port;
}
server url = serverBaseUrl + "/api/datacenter/svm/svms";
try {
HttpsURLConnection connection =
getAllTrustingHttpsUrlConnection () ;



if (connection == null) {

System.err.println ("FATAL: Failed to create HTTPS

connection to URL: " + server url);
System.exit (1) ;
}

System.out.println("Invoking API: " + server url);

connection.setRequestMethod ("GET") ;

connection.setRequestProperty ("Accept", "application/" +

response format) ;
String authString = getAuthorizationString() ;
connection.setRequestProperty ("Authorization",
authString) ;
if (connection.getResponseCode () != 200) {
System.err.println ("API Invocation Failed
code : " + connection.getResponseCode() + " : "
+ connection.getResponseMessage ()) ;
System.exit (1) ;
}
BufferedReader br = new BufferedReader (new
InputStreamReader ( (connection.getInputStream())));
String response;
System.out.println ("Response:") ;
while ((response = br.readLine()) !'= null) {
)

4

System.out.println (response
}
connection.disconnect () ;
} catch (Exception e) {

e.printStackTrace() ;

"Basic " +

HTTP error

/* Print the usage of this sample code */ private static void

printUsage () {

System.out.println ("\nUsage:\n\tHelloApiServer <hostname> <user>

<password>\n") ;

System.out.println ("\nExamples:\n\tHelloApiServer localhost admin

mypassword") ;

System.out.println ("\tHelloApiServer 10.22.12.34:8320 admin

password") ;

System.out.println ("\tHelloApiServer 10.22.12.34 admin password

o

System.out.println ("\tHelloApiServer 10.22.12.34:8212 admin

password \n");

System.out.println ("\nNote:\n\t (1) When port number is not

provided, 443 is chosen by default.");
}



/* * Set the server, port, username and password * based on user
inputs. */ private static void setUserArguments (
String[] args) {
server = args[0];
user = args[l];
password = args[2];

if (server.contains(":")) {
String[] parts = server.split(":");
server = parts[0];

port = parts[1l];

/%

* * Create a trust manager which accepts all certificates and * use
this trust

* manager to initialize the SSL Context. * Create a
HttpsURLConnection for this

* SSL Context and skip * server hostname verification during SSL
handshake. * *

* Note: Trusting all certificates or skipping hostname verification *
is not

* required for API Services to work. These are done here to * keep
this sample

* REST Client code as simple as possible.

*/ private static HttpsURLConnection

getAllTrustingHttpsUrlConnection () { HttpsURLConnection conn =
null; try | /* Creating a trust manager that does not
validate certificate chains */ TrustManager/|[]
trustAllCertificatesManager = new TrustManager[] {new

X509TrustManager () {
public X509Certificate[] getAcceptedIssuers () {return null;}
public void checkClientTrusted (X509Certificatel]
certs, String authType) {}
public void checkServerTrusted (X509Certificatel(]
certs, String authType) {} Y} /* Initialize the
SSLContext with the all-trusting trust manager */
SSLContext sslContext = SSLContext.getInstance ("TLS");
sslContext.init (null, trustAllCertificatesManager, new

SecureRandom () ) ;

HttpsURLConnection.setDefaultSSLSocketFactory (sslContext.getSocketFactory (
)); URL url = new URL(server url); conn =
(HttpsURLConnection) url.openConnection(); /* Do not perform an
actual hostname verification during SSL Handshake. Let all

hostname pass through as verified.*/



conn.setHostnameVerifier (new HostnameVerifier () { public

boolean verify(String host, SSLSession session) {
return true; } 1), } catch (Exception e)
{ e.printStackTrace() ; } return conn; }

/*

* * This forms the Base64 encoded string using the username and
password *
* provided by the user. This is required for HTTP Basic
Authentication.
*/ private static String getAuthorizationString() {
String userPassword = user + ":" + password;
byte[] authEncodedBytes =
Base64.encodeBaseb6t4 (userPassword.getBytes()) ;
String authString = new String(authEncodedBytes) ;

return authString;

10



RRIEE

Copyright © 2025 NetApp, Inc. FRTEFRE o GEEIR ° IHEREFMB ARASERET » MERARERE T
Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiEFH - 8% - REREEEEFRERSR

9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
Hth NetApp & =M ERERIIET FERIRME

AFEMAFz EmZE—IE (8) ULRNEEFF - BSNEFISEREFREFFRE

BIRHERIEREE © BUTHRAIRIER « BRI AREEES DFARS 252.227-7013 (2014 £ 2 A) #1 FAR 52.227-
19 (2007 &£ 12 B) mfy TEMTERER) - JEmEIBERL & (b)(3) /N&RFFk Z PR ©

IEEFrE BN EEERN / WEERY (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBEA GRS
HBIFRE NetApp FMTERMERSREEBREENE » TEXZHMALERE - ZEBREFHRZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B0~ BITHETZER - ERBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RFR
BHMARANERLE  MAHSEMEENERE > REEIE -

11


http://www.netapp.com/TM

	REST API存取與驗Active IQ Unified Manager 證功能 : Active IQ Unified Manager 9.14
	目錄
	REST API存取與驗Active IQ Unified Manager 證功能
	驗證
	HTTP狀態代碼用於Active IQ Unified Manager
	使用API進行Active IQ Unified Manager 效能不穩定的建議
	疑難排解記錄
	工作物件非同步處理
	使用工作物件說明的非同步要求
	查詢與API要求相關聯的工作物件
	非同步要求的步驟

	您好API伺服器


