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Advisory ID: NTAP-20200814-0005  Version: 6.0  Last updated: 12/03/2020  Status: Interim.  CVEs: CVE-2020-9490, CVE-2020-11984, CVE-2020-11993
Overview Affected Products Remediation Revision History

Software Versions and Fixes
MetApp's currently available patchas ara listed below.

Product First Fixed in Release
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Recommended actions (13) Actions for later (3)

Update carbon mitigation details to help reflect accurate sustainability score Fix | Later AN

Reduce carbon footprint with renewable energy at data centers. Learn more here on sustainability benefits. All improvement estimates are approximate, based on the
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Recommended actions (13) Actions for later (3)

Enable compaction to support more workloads Consider o

To learn more about compaction to achieve storage efficiency, please click here. All improvement estimates are approximate.
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Reduce carbon footprint with renewable energy at data centers. Learn more here on sustainability benefits. All improvement estimates are approximate, based on the
maximum possible carbon mitigation score.
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ONTAP 82% 97% (15% ) Fix | Later
ONTAP 83% 98% (15% ) Fix | Later
ONTAP 83% 98% (15% ) Fix | Later

1-50 of 166 < 1 >

© MMRICHTBHBRIZELEEE - FEE * 11

* IRIGEE  HE ¢ - CERENNESFFEE
30 X ° 30 K& - ILENMERIBE * BEEHF* ?%Hﬁ%& °

* BRI LERIEREEREN(F - ARER—T * TR "  RERE * ZRNEF - R5IFRH -

s 2gs /=

RE - ENMBBERIEE

Recommended actions (13) Actions for later (3)

Enable compaction to support more workloads Consider .
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Upgrade Advisor

-

Upgrade plans are available at a cluster level, Not all clusters are

available for the upgrade, Learn more about eligible clusters
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Upgrade Advisor - ONTAP

I A Attention: Upgrade plans are unavailable for clusters if the nodes or systems of the clusters have not sent AutoSupport in over 30 days. View the affected systems.

O Cluster Name Nodes Current OS Version @ Target 05 Version @
O 9.10.1P13 9.131P6 /'

O 9.13.1P3

O 9.12.1P2 9.131P6 /

View Upgrade Advisor Reports
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1 cluster selected.57 clusters selected

I A Attention: Upgrade plans are unavailable for clusters if the nodes or systems of the clusters have not sent AutoSupport in over 30 days. View the affected systems.

‘ersion @ Target O Version @

9.13.1P6 /'
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9.11.1P13| /'
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) View Upgrade Recommendation =
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. 2 9.13.1P3
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View Upgrade Advisor Reports

Generate Upgrade Plan

Recommended Action

View Upgrade Recommend...
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Resolve Issue
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Cluster Name

Resolve Issue

Some nodes in this cluster have not sent AutoSupport in 30 days or longer and cannot

be upgraded

Enable Autosupport for all nodes in this cluster using the following options:

Set up AutoSupport (2

Manual AutoSupport upload [2

ps Version @

9.10.1P8

9.13.1P3

9.12.1P4,9.13.1P4

9.10.1P12

View Upgrade Advisor Reports

e affected systems.

Recommended Action

View Upgrade Recommend...
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Upgrade Recommendation

& Back to all clusters

clusterl

Select an OS5 version for upgrade

Select to see upgrade recommendation for each version. Your latest selection is autoratically saved
Current OS Target 0S
Latest Patch

9.11.1P10 ©9.11.1P13

Pre-upgrade Check Enhanced and Updated ONTAP Features

Recommended Release

®9.13.1P6

Select an OS version

I A You are unable to review the risk advisor and pre-upgrade check because one or mare of the systems in this cluster has not sent a weekly AutoSupport. Resolve Issue

View Upgrade Advisor Reports
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Upgrade Advisor - ONTAP View Upgrade Advisor Reports
I A Attention: Upgrade plans are unavailable for clusters if the nodes or systems of the clusters have not sent AutoSupport in over 30 days. View the affected systems.
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4. #B—T TT#E THEEETERTCHN#ETFRY

IR RS eI 2 AR ¢

° Ansible & FMM | YamItEZE - ASBITHIRE « WiE N IRFSEIE S iE EHMI I MITIESHS ©
° BETF : YamiiEE - ASEARYRENZ R FAMHEER o
° WERE - BN BRTE RIEES/BMCEIREEH I TED5%A* all.Zip ~ all_Shelf_fw.Zip F1<SP/BM>__ ©

()  FEamERR R TR e -

fEF3 Ansible EXBS B EFHAFFFIFASE)E CEEERKRNEAR)

n\I

IhAE S EFAS BITHAE ©

{EFENetApp Docker ImagellAnsible&{TEIBEE

1. #&Ansible DockerBHERAEHIZlLinux T :

$ docker pull schmotsl/netapp-ansible

Using default tag: latest

latest: Pulling from schmotsl/netapp-ansible
docker.io/schmotsl/netapp-ansible:latest

2. fELinuxE# AR B HITDockerPR R :

$ docker run -v <downloaded playbook path>:/<container path> -it
schmotsl/netapp-ansible:latest /bin/bash

() Ansible Playbook B/ SR IARIBAAE -

3. fELinuxEH E#IT TAnsible Playbook (FIHITHEETFM) 1 - FEEMEES RPUTEUE ©

$ cd <container path>
$ ansible-playbook na ontap pb upgrade firmware.yml

Enter your ONTAP admin username: ****

Enter the password for your ONTAP admin user: ****

Enter the base URL to the firmware package (using HTTP is recommended) :

http://<web-server>/path/
PLAY [ONTAP Firmware Upgrade]

R IR b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S

RS ERERAE AT LUAFF REZKRAITHIES ERINEES ERIIAE ~ EEES E
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®

WRMEFEFES ~ TR RSN RS R IR 2R B ASRYURL A \http://<web-
server>/path/all_shelf_fw.zip* » http://<web-server>/path/all.zip*#http://<web-
server>/path/<SP/BMC>_<version_number>_fw.zip* ~ i5#e{it*\http://<web-server>/path/*{E
AERURLEFTBEGNEHA - IRE—EFREAFTENEARE « AINATESEREL
#1T TAnsible & FM1 o BitAnsible Playbook & BBEAKKMELE « AILFZEEEE
EETFIEEE ©

4. UEEEEESNEARE « W EREMAMIREEE :

::> storage disk show -fields firmware-revision,model

disk

firmware-revision model

NAO1 X423 HCOBE900A10
NAO1 X423 HCOBE900AL0
NAO1 X423 HCOBE900A10
NAO1 X423 HCOBE900A10
NAO1 X423 HCOBE900AL0

EREEH (MR EfEAHAnsible)

1. Z2#PythonflAnsible ~ AR ERFRE@E FEPythonEH :

$ pip install netapp-lib requests paramiko

Installing collected packages: netapp-lib, requests, paramiko

Successfully installed netapp-1ib-2020.3.12 requests-2.23.0 paramiko-

2072

2. ZEENetApp Ansible Collection :

To install the collection only for the current user:

$ ansible-galaxy collection install netapp.ontap

For universal installation:

$ ansible-galaxy collection install netapp.ontap -p

/usr/share/ansible/collections

S chmod -R +rw /usr/share/ansible/collections

3. 158 TAnsible Playbook) FIEFFERMMNEREE « ZA%HIT TAnsible Playbook) - BIEEEMEES =

1TRUNES
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$ cd <playbook path>
$ ansible-playbook na ontap pb upgrade firmware disk.yml

Enter your ONTAP admin username: ****

Enter the password for your ONTAP admin user: ****

Enter the base URL to the firmware package (using HTTP is recommended) :
http://<web-server>/path/

PLAY [ONTAP Firmware Upgrade]

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

WRHEIRFNEE B RS IRTS R IR 2 BN RS AV URL A "\http://<web-
server>/path/all_shelf_fw.zip* » http://<web-server>/path/all.zip*#http://<web-

(D server>/path/<SP/BMC>_<version_number>_fw.zip* s SR \http://<web-server>/path/*{E
AERURLEFRBEMNGEA - MIREF—EEZEAEFFENEARE AN BEETSEREEL
#1T TAnsibleZEF M. o BtAnsible Playbook & BEAB AKKMNELE « LA EEEE
EEFIEE ©

4 UREEEESSNEARE « WD S ZEMAMEREEIEE

::> storage disk show -fields firmware-revision,model

disk firmware-revision model

1.11.0 NAO1 X423 HCOBE900ALO0
1.11.1 NAO1 X423 HCOBE900ALO0
1.11.2 NAO1 X423 HCOBE900ALO0
1.11.3 NAO1 X423 HCOBE900ALO0
1.11.4 NAO1 X423 HCOBE900ALO0

ST AFF #1 FAS #)82 Ansible HENEEMG (112E)
£ Web {71ARSS T B AFFAIFASEBE X

THESCEFZE - FEEREERIEWebAARES L
WebfERE3 PIEB S BARARE o MR EMPythonsREM 5 WebFAREIHIIET « 5528 EAPythondIWeb (AR

"s

1. #FWeb RIARSSMEREURL © MNRIEZIRENAS « tEAER RS ARTS EEIE 2R 8A8AIURL A& \http:/<web-
server>/path/all_shelf _fw.zip* ~ http:Il<web-server>lpathla|I zip*Hhttp://<web-
server>/path/<SP/BMC>_<version_number>_fw.zip* » 551 *\http://<web-server>/path/*f#F AEHRURL ©

Ansible#(8F M & E BRI AT -
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SERTAFFAIFASEIRE ERTRVEF X4

EFEREHT SR EMERNAREEEIE Lo EN - EHFES£5FE « I1E
BARER MeHEERAHIEI RRER B EN -

HERBEIESIES TR - SR EHBIEMSP/BMC IPE R STEFAEEERF -

EBEFEREERN
WUT R AU BB RS T EA)

clusters:
- clustername: <cluster management LIF-1>
disk fw file: all.zip
shelf fw file: all shelf fw.zip

- clustername: <cluster management LIF-2>
disk fw file: all.zip
sp_nodes:
- hostname: <node hostname 1>
sp_fw file: SP FW 308-03990 11.5.zip
sp fw type: bmc
sp_fw ver: '11.5'
sp_ip: <BMC IP>
- hostname: <node hostname 2>
sp_fw file: SP_FW 308-03991 5.8.zip
sp _fw type: sp
sp fw ver: '5.8'
sp_ip: <SP IP>

A « BRI BB AN EE1 « MEERASP/BMCHIRE EMBEANEE2 -
REFERTRERRESE

MREABERERE LERIRER - JUEEFERTRIRES -

fan ~ RIS BEEE2 EERMEREIREER « JUER TSR A EFER B

clusters:
- clustername: <cluster management LIF-1>
disk fw file: all.zip
shelf fw file: all shelf fw.zip

TR BRI E L2 A BEREEMIES o
MRECRABEEE LERMIREIIEERN - MARERMEIREER « TUER TS <HIT
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clusters:
- clustername: <cluster management LIF-1>
disk fw file: all.zip

eI EEI_HIE_fw_file_SBMECKEE 1B

(D)  FrEFHImEERES -

f£FiNetApp Docker BR#1T Ansible playbook

E#1TAnsible PlaybookZ B ~ sAcHEES B fEER4E* NetApp_Ansible _* o *BR4E*1E%E ~ HBE
EHENT 2 BRSBTS E R Web A ARES ©

FtEZ Al

EERNetAppBIEHRE BT MeITHITEEFM ZA) ~ R !
* " & AFF #1 FAS #J88 Ansible Automation E4"
* "/ Web ARSI EFREIEER"
* EREFER"

* FE{RE Z%ENetApp Docker ©

1. "3&EDocker" °

2. 117 5% « #EDocker Hub#EEYNetApp DockerBRf5is

$ docker pull schmotsl/netapp-ansible

Using default tag: latest
latest: Pulling from schmotsl/netapp-ansible
docker.io/schmotsl/netapp-ansible:lates

NE B RADocker Pullip T RVEEAHE N ~ 5528 "Docker PullSZfF" o

3. UBBHHITDockerBRIGHE ~ ABEABBUNIT TETHITHIREFM -

4. BB SHEERIAnsible BB FMFNEFIE BRI IRERIE « FIU0* downloaded_playbook_path* o Ansible#{
B F M EFEZRARE—EERZEHR ~ UEIEFBIT

5. 1EDocker# 28 L LIEABRE RIS TV BE I © BIAN ~ BEHBMEIRIIE containerB s ~ IMEZMIT TG <

$ docker run -v <downloaded playbook path>:/<container path> -it
schmotsl/netapp-ansible:latest /bin/bash
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DEEPEENEE) - TIEBIRTENIIN A 25MIBash Shell o #Z&EDocker Runtp S RIEFAAE N ~ 552E "Docker#ilfT
A" o

6. f&£F3* Ansible playbook* &5 < E A 231 TAnsible Playbook :

$ cd <container path>
$ ansible-playbook na ontap pb upgrade firmware.yml

Enter your ONTAP admin username: ****

Enter the password for your ONTAP admin user: ***xx*

Enter the base URL to the firmware package (using HTTP is recommended) :
http://<web-server>/path/

PLAY [ONTAP Firmware Upgrade]

R R i e S i g S b b b b 2h b b dh b Sb b 2 dh b b b b dh S b S I I dh b b dh b db b dh b b b b b 2h b b dh b db b b dh b Sb (i db b 4

@ MRE—HEBREARTRINZARE « AN BEESERE LFIT TAnsible¥EFMM1 o B
IRAnsible Playbook & BKiBEAKRKMERE « At AREEEEFIER °

4NZE* Ansible playbook *&p < BUEEARE N ~ 55208 "AnsibleZ & F 4" BELUGEE L HITAnsible S F i
(BE) ~5E2[ "Ansible | BEE"

#1T TAnsible Playbook) Z1& ~ A2 "#Nie L 4EiE:8" UBUSHITERIIET

#1177 Ansible playbook R R~ FiNetApp Docker B&

1. 224 "Python" # "Ansible" o

2. fER* pip* REFFERIPythonEH :

$ pip install netapp-lib requests paramiko

Installing collected packages: netapp-lib, requests, paramiko
Successfully installed netapp-1ib-2020.3.12 requests-2.23.0 paramiko-
2.7.2

3. fEF* Ansible — galiR’a*fi < Z2ENetApp AnsiblefES -
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To install the collection only for the current user
$ ansible-galaxy collection install netapp.ontap

To do a more universal installation,
$ ansible-galaxy collection install netapp.ontap -p

/usr/share/ansible/collections

$ chmod -R +rw /usr/share/ansible/collections

W AnsibleiRAm < HIEMAE « 5520 "AnsibleiR A S (4" #1ZFENetApp Ansible CollectionfIsE4HE R ~ &

2R "NetApp Ansible S EE" ©

4. fE/A* Ansible playbook*&5 < #11TAnsible Playbook :

$ cd <downloaded playbook path>
$ ansible-playbook na ontap pb upgrade firmware.yml

Enter your ONTAP admin username: ****
Enter the password for your ONTAP admin user: ***xx*

Enter the base URL to the firmware package (using HTTP is recommended) :

http://<web-server>/path/

PLAY [ONTAP Firmware Upgrade]
R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b Sb ab b b b b b b b b b b b b b b Ib b b b Sb Ib Sb b I S Sb (ab b g

@ MRE—HEFZEAEFFAENBEARE « AN BEESERE LFIT TAnsible¥EFM1 B
KRAnsible PlaybookZ BKBEAKLMMNERE - At AEEEEEFIER

4NZE* Ansible playbook *#p S HIEEARE I « 55280 "AnsibleH B FM 4" BELIGEEEN (EY) #
17 TAnsible Playbook] ~ 52 "Ansible © & ZETL" o

MITATL R ~ FBF2E "FIIE LR EISHITRAMET
BRBHETE R EAFFRIFASSIRRHIZE o
HITEBFME UEEEEBIEARE -

el AL e

1. FERE TEEHAERILETES

2
CIZ]

79


https://docs.ansible.com/ansible/latest/cli/ansible-galaxy.html
https://docs.ansible.com/ansible/latest/cli/ansible-galaxy.html
https://docs.ansible.com/ansible/latest/cli/ansible-galaxy.html
https://docs.ansible.com/ansible/latest/cli/ansible-galaxy.html
https://docs.ansible.com/ansible/latest/cli/ansible-galaxy.html
https://docs.ansible.com/ansible/latest/cli/ansible-galaxy.html
https://docs.ansible.com/ansible/latest/cli/ansible-galaxy.html
https://docs.ansible.com/ansible/latest/cli/ansible-galaxy.html
https://docs.ansible.com/ansible/latest/cli/ansible-galaxy.html
https://galaxy.ansible.com/netapp/ontap
https://galaxy.ansible.com/netapp/ontap
https://galaxy.ansible.com/netapp/ontap
https://galaxy.ansible.com/netapp/ontap
https://galaxy.ansible.com/netapp/ontap
https://galaxy.ansible.com/netapp/ontap
https://galaxy.ansible.com/netapp/ontap
https://galaxy.ansible.com/netapp/ontap
https://galaxy.ansible.com/netapp/ontap
https://docs.ansible.com/ansible/latest/cli/ansible-playbook.html
https://docs.ansible.com/ansible/latest/cli/ansible-playbook.html
https://docs.ansible.com/ansible/latest/cli/ansible-playbook.html
https://docs.ansible.com/ansible/latest/cli/ansible-playbook.html
https://docs.ansible.com/ansible/latest/cli/ansible-playbook.html
https://docs.ansible.com/ansible/latest/cli/ansible-playbook.html
https://docs.ansible.com/ansible/latest/cli/ansible-playbook.html
https://docs.ansible.com/ansible/latest/cli/ansible-playbook.html
https://docs.ansible.com/ansible/latest/cli/ansible-playbook.html
https://docs.ansible.com/ansible/latest/cli/ansible-playbook.html
https://docs.ansible.com/ansible/latest/cli/ansible-playbook.html
https://docs.ansible.com/ansible/latest/cli/ansible-playbook.html
https://docs.ansible.com/ansible/latest/cli/ansible-playbook.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks_checkmode.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks_checkmode.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks_checkmode.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks_checkmode.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks_checkmode.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks_checkmode.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks_checkmode.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks_checkmode.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks_checkmode.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks_checkmode.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks_checkmode.html

:*> storage disk show -fields firmware-revision,model

disk firmware-revision model

1.11.0 NAO1 X423 HCOBE900A10
1.11.1 NAO1 X423 HCOBE900ALO0
1.11.2 NAO1 X423 HCOBE900ALO0
1.11.3 NAOl X423 HCOBE900A10
1.11.4 NAO1 X423 HCOBE900ALO0

MEERLTHFMEN ~ A2RE  {link-with - K48 } [ FAEHEREETR ] ©

2. BB REFHINVMe Flash Cache#fE :

::*> system controller flash-cache show

WMESHEEME ~ A2 { link-with - K48 } [ &241EHI23 flash-cache show 4] ©

AR

1. FERATAIER R E EH ¢

::*> system node run -node * -command sysconfig -v

EtT « EIESERIERIREE EMMEFIERIENR o fi1 :

Shelf 1: IOM6 Firmware rev. IOM6 A: 0191 IOM3 B: 0191

MERSHEMAET « 52 {link-with - [B48 } [ REERZEINIT ] ©
2, EED’U%EE’JACPE}J EE%& :

::*> storage shelf acp module show -instance

MR LHIRAMEN « 3520 {link-with - 4R } [ #7718 ACP 1848 show *] °
3. HEREREFIBMACPE |

::*> storage shelf acp show

MEHBSHFMEN ~ FBF2RR  { link-with - [E4R } [ 47748 ACP show /] ©
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4. FEACPER (@HE)

::*> storage shelf acp configure -channel [in-band | out-of-band]
MTHLTHFAEN ~ F2H  {link-with - K42} [ EFEHEACP 4HRE A] o

F7EER:5SP/BMCE] 2 Zedt

B RS R IR 23/ BMCENAE ERAV A ATEE T ~ Wi Ta R a1x %23 E RITAYSP/BMCHIFERI %4 o B
EEmE (FHMRZEEM/NE) -~ AnsibleEFMEELEESPBMCEIES « ERARERIRSZIEEH o

AT TRAFHEFM BERE - REERSP/BMCHIEEH AER ISR NI R RV K M EL TN EF © YIRSP/BMC
RS/ BRI IR ERE 2K ~ 55181E (Ansible Playbook) FRFFZAYER o

FHAAPIESER
T f#Digital AdvisorAPI JRFS

Digital Advisor API Services{EF BENEINEEZRIZA LIERIZNE o ASPAPIBRFS(LEL* API
Big* « HiitiE8100E R EAPIIGREL « LR D 2208 ERRNRFEEE - &
LEAPIAJEANetAppE F IR ~ REFRNEBER « FINAREN ~ FEFRE - K
BE ~ EREARANFAA

NetApp Digital AdvisoriIETE{t REST API i8EZ| GraphQL {fEAHETE API T4 » LUREHE
TFEUMRRY - BiEEDREEETT » RESTAPI #1 GraphQL AP 2 & E —ERRIES - ¥

@ PEEZEAM REST API » # & 1EDigital Advisor API B EsfRERBA » X HIEH 6 ERMN
M Z4 Ein B El GraphQL - AEEFEEIEEAN API 5K > :FEME API iRF — 2
B > BEERANAPI

APIZ A B TIR S M ERRENBNNE « A& BE k5T 5 UH#4EDigital Advisor ~ YA B I A CIEFIRIE o KR
RERERE « BT A BSXRESEH48Digital Advisor ~ W E SR EBAVEITIRERFTMNER o ABEATLUERIL
BRHEALHESD 24 - BB CHERR - FEIRS - BHERAPIBRE 2B S « UREREEE
BlERPHEAPINTIA o

APIBEENEEIRA A BB TP EERENEESZE - ERRHENER « UBITEERIESHHEHE
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