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¥ Insights

Take action to address concerns and apply best practices to optimize the security and performance of your system.

Apply best practices

& Login banner isn't configurad

You haven't configured one o more |ugnm r messages.
anner for the dluster or storage VM to infarm visitors about
and site permissions.

Learn more about best practices for security,

& Global FIPS 140-2 compliance is disabled

Global FIPS 140-2 compliance is disabled on this cluster.

For security reasons, you should ensure ONTAP communicates with extermal clients or server
components outside of ONTAP by using SSL communication that uses FIPS 140-2 compliant
cryptography.

Leam more about best practices for security.

B Too few NTP servers are configured /& Cluster isn't configured for automatic updates

Problems can occur when the cluster time is inaccurate. Configure Network Time Protocol

You aren't recei ung automatic updates for this cluster,
utomatic alification package, disk firmware,
te ot lesst three NTP servers with the cluster.

Leamn mare about best practices for security,

& Cluster isn't configured for notifications

You aren't receivin
You can configure

ioms from ONTAP about potential problems an the cluster.
send nofifications using email, 2 webhook, or an SNMP traphost.
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