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CurlgEf : EEIFrAEERENFIEER

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl1/users' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

CurlgEf) : ELIFAAEREN®T « EKMID

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/users?include=first
Name, lastName, id' --header 'Accept: */*' —--header 'Authorization: Bearer
<API TOKEN>'

Json#thEEf)

"items": [
[
"David",
"Anderson",
"844ec6234-11e0-49ea-8434-a992a6270ecl"
1,
[
"Jane",
"Cohen",
"2a3e227c-fda7-4145-a86c-ed%aal0l183a6c"
]
1,

"metadata": {}

BIfERE

TAIUBI A AR ESENRAERABNERE - S LUEEEMRFIERERIE
an % ZEEIRYTFEN o

1ERERERTE
HITTIERRR "L EAE" MEERIRERRIR A4ATE -



2BV FREE

HIT FHIREST APINFIY LRI fERE © lIhTERGEEZ & ~ MERER AR -

HTTPH & BRI
B> IAccounts / {account_id} /#Zity v1 HERZE
JSONNG A E545
{
"type" "application/astra-user",
"version" : "1.1",
"firstName" : "John",
"lastName" : "West",
"email" "jwest@example.com"
}
Curl&sfl
curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/users' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

Json#i H #



"metadata": {

"creationTimestamp": "2022-11-20T17:23:152",
"modificationTimestamp": "2022-11-20T17:23:152",
"createdBy": "a20e91f3-2c49-443b-b240-615d940ec5£3",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "dO0O7dac0a-a328-4840-a2l16-12delobbbd484",

"authProvider": "local",

"authID": "jwest@example.com",

"firstName": "John",

"lastName": "West",

"companyName": "",

"email": "jwest@example.com",

"postalAddress": {
"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ™"

by

"state": "active",

"sendWelcomeEmail": "false",

"isEnabled": "true",

"isInviteAccepted": "true",

"enableTimestamp": "2022-11-20T17:23:152",

"lastActTimestamp": ""
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"type" : T"application/astra-roleBinding",
"version"™ : "1.1",
"userID" : "dO7dac0a-a328-4840-a2l16-12del6bbd484",
"accountID" : "29elf39f-2bfd4-44ba-al91-5b84ef414c95",
"role" : "viewer",
"roleConstraints": [ "*" ]
}
Curl&3fl
curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/roleBindings’
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput
5 R IBEEK

BITTFIREST APIFEDY ~ A7 37 5858 M S ELE{E PR & 32 L RS o LEEEHIER Ubase64BEIREMIZNE © © name
NREES E—PEOMEREID c BIARNS change 4B base644RE « MRAEFRAERTVNBESE—K
BARFETE RN (true O false) ©

@ It 25 B &3 FE 1A 5 FE A 14 ER #5 BYAstra Control CenterZBZ o §EFHLDAPZ{ Astra Control ServiceZp
ZHJAstra Control Center REE IEIHEE o

HTTPZ iz 2K
AL /Accounts / {account_id} /#Ziy v1 /5855
JSONNEs A Z56
{
"type" : Tapplication/astra-credential",
"version" : "1.1",
"name" : "dO07dac0a-a328-4840-a2l16-12delobbbd484",
"keyType" : "passwordHash",
"keyStore" : {
"cleartext" : "TmVOQXBwMTIz",
"change" : "ZmFsc2U="

by

"valid" : "true"
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curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput
ak
LDAP#HRE
HEHFELDAPARRE

1R A] DUEZE Mt & Astra Control Centerf8 £ 8! B igFEVEEHIHE (LDAP) {alirRgsE
B~ WEAENNAstrafAEHITEE - LDAPERFIO I B &80 RIS SRR
T~ B EEEEIHAPTERE o

HERAE N
* "LDAPH: T RIS EE[E]"
* "L DAPRRZs3"
EFIEF4EE

TEEERL - CEEHITREDSWRZELDAPHEARSS « UERAstrafEAERRMHERSE o

@ EE%?HK'FW*/F%?%H‘ZF%@ET_R . TETEF%*:’:P%‘}R'F . EAIREBARERINEFSITELES B o fign ~ fERTL
FE FRAstrafEAENEE - BRELDAPEIARSS ©

1. 1368 "E SRR LUABRAREEIR « BRKPRE o

2. ZERU DAPRIARSZFIFAFRAVAEAGIETE (BiEZ2MY) -

3. MUTILIEMAR "SEAstrafE FALDAPEIARES" #fAstrafiL DAPRIARESE S ©

4. IBFLDAPEIBRES LRYEFAEMETAE « EEHERIER ©

S EHRHITEENLIERRE "KLDAPIEE L EAstra" 5 B2 EALDAPERERIEAE

R ELRE]
ICFEZITARBY T AstrafB G B AR, ~ BIERFIFERRER « B Astraik E A EFALDAPETTEREE ©

{EAstraiZHl R0z 18
Astra Control E &R EMTELEIET, - LDAPEEEE{E X 1EAstra Control CenterZfE o

{EFAREST APIZ{Web {EAE N EEITHERTE
B AThR4sBYAstra Control Centersz #&{EfAstra Control REST APIF]Astraf8i& = E N E2RAHRELDAPESES ©

EELDAPAARES
R BB LDAPEIARSS ~ 7 BEIER R BEIEAstraBisE 23K o MicrosoftiVActive Directorys2 B AiAstra Control


https://datatracker.ietf.org/doc/html/rfc4510
https://datatracker.ietf.org/doc/html/rfc4510
https://datatracker.ietf.org/doc/html/rfc4510
https://datatracker.ietf.org/doc/html/rfc4510
https://datatracker.ietf.org/doc/html/rfc4510
https://datatracker.ietf.org/doc/html/rfc4510
https://datatracker.ietf.org/doc/html/rfc4510
https://datatracker.ietf.org/doc/html/rfc4510
https://datatracker.ietf.org/doc/html/rfc4510
https://datatracker.ietf.org/doc/html/rfc4510
https://datatracker.ietf.org/doc/html/rfc4510
https://datatracker.ietf.org/doc/html/rfc4510
https://datatracker.ietf.org/doc/html/rfc4510
https://datatracker.ietf.org/doc/html/rfc4511
https://datatracker.ietf.org/doc/html/rfc4511
https://datatracker.ietf.org/doc/html/rfc4511
https://datatracker.ietf.org/doc/html/rfc4511
https://datatracker.ietf.org/doc/html/rfc4511

CenterhR A2 1% ©

L2 ES T LDAPHEIIRES
EAstraft R ELDAPRIARZZFF ~ oI LURIEM M E R T2 EELR o TEUEB R T ~ LDAPSERIGERE/RE ©

REFHAEDEHE

CEEENEFALDAPEREIERE o o LUSERMAE R (ERE S FEREBHARPITILEE - tREXME
ILDAP{ERRES LR - thEEEAstra ($8RILDAP) AREERIELLEEEER « LUFEREREEREXEILDAP o
EEERE AR A GRS

BRi#EHAIAstra Control CenterME—Z3EHI{E roleConstraint & ] o ERNEAEARAZREN—4HEAR
MR 2= ~ MBI UFEFrE TR =R o 2 " LDAPIEEBE ML £ Astra" UEISEZEH °

LDAP:Z:E

LDAPfERRGREER GIEFERERE (EFEMFiL) MAEREZES

ISR E F ER (it
Astra Control CenterZfZFFrEUFEHEELBE D ERANEFHEMULEI N ERE — - EREZFEHAEEE
AAstrafV B FE M HIUEITIELDAPERZE - NREFEEENEFEIH « ENBL W Astraflibk o 52 "B EH
Z" NEFAE « 552 FAstra Control CenterSX {44814 o

(AJ3E) LEZLDAPEREMEH R
1B LU LDAP{E R E M E¥4H 1% &= Astra Control Center ~ BMELDAPH % Rk 7FZ7E X LDAP{EIAR2S B KRB EIRIR ©
ERICTERELDAPRIARSS 2 BITAA R EEREFELAE o
EZELDAPEHER EEMERE
MRELDAPERAE BN ZELDAPEHE « BB TAstraF sk AENAE « AfERAEEEERNENAGEERE
HERAVAE o IR0 ~ MRIERGFERE viewer BAEHEELE1 - (BAE member BABEEH2T - FRENAE
T member ° E2RIEAstra (REERK) FAEANMEEZRBME .

cBERE

- B

* KB

* BRE

TR A ES

Astra X #F60F 1 I TR ER B FEF4HELLDAPEARZSEI P — K o FItt ~ YR A {ER S B 4EFTIE ELDAPTY
ELDAP#PR ~ RIREEE— iERYF A BETEAstradR R ©

AR EZLDAP/HAE

EEAETRLDAPAHRE Z A ~ GBS (EFHLDAPEERE o b5 ~ thAJ & B DAPEIARSS (connectionHost) &
WERIFRFHITE MIB(EE - A2/ "E=RIERLDAP" LEYSELE °
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HTTPS & BRIE
AL /Accounts / {account_id} /#Zil\ vi/certificates

JSONN#IA £

"type": "application/astra-certificate",
"version": "1.0",
"certUse": "rootCA",

"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCkl1JSUMyVEN",
"isSelfSigned": "true"

AR MIRRREASHBIER

* cert BJsonFEH « HFEE—ACHIEMNGANITTHIPKCS-11E N 1E/R:E (PESHREE) o
* isSelfSigned MERA true MREEEEREEMN o THRES false ©

Curl&sfl

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/certificates'

--header 'Content-Type: application/astra-certificate+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONN[EIFE&E )



"type": "application/astra-certificate",
"version": "1.0",
"id": "ab212e7e-402b-4cff-bbal-63£3c6505199",
"certUse": "rootCA",
"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN"
"cn": "adldap.example.com",
"expiryTimestamp": "2023-07-08T20:22:072",
"isSelfSigned": "true",
"trustState": "trusted",
"trustStateTransitions": [
{

"from": "untrusted",

"to": |

"trusted",

"expired"

"from": "trusted",
"tO": [
"untrusted",

"expired"

"from": "expired",
"to": |
"untrusted",
"trusted"
]

}

I

"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"creationTimestamp": "2022-07-21T04:16:062",
"modificationTimestamp": "2022-07-21T04:16:062",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"modifiedBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}
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HTTPH & BRI

B> IAccounts / {account_id} /#ZiCv v1 /5855
JSONNi# A &G4
{
"name": "ldapBindCredential",
"type": "application/astra-credential",
"version": "1.1",
"keyStore": {
"bindDn": "dW1lkPWFkbWluLG91PXN5c3R1bQ==",
"password": "cGFzc3dvcmQ="

AR MIRREASHBIER

* bindDn M password ELDAPEIREAENERCARIERAETE « AIEEFIEZ L DAPBEEE © bindDn
7SLDAPEREREF Rt o

Curl&: )

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/credentials
—-—-header 'Content-Type:

application/astra-credential+json'
'Accept: */*!

--header
—--header 'Authorization:

Bearer <API TOKEN>'

JSONN[EIFEEE A

10



"type": "application/astra-credential",

"version": "1.1",
"id": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"name": "ldapBindCredential",
"metadata": {
"creationTimestamp": "2022-07-21T06:53:112",
"modificationTimestamp": "2022-07-21T06:53:112",

"createdBy": "527329f2-662c-41c0-ada%9-2£428f14c137"

HAETIICESEH :
* o id NERENERARBRENITIEREDRE

3.#EEXLDAP:& ERIUUID

1T FFIREST APIFEDY ~ WUHEEXAYUUID astra.account . ldap Astra Control CenterBEMiHIzEE ©

@ THICUNEBFIEREHSECREEREES  LRILIBIRERESRN - LEUSFIERE « ARES

astra.account.ldap °

HTTPH & iz ZES

g /Accounts / {account_id} /#ZilV/ v1/settings

Curl&i4|
curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings?filter=n
ame%20eg%20'astra.account.ldap'&include=name, id' --header 'Accept: */*'

-—header 'Authorization: Bearer <API TOKEN>'

JSONN[EIFEEE A

"items": [
["astra.account.ldap",
"12072b56-e939-45ec-974d-2dd83b7815df"
]

1,

"metadata": {}
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4. FBFLDAPRE
1T FHIREST APIFERY ~ LIEERTLDAPSRE I SE A 4ERS o 52/ id FEATAPIMEAYRY{E <SETTING ID> URLERTE
HhEYME ©

@ BRI B E R ERIGetERK « LUIEHconfigSchema ° S 4R RN BRIV FAE
o

HTTP5 % PRIE
BA /Accounts / {account_id} /#ZiC v1/settings / {setting_id}

JSONN# A E15
"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "true",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra, DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

AR TIRREAZENERN -
* isEnabled fEE8A true SN PJREEEEEEER
* credentialld AT AVELSREERID °
* secureMode [E%7 1L.DAP B 1L.DAPS RIBEERIT AR T EFFRILEEE o

* FRE1EZ4E [Active Directory] o

Curl&s

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

UNSRABEEALIN ~ BIEERIHTTP 204 [E]FE ©

12



5 #EENLDAPRE

TR DU 1T T FIREST APIREAY ~ DURBENL DAPEL TE Mt FESE B4 ©

HTTPH & BRI

g /Accounts / {account_id} /#ZiV/ v1/settings / {setting_id}
Curl&i4
curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONN[EIFEEE A
{
"items": [
{
"type": "application/astra-setting",
"version": "1.0",
"metadata": {
"creationTimestamp": "2022-06-17T21:16:312",
"modificationTimestamp": "2022-07-21T07:12:202",
"labels": [],
"createdBy": "system",

"modifiedBy": "00000000-0000-0000-0000-000000000000"
by
"id": "12072b56-€939-45ec-974d-2dd83b7815df",
"name": "astra.account.ldap",
"desiredConfig": {

"connectionHost": "10.193.61.88",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"

by

"currentConfig": {
"connectionHost": "10.193.160.209",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",

13



14

"port": 686,

"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"configSchema": {
"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "astra.account.ldap",
"type": "object",
"properties": {
"connectionHost": {
"type": "string",
"description": "The hostname or IP address of your LDAP server."
by
"credentialId": {
"type": "string",
"description": "The credential ID for LDAP account."

by
"groupBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the group
search. The system searches the subtree from the specified location."

by

"groupSearchCustomFilter": ({
"type": "string",
"description": "Type of search that controls the default group

search filter used.”
by
"isEnabled": {
"type": "string",
"description": "This property determines if this setting is
enabled or not."

I

"port": {
"type": "integer",
"description": "The port on which the LDAP server is running."
by
"secureMode": {
"type": "string",
"description": "The secure mode LDAPS or LDAP."
by
"userBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the user

search. The system searches the subtree from the specified location."



by
"userSearchFilter": {
"type": "string",
"description": "The filter used to search for users according a

search criteria."

by

"vendor": {
"type": "string",
"description": "The LDAP provider you are using.",
"enum": ["Active Directory"]
}
by
"additionalProperties": false,
"required": [

"connectionHost",
"secureMode",
"credentialId",
"userBaseDN",
"userSearchFilter",
"groupBaseDN",
"vendor",
"isEnabled"

]

br

"state": "valid",

}

1,
"metadata": {}

HE state BIEFRIRAL - HEN FRFAT o

& Sk

WE+ MBRERRFNTEVER ~ RIRTERK ©

B 4HREEAINTER R currentConfig TEEIEFAERT desiredConfig o
fHaR LDAPAHEETZF LK ©

1GLDAPIE B #fig EAstra

H—rLDAP‘“""‘%Astra Control CenterfVEgsRigHtE 2% ~ ,dk—_[lﬁfEYAstraH—r@FH LDAP:Z
TESEMILDAPERE - SN{ERE M BTAstra P EA T « A #EFEBAstra Control
REST API7£EYAstra

EaI U fEAMTES R EAstraZ RIS kA G  EEFESTIRIENER °
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* TG R A ER A E"
* HTIE R B RFAE"

(D LoaPmmEHMTRAERESH - BF I RAAMILDAPEES -

g SR ERE

RIS kA BAGLDAPER R RFTE ARV B EAstralt E - EEAEARAS « MASEEAEREARTEN
BN - EREENMOE

13 ERE
AT FHIREST APIFERY ~ RREAEFTIE EAstra ~ A5 HLDAPAEREIR(HE o

HTTPZ 7% BRIE

3¢ /Accounts / {account_id} /#%itv v1 MERE
JSONNEE A &5
{

"type" : Tapplication/astra-user",
"version" : "1.1",
"authID" : "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",
"authProvider" : "ldap",
"firstName" : "John",
"lastName" : "Doe",
"email" : "john.doe@example.com"

AAR FIRRBASENER
* BEMBH

° authProvider
° authID
° email
* authID ELDAPHEREMNHAI%TE (DN)
* email #itAstra P ERHNFBEREMNS « KWERHE—H

NRE email EIIFME— ~ AR « WEEIEAREFAI409 HTTPARAEALHS o

Curl4

16



curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl1/users' --header
'Content-Type: application/astra-user+json' --header 'Accept: */*!'
-—header 'Authorization: Bearer <API TOKEN>'

JSONN[EIFE&E )
{

"metadata": {
"creationTimestamp": "2022-07-21T17:44:182",
"modificationTimestamp": "2022-07-21T17:44:182",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "a7b5e674-albl-48f6-9729-6a571426d49f",

"authProvider": "ldap",

"authID": "cn=JohnDoe,ou=users,ou=astra,dc=example,dc=com",

"firstName": "John",

"lastName": "Doe",

"companyName": "",

"email": "john.doe@example.com",

"postalAddress": {

"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode": ""

by

"state": "active",

"sendWelcomeEmail": "false",

"isEnabled": "true",

"isInviteAccepted": "true",

"enableTimestamp": "2022-07-21T17:44:182",

"lastActTimestamp": ""

}
2B ERENABRLE

HITTFIRESTAPINFIY « BERAEREEREAR - AR E—PETRIEMAZEUUD -



HTTP75 7% BRIE

94 /Accounts / {account_id} /#ZiCv v1/roleBindings
JSONNis A &5451
{

"type": "application/astra-roleBinding",
"version": "1.1",
"accountID": "{account id}",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"role": "member",
"roleConstraints": ["*"]

AR MYRRBASEREN

* FIFARE roleConstraint & BHiAstrahkdsME—r] FHRVEIE - ERNMEAEAZRN—4HEERN
2/~ M ERIUAZERFE ©

Curl &l

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl1/roleBindings'
--header 'Content-Type: application/astra-roleBinding+json'

—-—header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSONN[EIfEE A

18



"metadata": {
"creationTimestamp": "2022-07-21T18:08:24z",
"modificationTimestamp": "2022-07-21T18:08:2472",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "user",
"version": "1.1",
"id": "b02c7e4d-d483-40dl-aaff-e1£900312114",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"groupID": "00000000-0000-0000-0000-000000000000",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "member",

"roleConstraints": ["*"]

HEE TR RS M E -
* BfE user MWAIM principalType WARTOAEAE (TIHEEE) FNAGRE -

G R BASEHE

AL A EISTREAstaBHE « LBHMATELDAPSRE 2 15 - EERENERS « MASEERETEALSE

L EER R « EREERIMUE ©
1S EHAE

1T FHIREST APIFERY ~ EEFHABRTIE EAstra « WI5HLDAPAEEE R M o

HTTPZ & BRAK
94 /Accounts / {account_id} /#ZiCV/ v1/Groups

JSONNGEE A 541

"type": "application/astra-group",

"version": "1.0",

"name": "Engineering",

"authProvider": "ldap",

"authID": "CN=Engineering, OU=groups,OU=astra, DC=example, DC=com"

AAR IR BAZHBHEN
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c BETY2H
° authProvider

° authID

Curl &/

curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/groups' --header

'Content-Type: application/astra-group+json' —--header 'Accept: */*'
-—header 'Authorization: Bearer <API TOKEN>'

JSONN[EIfEZE )
{
"type": "application/astra-group",
"version": "1.0",
"id": "8b5b54da-aeb53-497a-963d-1£c89990525b",
"name": "Engineering",
"authProvider": "ldap",
"authID": "CN=Engineering, OU=groups,OU=astra,DC=example, DC=com",
"metadata": {
"creationTimestamp": "2022-07-21T18:42:5272",
"modificationTimestamp": "2022-07-21T18:42:5272",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}
}
2B EHEN AR

AT TFIREST APIMOY ~ REHEBREERTEAR - EHURER L—FEITREHEUUID ° FELDAPHITEREZ

& ~ BIREENERERERSESNE AAstra

HTTPA %  BAIS
B> /Accounts / {account_id} /#ZiCV v1/roleBindings

JSONNGE A 541
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"type": "application/astra-roleBinding",

"version": "1.1",

"accountID": "{account id}",

"groupID": "8b5b54da-ae53-497a-963d-1fc89990525b",
"role": "viewer",

"roleConstraints": ["*"]

AR MYRRBASEREN

* FIEAME roleConstraint & BHiAstrahkd<ME—r] FHRVEIE c ERNMEAEAZRENFEDBZERM
ME AU EFE ©

Curl#f|

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/roleBindings'

--header 'Content-Type: application/astra-roleBinding+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONN[EIFEEE A
{
"metadata": {
"creationTimestamp": "2022-07-21T18:59:432",
"modificationTimestamp": "2022-07-21T18:59:4372",

"createdBy": "527329f2-662c-41c0-ada%9-2£f428f14c137",
"labels": []

by

"type": "application/astra-roleBinding",
"principalType": "group",

"version": "1.1",

"id": "2f91b06d-315e-41d8-ael8-7df7c08fbb77",
"userID": "00000000-0000-0000-0000-000000000000",
"groupID": "8b5b54da-ae53-497a-963d-1£fc89990525b",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "viewer",

"roleConstraints": ["*"]

HAER TR ER2HHEN
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- BE group R principalType WOURTEMEEBHANABRYE JEERE) o

SR ELLDAP

o] LIAREBEEHNITMIEEREREIETE - LI&TTAstra Control CenterZfE o {Kal U ZE
I {EALDAPEE I &% DAPARRE o

Lﬁﬁ@lﬂfulﬁilﬂfgﬁ EMID astra.account.ldap AstralRif o BRIUNAHEENGR E IDAYEEAHE N ~ s 260"
ELDAPRIARES* o 5520 "HEENLDAPER EFIUUID" U B ZEH -

* "fEFILDAPERE"
* "SR DAPBRIBARRE"
{ZFILDAPEE:E

ST BT FYIREST APIMELY ~ LA I {E Y5 EAstraZBERILDAPES:E o A ®E# astra.account.ldap
REM isEnabled {HE false ©

HTTP % PRIE
BA /Accounts / {account_id} /#ZiCy v1/settings / {setting_id}

JSONN# A E45
"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra, DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))"

"vendor": "Active Directory"

}

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

22



YNSRBEERLTH ~ BIZS HTTP 204 fEEIEIFE o AT LUSHEBRAIAERE R E U S E

EXRLDAPE: SRR

TEIUIT TFIREST APIFELY ~ U EfAstrafiL DAPRIAR S AVEAR ~ W TEAstra P E R LDAPARR © BEE G &M
astra.account.ldap X EFME connectionHost BiARR ©

H{E{E isEnabled AERESR false o BOIUEEITERBEZAINEETERBARRTELLE - EEZ
FEBENRT © connectionHost FE/BRK isEnabled RN ERBETRAR ©

@ ER—THEEMNEE - CEZERET - TEMPRFIEEANLDAPHEREMEHE - Mk
&7 Astra Control Center ¥ 7IFFE1ERAAstrafE & -~ BHAMIARR4E (LDAPER!) o

HTTPA®:  B&(E
A /Accounts / {account_id} /#ZiC v1/settings / {setting_id}

JSONNi# A &G4
"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
}
}
AR MISIE !

s BEEHE| DAPEARES « BN BERAILERELDAPEE connectHost Enull{E ~ Y1 EBIFAT ©

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

YNERIBEERLT ~ BIZS HTTP 204 (FEIEIFE © R LUSZEBREAEVERE D EE
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B

S E
TRIIEREERPS L AT RRESE -

1ENER

HITTIERRE "W L EiR" ARENE I RENER -

2.5 HEE
HITTFIREST APIFERY ~ DUFI A4S E BRI E o

HTTPA % i
g /Accounts / {account_id} /#R¥¥/ viNvEim/ {Eis id} /FEE

Curlgify] : BEFFARENFEER

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters' --header 'Accept: */*' --header 'Authorization: Bearer

<API TOKEN>'

Jsona i &

"items": [

"type": "application/astra-cluster",
"version": "1.1",

"id": "7ce83fba-6aal-4e0c-alf%94-26e714f5ebdo",
"name": "openshift-clstr-ol-07",

"state": "running",

"stateUnready": [],

"managedState":

"managed",

"protectionState": "full",

"protectionStateDetails": [],

"restoreTargetSupported": "true",

"snapshotSupported": "true",

"managedStateUnready": [],
"managedTimestamp": "2022-11-03T15:50:592",

"inUse": "true",

"clusterType":

"accHost":

24

"openshift",

"trye" ,



"clusterVersion": "1.23",
"clusterVersionString": "v1.23.12+6b34£f32",
"namespaces": [
"default",
"kube-node-lease",
"kube-public",
"kube-system",
"metallb-system",
"mysqgl",
"mysqgl-clonel",
"mysgl-clone2",
"mysql-clone3",
"mysgql-cloned",
"netapp-acc-operator",
"netapp-monitoring",
"openshift",
"openshift-apiserver",
"openshift-apiserver-operator",
"openshift-authentication",
"openshift-authentication-operator",
"openshift-cloud-controller-manager",
"openshift-cloud-controller-manager-operator",
"openshift-cloud-credential-operator",
"openshift-cloud-network-config-controller",
"openshift-cluster-csi-drivers",
"openshift-cluster-machine-approver",
"openshift-cluster-node-tuning-operator",
"openshift-cluster-samples-operator",
"openshift-cluster-storage-operator",
"openshift-cluster-version",
"openshift-config",
"openshift-config-managed",
"openshift-config-operator",
"openshift-console",
"openshift-console-operator",
"openshift-console-user-settings",
"openshift-controller-manager",
"openshift-controller-manager-operator",
"openshift-dns",
"openshift-dns-operator",
"openshift-etcd",
"openshift-etcd-operator",
"openshift-host-network",
"openshift-image-registry",
"openshift-infra",
"openshift-ingress",

25
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"openshift-ingress-canary",
"openshift-ingress-operator",
"openshift-insights",
"openshift-kni-infra",
"openshift-kube-apiserver",
"openshift-kube-apiserver-operator",
"openshift-kube-controller-manager",
"openshift-kube-controller-manager-operator",
"openshift-kube-scheduler",
"openshift-kube-scheduler-operator",
"openshift-kube-storage-version-migrator",
"openshift-kube-storage-version-migrator-operator",
"openshift-machine-api",
"openshift-machine-config-operator",
"openshift-marketplace",
"openshift-monitoring",
"openshift-multus",
"openshift-network-diagnostics",
"openshift-network-operator",
"openshift-node",
"openshift-ocauth-apiserver",
"openshift-openstack-infra",
"openshift-operator-lifecycle-manager",
"openshift-operators",
"openshift-ovirt-infra",

"openshift-sdn",

"openshift-service-ca",
"openshift-service-ca-operator",
"openshift-user-workload-monitoring",

"openshift-vsphere-infra",

"pcloud",

"postgreqgl",

"trident"
I
"defaultStorageClass": "4bacbb3c-0727-4£58-b13c-3a2a06%baf89",
"cloudID": "4f1el1086-f415-4451-a051-c7299cdo672ff",
"credentiallID": "7ffd7354-b6c2-4efa-8e7b-cf64d5598463",
"isMultizonal": "false",
"tridentManagedStateAllowed": [

"unmanaged"
I
"tridentVersion": "22.10.0",
"apiServiceID": "98df44dc-2baf-40d5-8826-e198b1b40909",
"metadata": {

"labels": [

{



"name": "astra.netapp.io/labels/read-
only/cloudName",

"value": "private"

1,

"creationTimestamp": "2022-11-03T15:50:592",
"modificationTimestamp": "2022-11-04T14:42:3272",
"createdBy": "00000000-0000-0000-0000-000000000000"

fEFAsEE G R

IRET LIS £ « LUERAstraB IR o {itAstra 22.11ARBELE ~ EB]LU{ER Astra Control
CenterfllAstra Control Service ZREiL £ o

FREP—REEZiGHER (813F | KS * EKS * GKE) 1Z2{EMKuberneteshRFSEF « FNEEH1L
BEo

1.5f8Kbeconfigi& %

TR EMKubernetes R4 EIE E SARFFEUS* kubconfig tEZAVIEZS o
2. #t%KbeconfighE s

TEEF* kubeconfig *1EZE Z Al ~ MRREZFTHIT FHIMEZE !

B HEZEYamIig i AJson
MREKEIE LA YamIBIKbeconfighg 2 ~ BB HiEE A son ©

TEbase64?4REEJson
BT Ebaseb4 RIS JsontEZE o N :

yqg -o=json ~/.kube/config | base64

3EEE

ST TR "B i SR N S i o
() we—ausEnEHRR e S o

4.2IFTRER

HIT FHIREST APIRFY ~ LIfEEFKbeconfighg S22 175855 o
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HTTPZ & iz g

A /Accounts / {account_id} /#ZiCy v1 /5855
JSONNG A E545
{
"type" : Tapplication/astra-credential",
"version" : "1.1",
"name" : "Cloud One",
"keyType" : "kubeconfig",
"keyStore" : {
"base64": encoded kubeconfig
by
"valid" : "true"
}
Curl&i4
curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput
5. Mg EE

V7]

1T THIREST APIMEDY « i EFIEE TR o {8 credential ID BEIAMAIRI L —FBIREST APIMEDYEY

R

HTTPA % BRI
Ab> /Accounts / {account_id} /#R¥E/ vINElR/ {Ein_id} /EE
JSONN# A Z64
{
"type" : "application/astra-cluster",
"version" : "1.1",

"credentialID": credential id

Curl&s %l
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curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I

D>/clusters' --header 'Accept: */*' --header 'Authorization: Bearer
<API TOKEN>' --data Q@JSONinput
2 A
Pttt ERE

el 5 H B ATHAstraB IEfKubernetes 5 £

1.5 HEE RS
HITTFHIREST APIFELY o

HTTPA: IS
: e /Accounts / {account_id} /#R#/ vi/managedClusters

CurlgEfll | BLIFrERERNFREER

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/managedClusters
' -—header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

ax

BIRRE

e LLEEKubernetes# & ~ UEHITERHFRE ©

1.ENESENESE
BITIIERIE "9 K=" ABEDNFIENEE o B nanagedState B=EMZAR unmanaged ©

2. (FJ3E) EEEBGEFERR)
(FI3%) MUTITIERAR "7 L EFAER" W IEPR R R EEFERR o

() mRCREEEPREEEENREEEE S RERTNTEREEER -
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HITTHIREST APIFF ISR E TR E o

HTTPZ & BRAK
A /Accounts / {account_id} /#R#/ vi/managedClusters
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JSONN#IA £

"type": "application/astra-managedCluster",
"version": "1.0",
"id": "d0fdf455-4330-476d-bb5d-4d109714e07d"

Curl&s

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/managedClusters
' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
--data @JSONinput
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R E R BIER « UL B EAstralE S o

1.5 HEi%
AT FHIREST APIREDY ~ IUFI HE R o

HTTPA & ¥
g IAccounts / {account_id} /#R#E/ viNvElR

CurlgEfl : EEIFrE BiRFIFAEER

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
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1.5 ETFAS
1T FHIREST APIMEDY « WU HE#EEZR o

HTTP75 % iz K
g /Accounts / {account_id} /¥R v1/buckets

Curlggf : ELIFiBFFEIFIEER

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/buckets'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

(=

HI A 7F4ER

1REIIAF tH R] R RYETFAERY o

1. EIE R

HATITERE " HEln" WEHRECEERNEY o

2 EMEE

BATIERIE "5 AR ENEE -

3.5 s E R ERRHEF R

AT FHIREST APIFERY ~ FIHAFE R EM ZinAVHFLER
HTTPZ BRIE

g /accounts/{account_id}/topology / v1/ves/setf/setles/wes/sets/wese/storageClasses
<CLUSTER_ID> <CLOUD_ID>

CurlgEfll : EEIFrE FFERNFREER

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters/<CLUSTER ID>/storageClasses' --header 'Accept: */*' --header

'"Authorization: Bearer <API_ TOKEN>'

Jsonai H &
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"items":

{

[

"type": "application/astra-storageClass",
"version": "1.1",

"id": "4bacbb3c-0727-4£58-b13c-3a2a069baf89",
"name": "ontap-basic",

"provisioner": "csi.trident.netapp.io",
"available": "eligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",

"volumeBindingMode": "Immediate",
"isDefault": "true",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T05:16:192",

"modificationTimestamp": "2022-10-26T05:16:192",
"labels": []

"type": "application/astra-storageClass",
"version": "1.1",
"id": "150fe657-4a42-47a3-abc6-5dafba3de8bf",
"name": "thin",
"provisioner": "kubernetes.io/vsphere-volume",
"available": "ineligible",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:08%Z",
"modificationTimestamp": "2022-11-04T14:58:192",
"labels": []

"type": "application/astra-storageClass",
"version": "1.1",

"id": "7c6a5c58-6a0d-4cb6-98a0-8202ad2de74a",
"name": "thin-csi",

"provisioner": "csi.vsphere.vmware.com",
"available": "ineligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "WaitForFirstConsumer",



"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:172",
"modificationTimestamp": "2022-10-26T04:46:172",
"labels": []

"type": "application/astra-storageClass",
"version": "1.1",

"id": "7010ef09-92a5-4c90-a5e5-3118e02dc9%a7",
"name": "vsim-san",

"provisioner": "csi.trident.netapp.io",
"available": "eligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",

"volumeBindingMode": "Immediate",

"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-11-03T18:40:032",
"modificationTimestamp": "2022-11-03T18:40:032",

"labels": []

HH#EEFER R

IERIAS R ARV R B s o

1.5 H &%

AT FHIREST APIFERY o

HTTP % BRI

g /accounts/{account_id}/topology / v1/storageBackends

CurlgEfl : FLIFrE FFRIRNFIEER

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/storageBackends
' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'



Json#i i #

"items": [
{

"backendCredentialsName": "10.191.77.177",
"backendName": "myinchunhcluster-1",
"backendType": "ONTAP",
"backendVersion": "9.8.0",
"configVersion": "Not applicable",
"health": "Not applicable",
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"id": "46467cl6-1585-4b71-8e7f-f0bc5£f£f9dalb",

"location": "nalab2",

"metadata": {
"createdBy": "4c483a7e-207b-4£9a-87b7-799a4629d7c8",
"creationTimestamp": "2021-07-30T14:26:192",
"modificationTimestamp": "2021-07-30T14:26:192"

by

"ontap": {
"backendManagementIP": "10.191.77.177",
"managementIPs": [

"10.191.77.177",
"10.191.77.179"
]

by
"protectionPolicy": "Not applicable",
"region": "Not applicable",
"state": "Running",
"stateUnready": [],
"type": "application/astra-storageBackend",
"version": "1.0",

"zone": "Not applicable"
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