~ éﬁ
S

0N

Astra Automation

NetApp
September 02, 2026

This PDF was generated from https://docs.netapp.com/zh-tw/astra-automation-
2310/reference/certificate_endpoints.html on September 02, 2026. Always check docs.netapp.com for the

latest.



B &%

- A 1
Astra APl (ACC) J&REBUR L . . 1
BT REE 1

BBE 1

BIFE 9

SHEG 9
BB 10
BUMERIETREE 11
BB 11

= 16
R 17
SEEUEEE . 21
BB 21

BIFE 21
BIFE 25
BIFE 26
BIFE 26
BIFE 27
BIFE 27

SHIB 28
R 28
v - 29
BB 30



=~ 37
BIBRIEEE 38



\\I

&

o

Astra APl (ACC) /RBIRE

Certificate App APl R EIEEEERESE » BE/REANEBEIIEHER o

L_L¥ﬁ/u\ﬂﬂ

POST /accounts/{account id}/core/vl/certificates

IETREEIIM Certificate APl ERFRIERIE ©

28
Name g epid] = WE s EA
account_id o= PRI True BEIREERRN ID
* &
. {{.Account}}
KA
IETREBEILH Certificate API BIRFFEHIE o
Name *EHY NE =7 EH
g spid] F& True BIRIVIERSSED o TEH
B
* Tlapplication/astra-
certificate
hRZs ¥ True BRIRE - ERHES -
. "1.0"
SERE
certUse F& fhER IETREE AR JSON F

B o WIRKISE » AITER
j% "rootCA" c EEMEAS

* TrootCA] - BRFEEE
BIRHEEM (CA) R’
fﬂ > ARE1EH CA

BEIMEREE o
* TlintermediateCA] -

/&8 2 MR CA Ffri&
AP CARE ©



Name

G5
=111
ko

isSelfSigned

trustStateDesired

Ful

WE

True

=R EH

B 54838 baseb4 4RIEHY
PKCS-11 #&=\/&:8 (PEM
) B9 JSON F& o EEM
B%

* fF4& baseb4 MRIEEEK

RiE

IETNEEETAEERE
FERY JSON F & o NR7E
BRI RERIRM 0 BIFERR(E
2 "false" o EBHIFF -

* MREHTE AE
fER=ZE -

* MRKREMEZE B
EHhEE Tcert)
i > BIZERRE
2 Tfalse] o

* MRKREMHZE B
EHPREE lcerty
W AREREBEIRA
B - E&RRES !

* Ttrue] - BEABHR
BEo

* "false" - Ib/&EEAREB
BHIREE ©

JSON FEREE5—EE »
IENEEREREE W
REEMNKRRISE » B)FE
%{E% "trusted" © E&EB
B%
* Tuntrusted) - &ER
ZEE

* Ttrusted) - /&EBIZEC
AREE



Name Y WE 55 EA

A E K "type_astra_metadata_up §&:R B RAR R B9 AR B im AN
date” ARFFIEE FHEE R} - B
BIES :

* f¥& Astra Metadata
Schema ° YIR1FEL
BFRISRE -~ QIGEIL
BREZEENDEER
Mt o MNRIEEHF
KIEE » TTERMIMY
BIAE
# ~ creationTimestam
p # createdBy i {RF

v FHIEES
{
"type": "application/astra-certificate",
"version": "1.1",
"certUse": "rootCA",
"cert":

"LSO0tLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUZYyVENDQTVXZ0F3MVIHbnFGbUJSSWR
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Status: 201, Returns the newly created certificate resource in the JSON
response body.
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"type": "application/astra-certificate",

"version": "1.1",

"id": "az6cbed4-2183-58ce-aal%9-e37ca8b0531a",

"certUse": "rootCA",

"cert":
"LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLS0tCk1JSUZYVENDQTVXZO0F3MVIHbnFGbUJSSWR
yV1kwPQotLSOtLUVORCBDRVJUSUZJQOFURSOtLSOt",

"cn": "vcenter.example.com",

"isSelfSigned": "false",

"expiryTimestamp": "2022-03-23T16:48:38.52334612",

"trustState": "trusted",

"trustStateTransitions": [
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"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"
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Status: 400, Bad request
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Status: 403, Forbidden
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"detail": "The request is missing the required bearer token.",
"status": "401"
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Returns a JSON array of all matching resources in the
If individual fields are specified in the request, the items

JSON array will contain the fields requested for each matching resource in

the order specified.
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"version":
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"type_astra_metadata_list True

"application/astra-certificates",
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"prod.region-2.example.com",
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13


https://docs.netapp.com/zh-tw/astra-automation-2310/reference/.html#certificate_1_1_get_response_body
https://docs.netapp.com/zh-tw/astra-automation-2310/reference/.html#certificate_1_1_get_response_body
https://docs.netapp.com/zh-tw/astra-automation-2310/reference/.html#type_astra_metadata_list
https://docs.netapp.com/zh-tw/astra-automation-2310/reference/.html#type_astra_metadata_list

"false"
]
1,
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"
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Status: 401, Unauthorized
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"status": "401"
}
Status: 400, Bad request
Name 2] WHE sRER
$ERY F&B True
1ZRE FH True
SR FER True

14



Name ] WE BA
HRBE FEH True
correlationID ) =] s
invalidParams pEZI["invalidParams"] THoR BUEASHRE
v #5IEIE
{
"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Status: 503, Service unavailable
Name LS B sRER
R FEB True
12RE F& True
SFHRER FER True
HREE FEH True
correlationlD =] FEER
v #FI[ElRE
{
"type": "https://astra.netapp.io/problems/41",
"title": "Service not ready",
"detail": "Currently, the service can't respond to this request.",
"status": "503"

[E]FE

Status: 409, Conflict


#invalidParams

Name L WE PR

R F& True
=% e True
SR FEB True
HRABE FE True
correlationID T fEER
v EHIEIRE
{
"type": "https://astra.netapp.io/problems/164",
"title": "Requested resource in unexpected state",
"detail": "The requested resource can't be returned because it isn't

in the expected state. Wait for the conflict to be resolved and retry
the request.",
"status": "409"
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Status: 404, Not found
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"detail": "The collection specified in the request URI wasn't found.",

"status": "404"
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Status: 200, Returns the stored Certificate API resource in the JSON
response body.
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AR E "type_astra_metadata_up True EIERABRARKBY A B m AN
date” PRFFIEEFHEER - T&R
BIES :

* {75 Astra Metadata
Schema ° YIR7EEIL
BFRIEE ~ QgL
BREEBENGTESN
Yt o ANRIEEHEF
KIETE » TTERIMHF
BIAZ
& - creationTimestam
p A createdBy H§{FHF
R o

v HIEIE

"type": "application/astra-certificate",

"version": "1.1",

"id": "az6cbed4-2183-58ce-aal%9-e37ca8b0531a",

"certUse": "rootCA",

"cert":
"LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLS0tCk1JSUZYVENDQTVXZO0F3MVIHbnFGbUJSSWR
yV1kwPQotLSOtLUVORCBDRVJUSUZJQOFURSOtLSOt",

"cn": "vcenter.example.com",

"expiryTimestamp": "2022-03-23T16:48:38.52334612",

"isSelfSigned": "true",

"trustState": "untrusted",

"trustStateTransitions": [

{
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"from": "untrusted",

"to": [
"trusted"
]
s
{
"from": "trusted",
"to": [
"untrusted"
]
}

15
"trustStateDetails": T[],

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

[E17&

Status: 401, Unauthorized

Name R WHE s ER
FaRY FER True
12 FE True
B FEB True
AREE FER True
correlationID =] g3
v EHIEIRE
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"



[E17&

Status: 400,

Name gl WE
el F& True
] =) True
SHAEE R FER True
HREE )= True
correlationlD ) =] $E=a
invalidParams FE%I["invalidParams"] R
A HIENS
{
"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.
"status": "400"
}
Status: 403, Forbidden
Name 457 VB
R FER True
1ERE FH True
SR FER True
HREE FEH True
correlation|D Fe git=n
v #EIRE
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted."
"status": "403"

26

Bad request

14

=R EH

\AJ

B3


#invalidParams

[E17&

Status: 503, Service unavailable

Name $aR WHE 55 ER
R FER True
TRE FEH True
SEURE et True
NS T True
correlation|D FEH iz
v #fi[EIRE
{
"type": "https://astra.netapp.io/problems/41",
"title": "Service not ready",
"detail": "Currently, the service can't respond to this request.",
"status": "503"

[E]FE

Status: 409, Conflict

Name =t WE S
R FER True
] FER True
SHEER) & True
HREE FEH True
correlationlD FEH fH=n
A& HIES
{
"type": "https://astra.netapp.io/problems/164",
"title": "Requested resource in unexpected state",
"detail": "The requested resource can't be returned because it isn't
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in the expected state. Wait for the conflict to be resolved and retry
the request.",
"status": "409"

g
]

$HER

Status: 404, Not found

Name p i) N sFH
8 FH True
= F& True
FHEER FH True
AARE =342 True
correlationID F&8 gn

v EFIFEEROIRE

"type": "https://astra.netapp.io/problems/2",

"title": "Collection not found",

"detail": "The collection specified in the request URI wasn't found.",
"status": "404"

&
vV F2HEEER
type astra_stateTransition

Name B=Lid] NE =B
% FE True
L] fE%1 [string] True

additionalDetails

type_astra_stateDetail

Name £ i) HE A8
G el T True
2R FEH True
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Name $ERY WHE sREA
SHURER ¥R True

additionalDetails "additionalDetails" e
type_astra_label

Name £HRY WHE sitEH
B F&H True

i k= True

type astra_metadata_update

BERIARAN YA P IR AR IR E P ER - ERES !

* 754 Astra Metadata Schema ° USRI E IRk IS
KIEE » TERIHBIIER

E ~ AgRIDLAREHNPESRN - MREE/ME
creationTimestamp # createdBy i {RIF A& ©

Name AR WHE SR

2 FE5["type astra_label"] $H:R

VAT S FER FHER

(EH SRR FER FHER

EirE F&# HEER

modifiedBy FH gt

invalidParams

Name $aRY WHE SRR

e FER True BENERNSHUNATE
REA FE True EHSHENNRER

1I&E&/u\ =kvA

PUT /accounts/{account id}/core/vl/certificates/{certificate id}

AR TR E RS RAEMHR JSON 55K E -

sIfFA

* EHRY CAREREEEFRERER
* MRFAEMREE CABRRENAREDT » MEREETHEFEFMER -

* NBRBRETREEEH ( Tcerty M) - BINBEES TisSelfSigned) IERMTLUETIEBAIREE - NREE
EBERTRES lisSelfSigned) 15RF > BIEERKRES lfalsel °

* MREMAMESCEZER ( Teerty ) - B lisSelfSigned) 1EMTIEABER > NRKRM » BIFREBIR
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#type_astra_label

S
Name faR 7= WE =REA
account_id FER BRIE True BZRFEIRRY ID
* #l
. {{.Account}}
certificate_id FER ER1E True B HAREES
ID
AKAX
REEFEFNERERARME JSON FRERE -
2lEFA

© EEE CABBRREEEERERER o
* MRBEBREME CABRENARED » MEREEFHEFEFMER -
* MRBREERREERM ( Tcerty ) > BIKAEES lisSelfSigned) ERATLUIETRHT/REERIMAAE o WIRTEE

BERTRER lisSelfSigned) f&TfF > BIEERRESR (falsel ©

* MREMAMELEFZERE ( Tcerts ) - B lisSelfSigned) 1ERFIERIER > IRKRZM > BIRREBR

BE-
Name Espid] WE s EA
pIspid] FH True BIRAEREEE - EEM
B
Fapplication/astra-
certificate]
hRZs T8 True BIRhRAS - EEES !
. "1.0"
SURE
ID F& FHaER BRI ME—R RIS o
EENES !
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Name

certUse

2
aie
koR

cn

expiryTimestamp

Ful

\
/
o

EH
me
[}

=113
7

=R EH

FETREE AR JSON F
& o WNRKIEE » BITER
75 "rootCA" o EEMES

* TrootCAl - BRFEEE
BISHEEN (CA) &
58 > FANE1EHZ CA
BENMEAIEE ©

* TintermediateCA] -
/&% B KR CA P&
AR CA J&RER ©

B 5488 baseb4 4RIEHY
PKCS-11 #&=0/&:8 (PEM
) BJJSON F& - E&EN
B%

* 778 baseb4 ARIEERK!
g

BENEEPHEINER
2780 JSON F&E - E&
BEA :

* RAERE 1
* RARE 1511

BEREEECH JSON F
£ IR R BHAR
fH o EERRER :

b

il

* 754 1S0-8601 HHARE
2R
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Name

isSelfSigned

trustState

trustStateTransitions

32

o WE

T stz

T st
=] st

["type_astra_stateTransiti
On"]

=R EH

ETNREREABELE
F5HY JSON F & o MNR7E
BIRRRIEM o BIFERR
2 "false" o EBHIET -

* MREMTE G
fEm=ZE -

* MNRKEMZE B
EHhEE Tcerty
{iI > BIZZERRE
2 Tfalse] o

* MERKEMZE B

EHHREE lcert)
B Bl REBIRE

B - EENES :
Mtruel - BFEABEHK
BEo

* "false" - IL/BHAEE
EKE%'.LEE °

BE—HEYBEZ—HY
JSON F#& > f5/RsE 2
BREE - EHRRER !

Tuntrusted] - /&FAR
ZEE -

* Ttrusted) - /RFBIED
AREE

- TE@H) - REEB
2 > R ARRAEE
HMARREE -

JSON #14#9 JSON P71
» BFEMHFRERRGEER
TE FAREE 70 BFAUAR AR B
£ - 51E JSON ¥ttt
& Tfrom) # Ttoy &I
» Hrp Tfrom) (BEAREE
%8 Ttol ERASH
BiZHRAE & o


#type_astra_stateTransition
#type_astra_stateTransition

Name

trustStateDesired

trustStateDetails

HRAEE

v HIEES

{
"type": "application/astra-certificate",
"version": "1.1",
"trustStateDesired": "trusted"
}
[El1fE

Status: 204,

L WE
T HR
el HER

["type_astra_stateDetail"]

"type_astra_metadata_up §g:%
date"

=RER
JSON FEHEEE—EE »

ENEREREREE W
REREVURFRIEE » BIFE
H{EA "trusted" ° EHBY
B%

* Tuntrusted) - REBEF
REE -

* Ttrusted) - /&R:EIEEC
AZEE o

B2 JSON #f4#Y JSON
pE%l) » ARSI T /&E (S
EIRRERYH AR o

MR RAFRANFEER
> IERESHE A3 ZER o

* RfREEH 0

B RAR RANBY A P iR A
PRFFIEEFHEER - T&R
BB :

* &4 Astra Metadata
Schema ° YIR7EEIL
BFRIEE ~ QgL
BREEBENGTESN
Yt o ANRIEEHEF
KIETE » TTERIMHF
BIAZ
& - creationTimestam
p A createdBy H§{FHF
R o

Indicates if the certificate resource was updated.
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[E17&

Status:

Name
Lt
gl
SHAEE R
AREE

correlationID

om

v S5~

401,

Unauthorized

]
fr

LS IO VT |
# # # # f8

"https://astra.netapp.io/problems/3",

" t ype A :
"title": "Missing bearer token",
"detail":
"status": "401"
}

Status: 400, Bad request
Name FaHEl
BR E
p3c] FEB
SHAEE R F&B
ARRE FER
correlation|D FEH

invalidFields

v £HIEIE

"type" .
"title":

34

"detail":
"status":

fEF!["invalidFields"]

"https://astra.netapp.io/problems/5",

"The request is missing the required

WE
True
True
True

True

]\]—:]ﬁ
[=]

=113

=113
a0

"Invalid query parameters",

=R EH

bearer token.",

=7 EH

=)

EUEA R LBE

"The supplied query parameters are invalid.",

"400"


#invalidFields

[E17&

Status: 409,

Name
il
TR
SFAEE R

correlationlD

om

invalidFields

v £HIEIE

"type" .
"title":
"detail":

Conflict
il $E
FH True
FER True
FER True
FH True
T8 35
fEZ["invalidFields"] §Hn

"https://astra.netapp.io/problems/10",
"JSON resource conflict",

an idempotent value.",
"status": "409"

[E17&

Status: 403,

Name
L)
SR
SFAEE R

correlationlD

om

v EFIEIfE

"type \AJ .

Forbidden
| BE
Fh True
FE True
FH True
F True
FER BHER

"https://astra.netapp.io/problems/11",

"The request body JSON contains a field

=7 EH

B

EUEA R LBE

that conflicts with

=7 EH
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#invalidFields

"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"

IS

Status: 503, Service unavailable

Name it WE s EA
A FE& True
1R F&H True
I T True
ARR& F& True
correlationID =)= stap

v SHIEIE

"type": "https://astra.netapp.io/problems/41",

"title": "Service not ready",

"detail": "Currently, the service can't respond to this request.",
"status": "503"

Status: 404, Not found

Name fERY WE A
G it FH True
1ZRE FH True
FARER F& True
ARRE FH True
correlationlD F8 git=n

v EFIFERRLEE
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"type": "https://astra.netapp.io/problems/2",

"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't found.",
"status": "404"

=F=
EFR

vV A2RER
type_astra_stateTransition

Name E=Lit] NE =R EH
1wt F8B True
| [#%1) [string] True

additionalDetails

type_astra_stateDetail

Name $a5Y WE e
il e True
3] FER True
SRR T True
additionalDetails "additionalDetails" =R

type_astra_label

Name 5 BE st FA
e T True
=l F& True

type_astra_metadata_update
BB RABRANRY A P InfARFSIEE PAEE K - ERIVER !

* fF4 Astra Metadata Schema ° WIR7EREIFRIETE » HEGRBIDRBERNVPES Y - MREEHE
KRIETE > TTERWIGRIRZE ~ creationTimestamp #[ createdBy i {RIFARE: o

Name $ERY NE -
T [E5["type astra_label"] $&:R

TR BEC T sti2e

(EBCSISES RS T st

BuE = gitzn
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#type_astra_label

Name

modifiedBy
invalidParams

Name

e
IRE

invalidFields

Name

ez
IRE

il st

R

FH#

LY
F R

F&

LY
£
£

nUG

\
/
o

EH>
mh
ik
[s]

WE
True

True

WHE
True

True

iBA
=REA
EUEHDHNLE

EHRZHERNRE

BEUEBRAX NI TE
EER N VRS GRIET

DELETE /accounts/{account id}/core/vl/certificates/{certificate id}

TEPRI5ER Certificate APl EJJR ©

2¥

Name =it
account_id F&h
certificate_id FER

[E17&

Status: 204, Indicates if the certificate resource was

[E17&

Status: 503, Service unavailable

Name

$a5

38

ek
2

3
/

1

g

WE

True

WE

True

True

S5 EA
BRIRAERW ID
* #l
. {{.Account}}

B HEEEES
ID

deleted.
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Name gl WE
12RE F& True
SHRER FER True
HREE FEH True
correlationlD FE FEER
v #5EIRE
{
"type": "https://astra.netapp.io/problems/41",
"title": "Service not ready",
"detail": "Currently, the service can't respond to
"status": "503"
}
438
DI K S
Status: 403, Forbidden
Name el VB
L) e True
1ZRE FH True
SR FER True
HREE FEH True
correlationID o=} THER
v EHFEREIE
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.
"status": "403"

=R EH

this request.",

=R EH

"
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