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Curl&i 4|

curl --request POST \

--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/certificates" \
--include \

--header "Content-Type: application/astra-certificate+json" \

—-—header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput

JSONNG A 5

"type": "application/astra-certificate",

"version": "1.0",

"certUse": "rootCA",

"cert": "LSOtLSI1CRUAJTiBDRVJUSUZJQOFURSOtLSOtCkl1JSUMyVEN",
"isSelfSigned": "true"
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Json#iH &4

"type": "application/astra-certificate",
"version": "1.0",
"id": "ab212e7e-402b-4cff-bbal0-63£f3c6505199",
"certUse": "rootCA",
"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN"
"cn": "adldap.example.com",
"expiryTimestamp": "2023-07-08T20:22:072",
"isSelfSigned": "true",
"trustState": "trusted",
"trustStateTransitions": [
{

"from": "untrusted",

"to": |

"trusted",

"expired"

"from": "trusted",
"tO": [
"untrusted",

"expired"

"from": "expired",
"to": |
"untrusted",
"trusted"
]

}

I

"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"creationTimestamp": "2022-07-21T04:16:062",
"modificationTimestamp": "2022-07-21T04:16:062",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"modifiedBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}
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Curl& 4

curl --request POST \

--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/credentials" \
--include \

--header "Content-Type: application/astra-certificate+json" \

—-—header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput

JSONN# A ZE
{
"name": "ldapBindCredential",
"type": "application/astra-credential",
"version": "1.1",

"keyStore": {
"bindDn": "dW1lkPWEFkbWI1uLG91PXN5c3R1bQ=="",

"password": "cGFzc3dvcmQ="
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Json#iH &4

"type": "application/astra-credential",
"version": "1.1",
"id": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"name": "ldapBindCredential",
"metadata": {
"creationTimestamp": "2022-07-21T06:53:112",
"modificationTimestamp": "2022-07-21T06:53:112",

"createdBy": "527329f2-662c-41c0-ada9-2£428£14cl137"
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S /Accounts / {account_id} /#ZiV/ v1/settings
Curl &l

curl --request GET \

--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/settings?filter=na
me%$20eg%20'astra.account.ldap'&include=name, id" \

--include \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \
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"items": |
["astra.account.ldap",
"12072b56-e939-45ec-974d-2dd83b7815df"
]

I

"metadata": {}
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Curl&i 4|

curl --request PUT \

--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/settings/<SETTING
ID>" \

--include \

--header "Content-Type: application/astra-setting+json" \

—-—header "Accept: */*" \

--header "Authorization: Bearer S$SAPI TOKEN" \

--data @JSONinput



JSONNE A £

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "true",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}
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Curl&s %

curl --request GET \

--location

"'https://astra.example.com/accounts/SACCOUNT ID/core/vl/settings/<SETTING
_ID>" \

—-—include \

—-—header "Accept: */x" \

--header "Authorization: Bearer SAPI TOKEN"

Jsoni i #1
{
"items": [
{
"type": "application/astra-setting",
"version": "1.0",
"metadata": {
"creationTimestamp": "2022-06-17T21:16:312",
"modificationTimestamp": "2022-07-21T07:12:202",
"labels": [],
"createdBy": "system",

"modifiedBy": "00000000-0000-0000-0000-000000000000"
by
"id": "12072b56-e939-45ec-974d-2dd83b7815df",
"name": "astra.account.ldap",
"desiredConfig": {

"connectionHost": "10.193.61.88",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users, ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"

b

"currentConfig": {
"connectionHost": "10.193.160.209",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",

"userSearchFilter": " ((objectClass=User))",
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"vendor": "Active Directory"

by

"configSchema": {
"$schema": "http://json-schema.org/draft-07/schema#",
"title": "astra.account.ldap",
"type": "object",
"properties": {
"connectionHost": {
"type": "string",
"description": "The hostname or IP address of your LDAP server."

search.

by
"credentialId": {
"type": "string",
"description": "The credential ID for LDAP account."
by
"groupBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the group
The system searches the subtree from the specified location."

by

"groupSearchCustomFilter": {
"type": "string",
"description": "Type of search that controls the default group

search filter used."

enabled

search.

by
"isEnabled": {

"type": "string",
"description": "This property determines i1if this setting is
or not."
by
"port": {
"type": "integer",
"description": "The port on which the LDAP server is running."
by
"secureMode": {
"type": "string",
"description": "The secure mode LDAPS or LDAP."
by
"userBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the user

The system searches the subtree from the specified location."

by

"userSearchFilter": {
"type": "String",
"description": "The filter used to search for users according a



search criteria."

by

"vendor": {
"type": "string",
"description": "The LDAP provider you are using.",
"enum": ["Active Directory"]
}
bo
"additionalProperties": false,
"required": [

"connectionHost",
"secureMode",
"credentialId",
"userBaseDN",
"userSearchFilter",
"groupBaseDN",
"vendor",
"isEnabled"

]

by

"state": "valid",

}
I

"metadata": {}
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Curl& 4

curl --request POST \

--location "https://astra.example.com/accounts/$SACCOUNT ID/core/vl/users"
\

-—include \

--header "Content-Type: application/astra-user+json" \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSONNE A E56|
{
"type" : Tapplication/astra-user",
"version" : "1.1",
"authID" : "cn=JohnDoe, ou=users, ou=astra,dc=example,dc=com",
"authProvider" : "ldap",
"firstName" : "John",
"lastName" : "Doe",
"email" : "john.doe@example.com"
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Jsonii i E
{

"metadata": {
"creationTimestamp": "2022-07-21T17:44:182",
"modificationTimestamp": "2022-07-21T17:44:182",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "a7bb5e674-albl-48f6-9729-6a571426d49f",

"authProvider": "ldap",

"authID": "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",

"firstName": "John",

"lastName": "Doe",

"companyName": "",

"email": "john.doe@example.com",

"postalAddress": {

"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ™"
by
"state": "active",
"sendWelcomeEmail": "false",
"isEnabled": "true",
"isInviteAccepted": "true",
"enableTimestamp": "2022-07-21T17:44:182",
"lastActTimestamp": ""
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94 /Accounts / {account_id} /#ZiCv v1/roleBindings

Curl&i4|

curl --request POST \

--location

"https://astra.example.com/accounts/$ACCOUNT ID/core/vl/roleBindings" \
--include \

--header "Content-Type: application/astra-roleBinding+json" \

—-—header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput

JSONN# A Z
{
"type": "application/astra-roleBinding",
"version": "1.1",
"accountID": "{account id}",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"role": "member",
"roleConstraints": ["*"]
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JSONNIC]|FEEE

"metadata": {
"creationTimestamp": "2022-07-21T18:08:24z2",
"modificationTimestamp": "2022-07-21T18:08:24z2",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

by

"type": "application/astra-roleBinding",

"principalType": "user",

"version": "1.1",

"id": "b02c7e4d-d483-40dl-aaff-e1£900312114",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"groupID": "00000000-0000-0000-0000-000000000000",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "member",

"roleConstraints": ["*"]
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Curl&s %

curl --request POST \

--location "https://astra.example.com/accounts/$SACCOUNT ID/core/v1/groups"
\

--include \

--header "Content-Type: application/astra-group+json" \

—-—header "Accept: */x" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSONNE A ZE
{
"type": "application/astra-group",
"version": "1.0",
"name": "Engineering",
"authProvider": "ldap",
"authID": "CN=Engineering, OU=groups,OU=astra, DC=example, DC=com"

AAR TR EASENER

P BETHSH

° "guthProvid&"

> "authID"
JSONN[E|FEEE
{

"type": "application/astra-group",

"version": "1.0",

"id": "8b5b54da-aeb53-497a-963d-1£c89990525b",

"name": "Engineering",

"authProvider": "ldap",

"authID": "CN=Engineering, OU=groups,OU=astra,DC=example, DC=com",

"metadata": {
"creationTimestamp": "2022-07-21T18:42:5272",
"modificationTimestamp": "2022-07-21T18:42:5272",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

16



TR 2 AEEHEN AR

HITTFHIREST APINFIY « REHEREEREAR  GHARERS L —PRBRIUMNBHEUUID - ZELDAPHITEREZ
%~ BREENEERERENE AAstra o

HTTP A EMiREs
Itk REST API MEOUfERE 575 7AF iR ©

HTTP75 % iz K
3¢ /Accounts / {account_id} /#ZiCV v1/roleBindings

Curl&i4|

curl --request POST \

--location

"https://astra.example.com/accounts/$ACCOUNT ID/core/vl/roleBindings" \
--include \

--header "Content-Type: application/astra-roleBinding+json" \

—-—header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput

JSONN# A E A
{
"type": "application/astra-roleBinding",
"version": "1.1",
"accountID": "{account id}",
"groupID": "8b5b54da-ae53-497a-963d-1fc89990525b",
"role": "viewer",
"roleConstraints": ["*"]

AAR IR BASHOEN

* 3t TRoleConstraint] FY{EE B AjAstrahkA<M—r] FBRVEIE - ERNEABARAZENESRZER « MA
AU ERIFEY o
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JSONNIC]|FEEE

"metadata": {
"creationTimestamp": "2022-07-21T18:59:432",
"modificationTimestamp": "2022-07-21T18:59:432",
"createdBy": "527329f2-662c-41c0-ada9-2£428£14c137",
"labels": []

by

"type": "application/astra-roleBinding",

"principalType": "group",

"version": "1.1",

"id": "2f91b06d-315e-41d8-ael8-7df7c08fbb77",
"userID": "00000000-0000-0000-0000-000000000000",
"groupID": "8b5b54da-ae53-497a-963d-1fc89990525b",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "viewer",

"roleConstraints": ["*"]

AR MYRRERSERER
* TpripalType) #fIBYE lgroup) RTEREHE (MIFERE) MEABRE -

(ER ELDAP

IR EEHITMIREANERAEIET{E - LI TAstra Control CenterZfE o {Er]UZE
1 {EFLDAPEEE W B XL DAPARRE ©

LﬁﬁIEIT’E/ﬁ&IT’E%‘BEEE l'Astra .account.LDAP] AstrazZEHIID o BRAMAIHEEGR E IDRVEEAE T ~ 520"
ELDAPRIARES* o s5 2R "#EENLDAPR ERUUID" UEVEEZEH °

* {ZFLDAPESE"
* "EH DAPEEEE4RAE"
{SHLDAPEE:E

,.L'k_JL,(i;’fL T FFIREST APIMEDY ~ WU B IH{E A4S EAstraZl EMILDAPER:S o B @ E# Astratk B .LDAP) =%
10 TisEnabled] BRIG:EA MMR1 o

HTTP 5/&MimEs
Ilt REST API MDY 5 75545 ik e, ©

HTTPZ % iz 2K
A /Accounts / {account_id} /#Zilv v1/settings / {setting_id}
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curl --request PUT \

--location

"https://astra.example.com/accounts/$ACCOUNT ID/core/vl/settings/<SETTING
ID>" \

--include \

--header "Content-Type: application/astra-setting+json"

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSONN# A E6
{
"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))"

"vendor": "Active Directory"

}

YNSRABEERLTH ~ A E[D THTTP 2041 [OIFE o ERTLUSEZBRIEIAERS R E U IS E -

ERLDAPESEE4HAE

R AT FHIREST APIFERY ~ LA AR ErAstraflL DAP{EIARESHYELR « Wi TEAstraR EZLDAPZRRE - B:EEE
i TAstratRE.LDAP] &7 ~ 175 lconnectionHosty BY{E o

"isEnabled"BIETAERA"R" o A UEETERBREZAINEETEREERRTILE - EF_EHEI T
F&BPF% TconnectionHost) ~ WTEHEREERBETHE lisEnabled) 584 MRl °

@ ER—THEEMNEE - TEZERET - TEMPRFIEEANLDAPHEREMEHE - M
{&7EAstra Control Center 27 FFE1ERAAstrafE & -~ BRI ARR4E (LDAPER!) o

HTTP 7 & imE,
Ittt REST API MEOY 5 755450 im R, o
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HTTPA A BRAK
A /Accounts / {account_id} /#ZiV/ v1/settings / {setting_id}

curl --request PUT \
--location
"https://astra.example.com/accounts/$ACCOUNT ID/core/vl/settings/<SETTING
ID>" \

--include \

--header "Content-Type: application/astra-setting+json"
--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN"

--data @JSONinput

JSONN# A ZE
{
"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups, OU=astra, DC=example, DC=com",
"isEnabled": "false",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
}
}
nEJ /IE' -F§'J $IE

EESELDAPEARSS « BN BEBNERZLDAP ~ #& TconnectHost] EE Z&null{E ~ 21 EHIFFR ©
* WNRBERRTDY ~ FAEEE] THTTP 204 [EIFE o ERILUSRIZB NHEEVAE RS LUFEEDE
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