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fCEl Add cluster STEP 1/3: CREDENTIALS

CREDENTIALS

Provide Astra Control access to your Kubernetes and Open&hift clusters by entering a kubeconfig credential.

Follow instructions on how to create a dedicated admin-role kubeconfig.
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@ Add cluster STEP 2/3: STORAGE

CONFIGURE STORAGE

Existing storage classes are discovered and verified as eligible far use with Astra. You can use your existing default. or choose to set a new default at this time.
Applications with persistent volumes on eligible storage classes are validated for use with Astra
Default Storage class Storage provisioner Reclaim policy Binding mode Eligible
[ ] basic-esi csi.tndent.netapp.io Delete

thin kubernetes.io/vsphere-volume
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* "{@/AAstra Control API"
s "EXIRE"

HTIE 2= SR RV 2R

T REZ A  CRERN S ARG - GHRZHITERED « URARESEEFINIE EAstralZhlh
Ity ©

G Z A FTRRITHAE
* MlmEBEr—

° #1TOpenShift 4.6-8 ~ 4.7 ~ 4.85¢4.9OMy £

° EFRKE1#11TRancher 2.5.x ~ 2.5.x3 2.6 %

° HfTKubernetes 1.20E1.23195 5

° #$#T7VMware Tanzu Kubernetes Grid 1.4898 5

° #1{TVMware Tanzu Kubernetes Grid® & iR1.12. 2895 &

AR SNEEE —ESZEIFER - EE/DH16GB RAMAIHRITEAIBRTS ©

NRITETERSE ZEOpenShift 4.6 ~ 4.7504 8B EMLASTEENEHTER « AIERRER
@ FiAstra Trident Volume SnapshotIfgE o 352 B E 5 #YAstra Trident "z7F3" £ Astra Trident
B8 B8zt Volume Snapshot °
* Astra Tridentf 7738 E A "TENHEER" (EAERENZESNEE

* X1EONTAP MITIBIHAER R 2BARFEREFMEREID « EAfFMAstra Control Center RN FERIERTE
R o EZERIECITHHIT NI SONTAP | TEHRAIFREImodify -vserver <f#TF B #2335 A tE>-
policyname <[RB&FE>-rueindex 1 -smiB4k A& sym --anon 65534

* HRSKEIEEEEMIAstra Trident TvolumesnapshotClass] #)14 o BEf#Astra Trident "z7E8" {EHAstra
TridentB A B Al Volume Snapshot ©

* BT R AKubernetes# £ E R B —TERHETFEER ©

HITERRE
PITTIEMBRE « BRCHNEEDEBTIIEEAstralZblFd o

S
1. & TridenthRZs ©

kubectl get tridentversions -n trident

MNRIFETrident  EBBETELFHIBIGHLE :
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NAME VERSION
trident 21.04.0

gNRTridentF 2L ~ LEEIELUTIINEL

error: the server doesn't have a resource type "tridentversions"

(D MR RZETridentH ZEMRARERITARE « SN B ZERHARAAI Trident ~ 7 BEAELS
EIT o AR "Trident> 4" LIEVSHERAIET ©

2. BEREENEEFEHAZENTridentiBEIET - EFEENRTEES lcsitrident.netapp.io’] © A2 T5IEE
) :

kubectl get sc

NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE

ontap-gold (default) csi.trident.netapp.io Delete
Immediate true 5d23h

thin kubernetes.io/vsphere-volume Delete
Immediate false od

#i B2 A BKECBEConfig
EHTHEE - BARTKR EETHIES !

* ZHT Tkubecll) v1.1958EFiRZS
* BEERYRNAEEEIEREIRMEA T Kbeconfig

1. BIUBRFIRA ~ S TFFA

a. #3747 lastracontinal-service-account.yaml] BIARFSIREHEZEE o

REZAB LB B ZER - MRFURETESE  CEZENNTRIERABRNESE

<strong>astracontrol-service-account.yaml</strong>
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apiVersion: vl

kind: ServiceAccount

metadata:
name: astracontrol-service-account
namespace: default

a. ERRFIRE !

kubectl apply -f astracontrol-service-account.yaml

2. (G#ER) NERZFEFEARFIAPodZ2MREA « MZRAARAFEILEEHERNPOd ~ S AFFPod A2 ARIE
B2 MU rootEAAE S DT « BAEEEBHITHNPodZ 24 RE ~ 3ZAstra Control S5 1 K EIEPod °
UNEFERAIE T ~ A2 "EIIEFIPodZ 2 M RE"

3 WP HRETIEMR « WA -
a. B3 %7% lastracontletil-clusterrolebind.yaml] BY ClusterRoeBinding] & o

REZERIUBBIRA RRAZEEMEERR BN ER o

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astracontrol-service-account
namespace: default

a ERFEEARELE !

kubectl apply -f astracontrol-clusterrolebinding.yaml

4. JIHRFBIRAHE « i T<AE>) B ERNZERS !
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kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

wH RS ERRL TIRE -

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]

"secretts "fE5|PEETTRRIER S| LORIEE © £ LiMiEEFIH « Tastracontlivter-service-account-dockercfg-
vhz87 MIZE5|%A0 -~ M lastracontlive-service-account-toke-r59kr"#IZR5 | B &1 - fEEE S « s F2FE M
B —ARERFEIRE RIBERS ©

5. EXLUTHIKbeconfig :

a. #17 lcree-kupeconfig - shl #22 o i T35S HERIEERY Ttoke_indexs EXAAUAIEFERY(E o

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

R e

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN DATA} | base64 -d)

11



# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

b. FFEA LT UG EERZEKubernetess& £ ©

source create-kubeconfig.sh

6. (#F) ®KUbeconfigEHfian A BRNEERME o RELHNEETFER -
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chmod 700 create-kubeconfig.sh

mv kubeconfig-sa.txt YOUR CLUSTER NAME kubeconfig

B NRIE ?

RELEEHEENSIRET « KEBEEEBET HilEE" -

tz %Eéﬁmmé :H/ N Eﬁﬁﬁg
* "Trident> 4"

* "{§EFH Astra Control API"

%ﬁi a ]-TLSII_:\EE

TRAIUBRIRAERN B REBTLS/RE « WURRFEREEMN (CA) FHBENTLSEFEMN

7CAR.

/p\'ﬁ‘ﬁ'#ﬁqéﬂﬂ

* Kubernetesz& & B Z 8 Astra Control Center
© BIPFENEE S ShellLl#iT Tkubecll) 855
* IREBCANFAR EIBF/RBEIER

BIREREBNEE

/CAR

BIFRANBRRETLS/EE o

1. fEFASSH ~ UBIBEAE S HE ALH Astra Control CenterfiKubernetesz £ o

2 EATAIGSBHEEEE

BB TLSEREE « LA Astra Control CenterZfZE
deployment-namespace>] .

B ZEME [<ACC-

kubectl get certificate -n <ACC-deployment-namespace>

3. A THIAS MR B AT T R :

kubectl delete cert cert-manager-certificates -n <ACC-deployment-
namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

\\/

TG

FIZHCAZEZEMTLS/RES ©

mE

S

2

&.\
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1.

2.

EATY < UCARNF R S IBF/RE1E

I TLSHAE » W LUE BB AR <>FRI5| 8L

kubectl create secret tls <secret-name> --key <private-key-filename>

--cert <certificate-filename> -n <ACC-deployment-namespace>

ERUTaLMEfRERES]EREER

# (CRD) #2 -~ if& lpec.selfSigned' ) {EEE

7 Tspec.ca.secretName'] » LX%Fﬁ?S?EE‘TJETLE’\JTLS?Eﬁ% :

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n

<ACC-deployment-namespace>

#spec:

# selfSigned: {}

spec:
ca:

secretName: <secret—-name>

3. FRE TS MEFE L REFEFIST IR - MESEECEHTERE /AT « LLAstra Control CenterZfE
% Z=RIEX <ACC-deployment-namedes>] :

kubectl describe clusterissuers.cert-manager.io/cert-manager-

certificates -n <ACC-deployment-namespace>

Status:
Conditions:
Last Transition Time:
Message:
Reason:
Status:
Type:
Events:

4. (ERTSIEHIZEIL Tcreate.yaml) HEZE ~

14

2021-07-01T23:50:27Z
Signing CA verified
KeyPairVerified

True

Ready

<none>

I LAE S BB AUEI <>V TR B U EE !



apiVersion: cert-manager.io/vl
kind: Certificate
metadata:

name: <certificate-name>

namespace: <ACC-deployment-namespace>
spec:

secretName: <certificate-secret-name>

duration: 2160h # 90d

renewBefore: 360h # 15d

dnsNames:

- <astra.dnsname.example.com> #Replace with the correct Astra Control
Center DNS address

issuerRef:

kind: ClusterIssuer

name: cert-manager-certificates

o ERTILEILER

kubectl apply -f certificate.yaml

6. A TFIan S MEBF L REFREEDCERET « UREEEERGERIABFEENSI® (Fli%
18 « FrERR ~ BAVHARRDNS18) o

15



7.

16

kubectl describe certificate -n <ACC-deployment-namespace>

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61hO0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%2
Renewal Time: 2021-07-04T16:45:417
Revision: 1
Events: <none>

#méE TACRD TLS) ¥EIA ~ £ Toan < MeEHIIsmHnY/ERERE « Y LUEEREMRENA S El<>FHY
FREMEE :



kubectl edit ingressroutes.traefik.containo.us -n <ACC-deployment-
namespace>

tls:
options:
name: default
secretName: secure-testing-cert
store:

H H= FH H H= FHE

name: default

tls:
options:
name: default
secretName: <certificate-secret-name>
store:
name: default

8. {FA4EE 22828 Z Astra Control CenterfJEZBZ |P{iftit o
9. Eﬁwulguﬁuikmﬁ*4§i ?C%E’J/’ﬁnﬁn¥£mi§*sl'*ﬁ?§ °
10. EH/RSE TS REARS R ERIPEREEERELS -

23 B5]PodZE %R A

Astra Control EEFH BB EE BT R EEKubernetes Pod o R EESHBIRSIMPodL 24 FEA ~ T

ZRAAR A FFELEAAERNPod ~ HAFFPodB 2N RIERIETZF UrootfEAE B 28T ~ BIEEEEIRHIER
‘DEYPodZ 2 4R A ~ LARKAAstra Control3R & 37 & B IBiEEPod °

TR
1. BEERULLTERRGE DHIPodZ 2 M/RE « WAFHEFEERT - Al
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apiVersion: policy/vlbetal
kind: PodSecurityPolicy
metadata:
name: astracontrol
annotations:
seccomp.security.alpha.kubernetes.io/allowedProfileNames:
spec:
privileged: true
allowPrivilegeEscalation: true
allowedCapabilities:

— LI |

volumes:

I o |

hostNetwork: true

hostPorts:
- min: O
max: 65535

hostIPC: true
hostPID: true
runAsUser:

rule: 'RunAsAny'
selLinux:

rule: 'RunAsAny'
supplementalGroups:

rule: 'RunAsAny'
fsGroup:

rule: 'RunAsAny'

2. ZPodRZE2MRAEIIMAG -

kubectl-admin create role psp:astracontrol \
--verb=use \
--resource=podsecuritypolicy \
--resource-name=astracontrol

3. A BREERFFIRG

kubectl-admin create rolebinding default:psp:astracontrol \
--role=psp:astracontrol \
--serviceaccount=astracontrol-service-account:default

18
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