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* Rancher 2.5.8 ~ 2.5.98(2.6 (ZRKE1)

* Red Hat OpenShift Container Platform 4.6-8 ~ 4.7 ~ 4.85¢4.9

* VMware Tanzu Kubernetes Grid 1.4

* VMware Tanzu Kubernetes Grid®&Hkr1.12.2
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kubectl config use-context <context-of-workload-cluster>
kubectl create clusterrolebinding default-tkg-admin-privileged-binding
-—-clusterrole=psp:vmware-system-privileged --group=system:authenticated
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tar -vxzf astra-control-center-[version].tar.gz

Z4ENetApp Astra kubecl9MIER

NetApp Astra Tkubecll) #5<7)9MIZT0 IR TELERE K F+4RAstra Control CentertBRARY—fig T {ERFER & F
fE o

CRENER

NetAppARREIHICPUZEFI1EE R IR IMIE N IR o MITI T IEZAT « N BLBRTACPURIE
HEZAM o ELinuxFIMacEERG L ~ EOILUER Tuname -Al < RURELEE R ©


https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab

1. AT AAINetApp Astra Tkubecll) SMERTL ZEMUME « W2 FERRMACPURIBPIRAVERRTE

1ls kubectl-astra/

2. BHERENTERE Tkubecll) ARRINERNME o 7P « Tkubecly AR
1% Tusr/local/bing B o & < TEMIRME>) RABEPMENERSTE !

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra
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export REGISTRY=[Docker registry path]
for astraImageFile in $(ls images/*.tar) ; do
# Load to local cache. And store the name of the loaded image
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astraImage=$ (docker load --input S${astralmageFile} | sed 's/Loaded
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astraImage=$ (echo S${astraImage} | sed 's!localhost/!!")

# Tag with local image repo.
docker tag ${astralmage} S${REGISTRY}/S{astralmage}
# Push to the local repo.
docker push ${REGISTRY}/S${astralmage}
done

Podcast .

export REGISTRY=[Registry path]
for astralImageFile in $(ls images/*.tar) ; do

# Load to local cache. And store the name of the loaded image trimming
the 'Loaded images: '

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image(s): //")
astraImage=$ (echo ${astraImage} | sed 's!localhost/!!")

# Tag with local image repo.
podman tag ${astralmage} ${REGISTRY}/S${astralImage}
# Push to the local repo.
podman push ${REGISTRY}/${astralmage}
done
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https://docs.netapp.com/zh-tw/astra-control-center-2204/release-notes/known-issues-ads.html#astra-data-store-cannot-be-used-as-a-storage-class-for-astra-control-center-due-to-mongodb-pod-liveness-probe-failure
https://docs.netapp.com/zh-tw/astra-control-center-2204/release-notes/known-issues-ads.html#astra-data-store-cannot-be-used-as-a-storage-class-for-astra-control-center-due-to-mongodb-pod-liveness-probe-failure
https://docs.netapp.com/zh-tw/astra-control-center-2204/release-notes/known-issues-ads.html#astra-data-store-cannot-be-used-as-a-storage-class-for-astra-control-center-due-to-mongodb-pod-liveness-probe-failure
https://docs.netapp.com/zh-tw/astra-control-center-2204/release-notes/known-issues-ads.html#astra-data-store-cannot-be-used-as-a-storage-class-for-astra-control-center-due-to-mongodb-pod-liveness-probe-failure
https://docs.netapp.com/zh-tw/astra-control-center-2204/release-notes/known-issues-ads.html#astra-data-store-cannot-be-used-as-a-storage-class-for-astra-control-center-due-to-mongodb-pod-liveness-probe-failure

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —--v=10
image: [your_ registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080
- —-leader-elect
command :
- /manager
env:
- name: ACCOP LOG LEVEL
value: "2"
image: [your registry path]/acc-operator:[version x.y.z]
imagePullPolicy: IfNotPresent
imagePullSecrets: []

2. % Astra Control Centeri®ES :

kubectl apply -f astra control center operator deploy.yaml
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[ElfFEEE)

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader-election-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

5 TE AstraiZ i
1. #@¥8Astra Control CenterB5J &R (CR) #8% ( lAstra_control_center_min.yaml) ) ~ LUZIIiR
B ~ AutoSupport 2% « B R H M ERIAERE

@ MREHIRIZFEEREIMNYBEETINAE ~ eI LAfER [Astra_control_center.yaml) {EAEM
BICR o TAstra_control_center_min.yaml) EE:&HICR ~ BAMR A D HILE o

vim astra control center min.yaml

(i)  #mtaAstra Control CenterfiBE 2 1% « WAL BHCREENNE o

(D MREEATRERENE R ~ BJLAMPR TimageRegistrys B THE) 17 ~ BRIRE
gRM -

b. #& TiRF%TE FHREBEHCERERFZIRMBNSTE -

C. 1% lastraAddress) FEHREERCET R ERPARZEAstrafIFQDN o sF707E#IEREER Thttp & /)
5% Thttps : //1 © B IELFQDNLUMEIERFER BEDE o

d. ¢ MEFHHY) FREERAEINVERREES UL - WRUILE FEAMUUHEPER BESH -
e. YNRAILRH FERAEIRELR « sAfFAutoSupport B 2% MRy ~ [REGEILAIGRE TH) o
f (EA) MLBERAMERAZERENSRTF MirstNamel MK MNastName) o &RIMTEUIFRIZBISAHE

14



AT R ©
(FAE) MRZEFRE -« FiF [HEFE) EE2FAHEMTrident storageClass&EJJR ©

. (ER) MREHETEERELZE%BAstra Control CenterBENERE « MAKBEHEE CEUESILES
Z KbeconfighI#Z T ~ 7£5E184%7% TastraKubeConfigSecret : "Acc—kubeconfig—cred or custom
secret name"ByYamItEZE P FIEREAL « LUIRHZIELTE

I SR5ThL TR —EDER

* Hh ARIEHI2S (HEEZEE! | —f%) © E2AstraiZfl O RITERENE o SFZ Astra Control CenterZ
% ~ MEERTEAOZESIZS - LIURLEERAstra Control Center ©

FEs%BYAstra Control CenterZ2EEiG HEE ( MARTE/ABER) ) REA ClusterlPl 88! o ILFER %
4 = EEESMNR EKubernetes IngresControIIer/Ingress A e R E R B EEEZITEHIES - MR
HEFRAAD - F2E "REAOETEHTE"

- IR EETEES (FEEBUES! | AccTraefik) : UIREF1ELEIngressControllergtEiZIngressE iR
51 TingressType) 387 TAccTraefiky ©

=g Astra Control Center Ttruefiky BESREZAKubernetes& & 133588 ARFS ©

Astra Control CenterfE 48522 loadbalancer) (Astra Control Centerép$ Z=EfE+
89 TshvCltruefiky ) BIARTS ~ M ERISKAIZENBIIMNEBIPIL o AN RICHIRIR R FFE & F &3 ~ B
1R R T B B T3S E'JTLM%}EHMetalLB‘Eﬁﬁﬂ%*‘BEE?‘lﬁ%FFﬁﬁﬁ HEINERIP LU RAE R

E: TEAREBDNSTEIARES4BRE T ~ IR FE:ZAZ Astra Control CenterFfiEEFIDNS & B35 M & & & rIIP{L

() wEem ranTes MADRSELOREEN B2 BX

apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
astraKubeConfigSecret: "acc-kubeconfig-cred or custom secret name"
ingressType: "Generic"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"
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FTEEBAstratZhl R ONIRIEE R E

1. MRIEEARTE L —DHPBITIRIE ~ 552 NetApp-accs (HE:]) fRZEM !
kubectl create ns [netapp-acc or custom namespace]
[EIFEEEH :

namespace/netapp-acc created

2. 7 TNetApp-acci (SEHIBR]) dfZEMFZEEAstra Control Center :

kubectl apply -f astra control center min.yaml -n [netapp-acc or custom
namespace]

[ElfFEEE)

astracontrolcenter.astra.netapp.io/astra created

SR RMERAS
() WREEEFEBOpenshift » EAIMERAELETIEMS < FOETRBSH -

1. BB TR ORI LEMBRRTH
kubectl get pods -n [netapp-acc or custom namespace]

BEPodBVIREER THITH)  BERMPodRIAERE X D IERIRFE o

[EIFEEEHE)
NAME READY STATUS RESTARTS
AGE
acc-helm-repo-5f75c5f564-bzgmt 1/1 Running 0
1lm
activity-6b8f7cccb9-mlrni4 1/1 Running 0
9m2s
api-token-authentication-6hznt 1/1 Running 0
8m50s
api-token-authentication-gpfgb 1/1 Running 0
8m50s

16



api-token-authentication-sgnb7
8m50s

asup-5578bbdd57-dxkbp

9m3s
authentication-56bff4f95d-mspmg
Tm31s
bucketservice-6£7968b95d-9rrrl
8m36s
cert-manager-5f6cfidbc4b-82khn
6ml9s

cert-manager-cainjector-76cf976458-sdrbc

oml9s

cert-manager-webhook-5b7896bfd8-2n457

6ml9s
cloud-extension-749d9f684c-8bdhg
9m6s

cloud-insights-service-7d58687d9-h5tzw

8m56s

composite-compute-968c79cb5-nv714

9mlls

composite-volume-7687569985-799gg

8m33s
credentials-5c9b75f4d6-nx9cz
8m42s
entitlement-6c96£fd8b78-zt7f8
8m28s
features-5f7bfc9f68-gsinl
8m57s

fluent-bit-ds-h88p7

Tm22s

fluent-bit-ds-krhnj

Tm23s

fluent-bit-ds-15bj]

Tm22s

fluent-bit-ds-1rclb

Tm23s

fluent-bit-ds-s5tédn

Tm23s

fluent-bit-ds-zproév

Tm22s
graphgl-server-5£5976f4bd-vbb4z
Tml3s
identity-56f78b8f9f-8h9p9
8m29s

influxdb2-0

11lm

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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krakend-6£8d995b4d-5khk1l
Tm7s
license-5b5db87¢c97-jmxzc

9m
login-ui-57b57c74b8-6xtv7
7ml0s

loki-0

1lm
monitoring-operator-9dbc9c76d-8znck
Tm33s

nats-0

11lm

nats-1

10m

nats-2

10m
nautilus-6b9d88bc86-h8kfb
8mb6s
nautilus-6b9d88bc86-vn68r
8m35s
openapi-b87d77dd8-5dz9%h
9m7s
polaris-consul-consul-51jfb
11lm
polaris-consul-consul-s5d5z
11lm
polaris-consul-consul-server-0
11lm
polaris-consul-consul-server-1
11lm
polaris-consul-consul-server-2
11lm
polaris-consul-consul-twmpg
11lm

polaris-mongodb-0

11lm

polaris-mongodb-1

10m

polaris-mongodb-2

10m
polaris-ui-84dc87847f-zrg8w
Tml2s

polaris-vault-0

11lm

polaris-vault-1

1lm

1/1

1/1

1/1

1/1

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

2/2

2/2

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



polaris-vault-2

1lm
public-metrics-657698b66f-67pgt
8m4d7s
storage-backend-metrics-6848b9fd87-w7x8r
8m39s
storage-provider-5££5868cd5-r9hj7
8m45s

telegraf-ds-dwdhg

Tm23s

telegraf-ds-k92gn

Tm23s

telegraf-ds-mmxjl

Tm23s

telegraf-ds-nhs8s

Tm23s

telegraf-ds-rj71w

Tm23s

telegraf-ds-tqgrkb

Tm23s

telegraf-rs-9mwgj

Tm23s
telemetry-service-56c49d689%b-ffrzx
8m42s

tenancy-767c77fb9d-g9ctv

8m52s

traefik-5857d87£85-7pmx8

6m49s

traefik-5857d87f85-cpxgv

5m34s

traefik-5857d87f85-1vmlb

4m33s

traefik-5857d87£85-t2x1k

4m33s

traefik-5857d87£85-vOwpf

Tm3s

trident-svc-595£84dd78-zb816
8m54s
vault-controller-86c94fbfdf-krttqg
9m24s

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

) EERFRZETMN - ERIUEA TS <REE lacc operator

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

5385 -
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kubectl logs deploy/acc-operator-controller-manager —-n netapp-acc-
operator -c¢ manager -f

@ laccHost) #EEHHERE—IRIEE « IRKMW « A TEHIBRM - MRTHEPIEHE
EEEAN - CRAILEBMMERE TEREBRERAS R "TEUIR" BAPI ©

Y

EFTBPodEBTE TR « s5HAEXHAstra Control CenterZiZEE L40Y NEAHRE) PUTER « UBERREE
BRI

kubectl get acc -o yaml -n [netapp-acc or custom namespace]

- fEYamidh ~ ZIECIEFAY Mtatus.deploymentState’ | 1L ~ WES TEPE] E - NRIPELYK ~ BHlFHSH

FETEESRAAE o

. BEHEE AAstra Control CenterBF{ER—R MRS « 58 Tstats.uuid) B - ZHEA TACC-) ~ &M@

BEUUIDME ( TACC-[UUUID]I -~ SKRTEAEFIH2E TACC-9aa5fdae-4214-4ch7-9976-5d8b4c0ce271]
) °



YR s E G

name: astra
namespace: netapp-acc
resourceVersion: "104424560"
selfLink: /apis/astra.netapp.io/vl/namespaces/netapp-
acc/astracontrolcenters/astra
uid: 9aabfdae-4214-4cb7-9976-5d8b4c0ce27f
spec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:
name: registry name/astra
secret: astra-registry-cred
lastName: Admin
status:
accConditionHistory:
items:
- astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:23:592"
message: Deploying is currently in progress.
reason: InProgress
status: "False"
type: Ready
generation: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:

name: registry name/astra

21
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secret: astra-registry-cred
lastName: Admin
timestamp: "2021-11-23T02:23:592"
- astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:23:5972"
message: Deploying is currently in progress.
reason: InProgress
status: "True"
type: Deploying
generation: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:
name: registry name/astra
secret: astra-registry-cred
lastName: Admin
timestamp: "2021-11-23T02:23:592"
- astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:29:4172"
message: Post Install was successful
observedGeneration: 2
reason: Complete
status: "True"
type: PostInstallComplete
generation: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:



name: registry name/astra
secret: astra-registry-cred
lastName: Admin
timestamp: "2021-11-23T02:29:412"
astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:29:412z"
message: Deploying succeeded.
reason: Complete
status: "False"
type: Deploying
generation: 2
observedGeneration: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:
name: registry name/astra
secret: astra-registry-cred
lastName: Admin
observedVersion: 21.12.60
timestamp: "2021-11-23T02:29:412"
astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:29:4172"
message: Astra is deployed
reason: Complete
status: "True"
type: Deployed
generation: 2
observedGeneration: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
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email: admin@example.com
firstName: SRE
imageRegistry:
name: registry name/astra
secret: astra-registry-cred
lastName: Admin
observedVersion: 21.12.60
timestamp: "2021-11-23T02:29:412"
- astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:29:41z"
message: Astra is deployed
reason: Complete
status: "True"
type: Ready
generation: 2
observedGeneration: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:
name: registry name/astra
secret: astra-registry-cred
lastName: Admin
observedVersion: 21.12.60
timestamp: "2021-11-23T02:29:412"
certManager: deploy
cluster:
type: OCP
vendorVersion: 4.7.5
version: v1.20.0+bafe72f
conditions:
- lastTransitionTime: "2021-12-08T16:19:552"
message: Astra is deployed
reason: Complete
status: "True"
type: Ready
- lastTransitionTime: "2021-12-08T16:19:552"
message: Deploying succeeded.

.0/postAsup



reason

status
type:

- lastTransitionTime:
message:

: Complete
: "False"

Deploying

observedGeneration: 2

reason

status
type:

- lastTransitionTime:

: Complete
: "True"
PostInstallComplete

message: Astra is deployed

reason
status

: Complete
: "True"

type: Deployed
deploymentState: Deployed

observedGeneration: 2

observed

accoun

Spec:
tName: Example

astraAddress: astra.example.com

astraVersion: 21.12.60

autoSupport:

enro

url:
crds:
email:
firstN

lled: true

"2021-12-08T16:19:532"
Post Install was successful

"2021-12-08T16:19:55Z2"

https://support.netapp.com/asupprod/post/1.0/postAsup

{}
admin@example.com
ame: SRE

imageRegistry:

name

: registry name/astra

secret: astra-registry-cred

lastName: Admin
observedVersion: 21.12.60
postInstall: Complete
uuid: 9aab5fdae-4214-4cb7-9976-5d8b4dc0ce27f

kind: List
metadata:

resourceVersion:

selflLink:

mwn

REAALETEEHTE

AT AER E Kubernetes A R 23 2R EIZIMBARFSFEX ~ BINEEPHE ST o

KIEFEREAAIER EA T HIes ( MHEEER! © —f%) )
REE L TFE A2 - LIURLEERAstra Control Center ©

Control Centerz 1 ~

o & 2Astra Control CenterfYF8:REN1E o FEAstra
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WREAEERTEAOERSS « ST LEERE THEEEER! | AccTraefikl ° Astra Control Center{EFE 48
A% Tloadbalancer] (Astra Control CentergnaZEf Y TshvCltruefikl ) BIBRFS - W EKIE

@ KA ZENBYSMEBIPALAL o SN REHIRIE AT E & TE2S « BERHRREGEH T H23  AInJUE
FAMetalLBE} EL {thyM2RARTS & E 4728 ~ iEIMEBIP IS K4S ARTS © TENEBDNSEAR2S4BAEH
1 fEZi% Astra Control CenterPTERIDNS & iBIS M & & FEBIPAE - MNFEHRE & & FE23)
FAORFELEZAVEAEN « B2 'Sk o

BLESTRERCFERNADZERISEREMARRE :

* Nginx A O#EH28
* OpenShift A #5123

/

* MEW A LEFIZE FEEERE o
© o "AFE4R" FEEEILHER A OSSN o
s IX{EAMIKuberneteshR 27T 12v1.19F0v1 2227 « EEEIEER ©

A NginvinfR 5238925 8%

1. B ERMIME "82637503539b25b68130b6e8003579d9" #NFRHt ~ £ NetApp-accs (HE:IfE) wf
ZEREFPESTLSIA R S IRAREE "TLSIEE" o

2. (M Tvibetal] (KuberneteshRZ<{ERAEE1.22) o vl BEIREEH! « 0 NetApp-acc) (HEETHHA)
REBFHAOER - LB BBREEHERE

a. HNEBFH TviBetal) 248 « FFEBUT A :

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: ingress-acc
namespace: [netapp-acc or custom namespace]
annotations:
kubernetes.io/ingress.class: [class name for nginx controller]
spec:
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- backend:
serviceName: traefik
servicePort: 80

pathType: ImplementationSpecific
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https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
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https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets

b. 4N Tviy RS - BEELUTER

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC addess>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80

pathType: ImplementationSpecific

OpenShift A O#EH 23092 5%
1. S EAY/REE ~ BUSAI{HOpenShifti AN SIS « REBFMCAREE o
2. #370penShifti&H :

oc create route edge --service=traefik

—-—-port=web -n [netapp-acc or custom namespace]
--insecure-policy=Redirect --hostname=<ACC address>
—-—cert=cert.pem --key=key.pem

% AAstra Control Center Ul
Z#EAstra Control Centerz & ~ (GG EBTER EIE S RIS « 15 AAstra Control Center Ulf&ZRR ©

1. BB « AL TAstraAddress) (astrAddress) FI{EFIRIFQDN ~ it TAstradZilsucy
_minyamll (&) FEH @%4E 7 Astra Control Center ©

2. HEHRTE -« SFAERBRBEBNERS -
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() casmEsAgRIETEE

3. T‘Astra Control Center¥ ABET ~ # AKTE Astra Control Center_min.yaml) CRA{FERAR IEFEH)
{8 (&% 4577 Astra Control Center » A& 2—X %S ( TACC-[UUUID]] ) °

C) MRCHASRTBE=R - ARG UEEREIRS 1554 -

4. BB BA” o
5. HIRRTE TS o

@ MREREFE—RBA ~ BETEENE - MERKREZIIHEMEREREIIRS « 55H4ENetApp
B EBFI IS B R ©

6. (ER) BRIRAEMNBEHFBTLSRE « MWARMN "H/EFFES([ (CA) HFENBEFTTLS/ERE"

SEREHFR LI

WIRBEMBRFEREN $H3R1 A& ~ SR LURERCE: ° SH1400ZI5008EE PIRIAPIEIFEAES o BRI REER
PEREYINES o

1. BEHEAstralZhFOAIRIERECE  FBATIIRS !

kubectl logs --follow -n netapp-acc-operator $ (kubectl get pods -n
netapp-acc-operator -o name) -C manager

T
HUTLUSTRERE "SE TF" o

{EFFOpenShift{FE R AR 23 L 5 Astra Control Center

DD%UEFHRed Hat OpenShift ~ BIAfEfiRed HatsB58 FVIREE 2k Lt Astra Control Center © s5{ELEAZFHE
#Astra Control Center "Red Hat®ERE &4t EH &% S{£FARed Hat OpenShift Container Platform °

FTERUILREFZE ~ CURROEZERRF « ARETTA "FIERP 5 UBRRE R BTN E A

CEEBNER
* "BAMRRE 7 A ~ sEEEITFIRIE LI TAstra Control CenterZBE" o
* #tOpenShiftEfE - RFIAEEEIREEEENEEREE ( Available; (FJA) A& Ttrues (H) )

oc get clusteroperators

* tOpenShiftEEfE - FERATAAPIRRFSEENEEAREE ( TAvailable; (FJFH) % Ttruel )
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oc get apiservices

 CBEERSILEAstra Control CenterfJFQDN1IE ©

s AV EERMIZEUE « AT 7FEXRed Hat OpenShift Container Platform3R TR Z2EE 5B o
* TH L fRER4EAstra Control CenterE#4H S

* ZiENetApp Astra kubecl9MHER,

* [RBRRETIE E A E R

* [EHRFEREEH]

* [REIRIEE]

» Z2#EAstra Control Center

T fRER4aAstra Control CenterE&4HE

1. 55 T & Astra Control CenterE4t40 4 ( TAstraiZildit-[ARZS].tar.gzy ) "NetApp SZIEAFLE" o
2. ft F#{Astra Control Centers3:5 B2 8V ERLERE "NetApp SZIEATLG" o
3. (AIEE) FEAUTHIEEESHNSESR !

openssl dgst -sha256 -verify astra-control-center|[version] .pub
-signature <astra-control-center[version].sig astra-control-
center[version].tar.gz

4. BEENRI -

tar -vxzf astra-control-center-[version].tar.gz

Z4ENetApp Astra kubecl9MEFZT

NetApp Astra Tkubeclll 8p<FI9MMER BT TR TELERE K 4R Astra Control CentertB RN —Ag T {ERF B & B
fE o

TEENER

NetAppARREIHICPUZEF1EE R IR IMIE A IR o MITIE T IEZAT « AN BLBRTAICPURIE
HEZAM o ELinuxFIMacEE R L ~ EoILUER Tuname -Al < RURELEE R ©

1. 3 tHe] FABINetApp Astra Tkubeclll SMEHEZT EMME « W5 TERRRMCPURIBPIRIIERATE

1ls kubectl-astra/
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2. BHERENEERE Tkubecl) ARRIMERNME - 7EHEEHIP « Tkubecly AR
1% Tusr/local/bing BERF o i§ [<Z#EATE>) ASAERENIERRME !

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra
RIS IG E AR E B
1. @B FAstraB % :

cd acc

2. & Astra Control CenterBR{ B £k HAVIEZEITIE E AL E DR ©
(D #omUTEBBARGRBAESS -

a. FALHEE

Docker :

docker login [your registry path]
Podcast :

podman login [your registry path]

b. FRBEEMIESIERE ARG « 1Z:0844& « A [Subforte_image_local_register_pip]ig R iX El| A< &

Docker
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export REGISTRY=[Docker registry path]
for astraImageFile in $(ls images/*.tar) ; do
# Load to local cache. And store the name of the loaded image

trimming the 'Loaded images: '

astraImage=$ (docker load --input S${astralmageFile} | sed 's/Loaded
image: //")
astraImage=$ (echo S${astraImage} | sed 's!localhost/!!")

# Tag with local image repo.
docker tag ${astralmage} S${REGISTRY}/S{astralmage}
# Push to the local repo.
docker push ${REGISTRY}/S${astralmage}
done

Podcast .

export REGISTRY=[Registry path]
for astralImageFile in $(ls images/*.tar) ; do

# Load to local cache. And store the name of the loaded image trimming
the 'Loaded images: '

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image(s): //")
astraImage=$ (echo ${astraImage} | sed 's!localhost/!!")

# Tag with local image repo.
podman tag ${astralmage} ${REGISTRY}/S${astralImage}
# Push to the local repo.
podman push ${REGISTRY}/${astralmage}
done

SHIRMFERERER

1.

Al FYEA—ERF - UFBIRFEREET !
° #%tRed Hat Openshift WebEi%x&
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How to deploy Astra Control

Documentation

e fer 1o At

i. & A OpenShift Container Platform Ul o
i. fEAIThEERP « EEVERF>ER TFHIE o
iii. ZEFENetApp Astra Control Center&&#& o
V. JEEE AL o

° fERed HatERE R B E7

Latest version Awire Coavtend i an epplication  samre daty



Red Hat
Ecosystem Catalog

7y % s
Hardware Software Cloud & service providers 7
Help Resources All Red Hat

Home » Software » OpenShift operators » Astra Control Center

Astra Control Center
Provided by NetApp
Application-aware data management built for OpenShift

Overview Features & benefits Documentation Deploy & use FAQs Get support

Have feedback?

Overview
i. 35842 NetApp Astra Control Center "&iE#&" o
il. SFEIEEREFGER"

1. SRR EE L AR :
() EEFURERFEREHSEE -

a. TIRMEELLEAREDR - RREBEFRIER FHLZME NetApp-acc operator] #r%ZEfE o
b. FEENF & BEMLERES o

() emaFmme  SEXEQEHTEEETRTEE -

() ORCREFHRERE  ARSIRTOREIRFENTHREHE .
2 WTROBE EEARESS) R  RDIRER SRR o

Zz#EAstra Control Center

1. #£Astra Control Centert®EE M MERNEIRH ~ R EIESEINFRIRHEAPIEEHH Create instance (#
THATER) 1
2. 355 TCreatelEAMY] REMRMI :
a. {RB A% Astra Control Center& g o
b. (M) MANFEABEXIE - EHAFYE TBEXIE Ut e
C. # AAstra Control Centerfifdit o s5707E#MuUEREIA Thitp : //1 3 Thttps = /1 ©
d. & AAstra Control Centerhfizs ~ 14121.12.60 °
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e. BAIRF ST - EFEHHMUFAEESHK -
f. REFERAIVolumeEIY R o
g EBRERERH  BATHTE B SRIREREERIRE o sF70EtuthEA Thttp @ /) 8% Thttps /11 ©
h. IR TEREEERBNELE - FRAZE o
i MABEERT °
j REERIER °
K. (REBTEZAVETFERER
. EREFERABEBREFRE °
3. #EHY lCreate; (E3r) °

=%
sBAstra Control CenterZ2Ep{I « AR TER "FIER T " LAEA o IEIh ~ el I TARTEHERE "5 E T1E

" e

Z#EAstra Control CenteriZfizCloud Volumes ONTAP —EINAEE # 1R R IR
B T Astra Control Center ~ fEFLETE R & ZIRIEHFERH B HEEMNKubernetess&2 &£ Cloud Volumes ONTAP &

FIREIBEFTED o L UTEASPEFEMKubernetesE E o BRI E P —(E B K EIEKubernetes &£ -
ZFZ Astra Control Center ©

BT HP—IEEE ~ ERAEFEACloud Volumes ONTAP FHIEA—IEEE « LTI AR MITRAELER SR
B2 | NetApp ER#EFR IR - St AT IR SHEFERERFHHBE

EE7TAmazon Web Services (AWS) FlMicrosoft AzurefRZ8EAstra Control Center¥3ficCloud Volumes
ONTAP FHEEHFEIR  sBRLEHNEIRIRIEME « T TP o

* f£Amazon Web ServicesHZfZE Astra Control Center
* 7EMicrosoft AzureF & Z Astra Control Center
7£Amazon Web ServicesH ZfZEAstra Control Center

& LATEAmazon Web Services (AWS) ABZE FH B EEKubernetes#& & L EBE Astra Control Center ©

ZRZE Astra Control Centerf&37 3% B EIERIOpenShift Container Platform (OCP) #HE o

AWSFRERINGE

TEAWSHZEZ Astra Control CenterZ g ~ (REE F3IER

* Astra Control CenteriZ# o 3525 "Astra Control CenterfZEZ K" o

* "fF&Astra Control CenterfJE K" o

* NetApp Cloud Centralfk /&

* Red Hat OpenShift Container Platform (OCP) #[E (i@ 4RUAEIIPod)
* AWSEEEE SR « FEUDHINZE LR « AEFRICEIFFENEZIER
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* AWSIREEMA23EEE (ECR) EFEEEEZEA
* 7ZHXAstra Control UIFFEERIAWSEEE &igFIRoute 5318H

AWSHIEEIRIEE K

Astra Control CenterfEE FFAWSEEIRIE ©

* Red Hat OpenShift Container Platform 4.8.

()  mmusEEmAsta Control CenterfiFRIBIEH SIS ER XM RAIRHEAFRER o

FRTIBIEMERTER ZIM ~ Astra Control CenteriZ2 B E N7 EIR ©

ToiF
1% NetApp Cloud Volumes
ONTAP el ER =

TEEENEE (AWS EC2EXK)
I=EREL e
FQDN

Astra Trident (ZZ£[ NetApp
Cloud ManagerfYKubernetes#& &
BEH)

BREGE ER

Astra Trident / ONTAP EstrazB5&

EEPN
FE/DEH300 GB

MHZ/DIETIEERL « BEERE4EvCPUZOFI12GB RAM
RFFERE TaHTEs TRARBADREEXEFEIRIEZEPRIRT
#Astra Control CenterfyFQDNI5A & & &Pt 8Y /5 5%

Astra Trident 21.0045 EFARASE LN R E ~ HNetApp ONTAP BYkR
Q.53 FH A TR IR

T BEAIRANIAEE SR « HISNAWS Elastic ContainerE st « 7 5
#&Astra Control CenterfZ B EGHEAE P o EFEEIREIPGEIRIIURL ~
LUE &R o

Astra Control Centerst B @& ML E R E /AR 5177 EUE
O PR « AR LR R R
I o]

Astra Control CenterfR 223 #7485 ~ WA HZ ATERHFE
7l o Astra Control Centersz#& T5|ONTAP #&Kuberneteszz £ F&
ANetApp Cloud ManagerBPRIEILHIZIZINAE © SLEE I HAstra Trident
eyt

* TvsaworkingworkingIR1&-<«ha-NAS csi.trident.netapp.io

* TvsaworkingworkingI®i&-<«ha-san csi.trident.netapp.io’ J

* TvsaworkingworkingI®Ri&-<<>-se-NAS csi.trident.netapp.io’ J

* TvsaworkingworkingI®i&-<«se-san csi.trident.netapp.io’ ]

@ BLEER{RERAstra Control Center@ EBIRIEFRE—HITHEBRER - MRRBFIEEHITHME
BiER - AEEAREEREEXK -
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() AWSBSHEOETE12/)\ERBE « 2% EAEEH Docker MG EHLE o

AWSE[E4AEE

LT R2&%EAstra Control Center for AWSHIFEF4EEE ~ Cloud Volumes ONTAP E 815 MUIEAFHZR IR

FE °
LUF i s ERER B B o
1. BRICHER EHHIAMAER o

. TEAWS k% 4ERedHat OpenShifta e

2
3. FBEAWS o
4, p=
5

. 52 ENetApp Cloud Manager °
Z 4t Astra Control Center ©
RS E5IAMEERR
HREHES ESNIAMA GFER « a2 G % RedHat OpenShifté & NetApp Cloud Manager Connector ©
EBE "WIIA AWS FUEEER o
EAWS % #ERedHat OpenShiftaz
EAWS £ #ERedHat OpenShift Container Platform# £ o

B LEEIETR ~ 352 "7£0penShift Container PlatformBJAWS 22t 25" o

REAWS

K ~ SREAWSLUE I E AR ~ sSREECEHBITERS « BILAWS S3fEFE « BisgtRasEiE (ECR)
L g & Astra Control CenterBR R ~ A EBIEIGRIEIXE UL &R ©

RIBBAWS X TEa T B o SE 2B "AWSZEE " ©

1. BITAWSEE IR o
2. {GREC2IEEHITIERE - Zul U ZAWSH AR E ARSI S VM o

3. MNBHITEREER RS T EEEM TESHEMAstraRBEEREX « sAIETAWSHE B HITEREIERURT
EAstraZEsR o 3520 "Astra Control CenterZEsK" o

4. By FE/V—EAWS SEEFEEREEHED
5. BIAWSE % Container&#k (ECR) ~ LUEHEHFANEBIERIEG RFIRER o

WRIGKEILECR ~ Astra Control Centerf# A 2B Cloud Volumes ONTAP AWS#& kY
() xEmesmmEmEs - LEERRASCEREMAsra Control CenterRZ R HIRHI#E
#|EFEXAWS ECR ©

6. FACCERGHEX BT E R E SR ©
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AWS Elastic Container&ff (ECR) N Z7E12/\FEiBEA - EXEREEERIEELR -
#¢Cloud Volumes ONTAP #H¥AWSER ERINAEEITHINAE B B IRHF R IR « TAE 4IRS

& o HR(EIEILRERE

MU Z2AWSERE A :

BREECRERE « MWELMPIME  SBERIFEIRFINIE -

u ACC - AWS NetApp CVO Deployment

@

Amazon ECH
Hosting ACC images

OCP Platiorm Cluster
NetApp CVO Single Node

Avallability Zone
Us_EAST-1A

Application Cluster
NetApp CVO HA Mulliple AZ

Avaitahifity Zone
LUS_EAST-1A

Amazon ECZ

nnnnnnn

OpenShift cvo

Storage
MysQL

Avaitahifity Zone
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Amazon ECZ

nnnnnnn

OpenShift cvo |
Storage |
Backend

MySQL

A

waltahility Zone
US_EAST-1C

Amazon EC2

S-om

OpenShit cvo-

Storage |
Backend

2 ENetApp Cloud Manager
£ Cloud Managerf2iZ T{E& ~ iiEfZ2R IS EAWS ~ BII TIEIRIE - UREARE ©

B fkBRCloud ManagerX{45ep T 72 8% - 2B TIIARSA :

* "BHSAMEACloud Volumes ONTAP AWSHITHEE" o
* "FFCloud ManagerfEAWS 2 37 523"

1. B2 E RFE = Cloud Manager ©

2. BIUTHEE o

3. HIEAWSHIZEESS o BEEAWSHZAMIER o
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manifestfile=astra-control-center-<version>.manifest
AZ ACR REGISTRY=<target image repository>
ASTRA REGISTRY=<source ACC image repository>

while IFS= read -r image; do
echo "image: S$ASTRA REGISTRY/Simage $AZ ACR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA REGISTRY/$image $AZ ACR REGISTRYY/Simage
docker push $SAZ ACR REGISTRY/$image

done < astra-control-center-22.04.41.manifest
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i E ~ BIFTERTHAE
s FHEEE Y —
° #11TOpenShift 4.6-8 ~ 4.7 « 4.8504 .9y
o {FHARKE1#{TRancher 2.5.x ~ 2.5.x8{2. 61y &
o #1I{TKubernetes 1.20E 1. 23 =&

> #1{TVMware Tanzu Kubernetes Grid 1.489% &
° #¥TVMware Tanzu Kubernetes Grid®&Hx1.12. 2% &

mEELNEEE —ENSE IR - EE/DH16GB RAMAIHMITERAIRRTS

MRIEHERE —{EOpenShift 4.6 ~ 4.754 SEEMIL AT EBNEEER « AIERREK
@ FiAstra Trident Volume SnapshotIfgE © 552 B E 5 BJAstra Trident "z7FA" £ Astra Trident
B Bzt Volume Snapshot ©

* Astra TridentfffFERER "2 ENFFER" (EAEENEEHEE

* TIRONTAP IR IRINAER R BB AR EAEMFEAEID ~ EREMEMAstra Control CentersR {5 3R IRFEFTZ
I o EXEIESITRHITFIIHSONTAP © TEHERERAIFREImodify -vserver <{#17 = ik 2s 4 iE>-
policyname <[RB|£&FE>-rueindex 1 -smiB4K A& sym --anon 65534

* HASEIE S FEHMAstra Trident TvolumesnapshotClass) ¥4 o BEfZAstra Trident "sRFH" £ Astra
TridentE% FA K238zt Volume Snapshot ©

* BT R AKubernetesE= £ E & E —TERHFLER o

HITERIRE
HITTIIERIGE  MRTCHEE S ERBTFIEE AstralZhFil o

S
1. # & TridenthRZs ©

kubectl get tridentversions -n trident

NREFETrident ~ EEHEEHRLITFIRIEL ¢

NAME VERSION
trident 21.04.0

AR TridentF 27T ~ LEEFEELUTIIEL

error: the server doesn't have a resource type "tridentversions"
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@ WMRAZETridentT ZEEM R R 2 RHTARZA « N BLZERIRANTrident ~ A BE4£E
ELT o B "Trident>2 4" LUEVSHERATET ©

2. BEREENEEFEHAZENTridentiBEIET - EFENRTEES lcsitrident.netapp.io’] © B2 T5IEE
) :

kubectl get sc

NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE

ontap-gold (default) csi.trident.netapp.io Delete
Immediate true 5d23h

thin kubernetes.io/vsphere-volume Delete
Immediate false od

21 EE A BKECBEConfig
ERITHERZA « B EKISE LA TIIEE -

* ZHT Tkubecll) v1.1958EHiRZs
- BEEATRABEEEEERIVERE FKbeconfig

1. BIUBRFIRA ~ Y FFAT

a. 7% % lastracontinal-service-account.yaml FIRRFSIR A #E2E

REZABRBEN G BZER - MRFURETESE  CEZE NSRRI ERAERNESE

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

a. ERRFIRE !

kubectl apply -f astracontrol-service-account.yaml
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2. (ER) MREEFEARFIFPodZEMRE] ~ MZRAFRFFRILEFERNIPd » HAFFPodA 2 ARG
EZF UrootfEAE S DT « FREERUBIMNPodL2MERA - :BAstra ControlSES132 I K EIEPod °
MEBHERAIET ~ B2 "B BEFIPodZE1%RA"

3 IRTEEEIEHER ~ MNFATR -
a. #3747 lastracontletil-clusterrolebind.yamly B9 ClusterRoeBinding) #&ZE o

REZERUBRBIRA RRAZEEMEERBI BN ER o

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default
a ERREAGRE:
kubectl apply -f astracontrol-clusterrolebinding.yaml
4. FIHRBIRFEE « & T<AE>) BAREENZEARNS :

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

BHAEER BRI TIIRE !

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]
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"secretts "fEF|PEETTRRZE S| LORIEE © £ L& FIF « Tastracontlivter-service-account-dockercfg-
vhz871 MIZ5|2A0 ~ M lastracontlive-service-account-toke-r59kr"fIZR5 | B &1 - i8R « ;e F2HE M
1 —sARARFSIRF BIBERS o

5. EX LU THIKbeconfig :
a. 17 lcree-kupeconfig - shl 12 ° #& 55 <HERIEEN Ttoke_index) Bf{AIERERIME

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

S

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET_NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}"')

TOKEN=$ (echo ${TOKEN_DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify

kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp
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# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token

—user

# Set context to correct namespace
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW_CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. FFEA T UFHEREKubernetesi & ©

source create-kubeconfig.sh

6. (ER) RKUbeconfigEffiiramB BHENEERM  RECHEETREN -

chmod 700 create-kubeconfig.sh
mv kubeconfig-sa.txt YOUR CLUSTER NAME kubeconfig

ERIE ?
RAECEEHIENAIREG « CEEEBE Y EEE" -

NEFHMAE ~ B2

* "Trident>Z4"
* "“{&Fg Astra Control API"
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¥ﬁiﬂﬁ E D]’TLSIU\HE
TR UBMRIRENBEREETLS AR « TUH/REREEN (CA) ZENTLS/EFIUL

RENEMR
* Kuberneteszx &2 %4 Astra Control Center
© BIEFNEE LR S ShellAHIT Tkubecll) &<
* RECANTAE EBIRFEIERE
BIREREBHRE
BIFRANBREETLSIRE °

1. {EFESSH « UBIEFEAEG D E AL H Astra Control CenterfIKubernetesZ££ o

2. FATYSSSHEBRIREHEBATLSES « L Astra Control CenterZf Efp & Z=ERENX <ACC-
deployment-namespace>] .

kubectl get certificate -n <ACC-deployment-namespace>
3. fEA T < MIbR BRI LRI R EIRE :

kubectl delete cert cert-manager-certificates -n <ACC-deployment-
namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

&

FIZHCAZEEMTLS/RE ©

1. A THE < UCANM R SR BREERRIMNTLSHE » WLUBENERERAEIN<>HrI5 I8 :

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. FEAU TSP FEEEESTERESE (CRD) 1B « M# pec.selfSigned’ | HEE
7 Tspec.ca.secretName'] » lX‘Ef'ﬁfo‘E%ﬁE—l‘ZE’\JTLS%E% :
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kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n

<ACC-deployment-namespace>

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret—-name>

3. FRE TS MEFE L REFEFIST IR - MESEECEHITERE/&RE « LLAstra Control CenterZfE
% ZREX <ACC-deployment-namedes> |

kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:27%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4. ERATHIEHIEIL lcreate.yaml) 1EE ~ MLUEEMNEMEAEIN<>PRTARMUEE :
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apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: <certificate-name>
namespace: <ACC-deployment-namespace>
spec:
secretName: <certificate-secret-name>
duration: 2160h # 90d
renewBefore: 360h # 15d
dnsNames:

- <astra.dnsname.example.com> #Replace with the correct Astra Control

Center DNS address
issuerRef:
kind: ClusterIssuer

name: cert-manager-certificates

o ERTILEILER

6.
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kubectl apply -f certificate.yaml

fEA TS a2 MeEEHn L REER GERTEEREIL - UREEEMEA
18 « FrERR ~ BAVHARRDNS18) o

1R
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kubectl describe certificate -n <ACC-deployment-namespace>

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61hO0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%2
Renewal Time: 2021-07-04T16:45:417
Revision: 1
Events: <none>

7. %% TAOCRD TLS) #E1& ~ A T5an < MEBHHERMEVEEEN « LLIBENEMBRASIEIN<>HE
FREMEE :
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kubectl edit ingressroutes.traefik.containo.us -n <ACC-deployment-
namespace>

tls:
options:
name: default
secretName: secure-testing-cert
store:

H H= FH H H= FHE

name: default

tls:
options:
name: default
secretName: <certificate-secret-name>
store:
name: default

8. (EF4EE 2232 B = Astra Control CenterfYZBE Pt ©

9. EEDIL: /Euﬁuikmﬁ'lqﬁ;ﬂ ?C%E’J/’ﬁnﬁn¥£mi§*sl'*ﬁ?§ °
10. EH/RE IS EREANEINESRPH/RESERES
EiIH:TPodZ 2R
Astra Control BB HE B EE 2T R EIEKubernetes Pod © R EEFHBIRSIRPodL 24 FA ~ T
ZRAR AR EAERNPod ~ HAFFPodB N HIRIETEF UrootfEAE B DHIT « BIEEEEIIRHIER
DEPodZ 2% /R A « LIEAAstra Control3R 37 K& B IBEEPod °

1. BBRERULLTERREE DHIPodZ 2 M RA « WA EFEFEERT - Fl
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apiVersion: policy/vlbetal
kind: PodSecurityPolicy
metadata:
name: astracontrol
annotations:
seccomp.security.alpha.kubernetes.io/allowedProfileNames:
spec:
privileged: true
allowPrivilegeEscalation: true
allowedCapabilities:

— LI |

volumes:

I o |

hostNetwork: true

hostPorts:
- min: O
max: 65535

hostIPC: true
hostPID: true
runAsUser:

rule: 'RunAsAny'
selLinux:

rule: 'RunAsAny'
supplementalGroups:

rule: 'RunAsAny'
fsGroup:

rule: 'RunAsAny'

2. ZPodRZE2MRAEIIMAG -

kubectl-admin create role psp:astracontrol \
--verb=use \
--resource=podsecuritypolicy \
--resource-name=astracontrol

3. A BREERFFIRG

kubectl-admin create rolebinding default:psp:astracontrol \
--role=psp:astracontrol \
--serviceaccount=astracontrol-service-account:default

*
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JIUTREN
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7ZHYAstra Control Center

f+EZ2Astra Control URL ?

Astra Control Centerf Fi At 5as8 S ERIENERBURL ©

HHURL ~ B2 ER i A LIE R4 Astra Control CenterB ~ 2 Astra_control_center_min.yamlB:J&REE
(CRD) #22ZRYSPEC.astraAddressti{ii PP E TN 4LTE (FQDN)  EFEHHER

7EAstra_control_center_min.yaml CRDBYspec.emailiff il & EHIE ©

KRIETE(EAHMEIRNE - A ERTERE?

SO LA ERISNetApp R IERE R (NLF) ~ BRETATREE -

* WEEREER  FEECIRP > RHE" o
* REIRRE -
© BIBEEETEHAREES - ARER TAdd* GHtg) 1 o

HIETEEATEIRE - HISEEIEEARENSF?
BH ~ ERIERFHEREAS EERAENIIEE -

[E1E&$2Kubernetes& &

#iZAstra ControlZ & ~ HHEER TIFENRLFTIE EKubernetess= 5 o Fez G ?

M TEESET NS EIRAMNE R o Astra ControlZ BENFZRELEINAE o R 7EAstra Control & R EFRED
B AR TN TERE R ERITZRAIMGIET! o AT LUER Tkubect Get nodes) #3% ARER5HT T {ERNES
IR AR ©

AAIEREM B EIREE ?

1. "ftAstra ControlBGHERER EIE" o
2. "{¢Astra ControlBH B IREEE" o

tAstra Controli#[fKubernetes®&Z £ 2 % - FERERXMERN ¥ E AL ?

tAstra ControlfrEEATHEENER (BREREXINFERT) ETTMEE - TZ=E LHITHE
{a]Astra Control|REB S FE B2 AR ER & %18 o FAstra Control P 3 FYIFE (17 {3/ 7EAstra Control
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