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kubectl get cm telegraf-conf -o yaml -n netapp-monitoring | sed
"/\N[\[outputs.http\]\]/c\ [ [outputs.http]]\n use system proxy =
true' | kubectl replace -f -

kubectl get cm telegraf-conf-rs -o yaml -n netapp-monitoring | sed
"/\[\[outputs.http\]\]/c\ [ [outputs.http]]\n use system proxy =
true' | kubectl replace -f -

kubectl get pods -n netapp-monitoring --no-headers=true | grep 'telegraf-
ds\|telegraf-rs' | awk '{print $1}' | xargs kubectl delete -n netapp-

monitoring pod
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oc get pods n -netapp-monitoring
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1. 4RERIEAY kubeadm-config ZHAEHIFE ©

kubectl edit configmaps -n kube-system kubeadm-config

2. % clusterName H{I{EHKIE kubernetes (KubernetesTEz2%f8) EM—RIBETRTE ©
3. #REEKbeconfig (. kube/config) °

4. WEHEELT xubernetes M—MBEETETE (xyz-cluster HEFIRFER) o EFREEITERN clusters
M contexts AEFIPFRBIEET :



apiVersion: vl
clusters:
- cluster:
certificate-authority-data:
ExXAmMPLERDb2tCcjZ5K3E2Njk4eQot LEXAMpLEORCBDRVJUSUZJQOFURSOtxxXxxxXX==
server: https://x.x.x.x:6443
name: xyz-cluster
contexts:
- context:
cluster: xyz-cluster
namespace: default
user: kubernetes-admin
name: kubernetes-admin@kubernetes

current-context: kubernetes-admin@Rkubernetes
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T E A #EEXAstra Control Center

1. B "Astra Control CentersF{i FEEE" 5 NetApp B4, o
2. T B35 Astra Control CenterfiE4E4 & (astra-control-center-[version].tar.gz) °

3. (E:&EAE) THAstra Control CenterfV/RFEHZE L EM (astra-control-center-certs-
[version] .tar.gz) EERGSENNESR

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version].tar.gz

BERDEE ALY Verified OK BEs@plINZzi® o

4. f#tAstra Control CenterEgt4H S HEEV IR -

tar -vxzf astra-control-center-[version].tar.gz

Z4ENetApp Astra kubecl9MIFER
NetApp Astra kubectlp < FIMIMET AJ TE NI TELIERE K 4Rk Astra Control CentertBREARY—A& T1EEFEN S A ©

TEEZNER
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()  KECBECTWMHESBRtarEfFiI—8%  BIHFEEIERIZN kubect 1 -astra °
1s kubectl-astra/

2. IR EMEBREBRIRE « WAFHEMMN RS kubectl-astra !

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

BRI IE E A B

1. AZBContainer5 | E5EMBENT RIERF :
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Docker

1. i EltariEZRE & - KRZGBESEEEMBER -

acc.manifest.bundle.yaml
acc/

2. f&Astra Control CenterB{& B # PRV E M IRGRIEE T AT 8% o MITZ AT ~ FBLEIT TIEMR push-
images W% :
° LI<BUNDLE_FILE> Astra Control B2 S 1ERAILTEENM (acc.manifest.bundle.yaml) ©

° BL&It;MY_FULL_REGISTRY_PATH&gt; Dockerf#7ZERIURLEX 18 ; Bl "<a
href="https://&lt;docker-registry&gt;"" class="bare">https://&It;docker-registry&gt;"</a>

° B{<MY_REGISTRY_USER> {£fH&&MBEUL o
° LI<MY_REGISTRY_TOKEN> E#EHIIZHEMER AU o

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. 1 EtarEZMIRB R - TRZSFIEBEERMBR

acc.manifest.bundle.yaml
acc/

2. FALHE

podman login <YOUR REGISTRY>

3. HHHEEMEIPodmanhiR s « ZFEIMIT FIIEP—EBIESH - LB EMF B EREFEEEURLE
H<MY_FULL_REGISTRY_PATH>

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=22.11.0-82

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
${PACKAGENAME }/${PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=22.11.0-82

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME }/$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

ISP I IR B EYN T A ~ FREERAARETE -
(:) https://netappdownloads.jfrog.io/docker—-astra-control-prod/
netapp/astra/acc/22.11.0-82/image:version

REERERRZ B R L MR

1. & Astra Control CenterF 12 £ KUBECCONFIG :

export KUBECONFIG=[file path]
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@ SERREE Z A - AR EKUBECCONFIGISEIEE L Astra Control Centerfyz
££ - KUBECCONFIGREEBS—ERANTR °

2. MREEARERFNER - WRERITTIEE:

a. #1317 netapp-acc-operator AR ZER !
kubectl create ns netapp-acc-operator

[E1FE :

namespace/netapp-acc-operator created

b. A ME netapp-acc-operator fHZEM o #HiGDocker&EFMHIT FFam< -

@ TERRE your registry path PRI SR HEMFARMEMERT (Fla0 ~
[Registry URL]/netapp/astra/astracc/22.11. 0-82) o

kubectl create secret docker-registry astra-registry-cred -n netapp-

acc-operator --docker-server=[your registry path] --docker
—username=[username] --docker-password=[token]
[EIFEEEHE -

secret/astra-registry-cred created

@ MREEERBZZEMIFRRZER  FENRUGMRZER  AREMEL R ZE=REBIHE

P
=
o

C. #1I netapp-acc (FEFIm%) thHZER o

kubectl create ns [netapp-acc or custom namespace]

[EIFEEEA) -

namespace/netapp-acc created

d. B MZ netapp-acc (FBTo%) BT o FiDockerE I HIT FFda<

22



kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=[your registry path]

—-—docker-username=[username] --docker-password=[token]

G

secret/astra-registry-cred created

Z#EAstra Control CenteriZ{EE

1. #ERH

cd manifests

2. #R#EAstra Control Center&iE& ZfEYaml (astra control center operator deploy.yaml) U2
Z AR BRI o

vim astra control center operator deploy.yaml

() WY SIS REEIEIE TS -

a. MREFAFEEEREER « SFEULHITERRTT imagePullSecrets: [] M TFIINEE :

imagePullSecrets:

- name: astra-registry-cred

b. 8 [your registry path] AR kube-rbac-proxy BYREIEERHEAMGH SRS F—

7 o

C. 8% [your registry path] MM acc-operator-controller-manager BMEEITIERHEA
BRGBIE SRR E—% o

<strong>astra control center operator deploy.yaml</strong>

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager

23



namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —--v=10
image: [your registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080

- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP HELM INSTALLTIMEOUT
value: 5m
image: [your_registry path]/acc-operator:[version x.y.z]
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081



initialDelaySeconds:
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m
memory: 75Mi
securityContext:

allowPrivilegeEscalation:

imagePullSecrets: []
securityContext:

runAsUser: 65532

false

terminationGracePeriodSeconds: 10

3. Zz#tAstra Control Centeri&ES :

kubectl apply -f astra control center operator deploy.yaml

[ElFEEE)

namespace/netapp-acc-operator created

customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.

netapp.io created

role.rbac.authorization.k8s.io/acc-operator-leader-election-role created

clusterrole

clusterrole.

created

clusterrole.
rolebinding.

rolebinding

.rbac.authorization.k8s.
rbac.authorization.k8s.

rbac.authorization.k8s.
rbac.authorization.k8s.
created

io/acc-operator-manager-role created

io/acc-operator-metrics-reader

io/acc-operator-proxy-role created
io/acc-operator-leader-election-

clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-

rolebinding

created

clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-

rolebinding

created

configmap/acc-operator-manager-config created

service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

4. FESRPOdIETEHIT

25



kubectl get pods -n netapp-acc-operator

R E AstraiZddy

26

1.

#m¥HAstra Control CenterB3]J &R (CR) 8% (astra_control_center.

REMBERE

vim astra control center.yaml

() YR SISREIEE TS -

IECREFERD FORRE -

<code>accountName</code>

e

i &

accountName

<code>astraVersion</code>

)

G AE

astraVersion

& =it
B¥ accountName F F&
EBEEEEAstra

Control CenterfR 5 #2E1L
RARGRYSATE - REER—
(BB

58 $a5Y

EEREMAstra Control  F &
Centerfli s © lEERZEAR
ZE2EMAEE - AAILE
{BEiFTESIEA ©

yaml) #ETHRRE » 324 « B

5

Example

&)
22.11.0-82



<code>astraAddress</code>

B®E EisEC R £l

astraAddress B4 astraAddress F F& astra.example.com
RELEEIESPfE
FIBIFQDN (E:&) =HIP
itk ~ LUIfFERAstra

Control Center ° LtE{iztik
EZAstra Control
CenterfE ERIFLEIER
AR - UREETR
BER - KB H T A
A & A9AEREIFQDNEY IPiL
HE "Astra Control Center
Tk o M : sAER
http:// 3 https://
kAR o #ERLEFQDN
DMBETERRER 2ED

B o

<code>autoSupport</code>

EERBHPRERRELES T2 ENetAppTHH T IEREAENetApp Active 1Q TH5E « UKRERA
BHEE - FEERERER (EE4442) - MAZEBERHIGES °

BMIE &£/ 58 pspid] #if51
autoSupport.en AL enrolled #¥ enrolled for fMIE false (IEEATE
rolled o url HEESEEUE RS %18)
fiL ZEAutoSupport
false BANEKE
ERBHA L,

true i@ﬁﬁﬁ’:\ﬁfﬁ
G o N&E
true ﬂﬁ%g%ﬁ
EHEEXZENetAppL
HZRZH - 8%
BIEA false M

RTNAEREAZ
EERMEX
#NetApp ©
autoSupport.ur AL enrolled LMURLAEESRE FH https://suppor
1 ¢ url HESREUE REEEAUE - t.netapp.com/
i asupprod/post/

1.0/postAsup

27


https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
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<code>email</code>

o

email

<code>firstName</code>

oA

X &

firstName

<code>LastName</code>

=

X e

lastName

=L kY

B email FHREFER FH
AR RS EIREE N

At o BRI E FERA-
WLAEFERFER BED

BF o tEEF BRI
EAVIAIRAZEAUIR
ERERTE - TEUW

Zl|Astra ControlFRE 4

BYSEA] ©

5 HE

BlAstralk FHERABEITE  FH
RANARREIE SN
FoFE—REAR UL

R fERNREEETR
FEUIBYIRER o

5 EhY

BiAstralE P ARRIMIENTE o8
RMLERBIR o 2
—REAE - I
194,78 MR E VIR
g o

5

admin@example.com

eyl

SRE

5

Admin



<code>imageRegistry</code>

ARSI E & T i H AstrafE T2 821& « Astra Control Centeri & F#1Astra Control Center
HeIm{#ZEMN ARG E R o

o

ax A&

imageRegistry.
name

imageRegistry.
secret

MRITCEARF B
BN E
imageRegistry.
name' requires
a secret.

IMPORTANT: If
you are using
a registry
that does not
require
authorization,
you must
delete this
‘secret 1T
imageRegistry
BRIZEREK
E& o

58 pLi

TERRAMBGH FH
MR E PR s E—

& o sHINER
http:// &

https:// &R
LB o

FARRERRIMGE SR Fh
AIKubernetestézs
78 o

gl

example.regist
ry.com/astra

astra-
registry-cred

29
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oA

X &

storageClass

=

i &

volumeReclaimPoli
cy

<code>storageClass</code>

=L kY

#¥ storageClass B8 F&
%K ontap-gold &
KRS —{ETrident
storageClass&iR ° #
1788 kubectl get
sc LFIECIRBMNER
A‘Eﬁ%ﬁﬁﬂu o ATTE

A g A R A
—ﬂﬁlTndentifuﬁﬁ £8751)
(astra-control-
center-
<version>.manifes
t) ‘IEH%FHE’;‘Astra
PV o tIRKHZE -~ BIE
ERTERBETFEER o
M5k - HD%EEE B
#7740 - BEEER
ME— Eﬁﬁ < B RV (R
FHER o

<code>volumeReclaimPolicy</code>

=8 Ll

EAAstrafIPVERELEN F&
R o FFIL/RRIRES
Retain fHBRAstra’&f®
BRHBUIRE o FIE/R
BIERE A Delete fil
FRAstrai& il BRI B AR

& o MNRKFRTEUEE ~
BZ{REPV o

5

ontap-gold

IR

* Retain (EEFER

8)

* Delete



<code>ingressType</code>

=

X &

ingressType

e kY
ERTHHEHP—BAO F&H

%87 : Generic
(ingressType:
"Generic") (78z%
ERFERS—EAOE
H23 ~ RFERES
BIA S 256F ~ 5B
FAILE#EIE o ZpE Astra
Control Centerz % ~ &
FERTE "AOEHIZS"
fEFURLARHAstra
Control Center

° AccTraefik
(ingressType:
"AccTraefik") R
IEARAERTE A OES
23 A AILEE 5
G IR AstraiZi iy
traefik {E
AKubernetes & &7
234 IRFERURS

& o Astra Control
Centerfff & & T
25 FBRRARFE
(sve/traefik (
7EAstra Control Center
B ZEMP) ~ WEXR
}5K ] FZENEYIMEBIP AL
it o NRITHVIRIE R EF
BHTE23 ~ BEEX
REBHFEEs ~ AlF
LA FAMetalLBEY ELfth o
EBARTS B A ~
SNERIPIIEFE AR AR
% o EAEBDNS{AI RS
4HAEAR ~ [RFERZS Astra
Control CenterFi
BIDNSE&BIEm B & F
BRYIPAIE o MYEE - U0
=6 Ta#f Ty
FMAOBARTEFER SE40
Bl ~ A8 "FK o

IR

* Generic (E=2FE

R&IE)

* AccTraefik

31



<code>astraResourcesScaler</code>

B®E 58 R pE
astraResourcesSca BAMNETHEIEERAR F&H * Default (GEEE
ler ERREREE - KT8 R{8)

% ~ Astra Control

Center& #1¥fAstra iy T oft

KEATHREERE

KIRMEITERE  LLAHRS
A]:#Astra Control
Center#R S E 1T FER
EXasNER LM
RUIRIEH ~ BHEE(EN
AE o NI ~ TEERE/N
FEE SRR R ERIZEES
o~ BIZER TCRy 1#
fiL
astraResourcesSca
lar AIREER#S Off 0 45
BFERBEREXR LR
g&ﬁﬁd\ﬂ’\]%%féll



<code>crds</code>

I AR AYIEIE R E Astra Control CenterfEUN{AIERIER AERH ©

BRI 58 g spid] #i451
crds.externalCert UNREFEAINDREE HME False (IEATERE
Manager HiE « BETE )

externalCertManag
er £ true ° TERE
false :EAstra Control
Centerit ZEHIEI LR
BoWREEERAR
FEZ - CRDEX(EZE
SR~ ZRELY)
B g EnENHE
hERD o WA LUERLE
FEIE M AstraiZE g2
HESE ~ RELERF
=Rk Hi& B AstraiZ e
DIMNBNEEEEER
KRB o

crds.externalTrae {KFEs% * Astra Control #M{E False (IEEATERE
fFik Center& ZHENE )

M TraefikE A EX

H - CRDEEEZEN

Yt~ ZEBLEYHT

AEE R ERENEHMES

7 o BRI LUE A L FERE

mlAstrafZEdl e HER

g RMBLEEREK

H & B AstraiZ sl Fah

BNEREEEETER

EiE o

<strong>astra control center.yaml</strong>



=
JT

1

2

34

apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
"ASTRA VERSION"

"astra.example.com"

astraVersion:
astraAddress:
autoSupport:

enrolled: true

email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
astraResourcesScaler: "Default"
additionalValues: {}
crds:
externalTraefik: false
externalCertManager: false

EmAstraiZHPOFIRIFE R

- MREEKRE L —TPRITUEEN(E -

kubectl create ns

[EIFEEE A

namespace/netapp-acc created

. 1%t Astra Control Center netapp-acc (S{H:]) #H&ZRT :

kubectl apply -f astra control center.yaml -n

namespace]

[ElfEEE)

FAEIL netapp-acc (HEEF]) mHZER :

[netapp—-acc or custom namespace]

[netapp—-acc or custom



astracontrolcenter.astra.netapp.io/astra created

rm

é&?ﬁjl&(ﬁﬁﬁ kubectlfh < 3REGE RATARAE o MRERIFEEAOpensShift ~ £ A] LUfEFAABLIEIER 88 < 2R E1TEE:
B% o

1. BB R EMNEERMBRFTH

kubectl get pods -n [netapp-acc or custom namespace]

S{EPodAYARREFES Running © ERBRFPod I SR B D HERYRER] o



36

I tl]

NAME

RESTARTS AGE
acc-helm-repo-76d8d845c9-ggds?2
14m

activity-6cc67f£f9f4-z48mr
(8m32s ago) Sm
api-token-authentication-7s67v
8m56s
api-token-authentication-bplb4
8m56s
api-token-authentication-p2c9z
8m56s

asup-6cdfbc6795-md8vn

9mlds
authentication-9477567db-8hnc9
Tmés
bucketservice-f4dbdfcd6-wgzkw
8m48s
cert-manager-bb756c7c4-wm2cv
14m
cert-manager-cainjector-c9pbb86786-8wrf5
14m
cert-manager-webhook-dd465db99-j2widx
14m
certificates-68dff9cdd6-kcvml

(8m43s ago) 9m2s
certificates-68dff9cddb6-rsnsb

9m2s

cloud-extension-69d48c956¢c-2s8dt

(8m43s ago) Sm24s
cloud-insights-service-7c4£48b978-7gvlh
(8m50s ago) 9m28s

composite-compute-7d9ff5f68-nxbhl
8m51s
composite-volume-57b4756d64-nl166d
9ml13s
credentials-6dbcb5£f89f-gpzff

11lm

entitlement-67bfb6d7-glékp

(8m33s ago) 9m38s
features-856cc4dccc-mxbdb

9m20s

fluent-bit-ds-4rtsp

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



6m54s

fluent-bit-ds-9rqgll

6m54s

fluent-bit-ds-wbmp7

6mb54s
graphgl-server-7c7cc49776-jz2kn
2m29s

identity-87c¢59¢c975-9jpnf

9m6s

influxdb2-0

13m
keycloak-operator-84ff6d59d4-gcnmc
Tmls

krakend-cbf6c7df9-mdtzv

2m30s

license-5b888b78bf-plj6]

9m32s
login-ui-846b4664dd-fz8hv
2m24s

loki-0

13m
metrics-facade-779cc9774-n26rw
9ml8s
monitoring-operator-974db78f-pkspg
6m58s

nats-0

13m

nats-1

13m

nats-2

13m

nautilus-7bdc7ddc54-49tfn
Tm50s
nautilus-7bdc7ddc54-cwc79
9m36s

openapi-5584f£f9fd6-gbrdj

9ml7s

openapi-5584£ff9f46-z9mzk

9ml7s

packages-bfc58cc98-1pxg9

8m58s
polaris-consul-consul-server-0
13m
polaris-consul-consul-server-1
13m

polaris-consul-consul-server-2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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13m
polaris-keycloak-0
(6ml5s ago) om56s
polaris-keycloak-1
4m22s
polaris-keycloak-2
3médls
polaris-keycloak-db-0
6m56s
polaris-keycloak-db-1
4m23s
polaris-keycloak-db-2
3m36s
polaris-mongodb-0

13m

polaris-mongodb-1

13m

polaris-mongodb-2

12m
polaris-ui-5ccff47897-8rzgh
2m33s

polaris-vault-0

13m

polaris-vault-1

13m

polaris-vault-2

13m
public-metrics-6cb7bfc49b-pS54xm
(8m29s ago) 9m31s
storage-backend-metrics-5c77994586-kjn48
8m52s
storage-provider-769fdc858c-62w54
8mb4s
task-service-9ffc484c5-kx9f4
(8m44s ago) 9m34s
telegraf-ds-bphb9

6mb54s

telegraf-ds-rtsm2

6m54s

telegraf-ds-s9h5h

6m54s

telegraf-rs-1lbpv7

6mb54s

telemetry-service-57cfb998db-z3x78

(8m40s ago) 9m26s
tenancy-5d5dfbcf9f-vmbxh

1/1

1/1

1/1

1/1

1/1

1/1

2/2

2/2

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



9m5s

traefik-7b87c4c474-jmgp2 1/1 Running 0
2m24s

traefik-7b87c4cd74-t9k8x 1/1 Running 0
2m24s

trident-svc-c78f5b6obd-nwdsqg 1/1 Running 0
9m22s

vault-controller-55bbc96668-c6425 1/1 Running 0
1lm

vault-controller-55bbc96668-1g9n9 1/1 Running 0
1lm

vault-controller-55bbc96668-rfkgg 1/1 Running 0
1lm

2. (GEH) EERARZETH -« S UERE acc-operator A TSRS ECEE

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

@ accHost =EERERE AR « MREAW - A TERIMEKRN - WREHPIELHESE
TR~ ERI LGB BB RER B VIS S5 TIEME" APl

3. BFFBPodERTEMITHY - sAMESR LRI (READY B True) IHVS{EE AAstra Control CenterfSFr{ERRY
YA EH

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

[O]FE :
NAME UuID VERSION ADDRESS
READY
astra 9aabfdae-4214-4cb7-9976-5d8b4c0Oce27f 22.11.0-82 10.111.111.111
True

@ EHUUIDTE - ZHEE Acc- #EE RUUID(E (acc- [UUID] & ~ TEUEEEHIH « acc-
9aa5fdae-4214-4cb7-9976-5d8b4c0ce27£) ©

REAOQUETEETE

@E_U—XEQEKuberneteS)\DE%J REFINIIRFZEE - MNREFEFNTERE - SLEEFTRMEAOESHIZI
HREHB ingressType: "Generic" Astra Control CenterE:]& R (astra control center.yaml) ©

MBEIETE ~ BIANEEFEHALIERF ingressType: "AccTraefik" Astra Control CenterB:] &R



(astra control center. yaml) o©
ZBZE Astra Control Centerz & ~ IREERTE A NZEHIZS « LIURLEERAstra Control Center ©

ELERRITERMADZERIZZ BRI MABAFIARR o Astra Control Centersz1E Z B A GIEHI SR - BLERTER
F‘ RETIIAOZERIZR ARSI R

* Istio AH
* Nginx A O #4125
* OpenShift A [13%H128

CRENEM
* HER ALIERIZE" RESE -
© o "AOEAR" EERIIHEN AOZEHSRH -

Istio AfZ 2 B
. BElIstioAd ©
()  ivEsEREeR IR AERERRESsto -
2. WESE T IngressEEFIEI/EENAE SIBER o
ERAIUEACASEES BREBNERE - —RBBHUERAstrafiiit (FQDN) o
T E A

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

3. B M t1s secret name $BE! kubernetes.io/tls FHTLSFAEEIBF/REE istio-system
namespace YTLSIEZRFRAM o

L E
kubectl create secret tls [tls secret name] --key="tls.key"
-—cert="tls.crt" -n istio-system

122 R e LR RY spec.tls.secretName MM istio- ingress.yaml FEE

4. EHEEAOENR netapp-acc (HEEIHR) wRZER ~ FAVIERBARIEREME (istio-
Ingress.yaml EAFIRFER)
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https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
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apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:
number: 80

kubectl get ingress -n [netapp-acc or custom namespace]

[EIFE :

NAME CLASS HOSTS ADDRESS
ingress istio astra.example.com 172.16.103.248

PORTS AGE

80,

443 1h
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7. 52X Astra Control Center&4t o

A Nginving #5I83H95 55
1. BT fERAIME kubernetes.io/tls PITLSTARE EIRF/REE netapp-acc (HEETHE) HAZEM
NFR "TLSHEZR" o

2. EHEEANEIR netapp-acc (FBTo%) MHZEM ~ FAVIEREREAZHE (nginx-
Ingress.yaml FEARBIRFER)

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:

name: netapp-acc-ingress

namespace: [netapp-acc or custom namespace]

spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80
pathType: ImplementationSpecific
3. ERSE

kubectl apply -f nginx-Ingress.yaml

(D NetAppRSNginfs ISR RIS « T dacmonser °

OpenShift A Q#2880 B
1. BSIEHYRE « BUYS ] {HOpenShiftIREIEAM SR « /REMCAREE o
2. #370penShiftik|A :
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https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

& AAstra Control Center Ul

Z#EAstra Control Centerz & ~ GG S B TER T IR S RIS « M F AAstra Control Center UIf&ZRMR ©

HER
1. 1T2IEE23P « HA FQDN (83FE https:// -T—E_) astraAddress £
astra_control center.yaml AN fAIRFETT 8% 4C T Astra Control Center ©

2. IREIRTES « IR EREBNES -
() casEBABRIEITES -

3. T£Astra Control CenterZ AEMH * MIAGEAIE email EH astra control center.yaml sAhfAIKF
1T (MZEHET Astra Control Center » SABEI AVIIAREEEHE (ACC- [UUID]) ©

() MRCHABSTE=R  AGKETEREIRS 1558 -

4 BBA o
5. HBHR T B E RIS o

@ MREREFE—RBA ~ BETEEE - MERKRZIIHMEREREIIRD « BHE
"NetAppsziE" XBUSEZIERIE B

6. (ER) BRIRAMNBEHFBTLSERE « MWURM "H/EFFES([ (CA) HEENBEFITLS/ERE"

SEREHFAR LI

WMREBEMRRFEEE Error AREE ~ AT LURELLER ¢ 34005008 ENHIAPIEIFERES o ELEERMELEW
FERYIEE o

1. BEHEAstralZhFOAIRIERECE « FBATIIRS !

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

T—%
- (RF) ROMIBETIE | SERRESR EEST o
* SITIUEREE RE T o
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:allow-uri-read:

A OpenShift{FE R AR 2 L8t Astra Control Center

AR IEEFRed Hat OpenShift « RILAffEFIRed HatsB:5AViRES 2Kk Z2 2 Astra Control
Center ° :5{E A LIEFE L4 Astra Control Center "Red Hat4EBE % 4% B 82" s¢{FFHRed
Hat OpenShift Container Platform °

FTRULEFZE » BORRERERR ~ ARETTA "FIERD 5" IBRE LR BTN E A °

CREMES

RSIRIBELRMEY | "BBRTE A - SBAERTIRIELIETTAstra Control CenterZfE" o
BENEEEETHAPIIRT !
° ##OpenShiftE EMIRFTA £ ERESHMENERIRAE ¢

oc get clusteroperators

° {tOpensShifti ~ RFTAAPIIRFFEEN R

oc get apiservices

* * FQDN{i3E* : BF ERIAuLAstra Control CenterfJFQDNAiZ3E ©
* * OpenShifti#fR* : BSMERIREFR I 7FEXRed Hat OpenShift Container Platform ~ LI{TFRiAIZEE L

B o

* ERENEREEREN | IREEPEFTEIREEREN  EFEERITREE "UED " EitAstra

Control CenterA" B L& H S /REEIETET o {kTE:R ~ Astra Control Center& 1 Z & HiRIZEE B SRR
=5 O —
=IEFET o

* * Kubernetes A 1Z#128* : AR EHE —{EKubernetes A 1ZHI25 R EIRIMERARFSFEN ~ FliNEEFNEE T

1~ I EERHRERTE A B Astra Control Centerf&BR(EH -
a BiuEHEFHHTM

OC Ccreate namespace netapp-acc-operator

b. "FEpEE" BRI A OIERIZIEER o
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* [REREE]

+ Z2#EAstra Control Center

T # I #EEXAstra Control Center

1. Hif¥ "Astra Control Centers{& FEEE" 7 NetApp ZIR4HLL o
2. REEFAstra Control CenterfVE#4H S (astra-control-center-[version].tar.gz) °

3. (E:&BAE) T #iAstra Control CenterfV/R:FEZE L EM (astra-control-center-certs-
[version] .tar. gz) EERZEGNE

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version] .tar.gz

BERNEE AL verified OK BEs@pIhZzi® o

4. {¢Astra Control CenterE4E48 SHEENIRE -

tar -vxzf astra-control-center-[version].tar.gz

Z4ENetApp Astra kubecl9MIHFZT

NetApp Astra kubectl&s < 7! IMEE T BT 11T B ERE K F+ 4Rk Astra Control CentertBRARY—RR T {ERFETRIBFR ©

TEENER

NetAppZ3 RERICPULIBMFE R FIRMIMIMERN ZE(AE - RUTIETFZA) « A HRARERICPURESRE

1. 5 tHe] FABINetApp Astra kubectlSMHEZT &M ~ Wac TERRARMCPURIBPIRIIERATE !

()  KECBECTWMAERMRtarEfHHI—55 « MHBEIHKIT kubect1-astra °
1ls kubectl-astra/

2. IR EMMEBREBRIRE « WAFHEMM RS kubectl-astra !

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra
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R BRISHTIE E A B

1. BRI Container5 | BB E D RIER
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Docker

1. i EltariEZRE & - KRZGBESEEEMBER -

acc.manifest.bundle.yaml
acc/

2. f&Astra Control CenterB{& B # PRV E M IRGRIEE T AT 8% o MITZ AT ~ FBLEIT TIEMR push-
images W% :
° LI<BUNDLE_FILE> Astra Control B2 S 1ERAILTEENM (acc.manifest.bundle.yaml) ©

° BL&It;MY_FULL_REGISTRY_PATH&gt; Dockerf#7ZERIURLEX 18 ; Bl "<a
href="https://&lt;docker-registry&gt;"" class="bare">https://&It;docker-registry&gt;"</a>

° B{<MY_REGISTRY_USER> {£fH&&MBEUL o
° LI<MY_REGISTRY_TOKEN> E#EHIIZHEMER AU o

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. 1 EtarEZMIRB R - TRZSFIEBEERMBR

acc.manifest.bundle.yaml
acc/

2. FALHE

podman login <YOUR REGISTRY>

3. HHHEEMEIPodmanhiR s « ZFEIMIT FIIEP—EBIESH - LB EMF B EREFEEEURLE
H<MY_FULL_REGISTRY_PATH>

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=22.11.0-82

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
${PACKAGENAME }/${PACKAGEVERSION}/${astralmageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=22.11.0-82

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME }/$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

ISP I IR B EYN T A ~ FREERAARETE -
(:) https://netappdownloads.jfrog.io/docker—-astra-control-prod/
netapp/astra/acc/22.11.0-82/image:version

SHIRFERERER

1.
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T EP—ERZRF - UEFEBIIFELEE !

° f##Red Hat Openshift WebE1Z4& :

i. & A OpenShift Container Platform Ul o
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ii. EAITHEESRA ~ FEEVBH F>EHFHIE" o
iii. $¥3=3EEFENetApp Astra Control CenterZiE# o

@ netapp-acc-operator x

Latestversion

Capability level .
@ Basic Install on and

How to deploy Astra Control

Refer to Installation Procedure to deploy Astra Contr

Joures Documentation

Certified

Provider

NetApp

Repository

N/A

Container image
N/A

Created at

]

Support
NetApp

° f#Red Hatf£RE R4 B R -
i. #E4ZNetApp Astra Control Center "&EE" o
il. S EREANER" o

Red Hat

Ecosystem Catalog Hardware Software Cloud & service providers ey

Home » Software » OpenShift operators » Astra Control Center

Astra Control Center
Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Overview Features & benefits Documentation Deploy & use FAQs Get support

Overview

1 SRR HE L REIRIER
(D) wEsFIRRFEEEHEZEN -

a. EIEH T RZEMHN netapp-acc-operator MRAEMFIEEBEL « MARIEFEREN—H7D -
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b. JREVF B BN HRS o
() maFoms  SEREQEHTEEETHTER -
o BB T o
() ORCREFHREEE  ARRRTOREIRERNTHREHE .

2. NEEEBE MEERMERSR) Tk - HDIREEEMIIRE

o

Z#E Astra Control Center

A N -t
1. fAstraiZHl R R IES* AstratZ B O RS IREAN EZES  BEECRIERN*
o

Project: netapp-acc-operator «

Installed Operators > Operator details

| oot o e -
Details  YAML  Subscription  Events  Astra Control Center

AstraControlCenters Create AstraControlCenter

No operands found

2d to define the behavior of the

2. 52ff Create AstraControlCenter FREROL -

a. {RE ;AT Astra Control Center& g o

b. #ri&Astra Control CenterBItZ%; o

- AFASER B EXIE - ERRE TR ThEE -

. # A Astra Control Center FQDNZXIP{iiiit o 5570#A http:// B https:// & Mk HAIA o
. Bl AAstra Control CenterfZs ~ f%022.04.1 o

f MANRS LT - EFHHFMUMERSHK o

9. EEMVolumeBIWXREAI Retain » Recycle B “Delete ° JBR{EZA Retain ©

FERAOLEE

o 0O

0]

=

" Generic (ingressType: "Generic") (FE&R)

MREFERS—EADOZESZS - RGER B S ADESI2S « sAEAILEIE o i Astra Control
Centerz & ~ [REERTE "AIEHI25" EAURLARIAstra Control Center ©

" AccTraefik (ingressType: "AccTraefik")

MREREREACZERIZE « SHEEMALLER - EEEEAstraiZh| Pl traefik FERD
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Kubernetes & & F#i2s FERPRTE o

Astra Control Centerff 8 & &8 F#23 FHEIMIARTS (sve/traefik (TEAstra Control Centerdp$y2®
BfR) ~ WERIGKAEFEERIIMNBIPILL - MIREHNIRIEAFEETHES « BIEERRTEEHTHS
BRI A fEFAMetalLBS EL MR ARTS B 8 18123 ~ AFSMERIP (IS RAGARTS - TENEBDNSRIAR2FAE RS

Hh ~ RFEZiF Astra Control CenterFriERIDNSH B M & & T ERYIP{iE o

() w®am ranTess MADRSELOEEN #5205
> EHUBHT  BACHENSERGERE - WA ncep:// R nceps:// 1 D) it
b. MBAEREEMBIIMEE - I ABRHE o

() nRCEREEmENTSE . EEE RTINS -

C. MABEERTF
d. REEBRER °
e. IRIHTERMIHETELER]

() wRezEEREEER - ARECER—AABRLRNEEER -

f. EREERERHERIERIFETE o
3. 3#HY lYaml) #1RLABRIGFTIERIERE ©
4. W Create ©

BIIEHgE

MREEATEEREHIE LR « 557E0penshiftis £ FIEI TS « ARTEPMAZIESLTE Create
AstraControlCenter ZREMHNL o

1. AAstra Control Centeri@8 HF I fp & 2]
oc create ns [netapp-acc-operator or custom namespace]
2. fEitbr R

oc create secret docker-registry astra-registry-cred n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
—-—-docker username=[username] --docker-password=[token]

@ Astra Control{£37#EDocker& $Ei# 2% o

3. EHEHRMEERBENL Createy (3E3z) [PE ! Control Center) ZFREMHML o
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gh -

manifestfile=astra-control-center-<version>.manifest
GCP_CR REGISTRY=<target image repository>
ASTRA REGISTRY=<source ACC image repository>

while IFS= read -r image; do
echo "image: SASTRA REGISTRY/$image SGCP_CR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA_REGISTRY/S$image SGCP_CR_REGISTRY/Simage
docker push SGCP CR REGISTRY/$image

done < astra-control-center-22.04.41.manifest
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-server=<Registry location> --docker-username= json key —--docker
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manifestfile=astra-control-center-<version>.manifest
AZ ACR REGISTRY=<target image repository>
ASTRA REGISTRY=<source ACC image repository>

while IFS= read -r image; do
echo "image: S$ASTRA REGISTRY/Simage $AZ ACR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA REGISTRY/$image $AZ ACR REGISTRYY/Simage
docker push $SAZ ACR REGISTRY/$image

done < astra-control-center-22.04.41.manifest
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1 e] LAfE R Astra Control UITF#TIGIRHE "API" LUE1F TR AstraiZERIFR O INEE o HEIHE  IKFEHAstra
Control CenterfYEFRERNEIRFERERINILEE o

Astra Control Centeri% & ffEFlKubernetes CPUETTRAIECPUE R ~ W 51 EISR4AFTE X B Kubernetesz
S22 TERRHICPUER © IRERBIBEVCPUMEXRME TR BIRENFMAEN « sA2RH "k o

@ MRENLEER EDBRIEZENCPUBETTEE  Astra Control Center& [ LE I E IR FTHIFE TS
o - BBRERFEERER o

() =EEwpamMENsEEE B80S .

1,7H;EE’JEEE
* IZENETZEERYAstra Control Center#{T{ERE o

* RREIEEAEHER -
& "NetAppiZtEtEsE" (f) -
. & AAstra Control Center Ul ©
2. EEBEIRP S MR
3. BEIE IR o
4. JBEETEHAREEZE (NLF) o
O. JEFERTIDIAE o

—_

MgA>* 21 EESRRRESN -« FIHAE - I R « kP IDXRERRICPUEL -

@ WMRITGER LI « B R ERMEZAutoSupport EXE DT RAT « sATs A HEERIRE
ID ~ WL E%4 Astra Control CentertifERFs¥ B RBELK ©
fEFAstra Control BIRIEMIF = E IR ERE

EIMEEE AT » CERART S TILMEY o CHEZHITERRE - LURREECEFEITIIE EAstra
Control Center » W H=EEIENAE o

CEEMNER
* BREETH I ERTCEENHEFEREER « UWFEPodEBIRFHFRELD o
s MNIRIBERT & "SEIRIEE K" #AM Astra TridentfdAstra Control Center ©
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.

* =2 Astra TridentBJRRZs "FiAstra Control Centersz 3" B %24t .

@ U_IL/( "EBE Astra Trident" EATridentER F (FHFFEAHelmER) 3 tridentctl o 7E
255 F4kAstra TridentZ B ~ sESTIRRE "SZHERVANIR ~ Bin A EHEAERS" o

° BERETridentf#F &R | /DM BHE—{EAstra Trident#F &R "E8E" EHEL

?&ETridentﬁ%T 85 . EDURB—(BAstra Tridentf#Z4ER] "B E" TRE L - MRERETRRH
7485 - AT CRME—AATRRERENMEEER -

2LV 5% FERYAstra Trident Volume SnapshotiZ #2352 Volume Snapshot#&5! : Volume Snapshot
?“%U%%«Z\’EE' "BER" lMET‘ Astra Control I IRER o E/DHF—1{EAstra Trident
VolumeSnapshotClass AT "®iE" HRABEIEEHIT

* *]FZENYKubeconfig * : AU ER "=EEEE" EREE—ERBTE °

© (HIB) TiE | BEEFEAERNZIEBRSERA LR ENIRDEMBARERESEREID - A5
FiAstra Control CentersR {7 Bi2/EFEFAFETLONTAP ONTAP ONTAP ©

o

fEflexf2an L FFHIT FHIELONTAP

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* *{ZfRRancher * : 7Z£Rancher®RIZE P EREAENZER  sA7ERancherig HIKusbeconfigig ZHE A FER
RXBEMNTERAS « MUERIZSIEARMIERancher APIEIRES AR  WNLEETE/ D Rancher APIERRESH &
&~ WS MEBE o

HITERIRE
HITTIIERIRE « MRTCHEECERBTFIEE AstralZhFil o

HER
1. & Tridenthk s o

kubectl get tridentversions -n trident

NRFETrident ~ EEBEHRLITFRIEL ¢

NAME VERSION
trident 22.10.0

NRTridentRFTE ~ EEFIRLITHRIEL
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error: the server doesn't have a resource type "tridentversions"

@ NRRLZETridentT N ZERAIRAE R B RIIRE ~ EHRFLERMARZAHTrident ~ 7 SEMEAE
1T o sA2[E "Trident> 4" UEUSHERAIET ©

2. HE{RPodIETEHIT :

kubectl get pods -n trident

3. FEnfREFLER R S E A ENTridentSEHITE - EFTEXNBIBAES csi.trident.netapp.io ° AT
565

kubectl get sc

[EIFEEEHE
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) c¢si.trident.netapp.io Delete Immediate
true 5d23h

B AREEAEKECBEConfig

o] LUEE Mt & Astra Control CenterZ2II BB RREIEE A E ° 5 EAstra Control Centers& EFTFEHIFE
Fr o b2 F BB BB I BKbeconfig ~ LAPRHIAstra ControlZE HE IR RIS ©

CRENES

TEREFTRZA « FRECEEENZE/ABTIIERE

* BZR4EKECV1.235EHThR 4
* #]AAstra Control Center R7ZEV G EFIE K BIEEE

()  #itiess « ERBESEKECBECVLZE# TAstra Control Centerfj# o

* EREEEEERREEFRTABHEEREAFKECBEConfig
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TR

1. BIRFBIRE !
a. BiAARBRFSIREMEZR astracontrol-service-account.yaml ©

REZRABRBNGLER - MRELEETES « KEZETNTRPERARNE

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

a. ERRBIRE

kubectl apply -f astracontrol-service-account.yaml

2. i1 AHHAstra Control EIR TR REERNAREEAS !

a. 837 clusterRole IEEBEMM astra-admin-account.yaml ©

REERBRENSRER - MRELEETEE « CRZETINTRIERARNE

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

— T %0

resources:

BEo

B o
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LI |

verbs:

get
list
create
patch

Delete Resources

Necessary for in-place restore and AppMirror failover

apiGroups:

mww

apps
autoscaling

batch
crd.projectcalico.org
extensions
networking.k8s.io

policy
rbac.authorization.k8s.io
snapshot.storage.k8s.io
trident.netapp.io

resources:

configmaps

cronjobs

daemonsets

deployments
horizontalpodautoscalers
ingresses

jobs

namespaces
networkpolicies
persistentvolumeclaims
poddisruptionbudgets
pods

podtemplates
podsecuritypolicies
replicasets
replicationcontrollers
replicationcontrollers/scale
rolebindings

roles

secrets
serviceaccounts
services

statefulsets

tridentmirrorrelationships



- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
wn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources
apiGroups:

wn
- build.openshift.io
- image.openshift.io
resources:
- builds/details
- replicationcontrollers
- replicationcontrollers/scale
- imagestreams/layers
- imagestreamtags
- imagetags
verbs:

- update

Use PodSecurityPolicies
apiGroups:

- extensions

- policy

resources:

- podsecuritypolicies
verbs:

- use

a. ERREAR:

kubectl apply -f astra-admin-account

.yaml
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3. BuREACHRBIRANEEABEE
a. 17 ClusterRoleBinding HEZEBEMMY astracontrol-clusterrolebinding.yaml ©

RBETERURBIRP R EEAN BB e 2=

<strong>astracontrol-clusterrolebinding.yaml</strong>

+
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:

name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a. ERREAREE:

kubectl apply -f astracontrol-clusterrolebinding.yaml

4. 5| HELRIARFSIR P4 <context> IERERZRIRIR !

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

BHAEERELIN TIIRE !

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]

PEETENES| secrets EY|FATEAO o TE_LEFIP ~ 5|4 astracontrol-service-
account-dockercfg-vhz87 #&%0 » R5|H]% astracontrol-service-account-token-
r59kr fE%E1 o TR BB T EFE TR —FRRBIRA BTBERS| -



5. EX LU THIKbeconfig :
a. 3/ create-kubeconfig.sh #22 ! B# TOKEN INDEX & NFIE<HERIEE « EAEFRME -

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

H H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME}
\

-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA:$(kubectl get secret ${SECRET_NAME} \

—-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 Jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-
context ${CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \



rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \

set-credentials ${CONTEXT}-${NAMESPACE}-token-user \

-—-token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token

—user

# Set context to correct namespace
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
view —--flatten --minify > ${KUBECONFIG7FILE}

# Remove tmp
rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

b. B AL UG EHERZEKubernetess& £ ©

source create-kubeconfig.sh

6. (ER) #KbeconfigEHFirAERRNEERTE o

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

ETRRIE?
RELCEHZIENEIRMEY « CEKEHET T MigEE -

G EREE

EEMREERAEN  FSKubernetesF5E ~ THHEFERERKREE o

MY EE « A EEEZRKubernetesfEATER ©
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F{P9iEs&Astra Control Center?ﬁrﬁﬁﬁﬁﬁﬁ’\tm%% Big Eth2E & F1% F Astra Control Center
EITEIR - BEEBINARE « 7 ALK ubmetrics A EAIRIER « LUMEITE BAER
BEfE o
TEENESR
* FMEEEZ A AALBRELBITHREN KNETEo
HER
1. RERIRIEEINAERZE !
ot TERME) B9 MERR B~ % TERE) B8PSR MFRg*) o
c EAAIEEEFA  EERE  ABN [EHE) BEEmERHIEESE -
2. 7E$TRAAY* Add Cluster-* GRINEE) BEOP » EfF kubeconfig. yaml HERFA LIRS

kubeconfig.yaml g% :

() ° xubeconfig.yanl MEEEEE—EREMBEDELDE -

MRS BITIEIL kubeconfig HEER « BEZIER—E*RBTTE © 552EH "Kubernetes
A IEIS BRI A E R kubeconfig HEE : ﬂﬂ%‘”ﬁﬁﬁ%ﬁﬁﬁﬁ’]?%@@L_L
T Kbeconfig L2 %5 ?“,Z\T_ZIK*/F%%‘EF'J:T%:‘ZEEJ:EQKECBEConnﬁg 0

3. IRHERE LTS o RIETER  NELBTEEFEALEERLE
4. FER—P* o
5. EINE AN tEKubernetes#& £ TERHEIFEER! - FARIEEE* Next* o

()  GREBRBLIONTAP FEEMEHREZENTidentEE1ER -

6. BRIE « IR—VIEEEREREE « SHERHIE”
RER
BEENBRTRE - AREEFLRE" - KIREIEfERAAstra Control Center’REE R o

fEAstra Control CenterP#TIE EEIRNEREZ R » AJSE R ER D ENRIEIREPESEITIREE - &
2 F ~ BHERGEMALE « Wactt BRI EREUKERERBCEH - Ko ZKRE—2
@ (K% E Astra Control CenterBX{S IEFEARRERF ~ RIRETLBERRR © Qﬂirlﬁﬁfgwmﬁ/fﬁ@/?ﬁﬁ ~ 53R
BIfERELHIT oc get pods -n netapp-monitoring AIER: o BEEEFEITIRES
soEE ~ LUBETERIRE

S
ST U IR B ONTAP MR L B 17 B IR ET1E = Astra Control Center ~ UBIEHER o

H%Astra Control PHV#FEEEERMEFRI « IREERFEHRE (PV) ARFEFRIKEZEEIIES « LUKE
FERIMRTFEIR ©
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1. RREAEBERFHNERRD  EER &R -
2. JUTTHIHA—IE

o HifglE | BEET TAdd*  (Higr) UEIEIRARI - BHE ONTAP [Send*) ~ ZAEE* TNext*s (
T=%) o

© FREINBI 4 TBIIE) DAERG « NS EENREETUERE R L B o

3. $AONTAP TEEEIIPAL) 7 TEIZRE, - DEEHAAREERENTEER -
(CAE LRI A DB EE SRR ontapi EAEEAZISATIEONTAP LiBMEE |

@ P [SERGERE) FEAONTAP < MRS ERSapMinoriR  HERA

A Tadmin BENEREDS  ZABABEIUTE ontapi A http » FERIEONTAP Fl
EHSHE | o B0 "EEONTAP BREIRS - H2MAE USBSEH -

4 BT o

5. BRI ISEANETR  SAMBE BIE o

L

EIRPEENHIRAE D Healthy BUMIEEN -

() cosEEsrRzEEE  WEBTEE -

HIEHFE

fEa] AfEFAAstra Control UISZRIMGREFE "API" - MMREREFHMNRBRERNFEMERE - IZREERE
BRERRER - MAEMEMGFREE REMERS  Astra ControlFR B L AN HERFEFETLCEERNYGT
W& -

MREEFEARNAENFERELHEENIIFE—EEE  BIREEHAstra Control P EFRE - EARIUIR
BINGETREREFRE -
TEENER
* BJ{tHAstra Control Center & IRy 2R £ 7 EXAY (TR ©
* EAENEER o
* THEERAETR
° NetApp ONTAP ZEMmS3
° NetApp StorageGRID EfmS3

o Microsoft Azure

° —fgS3

@ Amazon Web Services (AWS) F1Google Cloud Platform (GCP) fE@EAS3#IFELIER! -

@ #SAAstra Control Centersz#Amazon S3f %@ S3HEF&EHER « {BAstra Control Centerr] 5E
AL IBFFEEfBAmazon S3ZIEMYEHFERKR ©
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é& Account

Users Credentials Motifications Billing Licenses APl Tokens Connections

EXTERNAL 7

% Connected W @ Connected o

HTTP PROXY 7 CLOUD INSIGHTS 7

Server: proxy.example.com:B388 5

Tenant: Cloud Insights (5

Authentication: Enabled

MREEASEBERRMAY  REFRER KK - MRAIUZEUIG EARNER TREIKBNRE o

Q

Notfications Mark All as Read

(1) ‘Unable to cannect to Cloud Insights an hour ago

" The Cloud Insights APl token ks invalid, Create & new
AR token [0 Clowd Insights and update Astra.Control
connecion saftings with the new taken

AT BR A > B TR EMARAEA -

{tAstra Control Center ~ &R TE* B im* B E _ERREREEE  Cloud Insights W EEEHEEFERIHERIRE 1
tEERIEAR
=

=
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£ Backends

+ Manage % Managed () Discoversd
1-16f1
Name 4 Status Capaity Throughput Type Actions
6 : 7.67/21.28 Tig: 36% A M 8,00 MB/S ONTAP 5.7.0 Available ]

EEHEBZECloud Insights TREETR) - s5EECloud Insights TH81Z1 EAREM* TREETR) BT ©
S el TR RR L3R EIAERIEA -
gﬁ, Welcome To

Reminder: Before you back up your applications, you need to add at least one object store bucket as a destination to hold your backups

Resource summary

) Apps ff‘\ Clusters ” = Storage backends
Let's get started ~
5 A All health &=
No managed apps Add your Kubernetes cluster to get started with Astra Control 1 i ¥ =
To manage an app you need to first add a clust
¥ + add Q Dpiscovered 0
Managed

@ EXFECloud Insights 58 MZIEAZIE| ELRE ~ MNREFEFRAstra Control CenterP#TIEHIE I
BigE{=1E[AECloud Insights ZEARALIE) [EIFR o
4R¥ECloud Insights 1%

EA] LUAREECloud Insights Itt TREIZELR ) o

@ CRBEAREEAPIE 18 - HEE T Cloud Insights LEURL ~ FIERIEHERCloud Insights ZEZ1tE 5
1% ~ MEAFMAYURLETTEALR ©

HER

1. ERAREIE /A B HERAIIRS & AAstra Control Center o
2. EIEIR P> AR o

3. R THIFVEE SRR AR EEEAR ©

4. 45%ECloud Insights TiEREAR | /T ©

S. BEIEMRTF o

{£FCloud Insights $#1%

1&A LU{EFCloud Insights FAstra Control Center&IEHIKubernetes# &£ I HEINAE {2 Cloud Insights ItETh
BEREMIFRE LB ZECloud Insights EHHYERIER} o
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1. EREEEIE /A& HERMIRE & AAstra Control Center ©
2. BB IR P> AR o
3. R THIFEIER Disconnect* (FPEFELR) | LUSREL o

4. TERIRKAYEIEE S IR « FESDMER o EEHESTIRIEZ 12 ~ Cloud Insights TE*IRA*>E4HE L ~ BmK 18
H REEEEL FFEE o MREER hEER R AN ERKE o

HE 42 EPrometheus

& ] LAfEEFAPrometheus&53ZAstra Control Center&#} o & RILLEE EPrometheusitKubernetes& £ E 2 iR 2HUNE
EE -~ thaL{EBPrometheusiEE2ERHREL o

AN fEFAPrometheusBVEEAHE T ~ B2 RENXMY ~ #8iEA "Prometheus AF" ©

THBR

SAIEE X B 7EAstra Control Centergs &5 E fthn] EdAstra Control Centers= @8I HE F TH I %
EPrometheusEfH o

IR IE A X AR IVHERETT "% Prometheus” o

Prometheus EEgE#Ed Astra Control Center Kubernetes#& & &3l © MRk TEAstra Control Centeris & + &
#EPrometheus * A BEREIAEEAstra Control Centeris £ FHITHIEERFEE

% EPrometheus

Astra Control Center&7EKubernetesz&= £ A TCPEIZIEI090 AR E 2RFS o B4 7B& EPrometheus ~ 75
R UEARFEUREEFSAZ o

1. & APrometheusfal ik 2§ °

2. REBEEBMEE prometheus.yml 85 | EH yml EED « HHEPRRERNLELTIINER

scrape configs section:

job name: '<Add your cluster name here. You can abbreviate. It just
needs to be a unique name>'
metrics path: /accounts/<replace with your account ID>/metrics
authorization:
credentials: <replace with your API token>
tls config:
insecure skip verify: true
static configs:
- targets: ['<replace with your astraAddress. If using FQDN, the
prometheus server has to be able to resolve it>"']

@ MREHKE t1s_config insecure skip verify E true > FEETLSIEZEHIGE o

3. EFEREIPrometheusiRTS :
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sudo systemctl restart prometheus

7ZEYPrometheus

7ZEXPrometheus URL ©

1. D2IEE2R P « 5 A EIZIB9090MIPrometheus URL o

2. JEAIRAE > B AR SRER R ITHYIER
@ RPrometheus YK}
& B LU I Prometheus 2R 1518 Astra Control Center&#} o

HER
1. 12188858 ~ B APrometheus URL ©
2. fEPrometheusTHRER ~ ZEEX* Graph* o
3. REMREEEREES  tAEN H1T) ZMER -
4. 3 scrape_samples_scraped MIEEE T o
5. BEBENERHEIMRRAIRAENE S « s5EEEY Graph* °

() meuEsEEEsy  SESENEEIUTRNELET -
1% ZEFlud

AT L& Ec8E (Kubernetes=Ef4) itAstra Control CenterFREaIEHI R A B XE L AIFluentdif 2t o FluentdiE 4578
RS o

Astra

zﬂi
— 7 W fluentd
External log
7 fluentbit repository

event logs

REAEREFERENFEH TR TEEEFluentd °

TEENER
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- BEE*E1E B E EIRAYAstra Control CentertRF o
* Astra Control CenterZ £l ff Kubernetesg& & #1117 ©

(i) Astra Control Center R &8 G2 FluentdfFARISH A BIBEAERDE) © SARESDIA ERAVE o

1. EFREEEE /B & HERANRE B AAstra Control Center ©
2. BB IR P> AR o
3. REETRENEAR I TS E D EEEY MConnect* (GE4AR*) | LUFFISELR o

v Disconnected

FLUENTD

Connect Astra Control logs to Fluenid for use by your log
analysis software.

4. B ALAIFluentd@ARES AU EHLIPAIL ~ FEIFBFEF LA o
o EEIEEIE o
4EEa

NRERFluentdEARZS M ARGEER BT « B NMRA>ER ) BEN '#8) ERGRUZBEHNBEER
REE R LUEEH IEPTEARMIFluentd AIARES ~ WiRiREH4E0ER o

MEFFERAEBREAMRE ~ MR R o ERIUEUIG EAREN T EIRBRIRE o
T RITE IR A > @R T EIERNE -

@ NRICTECHRWESEAETIMEE « FEALRIIEERS « WHERFH o BRIk

/var/log/containers/ °

‘EEEFluentdiE 4R

fe] 45 ERAstra Control Centerfl{T{EREAIFluentdZE4R o

TR

1. EFREEEE/HEE & HERNRE B AAstra Control Center ©
2. BEIEFIR P> AR o

3. TR BE PSRRI LUIAREELR o

4. BEFluentdifE5z%E

S. BEIFMRIF 0
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{EFFluentdiE 43
& LI{EFAstra Control CenterBl{T{EARERIFluentdE 4R ©

1. FRASEE I EEE HIRAIRS E AAstra Control Center ©
2. EIBEIR P> AR o

3. R THIRBEFIE Disconnect* (FPEfELR) | LUSRELR o
4. ERARREYEEE S IR ~ FESRIEZE o

BHEIEEAREXNERE
ftAstra Control Centeri2 [ A B EEEIBMMERIERAIERNHEE ©

BUHEIRERE
ZIEEEREHE R Astra Control Centerf&{p ~ REBEEMWEAER
IR EIEERETRE

* (HAIRAEMER EIRIBER G MIBR o
* ERAEXEERMDETEE[A o
HER
1. WARIEESERFERER" o
2. EEERTEL o
3. 1t TENfE) MRy MEEIE) IhAERAP - BEEX TBUHEIR) *o
4. {REI& -
S. #iA TunManage (BUHEIE) | LARESR
6. EiE 2 « BFUHEEERRER

4t
Astra Control Center{Z Lt EIRFEATER o

BUHEEESE
{E1EfEAstra Control CenterZIZIE A EBEIRHHEELE o
() rmwymmsers - CEZEYEEREEERNERRES -

ECEUHEIEEER !
ltt@]T’ETBELI:"”E’J%%““I Astra Control CenterfY B2 - EXAEHEENERETEAEE « h A EMIFE

==
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* Trident N EEEEMIREEE o "BHAEUN(AIARIRZ & Trident” o
1. RAREETERRE o
2 ENEAEBEEE #EMNZEUTIE
3. 1 TEpfE) R TEEIE) INRERAP ~ EEN TBUHEHE) o
4. BARECEECHEESRE - RBE CBUHEIREE o
R
EEMNREGEEA B - 2% - BEMBN 'EHE) EERM « MERBHASstra Control CenterBIE o

“fN &R Astra Control Center#Cloud Insights Sfunk*> k43 « BUH B E S IE T RIRFIA TEARE
()  mEAEHER - “RAstra Control CenterfiCloud Insights SH*EE4R « BIEGAEE#ER
ZfIfR fluentbit A event-exporter Pod :

4k Astra Control Center

EEF4RAstra Control Center ~ :51/ENetApp SZ1BAHLE T74EL T & LEER RS
FRIELEET o BRI LUEALERER « EERAERHER S RARIRIZ P A ARAstra Control

Center °

CEENER
* FHRAED  B2RE EERETER BATIRIERT S Astra Control Centerff BN REFE K  EHIRIRREHE
THUHES

° X#ERIAstra TridenthR ZEZHEN IS IEEHITRINRES ~ SH# ¥R ARYAstra Control Center#iiT FHlan<

kubectl get tridentversion -n trident

FH2R] "Astra Trident> 4" FAREERR ©

@ RBFHERZE Astra Trident 22.10 * PRIOS* ~ Z BEFH#k EKubernetes 1.25 ©

° B HIKubernetes il & EFIET R IEERITHARE ~ AT EIRAERIAstra Control Center#i 1T %8s

< ! kubectl get nodes -o wide

© BHINREBERRFEEZESR - 55EIRARIAstra Control Centergg EFR#IIT FFI8F< ¢ kubectl

describe node <node name>

o &R LU HEEF] _E1EAstra Control CenterBR AV E &

° ERFBEFENEZHEICHNTAR TR « SHHEIRARAstra Control Center#ifT F58F< ¢ kubectl

get storageclass

({£PROpenShift) FEfRFIAZEIRFEMENEZRERATA °
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kubectl get clusteroperators

* BRFIAAPIBRFEHEN EERER A -

kubectl get apiservices

s IERABFHAERZ AT ~ Ao & HAstra Control Center Ul ©

RAREIETLIE
Astra Control CenterAH4RiZF & 5| BTN T B BRI ER :
* &Ll #EEXAstra Control Center
* #5B&NetApp Astra kubectiSMIMET « AR EFHZE
* [IEBMRITIE B AR
* REEFFMAstra Control Centeri®FE
* Ft#RAstra Control Center
* [BREE RRARRR]

sA7DMIBxAstra Control CenteriBEHF ()30 ~ kubectl delete -f

@ astra control center operator deploy.yaml) TEAstra Control Centerf 4Rk {EHA
fE « BERFE SeMFRPod °

EHHE - OMRIBRRITH  BIEMEEIBIINITAHR -

T # I #EEXAstra Control Center

1. Fi17E "Astra Control CenterZf FEEE" 5 NetApp ZiEA8UG o MR U ThizUIhAER P EEE PR SR MR HThR
A E AR o

2. FEiE 5 Astra Control CenterfEZ4HE (astra-control-center-[version] .tar.gz) ©
3. (3E:&{EnJEE) T#Astra Control CenterfV/EEME L EM (astra-control-center-certs-

[version].tar.gz) GEEEHFRE

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version] .tar.gz

BERNREEAL verified OK BEs@RNINZIE ©
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4. ftAstra Control CenterE4t4H S HAENAR -

tar -vxzf astra-control-center-[version].tar.gz

#2B&NetApp Astra kubectlSMIET « AR EFHZE
NetApp Astra kubectlp < FIMIMET AJ TE I TELIERE K 4Rk Astra Control CentertBREARY—A& TEEFEIE A ©

1. BERTLETIMIER !
kubectl astra

2. FFERE T HP—IRITE) -

° MNRBZLEEIMIMER -~ Blfp T FEERIKECBECHUIMIMERNERER - BERIRIRARZSHIkubecl-Astra ~ 55#
1TTF3)8s< | delete /usr/local/bin/kubectl-astra ©

° MR LEEIFHR - FTRIMMENRARZE « EAIEET P ETRE -
3. ZESMIE !

a. 3l T FIBINetApp Astra kubectl9MEMETE (S ~ MEE FEXERARMCPUZRIEFIERIER TS ¢

()  KECBECTWMAERBRtarEfFI—255 « BIBEIRKIZ kubect 1-astra °
ls kubectl-astra/

a. BIEEN _EMEREHRE « Ui HSEHdHA kubectl-astra -

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

i BRI E E A S R

1. 1&8Containers | E5ERBEEN S RIERF :
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Docker

1. i EltariEZRE & - KRZGBESEEEMBER -

acc.manifest.bundle.yaml
acc/

2. f&Astra Control CenterB{& B # PRV E M IRGRIEE T AT 8% o MITZ AT ~ FBLEIT TIEMR push-
images W% :
° LI<BUNDLE_FILE> Astra Control B2 S 1ERAILTEENM (acc.manifest.bundle.yaml) ©

° BL&It;MY_FULL_REGISTRY_PATH&gt; Dockerf#7ZERIURLEX 18 ; Bl "<a
href="https://&lt;docker-registry&gt;"" class="bare">https://&It;docker-registry&gt;"</a>

° B{<MY_REGISTRY_USER> {£fH&&MBEUL o
° LI<MY_REGISTRY_TOKEN> E#EHIIZHEMER AU o

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. 1 EtarEZMIRB R - TRZSFIEBEERMBR

acc.manifest.bundle.yaml
acc/

2. FALHE

podman login <YOUR REGISTRY>

3. HHHEEMEIPodmanhiR s « ZFEIMIT FIIEP—EBIESH - LB EMF B EREFEEEURLE
H<MY_FULL_REGISTRY_PATH>

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=22.11.0-82

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
${PACKAGENAME }/${PACKAGEVERSION}/${astralmageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=22.11.0-82

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME }/$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

ISP I IR B EYN T A ~ FREERAARETE -
(:) https://netappdownloads.jfrog.io/docker—-astra-control-prod/
netapp/astra/acc/22.11.0-82/image:version

ZHEE I Astra Control Centeri2{EE
1. EE:
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2. #R#EAstra Control Center&iE& ZfZyaml (astra_control center operator deploy.yaml) U2

ZIEHNSHE SR -

vim astra control center operator deploy.yaml
a. MREERARERENER - AR NRIENTERIT imagePullSecrets: [] A TFITHEE :

imagePullSecrets:

- name: <astra-registry-cred or custom name of secret>

b. B8 [your registry path] AR kube-rbac-proxy BMREIEIEFHEAMGHNEERRE £—

C. 8% [your registry path] AN acc-operator MREITERHEAMBGNELRIRE E—F o
d BTHEHFEE env BEE .

- name: ACCOP_HELM UPGRADETIMEOUT
value: 300m

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
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- —=v=10
image: [your_ registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080
- ——-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_HELM UPGRADETIMEOUT
value: 300m
image: [your registry path]/acc-operator:[version x.y.z]
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. REEFFMAstra Control CenteriRES :
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kubectl apply -f astra control center operator deploy.yaml

[ElfEEE)

namespace/netapp-acc-operator unchanged
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io configured
role.rbac.authorization.k8s.io/acc-operator-leader-election-role
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
configured
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
unchanged

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role unchanged
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding unchanged
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding configured
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding unchanged

configmap/acc-operator-manager-config unchanged
service/acc-operator-controller-manager-metrics-service unchanged
deployment.apps/acc-operator-controller-manager configured

4. FERRPodIETERIT !

kubectl get pods -n netapp-acc-operator

4Kk Astra Control Center

1. #4E#8Astra Control CenterB:]&E (CR)

kubectl edit AstraControlCenter -n [netapp-acc or custom namespace]

2. B P AstrahRds55HE (astraversion RSP Spec) ARELEFHRBVARZA

spec:
accountName: "Example"
astraVersion: "[Version number]"
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3. FEBITAVBRE B BRE T A E A IR O BHRBAE | —2 o B imageRegistry PEE Spec MIRE
B REEBEFTEE o

imageRegistry:
name: "[your registry path]"

4. BTYIIEEHFILEE crRDs FIAERLERE Spec :

crds:

shouldUpgrade: true

S. FEPFIET4T additionalvalues RSP Spec #EAstra Control Center CR :

additionalValues:
nautilus:
startupProbe:
periodSeconds: 30
failureThreshold: 600

REFLARIERFES 2R « S EEREBEWRGBAR
6. (ﬂ%) %ﬁ%ﬁpod%ﬁll\giﬁﬁ:ﬂﬂﬁﬁ :

watch kubectl get pods -n [netapp-acc or custom namespace]
7. EfFAstra ControlAREEARBEBERAHAR B STh B ZEHT4E (True)

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

[O]FE :
NAME UuIlD VERSION ADDRESS
READY
astra 9aabfdae-4214-4cb7-9976-5d8b4c0ce27f 22.11.0-82

10.111.111.111 True

(D EEEFEIREEARARE « SFHIT TS | kubectl get AstraControlCenter

-o yaml -n [netapp-acc or custom namespace]
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AERBAstraiZHIFORRIEERE « FHITFISL !
(D kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

=mm

1. & AAstra Control Center °
2. FESDIRAEFAR o 552 RUIFBY* Support* B\ °
3. RPN ERENRARXNFEERIIRE -

=111t

fRBRZeg8E Astra Control Center

MR ER BRI R ETEIRE M - AJsEEE#RAstra Control Centerroff - EE#
F&Astra Control CenterfllAstra Control Centeri®{E& - sBEIRFHITAIEFPFTIAYAR<S o

MRECHRFLEREAREE - F20 DR ERZERE] o

CRENES

* /A Astra Control Center UIBUHEIEFRBIEE "#55£" o

1. fiBRAstra Control Center » T58E6r < RIRIBZTER LMK © MIREEITETAERE ~ FERHS o

kubectl delete -f astra control center.yaml -n netapp-acc

astracontrolcenter.astra.netapp.io "astra" deleted

2. FATYELMBR netapp-acc fmAZERM -

kubectl delete ns netapp-acc

namespace "netapp-acc" deleted

3. EA T &< MIkRAstra Control Center{E2 4k Tl

kubectl delete -f astra control center operator deploy.yaml
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4%

namespace/netapp-acc-operator deleted
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io deleted
role.rbac.authorization.k8s.io/acc-operator-leader-election-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
deleted

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role deleted
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding deleted

configmap/acc-operator-manager-config deleted
service/acc-operator-controller-manager-metrics-service deleted
deployment.apps/acc-operator-controller-manager deleted

SRR YR AR PR T IR R R
HEA T R SR AR ARSI fEBR 2 2t Astra Control CenterfF @ E|AY{E{RIFERE o

fRfsZ 4t Astra Control CenteriE 5 AR B E & AV ITIZEEPod

AR TEENE Astra Control CenterZ BiRBUHEIRZEE  ErILUEA T 6 < FEMIPENetAppEaiEan & = A 65
ZERHRPod -

TR
1. MIFR acc-monitoring AIBFER :

kubectl delete agents acc-monitoring -n netapp-monitoring

HR
agent.monitoring.netapp.com "acc-monitoring" deleted

2. fFfERRZER]

kubectl delete ns netapp-monitoring
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+
S

namespace "netapp-monitoring" deleted

3. HEDBIRNEIR

kubectl get pods -n netapp-monitoring

+
S

No resources found in netapp-monitoring namespace.

4. FESRERIERIERE R BRI

kubectl get crd|grep agent

AESREE

agents.monitoring.netapp.com 2021-07-21T06:08:13%

5. MEREISTERES (CRD) = :
kubectl delete crds agents.monitoring.netapp.com
ER

e

customresourcedefinition.apiextensions.k8s.io
"agents.monitoring.netapp.com" deleted

fRis&Z24E Astra Control CenterfE %5 Traefik CRD
ERI A FE3MIPRTraefikEEEKRH - TEERARRIER - BIBGELEE RIS ERE FNEHMERRER -

S ER
1. 5B E FZENTraefikEEERH :

kubectl get crds |grep -E 'traefik'

151



E)S

ingressroutes.traefik.containo.us 2021-06-23T23:29:117Z
ingressroutetcps.traefik.containo.us 2021-06-23T23:29:11%
ingressrouteudps.traefik.containo.us 2021-06-23T23:29:127%
middlewares.traefik.containo.us 2021-06-23T23:29:127%
middlewaretcps.traefik.containo.us 2021-06-23T23:29:12%
serverstransports.traefik.containo.us 2021-06-23T23:29:137Z
tlsoptions.traefik.containo.us 2021-06-23T23:29:13Z
tlsstores.traefik.containo.us 2021-06-23T23:29:147%
traefikservices.traefik.containo.us 2021-06-23T23:29:15%2

2. MiBREAERA :

kubectl delete crd ingressroutes.traefik.containo.us
ingressroutetcps.traefik.containo.us
ingressrouteudps.traefik.containo.us middlewares.traefik.containo.us
serverstransports.traefik.containo.us tlsoptions.traefik.containo.us
tlsstores.traefik.containo.us traefikservices.traefik.containo.us
middlewaretcps.traefik.containo.us

IFTFAEN  FEH
* RIRR N BRI
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F¥|FHAstra Control REST APIEIRB&11L
{EFHAstra Control REST APIEIRBE#L

Astra ControlBREST API| ~» rI:EXERARERNEB S HIEN (FIUICurl) EHiz{FEAstra
ControlZhFE o &t r] LUERAnsible 1 E th BE#CHE Tk E1EAstra ControlZfE ©

EERTEREEKubernetesfEATZR, ~ aLU{FEHAstra Control Center UlE{Astra Control API ©

EERABRE  BAIE "AstraBENESCH" o
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s AT 1%

FERETFAR
BRI AR AT A B B — Lo BRI o

"NetApp AstraZlzHE"

WFHFMEN ~ F2H
* MR EER EEENetApp (BEBA)
(BE

* "UNEIFE) L EIEZREENetApp ZA) "

B 17780
NetAppIAZFEH T Z$EAstra Control ° FHFIZFEAKIZTHEEN R E BB IEEIE « FU0
HMBE (KB) XEMAFEE o &aYAstra ControllR B E B4R EZE R IR R T8 -

WNRITHEE Astra Control CenterBIEFEIRRE ~ [RJUBUSHAMTZIE - 748 » BIA5EE NetApp 2
(D) iEms (NSS) BRI - EEILUBES REIMEERSupportiiAs - SUERRAIEIEETEBIR

FEo

RIABIB ST "B EINetApp 7oz 5" UFERELIFBBIARFEZIRETE - A NetApp &AL (NSS) SSO IRF
» AREETTIIR AR R MEE » UKERAIEE o
B EEE
IRAI AR EINREFRIER Support* 25 125 ~ #{tAstra Control Center UI7ZEXZ 123518 o
ELEIESFRATERM -

* "HEE (EEEA) " EZ8Astra ControliBRANX E « ¥ BREIBEERREEESEN -

* XA L ERIEBRIETERRIRRI S AR,

© EBAFIEVSHEN" - AifEAIEEERAYAstra ~ BEEFE RN ©

* BUTEEA  EXTERERES - LURHAANetAppT I A\ BEITEREEHEAR o

* $t¥tAstra Controi2{t = B [C|gE : {HiXE T I Eastra.feedback@netapp.com ~ :BFAFIENETAARE « 48

TEIEEE ©

B AEAIREXERBEN LEENetAppZiE

7£Astra Control CenterZ2HAR] (MNRITHEE) enrolled: true TR autoSupport fEAstra Control
CenterHE]EJR (CR) $EZH (astra control center.yaml) ~ESHZERFESZEE LEE "NetApp
ZIRAIL" ©
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