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E—EZERNNEARENERIEE - FEKK « LRETBitnami PostgreSQL 11.5.0@1% ° HEMINER - 5/E
FAEERRENEHThR ARV EI % o

ERRFEIRP E4ROCPEZ 2N AIRS] (SCC) B~ EAEERILHK
NER7EOpenShift Container PlatformzZ £ d AR A « RIRFEIRE BRRERIBNZ 2 EARIRS - BFERTE

ERARET LY - EFEARRNENLKEE « EEEERTTAstra Control Centerfy MFEEEARR &EigH - ik
AEA Removed © FAZ2E "HHEXE" UBSEZEN ©

WMRITEIRHEE 2 B % volumesnapshotClass - BIfE AR B FIIRBIE E L,
B BRIRELER UT 500 error EUEZEAIF - FEIET S EHERIBEATENEE o

AR ERTEURENFEFENBERARE ZBERN
ENERBREXLBEREHEERNZE (W~ helm install ..-set

global. storageClass=netapp—cvs—perf—extreme) 2% BREEERER - IBEEENEEE
[RAIEE R REFLER ©

ggrﬂﬁﬁﬂﬁéﬁﬁﬁ%ﬁiﬁﬂuE’WEEFEEEWE@?U*}EE MEEFFERNESE - KKK - FUERAFREEMRED

{£FAstra Control CenterEIEE KM  AATERBIKbeconfigliER B ZERE
R HPFERZEZRENRBKbeconfig ° s/ "M EXE" LEVEEZE °

Hib pod IEFH4RZE Astra Control Center 23.04 2 % X&)

FH4RZE Astra Control Center 23.04 21 ~ 2843 Pod BISEEEEE) - REHE R ERA TS EBFHEMRIZTE
28 Pod :

1. SZFEN Pod ~ LB #FIfRZEMEA <namespace> :
kubectl get pods -n <namespace> | grep au-pod
ZREM Pod EEHELTINER !

pcloud-astra-control-center—-au-pod-0 0/1 CreateContainerConfigError 0
13s
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2. EMREEEZFEN Pod ~ UBFIMHZZEMEUL <namespace>

kubectl delete pod pcloud-astra-control-center-au-pod-0 -n <namespace>

HLE Pod 1E71E 23.04 H 4R % 23.04.2 HRIRFEEE 2 B AR

E \ﬁﬁl E\
F+4R = Astra Control Center 23.04.2 Z1& ~ &8%> Pod FIRE B TEP RN EAR
MERA5CEE task-service-task-purge :
kubectl get all -n netapp-acc -o wide|grep purge
pod/task-service-task-purge-28282828-ablcd 0/1 Error 0
48m 10.111.0.111 openshift-clstr-0l-07-zwlj8-worker-jhp2b <none>
<none>
IESEERARRR

TOBIED BRARIERERAT o ZBEEFHRE 23.04.2 BT o 317 F7en < LUBE TR B FREERIK

1=
A3

)

7

[

kubectl delete job task-service-task-purge

[system—-generated task ID]
<netapp-acc or custom namespace>

-n
EZ1T Pod AJSEETE Istio IRIRFHEHE

WMRITTE Istio IRIEHHE Astra Control Center £2 Cloud Insights EC¥t telegraf-rs Pod BIREEH o KIFEH TR
BT TR

1 =

. FHE#N Pod

kubectl -n netapp-monitoring get pod | grep Error

TREZEEEMLUTIREREL

NAME READY STATUS RESTARTS AGE

telegraf-rs-fhhrh 1/2 Error 2 (26s ago) 32s

. EHENENERE Pod ~ B <pod name from output> FRAZHEE

T2 Pod U578

kubectl -n netapp-monitoring delete pod <pod name from output>

TREZEEZHLU TGS :



pod "telegraf-rs-fhhrh" deleted
3. FESD Pod EEMENE) « BARBEMNHRARAE
kubectl -n netapp-monitoring get pod
TREZEEZHUTIIMEREL :

NAME READY STATUS RESTARTS AGE
telegraf-rs-rrnsb 2/2 Running 0 1ls

i#EiBCloud Insights ProxyE436s « st B = AT HIRTENetApp IR (EBIZH

EAstra Control Center Cloud Insights &EiBProxyE 4R ENetApp e « R EIERRE R SER G HIR7ECloud
Insights 2@ L - AERERESELEEZRE LHIT TGS :

kubectl get cm telegraf-conf -o yaml -n netapp-monitoring | sed

'"/\ [\ [outputs.http\]1\]/c\ [ [outputs.http]]\n use system proxy =
true' | kubectl replace -f -

kubectl get cm telegraf-conf-rs -o yaml -n netapp-monitoring | sed
"/\[\[outputs.http\]\]/c\ [ [outputs.http]]\n use system proxy =
true' | kubectl replace -f -

kubectl get pods -n netapp-monitoring --no-headers=true | grep 'telegraf-
ds\|telegraf-rs' | awk '{print $1}' | xargs kubectl delete -n netapp-

monitoring pod

EAstra TridentE 426 « FEAEX BN ESBEETRANEIRFE:R (500) MR

QD%WEFH#'zT%%J:E’JAstra TridentBf4® (WEFEL) -~ MEATESREREXENEEREEEI5001EANERARTS
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apiVersion: vl
clusters:
- cluster:
certificate-authority-data:
ExXAmMPLERb2tCcjZ5K3E2Njk4eQot LEXAMpLEORCBDRVJUSUZJIQOFURSOtXxXxXxxXX==
server: https://x.x.x.x:6443
name: xyz-cluster
contexts:
- context:
cluster: xyz-cluster
namespace: default
user: kubernetes-admin
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current-context: kubernetes-admin@kubernetes
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TiEHCloud Volumes ONTAP —EXZ R B AN #FRIRAIINGEE

£ Astra Control Center ZEEIZFHIRES » s5RR "G R" ©
YAZ Al
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* ZHENetApp Astra kubeclIMIET
* [IFBRRITIE E S ER]
* [(REABEFETRZERNGF S TR
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1. Ai{E "Astra Control Center FE,EE" i NetApp B4 o
2. REE S Astra Control CenterfVE#4H S (astra-control-center-[version].tar.gz) ©

3. (3B:E{EnJEE) T#Astra Control CenterfV/EEMHBE L EM (astra-control-center-certs-
[version].tar.gz) GEmsEHFAIES @

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version] .tar.gz

BEENZETRENY Verified OK ERsERINZ 1 o

4. #Astra Control CenterE&E4A S HERN PR (% -

tar -vxzf astra-control-center-[version].tar.gz

#ENetApp Astra kubeclSMHFZR,
&EILAEF NetApp Astra kubect! SR < FISMIMET ~ R BIEEE A Docker {77/ o

ez Al

NetApp# REIRICPUZRBIEE R R R HIMIMERX ZEMIME - UTILTIEZAT » MR ZREARIERICPUMIESR
%"E °
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MREERFTAIMNRERLEIMMER « "FHEECHEA RN TREESRZA]

iu%
1. 5| tHe] FIBINetApp Astra kubectlSMHET &M  Wad FERRRMCPURIBPIRIIER 4TS !

()  KECBECTMMERERtarEfrHy—E85 « BIIEIEKIF Kubect 1-astra ©
1s kubectl-astra/

2. BIERER EMEBREBRIRE « WAFHEMMH RS kubectl-astra !

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

IR BRISHTIE A B

1. AEKContainer5 | E5EMBEN T RIERF :
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Docker

1. i EltariEZRE & - KRZGBESEEEMBER -

acc.manifest.bundle.yaml
acc/

2. f&Astra Control CenterB{& B # PRV E M IRGRIEE T AT 8% o MITZ AT ~ FBLEIT TIEMR push-
images W% :
° LI<BUNDLE_FILE> Astra Control B2 S 1ERAILTEENM (acc.manifest.bundle.yaml) ©

° BL&It;MY_FULL_REGISTRY_PATH&gt; Dockerf#7ZERIURLEX 18 ; Bl "<a
href="https://&lt;docker-registry&gt;"" class="bare">https://&It;docker-registry&gt;"</a>

° B{<MY_REGISTRY_USER> {£fH&&MBEUL o
° LI<MY_REGISTRY_TOKEN> E#EHIIZHEMER AU o

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. 1 EtarEZMIRB R - TRZSFIEBEERMBR

acc.manifest.bundle.yaml
acc/

2. FALHE

podman login <YOUR REGISTRY>

3. HHHEEMEIPodmanhiR s « ZFEIMIT FIIEP—EBIESH - LB EMF B EREFEEEURLE
H<MY_FULL_REGISTRY_PATH>

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

() t5omERRIaBREEs ER THIR  FBEERTE :

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.04.2-7/image:version

BT ABREER BRNHE TS

1. FEHAstra Control Center 12 £ KUBECCONFIG :
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export KUBECONFIG=[file path]

@ SEREEE A ~ :BEEKUBECCONFIGIS A& E L 4EAstra Control CenterfyZ
£ - KUBECCONFIGREEBE—ERNRA

2. MREEARERFNER - WRERITTIEE:

a. #1317 netapp-acc-operator AR ZER !
kubectl create ns netapp-acc-operator

[E1FE :

namespace/netapp-acc-operator created

b. ZEIHME netapp-acc-operator FAZERM © FitEDockerE M HIT FIam< !

@ TERRE your registry path PSR SeR HEMFARMEMERT (Fla0 ~
[Registry URL]/netapp/astra/astracc/23.04. 2-7) °

kubectl create secret docker-registry astra-registry-cred -n netapp-

acc-operator --docker-server=[your registry path] --docker
—username=[username] --docker-password=[token]
[EIFEEEHE)

secret/astra-registry-cred created
@ MREEERZ ZBMRmLZER - FEMEILGRER - RBEMEE LRI
o

C. #1I netapp-acc (FEFIm%) thHZER] o

kubectl create ns [netapp-acc or custom namespace]

[EIFEEEH) -

namespace/netapp-acc created
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d. BRI MWE netapp-acc (FHHEFIaH) RZEMR © #iEDocker& AL HIT FFa< :

kubectl create secret docker-registry astra-registry-cred -n [netapp-

acc or custom namespace] --docker-server=[your registry path]
—-—docker-username=[username] --docker-password=[token]
[E17&

secret/astra-registry-cred created

Z2#EAstra Control CenteriZ{EE

1. #ER .

cd manifests

2. #7#EAstra Control Center&iE&Zf&Yaml (astra_control center operator deploy.yaml) U8
F NS BRI ©

vim astra control center operator deploy.yaml

() WEmYR SREEIEE TS -

a. WRICEARERENE R « SBELAITERRIT imagePullSecrets: [] {RETFITHAEE !

imagePullSecrets: [{name: astra-registry-cred}]

)

b. #458 [your registry path] AR kube-rbac-proxy MEEEEPHE ARG EERRE F—

7 o

C. @& [your registry path] R acc-operator-controller-manager MR EIGTEPRHEA
BRER B ERRRIE E—2F o

<strong>astra control center operator deploy.yaml</strong>

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
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name:

acc-operator-controller-manager

namespace: netapp-acc-operator

spec:

replicas: 1

selector:
matchLabels:
control-plane: controller-manager

strategy:

type: Recreate

template:

metadata:
labels:

control-plane: controller-manager

spec:

containers:

- args:

- —-secure-listen-address=0.0.0.0:8443
- —--upstream=http://127.0.0.1:8080/
- —--logtostderr=true
= ——v=10
image: [your registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP_LOG LEVEL
value: "2"

- name: ACCOP_ HELM INSTALLTIMEOUT
value: 5m
image: [your registry path]/acc-operator:23.04.36
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
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port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi

securityContext:

allowPrivilegeEscalation: false

imagePullSecrets: []

securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. Z#EAstra Control Centert®{ES :

kubectl apply -f astra control center operator deploy.yaml

[EIFEEEH) -

namespace/netapp-acc-operator created

customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.

netapp.io created

role.rbac.authorization.k8s.io/acc-operator-leader-election-role created

clusterrole

clusterrole.

created

clusterrole.
rolebinding.

rolebinding

.rbac.authorization.k8s.
rbac.authorization.k8s.

rbac.authorization.k8s.
rbac.authorization.k8s.
created

io/acc-operator-manager-role created
io/acc-operator-metrics-reader

io/acc-operator-proxy-role created
io/acc-operator-leader-election-

clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-—

rolebinding

created

clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-

rolebinding

created

configmap/acc-operator-manager-config created

service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

4. FESRPOdIETEHAT -
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1.

kubectl get pods -n netapp-acc-operator

R E AstraiZddy

#m¥HAstra Control CenterB3]J &R (CR) 8% (astra_control_center.

REMBERE

vim astra control center.yaml

() YR SISREIEE TS -

IECREFERD FORRE -

<code>accountName</code>

e

i &

accountName

<code>astraVersion</code>

)

G AE

astraVersion

& =it
B¥ accountName F F&
EBEEEEAstra

Control CenterfR 5 #2E1L
RARGRYSATE - REER—
(BB

58 $a5Y

EEREMAstra Control  F &
Centerfli s © lEERZEAR
ZE2EMAEE - AAILE
{BEiFTESIEA ©

yaml) #ETHRRE » 324 « B

5

Example

&)
23.04.2-7
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32

=

X &

astraAddress

<code>astraAddress</code>

58

B4E astraAddress F
BELETLERPFE
FIBIFQDN (E:&) =HIP
itk ~ LUIfFERAstra
Control Center ° LtE{iztik
EZAstra Control
CenterfE ERIFLEIER
AR URERST
BER - KB H T A
A & A9AEREIFQDNEY IPiL
HE "Astra Control Center

Mzt : B70fER
http:// 3 https://

$RE
F&

#iykAr o B &LEFQDN
DMETER(ER BED

B o

<code>autoSupport</code>

CHERBHPREFERELCRESES
BEE - FEFERERER (E

B|IE f&£/A
autoSupport.en AL enrolled

rolled oY url WAZEEEEURE
fi

autoSupport.ur AL, enrolled
1 3 url WZEEEENRE
i

184442)

eIt g spid]
B8 enrolled for Hitk{E

fRRT
ZEAutoSupport
false BANKE
AR HERR AR T I
AR B RV
true WANELR
G o &RE
true AJBERE
EHHZEZE NetApp
MZR 2 - T8
RIEIEA false
TR EARER
4&NetApp ©

IEURLREERE FH
FIEVEEE -

5

astra.example.com

EiNetApp E BN ZIEFEATEXNetApp Active 1Q TAE ~ MURERH
£ CFIBEXEEREEESR

vl

false (LEATE
18)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup
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<code>email</code>

o

email

<code>firstName</code>

oA

X &

firstName

<code>LastName</code>

=

X e

lastName

=L kY

B email FHREFER FH
AR RS EIREE N

At o BRI E FERA-
WLAEFERFER BED

BF o tEEF BRI
EAVIAIRAZEAUIR
ERERTE - TEUW

Zl|Astra ControlFRE 4

BYSEA] ©

5 HE

BlAstralk FHERABEITE  FH
RANARREIE SN
FoFE—REAR UL

R fERNREEETR
FEUIBYIRER o

5 EhY

BiAstralE P ARRIMIENTE o8
RMLERBIR o 2
—REAE - I
194,78 MR E VIR
g o

5

admin@example.com

eyl

SRE

5

Admin
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<code>imageRegistry</code>

ARSI E & T i H AstrafE T2 821& « Astra Control Centeri & F#1Astra Control Center
HeIm{#ZEMN ARG E R o

o

ax A&

imageRegistry.
name

imageRegistry.
secret

MRITCEARF B
BN E
imageRegistry.
name' requires
a secret.

IMPORTANT: If
you are using
a registry
that does not
require
authorization,
you must
delete this
‘secret 1T
imageRegistry
BRIZEREK
E& o

58 pLi

TERRAMBGH FH
MR E PR s E—

& o sHINER
http:// &

https:// &R
LB o

FARRERRIMGE SR Fh
AIKubernetestézs
78 o

gl

example.regist
ry.com/astra

astra-
registry-cred



<code>storageClass</code>

oA

X &

storageClass

=L kY

#¥ storageClass B8 F&
%R ontap-gold &
LHEEFTFE S —E Astra
Trident storageClass &
IR © HIITAR S kubectl
get sc J—X#U'ﬁ‘fﬁufﬁﬁ
HE & ERFIER o &
AEEMEERERY
AEAF—E Astra
Trident BY 17485
(astra-control-
center-
<version>.manifes
t) *II'ZH%’rﬁHE’:‘Astra
PV o MNRKZTE -~ AIE
fEFRTERRVRETFLER ©

By5E - QD%E', % TRR
#F4ER  SREETCE
ME— EE?E Sy EE A
=485! -

<code>volumeReclaimPolicy</code>

"

i e

volumeReclaimPoli
Ccy

58 $hE

EAAstrafIPVERELIUR FE
[RA o BFIL/RRIRES
Retain flBRAstraf&f®
BRHBUIRE o FIL/R
BIERE A Delete fil
FRAstraf& i FRIFERTR

& o MNRKKTELEE ~
BZ{REPV o

yBee

£18

5

ontap-gold

* Retain (EEFER

&)

®* Delete
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<code>ingressType</code>

=

X &

ingressType

e kY

FEATIHEP—EBAOD FH
$aA

Generic
(ingressType:
"Generic") (F8z%
MREERS—EAO
EH2R ~ HRFERR
CHAOZESIZS ~ 5BE
FBILE3EIR o EBZE Astra
Control Centerz & - &
ZERTE "ALERIZR"
fEFBURLABHAstra
Control Center °

AccTraefik
(ingressType:
"AccTraefik")
WRIEAEREAOE
Hl 28 ~ SH{ER IR o
BEEEFEAstraiZHl g,
traefik {E
AKubernetes & &
PR RYARFERVRAZE o

Astra Control Centerfs
B Ta#FHss Ba
BIARFS (sve/traefik

(f£Astra Control
Centersp B ZE=RH) -
W E KSR FEAY S
EZBIPAL o YNRICHVIR
IBAFEETEE 8
IR R E B 1
2%~ Al AfEEfAMetallB
g HAhIMEBARTS & &
8723 ~ IEIMEBIP(L3ETE
IKAGARTS o FEREFDNS
fRIARBSAERE T - IBFERZ
#Astra Control Center
FriERDNS&Efsma
T ERIPALLE o

MisE : NEE Te&®FE
831 MACRRFFERIEAY
RN
;_R" o

IR

* Generic (E=2FE

R&IE)

* AccTraefik



<code>scaleSize</code>

=

X &

scaleSize

"

X &

astraResourcesSca
ler

=L kY

Astra TERREFEASIE F&H
E (HA) scaleSize

B Medium > FBFATE HA
FPERE XS #ARTS L B
EZEERUBIRT

B o B scaleSize

2 Small ~ Astra &R
DETBIRFERIRASEL

£ - BEARIRTEERI
LURMERE ©

TR ¢ Medium ZPES

E%9100 & Pod (8
HEERBMEITEaH

) ©100 1@ Pod WA =1E
FEIZEA =@ T eSS

(HREARERE) o 55

B AELNRESR =

18 Pod BIAEER FRHI AT AE
Z2EME - FHEEE

JE SE BB 22 BT o

<code>astraResourcesScaler</code>

58 $RE

FRNETEEERR FH
FERNERZE - kT8

5% ~ Astra Control

Center& it¥tAstralyay
KEDTTHREERE
KREETTERE o tEAARE

A& Astra Control
Center#i s &7 FEA

X aHMET LN
HIRIEFR ~ SHEFEN

o
RE °

i ~ EEAE/NFEE
AR R EREAF
AIZfERA TCRy M

astraResourcesSca
lar AJRERR 43 Off ° i&
BFERBEREXR TR
g&ﬁid\ﬁ’\%ﬁt%ﬁ

IR
* Small

* Medium (GEETEZ

8)

IR

®* Default (E%fﬁi\
%18)

* Off
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<code>additionalValues</code>

° #4712 Astral Control Center 1 Cloud Insights 3851 ~ {kTEER G =/ TLS R:EERE o o] UTEHHIE
T—&f ~ LABRAR Cloud Insights £ Astra IO EEEMTERE 2 BB TLS ReEERE

additionalValues °

additionalValues:
netapp-monitoring-operator:
config:
ciSkipTlsVerify: false
cloud-insights-service:
config:
ciSkipTlsVerify: false
telemetry-service:
config:
ciSkipTlsVerify: false



<code>crds</code>

I AR AYIEIE R E Astra Control CenterfEUN{AIERIER AERH ©

BRI EicEC] g spid] #i451
crds.externalCert UNREFEAINDREE HME False (IEATERE
Manager HiE « BETE )

externalCertManag
er & true ° JBRE

false 3¥Astra Control
Center{E Z4E AR 2 4E
HEeNREEEERE

PrEsE -

CRDEZ(EEEMNY

5~ ZEBLEY)HERE
SR AR EE IR

9 o BRI LU LERERE
mlAstrafZEdl e 3% HER
B RTMELEERENR
Hi&HRAstraiZ il Ficgh
MEEEIEE LR R

BIE o

crds.externalTrae {KTEs% * Astra Control #ME False (IL{EATERE
fik Center8@ ZHEENE )

B TraefikE A E>

H - CRDEEEZEEMN

Yt ~ ZEELEYHE

AEE R EERENEMED

7 o WEI LUE AL FERE

M AstrafZ i 0 E% HER

3N RTEBEERER

H A& AstraiZ ] Fuca g

HHNEETIEETZER

B o

() memzmers - AHACHABEEERNEEENNADEE .

<strong>astra control center.yaml</strong>

39



apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
"ASTRA VERSION"

"astra.example.com"

astraVersion:
astraAddress:
autoSupport:

enrolled: true

email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
scaleSize: "Medium"
astraResourcesScaler: "Default"
additionalValues: {}
crds:
externalTraefik: false
externalCertManager: false

SRR AstraiZH FOMIRIEERE

1

2

40

- MREERE L —TPHITUEEN(E -

kubectl create ns

[ElFEEE)

namespace/netapp-acc created

. TE &t Astra Control Center netapp-acc (S HE]) %R -

kubectl apply -f astra control center.yaml -n

namespace]

[EIFEEEH) -

BRI netapp-acc (FHEF]) thZER -

[netapp-acc or custom namespace]

[netapp—-acc or custom



astracontrolcenter.astra.netapp.io/astra created

@ Astra Control Center %%Eﬁﬂ%%@]*ﬁﬁiaiﬂ 23K o BK "R RIREE R LR EE KR ~ T Astra

Control Center H#/AIEREF - F2H T —H RMELRBPRAEREEMHNESAR -

BRsE RATIARE
"T‘EJLXTE%kubectlﬁ%%ﬁﬁ%ﬁ%%ﬁﬂf% o NREARYFEF OpenShift « I E] LAERBLIFIIERA R < 3E

0N

B

ﬁuﬂi
1. R ERFAELEEERERANESNE

kubectl get acc [astra or custom Astra Control Center CR name] -n

[netapp-acc or custom namespace] -o yaml

() Astra Control Center {FERSP B EHMEENE o
2. (EEEBEERBEFERIIESHRIE -
()  cEumRImERS  WUSERE B3 EAH Astra Control Center ©

3. BEEBEHMIhREMBRGTH

kubectl get pods -n [netapp-acc or custom namespace]

S{EPodAYIRAERES Running ° ERBERMPodAI SERE K D FEAVRFR o

E1TEREE D
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I tl]

NAME

RESTARTS AGE
acc-helm-repo-6cc7696d8f-pmhm8
9h

activity-597fbo656dc-5rd4l

9h

activity-597fb656dc—-mgmcw

9h
api-token-authentication-62f84
9h
api-token-authentication-68nlf
9h
api-token-authentication-ztgrm
9h

asup-669d4ddbcd-fnmwp

(9h ago) Sh
authentication-78789d7549-1k686
9h
bucketservice-65c7d95496-24x71
(9h ago) Sh
cert-manager-c9f9fbf9f-k8zqg2
9h
cert-manager-c9f9fbf9f-gjlzm
9h

cert-manager-cainjector-dbbbd8447-b5gll
9h
cert-manager-cainjector-dbbbd8447-p5whs
9h
cert-manager-webhook-6£97bb7d84-4722b
9h
cert-manager-webhook-6£f97bb7d84-86kv5
9h

certificates-59d9f6£4bd-2j899

9h

certificates-59d9f6£f4bd-9d9%k6

9h
certificates-expiry-check-28011180--1-81kxz
9h

cloud-extension-5c¢9c9958f8-jdhrp

9h
cloud-insights-service-5cdd5f7f-pp8r5
9h

composite-compute-66585789f4-hxnbw

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running



9h
composite-volume-68649f68fd-tb7p4
9h
credentials-dfc844c57-7sx92
9h
credentials-dfc844c57-xw26s
9h
entitlement-7b47769b87-4jb6c
9h

features-854d8444cc-c24b7

9h

features-854d8444cc-dvosm

9h

fluent-bit-ds-9tlv4

9h

fluent-bit-ds-bpkcb

9h

fluent-bit-ds-cxmwx

9h

fluent-bit-ds-jgnhc

9h

fluent-bit-ds-vtroék

9h

fluent-bit-ds-vxgd5

9h
graphgl-server-7d4b9d44d5-zdbf5
9h

identity-6655c48769-4pwk8

9h

influxdb2-0

9h
keycloak-operator-55479d6fco-slvmt
9h

krakend-f487cb465-78679

9h

krakend-f487cb465-rjsxx

9h

license-64cbc7cd9c-gxsr8

9h

login-ui-5db89b5589-ndb96

9h

loki-0

9h
metrics-facade-8446£f64c94-x8h7b
9h

monitoring-operator-6b44586965-pvcl4

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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44

9h

nats-0

9h

nats-1

9h

nats-2

9h
nautilus-85754d87d7-756gb
9h
nautilus-85754d87d7-g8757d
9h
openapi-5f9cc76544-7fnjm
9h
openapi-5f9cc76544-vzr7b
9h
packages-5db49£f8b5-1rzhd
9h

polaris-consul-consul-server-0

9h

polaris-consul-consul-server-1

9h

polaris-consul-consul-server-2

9h

polaris-keycloak-0
(9h ago) 9h
polaris-keycloak-1

9h

polaris-keycloak-2

9h
polaris-keycloak-db-0
9h
polaris-keycloak-db-1
9h
polaris-keycloak-db-2
9h

polaris-mongodb-0

9h

polaris-mongodb-1

9h

polaris-mongodb-2

9h
polaris-ui-66£fb99479-gp9gg
9h

polaris-vault-0

9h

polaris-vault-1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



9h

polaris-vault-2

9h
public-metrics-76fbf9594d-zmxzw
9h

storage-backend-metrics-7d7fbc9cb9-1md25

Sh

storage-provider-5bdd456cd4b-2fftc

9h
task-service-87575df85-dnn2qg
(9h ago) 9h

task-service-task-purge-28011720--1-gbw4r

28m
task-service-task-purge-28011735--1-vkopd
13m

telegraf-ds-2r2kw

9h

telegraf-ds-6s9d5

9h

telegraf-ds-96j17

9h

telegraf-ds-hbp84

9h

telegraf-ds-plwzv

9h

telegraf-ds-sr22c

9h

telegraf-rs-4sbg8

9h
telemetry-service-fb9559f7b-mk917
(9h ago) 9h
tenancy-559bbc6b48-5msgg
9h
traefik-d997b8877-Txpf4
9h
traefik-d997b8877-9xv96
9h

trident-svc-585¢c97548c-d25z5

9h
vault-controller-88484b454-2d6sr
9h
vault-controller-88484b454-fcbcz
9h
vault-controller-88484b454-jktld
9h

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Completed

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

45



4. (GER) BEMRZESTMN ~ BAUERE acc-operator R TS o

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

()  zooiost REBHREE LR \ MRKK - FEBHHBIH - MRIVBTISL I
B R LUBBERE R BER 7EUI I E TIE72" AP -

o. BFFIEPodERTEHNITEY « sAMESRZEERLIN (READY & True) MEEISIZE AAstra Control CenterBFPffEFERY
VA E 2

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

[E]FE :
NAME UuIlbD VERSION ADDRESS
READY
astra 9aabfdae-4214-4cb7-9976-5d8b4cOce27f 23.04.2-7 10.111.111.111
True

@ EBUUIDTE - ZHERE Acc- #EE RUUIDME (acc- [UuUID] 3¢#&E ~ TEULEEHIH ~ acc-
9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f) ©

REAOUETEHTE

SR AR EKubernetes A O 282K EIRSMEBARTSFEN © MIRIGFERAMNTER(E « ELEEFZIRMEA QSR
REHB ingressType: "Generic" Astra Control CenterE5]& R (astra control center.yaml) ©
MRITIEE ~ AIAREEFERILIER ingressType: "AccTraefik" Astra Control CenterBs] &R

(astra control center. yaml) ©

ZBZE Astra Control Centerz & ~ IREERTE A OZEHIZS « LLURLEERAstra Control Center ©

2% S BB ISR A O EEHI2S 48R M A FFAE o Astra Control Centersz 38 %18 A UG HI23487! - ELERER
FARMETHA ORISR E R SIS B -

* Istio A

* Nginx A O#EH23

* OpenShift A 1% 528

ez Al
© BB CALERIR RERE -
© o "AOER" RERIIHEN AOZEHE o
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https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class

Istio AR 5%
1. &HEIstioAd °

()  ivRsERER IR AERERRESsto -
2. REES BT IngressEFIER/REMAESIRIEE o
EEILUERCAE BN AREBIEE - —RAEUARAstralIll (FQDN) o

AL EA -

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

3. B M t1s secret name $BE! kubernetes.io/tls FHTLSTAE S IBF/REE istio-system
namespace YTLSHEEZRFRIL o

AL EA
kubectl create secret tls [tls secret name] --key="tls.key"
-—cert="tls.crt" -n istio-system

2 FBAESIE spec. t1s. secretName A istio-ingress.yaml HHR :

4. EHEEAOENR netapp-acc (HEEIR) Rz ~ FAVIERBARIEREEMHE (istio-
Ingress.yaml EAFIRFER)

47
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apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:
number: 80

kubectl get ingress -n [netapp-acc or custom namespace]

[EIFE :

NAME CLASS HOSTS ADDRESS
ingress istio astra.example.com 172.16.103.248

PORTS AGE

80,

443 1h



7. 52X Astra Control Center&4t o

A Nginving #5I83H95 55
1. BT fERAIME kubernetes.io/tls PITLSTARE EIRF/REE netapp-acc (HEETHE) HAZEM
NFR "TLSHEZR" o

2. EHEEANEIR netapp-acc (FBTo%) MHZEM ~ FAVIEREREAZHE (nginx-
Ingress.yaml FEARBIRFER)

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:

name: netapp-acc-ingress

namespace: [netapp-acc or custom namespace]

spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80
pathType: ImplementationSpecific
3. ERSE

kubectl apply -f nginx-Ingress.yaml

(D NetAppRSNginfs ISR RIS « T dacmonser °

OpenShift A Q#2880 B
1. BSIEHYRE « BUYS ] {HOpenShiftIREIEAM SR « /REMCAREE o
2. #370penShiftik|A :

49


https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

& AAstra Control Center Ul

gt Astra Control Centerz & ~ (SIS EETEREIE SIS - 15 A Astra Control Center UM&ZRM ©

ﬁ 3:hd
1. 1T2IEE23P « HA FQDN (83FE https:// -T—E_) astraAddress £
astra_control center.yaml AN fAIRFETT 8% 4C T Astra Control Center ©

2. NSRS R EREBIEE o
() casEBABRIEITES -

3. #EAstra Control CenterZ AEME ~ BIAGBEAME email EH astra control center.yaml AF{AIRF
1T 182245 T Astra Control Center » ZAB8 A¥IUARE S (ACC- [UUID]) ©

() MRCHABSTE=R  AGKETEREIRS 1558 -

4 BBA o
5. HBHR T B E RIS o

@ MREREFE—RBA ~ BETEEE - MERKRZIIHMEREREIIRD « BHE
"NetAppsziE" XBUSEZIERIE B

6. (ER) BRIRAMNBEHFBTLSERE « MWURM "H/EFFES([ (CA) HEENBEFITLS/ERE"

SEREHFAR LI

MRBERIRFEETE Error ARRE ~ (ST LU EECER © 3400250086 EHIAPIEIFEHES o ELEaRMELEW
FERYIEE o

‘EEIE
* AR@EAstraiZHPIORIREERE - FRATIIASR :

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

* BZEISE Astra Control Center CR By#gIH :

kubectl get acc -n [netapp-acc or custom namespace] -o yaml

50


https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/

T—t
- (ERM) VOMNBETRE  BERRESR EESE o
C BUTUSEREE "R T o

REINEREEERIER

WNEKubernetesHE=EPEFT/EEEIERER - BEEHITLENEDER

Center”"Z LI H ON/&EEIRIER ©

1. BREERERREEREN

kubectl get pods -A | grep 'cert-manager'

{€Astra Control

[EIFEEER :
cert-manager essential-cert-manager-84446£49d5-sf2zd 1/1
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg 1/1
Running 0 6d5h

2. AN R/ IRECH astraAddress FQDN :

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out

tls.crt

[EIFEEER) -

Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

3. ERSRIELERNEEREIINE

kubectl create secret tls selfsigned-tls --key tls.key --cert tls.crt -n

<cert—manager—namespace>

51



[EIFEEEH) -

secret/selfsigned-tls created

4. ¥3] ClusterIssuer U MHEUPMNERESENGREMBE cert-manager BEZ%#Pod :

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:

secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

[ElFEEE)

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

O. FEs¥ ClusterIssuer BIEFERIE) o Ready WZERE True [THEBEZHI

kubectl get ClusterlIssuer

[ClFEEEf] -
NAME READY AGE
astra-ca-clusterissuer True 9s

6. 2Rk "Astra Control CenterZ4LF2%" o B "Astra Control Center#s £ YamIFrEERVAERE H BB (BT H g
BECRDfA ~ URMIMBLE T REBIERER o B BEZEHARISSRLEL BR « Astra Control Center SEH¥
SNEREFE B IEIET ©

{EFFOpenShift{FE R AR 2 L 5 Astra Control Center

AR IE(FEFARed Hat OpenShift ~ AT L{#FRed Hatzl:8 BV EE K Z 8t Astra Control
Center o F&{EALLIZF {28 Astra Control Center "Red Hat4E R %47 H %" s¢ffEFARed
Hat OpenShift Container Platform o
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SERIEIEFZ % ~ ENBEIROIRETRRE « A Rese "FlIiP B LUBRERERTHIILE A -
FEYaZ Bl
s NARIBIRMEN | "HBRREZA « sALEBRTFIRIELIETAstra Control CenterZfE" o
c EERNEEEHEFHEAPIRE :
° OpenShiftEER(RFIA = EIREEEENEIEE ¢

oc get clusteroperators

° f€OpenShiftizE « FEIRFTAAPIIRFFEREREI B2 AREE -

oc get apiservices

* * FQDNfizit* : ER8 & ¥HutAstra Control CenterfIFQDN{iLLLE o

* * OpenShift#fR* : VS M EMHFRII7ZEYRed Hat OpenShift Container Platform ~ LI TRrifipy 2244
B o

c ERTEHEREEIERER  IRZBETPOEFEEESSERER « CEEHITEEEE "UELS " FHitbAstra
Control Centerf 2 H /RSB IETET o {kTEER « Astra Control Center@ 7 L HiRI L& 5 2 /&5
BEIEEL o

* * Kubernetes A [1Z4128* © 1R EHE —{EKubernetes A 14282k EIRIMPARTSZEN ~ NS ERNEaHT
i « I EEBERTE A B Astra Control CenterfZECfER

a. BIEE Fan Rz -

OC Ccreate namespace netapp-acc-operator

b. "FEREE" ARG A OSSR o
TR
* & #EEXAstra Control Center
* ZiENetApp Astra kubecl9MEER,
* [RIBRERITIE EAE SR
* [EHRFELEEH]
* [REIRIER]

+ Z2#EAstra Control Center

T #E I #EEXAstra Control Center

1. B "Astra Control Center FE{EE" i NetApp SZHE4F1Y o
2. T#{f1 5 Astra Control CenterfE4E40E (astra-control-center-[version].tar. gz) ©

3. (E:&EAE) T #iAstra Control CenterfV/RFEAZE L EM (astra-control-center-certs-
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[version].tar.gz) GEsEFHES @

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version].tar.gz

WBENEET e Verified OK BEEBRRINZTE

4. 1#tAstra Control CenterEgt4H S HEEV R -

tar -vxzf astra-control-center-[version].tar.gz

Z4ENetApp Astra kubecl9MIER
1A LAE R NetApp Astra kubect! an L FIIMIZT ~ IERRIEIXZE M Docker fE7FE o

FIsEZ Al

NetAppA R RIFICPUZRIBHIFE R MR HIMIER “H(IE - MITIL TR Z AT » MRS THICPURIERE

i"%
1. 5| HP] FABINetApp Astra kubectSMIMET &G  Wad FIEERARMCPURIBPIE ISR ATE

()  KECBECTYMAERBRtarEfy—% - SHEEIFKIFH kubectl-astra °
1s kubectl-astra/

2. BIERER EMEBREBRIRE « WAFHEMN RS kubectl-astra !

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

R BRIGHTIE A B

1. BRI Container5 | BB E D RIER
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Docker

1. i EltariEZRE & - KRZGBESEEEMBER -

acc.manifest.bundle.yaml
acc/

2. f&Astra Control CenterB{& B # PRV E M IRGRIEE T AT 8% o MITZ AT ~ FBLEIT TIEMR push-
images W% :
° LI<BUNDLE_FILE> Astra Control B2 S 1ERAILTEENM (acc.manifest.bundle.yaml) ©

° BL&It;MY_FULL_REGISTRY_PATH&gt; Dockerf#7ZERIURLEX 18 ; Bl "<a
href="https://&lt;docker-registry&gt;"" class="bare">https://&It;docker-registry&gt;"</a>

° B{<MY_REGISTRY_USER> {£fH&&MBEUL o
° LI<MY_REGISTRY_TOKEN> E#EHIIZHEMER AU o

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. 1 EtarEZMIRB R - TRZSFIEBEERMBR

acc.manifest.bundle.yaml
acc/

2. FALHE

podman login <YOUR REGISTRY>

3. HHHEEMEIPodmanhiR s « ZFEIMIT FIIEP—EBIESH - LB EMF B EREFEEEURLE
H<MY_FULL_REGISTRY_PATH>

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

() t5omERRIaBREEs ER THIR  FBEERTE :

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.04.2-7/image:version

SHIRMFEREER
1. B TIEP—ERF « UFRRFERZRKER :

° ##Red Hat Openshift WebE %S :
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i. & A OpenShift Container Platform Ul o
ii. {RAITHEER P ~ EEBE F>EHFHIE* o
iii. $¥3=23EEIENetApp Astra Control Center&iE# o

@ netapp-acc-operator x

Latest version

Capability level

How to deploy Astra Control

Refer to Installation Procadure to daploy Astra Control Canter using the Operator.
Jource Documentation
Certified

Provider

NetApp

Repository

N/A

Container image
N/A

Created at

]

Support
NetApp

° #tRed HatERER A H R -
i. 3E#ZNetApp Astra Control Center "&iE&" o
il. I EREFFER o

Red Hat "
Ecosystem Catalog Hardware Software Cloud & service providers

Help Resources All Red Hat

Home > Software » OpenShift operators » Astra Control Center

Astra Control Center
Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Overview Features & benefits Documentation Deploy & use FAQs Get support

Have feedback?

Overview

1. e ZRIBEE RET ZEIRES

() EEFUERFEEEHSES -
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a. ERVER Fan L=k netapp-acc-operator AEEREEERL - MAIRIEEZEN—I7D -
b. EENFENEK BENZAERER o

() emaFome  SEXEQENTEEETRTEE -
o. BB o

() ORCREFHRERE ARSRTOREIRFENTHREHE .

2. REZEABE MEERRERS) R  BEBIREEEMhZRE

224t Astra Control Center

1. {EAstratZhlFICIRIEE* AstratZhl RO RS IRBANEES « ERCEIIERR

Project: netapp-acc-operator

Installed Operators > Operator details

netapp-acc-operator
%} 2340 provided by NetApp Actions  «

Details  YAML  Subscription  Events  Astra Control Center

AstraControlCenters  Show operandsin: ® All namespaces O Current namespace only

No operands found

Operands are declarative components used to define the behavior of the
application.

2. 52ff Create AstraControlCenter FRERAL -

a. {fRBB A% Astra Control Center& g o

b. #fri¥Astra Control CenterfJ1Z% o

- AFASER B EXIE - EERE TR ThEE -

. ¥ AAstra Control Center FQDNZEIP{iidit o 55703 A http:// 3 https:// 7 sk HE{6IA o
. B A Astra Control Center s ~ %0 23.04.2-7 ©

f MANRS ST - EFHHFMUMERSHK o

g. ZEERVolume[lUg R B Retain v Recycle B 'Delete o FHFR{EA Retain ©

h. BEERZZ4ER) scaleSize ©

o o0

0]

Astra TERRZFEASAIBE (HA) scaleSize By Medium @ BRATE HA REfERZH
()  RELBESEEAUSHS o 8 scalesize i snall » Astra FIEDFARRTEH
HAME « BRARBERI - WA ERE o
L SRR ACIERR :

* Generic (ingressType: "Generic") (F85%




MREFERS—EADOZESRZS - IRGER B S AOESI2S « sAFEAILEIE o i Astra Control
CenterZ % ~ IRBERTE "AZEH|25" EAURLARIAstra Control Center ©

" AccTraefik (ingressType: "AccTraefik")

MRIBREREAZTESSS « SAEAILEE - EEEEAstraiZFlA0y traefik FERD
Kubernetes & & 25 FBRIARTS o

Astra Control Centerff 8 & & F#23 FREMIARTS (sve/traefik (TEAstra Control Centerdn$ e
ER) ~ TERSRKAIFEAVIMBIPAILL - NRIEHIRIE AT B &S THES - BRHRRTEEHTHS

Ba A fEEFAMetalLBE E I ERARFES B 2 F 4725 ~ AGIMNEBIPAIUEISIREAGARTS o TEASBDNSTRIARZS AR AR
F ~ R FERZ Astra Control CenterFTERIDNS % 8150 & & FERYIP{IE o

() % ranTes MADESELOMERR  BS0 BR -
* EHEEEE  WACHENSEROBESE WA netp:// Fnceps:// & ik Bl
b. MBCEABERBOMGES « BBABRGRE -

() NRCERRERBOBE - EHE RIS o

C. MABEERTF -
d. REERET °
e. RMHIARAVEFLER

() wRezEEREEER  ARECER—AAERRNHEEER -

f. EREZEERHERERIFETE o
3. 3#HY lYaml) #1RLABRIEFIERIERE ©
4. ¥EHEY Create ©

FERVAC k7 T

MRIECFERAFEEEREIER: « 55T OpenshiftieE LIS ~ ABRETHAZIBELTE Create
AstraControlCenter ZREMHNL o

1. AAstra Control Centeri@ EFE I fp 2R -

oc create ns [netapp-acc-operator or custom namespace]

2. AR EEPRULME
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oc create secret docker-registry astra-registry-cred n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
—-—-docker username=[username] --docker-password=[token]

@ Astra Control{£3z#EDocker& $Ei# 2% o
3. EHERMEERBENL Createy (3E3z) [PE ! Control Center) ZFRESMHML o

5

SERY "FIERT B HEEEFEAstra Control Center@ B ZEEMIN ~ SAREAITEHIZE (ER) ~ REFT AUl o It
Gh ~ BB EHIT "S2E L{E" LEESTRHE ©

Z2dt Astra Control CenteriZfizCloud Volumes ONTAP —EINFEM (#1Z R IR

& T Astra Control Center ~ f&FAETE R EIRIEPFEHA B EEMKubernetesz&= 5
#Cloud Volumes ONTAP EfIZREIRERTER o KAIUEARSEFERIKubernetes&= £,
EimiRiE N Eh—1E B H EEKubernetes# & L #8E Astra Control Center ©

BT HP—IEEE - EHEEFEACloud Volumes ONTAP FFIEA—IEEE « U T AXRNITRARENER SIE
B2 | iNetApp ER#EFR IR - St A IR SIEFERRERFHBE

EE7EAmazon Web Services (AWS) - Google Cloud Platform (GCP) #IMicrosoft AzureFR %28 Astra
Control Center ~ M#&ALCloud Volumes ONTAP B EE[#ERIR « AR EHNEIRIRIZME « FITFIIPER o

* f£Amazon Web ServicesH ZfZEAstra Control Center
* £Google Cloud Platform/&BZAstra Control Center
* fEMicrosoft AzureHEfZE Astra Control Center

Sl fEA B R EIERKubernetes#E £ ~ HIM0penShift Container Platform (OCP) ~ 1E3frik A~ EIEFER
2 - REBHEENOCPEEC B BT « I AN EZE Astra Control Center ©

7£Amazon Web ServicesHZfEAstra Control Center

e LATEAmazon Web Services (AWS) ABZE FABFHEEKubernetes#& & HEBZE Astra Control Center ©

AWSFREERIINAE
EAWSHEEZ Astra Control CenterZ i ~ I8EET5IIER

* Astra Control CenteriZ# o 3528 "Astra Control CenterfZEZE K" o

* "f¥&Astra Control CenterfJE K" o

* NetApp Cloud Centralfk /&

* MNREFAOCP « BJRed Hat OpenShift Container Platform (OCP) #[R (i en$aZ=fE/E 4k L2 I Pod)
* AWSEEEEER « FEUDHINZE LR « AEFRCEIFEFENEZIEER
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* AWSIREEMA23EEE (ECR) EFEEEEZEA
* 7ZHXAstra Control UIFFEERIAWSEEE &igFIRoute 5318H

AWSHIEEIRIEE K

Astra Control CenterfEE FFAWSEEIRIE ©

* Red Hat OpenShift Container Platform 4.8.

(D  mRem@EHAsa Control CentertyFEBHF ABBER XA PAILNESERBER o

R TIBIEMERTER ZIM « Astra Control CenteriZ2 B E M7 &R ©

ToiF
1% NetApp Cloud Volumes
ONTAP el ER =

TEEEE (AWS EC2EK)
I=EREL e
FQDN

Astra Trident (ZZ£[ NetApp
BlueXP (B78#%Cloud Manager)
AKubernetes#&=£1ZZEH)

BREGE ER

EEPN
FE/DEH300 GB

MHZ/DIETIEERL « BEERE4EvCPUZOFI12GB RAM
RFFERE TaHTEs TRARBADREEXEFEIRIEZEPRIRT
#Astra Control CenterfyFQDNI5A & & &Pt 8Y /5 5%

Astra Trident 21.0045 EFARASE LN R E ~ HNetApp ONTAP BYkR
Q.53 FH A TR IR

R BEERIRAENIAEELE - HIZNAWS Elastic Container& g ~ A 8E
#&Astra Control CenteriZ2 EMUGIHEAEH P o (KEERHEMGEERAIURL -
LUE E1Ei & o

Astra Control Centerst & &Mzt E R E X HAESH7ZEE
O PR « AR LR R R
I o]
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Tt B

Astra Trident / ONTAP EstrazB85 Astra Control CenterB B #7487 « WS HRE ATER#FE
Al o Astra Control Centersz1& F5ONTAP #&Kubernetesz £

ANetApp BlueXP (HIJ%%CIoud Manager) BRFFTEIIBIZIRINGE

BElHAstra Tridentig

vsaworkingenvironment-<>-ha-nas
csi.trident.netapp.io

vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

vsaworkingenvironment-<>-single-nas
csi.trident.netapp.io

vsaworkingenvironment-<>-single-san
csi.trident.netapp.io

@ LT KR Astra Control Center@ & BRI —HITHRARER « MRIBBEERITHMAE
A2 - AR E LR TEEEE'3R°

() AWSBSHEGETE12/)\FEPBH « 2 BN AEH Docker MBS EHLE o

AWSTRELEEE

= JJ:

LU 2% % Astra Control Center for AWSBIFEF42EE « Cloud Volumes ONTAP Ef 8 S UEAEFEEIRAIH

fE ©
LU s R BR S E LS ER o
1. BRIEHER BHHIAMIERR o

. 7EAWS _t%Z2#5RedHat OpenShifti £

. BREBRRAWSHINetApp BlueXP ©

2
3. BRTE AWS o
4
5. Z4EAWSHIAstra Control Center ©

HERCHER R SIRIAMAERR

RS ESNIAMA G FER « alEE 2 4ERedHat OpenShiftéEEFINetApp BlueXP (Fi& #ACloud

Manager) Connector ©
A2 "WiE AWS REER o

EAWS % #tRedHat OpenShifti £

TEAWS £ #ERedHat OpenShift Container Platform#£ o

WMELESST « 55280 "7E£0penShift Container PlatformBJAWS E & H#EEEE" o
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RE AWS

TR ~ SREAWSLUR I EHAEES « SREEC2EFHITER « BILAWS S3HEFEE « BiEMR:EE (ECR)
W EEE Astra Control Centerfif& ~ ARSI GIEE LB % ©

RIS BAWS X TEAL T B o 5 2B "AWSZEES " ©

1.
2.
3.

BT AWSEHAERE ©
1BEREC2IEFTMITIER o B UEAWSHRIRIEAAREZTVM o
NRBITERSRE MRS T BRI TIEENR M AstraR BB IRT K « SHEAWSHEE R TERSIRE T

G AstraZEsR o :52f "Astra Control CenterZ2sK" o
B E/D—(EAWS S3HFERIREFEZHED ©
I AWSTEM ContainerEdt (ECR) ~ UEREEHMMAENEBTERESRFMEKR o
WNEREFKEIIECR ~ Astra Control Centerfd £ =B Cloud Volumes ONTAP AWS& IxAY

()  =EmEEEmELE - KEBREATESEMAsra Control CenterR R R ERBAIHE
£ 7ZERAWS ECR ©

REACCBRIRIEIX B (T E FAVE B%

AWS Elastic Container&$% (ECR) HEft@7E12/\EHEIBER « BB ISR 1 SRR 4HK o
(i) #Cloud Volumes ONTAP $HIAWSERERIMNAEEITHINAEE EIBRETERIBES - L@ B4 ILR
55 o EE(ET LS « BERAECRES « A EMNE « BEEERIERIE o

M 2AWSERE A -
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u ACC - AWS NetApp CVO Deployment

(2

Amazon ECR
Hosting ACC Images

Amazon EC2 2 Amazon EC2

nnnnnnn

Seom | Gem Gem

OGP Platiorm Cluster B Application Cluster

NetApp CVO Single Node NetApp CVO HA Multiple AZ
; mvamoimyzone U vambmyzone 0 0 vasomyzone  mvaaniny Zone
I US_EAST-1A : US_EAST-1A ’ US_EAST-18 US_EAST-IC
| [ D v | .. i
! i | Pearing ' ' :

........

Openshi S | ! opensin cvo i | Opensmn Openshin cvo
. l Bmkena; Bs:m o Storage
& HysaL Myl : Myl
RE AR AWSHINetApp BlueXP
fEFNetApp BlueXP (Fi&#3Cloud Manager) EII T{E& - #IEAWSERESR ~ B TIERIR « UREARLE °

A8 1EBlueXPX f+5ERl TIF B - SR TIIAR -

* "FAYA{EA Cloud Volumes ONTAP AWSHIIHAE" o
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manifestfile=astra-control-center-<version>.manifest
GCP_CR REGISTRY=<target image repository>
ASTRA REGISTRY=<source ACC image repository>

while IFS= read -r image; do
echo "image: SASTRA REGISTRY/$image SGCP_CR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA_REGISTRY/S$image SGCP_CR_REGISTRY/Simage
docker push SGCP CR REGISTRY/$image

done < astra-control-center-22.04.41.manifest
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kubectl create secret docker-registry <secret name> --docker
-server=<Registry location> --docker-username= json key —--docker
-password="$ (cat <GCP Service Account JSON file>)" --namespace=pcloud
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az acr login -n <AZ ACR URL/Location>
This script requires ACC manifest file and your Azure ACR location.

gh
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manifestfile=astra-control-center-<version>.manifest
AZ ACR REGISTRY=<target image repository>
ASTRA REGISTRY=<source ACC image repository>

while IFS= read -r image; do
echo "image: S$ASTRA REGISTRY/Simage $AZ ACR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA REGISTRY/$image $AZ ACR REGISTRYY/Simage
docker push $SAZ ACR REGISTRY/$image

done < astra-control-center-22.04.41.manifest

10. :REDNSEI ©

R EEA AzurefINetApp BlueXP (A5 %Cloud Manager)

fEFABlueXP (F&#Cloud Manager) ZILT{EFE - KEEZIFHIE EAzure ~ BIL TFIRIE - UMREBEAREE °
RS EBlueXPX 4 5ER AL ER o 2R "AzureHEYBlueXP AFIH5RE" °

FIsEZ Al
LFR B BIAMAERF A 77 EXAzurelik A

1. B ERIEREERFE EBlueXP o
2. ¥t AzurelEER3 © F52H "BlueXPRA|"
a. EEE* Azure *{EAHAER o
b. B AAzures?sBE K ~ BIEEATRERID - ARmEZMER: (FAF) D
B2ME "WEBlueXPriEAzure R EI%23" o

3. HESDEIESRIETET « WY HAEZIEREER o
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Cloud Manager

4. BICHEIRIRIEET TIFRIE o

a. i :
b. #A :

IMicrosoft Azure] ©

Cloud Volumes ONTAP TEHA] °

Cloud Manager

Canvas File Cache

Replication

Backup & Restore

Compute

Account

netapp.cor

Synd

Connectors Add Connectar

Q

AZUTE | WESIUSZ | W ACTIVE

] azurecioudmanager

Azure | centraluseuap | = Active

[[] evo-aws-connector

WS ® Active

us-2ast-1

] ovo-connector-gep

Google Cloud | us-eastd | = Active

TestazHA

Azure | westus? | = Active

azure-cannector

Azure | westus? | w Inactive

Manage Connectors

Go to Local Ul A
Gote Local Ul 2
Go to Local Ul A
Go to Local Ul A

Goto Local Ul 2

Cancel Q

Connector ~

All Services

Add Working Environment

°
©

Cloud Volumes ONTAP

©

Cloud Volumes ONTAP HA Az

High Availability

Choose a Location

[ L}
= aws [
Micrasoft Azure Amazon Web Services Google Cloud Platform
Choose Type

@

ure NetApp Files

High Availability

On-Premises

®
Hubernetes Cluster

Q, if you want to discover an existing Cloud Volumes ONTAP HA in Azure, Click Here

o. [ AOpenShift&fE - FEARFERELCHRIIN TR o
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a. JEEF Kes > REBE > REFMAER" « A 21ANetAppREFAET K o

Cloud Manager

Canvas Replication Backup & Restore. K8s ata Sense File Cache Compuite Sy All Services (+9) w

Cluster List » Cluster Detalls »

targetazacc [Aupdate Kubeconfig Connect to Working Environment

Status Cluster Version Added by Valumes VPC Date Added Trident Version Provider
s i EE Microsoft
‘\:,_) Running v1.21.6+bb8dS0a Import 3 - April 14, 2022 v21.04.1 B Are

1 Working Environments

*  Provider & ] 2 + | Capacity

testHAenvaz ) | e westus2 10.00.016 .00 used of 500 GB available

1-1of1

3 sterage Classes Q
Storage Class ID % Provisioner % Volumes ¢ Labels
managed-premium | gl 0
tridant.
Xe1HS5pd-ha
vsaworkingenvironment-xr1hsSpd-ha-nas i NetApp 3 den e AT aetre
trident netano loforotocol=NAS +1 9

b. BFE A LAM Astra Trident liRZs o
C. :3FECloud Volumes ONTAP - E&TNetAppA B R BN EEHEER o

EZEALARed Hat OpenShiftE £ W5 kTERAVEATELER o K RILUEENETFEER o
Astra Trident Z7EEANIZEREFTEHZLE o

6. 75 F 2 tkCloud Volumes ONTAP IhaE S E R MIFh A IS EHE B TR o

7. A{EAB—HZ =] BEE(E o Cloud Volumes ONTAPHIER B EXFHA ~ 33552 FAzure REITHIHALRBEF]
EIEAEREAREE o

L R EAzurefJAstra Control Center
{EFR@# 224t Astra Control Center "Z4E:57EH" o

{8 Astra Control CenterfiAzuref7EE o 552 R "% Astra Control Centerifi#igizE=l" o

L2415 55 F Astra Control Center

HRIBWIRIETE ~ L8EAstra Control CenterZ B o] SEEEZBIMYAREE ©

BIRE IR

USRS RECREM RIS EYIE « UL a2 TR E IR HEEE FRFrA T FACPURECIERS © Astra
Control Centerilli K& € LR « At AT EELER - MREHNIRIBEUEEARRTE « IEERTITER
4t Astra Control CenterBYen B =M RIRELE R o

o

g

IR UE R T5 2 BREREUR B FRIE LEACERAN R » 7B PP ~ sn el ETEan < 2RI ANEE;
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FTER
1. BFHPRERECEE netapp-ace ({BEFT%) HREM :

kubectl get quota -n [netapp-acc or custom namespace]

[EIFE :
NAME AGE REQUEST LIMIT
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium 16s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi

2. fRGIEMIFRFTA EIRECER

kubectl delete resourcequota pods-high -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-low -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom

namespace]

3. BFHHIPREIEEE netapp-acc (EFI8%E) BBZEM !

kubectl get limits -n [netapp-acc or custom namespace]

[EIFE :

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23%

4. kB EMIERAREIEEE -



kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom

namespace]

BR R e 22 2 Rl RO/ RR 28 AR

BRI (AR R B 2L R PR A fp 2 22 R 2 AR E © Astra Control CenteriZ & F#1Astra Control Centerfii
RARNERZERP o FLERFE B EBPIRFE AN EESIRILE - EERAILE « SFBE TP R o

TER
1. MIBRAstra Control Center#p 4 2= R H U E I 4E 2K R B 55

kubectl get networkpolicy -n [netapp-acc or custom namespace]

=

2. Hpt Ltian S BENSEMABRAMMG AR TS SRR o UEEMFEFHRIBE [object_name

kubectl delete networkpolicy [OBJECT NAME] -n [netapp-acc or custom

namespace]

3. EATYIEREZERRTE acc-avp-network-policy 5F Astra IMIMETUIRTE M Astra Control Center AR
FIRE BRI o B A 1EN<>PHNERRAATIRIEPINER :

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: acc-avp-network-policy
namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL
CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: <PLUGIN NAMESPACE NAME> #
REPLACE THIS WITH THE ASTRA PLUGIN NAMESPACE NAME

4. ER T ERIEZERERTE acc-operator-network-policy 44 rI:EAstra Control Center&iE&
EdAstra Control CenterfRFSEITE o i HIEIM<>PHNEFRRATIRIZPIENR !
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apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: acc-operator-network-policy
namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL
CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:

kubernetes.io/metadata.name: <NETAPP-ACC-OPERATOR> #
REPLACE THIS WITH THE OPERATOR NAMESPACE NAME

Y BEETTLS /&%
Astra Control Centeri‘E SEABRSEZENTLSEEREBALZTESIZFRE (BEANISEHERE) ~ UKRERLE

/fé #1TWeb UIEZ:E o IERAIIBIRIRANBREFEBTLSERE « T H/&RIREESL (CA) ;z%E’JTLSEE HY

T B B R B RE A A AR AR

* HTTPS:&43ZE Astra Control Center48E&UI

@ * AOEHIZFRE (S ingressType: "AccTraefik" RNBRBEFRTE
astra control center.yaml Z3Astra Control CenterfAfIRIHEZE)

BATERTLS/ER G A AN ERE L ERESE

FEYaZ Bl
* Kubernetes#& 5B Z#£ Astra Control Center
s BIEENEE FEHITHH L Shell kubectl B
* RECAMFA BB /REIEE

BRARFENRE
BIRRAENEREZETLSBE

1. {EFASSH « UBIEEARAEZEF D EF A Astra Control CenterfJKubernetesZ££ ©

2. FRATIERRGSESHEB /&SR TLSENS <AcC-deployment-namespace> {EHAstra Control
CenterZfE a2/ -
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kubectl get certificate -n <ACC-deployment-namespace>

=

S

LRV T IR

3. A TYIa < MERE A

kubectl delete cert cert-manager-certificates -n <ACC-deployment-

namespace>
kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

e <G RE

I HCAZEEMNTLS/&RE
1. FEA TS UCANR R IR RBETRBIUITLSTME » 1 LUEE B AERAIEIN<>FRI5 |8

kubectl create secret tls <secret-name> --key <private-key-filename>

--cert <certificate-filename> -n <ACC-deployment-namespace>

2. FATISmLHNEFFEEERFIZERESE (CRD) EE -« ABEE spec.selfSigned BE
%lu\%HUL_LE,JTLS*M‘ =

spec.ca.secretName BEZ
kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n

<ACC-deployment-namespace>

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret—-name>
3. FRATYHSHBELEFREEEEETIER - UhEERT CEMBIFEEESE « B <acc-
iz -

deployment-namespace> M Astra Control Centerg
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kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4. 3 certificate.yaml A THEAREAIEN<>FHNERUEENAREEEMNESE

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:

name: <certificate-name>

namespace: <ACC-deployment-namespace>
spec:

secretName: <certificate-secret-name>

duration: 2160h # 90d

renewBefore: 360h # 15d

dnsNames:

- <astra.dnsname.example.com> #Replace with the correct Astra Control
Center DNS address

issuerRef:

kind: ClusterIssuer

name: cert-manager-certificates

o. fER T SIS !

kubectl apply -f certificate.yaml

6. 5 T5sr L HEEMEH H2REE RE TS EIERET « UREREEACERIIEMEERNSI18 (Flin%

18 - FrERSH « BORAIRKDNS &) o
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7.

80

kubectl describe certificate -n <ACC-deployment-namespace>

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61hO0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%2
Renewal Time: 2021-07-04T16:45:417
Revision: 1
Events: <none>

#méE TACRD TLS) ¥EIA ~ £ Toan < MeEHIIsmHnY/ERERE « Y LUEEREMRENA S El<>FHY
FREMEE :



kubectl edit ingressroutes.traefik.containo.us -n <ACC-deployment-

namespace>

tls:
options:
name: default
secretName: secure-testing-cert

store:

H H= FH H H= FHE

name: default

tls:
options:
name: default
secretName: <certificate-secret-name>
store:
name: default

8. (EF4EE 2232 B = Astra Control CenterfYZBE Pt ©
9. ﬁﬁwu D§D¥Q‘H§'H'Eji |_.\$C—T§E’J755§D¥£H§*SI'$E?{F °
10. EH/RE IS EREAPEINESRPH/RESERES

=% TEAstraiZEl o,

T Astra Control Center ~ BA Ul I EEZRIFZ & « CREERTEIRE
FBEEE « BEIEAFERERNILHEE o
TIE

* Hri&Astra Control CenteriStE

* f#fAstra Control AIRIBMITF R ESIRERE
* [FTEERE]
* 7£ ONTAP {#F R IR AEEE

* [FTIBREFRIR]

* [FTIBRETEE]

¥1% Astra Control CenteriZ#£

MBS « BX

Z4E Astra Control Center B » BEZEAFREHLIRE o NRIKIETEFTE Astra Control Center ~ BJABKBIES

B o

R E] LAfEF Astra Control UISEETIE1SHE "API" o

Astra Control CenteriS# & Kubernetes CPUE LA ECPUER ~ Wt EI5IAFIESE

IEKubernetesz
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https://docs.netapp.com/us-en/astra-automation/index.html

S22 TRERBICPUEIR © REZRIFEVCPUARME - MBSt ERERNFMEEN « 552H "%iE" -

@ NREHNZE SR REEBIZENCPUE TTEIE « Astra Control Center& [ LEIEE IR FRIERTE
I o BB Elﬁﬁaﬁﬂ'\ﬁ—g/\°

() szsEmmawwHERsLEE B EHREEE -

BAtEZ Al
* FEET L&A Astra Control Center#l T{ERE ©
* RIREEEAEER o
= "NetAppiRtEIEZ" (f) o

1. & AAstra Control Center Ul ©

2. EEBEIRE SR o

3. BEE IR o

4. ABEELTHOREER (NLF) -
S. JEIEAITIDIHE o

MRE>EE ) BEEERRRESN 2148 « &R - 1RPIDRKEMRBICPUEL °

@ WMRIGHEE LIS (B RGEEHEEAutoSupport B DT R4 « BB N EEENIRS
ID ~ L% E 4 Astra Control CenteriRfERF 224 BRBEK ©
fEFAstra Control ZIRIZMiF = E S 1R

EMGEE AT - SEBARTES T AMEY - CHEZPITERRT - URFREECERTIIE EAstra
Control Center ~ WiETH=EEIBIAME o

Rt Z Al
* BAREETHIEHEEREEENHEERIIEN « WEPodBERIHEEFRELD o
s MPIRIERT S "2 EIRIEE K" FAK Astra Trident&2Astra Control Center ©

* IS r2Astra TridentfhRZs "E Astra Control Centersz 15" B 24t .

@ fRE] L "ERZ Astra Trident" {58 Astra Trident BEF (FEHFH Helm BIR) =X
tridentctl o EREETF4RAstra TridentZ B ~ sBSCIRRE "SZHEAYATIR ~ Bin K EHAERE" o

\

o * BERE Astra Trident #&F &R * | E/VDWNBE—E Astra Trident f#F &R "ERE" &L

o E',& E’JAstra Trldent #HFLER] * B/ DNBEE—E Astra Trident #ZEER "EEE" TEEL - IR
RIEFLER AT M — AR TERAENHEEER o

° BRE IR EHAstra Trident Volume SnapshotiFH23E2Volume Snapshotf&7!] : Volume Snapshot
PSS MAR "B i L@ Astra Control P EEITIRER o E/DE—{EAstra Trident
VolumeSnapshotClass BET "®iE" HRAREIEEHIT ©
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* *AJZEIKubeconfig * : &I UFEY " EEEE" EREF—ERSTE °

* (HIE) T5E  CREFERAIERNSZIERSZIERR LR ENZIEDEMBREREEFEREID « 7 8efE
F3Astra Control Center?R{& (D FiE R FEFAFETLONTAP ONTAP ONTAP o

Eflexf2ip 2 FRMIT RIS ONTAP

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* *{ZfRRancher * : 7Z£RancherlRIZEPEREAERNZER  sA7ERancherig HIKusbeconfigigZ & A FER
RREENTERAR « LUERIZEHIEmRAMmIERancher APIEIIRZSAR © ¥NLLATRE/DRancher APIfEIIRESHI &
&~ WCHERMBE ©

HITERRE
HITTIERRE - RACHEEEEFBFIMEEAstraiZRIHl o

1. & Astra TridenthRZs o

kubectl get tridentversions -n trident
YNR Astra Trident Z1F ~ [SEEBIFELTINEHH

NAME VERSION
trident 22.10.0

YR Astra Trident AF7E ~ EEEEHBELITIINEHL ¢

error: the server doesn't have a resource type "tridentversions"

@ WNERKZEE Astra Trident ~ SZEMRRAR BERETARZA « BB ZEE Astra Trident BIRFT
BRZS ~ A BEAAE o SRR "Astra Trident>Z 4" W EVEMERATET ©

2. FE{RPodIETEHIT :

kubectl get pods -n trident

3. FERfATFER RS FERAZIEN Astra Trident SEEHFEZR - BEFHTENLIBMES csi.trident.netapp.io° 58
2R THIE :
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kubectl get sc

[ClFEEEH
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) csi.trident.netapp.io Delete Immediate
true 5d23h

BB RAVEESE A EKECBEConfig

e DUEZ Mt A Astra Control CenterZ2II BRI RAEIRESEAE ° &~ EAstra Control Centersg EFrEHIFE

FF o IEIE BB &I 89Kbeconfig ~ LAFRHIAstra Control T HEIERYE & _ERIHERR o

FIsEZ Al
EMEFTERZA  AEECEEENZERAB TIER !

* BRIEKECV1.235FEHThRas
* FJFAstra Control Center®RIZERIE B8 LSRN HE

@ FIRRES « S REEFEIBKECBECVLIEE# {TAstra Control Centerfy5£E o

* EAEREEEERREEFRAFATHNZEEN{EAFKECBEConfig
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TR

1. BIRFBIRE !
a. BiAaARBRFSIREIEZR astracontrol-service-account.yaml ©

REZRABRBNGLER - MRELEETES « KEZETNTRPERARNE

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

a. ERRBIRE

kubectl apply -f astracontrol-service-account.yaml

2. i1 AHHAstra Control EIR TR REERNAREEAS !

a. 837 CclusterRole IEEBEMM astra-admin-account.yaml ©

REERBRENSRER - MRELEETEE « CRZETINTRIERARNE

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

— T %0

resources:

BEo

B o
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LI |

verbs:

get
list
create
patch

Delete Resources

Necessary for in-place restore and AppMirror failover

apiGroups:

mww

apps
autoscaling

batch
crd.projectcalico.org
extensions
networking.k8s.io

policy
rbac.authorization.k8s.io
snapshot.storage.k8s.io
trident.netapp.io

resources:

configmaps

cronjobs

daemonsets

deployments
horizontalpodautoscalers
ingresses

jobs

namespaces
networkpolicies
persistentvolumeclaims
poddisruptionbudgets
pods

podtemplates
podsecuritypolicies
replicasets
replicationcontrollers
replicationcontrollers/scale
rolebindings

roles

secrets
serviceaccounts
services

statefulsets

tridentmirrorrelationships



- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
wn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources
apiGroups:

wn
- build.openshift.io
- image.openshift.io
resources:
- builds/details
- replicationcontrollers
- replicationcontrollers/scale
- imagestreams/layers
- imagestreamtags
- imagetags
verbs:

- update

Use PodSecurityPolicies
apiGroups:

- extensions

- policy

resources:

- podsecuritypolicies
verbs:

- use

a. ERREAR:

kubectl apply -f astra-admin-account

.yaml
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3. BuREACHRBIRANEEABEE
a. 17 ClusterRoleBinding HEZEBEMMY astracontrol-clusterrolebinding.yaml ©

RBETERURBIRP R EEAN BB e 2=

<strong>astracontrol-clusterrolebinding.yaml</strong>

+
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:

name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a. ERREAREE:

kubectl apply -f astracontrol-clusterrolebinding.yaml

4. 5| HELRIARFSIR P4 <context> IERERZRIRIR !

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

BHAEERELIN TIIRE !

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]

PEETENES| secrets EY|FATEAO o TE_LEFIP ~ 5|4 astracontrol-service-
account-dockercfg-vhz87 #&%0 » R5|H]% astracontrol-service-account-token-
r59kr fE%E1 o TR BB T EFE TR —FARRBIRA BBERS| -



5. EX LU THIKbeconfig :
a. 3/ create-kubeconfig.sh #22 ! B# TOKEN INDEX & NFIE<HERIEE « EAEFRME -

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

H H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME}
\

-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA:$(kubectl get secret ${SECRET_NAME} \

—-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 Jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-
context ${CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \



rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \

set-credentials ${CONTEXT}-${NAMESPACE}-token-user \

-—-token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token

—user

# Set context to correct namespace
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
view —--flatten --minify > ${KUBECONFIG7FILE}

# Remove tmp
rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

b. B AL UG EHERZEKubernetess& £ ©

source create-kubeconfig.sh

6. (ER) #KbeconfigEHFirAERRNEERTE o

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

ETRRIE?
RELCEHZIENEIRMEY « CEKEHET T MigEE -

G EREE

EEMREERAEN  FSKubernetesF5E ~ THHEFERERKREE o

MY EE « A EEEZRKubernetesfEATER ©
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F{P9iEs&Astra Control Center?ﬁrﬁﬁﬁﬁﬁﬁ’\tm%% Big Eth2E & F1% F Astra Control Center
EITEIR - BEEBINARE « 7 ALK ubmetrics A EAIRIER « LUMEITE BAER
BEfE o
FtAZ Al
* FMEEEZ A AALBRELBITHREN KNETEo
HER
1. RERIRIEEINAERZE !
ot TEREE) B9 MERR) B~ % TRE) B8PSR MFRg* o
c EAAIEEEAH  EERE  ABN [EHE) BEEmERHISESE -
2. 7£$TRAAY* Add Cluster-* GRINEE) BOP » EfF kubeconfig. yaml HEERHA LA

kubeconfig.yaml g% :

() ° xubeconfig.yanl MEEEEE—EREMBEDELDE -

MRS BITIEIL kubeconfig HEER « BEZIER—E*RBTTE © 552EH "Kubernetes
A IEIS BRI A E R kubeconfig HEE : ﬂﬂ%‘”ﬁﬁﬁ%ﬁﬁﬁﬁ’]?%@@L_L
T Kbeconfig L2 %5 ?“,Z\T_ZIK*/F%%‘EF'J:T%:‘ZEEJ:EQKECBEConnﬁg 0

3. IRMETFERTE o IRIETER - DELBEEIEALRESLTE

4. FER—P* o
5. EINE AN tEKubernetes#& £ TERHEIFEER! - FARIEEE* Next* o

()  fomEsmEL ONTAP G478 1B 5% /B Astra Trident (7F1ERI o

6. BRIE « IR—VIEERERE « SHEHIE*

RER
BEENBRTIRE - ARETLRE" - KIREIEfEAAstra Control Center’REE R o

fEAstra Control CenterP#TIE EEIRNEREZ R » AJSE R ER D ENRIEIREPESEITIREE - &
2 F ~ BHERGEMALE « Wactt BRI EREUKERERBCEH - Ko ZKRE—2
@ (K% E Astra Control CenterBX{S IEFEARRERF ~ RIRETLBERRR © Qﬂirlﬁﬁfgwmﬁ/fﬁ@/?ﬁﬁ ~ 53R
BIfERELHIT oc get pods -n netapp-monitoring AIER: o BEEEFEITIRES
soEE ~ LUBETERIRE

7 ONTAP f#F& ImE B EREE

Astra Control Center 12 {£M#EER:E ONTAP RIFAVIET :
* SPRREIEREE © | EANMEHIREH ONTAP FRENERELBIEE - CEZEHEBELAEENZEEAA
& ~ %0 admin 2§ vsadmin ~ LAFE(REL ONTAP ARZASEVER KAEAME o

*BFERERSE ¢ | Astra ?’”%‘JEPIL.\J&_JLM%H%E%E?ﬁﬁﬁ”ﬁﬁ’ﬂ?ﬁﬁﬁfﬁi ONTAP F&E&EH ° [TEZER AR KR
5% éf"*ﬂ{*EE’J CA’ERE (MREEM) BHEEM) -
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TR LFHREMIRAN R - REERSREABES —BRE —REAZE—EBEERZE -

RY AR B ERsE

Astra Control Center B EZ B #HHEEHERISTE admin B ONTAP BimE o LREZERAALERNZEAS -
BN admin o EEJHERERIK ONTAP WRANHIATZEAE « BLERATEF AFIARIR Astra 126 R ORRASFRER
HYZNBE API ©

() cERIETR2BARE - 15 Astra Control Center 5ERER ~ {BTFIREHER o

RinEZELHIAT

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret"

BIHETEREH— LU FHERENMMS c BYSEHERIHEEM —EEAEDENBNTE - Al - E2EHE
IS FEARIE « B Kubernetes Si{#FBIEE#IT ©

BN /&sE B BRsE
Astra 24RO B LUER /RS EITAAIRA B ONTAP BiiE: o (EZTREEETHA TIIEDN o
* clientCertificate : FAPIR/&ES ©

* clientPrivateKey - BAF#EYFASE o

* trustedCACertificate : AJfS§ CAFEE o MIRFHEEMICA » BIABIREIE 28 - MMRKFERET
HICA ~ R n] ZZBE LR RE ©

TR UAER T ER—ERR /&S
© BREZENRE
* B EE
R B R EERENRE
HANTERIZEIETIIDEHE

1. EXRPIHRENEE - EER « A —RR%M (CN) RES ONTAP fERE « LIBRES o
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=<common-name>"

2. REEFAPIHFATAYREE client—ca MUKk ONTAP B&E LHIE1E

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

3. 158 ONTAP ZEE AABXIRREREHE

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

4. [FREENETAEERE - UEE LIF IP 1 SVM &#BEUX ONTAP Management LIF> F <vserver name>
o IR A BRERLIFAIARTE R AR E A default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"7?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver—-get></vserver-get></netapp>

5. {ERAN E—FEEHIE ~ 7T Astra Control Center Ul I {EEZE I o

RYR 1% 1 Re i /RE 09ER R

WMRIEE IR RE ~ SR RELD RRRE BRI T o
1. EEFAE S CSR
openssl req -new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem

-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>”

2. & CSR &= Windows CA (11 CA) ~ REBIZBEBNRE °
3. THEEZBNRE - MEHM%%A T ontap_signed_cert.crt |
4. #f£ Windows CA (#77kE CA) BEEHIRREE o
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R i3 ca_root.crt
TIRERE T ={EE% :
° *FEREH * . ontap signed request.key (iE& ONTAP FEfRZVRENHEESIR - LIRSS
BERr B Z UL INEE o
° * BRI * | ontap_signed cert.crt (ETE ONTAP FthiBAMEAREEE _ )
**IRCAREE* | ca root.crt (357F ONTAP Hthi8% _server-ca /K5 _ ©)
. 7E ONTAP FZHEELE/R:E o BERZLE server Ml server-ca ONTAP LAYREE ©

50 .yaml FRBYSEARETR



# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.
security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate
certificates {yln}: n



The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—-connect <ONTAP CLUSTER FQODN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

<Certificate details>

7. AE—FE AR IR/&E - LEETERIEE o Astra #ZFHIFCEHETERFE ONTAP &= o
8. £ ONTAP tEA KZERFiIn/&:E ¢

&5l .yaml FRVEEAAE R
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# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the

below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.
The installed certificate’s CA and serial number for reference:

CA:
serial:

The certificate’s generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only
certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{

"records": [
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{
"uuid": "f84e0a%-e72£f-4431-88c4-4bf5378b41lbd",

"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d03%a50375c",
"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039ea50375c"
}

}

bo

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a%b-e72f-4431-88c4-
4pf5378b41bd"

}

}

}

1y

"num records": 1,

" links": {

"self": {

"href": "/api/storage/aggregates"

}
}
}
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FHAstra Control CenterZZfIPSPS
HIR{EKubernetes 1.23851.24 %8 Astra Control Centerf ~ &1 24 RARIE I BEPod L2 4 FEA - HhE

LEBRAMN - BLEBEREFEERRBEIL - —BEETN ~ MERk - EXMESEHTTKubernetes 1.253(F
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7£Astra Control CenterZ AR « Astra Control Center&i@ & 224 H5THPodZ 2 M RRIA Role ¥I4H
RoleBinding AR Z#EAstra Control Centeran$a ZEEHAstra Control CenterfRTSERE RV ©

HMRAMYMGEETYIEG

kubectl get psp

NAME PRIV CAPS SELINUX RUNASUSER
FSGROUP SUPGROUP READONLYROOTFS VOLUMES
netapp-astra-deployment-psp false RunAsAny RunAsAny
RunAsAny RunAsAny false *

kubectl get role -n <namespace name>

NAME CREATED AT
netapp-astra-deployment-role 2022-06-27T719:34:587%

kubectl get rolebinding -n <namespace name>

NAME ROLE

AGE

netapp-astra-deployment-rb Role/netapp-astra-deployment-role
32m

TEREPIERHAREIIPSPS

EFED1EZHAM ~ Astra Control CenterZ 27 E1#EPodZ 24 /RHI] clusterRole ¥4 # RoleBinding ¥4
EELREERN G RZERPRITHERDRERS ©

MRAMMERETIEL
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kubectl get psp

NAME PRIV CAPS

SELINUX RUNASUSER FSGROUP SUPGROUP READONLYROOTES
VOLUMES

netapp-astra-backup false DAC READ SEARCH

RunAsAny RunAsAny RunAsAny RunAsAny false R

kubectl get role -n <namespace name>

CREATED AT
2022-07-21T00:00:002

NAME
netapp-astra-backup

kubectl get rolebinding -n <namespace name>

NAME ROLE

netapp-astra-backup

EETIREARMZEIIRIPSPS

Role/netapp-astra-backup

AGE
62s

BICEIEERER - Astra Control CenterB Est E = E P L EENetAppEITIRIES c EUEEBE TR —(EPod%
2MRB| - aclusterRole ¥4# RoleBinding fEAstra Control Centerap % 2= 28 & & AIARFS B9 ©

WMERAMMGEETIIEG

kubectl get psp

NAME PRIV CAPS

SELINUX RUNASUSER FSGROUP SUPGROUP READONLYROOTES
VOLUMES

netapp-monitoring-psp-nkmo true AUDIT WRITE,NET ADMIN,NET RAW
RunAsAny RunAsAny RunAsAny RunAsAny false o
kubectl get role -n <namespace name>

NAME CREATED AT

netapp-monitoring-role-privileged

kubectl get rolebinding -n <namespace name>

NAME
AGE
netapp-monitoring-role-binding-privileged

monitoring-role-privileged 2m5s

2022-07-21T00:00:002Z

ROLE

Role/netapp-
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HTTP PROXY Connect

Configure Astra Control to send traffic through a proxy server.
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HTTP PROXY 7
Server: proxy.example.com:8888
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CLOUD INSIGHTS Connect

Monitor and analyze your applications and the infrastructure wey run on.
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X welcome To

Reminder: Before you back up your applications, you need to add at least one object store bucket as a destination to hold your backups
Resource summary
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& Apps ;f; Clusters & £ storage backends
Let's get started
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scrape configs section:

job name: '<Add your cluster name here. You can abbreviate. It just
needs to be a unique name>'
metrics path: /accounts/<replace with your account ID>/metrics
authorization:
credentials: <replace with your API token>
tls config:
insecure skip verify: true
static configs:
- targets: ['<replace with your astraAddress. If using FQDN, the
prometheus server has to be able to resolve it>']
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Y Disconnected

FLUENTD

Connect Astra Control logs to Fluentd for use by your log
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“fN &R Astra Control Center#1Cloud Insights Sfunk*> k43 « BUHZE S IE T RIRFIA TEARE
()  mEAEHER - “RAstra Control CenterfiCloud Insights SH B4R « BIEUAEE#ER
ZffifR fluentbit A event-exporter Pod :

4k Astra Control Center

EEF#RAstra Control Center ~ s57ENetApp SZ1BAELL FHABN T ZEEREHEE « 3
FGSEEIET o MO AEAILEIERF ~ EERREMR AR S EARIRIEPF AR Astra Control

Center °

R Z Al

* FHRAD  B2R EERETER BACIRIERT S Astra Control Centerff BN RIEE R  MHIRIRREHE
THHEA

o M Astra Trident fRZs
EEHETTRITHRRZS « 558 EIR AR Astra Control Center $I1T F3I&H% ©

kubectl get tridentversion -n trident

£ "Astra Trident> 4" FHAREERR ©
@ B4R ZE Astra Trident 22.10 * PRIOS* ~ A BEFH 4R EKubernetes 1.25 ©

° 1B Kubernetes 2f
EEHECHITHRRZS ~ 553 EIRA R/ Astra Control Center 8117 F%!d5 % | kubectl get nodes

-0 wide

° BHMMNEEER
EEHEREER « (51T IRAM Astra Control Center B2EHRH T FHEF<S | kubectl describe

node <node name>

o @B LU A AR #EX ] _E B Astra Control CenterBR{&HI & E3

° FE(#TELER!
EEYETERAIETFEER « s5HERAM Astra Control Center 11T F58% © kubectl get
storageclass

({2fROpenshift) FERPIAZRERIFEMENREKERTA -

kubectl get clusteroperators

* BRFTBAPIBRFEEN R EREERTA -

kubectl get apiservices

s IERAMEFAHERZ AT ~ Ao E i Astra Control Center Ul ©
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RANEETIE
Astra Control CenterFH4RIZEF &5 | EER TS EBRT 5

* & #EEXAstra Control Center
* FENetApp Astra kubectlSMEET « RB B L
* [RBREITIE E A SR
* ZEEFHRYAstra Control CenteriE{EE
* Ft#RAstra Control Center
* [BRsE RRARER]
sa/NMIERAstra Control Centerl@&EF (Il ~ kubectl delete -f

@ astra control center operator deploy.yaml) fEAstra Control CenterF 4Rk & {EHA
RS ~ BERF o MIPRPod o

EHHE « BOMRIBRATH « BIEMEEBIINITHER -

T &I #EENAstra Control Center

1. BiifE "Astra Control CenterZEf FELEE" 7 NetApp 2B o R U FRININRER P EN R IR
A EMARES o

2. F&E1 5 Astra Control CenterfEZE4HE (astra-control-center-[version] .tar.gz) ©

3. (3B:‘{EnEE) T#Astra Control CenterfV/&E ML EM (astra-control-center-certs-
[version].tar.gz) GEEEHRE

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version] .tar.gz.sig astra-

control-center-[version] .tar.gz

BERNRE AL verified OK BEs@RNINZIE ©

4. #%Astra Control CenterE&t48 SHEENPRE :

tar -vxzf astra-control-center-[version].tar.gz

#PRNetApp Astra kubectlSMIMET ~ AR ER i
1A LAER NetApp Astra kubectl 882 FISMIET ~ IERRIEIXE M Docker fE7FE ©
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1. BERTZETIMIER !
kubectl astra

2. FHREITIEB—IATE ¢

° MNRBZLEEIMIMER - Blfp < FEERIKECBECHUSMIMERNERER - BERPRIRARZSHIkubecl-Astra ~ 55#
T FHEFS | delete /usr/local/bin/kubectl-astra ©

° MR LEEIHR - FTRIMMENEARZE « EAIEERT S ETRE -
3. ZELSMIE !

a. 5| tH Bl FARINetApp Astra kubectSMHZTN —HEAUME ~ MisE MEERFMCPUZRIBPI R RIIERE TS !

()  KECBECTWMAERBRtarEfF#I—255 « BHBMEIRKIZ kubect 1-astra °
ls kubectl-astra/

a. BIEEN _EMEREERE « Ui HSEHdHA kubectl-astra -

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

i BRI G E A S R

1. Z1&8Containers | E5ERBEN S RIEF :
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Docker

1. i EltariEZRE & - KRZGBESEEEMBER -

acc.manifest.bundle.yaml
acc/

2. f&Astra Control CenterB{& B # PRV E M IRGRIEE T AT 8% o MITZ AT ~ FBLEIT TIEMR push-
images W% :
° LI<BUNDLE_FILE> Astra Control B2 S 1ERAILTEENM (acc.manifest.bundle.yaml) ©

° BL&It;MY_FULL_REGISTRY_PATH&gt; Dockerf#7ZERIURLEX 18 ; Bl "<a
href="https://&lt;docker-registry&gt;"" class="bare">https://&It;docker-registry&gt;"</a>

° B{<MY_REGISTRY_USER> {£fH&&MBEUL o
° LI<MY_REGISTRY_TOKEN> E#EHIIZHEMER AU o

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. 1 EtarEZMIRB R - TRZSFIEBEERMBR

acc.manifest.bundle.yaml
acc/

2. FALHE

podman login <YOUR REGISTRY>

3. HHHEEMEIPodmanhiR s « ZFEIMIT FIIEP—EBIESH - LB EMF B EREFEEEURLE
H<MY_FULL_REGISTRY_PATH>

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ;

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded

image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ;

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded

image: //")

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

() t5omERRIaBREEs ER THIR  FBEERTE :

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.04.2-7/image:version

AL FEFTHYAstra Control Centeri®{EE
1. S#FEE:
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cd manifests

2. #R#EAstra Control Center &€& ZfZyaml (astra_control center operator deploy.yaml) U2
F R RS SRR o

vim astra control center operator deploy.yaml

a. NREFERAEERFZNELR  BITHAREAITEERIT imagePullSecrets: [] IR TFITNEE :

imagePullSecrets: [{name: astra-registry-cred}]

b. & [your registry path] LELEENN kube-rbac-proxy G R ICTE A MGV S SRR E—

C. 8% [your registry path] A acc-operator MREIEERHEAMBGHNEERIRE E—F o
d. B TIMEMILE env EEL :

- name: ACCOP_HELM_UPGRADETIMEOUT
value: 300m

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
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- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: [your registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- —-health-probe-bind-address=:8081
- ——metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_HELM UPGRADETIMEOUT
value: 300m
image: [your registry path]/acc-operator:23.04.36
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5

periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10
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3. ZEEFFAAstra Control CentertR{ES :

kubectl apply -f astra control center operator deploy.yaml

[EIFEEEH) -

namespace/netapp-acc-operator unchanged
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io configured
role.rbac.authorization.k8s.io/acc-operator-leader-election-role
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
configured
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
unchanged

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role unchanged
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding unchanged
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-—
rolebinding configured
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding unchanged

configmap/acc-operator-manager-config unchanged
service/acc-operator-controller-manager-metrics-service unchanged
deployment.apps/acc-operator-controller-manager configured

4. FESRPodIETERIT !

kubectl get pods -n netapp-acc-operator

4R Astra Control Center

1. 45#8Astra Control CenterE:T&jE (CR)

kubectl edit AstraControlCenter -n [netapp-acc or custom namespace]

2. @B AstrahR 455 (astraversion RS spec) ARELZEHRIIRRE :
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spec:
accountName: "Example"
astraVersion: "[Version number]"

3. FESBACHURAE BRI TR & IE PG BSRRIE | —2 o B3 imageRegistry P spec MIRE
#E FRBEEAFTEE o

imageRegistry:
name: "[your registry path]"

4. BTYIEEHFIEE crds FIARERLERE spec :

crds:
shouldUpgrade: true

S. TEHFE 51T additionalvalues MEF spec EAstra Control Center CR :

additionalValues:
nautilus:
startupProbe:
periodSeconds: 30
failureThreshold: 600

6. EFIAERIERFES - KEREE « WHHBHA
7. (A]#E) BREEPod &R LW BXREA !

watch kubectl get pods -n [netapp-acc or custom namespace]
8. E1FAstra ControliKREARRERERFH 4R B 5erk B ZEB AR (True)

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

[E]FE :
NAME UUID VERSION ADDRESS
READY
astra 9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f 23.04.2-7

10.111.111.111 True
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@ EEEFEIMEEEARAREE « SFHIT T | kubectl get AstraControlCenter
-0 yaml -n [netapp-acc or custom namespace]

EE B AstraiZhl|FIORRIEEECER ~ SFRIT RIS !
@ kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

ERs8 R AAKRE

1. % A Astra Control Center ©

2. HESRERASEFHAR © 5H2RIUIFEY* SupportBE ©

3. MR CFRAEN T EEENERRERNEEAZIIFRE -
fRI%Z2 8t Astra Control Center

MR ER A BIRARETERER - AIsEE E#FRAstra Control Centeroff - EE
F&Astra Control CenterflAstra Control Centeri®{EE - ;5 IKFEHTAEFEPRANGS

MRECHRRLEBEMRERE « 552R (R R 2 5] o

FIsEZ Al
1. "ECHEEFA AR TfEL -
2. "BUHEIEFRARE"

1. fiBRAstra Control Center » T58E6r < RIRIBZTER LMK  MIREEITETAERE ~ FERHS o

kubectl delete -f astra control center.yaml -n netapp-acc

astracontrolcenter.astra.netapp.io "astra" deleted

2. FFATSHSMEIR netapp-ace ([BET%) HREM :

kubectl delete ns [netapp-acc or custom namespace]
HHIER

namespace "netapp-acc" deleted
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3. A T5sr< MIERAstra Control CenterfE 24Tl

kubectl delete -f astra control center operator deploy.yaml

AR

namespace/netapp-acc-operator deleted
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io deleted
role.rbac.authorization.k8s.io/acc-operator-leader-election-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
deleted

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role deleted
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager—
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding deleted

configmap/acc-operator-manager-config deleted
service/acc-operator-controller-manager-metrics-service deleted
deployment.apps/acc-operator-controller-manager deleted

SRR YRR RR S I R
A A T R EE IR AR RIS TE AR IR L 2 Astra Control CenterBF i@ EFIE(AIRERE o

fRfRZ 4 Astra Control CenterfE X B IR EE FHEITIREEPod

UNR1EENE Astra Control CenterZ BiRBUHEIREE « ] UEA T < FEMIFRNetAppEaiZan 4 T dp
% ZERIHEIPod -

T ER
1. MER acc-monitoring AIBFET :

kubectl delete agents acc-monitoring -n netapp-monitoring

=+
S

agent.monitoring.netapp.com "acc-monitoring" deleted
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2. ez

kubectl delete ns netapp-monitoring

AR

namespace "netapp-monitoring" deleted

3. HEDBIRNEIR

kubectl get pods -n netapp-monitoring

+
S

No resources found in netapp-monitoring namespace.

4. FESRERIERIERE R BRI

kubectl get crd|grep agent

AESREE

agents.monitoring.netapp.com 2021-07-21T06:08:13%

o MIFRBETERESR (CRD) &l :

kubectl delete crds agents.monitoring.netapp.com

+
S

customresourcedefinition.apiextensions.k8s.io
"agents.monitoring.netapp.com" deleted

fRp&Zedt Astra Control Centeri® % 5 Traefik CRD
EEIAF MR TraefikZEAERB - TEERHAZRITER « MRELE Rt 2% E FEMERRER -
SER
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1. B HFE F LM TraefikEFATRE :

kubectl get crds |grep -E 'traefik'

[E]FE
ingressroutes.traefik.containo.us 2021-06-23T23:29:117Z
ingressroutetcps.traefik.containo.us 2021-06-23T23:29:11%
ingressrouteudps.traefik.containo.us 2021-06-23T23:29:127%
middlewares.traefik.containo.us 2021-06-23T23:29:127Z
middlewaretcps.traefik.containo.us 2021-06-23T23:29:12%
serverstransports.traefik.containo.us 2021-06-23T23:29:137Z
tlsoptions.traefik.containo.us 2021-06-23T23:29:13Z
tlsstores.traefik.containo.us 2021-06-23T23:29:147%2
traefikservices.traefik.containo.us 2021-06-23T23:29:157Z

2. MiBREAERAE

kubectl delete crd ingressroutes.traefik.containo.us
ingressroutetcps.traefik.containo.us
ingressrouteudps.traefik.containo.us middlewares.traefik.containo.us
serverstransports.traefik.containo.us tlsoptions.traefik.containo.us
tlsstores.traefik.containo.us traefikservices.traefik.containo.us
middlewaretcps.traefik.containo.us

MFBFAEEN ~ F2H

. RRIRTRE N B AR

i
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F¥|FHAstra Control REST APIEIRB&11L
{EFHAstra Control REST APIEIRBE#L

Astra ControlBREST API| ~» rI:EXERARERNEB S HIEN (FIUICurl) EHiz{FEAstra
ControlZhFE o &t r] LUERAnsible 1 E th BE#CHE Tk E1EAstra ControlZfE ©

EERTEREEKubernetesfEATZR, ~ aLU{FEHAstra Control Center UlE{Astra Control API ©

EERABRE  BAIE "AstraBENESCH" o
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s AT 1%

FERETFAR
BRI AR AT A B B — Lo BRI o

"NetApp AstraZlzHE"

WFHFMEN ~ F2H
* MR EER EEENetApp (BEBA)
(BE

* "UNEIFE) L EIEZREENetApp ZA) "

B 17780
NetAppIAZFEH T Z$EAstra Control ° FHFIZFEAKIZTHEEN R E BB IEEIE « FU0
HMBE (KB) XEMAFEE o EaYAstra ControllR B E B4R ZE R IR R MT 18 -

WNRITHEE Astra Control CenterBIEFEIRRE ~ [RJUBUSHAMTZIE - 748 » BIA5EE NetApp 2
(D) iEms (NSS) BRI - EEILUBES REIMEERSupportiiAs - SUERRAIEIEETEBIR

FEo

RIABIB ST "B EINetApp 7oz 5" UFERELIFBBIARFEZIRETE - A NetApp &AL (NSS) SSO IRF
» AREETTIIR AR R MEE » UKERAIEE o
B EEE
IRAI AR EINREFRIER Support* 25 125 ~ #{tAstra Control Center UI7ZEXZ 123518 o
ELEIESFRATERM -

* "HEE (EEEA) " EZ8Astra ControliBRANX E « ¥ BREIBEERREEESEN -

* XA L ERIEBRIETERRIRRI S AR,

© EBAFIEVSHEN" - AifEAIEEERAYAstra ~ BEEFE RN ©

* BUTEEA  EXTERERES - LURHAANetAppT I A\ BEITEREEHEAR o

* $t¥tAstra Controi2{t = B [C|gE : {HiXE T I Eastra.feedback@netapp.com ~ :BFAFIENETAARE « 48

TEIEEE ©

B AEAIREXERBEN LEENetAppZiE

7£Astra Control CenterZ2HAR] (MNRITHEE) enrolled: true TR autoSupport fEAstra Control
CenterHE]EJR (CR) $EZH (astra control center.yaml) ~ESHZERFESZEE LEE "NetApp
ZIRAIL" ©
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