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kubectl -n netapp-monitoring get pod
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cat <<EOF | oc -n netapp-acc-operator create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQF

cat <<EOF | oc -n netapp-acc create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
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cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
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[version] .tar.gz) BREEEMHNES

RS SR

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig

astra-control-center-[version].tar.gz
BEENEE TR Verified OK EGEBRINZ1E o

3. f¢Astra Control CenterE#E40 S HEENAR( -

tar -vxzf astra-control-center-[version].tar.gz

Astra Control 2% %
1. & A Astra Control Service °

2. FEFRRE -~ BE - SEBSHEIER Astra Control* HIITERS
3. {KEB$ETRE A Astra Control #£& &% « HiIH Astra Control Center Z22ERR (% « A HAEVBR(ER o
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https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab

Z4ENetApp Astra kubecl9MIER
IERILAERS NetApp Astra kubectl 85 L FIMHET ~ IR BIEIXE A Docker f#7F/E ©

ez Al

NetApp# RNEIRICPUZRBIEE R R R HIMIMERX ZEMIME - MITIETIEZAT ~ SRR ARIERCPUNIESR
iR o

MREERFTAMNZERLEIMMER « "FFHEECHEA RN TREESRZA]

1. B AT NetApp Astra Kubect! MIMER —3E(I4E -

()  KECBECTWMMERERtarEfHHy—E85 « BIRIEIZKIF Kubect 1-astra ©
1s kubectl-astra/

2. BIFERFMN CPU RIBFTRIIERBERRIRE « WKHENGHS kubectl-astra !

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

IR BRISHTIE E A B

1. AZKContainer5 | E5EMBENTRIERF :

27
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Docker
1. I EtartiEZMIEBEE o BEZEEE acc.manifest.bundle.yaml 1EZREFLEHER .

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. #Astra Control CenterBi{& B #3 PV E MG HEE R A B 8] o MITZAI ~ 555017 R push-
images % :
° L{<BUNDLE_FILE> Astra ControlE254H 5182 LFBE (acc.manifest.bundle.yaml) ©

° BL&It;MY_FULL_REGISTRY_PATH&gt; Dockerf#7ZERJURLENXZ#E ; #IU0 "<a
href="https://&lt,docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a> °

° LI<MY_REGISTRY_USER> & & BEUL o
° BI<MY_REGISTRY_ TOKEN> Z$#AVIZHERER ALY o

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. i) EtarEZMIRB iR - TRZGEIEEEZENBER

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. EALTHER

podman login <YOUR REGISTRY>

3. HHEMEAPodmankiZs « EELHIT FIEFP—EBTIESH - LB SERFBHRA#FEURLE
<MY_FULL_REGISTRY_PATH> °

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

() t5omERRIaBREEs ER THIR  FBEERTE :

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version

BT ABREER BRNHE TS

1. BEH Astra Control Center %M Kribeconfig :

29



2.

export KUBECONFIG=[file path]

@ SEREIEZ A ~ sRIEESEY Kupeconfig 15MAIEEZ 4L Astra Control Center BYEREE ©

MRECEATRHENEE - AIFZNIT R !

a. ##1] netapp-acc-operator A% -
kubectl create ns netapp-acc-operator

b. BEIIME netapp-acc-operator ApRAZERM o FiDocker& AW HIT FIGS ©

@ FERNE your registry path FER LR EEMNEGAEHERNT (FIa
[Registry URL]/netapp/astra/astracc/23.10. 0-68) ©

kubectl create secret docker-registry astra-registry-cred -n
netapp-acc-operator --docker-server=[your registry path] --docker

—-username=[username] --docker-password=[token]

@ ggiﬁ:éi# Bz EMraeEH FENRLGMLTER  ABREWAELGRZEME

C. #3I netapp-acc (FHBE:E]irs) HHZEM
kubectl create ns [netapp-acc or custom namespace]
d. BEBIWE netapp-acc (HBETHHA) wRZER o #FiGDocker&E AL HIT TGRS !

kubectl create secret docker-registry astra-registry-cred -n
[netapp-acc or custom namespace] --docker
-server=[your registry path] --docker-username=[username]

—-—docker-password=[token]

Z#EAstra Control CenteriZ{EE

30

1. #FERH



cd manifests

2. #R#EAstra Control Center&iE& ZfEYaml (astra control center operator deploy.yaml) U2
FIEH AR E BRI E o

vim astra control center operator deploy.yaml

() WY SISREIEIE TS -

a. MNRIEEATERFBNELR « 5FECAITESRIT imagePullsecrets: [] M TFHITHEE :
imagePullSecrets: [{name: astra-registry-cred}]

b. £ ASTRA TMAGE REGISTRY AN kube-rbac-proxy BMEEITTE ARG S RIS F—
% o

C. % ASTRA IMAGE REGISTRY #MAY acc-operator-controller-manager MUYREIEIERHEA
BREREBRERIE L —2F o
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[BFAZEf Astra % center_operer_deploy.yaml

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_ HELM INSTALLTIMEOUT
value: 5m
image: ASTRA IMAGE REGISTRY/acc-operator:23.10.72
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:



path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. Zz#tAstra Control Centeri&ES :

kubectl apply -f astra control center operator deploy.yaml



FRRA%EHEIFE :

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader—-election-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

4. FERRPOdIETERIT !

kubectl get pods -n netapp-acc-operator

SR E AstraiE gty
1. #R¥8Astra Control CenterB5J& R (CR) #8% (astra_control center.yaml) #E{TIRP « %1% « Bk
REMBERTE !
vim astra control center.yaml
() wiEmYR SREEIEE TS -

2. PR TR -
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<code>accountName</code>

=

X &

accountName

<code>astraVersion</code>

"

i A&

astraVersion

5&

ﬁ% accountName F
BERE B Astra
Control CentertR B ##E3L
RAREVTE - JEF—
ERF 78 o

58
EEZRZE M Astra Control
CenterhRzs o 5 E R

FEEMEF - AR
ERFRSCIEA -

<code>astraAddress</code>

"

i &

astraAddress

SE

B4E astraAddress F
RELBEIESPE
FARIFQDN (E:&) =IP
i3tk ~ LAfFEXAstra
Control Center © Lthfiitik
TE FAstra Control
CenterfE BERIHLEIER
AR s UREES
BoERF ~ aHTE23
A & A9AEREIFQDNEY IPiL
3k "Astra Control Center

Mzt . SBMIER
http:// 3 https://
#hitep o #85EFQDN
DMEERER BED

B o

$RE
F&

$RE
F&#

$]RE
F&#

5

Example

5
23.10.0-68

5

astra.example.com
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<code>autoSupport</code>

BEXREPFHIVERE  ATCEEESHE
KB - TEERERER (EiFR4442) -~ FIEZREREEESR o
MIE £/ 58 g2t
autoSupport.en AL enrolled #¥ enrolled for FMIE
rolled 3% url BRI BRA
fiL ZZAutoSupport

false BANKE

HEPR AR R AR B

E R B,

true Lﬁﬁﬁ\ 4R

IhE o B

true E.[H%E%iﬁ

EHEIXZE NetApp
LR F - T8
SREIEA false
W RAEAHER
45NetApp ©

autoSupport.ur AL enrolled LURLAEESRE FH
1 3% url AZEEERUE EIRIEEUE o

i

<code>email</code>

<code>firstName</code>

o

X AE

firstName

5E FaH
BE email FRETER FH
YR RREIEE N

It o $EBUILE FE S
WLRERFER 2ED
B o LB FEREHhIEAE
1’&?%%)3&%5)5%)\%'9
ERERE - TEU
Zl|Astra ControlFR S 4
RYZEAD ©

e $RE

HlAstratR FAERARHEYTE FEB
RVBR K EIEENS
FoBE—REAZ It
BEERNLEERET
TTUIRVAZRER o

NetApp BEBNHZIERARERN « BIEER - LWREREIE

gl

false (ILEATE
=18)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup

5

admin@example.com

5

SRE


https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup

oA

X &

lastName

<code>LastName</code>

=L kY

SiAstralE FARRIMIENTE o8
RMLEREIR o 2
—REAE - I
14,8 MR E VI
g o

<code>imageRegistry</code>

Admin

IRIEAREI P RIEIEE R T S H AstrafEFITETBR& ~ Astra Control Centeri EFF1Astra Control Center
HelmEAZEEN A GE R o

oA

a2 &

imageRegistry.
name

imageRegistry.
secret

£ e kg

WE TEFHAMGH FH
IR E tr s E—
& o sBINER
http:// 3
https:// E&EEE
LB o

MREWMANTE FREERGEER FH
Al NE BIKubernetest&®
imageRegistry. 78 o

name' requires

a secret.

IMPORTANT: If
you are using
a registry
that does not
require
authorization,
you must
delete this
‘secret 1T
imageRegistry
HBRILEREK
E& o

Ll

example.regist
ry.com/astra

astra-
registry-cred
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<code>storageClass</code>

oA

X &

storageClass

=L kY

#¥ storageClass B8 F&
%R ontap-gold &
LHEEFTFE S —E Astra
Trident storageClass &
IR © HIITAR S kubectl
get sc J—X#U'ﬁ‘fﬁufﬁﬁ
HE & ERFIER o &
AEEMEERERY
AEAF—E Astra
Trident BY 17485
(astra-control-
center-
<version>.manifes
t) *II'ZH%’rﬁHE’:‘Astra
PV o MNRKZTE -~ AIE
fEFRTERRVRETFLER ©

By5E - QD%E', % TRR
#F4ER  SREETCE
ME— EE?E Sy EE A
=485! -

<code>volumeReclaimPolicy</code>

"

i e

volumeReclaimPoli
Ccy

58 $hE

EAAstrafIPVERELIUR FE
[RA o BFIL/RRIRES
Retain flBRAstraf&f®
BRHBUIRE o FIL/R
BIERE A Delete fil
FRAstraf& i FRIFERTR

& o MNRKKTELEE ~
BZ{REPV o

yBee

£18

5

ontap-gold

* Retain (EEFER

&)

®* Delete



<code>ingressType</code>
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o

a2 &

ingressType

5 LY

FERATIEF—FBAO FEH
b =L T

Generic*
(ingressType:
"Generic") (FER)
MREERS—EAO
ZHIZS s RTFEEE
CHAOESIZS ~ FHBE
FAILE3%ETR o ZRE Astra
Control Centerz % ~ &
FERTE "AOEHIZI"
fEAURL A BAstra
Control Center °

FEEE IREITHE
AEC Astra Control
Center {5 FEIRFS 44
B& ~ BIJpAZEEEEY
Generic EAFER - B
1TERE "AIEHIZE" 0

AccTraefik
(ingressType:
"AccTraefik")
WRIEAEREAOE
Hl28 ~ SH{ER LRI o
B EREAstraiZHl il
traefik {E
AKubernetes & &
AR ARFERVREIE o

Astra Control Centerfs
B Ta#FHss B3
BIARFS (sve/traefik
(f£Astra Control
Centermp B Z=RH) -
W EKR$EK A IFEAY S
EZRIP{t o YNRIGHIIR
IBAFEaETEE B8
M R ERE B & Ty
2% ~ BRI LUfEAAMetalLB
S H it MEBARTS & &F
725 ~ IFSMEBIP (IS
kAR ARTS o FERERDNS
fRIARESARAE T ~ [THEX
#&Astra Control Center
FrisErIDNS&TBismE
&P ALLE o

fisE © 0% TEETE
1 MACRESELL
SEA - 2R B

IR

* Generic (EETE

218

* AccTraefik
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<code>scaleSize</code>

=

X &

scaleSize

"

X &

astraResourcesSca
ler

=L kY

Astra TERREFEASIE F&H
E (HA) scaleSize

B Medium > FBFATE HA
FPERE XS #ARTS L B
EZEERUBIRT

B o B scaleSize

2 Small ~ Astra &R
DETBIRFERIRASEL

£ - BEARIRTEERI
LURMERE ©

TR ¢ Medium ZPES

E%9100 & Pod (8
HEERBMEITEaH

) ©100 1@ Pod WA =1E
FEIZEA =@ T eSS

(HREARERE) o 55

B AELNRESR =

18 Pod BIAEER FRHI AT AE
Z2EME - FHEEE

JE SE BB 22 BT o

<code>astraResourcesScaler</code>

58 $RE

FRNETEEERR FH
FERNERZE - kT8

5% ~ Astra Control

Center& it¥tAstralyay
KEDTTHREERE
KREETTERE o tEAARE

A& Astra Control
Center#i s &7 FEA

X aHMET LN
HIRIEFR ~ SHEFEN

o
RE °

i ~ EEAE/NFEE
AR R EREAF
AIZfERA TCRy M

astraResourcesSca
lar AJRERR 43 Off ° i&
BFERBEREXR TR
g&ﬁid\ﬁ’\%ﬁt%ﬁ

IR
* Small

* Medium (GEETEZ

8)

IR

®* Default (E%fﬁi\
%18)

* Off



<code>additionalValues</code>

() 72 Astra Control Center CR o3t FHIEHAnE LS 2t REAIRE

additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180

° ¥452 Astral Control Center #] Cloud Insights 3851l ~ kT8 2= TLS R:EER:E o SR LUIE I
T—&f ~ LUERA Cloud Insights £ Astra #E6IHR O EEEEMTE R E 2 BB TLS RiFiE

additionalValues °

additionalValues:
netapp-monitoring-operator:
config:
ciSkipTlsVerify: false
cloud-insights-service:
config:
ciSkipTlsVerify: false
telemetry-service:
config:
ciSkipTlsVerify: false



44

<code>crds</code>

I AR AYIEIE R E Astra Control CenterfEUN{AIERIER AERH ©

BRI
crds.externalCert
Manager

crds.externalTrae
fik

58
MREERINBEEE
B HRE
externalCertManag
er & true ° JBRE
false 3¥Astra Control
Center{E Z4E AR 2 4E
HEeNREEEERE

PrEsE -

CRDEZ(EEEMNY

5~ ZEBLEY)HERE
SR AR EE IR

9 o BRI LU LERERE
mlAstrafZEdl e 3% HER
B RTMELEERENR
Hi&HRAstraiZ il Ficgh
MEEEIEE LR R

BIE o

f&x¥8:% * Astra Control
Center@Z#EENE
MTraefikE A TR

H - CRDEEEZEEMN
Y ~ ZEEE Y]
AEE R EERENEMED
9 o WA LUE A LEFERE
EAstradZHl 3 H R
5 RMELEEREXK
H & B AstraiZildcsh
MPEEEEESELRR
B o

$R5Y
ke

mikE

\ SR SRR R IE R R R A OERE -

#if
;Fa lse (IHEATERE

;Fa 1se (ﬁtfﬁ%ﬁ%&@



REEEHI Astra £EHIARC .yaml

apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
scaleSize: "Medium"
astraResourcesScaler: "Default"
additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180
crds:
externalTraefik: false

externalCertManager: false

FTEEBAstralZ R ONIREE 2%

1. MREHKE L - RAITIEBNE « FRIL netapp-acc (FHEF]) BHREM !

kubectl create ns [netapp-acc or custom namespace]

2. YNRIGZIBHEC Astra Control Center £ ARTSAEIE ~ 381 FIIEEITIEE netapp-acc HBTMAZERM -

@ BRI AOEERY (ingressType) WAZEERA Generic 1 Astra Control Center CR F#I{TILED

LAl ©



kubectl label ns [netapp-acc or custom namespace] istio-

injection:enabled
3. (B8 "EUHEARH MTLS" $7? Istio ARFSHEM

kubectl apply -n istio-system -f - <<EOF
apiVersion: security.istio.io/vlbetal
kind: PeerAuthentication
metadata:

name: default
spec:

mtls:

mode: STRICT

EOF

4. fEh%dtAstra Control Center netapp-acc (S HE]) %R :

kubectl apply -f astra control center.yaml -n [netapp-acc or custom

namespace]

@ Astra Control Center BB &% B &g T IRt “EE‘ZQ BR "R AIREE LA ~ T Astra
Control Center #EAIERE(F - sA2H T —H MEHBHARRETHEEANESHAER -

eI LA A kubectifh < 2REGEE RATIRAE o WIRERIFEAOpenShift ~ LRI UEFRAABLIEIER 6 < 2REITERE S
B o

pg
1. MRREEFREL RS RERANESH)

kubectl get acc [astra or custom Astra Control Center CR name] -n

[netapp—-acc or custom namespace] -o yaml

(D) Astra Control Center {EB SRt BIREHMEENE -

2. S EEBLBRREFERIBIHE -
() mELRERERERS  WSERE FR' AR Astra Control Center ©

3. BB R R EMIhREFARGITH ©

46


https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/

kubectl get pods

—-n

[netapp—-acc or custom namespace]

S{EPodAYARREFES Running ° EREBRMRPodFI SERE B D HERVRA] o

47



48

F A ARG S 151 E1 FE

NAME

RESTARTS AGE
acc-helm-repo-6cc7696d8f-pmhm8
9h

activity-597fbo656dc-5rd4l

9h

activity-597fb656dc—-mgmcw

9h
api-token-authentication-62f84
9h
api-token-authentication-68nlf
9h
api-token-authentication-ztgrm
9h

asup-669d4ddbcd-fnmwp

(9h ago) Sh
authentication-78789d7549-1k686
9h
bucketservice-65c7d95496-24x71
(9h ago) Sh
cert-manager-c9f9fbf9f-k8zqg2
9h
cert-manager-c9f9fbf9f-gjlzm
9h

cert-manager-cainjector-dbbbd8447-b5gll
9h
cert-manager-cainjector-dbbbd8447-p5whs
9h
cert-manager-webhook-6£97bb7d84-4722b
9h
cert-manager-webhook-6£f97bb7d84-86kv5
9h

certificates-59d9f6£4bd-2j899

9h

certificates-59d9f6£f4bd-9d9%k6

9h
certificates-expiry-check-28011180--1-81kxz
9h

cloud-extension-5c¢9c9958f8-jdhrp

9h
cloud-insights-service-5cdd5f7f-pp8r5
9h

composite-compute-66585789f4-hxnbw

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running



9h
composite-volume-68649f68fd-tb7p4
9h
credentials-dfc844c57-7sx92
9h
credentials-dfc844c57-xw26s
9h
entitlement-7b47769b87-4jb6c
9h

features-854d8444cc-c24b7

9h

features-854d8444cc-dvosm

9h

fluent-bit-ds-9tlv4

9h

fluent-bit-ds-bpkcb

9h

fluent-bit-ds-cxmwx

9h

fluent-bit-ds-jgnhc

9h

fluent-bit-ds-vtroék

9h

fluent-bit-ds-vxgd5

9h
graphgl-server-7d4b9d44d5-zdbf5
9h

identity-6655c48769-4pwk8

9h

influxdb2-0

9h
keycloak-operator-55479d6fco-slvmt
9h

krakend-f487cb465-78679

9h

krakend-f487cb465-rjsxx

9h

license-64cbc7cd9c-gxsr8

9h

login-ui-5db89b5589-ndb96

9h

loki-0

9h
metrics-facade-8446£f64c94-x8h7b
9h

monitoring-operator-6b44586965-pvcl4

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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9h

nats-0

9h

nats-1

9h

nats-2

9h
nautilus-85754d87d7-756gb
9h
nautilus-85754d87d7-g8757d
9h
openapi-5f9cc76544-7fnjm
9h
openapi-5f9cc76544-vzr7b
9h
packages-5db49£f8b5-1rzhd
9h

polaris-consul-consul-server-0

9h

polaris-consul-consul-server-1

9h

polaris-consul-consul-server-2

9h

polaris-keycloak-0
(9h ago) 9h
polaris-keycloak-1

9h

polaris-keycloak-2

9h
polaris-keycloak-db-0
9h
polaris-keycloak-db-1
9h
polaris-keycloak-db-2
9h

polaris-mongodb-0

9h

polaris-mongodb-1

9h

polaris-mongodb-2

9h
polaris-ui-66£fb99479-gp9gg
9h

polaris-vault-0

9h

polaris-vault-1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



9h

polaris-vault-2

9h
public-metrics-76fbf9594d-zmxzw
9h

storage-backend-metrics-7d7fbc9cb9-1md25

Sh

storage-provider-5bdd456cd4b-2fftc

9h
task-service-87575df85-dnn2qg
(9h ago) 9h

task-service-task-purge-28011720--1-gbw4r

28m
task-service-task-purge-28011735--1-vkopd
13m

telegraf-ds-2r2kw

9h

telegraf-ds-6s9d5

9h

telegraf-ds-96j17

9h

telegraf-ds-hbp84

9h

telegraf-ds-plwzv

9h

telegraf-ds-sr22c

9h

telegraf-rs-4sbg8

9h
telemetry-service-fb9559f7b-mk917
(9h ago) 9h
tenancy-559bbc6b48-5msgg
9h
traefik-d997b8877-Txpf4
9h
traefik-d997b8877-9xv96
9h

trident-svc-585¢c97548c-d25z5

9h
vault-controller-88484b454-2d6sr
9h
vault-controller-88484b454-fcbcz
9h
vault-controller-88484b454-jktld
9h

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Completed

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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4. (ER) BB acc-operator ESIEEERECER ¢

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

@ accHost EERERE—RIEE « MRKW - A TERIMERN - WREHPIEHESE
B8R -~ A UEBBREAER "EUIRIESETIERE" APl

5. BFTBEPodEBTEMITR ;AR EEALT (READY & True) IEVYSRE AAstra Control CenterffFr{EEFHRY
YA E B

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

[EIFE

NAME UUID VERSION ADDRESS
READY

astra 9aabfdae-4214-4cb7-9976-5d8b4cOce27f 23.10.0-68
10.111.111.111 True

@ EBUUIDTE - ZHERE Acc- #EE RUUIDME (acc- [UuUID] 3¢#&E ~ TEULEEHIH ~ acc-
9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f) ©

REAOUETEHTE

RAI AR EKubernetes A O #EHIZZ SR EIRSMERARFSFEN - R EFEHANTERE « BLEERFSREADOZEHIZRH
REEH ingressType: "Generic" Astra Control CenterBs] &R (astra control center.yaml) ©

UNREISTE ~ A RNEEFALIFERF ingressType: "AccTraefik" Astra Control CenterE:]&E

(astra control center. yaml) ©

ZBZE Astra Control Centerz & ~ IREERTE A OZEHIZS « LLURLEERAstra Control Center ©

E S ERIE A A OIEEI 4B R M B FTAE o Astra Control Centersz 1B 218 A L4 28488 o ISLEBFEIZ
F" R —LE s B A O35 SSER S FI S B -

G Z Al
© BB CALERR RERE -
© o "ALFEHR" RERIBER AOEHIZAT o
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Istio A= B
1. BEIstio A °
()  ivEsERER R AERERRESsto
2. WES BT IngressEEFIEN/EENAESIBER o
TWRAIUEACARZEN B R FENRE - —MRBLBLARAstrafiilt (FQDN) -
L EH -

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key
-out tls.crt

3. BIME t1ls secret name $BE! kubernetes.io/tls PHTLSIAZREIRM/EEE istio-system
namespace YTLSHEEZRFRIM o

L EH -
kubectl create secret tls [tls secret name] --key="tls.key"
—-—cert="tls.crt" -n istio-system

1R R e LR RY spec.tls.secretName 3t istio-ingress.yaml t&% :

4. FEHHEAOER netapp-ace (HEFIMSH) HRZER -~ ERVIERBE(EAZME (istio-
Ingress.yaml EAFIRFER)
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apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:
number: 80

kubectl get ingress -n [netapp-acc or custom namespace]

[EIFE :

NAME CLASS HOSTS ADDRESS
ingress istio astra.example.com 172.16.103.248

PORTS AGE

80,

443 1h



7. 52X Astra Control Center&4t o

A Nginving #5I83H95 55

1. BITFERVAIMAER kubernetes.io/tls PR TLSAA RS IBHA/EE netapp-ace (FHB:Tf%) ©f
ZEfE ~ QNP "TLSHEZ" o

2. EHEEANEIR netapp-acc (FBTo%) MHZEM ~ FAVIEREREAZHE (nginx-
Ingress.yaml FEARBIRFER)

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80

pathType: ImplementationSpecific
3 EREE

kubectl apply -f nginx-Ingress.yaml

(D NetAppEiSNginfg ISR AHE « T dacmonser °
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OpenShift A O#EH23H9 25 5%

1. IVBIEHY/EE ~ BUS A {OpenShiftiRHEAMNEE « /BEFCAIER -
2. #370penShifti&H :

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC
address> —--cert=cert.pem --key=key.pem

& AAstra Control Center Ul
Z#E Astra Control CenterZ % ~ (SIS FFER SRR « A% A Astra Control Center UIf&ZRMR ©

TR
1. 1£2IEE23F « HA FQDN (83 nttps:// FH) astraAddress T+

{I—r

astra_control_center.yaml SR AJRFETT %% 7 Astra Control Center ©

2. IEHBITE « AT EREBNEE o
() manEsARRYETES -

3. #EAstra Control CenterE AEH * MIAGFRABE email EH astra control center.yaml A {AIRF
1T 8% 45T Astra Control Center » AR AVIIARRE RS (ACC- [UUID]) ©

() OROHABSTE=R  ARRHEERERS 1558 -

4. BB A o
5. HIRIRREFE RS o

@ MREREFE—REBA ~ BETEENE - MEHKREIIEMEREREIIRE « 550t
"NetApp3zi&" IBUSZHERIE 78] o

6. (ER) BRIRAEMNBEHFBTLSRE « MWUNRM "H/EFEES([ (CA) HFENBEFITLS/ERE"

SEREHFR LI

WRBEARBEE Error AR » ERILIRECER - F4400Z2I5008EE AIRIAPIEIFEMRES o BLEMFTRELER
PEREYINES o

* BR@EAstrafZHPIORIREERE - FRATIIAS :

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f
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« BERE Astra Control Center CR By#aH :

kubectl get acc -n [netapp-acc or custom namespace] -o yaml

Tk
- (R RCHIEETRE | SSRGS A o
- BUTISERERE R T o

REINEEEEEREN

R Kubernetess= B FE/EFEERER - BEERITLENELE

CenterA”"ZZE#EH O/&EEIERER °

5551
EE:VL.\:L'R IR EIERE ¢

kubectl get pods -A | grep 'cert-manager'

{€Astra Control

[EIFEEEH :
cert-manager essential-cert-manager-84446£49d5-sf2zd 1/1
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg 1/1
Running 0 6d5h

2. AN BRI/ IRAE astraArddress FQDN :

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out

tls.crt

[EIFE&EH) :

Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

3. fERRIEERNIERELWE
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kubectl create secret tls selfsigned-tls --key tls.key --cert tls.crt -n

<cert-manager—-namespace>

[EIFEEE A -

secret/selfsigned-tls created

4. 321 ClusterIssuer U MR HNERESEHNGHERMIE cert-manager B%%Pod :

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:

secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

[ElFEEE ) :

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

O. f#E5¥ ClusterIssuer BIEFERIE) o Ready WZBERE True [THEBEZHI

kubectl get ClusterIssuer

[ClFEEEH
NAME READY AGE
astra-ca-clusterissuer True 9s

. 52RX "Astra Control Center2#£32/%" o & "Astra Control Center#& &£ YamIFFr EVARRE S ER" IGaJ T H P&
BECRDfE ~ UFRMIMNBLE T REEIERE - B BELZEHAMSTTALEP B « Astra Control Center7 SEH¥8
MR RS EIETER ©
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{EFOpenShift{FE R AR 23 L 5 Astra Control Center

IR fEFARed Hat OpenShift ~ AILAffEFIRed HatsBeEHV1R{E S 2K Z £ Astra Control
Center ° :5{FE A ILIZFE L4 Astra Control Center "Red Hat4EBE % 4% B #%" 5¢{FFHRed
Hat OpenShift Container Platform o
SRR Z % » M BEREIRERRF ~ ARe5E "FIEFT 5" UGB RER T MINLE A ©
Rt Z Al

*CRBRIBEAREM * | "BIRREZ A « AT EETIRIELEEITAstra Control CenterZpE" o

*  FRREZINEEIRESN AP RS * ¢

° {OpenShiftIE EMRFTA R EIREE T EN IR ARG ©

oc get clusteroperators

° {£OpenShift#E £ « BIRFIAAPIBRFSE BRI R IRAE

oc get apiservices

* * FE(REIEREHAY FQDN* : IS4TE(EFRY Astra FQDN FIRRHERE ° ERTIEEASDNSEAREEFAEDNS
IBE ~ HEEREEMBIZOURLERE ©

* * EX1S OpenShift #R * . MEEFFA XV EREIR « M7FEL Red Hat OpenShift Container Platform ~ ZFBEH!
TRRIAY RIS ER o

c *REREEIES ¢ MRRETEETEEEES  KEEHIT—LEHE "WEDSE" EitAstra Control
CenterAE L4 H D H/EEBIEIZT o {kFEE « Astra Control Center@ 7E L4 I L4 B O /R B 1ET2
fto

* * EEARFEAER ¢ | RIS EM Astra Control EHEEREEBERRE "STIRAVARFEAIRE"
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Istio ARF5HE&SFHEE R

G EFEA Istio FRIZAE ~ ML BHIT FHENE -
° #i¥ istio-injection:enabled 7EEBSE Astra Control Center Z R  sAFCiFIZHRALE! Astra @
BZER” o
° £ Generic ARE MARMEERXAO "IMEIE L FE" o

> ¥7* Red Hat OpenShift = - {8FEEFEE NetworkAttachmentDefinition FEFFAEHERIRY
Astra Control Center #5258 (netapp-acc-operator » netapp-acc ® netapp-

monitoring FERERNEEREFRERRNBEImEZE™M) o

cat <<EOF | oc -n netapp-acc-operator create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-acc create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-monitoring create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

* * Kubernetes A [0#Z#185* : MNREHE—{EAKubernetes A 1T HISS KR EIBIMNIPIRFEIZEN ~ FINNEEFTHNESHT
1~ I EERHRTE A B Astra Control Centerf&Be(E A -

a BUuBH Rz !

OC Ccreate namespace netapp-acc-operator

- "FERERE " WA EGRIA DIEH SRR -

* *{£R ONTAP SAN EEEii2=t * | HIRE(EARYE ONTAP SAN ERENTZT  sRFSUATEFRA Kubernetes s&
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LRIBZERK -

SER
* TFEALH#EEXAstra Control Center

* ZiENetApp Astra kubecl9MHER,
* [RIBRERITIE EAEE SR

* [EHRFEREEH]

* [RERIEE]

» Z2#EAstra Control Center

T E A #EEXAstra Control Center

&R LUEIEE NetApp S21B48UL & Astra Control Center 14 ~ T Docker 1 Astra Control Service B {&
BiIRPIRIEY ©

NetApp ZiE4HL
1. FH B3 Astra Control CenterfldE4E4HS (astra-control-center-[version].tar. gz) 1%

"Astra Control Center FTE(EE" °
2. (EB:&{EWE) TEAstra Control CenterBV /KRB L EMN (astra-control-center-certs-

[version] .tar.gz) ESEEMIIER

RS SR

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig

astra-control-center-[version].tar.gz
MEENFETREAH verified OK EREERNINZ T o

3. {#¢Astra Control CenterE#E40 S HEENAR (R -

tar -vxzf astra-control-center-[version].tar.gz

Astra Control F{&& %
1. & A Astra Control Service ©
2. fEEFRIR L - EEE * SE B EEIEM Astra Control* H1T1ERS ©
3. {KERIEE A Astra Control ®£%&E% + fiittl Astra Control Center ZZEEBR{& ~ S FRERBRER ©
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Z4ENetApp Astra kubecl9MIER
ICRTLAE AR NetApp Astra kubect! 8r @ FISMIMETL ~ IRRBRIEEE A Docker f#1FE ©

ez Al

NetApp# RNEIRICPUZRBIEE R R R HIMIMERX ZEMIME - MITIETIEZAT ~ SRR ARIERCPUNIESR
iR o

1. ZH AT FIAINetApp Astra kubectSMIR T TEMIME « W2 FERRRACPULRIBPIBAVERRTE

()  KECBECTWMHBRSBRtarEfHi—5 - BFEEERIFN ubect 1 -astra °
1ls kubectl-astra/

2. BIERM _EMIEREEARE « L HEMaFHA kubectl-astra !

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

iR BRIGHTEE E A S B

1. & Container5 | E e BEENS RIERF :
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Docker
1. I EtartiEZMIEBEE o BEZEEE acc.manifest.bundle.yaml 1EZREFLEHER .

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. #Astra Control CenterBi{& B #3 PV E MG HEE R A B 8] o MITZAI ~ 555017 R push-
images % :
° L{<BUNDLE_FILE> Astra ControlE254H 5182 LFBE (acc.manifest.bundle.yaml) ©

° BL&It;MY_FULL_REGISTRY_PATH&gt; Dockerf#7ZERJURLENXZ#E ; #IU0 "<a
href="https://&lt,docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a> °

° LI<MY_REGISTRY_USER> & & BEUL o
° BI<MY_REGISTRY_ TOKEN> Z$#AVIZHERER ALY o

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. i) EtarEZMIRB iR - TRZGEIEEEZENBER

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. EALTHER

podman login <YOUR REGISTRY>

3. HHEMEAPodmankiZs « EELHIT FIEFP—EBTIESH - LB SERFBHRA#FEURLE
<MY_FULL_REGISTRY_PATH> °

<strong>Podman 4</strong>

63



export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar)
astralmage=$ (podman load --input ${astralmageFile} | sed
image: //"')

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralImageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar)
astralmage=$ (podman load --input ${astralmageFile} | sed
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /${ PACKAGEVERSION}/${astraImageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

() t5omERRIaBREEs ER THIR  FBEERTE :

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version

SHIRMFEREER
1. B TIEP—ERF « UFRRFERZRKER :

° % Red Hat OpenShift Web FiZ4& :
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iii. €355 35EFENetApp Astra Control Center&iE# o
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Capability level

© Basic install
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Refer to Installation Procsdure o deploy Astra Control Center using the Operator
Jource Documentation
Certified

Provider

NetApp

Repository
N/A

Containerimage
N/A
Created at

e

Support
NetApp
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il. I EREANFER o

Red Hat 2

Ecosystem Catalog Hardware Software Cloud & service providers Hky Resomces Al Red ok
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Provided by NetApp

Application-aware data management built for OpenShift
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Ovwerview Features & benefits Documentation Deploy & use FAQs Get support

Overview
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224t Astra Control Center

1. eAstraZH IR IES* AstralZhl PO RS IREANEES « BERCEIER/N -

Project: netapp-acc-operator «

Installed Operators > Operator details

netapp-acc-operator
i‘:".? 23.4.0 provided by NetApp Actions =

Details  YAML  Subscription  Events  Astra Control Center

AstraControlCenters  Show operandsin: ® All namespaces © Current namespace only

No operands found

Operands are declarative components used to define the behavior of the
application.
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a. {REE A% Astra Control Center g o
b. #7i%Astra Control CenterfItZ4 ©
C. MASFRBEHXIE - ERRE T83E) -
d. #j A Astra Control Center FQDNZXIP{izdlk o 55703 A http:// B https:// £ Ml HEA o
e. B A Astra Control Center hizZs ~ 540 23.10.0-68 ©
f MANRS LT - EFHHMUMEIESHK o
9. EEEMVolumeElUR/RE] Retain v Recycle B 'Delete © FH:R{EA Retain ©
h. BEERZEER) scaleSize ©
Astra TEREEASEAAE (HA) scaleSize B Medium ® FRTE HA FHEASH

()  RELBESEEAUSES o 8 scalesize i snall ~ Astra S FTARRTEH
HABE « BEARBERI - WA EAE o
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I EERACO4RDY
* Generic (ingressType: "Generic") (F8:%)
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Centerz % ~ IMEERTE "ALIZEHI25" EAAURLARIAstra Control Center ©
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4. 3¥EHY Create ©

MREEATEEREHIE LR « 557F OpenShift =& IS ~ ABEPHMAZIESLTE Create
AstraControlCenter FREMHNL o
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oc create ns [netapp-acc-operator or custom namespace]
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oc create secret docker-registry astra-registry-cred n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
—-—-docker username=[username] --docker-password=[token]

@ Astra Control{£3z#EDocker& $Ei# 2% o
3. EHERMEERBENL Createy (3E3z) [PE ! Control Center) ZFRESMHML o

5
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&3l : Astra Control Center &R EBE# A TYIESHE ~ HXEUILE SR ©

gcloud auth activate-service-account <service account email address>
-—-key-file=<GCP Service Account JSON file>

It3E < BEEE E Astra Control Center& /5 EEZRMGoogle ImageE i & o #fl :

manifestfile=acc.manifest.bundle.yaml
GCP_CR REGISTRY=<target GCP image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: S$ASTRA REGISTRY/Simage $GCP_CR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA REGISTRY/S$image SGCP_CR_REGISTRY/Simage
docker push SGCP CR REGISTRY/$image

done < acc.manifest.bundle.yaml
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7% GCP %€ NetApp BlueXP
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EBEIEEE "Astra Control CenterZ4E:R88" o
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1. B4 DockertbZ LAHEEYAstra Control CenterZ24EHIAR (& :

kubectl create secret docker-registry <secret name> --docker
-server=<Registry location> --docker-username= json key --docker
-password="S$ (cat <GCP Service Account JSON file>)" --namespace=pcloud

EMicrosoft Azured & Z Astra Control Center

RE] LA Astra Control CenterZBZ7EMicrosoft Azure AE E_ BB R EIEKubernetes# £ £ o

AzurefY A BINAE
fEAzureEfE Astra Control CenterZ & ~ IEEE THIER :
* Astra Control Center%#& o 3522/ "Astra Control CenterfSEZ K" o
* "fF&Astra Control CenterfE
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a. F137 Azure Container Z#% (ACR) L{#tEF Astra Control Center & o
b. AFr7A Astra Control Center #R:&E Docker ¥ / HI1FEX o
C. [FATHIESHEE Astra Control Center SR AL % -

az acr login -n <AZ ACR URL/Location>
This script requires the Astra Control Center manifest file and your
Azure ACR location.

i

manifestfile=acc.manifest.bundle.yaml
AZ ACR REGISTRY=<target Azure ACR image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: $ASTRA REGISTRY/Simage $AZ ACR REGISTRY/Simage"
root image=S{image%:*}
echo $root image
docker pull SASTRA REGISTRY/Simage
docker tag $SASTRA REGISTRY/S$image $AZ ACR REGISTRY/$image
docker push SAZ ACR REGISTRY/$image

done < acc.manifest.bundle.yaml

8. :XEDNSEIH

R EFEA AzurefINetApp BlueXP (Fi& %ACloud Manager)
fEMABlueXP (Bi&7%Cloud Manager) EII TEE - i @B Y EAzure « B TEIRIE - UREAZEE -
AIBEBlueXPX M5 TFIZER 552/ "AzureFHIBlueXP AFIFEE" ©

R Z Al
LFRBRIAMAERRA A B EXAzureliR A

S ER
1. BRI R BRI EBlueXP °
2. ¥ AzureiEIEES o 5E2 [ "BlueXP[REE]" o
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a. EEE* Azure *(EA{HLFER -
b. B AAzuresP:EE Kl « BIEEMAERID « BRIFEZMBE (FHR) IDo

FH20 "EBlueXPrifAzure 2 7 EIEER" o

3. FESDIEIRSRIEENIT « MUNAEZEIERS -

Cloud Manager

Connectors Add Connector Manage Connectors

Q ! x
Aeure | westuse | m Acve

] azurecioudmanager Go to Local Ul 2

Azure | centraluseuap | ® Artive

[] cvo-aws-connector Go to Local Ul A
AWS us-east-1 ® Active
] cvo-connector-gep Goto Local Ul 2

Google Cloud | us-eastd | = Active

TestazHA Go to Local Ul A

Azure | westusZ | = Active

azUre-COnNnector Go'to Local Ul A

Azure | westus? | = Inactive

4. BENERRIEET TIFRIE o

a. if& . Microsoft Azure] ©°

b. #iA : Cloud Volumes ONTAP TEHA] ©
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Cloud Manager Account Workspace  + Connector
= netapp.com-05. Workspace:1 TestazHa

Canvas Replication Backup & Restore 14 Data Sense. File Cache Compute Sync All Services (+3) »

Add Working Environment Choose a Location

©
2t aws D =

Microsoft Azure Amazon Web Services Google Cloud Platform On-Premises

Choose Type

@

( ¥

(O f_ﬁ)

© G )
Cloud Volumes ONTAP Cloud Volumes ONTAP HA Azure NetApp Files Kubernetes Cluster

Q, ifyou want to discover an existing Cloud Volumes ONTAP HA in Azure, Click Here

5. B AOpenShiftaE - EEARFERECHIEIINTIFRIR o
a. JEE Kes* > HREBE > BREFMER « A 21ANetAppREFHAE K] o

Cloud Manager Account
netapp.com-05..

Replication Backup & Restore K8s ata Sense File Cache Compuite Sync All Services (+9)

Cluster List » Cluster Detalls »

targetazacc [ Update Kubeconfig Connect to Working Environment
Status Cluster Version Added by Valumes VPC Date Added Trident Version Provider
() Running V1.21.6+bbeds0a Import 3 - April 14,2022 v21.04.1 BB Microsaft
) BS Az

1 Working Environments

*  Provider
) resaenva: @ il westus2 10.0.0.016 0100 54 61 500 6B available
1-10f1
3 storage Classes Q
Storage Class 1D % Provisioner % Volumes ¢ Labels =
managed-premium mi= 0
trident.
Xe1HS5pd-ha

trident netanooforotocol=NAS +1

vsawerkingenvironment-xr1hsSpd-ha-nas (CIERID i NetApp 3 trident netapp.io/hantrue G

b. FEEEAG LA Astra Trident ks ©
c. 5 ECloud Volumes ONTAP -+ B&mNetAppA S RECER TN EE TR o
EZEALAIRed Hat OpenShifti & ~ WIEIRFERAVEETZIER! o o] DUSEHETESER] o
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Astra Trident F7EEANIRREZEFTEHZLE ©

6. #F¥ = tkCloud Volumes ONTAP IhAEZRE R HIFR B IS E L R AR o

7. EJ{ERE—EREE A FAEE(E o Cloud Volumes ONTAPYISREREAHA ~ 55528 FAzure R TRIHARRAEH]
EREEREARE

4R EAzurefJAstra Control Center

Wt

{ERATEEEZ S Astra Control Center "&Z4E5RBH" o

{3 Astra Control CenterffiAzurefE7FE o 552/ "s% & Astra Control Centerili #igiE=l" o

28L& % E Astra Control Center
HRITWIBIEME ~ L8EAstra Control CenterZ B o] SEEEZBIMVARAE ©

BIREIRPRS

HLUIRIB R ERACEEMRHIZE Y « UBhIEfs 2 =M PNE IR HERE LRFTE T BCPUREEIERS © Astra
Control Centerilli k5% E LR ~ AIEAREELER - MIREHIRIEERUEREARTE » IFENRTITES

gt Astra Control Centerfyap s IR IRELER o

EAI LAE R 95 ER AU A PRI LB RE AN PR &I o TEE L&A « e SHH EEMR T ZRBIBNEET ©

1. RIS EIRECEE netapp-acc (SHEETHR) mBZER :

kubectl get gquota -n [netapp-acc or custom namespace]

[E1FE :
NAME AGE REQUEST LIMIT
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium l6s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi

2. k2 IBMIBRPTA B IRACER :

kubectl delete resourcequota pods-high -n [netapp-acc or custom

namespace]
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kubectl delete resourcequota pods—-low -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom

namespace]

EFPRIRHIEE netapp-acc (B(BFIfHR) Rz :

kubectl get limits -n [netapp-acc or custom namespace]

[EIFE :

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23Z2

4. kB TBMIFRIRGIEEE

kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom

namespace]

HIEBEITLS/RE

Astra Control CenterfEs%FF BB EEMNTLS/REREIEALITHIZRE (BERMSEHERE) - URERRE
ftj E2IETITWeb UIBR:E o A LUBIRIRENEREZTLS/RE « T /REINEE N (CA) BHEMTLS/RE

TAmp B R EERE A AN AR AVER

* HTTPS#E4R E Astra Control Center43E&UlI

@ * AOEZEFIZFRE (ZE ingressType: "AccTraefik" ABRBEHRE
astra control center.yaml Z&EAstra Control CenterHAfEIRVIEZR)

BATRRTLS BRI ANERRE LERAERSE

BHsRZ Al
* Kubernetes®& 5 B Z 8 Astra Control Center

c BIEEFENEE FEHITHSH S Shell kubectl 7%
* IRECAMFLA B IBF/REIESE
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BIREREBNEE
BIRRANEREETLSEE

1. EESSH ~ UBIBFERE SN E AZHAstra Control CenterfKubernetes# £ o
2. FRTHERGSSHEE/REHEATLSER <ACC-deployment -namespace> M Astra Control
CenterZfEdp & 2R :

kubectl get certificate -n <ACC-deployment-namespace>

3. ERA T < MIBR B AT R ERIE RS

kubectl delete cert cert-manager-certificates -n <ACC-deployment-

namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

e <TG RE
HIEHCARZERNTLS&RE °
1. A TGS UCANTAE S RARRIEZE LM TLSME » W LUBERNE AEARIE <158

kubectl create secret tls <secret-name> --key <private-key-filename>
-—-cert <certificate-filename> -n <ACC-deployment-namespace>

2. FETYSSHEHREEZEE]ERER (CRD) 1EE « ABE T spec.selfSigned BfE
spec.ca.secretName HESERLAIEIITLSME :

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n

<ACC-deployment-namespace>

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret—-name>
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3. FR TGS MEAHEFIRETEFIST IR - UKEERT O ERBTFERE AT  BUL <acc-
deployment-namespace> {FFAstra Control CenterZfE 2] :

kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

[EIFE :
Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:27%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4. BI certificate.yaml A TR AER<>PNERUEEBNAHBEEENNESE !

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
<strong>name: <certificate-name></strong>
namespace: <ACC-deployment-namespace>
spec:
<strong>secretName: <certificate-secret-name></strong>
duration: 2160h # 90d
renewBefore: 360h # 15d
dnsNames:
<strong>- <astra.dnsname.example.com></strong> #Replace with the
correct Astra Control Center DNS address
issuerRef:
kind: ClusterIssuer

name: cert-manager-certificates

o. fER TS SIS !

kubectl apply -f certificate.yaml

6. A T7 e < MEEHEHRERREELEEERET - UREEEFERGERIABFEENSIE (Flk
18 ~ FrEmRsE ~ BOHIPRRDNS78) ©
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kubectl describe certificate -n <ACC-deployment-namespace>

[EIFE :

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61h0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%
Renewal Time: 2021-07-04T16:45:417
Revision: 1
Events: <none>

- #m¥E TLS {#7F CRD LUfERA T7ap < M EEAHEMERIFT/REZTIEREE « LUBEREFEAIEIN <> FrIFEE
uEE

kubectl edit tlsstores.traefik.io -n <ACC-deployment-namespace>

spec:
defaultCertificate:
secretName: <certificate-secret—-name>

8. #R#E ACICRD TLS) #%E1& - A Toar < MEHHERMEVRREN « LLUEENEMIRASIEIN<>HE

FARBNEE
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kubectl edit ingressroutes.traefik.io -n <ACC-deployment-namespace>

EREXH :

tls:
secretName: <certificate-secret—-name>
9. (FRME 2232 E = Astra Control CenterfYEZBZE Pt ©
B

10. FESDRSERFAER RRREFAERHETR o
. ERRISTREREABEIERTREEERER

2 EAstratZEFlqicy

%24 Astra Control Center ~ EA Ul WEEFIE % « REEED TR « Ifeie 5
FA%E - ERRTEREINERER -

Itk

* ¥t Astra Control CenteriZ i
* fEfAstra Control BIRIE T = EE IR AR
* gL
* 7£ ONTAP {#F#&im R A RS
* g TR R
* [FTIBRETEE]

¥1% Astra Control Center{Z i

Z4E Astra Control Center B ~ B 22N ERHEHIRHE o MR T IETEFHE Astra Control Center ~ RIUABKBIES
B o

& ] LAfEE R Astra Control UIT{ETIE$EHE "Astra Control API" o

Astra Control Centeri & ffEFlKubernetes CPUETTHRAIECPUE R ~ W 51 EISR4SFTE X EEKubernetesz
E2 TEEEHICPUER o IRERRIBVCPUEAXRME o TRt BIRENFMAEN - sA20 "k o

@ MBENLE SR RIIBBIZENCPUEBETTELE « Astra Control Center& B L& EIRETHIFE FATE
o - BERERFERETR o

() =EErpamMERsEEE B80S .

FEYaZ Bl
* IZENETZEERYAstra Control Center# {T{ERE o
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https://docs.netapp.com/us-en/astra-automation

* RREIEEAGER o
* & "NetAppiRiEig®E" (f) o
1. & AAstra Control Center Ul o
2. EEBEIRESMEHE
3. EBRILIRAE o
4. BIEEETEHAUZERER (NLF) o
S. JEIEAHTIDIHE o

MRE>E#) BEEERREEEN 248 « B~  1RPIDKREMRBCPUEL °

@ MRIEHER HMLIZHE « B RiEERMFZEAutoSupport 2 E DT RAT « AN HEFEERIRE
ID ~ {524 Astra Control CentertfifERF 354 ERIEXK ©

fEFHAstra Control BIRIBMIFEETIEERE

EFIEE A ~ BERERN S TILRMES o BUEZHITERRE - URFREECEFTFIIE EAstra
Control Center ~ W27/ ZEEIBHNAE o

Rt Z A
> MRIRIBLRMENS * | BHNIRIERS "=EIRIE T K" A Astra TridentE2Astra Control Center ©

. %;I*Iﬂfﬁﬁﬁﬁ * L ABMEREENHEFRIIEIVRRERE T TIFERL « IUE Pod BB InfH#TFREE

* * 5% kubeconfig RI7ZEX * : &R IAFFEY "FER =5 kubeconfig" BB " E R LEEHAREI TR E

OREREEMETE T NIRCEGHLSEZMEREBEEEA (CA) B kubeconfig HEZRAFMIEHEE
FR#TIE T3 —1T cluster kubeconfig #§2AY—Ef1 o 5 1] :E Astra Control #TiZ &5 ©

insecure-skip-tls-verify: true

* [[enable - psa]]*Enable PSA restrictions * : Y1RFREERF Pod Z25F A58 ( Kubernetes 1.25 R EHT
EEMZE) BTN ERA PSA HiE ki = RIARS |

o

netapp-acc-operator R ZER -

kubectl label --overwrite ns netapp-acc-operator pod-
security.kubernetes.io/enforce=privileged

° netapp monitoring ARFAZER :

kubectl label --overwrite ns netapp-monitoring pod-
security.kubernetes.io/enforce=privileged
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* * Astra Trident 3K *
o * AL AR * © Astra Trident BYRRZS "FHAstra Control Centersz 18" 8225 ©

&AL "EFE Astra Trident” 2/ Astra Trident BEF (FEISERA Helm BElXR)
() tridentctl - EREEFHRAStra Trident Al ~ $ESGIRAT "< EAORIT « EIHR THAE

Lae
BeE" o
TN

°o * 2L TE Astra Trident #F &R * : E/DWBE—E Astra Trident #F &I "B T5EL o

o * 207 Astra Trident 72585 * | B/ MNBEE—(E Astra Trident F7Z4E5 "B T EHE L - NMRER
TR #FHER « AR EC M — ATt GHFER o

° * BZ7E Astra Trident Volume Snapshot =833 285 Volume Snapshot £85!] * : Volume Snapshot %
HIZIAZEA "B I LUETEAstra Control R IR o ZE/DE—1EAstra Trident
VolumeSnapshotClass AT "®iE" HRAREIEEHIT ©

* * Astra Control Provisioner* . & E{# Astra Control Provisioner &S SR EFE R B INAE « M Astra
Control {EFHE RAETZEUS LETHAE « BN BEZREE Astra Trident 23.10 S{E#FHR AL ELA "Astra Control

akn o

Provisioner THAEE

* (R1B) W58 BEEFERIEIRIZIBIR IR 245 ERENZIBREMBAREREREREID « A5EE
FHAstra Control CenterZR {7 B2 /R FEFAFETLONTAP ONTAP ONTAP ©

TEflexf2ap L FIRHIT FFIESONTAP
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* *#PRRancher * | TERancherlRIEHEIRERAEXNEER « sA1ERancheri it IKusbeconfighg & FEF
EREEMNTERAS « WERIZEIERASMIERancher APIERREEAZA © WL EE /D Rancher APHAEIRESHI &
&~ WS MEBE ©

PITERIRE
HITTIIERIRE  MRTCHEECERBITIEE AstralZhFil) o

1. ## Astra TridenthZs ©

kubectl get tridentversions -n trident

N5 Astra Trident 7Z7F * @ EEUTYIMNE L :

NAME VERSION
trident 23.XX.X
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R Astra Trident R1E7E ~ EEHEFFELITYEDL :

error: the server doesn't have a resource type "tridentversions"

@ WNRKZE Astra Trident ~ LZEMRERERITARE « BIABHLZE Astra Trident FIRFT
KRS ~ A BE4EAE o 35 2R "Astra Trident>Z 4" LU EEAERAIST ©

2. FE{RPOdIETEHIT :

kubectl get pods -n trident

3. FEREFLER B D ERZIER Astra Trident EEENFETL - EFTEXNATEES csi.trident . .netapp.io° 34
2R T EG -

kubectl get sc

[ElFEEEHE) -
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) csi.trident.netapp.io Delete Immediate
true 5d23h
By REAaELEE

R LGSEFE M A Astra Control Center 2 BIRERIETHEIREIES AT ° 542 Astra Control Center 5%
EMNERR « AAEER Kribeconfig 38 E &AM —EF9D "ZIEFZF" o

MBTIE-IBERBERARERIRER « ANEF A HENEEILERIRY Kubleconfig :

s [CHEERGIEEIEEER Astra Control #R

* EAZENSHEE - EAERREAMKRERNTER Astra Control Kbeconfig ~ 2 BB E—ABHZIRA
&~ HEAE IR REE

a2 Al
EMEFTERZA  FEECEEENZEAB TIER !

* BRIEKECV1.235E iR as
* ¥ Astra Control Center REFEVG EFIE R EIEMNEE

@ FLEREFS « S REEFEBKECBECVLZENE#{TAstra Control Centerfyz5£E
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* EAREEEERREEFATATHNZEEN{EAFKECBEConfig

iu %
1. BIRRFEIRA

a. BIU%ANBRTEIRFIEZR astracontrol-service-account.yaml ©

REERABLBENGLER - MREIUEETEE « CRZETINTRIEREENEE -

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl

kind: ServiceAccount

metadata:
name: astracontrol-service-account
namespace: default

a. ERRBRS

kubectl apply -f astracontrol-service-account.yaml

2. %Z2MH Astra Control EIEMEERI AR EHERN T EEAGZ—
* *ARFEAE * | ILABESH Astra Control BIEREFIRNREER
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=g

i. 37 ClusterRole ffl#l v astra-admin-account.yaml ©

BRTEELENH LM - MBS TES « CRZE TS RPERERNES -

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

N I |

resources:
= T x 1
verbs:

- get

- list

- Create

- patch

# Delete Resources
# Necessary for in-place restore and AppMirror failover
- apiGroups:
- apps
- autoscaling
- batch
- crd.projectcalico.org
- extensions
- networking.k8s.io
- policy
- rbac.authorization.k8s.io
- snapshot.storage.k8s.io
- trident.netapp.io
resources:
- configmaps
- cronjobs
- daemonsets
- deployments



- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- podsecuritypolicies

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

— secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
wn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources
apiGroups:
wn
- build.openshift.io
- image.openshift.io
resources:
- builds/details
- replicationcontrollers
- replicationcontrollers/scale



- imagestreams/layers
- imagestreamtags

- imagetags

verbs:

- update

# Use PodSecurityPolicies
- apiGroups:
- extensions
- policy
resources:
- podsecuritypolicies
verbs:

- use

i. ({ZPR OpenShift &) EMAERBRMINITSIER astra-admin-account . yaml ERFHZ
8 # Use PodSecurityPolicies BER :

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:

- use

iil. EFFEEASR

kubectl apply -f astra-admin-account.yaml

o *IETEEME - | ILABE S Astra Control FIEIEREMERER - MREERZERSEHE - BE
SEfE LS AR R ERUTERS Astra Control Kbeconfig ~ Si2 BB E—ASHARARE AT EHIRIEH
ZB{E -~ BaIAfEARLLAE !

@ MTAZA ClusterRole FEEE Kubernetes FI—AREEH o 55 2R Kubernetes B
%~ LEVSHRENCIRIENIET ©
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3.

96

R R
i. #37 clusterRole f¥0 ~ astra-admin-account.yaml °

REZHBREN B ZER - MRFURETEE  CEZE MITRIERBRNEE -

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:

- apiGroups:

B I |

resources:

I I |

verbs:

— LI |

- nonResourceURLs:

N |

verbs:

I I |

i. EREEAE !

kubectl apply -f astra-admin-account.yaml

BiumSAtERBIRPNEEABRE

a. }17 ClusterRoleBinding 1R BEMA astracontrol-clusterrolebinding.yaml °

REZERIURBIRA FKAZRTAE BB R o

<strong>astracontrol-clusterrolebinding.yaml</strong>



apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a. ERREAREE:

kubectl apply -f astracontrol-clusterrolebinding.yaml

4. BIUMEFRENEZS

a. B —EBANENMZEIER secret-astracontrol-service-account. yaml ©°

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. ERRERLEE :

kubectl apply -f secret-astracontrol-service-account.yaml

S RN ZIEIIE ERIFIRE ~ EBBIEE secrets Array (UTFEHIFHRE—TT)

kubectl edit sa astracontrol-service-account



apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

6. FIHELARIARFSIR S <context> IEMERREIRIE !

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

LG EERL THAR -

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

EP@@?E?E@%% secrets @5']5555%0 © T:EJ:@%@@JEP N ?ﬂ% astracontrol-service-account-
dockercfg-48xhx 130 ~ &5|BI%A secret-astracontrol-service-account fEZeE1 ° E&#HIH
o SEETERFBIREZBNERS IR o MET—ELRPHFELLRSIRR

7. E%E LU THIKbeconfig :
a. #1] create-kubeconfig.sh 1§% | ¥# TOKEN INDEX /£ FHH5<HERIEE  (EFH EMRRIE ©

<strong>create-kubeconfig.sh</strong>

# Update these to match your environment.
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Replace TOKEN INDEX with the correct value
from the output in the previous step. If you
didn't change anything else above, don't change

+H H= H H

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
-—-context S${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA:$(kubectl get secret ${SECRET_NAME} \
——context S{CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}"')

TOKEN=$ (echo ${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

#f Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials S${CONTEXT}-${NAMESPACE}-token-user \
—-—token S${TOKEN}

# Set context to use token user
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
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—user

# Set context to correct namespace
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp
rm ${KUBECONFIG_FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. BHA S LUEEERAEKubernetes#B£E ©

source create-kubeconfig.sh

8. (#H) #KbeconfigEfimBERENEERL o

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

ETERE?
RELCEEIENEIRMES - CEEEFBE T MLEE -

HiBEE

EERREIEERREDR  BiiEKubernetes#F5E ~ G HEFEEERKEIE o B4 7EAAstra Control Center
FgEE s A ﬁEﬁ%KubernetesEﬁﬂﬁzT °

FfIEiEAstra Control CenterSt EIEAIEF LIRS ~ B AN SEHIEE Astra Control Center
ETEIE - BREEAEE « 1A @EKubmetrics TR FIREIRIEE « MbeTERRE
HE#R -

FRtEZ Al
* FMEEEZA  FABRLRITHREN KNET(Eo
* MREERABIZ ONTAP SAN ERENTETL « SBTFFUTEPRA Kubernetes 225 FRAVAZ BRI o
1. 1@1&%‘%*&"53%%173 BIEE -
ot TEREE) 1 TERRL B 1% TRE) EPER THmg) -
c HAAEEREH « EEEE  ABRK [R5 EEEICLEE o
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2. 7£$TBHAY* Add Cluster-* (GRINEE) BOP » EfF kubeconfig. yaml HERFA LHAR

kubeconfig.yaml &% :

() © xubeconfig.yanl BEMESS—ERERREDED -

IRTEITIIL kubecon£ig R « EZRER—(E'RNETTE « #2BI "Kubemetes
() <t MESARRIMEN kubecontig MR | MBLFEAAERNEESGRY
T Kbeconfig Lilti2 Faafs AT AN B L 5 A4 _EsZKECBEConnfig ©

3. JRENTIEATE - RIS DL AMEABR RS -
4. EB T o
5. EE IR fhKubernetes i SATTRRR TR AR - FAEEAL Next o

() (@mERoRmLL ONTAP MR EABER Astra Trident (F4ER) ©

6. #HBIEN « MNR—LIERERERLT - sHEECFIE* -
4t
BEEAMERREE - RABEFA @RS o KIRTEIE(FERAstra Control Center’REIEFHEE ©

f£Astra Control Centerh#TiZ EEIEMNRE & ~ T EX D IENRIREIRISESEITIREE - &
L2 AT~ BHIBREEMALE « Wittt B RIERE NIRRT RBC BN o« I URKRE—
()  E&EAstra Control CenterBUSEMIKAER  FIEFAARA  MBRHAMWNDFERANDE - 35
AIERETHIT oc get pods -n netapp-monitoring AEE, - (MEEETEFETIRES
s08% ~ LUETERIRE o
7 ONTAP #7718 InEN B EgsE
Astra Control Center 12{tM#E5E:E ONTAP BIRAVIET -

© * oRREEERRE ¢ | EAXEHIRA ONTAP EAERERERBNEN - CRZERALTEENZEEAA
& ~ 40 admin 8§ vsadmin ~ L FE{REL ONTAP KRASHIRAEBMY o

- BRI ¢ ¢ Astra ZEEIFR O AT LUBAIRETE RSNV EEE ONTAP S4B - CREZERAE B
3 SMFISEN CARE (NRE®A) (EEER) -

TRAILHRBMIRANRR « REERRENBES &N - —RAE—EEETE -

SRRkt T

Astra Control Center EE B HE=E BRI admin B ONTAP &imiE: - CEZERELESNEESE
B0 admin o ERIFEfREARZE ONTAP hRASHIRTRZAER Y « BLEARAATSE S ARIRIK Astra #EH| IO ASFRfE A
RYIHRE API ©

() EETETR2EARE | 15 Astra Control Center 5B « {B7RRHHER o

BIRERBAHLT
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"version": 1,
"backendName":
"storageDriverName":
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "admin",

"password": "secret"

R imE FEME— LA FEFDERM S - BUSEMRIRE

"ExampleBackend",

"ontap-nas",

RERFERENBBVTER - UL -

I8 S {FEARNRIE « B Kubernetes Si{#FBIEE#IT ©

BN /&sE B B
Astra ORI AE R &R E

* clientCertificate : AP IR/&ES ©
* clientPrivateKey - BAF/EYFASE o

* trustedCACertificate : AJ{S CAEEZ o

HICA ~ BIB]ZBE LSRR o
ISR MUEA T EP— R A RE ¢

* BREZENRE

* IR REE
BAOREBRBNRSE
HANTERZEETIIPER

1. EXARIRRENESH o EER -

BZFRAYFNIRAHY ONTAP B imE

s —Ax%iE (CN) &

o MIEZARKEZTHATIIEN -

YNR(ERSERICA ~ IR RIRHIE S8 - MRKREREE

45 ONTAP fEFE ~ ABEEER o

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key

-out k8senv.pem -subj

"/C=US/ST=NC/L=RTP/0O=NetApp/CN=<common-name>"

2. ZEEAAIHERNESE client-ca MK ONTAP #2E ISR

security certificate install -type client-ca -cert-name <certificate-

name> -vserver <vserver—-name>

security ssl modify -vserver <vserver-name> -client-enabled true
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3. s ONTAP 22 F AAGTIREHREE L o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

4. FREENETREEE o B LIF IP 1 SVM $#BEUX ONTAP Management LIF> # <vserver name>
o A BIERLIFBIRRFSIRBIERE S default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver—-get></vserver-get></netapp>

5. EAH L —FEVSHIE ~ 7E Astra Control Center Ul SREfIE{#7Z% ik

RYRB 1% 1 me i /ReE BY B
MREEBHEERSE « CAIUEREED BRRE KL

1. EEFLAE M CSR

openssl req -new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>"

## CSR EEE Windows CA (1#/71& CA) ~ REZBEZENESE o
THEREZENRSE « MFHM%% [ ontap_signed_cert.crt |
#& Windows CA (1#77%&® CA) EHIREE o

ﬁ%ﬁtﬁé% ca_root.crt

.UTP.@N

TIRAER T =EESE :

o * FAEREIE ¢ : ontap signed request.key (=& ONTAP H{AfRZF/FENEHETIR - MRS
REERFERE RIS

° *ZERFE Y | ontap signed cert.crt (E7E ONTAP At iBAEARET/REE _ )
° *IR CAREE * ! ca_root.crt (E7E ONTAP FthiE# _server-ca /ReE _ °)
6. 7£ ONTAP FRZEEELEIRE o EEREEE server Ml server-ca ONTAP LRY&RE ©
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[EF3 SAMPLE.Yaml

# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.

security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate
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certificates {y|n}: n

The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP_ CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—connect <ONTAP CLUSTER FQDN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

<Certificate details>

7. BE—ETHERILAFIRRE - LUETERIEEN © Astra 16RO AR FE ONTAP & °
8. £ ONTAP LELERLZHEAFHRE :
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[EF3 SAMPLE.Yaml

# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the
below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate's CA and serial number for reference:

CA:
serial:

The certificate's generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only

certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{



"records": [

{

"uuid": "f84e0a%b-e72f-4431-88c4-4bf5378b41bd",
"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d039€a50375c",
"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039%ea50375c"
}

}

by

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a9%-e72f-4431-88c4-
4bf5378b41bd"

}

}

}

1,

"num records": 1,

" links": {

"self": {

"href": "/api/storage/aggregates"

oe

}
}
}

9. 7 Astra Control

Center Ul FR#fIEfEF RIS « MWiRHTINE

° * AAIR/&EE * ¢ ONTAP Al AF % .pem

o RN

ontap_test_client.key

o * T[S CAFEE * | ONTAP ZHEM cert.crt

B RTF R I

AN —F
DXA-EIJ?L?‘DE:E RET

H%Astra ControlFHRFREEIEAMTERIN - ELEFEUERE (PV) BEREFRIRZMELELE

SERIMNIRETRISIR o

Astra Control Provisioner

Provisioner ~ BIJ7E Astra Control Center F#TIE K EIE ONTAP (#F&iRE « 2FEAB o

SR E N2 ~ GETLIFIRAR) ONTAP #FRIGHTIEE Astra 260 « UERHER -

s DABZEY

NetApp HNREEELF Astra Control Center 23.10 S{E#hRZ<HJ Astra Control
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1. REAGEEEIFHIERRT  EREH*
2. 3EHY* TAdd*) o
3. 7 THLRETERMERE EEM MEMRRABMN) BB ~ B * ONTAP * o
4. BEEUTHIHAH—IE
° ;Jﬁﬁiﬁéﬁéaﬁéﬁ * DA ONTAP EE£EIE P (IUMEERE o DEEH N BRRELEENREE

TEIL A A B A ERE AEIES ontapi EAEBATEUSAEIEONTAP SIEME
£ 11 [HIERHEEER) PEAONTAP o MR HERSnapMiroriEs « 2P
() 87 Tadmin) AENEREDE « ZAGEREEEIE ontap Al http » R
JEONTAP FIB OIS HE | o 35501 "EIONTAP EFREIRS « A2 R4 LS
B -
o+ GEFREHE " R pen M BRI . key MR  LUREN BBIBHBINE -
5. JET—5 o
6. ESREIMEHAIETE) « PABIBEREIE o
B
BIMEIIRIET online SUBIEEEM -

() rcuOsEEEwREEEE  UEETES -

i e

R BT A {E A Astra Control UISEARETIL 1@ "Astra Control API" o ¥ RICIEEFH(HERRRNIITEHESRE X
SREREERAERER « BN EMEYHEREEREMER ° Astra Control i E LEFE D ERHEEER
EENYIGERES o

B REETFE o
FAsaZ Al
* BRICHER —{EA 7 Astra Control Center FRE IRV R EZENRIETHS o
* B RICHERITRERVSIGE ©
* HESOATRE A N Hp—EER
> NetApp ONTAP EfS3
° NetApp StorageGRID EmS3

o Microsoft Azure

° —fi%S3

@ Amazon Web Services (AWS) #1Google Cloud Platform (GCP) fEMRiEAS3HEFELER! -
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acpVersion: 23.10.0
currentInstallationParams:
acpImage: <my custom registry>/trident-acp:23.10.0

enableACP: "true"
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17 ° U0 ~ T5OpenShift CLIFH < & 1i&3# &R AZ FWordPressFERTET ©

oc new-project wordpress
oc adm policy add-scc-to-group anyuid system:serviceaccounts:wordpress
oc adm policy add-scc-to-user privileged -z default -n wordpress

ERIAIT TS ERER AR BRI IE -

* [RREMRERR]

* [EBIIRER]

* [EIfE]

* EXF3 ONTAP NAS & EZEN BN EER
* BIAAREE ]

* [FRARIREREL 1)

* [MIBRERER]

* [BUHER]

* [MIBR#E]

RERERR

RERBEIESERMHREPEIRE « HHIWE - WRERARER - TLUEES/ & - 8X - 8BNS
BIIRIBME D « el s EBRERNEEHE -

NREEES/NERNIT—IUULEMEG SR ~ e "{EHAstra Control REST AP REGEAFE{H" o

@ MREERNFRERNSGEIUIATEED - UEESXRER (WORM) FrRRRFEAER 57
EERENIREREAFAEENSZITRRENRERA -

RIBEHNERIRE « LUBRHFEED - HIU0 ~ E8/)\KHRREBERITED « LHHEERIULS
HiERBA 10 HiERFERLE o

1 IR  ARERE AR RTE o
2 S ERHRE" o
3. AR RAEEA o
4 BEE)E - S - SENSHRENRBIBORE « UESREHE -
EEINFRERS N 50 « SERSAHE - ELRTREBRZH SRR GLRIERT -

ENRERBMHNFRERRE - ILUEEBRREHRMNHFEE -
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9 Configure protection policy

PROTECTION SCHEDULE

@© Hourly ] ® Daily

Every hour on the Oth

minute, keep the last 4 last 15 snapshots

snapshots

® Hourly ® Daily ® Weekly @ Monthly

Select Weekday(s) (optional) Time {UTC) (optional}

W ®© weekly [

Daily at 02:00 (UTC), keep the

SEKERREMHREREGD

STEP 1/2: DETAILS

@© Monthly

Weekly on Mondays at 02:00
(UTC), keep the last 26

snapshots backups

Snapshots 1o keep

>

Every 1st of the month at
02:00 (UTC), keep the last 12

Backups to keep

Manday X 02:00 ~ - 26 =+ - 0 #
BACKUP DESTINATION
Bucket
~

ntp-nautils-bucket-10 - ntp-nautils-bucket-10 7 Default

. JELE* Review * o

6. BV ERERE o *
MR
Astra Control & I&E
F=RVA PN
1B AR LB R IR ©

RIRERI(E

FHPAEMRERRREZIAMRE

TREBFNEH

Astra Control < #&fEf3 T55RENTZ TP SR IR AR A ZRIZ L IRIR

®* ontap-nas
®* ontap-san

* ontap-san-economy

NREHFERENFERUEAZBEIE#FLER ontap-nas-economy BEEFFEL

@ IR o ERBERBRFER AT

IR
1. g EREt o
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RER o

UBFEHRER

@ ovERvIEW
Schedule and retention

Define a policy to continuously
protect your application on a
schedule and configure a retention
countto get started.

For select stareful applications,
expect IO 1o pause fora short
time during a backup or snapshot
operation,

Read mare in
Protection polices (3,

&) Application
catle-logging

[ na mespace
cattle-logging

ﬁ_ﬁ Cluster
se-openlab-astra-enterprise-
05-ze-openlab-astra-
enterprise-03-mstr-1

ElIC

HOREIIIR



2. EFFEEMATER* MActionss (EhfE) 1MMY MOptions) (EEIE) IHRER - EHY* Snapshot) (TREB) * o
3. BFTRIBAVRTE « ABEET—F~ o
4. WERIIRERIEE « JR1BIERL Snapshot * ©

ER
REBEZFHERIFG - & TERMRE R BEN RS WPehikEs B2 B IRIEmE )
Bitkn

TR A RERs (R FEFRAE R ©

FREETLF
Astra Control FHRVETRER G IREPIABE o TEHEHEHER Astra Control FTEERNERER 281 « AT EEN
FEEERAMPREIEEN -

MREHEBERERUEAERBEHELER] ontap-nas-economy EENEEREEN BBEHEMHEER I
BE ° SAMEE S B E R backendType FMIREL "Kubernetes #1F¥)14" {EA ontap-nas-economy HITIERI{R
EEEZA ©

Astra Control 2#&{E 8 T3 BeE2 VP 2 IRV ETF AR R SRE L (D -
* ontap-nas
@ * ontap—-nas-economy
®* ontap-san

* ontap-san—-economy

1. EEREARER" -

2. 7EFrEMEATE: MActionsy (BN1E) 1AV TOptionsy (EIH) IHFERS - BEEX* Back ups (D) *o
3. BETHENLE -

4. EEFRENRENRBENDEAEN - MREDULER « GRIURRARBFEFETEE

S. WEFITREFEREEEHMNBNGEER

6. EE 5o

7. {BEMEMTEE « AREICHER"
iER
Astra Control &2 FEREXHER °
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* MREHERPENEERIE - BRFEAETAR - EEERBHKRK -

* MREFZBCHAITRRED - SBIREBRETIRE EUHED] - SZ2MERED  FFEEH
@ FER R BIRIR P RYTERIEST (MIFRED] ©

* BRREEE (R HH - BR) MEEREREHIREX/NZE « VIR SRR

EA/ ~ FEBERZ 207088 - BRMRE(FRER BRI IEMAERINTT « LRI ERHFR IR
BIRERAS RIS ERE A/ RV EE ©

EXFH ONTAP NAS & EERNH R HIER

Astra Control Provisioner e fftf& {7 BB RINAE ~ FIERALURERBEFRIRMER ontap-nas-economy f#fF
Vil

Bt Z Al
* {&%8 "E R Astra Control Provisioner" ©
* fRE21E Astra Control FEZREARER o TETHRLRER ZA] - ILEEAERNIREINEARR
* %A ontap-nas-economy BEINARERIGINTEREAFLER
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FRFLUETTHERR D BR

1. 7£ ONTAP #EFRIHHIT FFIBNE

a. SHEEHA SVM “ontap-nas-economy FERIR N ER TS o
b. B AEIRE ONTAP HYAR IR « MEHAPEIIHMIRE o
C. BEiE SVM BVIREEB &R -

SIHEE G EEE SVM - (B B Srid ] (H7FEY o

F"r

nfs modify -vserver <svm name> -v3-hide-snapshot enabled

@ FESD ONTAP f#7F&Ux_ERY Snapshot BE:ERE - ERIEEIL B « AJRE S EREE
FEIERIEARER - THEEM-ER NFSV3 BUIERT °

2. 1£ Astra Trident FEIT FFEN(E -
a. A&E PV BARBBEEE ontap-nas-economy UERTE R A EHEN & 7E T2 TCARRTHE ©

tridentctl update volume <pv name> --snapshot-dir=true --pool
-level=true -n trident

b. BB AEEAERIN PV BUBRIBER :

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

[EIFE :

snapshotDirectory: "true"

3. 7£ Astra Control B ~ E{FAFFEERIMVIRIR B 2 & ~ sAEMERIEEATEL « LUE Astra Control s 71%E
BHE o

R
FERENEZEEIFEMA Astra Control E1THREER - &8 PVC thaltEMEARARERER -

FENVRZNEI =i NLv)
REBRFFHMDITE LNRERNZLEN - MEBRATENER - EIUSERAERABNEEREFRER
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AINRFE ~ IEBIATEENED - F2H "ErlRE" UBISAMERTAE2EMNEREN -

FAtAZ Al
CEBFEHRBRARRTE HHHETEE o RIBEERNFEERBEHERME - BNHBUEZEEFIRE - IFEFHEE
M BR2EHFEEERY
* * Amazon Web Services * : "I BTRERFENE S3 ¥ HHE ~ Wk ETERRBHARIA A2 TR REBiE
ft" o
* * NetApp StorageGRID * : "2 ETREFFRNA S3 M HHE « R ETERFHRAEN RE51 ERAERER

@ Astra Control FRETIE A EIRE TR E o EHHIAER Astra Control FAEIEMERERN ZA]
EATEEENHEEER AP IGEITEE -

MBEHIFERR N FERUEARBEIFHELER ontap-nas-economy EBENIETR ~ AREEERE
@ i;;l%:]zendType FREYZREL "Kubernetes #1FY)1H" (B4 ontap-nas-economy SITIEMI{RZENE
- EEERER o
2. {EFREFEMTER* TActionss (EhfE) 1M TOptionss (EIE) IHAER - EEY* MBackupy (H1D) *o
3. BEIfENETE -
4. FEERENRANRBENEAREN - REDULER - BRIURRARBFEFETEE
5

- RMEEFTRBETEEZHEONEIMFEFR - —XREAZREN (WORM) FrieiES iR M#HE
AARE o

—_

() nEFBERTENE - HIGECR BT SEER R o

o

CEETT D
- IREEHOEE  ARIERCHEN" -

~

ER
Astra Control &2 FERENHAR I & ©

* MREHERPENRERIE - BOOFEIETAR - EEERBMHERK -

* MREESRERFE—ERREAIWER S 21 2R —(E#7FE « Astra Control §
Pk E —EfENDERE) - FEIF—EFHNREBRAGS —EFEDR

@ © CEEBUHPITHR A AT EHD -

* BRMREEE (BR - FH7  BR) REBEFEFAZREREANNZE « VIR SRR
@A/~ FEERZ 207088 - BRMREIFERBRDEMERINTTA « ERIIERFHFRIRH
E IR SR ST AR & K/ \AUEAEE o
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1. BECRERS  AMEREGTERE AR LT -
2. BB ERIRE o

3. TEFRERER* TActions) (E1fE) By TOptions) (3EIE) IHRER - Z=EX* Delete snapshot]  (fHIFRIR
) *o

4. A TDELETE) —:RARESZMIER ~ FA%BEEE* Yes « Delete snapshot (/2 ~ MIBRIRER) | o
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Astra Control Z fHlBRIREE o
BUH &R
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EBECHB  BIFYBIER Running I/ o LFEECHRIIBIA pending M/ o

()  cEEmEnTRTITRERR -
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1. R AR - RBENERRENATE o

2. I ERRE o

3. BEEMHEMN o
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Astra Control Center BI1T{EFSHY 5 — 1@ Kubernetes F5_F#1T o 58 1@ Astra Control B\1TERRERENRETE
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* FREZEEALE Trident B ONTAP i ©
* 7EUE4AREAR ~ OpensShift &5 1EFA MetallB 4 & 8 #28 o
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a. EAXE Astra Control Center H1T{EEE o
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b. "##%{5" Astra Control Center FEFBTZT, (netapp-acc) ©
C. "fE{n" EEE (netapp—acc—operator) °

4. (E1R1(5 Astra Control Center FIEZEE 2 1% ~ BRI K E#IRIE (DR) 2 "##iR% 4% Astra Control
Center" It EHE °

@ &84 Astra Control Center 2[R EfESE (RT2FFARAYEE =18 Kubernetes 2=5) ~ M
}EEIHY DNS {EA$Z24E Astra Control Center BT E#HE o
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o
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b. 752 ADDRESS Astra Control Center 2BREMIH G R B F E R 4H DNS 478 .

kubectl get acc -n netapp-acc

[EIFE :
NAME UUID VERSION ADDRESS
READY

astra 89f4fd47-0cf0-4c7a-a44e-43353dc9%96ba8 23.10.0-68 ocp-cluster-
1.company.com True

a. YR 2 ADDRESS _Fii[EIFEFIEALZE EE Astra Control Center H{T{ERERY FQDN - 5B H4HAE
222 Astra Control Center DNS

kubectl edit acc -n netapp-acc

Z Astra Control Center ﬁlfﬂlﬁlﬂ
ii. {HE7F4HRE o
iii. RSP EH ¢

kubectl get acc -n netapp-acc

b. Hij{E i&R Astra Control Center #&1FE AXHI—E « USEHERER ©

LB 1 I8 . [FFHE = (7€ Astra Control Center
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FAtAZ Al
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1. 2R ZE Astra Control Center HIfTERE EIE T E Astra Control Center FEFIEN A BRIt EE -
a. E ARE Astra Control Center #11T{ERS
b. "¥fi% 2 Astra Control Center #£" (ocp-cluster-1) o

C. "HIEEHAMIE =5 E" (ocp-cluster-3) AREER °
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2. 7£2RZE Astra Control Center E&12 Astra Control Center #1 Astra Control Center &3&%4 :
a. |EEY * #E * - ABENE S EE Astra Control Center FUEE (ocp-cluster-1) o
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a. JEIEEAITIREDT « AR - BHBE - o
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Data protection Storage Resources Execution hooks Activity Tasks

Configure v 3 snapshots =& Backups @ Replication

Replication relationship

Source Destination STATUS
@ @ (© Healthy | Established
netapp-acc netapp-acc
© Available —CDH © Available SCHEDULE
Replicate snapshot every 5
q o ocp-cluster-3
2 - Fail over '2 oeh-elisters minutes to £J ocp-cluster-3
r netapp-acc
Reverse replication
LAST SYNC
A Delete replication relationship
2023/08/0117:18 UTC

Sync duration: 32 seconds

b. FEDEMENRL « ARIEN * DEEBE * LIRS HEBRERER -

EERFRIREEEEE A Failing over A% Failed over SERiEF ©

7

6. SERATHISERAERS

a. BRNAR I ~ ME A S =EFEER kubeconfig #EITELR (ocp-cluster-3) o IWEEIRTEE LR Astra
Control Center °

b. HEE S =B LAY Astra Control Center FQDN (ocp-cluster-3) o
C. EFAERELIZE Astra Control Center DNS

kubectl edit acc -n netapp-acc
i. 8% astraAddress &} spec: {H FQDN (ocp-cluster-3.company.com) ©
i FESDMthIE B SR
kubectl get acc -n netapp-acc
d. SATE L EREE CRD #3771 !
kubectl get crds | grep traefik

WEREE CRD
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ingressroutes.traefik.containo.us
ingressroutes.traefik.io
ingressroutetcps.traefik.containo.us
ingressroutetcps.traefik.io
ingressrouteudps.traefik.containo.us
ingressrouteudps.traefik.io
middlewares.traefik.containo.us
middlewares.traefik.io
middlewaretcps.traefik.containo.us
middlewaretcps.traefik.io
serverstransports.traefik.containo.us
serverstransports.traefik.io
tlsoptions.traefik.containo.us
tlsoptions.traefik.io
tIsstores.traefik.containo.us
tIsstores.traefik.io
traefikservices.traefik.containo.us
traefikservices.traefik.io

a NP HANAEEFEREEE :
LB S o
i TR BEENIEED .
i, ERRE :

kubectl apply -f <file name>

v. ERTERENEE

kubectl get pods -n netapp-acc | grep -e "traefik" | awk '{print
$1}' | xargs kubectl delete pod -n netapp-acc

b. 7i1¥ i2/F Astra Control Center $21EE AXHEM—E « UTERERIER ©

$HER 2 . 3&[E Astra Control Center 1&/EE
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2. 1t TEntE) H8EY TEEIA) IhAERY - I ER ¢
3. EiE* EEEMMATMH * FAERER -
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4. FERMME=FE (ocp-cluster-3) ©

. REr R EMEE RN T ERREERMMBIRZER (netapp-acc-operator) °©
6. BEEVTATERENRY AR A E R AR

7. EE  ERRIGHEEER - o

8. HH * BRFFIEEIR* °

0. EEFMEN - RER—T * BR * LRKBERER -

TFEAEDN) BEEmEREERIEEEREBRME =25/ Astra Control Center #£{E8 (ocp-cluster-3) o
T2 ST ~ IRAE B RERA Available © 10 #EA ~ A9E LAY DNS {ILFEZ SR

mR

Astra Control Center ~ HiFfis% - MRAARBHNEHENNAERARER  REDNEENME=£LE L&A
(ocp-cluster- 3) o WHERIGHITIERE _EFrEEA RERIFRZERRA] « h & HIBERRITER L - ST UEER
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SRR
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* * Pod SR¥1T * : FESBFRA Pod IERENILAIT

kubectl get pods -n netapp-acc

WNERHPHEED Pod CrashLookBackOff sHEMENEN « RERBREEIAZE Running /& °

* * FESRAMARAE * | FEST Astra Control Center RAEEEA ready M :

kubectl get acc -n netapp-acc

[EIFE :
NAME UUID VERSION ADDRESS
READY
astra 89f4£fd47-0cfl0-4c7a-a44e-43353dc96ba8 23.10.0-68 ocp-cluster-
1.company.com True

* * FESDEREARRE * | BB Astra Control Center i E L FES? Deployment State f& Deployed ©

kubectl describe acc astra -n netapp-acc

* * B32[RAY Astra Control Center Ul &1#[0] 404 $552 * | WNRE S FEEUEEETE ~ B E(EE] R *
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EZHAEN - G ERAERER 1K -

FTF I I RE
TR BRI | HENTHARTFERNRRINR « B
- BES UV EREER

F BLRERRRTRE

C BIRREEIRERE

© BRREMREENERKE o

R EEREERT B HFER

FTZE HAstra Control CentergIEME=E 2% ~ AT LISRE=ENEEAER « FIInE(I
B~ TEEhEL « @M ENHEEER - GBS TS SRR EMNTERHEFIER

R REREWRMFEER
TR USRS SRV A E R ~ GIMNEE ~ TIRERRS - FAaR &M #FLER

166
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1. fEAstra Control Center Web Ul ~ #EEX* Clusters* o
2. 71 TEE%E) HEL - ENGEEENERE -

3. 342" Storage* (f#7F:RfE) |IEF o

4. BEEEFERER o
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R RN KRR

FIEEIEFERTEN 2% « Astra Control ZieHFEATETNAVEEME N ~ ;BCAEL0: 7 FEFRFZ
TUBVIEENARRE (Astra Control @ BRI ABEARENE) ~ EFRERRE (EREHERE
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1. #£Astra Control Center UIH « 3EHY* Applications* « A& EEVEATER & o
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EENRERENAS

eI LUfEF Astra Control UIZR#TIE ~ # PRk AR#EAstra Control CenterZ%aIfEAE o 7]
UEFAstra Control UISE "Astra Control API" HIEERE -

T AT U fEFLDAPZEI B E A& I TERE o

{EFILDAP

LDAPEFI S M B ENMNERZEGEIGE - W B EEETEAPTEE o K0 Li§Astra Control Centeri&
42 ZELDAPRIARES « AEERYAstra ControlfEFAE#1TER:E - =Bk L - AREEiEFAstraliLDAPE S ~ LIk
E&ZRHLDAPE ZEFERAstra ControlfEFHEFEF4H o & r] LUfEEF Astra Control APIZ{Web UIZ:& ELDAPES:S -
LUK LDAPEREFELAE o NEFAAE ~ B2 THIXH -

* " HAstra Control APIZR EIRiZ IR ER:E IE A E"
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BEARZMIFRE EfEZECloud Insights EHAYERIE K o
1. FERAEF B A & #EIRAVIRSA E AAstra Control Center ©
2. EEBEIR B S AR o
3. TR BEFEEY Disconnect* (FHEFELR) | LUEHELR o
4

. TEFRRBYEEE S IR ~ BESRIEZE o
TEICFESDIRIEZ 1 ~ Cloud Insights 7E*tRA*>* R HE L ~ Bmp [EH) REEEER" [F5EE) ~ -
AARGEATE 73 Rl E AR R B D BRG] o

HE42 F Prometheus

AT LUEF PrometheusEiiZAstra Control CenterB i} o & R]LLER € Prometheus{tKubernetes= £ E 2im Bt U &E
EE2 - thalLUERPrometheusiFEEBKIR B 1L o
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N {FE APrometheustVEHAE R ~ sB2REXH ~ #84EA "Prometheus AFT" ©

CRENEM

HREE R E7EAstra Control Centerg &5 Efthr] E3Astra Control Centerss @ NEE F THIL LR
gtPrometheusE o

SHRTRER A RETHETIET "R 4 Prometheus” °

PrometheusEEgE£ i Astra Control Center Kubernetes# & 3& 1 o R Fk7EAstra Control Centeris & &
gtPrometheus ~ A BEREREFIBEELAstra Control Centerg2 £ FHITHE SRFEE ©

% EPrometheus

Astra Control Center&fEKubernetes# £ R TCPEEIE9090_ L ARE 2R o B4 7ER EPrometheus « 7 8E

TELEARTSURSEFRIR o

SER
1. Z A Prometheus{alfR23 o
2. BEEBERMEE prometheus. yml R | FF yml FEFED « ST PEERIGELUTYIMNIER

scrape configs section:

job name: '<Add your cluster name here. You can abbreviate. It just
needs to be a unique name>'
metrics path: /accounts/<replace with your account ID>/metrics
authorization:
credentials: <replace with your API token>
tls config:
insecure skip verify: true
static configs:
- targets: ['<replace with your astraAddress. If using FQDN, the
prometheus server has to be able to resolve it>']

@ WMREEHE t1s _config insecure skip verify ZE true > FREETLSIZEHIHE o

3. EFEEIPrometheusRTS :

sudo systemctl restart prometheus

ZEYPrometheus

ZEPrometheus URL ©

TR
1. 72218585 « # A EHEIE9090/Prometheus URL ©
2. FEE RS> B AT R EG R T HYEAR o
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1t Prometheus &L}
& B LAfE A Prometheus €12 #7Astra Control Center&ikh o

1. 1£2IEE235 « #i APrometheus URL °

2. fEPrometheusTHRERA ~ ZEEX* Graph* o

3. EEFERAESEEREIEDR  AEN 7 ENEmR -
4. 3|EY scrape samples scraped IEE T o

S. EEB BRI AVRIEES A « FFIEE Graph* o

() mesEsEEEDy  SESENEESURRNETET -
1% EFlud

e UG08 ( Kubernetes 1) &t Astra Control Center BSiEMI R 4EEEE Fluentd 2L o Fluentd:E 427858
A= o

Astra

zﬂi
7 fluentd
External log
& fluentbit repository

event logs

()  SEkEmEREn SRS EmEEFuend -

FAtAZ Al
- BF*E1E A B ERAIAstra Control Centertk & ©
* Astra Control Center&Z £l ff Kubernetesg& 5% #1117 ©

(i) Astra Control CenterF 8B 15 Fluentd FIARSS 8 A SUSEAETRY o $HTRS28 A EFER(E o

SER

1. EFREE*EE/HEE & R E B AAstra Control Center ©

2. BEIEFIR P> AR o

3. REETRhENEAR I T HIR S E PEEEY TConnect* (EAR*) 1 LIGRIGELR o
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Y Disconnected

FLUENTD

Connect Astra Control logs to Fluentd for use by your log
analysis software.,

4. @ AERIFluentdEIARERAY P « ERHRSRISM L AEHE
O. BEEEIR o

RER

INREAFluentdEARZSFMANFES I Ef#EF « B NMRE>YER ) BEN 88 BREEHZENBER

REEA LUSEH EFEAR R FluentdAARSS ~ WARTREHF508E o
MREGEAEBREMEY » MG KK o ERIUEVIE LA BRI TR EIRBNERE o
ORI ATE IR A > @A T IR ER -

@ MNREECCRWEFEBIIRE « BEALRNITEENR, « WHERPA ] AR
/var/log/containers/ °
‘EEEFluentdiE 43
] LA4REEAstra Control Center#lfT{EREAIFluentdZ4R o
1. EFREEEE/HEHE & RIS B AAstra Control Center ©
2. BB IR P> AR o
3. MTHIVBEEAER * 4788 * LUREEELR

S. BEEMRTE o

{ZAFluentdiE 43
1@ B] LU= Astra Control Centerfl{T{EREAIFluentdZE4R o

1. FRASEE I EEE HIRAIRS B AAstra Control Center ©
2. EIEBEIR P S AR o

3. R THIRBEFE" Disconnect* (HEELR) | LUSRELR o
4. ERARREVEEE S R ~ FESRIEZE o
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B HEIEEAEXMNESE
{tAstra Control CenteriBf3 A B EESIENERIEREXHESE °

BUHEIEFERATET
ZIEEERHE R Astra Control Centerf&{f ~ IRIBEEREATER
IR EIRERERE

* ERERANER ERRE S MIES
* BRREAEERMLATEERER -

1. RSB ER ERER"

2. EEVEAEL -

3. ¢ TEnfE) Ry TEIR) ThAER - EEY TEUHEIE) *o
4. {gRI&EH -

S. #iA TunManage (BUHEIE) 1 LIFERR o

6. #iE 2 « BFUHEIEEARER -

R

Astra Control Center{S L EIZFERER ©

BUHEEESE

{=1E#Astra Control CenterZIZIENEBERHEE o
() mmyeEssrs - CREZRNESEREEERNERRER .

EEECHE R ER

. %t@ﬁT’EﬂBHJJ:?@E’J%%%@JASUa Control CenterfVEIE - EAZHEENARETEMNEE - U FAgMHRE

* Astra Trident R EIEREMIRLE o "HARIIRIAZIFZ & Astra Trident”

e

1. RSP e -

2. BEIETEB TR E RN o

3.4t TEifE) MEY TEIE) MASRCP BB (BUNEIE o

4. ERECBIAERRE  AEETR  RHEERE -

=R

BEOREEREABR - 2%  BEREYK (HE) SEBH - MERBHAstra Control Center&iE o
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“fN &R Astra Control Center#1Cloud Insights Sfunk*> k43 « BUHZE S IE T RIRFIA TEARE
()  mEAEHER - “RAstra Control CenterfiCloud Insights SH B4R « BIEUAEE#ER
ZffifR fluentbit A event-exporter Pod :

4k Astra Control Center

EZEFH#RkAstra Control Center ~ s51tNetApp SZ1EAFUL 4G T ERIEELEEEE « A5
PRELEET o IR UERLLREF « EEGFERREREERIRIEF F4RAstra Control
Center ©

ELE45 R BE Astra Control Center IR HTARASHRZE B RIRRAHIIZF o KEZEIZNEHATRAS 2 BHREDE
ZHRASFHER o INRITZLEER Astra Control Center ARZSEERFTARASTE B EFZ RS ~ R SEEERITREHRER
rhkZs ~ HE|ZL4ERY Astra Control Center {ZLEERFTARASSE B —(ERREA A LE - MFEBITHREANTEFE 552
B "RRAE " o

FRtaZ Al
Fik 2z Al ~ SARRIEHIRIE(NRTS "Astra Control Center ZPERETR" o MIIRIBREEFE TIEM -

o * & "LIE" Astra Trident fRZS *

RFEZ R

BT IEFE BT Trident AR -

kubectl get tridentversion -n trident

() wBEBRE - BEMELETAAR Astra Trident 15" o

23.10 HrZ4<72 Astra Control Center FYERBHRZAS ~ AJ2$& Astra Trident o S®RZUEZR "EUAH Astra

@ Control Provisioner" 1£BX Astra Trident 12 {8VERS EIRBHFE RECEINGE o BHBRFFARE
Astra Control Center 23.10 ~ B Astra Control Provisioner LAf&F LEZEHINAE © Astra
Control Provisioner ;%158 Astra Control Center BYEERRfEF ©

* * 1B Kubernetes 2¥/f *
ERT R

HIEREHITHY Kubernetes hRZS :

kubectl get nodes -o wide

* ESREER

195


https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html

=g

B BMREERR

kubectl describe node <node name>

* * B RS HEXEA] L1 Astra Control Center Images BYE £ *
* * FERHEFLER ¢

FIENCRITRRR AR

kubectl get storageclass

* * {2 B API iRTS *

HERFIAAPIRRESIDRE N 22 AARE B AT R ER

kubectl get apiservices

* * ({£PR OpenShift) #Z2BrIHNEERES *
BT

ERPTARERFESENREREETA -

kubectl get clusteroperators

* * 7ZHY NetApp Astra #=HIS& &R * ©
& AT IABEFETE NetApp BRIGEEREVIS Astra Control B EEBREFITHREIESRINAE ~ FI4N Astra Control
Provisioner ©°
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=g

a. oI E AZTERFIZER Astra Control BRE ID ©

@] LATE Astra Control Service #88 Ul FEZIEAIIRE ID < ERNE @A _ EAMET - 28 * API
access* ~ ABBE FEHIRE ID o

b. {[E—EEEEE * EE API AL * ~ A& AP N F RN FBIALE « WIS HEFEREST

c. Z A Astra Control Z#5 -

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

RAREIETE
Astra Control CenterAH4Rk 2 G 5| EE5EM TS EBRT I -

()  mBamas4R2Al - #4e%hAstra Control Center Ul o

* T #EEAstra Control Center

* #FRNetApp Astra kubectiFMIER, « AR B R
* [RBREGITIE E A S 7]

* ZEEHAIAstra Control Centert&{EE

* Ft#RAstra Control Center

#E/0MIBRAstra Control Centei & F (BI#1 ~ kubectl delete -f
@ astra control center operator deploy.yaml) fEAstra Control Centerft+4Rk ki {ERR

R~ B ISP -
SHHE  BIATIRERITES « STEMEEIRITAHR -

T & #EENAstra Control Center

& AT A BEHE1E NetApp Z1B48uE T & Astra Control Center Ef4 - 5( &£/ Docker 1 Astra Control Service B2 &
BErPielNEY o
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NetApp 4L

1. FE B & Astra Control CenterfYE#4HE (astra-control-center-[version] .tar.qgz) #
"Astra Control Center FTEE®E" ©

2. (BzH(E0E) T Astra Control CenterfV/REEZE L EM (astra-control-center-certs-
[version] .tar. gz) ESEEMIIER

RS SR

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig

astra-control-center-[version].tar.gz
MEENFETREA Verified OK EREBRINZ TR o
3. {#Astra Control CenterE&t48 S HEENAR A -

tar -vxzf astra-control-center-[version].tar.gz

Astra Control 2% %

1. & A Astra Control Service °©
2. TR ~ BEE * SFEEHENETER Astra Control* HIIT{ERS o
3. {kBBIETE A Astra Control E{&& 8% « HIlH Astra Control Center 4R (& ~ W RARVIR(R o

#%B&NetApp Astra kubectlYMIHFZT, « ABEFHZRE

1R

&R LU(EF NetApp Astra kubectl 88 2 FIIMIMET IR HEXE D Docker ETEE ©
1. BERTRETIMNIER !

kubectl astra

2. FERE T HP—IRITE) -

° MNRBZLEEIMIMER ~ Bl T FEE(E] kubect! SMIMETUERER ~ G UAFEBRIR A RAHY kubectl-Astra :
delete /usr/local/bin/kubectl-astra®°

° MNRep L BEIFHR - RTIMMENEARZE « TAIUEE T —PETRE -
3. ZESMiIET ¢
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a. 5|t "] FHINetApp Astra kubectlSMIMER —#I4E « I5C TEERARCPULRIEFRAVERR 218 :

()  KECBECTWMAERBRtarEfF#I—255 « BHBMEIRKIZ kubect 1-astra °
1ls kubectl-astra/

a. BIEEN _EMEREHRE « Ui HSEHdHA kubectl-astra -

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

i BRI G E A S R

1. Z1&89Containers | E5ERBEEN S RIEF :
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Docker
1. I EtartiEZMIEBEE o BEZEEE acc.manifest.bundle.yaml 1EZREFLEHER .

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. #Astra Control CenterBi{& B #3 PV E MG HEE R A B 8] o MITZAI ~ 555017 R push-
images % :
° L{<BUNDLE_FILE> Astra ControlE254H 5182 LFBE (acc.manifest.bundle.yaml) ©

° BL&It;MY_FULL_REGISTRY_PATH&gt; Dockerf#7ZERJURLENXZ#E ; #IU0 "<a
href="https://&lt,docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a> °

° LI<MY_REGISTRY_USER> & & BEUL o
° BI<MY_REGISTRY_ TOKEN> Z$#AVIZHERER ALY o

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. i) EtarEZMIRB iR - TRZGEIEEEZENBER

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. EALTHER

podman login <YOUR REGISTRY>

3. HHEMEAPodmankiZs « EELHIT FIEFP—EBTIESH - LB SERFBHRA#FEURLE
<MY_FULL_REGISTRY_PATH> °

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

() t5omERRIaBREEs ER THIR  FBEERTE :

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version

AL FEFTHYAstra Control Centeri®{EE
1. S#FEE:
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cd manifests

2. #R#EAstra Control Center &€& ZfZyaml (astra_control center operator deploy.yaml) U2
FICH AR E BRI E o

vim astra control center operator deploy.yaml

a. WRICEARERERNE R « SEIUSIARERITARIT imagePullSecrets: [] {RETFITHEE !

imagePullSecrets: [{name: astra-registry-cred}]

b. #48% ASTRA IMAGE REGISTRY #FA kube-rbac-proxy BUREITIEHHE A MG SIRRT F—
%+ o

C. % ASTRA IMAGE REGISTRY @M acc-operator BMREITTE P ABMGRRIZ SRR L—F o
d. FTINEMIEE env BER :

- name: ACCOPiHELMiUPGRADETIMEOUT
value: 300m
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Astra #ZH|ROERFERE .yaml #H)

apivVersion: apps/vl

kind: Deployment

metadata:
labels:
control-plane: controller-manager

name:

acc-operator-controller-manager

namespace: netapp-acc-operator

spec:

replicas: 1

selector:
matchLabels:
control-plane: controller-manager

strategy:

type: Recreate

template:

metadata:
labels:

control-plane: controller-manager

spec:

containers:

- args:

- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_HELM UPGRADETIMEOUT
value: 300m
image: ASTRA IMAGE REGISTRY/acc-operator:23.10.72
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
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path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. ZEEFFHAAstra Control Centert®{ES :

kubectl apply -f astra control center operator deploy.yaml
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[EIfEEE ) :

namespace/netapp-acc-operator unchanged
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io configured
role.rbac.authorization.k8s.io/acc-operator-leader—-election-role
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
configured
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
unchanged
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding unchanged
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding configured
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding unchanged

configmap/acc-operator-manager-config unchanged
service/acc-operator-controller-manager-metrics-service unchanged

deployment.apps/acc-operator-controller-manager configured

4. FERRPOdIETERIT !

kubectl get pods -n netapp-acc-operator

4K Astra Control Center

1. #4E#8Astra Control CenterB:]&E (CR)

kubectl edit AstraControlCenter -n [netapp-acc or custom namespace]

2. #E AstralR4<5%HS (astraversion AEF spec) B 23.07.0 F 23.10.0 :

@ CEAEZEBRRAZ BMEHE S RAFA R - MBEHTHRENTEZE 5520 "k

s
HaET °
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spec:
accountName: "Example"
astraVersion: "[Version number]"

3. RIS A LRI ERIE - —2  BH inageRegistry P spec JIRE
B REEBEFTEE o

imageRegistry:
name: "[your registry path]"

4. BTYIEEHFIEE crds FIARERLERE spec :

crds:
shouldUpgrade: true

S. FEPFIE TF4T additionalvalues RSP spec EAstra Control Center CR :

additionalValues:
nautilus:
startupProbe:
periodSeconds: 30
failureThreshold: 600
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180

6. (TP I RINEIRIES o WEREE « BRI
7. (FI) BEBPOIEEALELEREIA :

watch kubectl get pods -n [netapp-acc or custom namespace]

8. Ff5Astra ControliREEIRRERR AR E S B2 HRLAE (True)

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

[E1FE
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NAME UUID VERSION ADDRESS
READY

astra 9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f 23.10.0-68
10.111.111.111 True

@ EEEFEHIMEEEARAREE « SFHIT T | kubectl get AstraControlCenter
-0 yaml -n [netapp-acc or custom namespace]

EZ B AstraiEhlFIORRIEEECER ~ SFRIT RIS !
@ kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

BinE RAFARRR
1. & AAstra Control Center ©
2. FESRIRASEFHAR o 552 FUIFBY* Support* B\ °
3. R EFBENRERENRARENNETAEZIIRE -

EZFB Astra Control Provisioner

Astra Trident ks 23.10 &EFRRZA~E S A Astra Control Provisioner BY#EIE - RJ:2%
=HERY Astra Control & FEUERSHFE RECE IIAE © Astra Control Provisioner BT
1R HAZZE Astra Trident CSI BUIHEEZ b ~ ZIR IS IBERINAE o

EEME#EEAY Astra Control 319 -~ Astra Control B RECE 2 UG AN Astra Trident ~ i$EE% Astra
Control 2B #FE RACEFE VA Orchestrator © AL ~ 58%j2% Astra Control {# & EXF Astra Control
Provisioner ° Astra Trident S48 (R 1FFRMEIRES ~ ML NetApp BYHT CSI FIEMINFERSETT ~ € « TIBEK
B o

RAMNEIETIE

WNRITZIESIZER Astra Control Center {EFE& « B&ABZEE A Astra Control Provisioner ZHAE ~ BIFEEELL
2F o MNREZ Astra Trident EF#E ~ M B2 E1ER Astra Control Provisioner Frig{taVZEINHEE « TIARS(E
F Astra Control ~ Bt FEBIELLIZRE ©

EEEERT ~ Astra Trident 23.10 TERR A Z R B RAECEZNINEE « B UERLLERREA °

FEYaZ Bl
MR IREERF Astra Control Provisioner ~ 3558117 755 ER .
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Astra Control Provisioners f#f Astra Control Center FJ{EH&

* * BY18 Astra Control Center $Z#£ * . {8ZEE "Astra Control Center ¥Z1£" B{F Astra Control
Provisioner i fZEXELFriZ LAY THAE ©

o * ZHESFHARZE Astra Control Center 23.10* : 1R EITEEF Astra Control BY Astra Control
Provisioner °

s * EEDICHEE RS AMD64 Z4%254& * . Astra Control Provisioner f4& [T AMD64 1 ARM64
CPU Z2#&hi2{H « {8 Astra Control Center {3238 AMD64 ©

* * BUSEERFENAY Astra IZHIARFSIRE * | MNREITEFEH Astra IZEHI1E 82T IE NetApp ZHEMHELL KT
# Astra IZ5IIEERECBERINING « B BIEEE "Astra Control Service TEF" o SERXIIR AR EE I 72
iZ BlueXP tRE % ~ & UxZ Astra Control Service ENEFERG o

* * NREE L Astra Trident ~ BRI ERARASAIF TUERRASAIIRE * @ W1 Astra Trident {iIF? 23.10

RREYIOERR AR B AT ~ #RETLU{E A Astra Control Provisioner E3EFH4RZE Astra Trident 23.10 o 40 ~
] A B 151 Astra Trident 22.10 #4RZE 23.10 ©

Astra Control Provisioner {£FR{ERE
* * BY18 Astra Control Center $Z# * . {85EE "Astra Control Center ¥Z1£" B{F Astra Control

Provisioner M ZEXE PRI HRYTNAE ©

* * WIRICE ZEE Astra Trident ~ EFESRE ARSI OERR VAR E * © Q05R Astra Trident 2 23.10
FREIUERR SR B A ~ (RETLL{ER Astra Control Provisioner EISH4RZE Astra Trident 23.10 ° BJ40 ~
1R a] I B 511 Astra Trident 22.10 #4RZE 23.10 ©

o * NS &R 1ZERY Astra Control Service IRE * : IREEZFEVE 7 HE F & Astra Control Provisioner
PG o BERIIAER ~ A5 AYEER "Astra Control Service TEE" o SERRITIZ AR FREE A 2T BlueXP R
B1& ~ fm& gzl Astra Control Service ¥FNE FEBE o

(FEE 1) THAHEEY Astra Control Provisioner

Astra Control Center & B LAfEF NetApp X1B48uL Y Astra Control E #7555 T &R o MEERER
Astra Control B91&3 1 Astra Control Provisioner B9 Astra Trident {EFA& - FEERE#HAE ©

(M) NetApp ZiE48I4

1. F&j Astra Control Provisioner Ef¥ (trident-acp-[version].tar) ¢ "Astra Control Center FE{E

" e

2. (EE:&{BA%EM) T Astra Control Center ( Astra #E6IARi0) BESEHEEREMN (Astra #EHIF0 -
certs-[version].tar.gz ) ~ UE&:E Trident -ACP-[version] tar EHI%E% o
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RS SR

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenterDockerImages-
public.pub -signature certs/trident-acp-[version].tar.sig trident-

acp-[version].tar

3. # A Astra Control Provisioner B&{& :

docker load < trident-acp-23.10.0.tar

[EIFE :

Loaded image: trident-acp:23.10.0-linux-amd6c4
4. 1FRRek

docker tag trident-acp:23.10.0-linux-amd64 <my custom registry>/trident-
acp:23.10.0

O. HEIRGIEIXE BRI B &R

docker push <my custom registry>/trident-acp:23.10.0

(£I5) Astra Control E{5 %8¢

@ igmx&ztx&r%q:ﬁm Podman 3FE Docker 2REITER S © MREFEARIZE Windows IRIE « &
{&EF PowerShell ©
1. 72HY NetApp Astra Control §1&& 8% :
a. & A Astra Control Service Web Ul ~ ABIEEREmEA LAMET ©
b. BEE* APITZEX" ©
C. st FEMIRE ID ©
d. RE—EEER * E4 AP R * ~ A% API N FRERZIFIALE « M EFEFEEREST -
e. BRIRIFNTFEE A Astra Control B :

209



docker login cr.astra.netapp.io -u <account-id> -p <api-token>

crane auth login cr.astra.netapp.io -u <account-id> -p <api-token>

2 MBOELTER  BEETHSR  PREBEETESR - MRCHREAER  FREPH Trident
FHH T o

1A LR Podman M3k Docker RHIT F5ar< o YIREMREARIZ Windows IRIT ~ BEK
{8 PowerShell ©
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Docker
a. & #EPHIH Astra Control Provisioner B {5 -

FREBEVEIREA R ZET & ~ MEEREERRREHEHAERT S ~ fIg

@ Linux AMD64 °

docker pull cr.astra.netapp.io/astra/trident-acp:23.10.0

--platform <cluster platform>

4
docker pull cr.astra.netapp.io/astra/trident-acp:23.10.0

--platform linux/amd64

b. #REEFAR

docker tag cr.astra.netapp.io/astra/trident-acp:23.10.0

<my custom registry>/trident-acp:23.10.0

C. RIRRIEXERFIEER

docker push <my custom registry>/trident-acp:23.10.0

FEEE
a. #& Astra Control Provisioner E:l/EEE R TN ETE R |
crane copy cr.astra.netapp.io/astra/trident-acp:23.10.0

<my custom registry>/trident-acp:23.10.0

(88 2) 1£ Astra Trident 7 E{H Astra Control Provisioner

BRI RE TS AR SR MLRREHRGS AR EZENT R

Any

H7N{EH Helm 3B Astra Control Provisioner ° 15

@ Z 23.10 ~ BWAZBE(ER Trident IBE F 3§ tridentctl 28E11T Astra Control Provisioner B{F °

GfERA Helm ETRIGRE  WHEFAR
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Astra Trident E&F
1. "R & Astra Trident Z4Ef2 UG HL AR ERAR" ©
2. MRS R ZLEE Astra Trident ~ SENRYA Astra Trident SPBFRIFEE T B TP R :
a BIUEPRHEKA:

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.y

aml

b. 3237 Trident 55 ZEM] (kubectl create namespace trident) SUFEEY Trident SR ZEREMIAA
fF7E (kubectl get all -n trident) ° WIRERFREHZEM ~ AEMEIL o

3. #& Astra Trident 3% 23.10.0 :

@ HIHIT Kubernetes 1.24 S{E R hRAHEE ~ 5518/ bundle_pre 1 25.yaml ° ¥
#1717 Kubernetes 1.25 SREMTARASHIESE ~ 35 bundle post 1 25.yaml®

kubectl -n trident apply -f trident-installer-
23.10.0/deploy/<bundle-name.yaml>

4. FEE Astra Trident IETEET :

kubectl get torc -n trident

[EIFE :

NAME AGE
trident 21m

S. [[Pull #% | AN RICEFERAMENERR « sAIRILMZ AL Astra Control Provisioner B :

kubectl create secret docker-registry <secret name> -n trident
--docker-server=<my custom registry> --docker-username=<username>
--docker-password=<token>

6. #45%5 TridentOrchestrator CR 1T F54RES

kubectl edit torc trident -n trident
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a. % Astra Trident BRREZE HETEERAIE ~ T Astra Control E#EHHIH (tridentImage:

<my_custom_registry>/trident:23.l0.0Eﬁtridentlmage:
netapp/trident:23.10.0) ©

b. EF8 Astra Control Provisioner (enableACP: true) ©

C. FE Astra Control Provisioner BRMGRIBFTEER{IIE « SL1E Astra Control B &I ARG
(acpImage: <my_custom_registry>/trident—acp:23.l0.0EZacpImage:
cr.astra.netapp.io/astra/trident-acp:23.10.0) ©

d. MREBET TEIUHWE EAEFHENED « ERIUTEIRE (imagePullSecrets: -
<secret name>) °AERATTEEAIPERPEINIERLBEIELE

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
tridentImage: <registry>/trident:23.10.0
enableACP: true
acpImage: <registry>/trident-acp:23.10.0
imagePullSecrets:
- <secret name>

7. FELERESR - BEEFRHEEIFE -
8. HRNBRIIERT - BENELE -

kubectl get all -n trident

@ Kubernetess= P R FEE*—(EEH FHITERE* o 35708 1L Astra Trident EH FHIZE
ERE o

9. B%:% trident-acp AESEEHIT acpVersion & 23.10.0 AREEA Installed :

kubectl get torc -o yaml

[E1FE :
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status:
acpVersion: 23.10.0
currentInstallationParams:

acpImage: <registry>/trident-acp:23.10.0
enableACP: "true"

status: Installed

A
1. " & Astra Trident Z2EEF2 00 HL AR R A" ©
2. "NRICHIRAEY Astra Trident ~ FEFEREHCHEE LERZE" o
3. 7EEKH Astra Control Provisioner Y& ~ %24 Astra Trident (-—enable-acp=true)

./tridentctl -n trident install --enable-acp=true --acp

-image=mycustomregistry/trident-acp:23.10

4. ¥EET Astra Control Provisioner BRI :

./tridentctl -n trident version

[E1FE :
oo oo oo + | SERVER VERSION |
CLIENT VERSION | ACP VERSION | +-—--——--——-—————- oo
Fommmmm - + | 23.10.0 | 23.10.0 | 23.10.0. | +-=—-—=-——————————
fomm e fom e +
AR

Astra Control Provisioner HEEEEUE ~ &R UAERE B AR TRRASBIINEE ©

({23 Astra Control Center f£/A#) Z24E Astra Control Provisioner Z 1% ~ 7£ Astra Control Center Ul A
EHEHEERNNEZERZEE R ACP version MIE Trident version WU B FILEERRRZSSES o
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|\~ CLUSTER STATUS

(& Available

Version Managed Location ACP Version
v1.23.8 2023/10/11 02:22 UTC j= centraluseuap 23.10.0

Namespaces Storage Activity

LS EZEN
* "Astra Trident 4k >C{4"

fRB&Ze4E Astra Control Center

MR ER A BIRARETERER - AJSEEE#FRAstra Control Centerroff - EE
F&Astra Control CenterfllAstra Control Centerti®{E& ~ :FIKEFEHTAIZFE PGS o

MRECHEFLEREARE « F2E [FEEDHRAERZERE] -

G Z Al
1. "ECHEEFA AR TS L -
2. "BUHEIEFRARE" °

TR
1. fiFRAstra Control Center 58566 < RIRIBZTER LMK  MIREEITETAERE « FERHS o

kubectl delete -f astra control center.yaml -n netapp-acc
MR
astracontrolcenter.astra.netapp.io "astra" deleted
2. FFATHSSMER netapp-ace (XBFT%) HREM :
kubectl delete ns [netapp-acc or custom namespace]

FHHEER -
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namespace '"netapp-acc" deleted

3. (B T5sr % MIBRAstra Control CenterfF2E R 4Tl -

kubectl delete -f astra control center operator deploy.yaml

+
S

namespace/netapp-acc-operator deleted
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io deleted
role.rbac.authorization.k8s.io/acc-operator-leader-election-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
deleted

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role deleted
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager—
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding deleted

configmap/acc-operator-manager-config deleted
service/acc-operator-controller-manager-metrics-service deleted
deployment.apps/acc-operator-controller-manager deleted

SRR YRR PR S I R
A A T RS IR A RIS T AR IR L 2 Astra Control CenterBF @ E|FUE(AIRERE o

fRfRZ 4 Astra Control CenterfE X B EIREE FAVEITIR2EEPod

UNR1EENE Astra Control CenterZ BiRBUHEIREE « K] LUEA T < FEMIFRNetAppEaiZan 4 T dp
% ZERIHEIPod -

TER
1. MER acc-monitoring AIBFET :

kubectl delete agents acc-monitoring -n netapp-monitoring

=+
e
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agent.monitoring.netapp.com "acc-monitoring" deleted

kubectl delete ns netapp-monitoring

+
S

namespace "netapp-monitoring" deleted

3. HEDIBIRNEIR

kubectl get pods -n netapp-monitoring

+
A5

No resources found in netapp-monitoring namespace.

4. FESRERIERIERE R BRI

kubectl get crd|grep agent

KEIREEA -

agents.monitoring.netapp.com 2021-07-21T06:08:13%

S. MkrEEIERESE (CRD) & :

kubectl delete crds agents.monitoring.netapp.com

=+
e

customresourcedefinition.apiextensions.k8s.io

"agents.monitoring.netapp.com”" deleted
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fRiz %24t Astra Control Centeri® %52 Traefik CRD
oI A FEMIPETraelikEAFEKRH - EEEKRKARRIFER  HIFELEE RS ERZE FHNEHMERRER o

TER
1. 5B E FZENTraefikEEEKRH :

kubectl get crds |grep -E 'traefik'

[E]FE
ingressroutes.traefik.containo.us 2021-06-23T23:29:117Z
ingressroutetcps.traefik.containo.us 2021-06-23T23:29:117%
ingressrouteudps.traefik.containo.us 2021-06-23T23:29:12%
middlewares.traefik.containo.us 2021-06-23T23:29:127Z
middlewaretcps.traefik.containo.us 2021-06-23T23:29:127%
serverstransports.traefik.containo.us 2021-06-23T23:29:13%
tlsoptions.traefik.containo.us 2021-06-23T23:29:137Z
tlsstores.traefik.containo.us 2021-06-23T23:29:147Z
traefikservices.traefik.containo.us 2021-06-23T23:29:15%

2. MERERERE :

kubectl delete crd ingressroutes.traefik.containo.us
ingressroutetcps.traefik.containo.us
ingressrouteudps.traefik.containo.us middlewares.traefik.containo.us
serverstransports.traefik.containo.us tlsoptions.traefik.containo.us
tlsstores.traefik.containo.us traefikservices.traefik.containo.us
middlewaretcps.traefik.containo.us

WFHFMEN ~ F2H
* RIRRENERRE"
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{& A Astra Control Provisioner

REBFRRINE

fEF8 Astra Control Provisioner ™ &I At E = E R HEFER IR EEREREME - £
IEHEERERNZEN -

Astra Control Provisioner 1 MiE#1Z& %R Kerberos /% :

it

* * NEBEBE ONTAP * : Astra IEHIBETENZIEFEE NFSv3 F NFSv4 E4RETT Kerberos 1% ~ 1 Red
Hat OpenShift #1_Li5% Kubernetes 55| AEFERE ONTAP HifRE o

* * Azure NetApp Files * - Astra Z=HI#E BTN ZIEFEIR NFSv4.1 HAZETT Kerberos % ~ #E Lk
Kubernetes 252/ Azure NetApp Files Volume ©

ICRTLGRIT ~ MIFR ~ SAZEAR/  RER ~ 1B « MEEEERKREA LA NFS MNERHEIRE o

EFRAREPERERT ONTAP HEHEE L ET42 L Kerberos /&
ATt E R EEAEZFE ONTAP #FER IR MM EEE = LU Kerberos I ©

() AE ONTAP (#7181 NFS 7t Kerberos MEESEER ontap-nas HEBHER :

FEYaZ Bl
s BT ETE &5 FEUR Astra Control Provisioner o 352R] "BiA Astra Control Provisioner" L EXS48
RAfE ©

SEEEEROLIERN tridentetl 28R -
* FERICESE ONTAP RN EEESZEE -
* FERIGENERN ONTAP #F R IR AN E LTS

s EREEEEEEL ONTAP 477 VM ~ LI NFS HHEERY Kerberos fINZF © s 20 "TEHILIF LEX
FﬁKerberos L ERfSHERAtE T ©

SHHEE IG(EF Kerberos NZRYES] NFSv4 R EE B IEFERRTE o 552 | NetApp NFSv4 A8isi4RES |
—& (313 H) "NetApp NFSv4 188 B R{EBFFIER" o

L& ONTAP &L EH|)

CEBRZRBFIEEIRAM ONTAP EHRE) ~ SZEHELRRE] « B ONTAP #7F VM R E R
Kerberos NZ ~ LAR B2 il Kubernetes 25 FARYME ] ONTAP FEERE o fEFT1EaYEE B R B3R B s GBI 80FT
BE B RBEE S 3 T FECEN IR EMFZEER :

EFEEHIRE
{#H NFS ~ NFSv3 1 NFSv4 ZEGE G E R EEEL R o

FEGHAER
AR S HIEERNER « RE Kerberos MMEZEM ={EFRRRA 22— :
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* * Kerberos 5* - (E&sEENNZ)
* * Kerberos 5i* - (&9 i85 REAEREEINE)
* * Kerberos 5p* - (B9 # 5 BEFARENEEHRNE)

EREENFEEIRAERE ONTAP EEHRAFREA o FIi0 ~ tNRFBLEEER Kerberos 5i # Kerberos 5p INZR
B8 NFS HIEE - SBFEATIENREE -

gt BTFEY FBEY | 35 ATZEVE BRI A EFEUE
UNIX ERA ERA ERA
Kerberos 5i S E B BB BEEA
Kerberos 5p B BB BEEA BERA

H2BE TS ~ BEERUNAERIL ONTAP B LR AIFIE H/RBFEA)
s "R EEHRA"
* "HrIEARA = E =AY
BIfFER
R AL AS Kerberos NNZEITIAERY Astra Control Provisioner {#771& im4H A& o

FAREELE

BRI E Kerberos MIZRFRIGAASIERE - A LUERTEE =ERRRIRZEH Kerberos M1ZE 22—
spec.nfsMountOptions 28 :

* spec.nfsMountOptions: sec=krb5 (BEFHEENNE)

* spec.nfsMountOptions: sec=krb5i (HD#A{REREETEINNE)

* spec.nfsMountOptions: sec=krb5p (B35 BAREFAREERVER ST NN ZR)
$5E—1E Kerberos [E4 ° MNRIETEDBUEERIEEZE Kerberos MMEEAR ~ AR EEEAE—EEE -
1. EEERE L « FRATIEARIFFRIFHEBER - WEIRIBEMNERERMREN <> FiE :
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. (BRI L —(ES WP R AR RR Y 0 -
tridentctl create backend -f <backend-configuration-file>
MBPEHRIKH « RTEREEHIE © CAURT TS RRIRBER - UHHHR
tridentctl logs
WIS EESENRIE &  EEUB R Tcreates® °

BIf#EFSER
TR AR ILI#TFAER) « UER Kerberos NNZZRACE MR & o

RAREIETE
BB EFENYMHR « U BIEE = EARRERAE Kerberos 1% 2 — mountOptions 8% :
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* mountOptions: sec=krb5 (EREEEINNZE)
* mountOptions: sec=krb5i (B HAIIRERNERTENMNE)

HisE—1@ Kerberos [B4k o QD%,@T— 2 HEPISTE ZE Kerberos NNZ !

CHEEERR
ﬁl‘ %%

mountOptions: sec=krbb5p (B p BAREFARERY ER R BN

&~ AR EERE—EREE - 1R

(B RE R E RN B RS AR B I TS B AR ~ RUGTPEERI A B B2k o

1. {EALUTEHIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl

kind:

StorageClass

metadata:

name:

ontap—-nas-sc

provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i,

parameters:
backendType: "ontap-nas"

storagePools: "ontapnas pool"

trident.netapp.io/nasType: "nfs"

allowVolumeExpansion: True

2. BRI fEFEER)

or krbbp

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. HETE BEEIIfATFLER

kubectl get sc ontap-nas-sc

TREZEEZHLU TGS :

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
AcE Volume

B HEBIENEFENZE « RIREMUEE Volume © UNEARRIIET ~ A28 "BZE Volume" o
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f£F3 Azure NetApp Files MR & EE4R L Kerberos 1%

TRILEE E R E B E — Azure NetApp Files #771&1%5X Azure NetApp Files 77 2IRRYERER 2 HAVHF
& LB Kerberos % o

R Z Al

s BRIEEEEEM Red Hat OpenShift &5 _EE{MA Astra Control Provisioner ° :52E8 "Bl Astra Control
Provisioner" LU EX{S/ERA$ET ©

SAEEEALFER tridentctl ABER -

* FHARPHERLIEEPIIET « LFERIEE ZEYF Azure NetApp Files {#77&ImETT Kerberos % "Z<
X1g ‘Azure NetApp Files" ©

E&MFEF Kerberos MNZHIEST NFSv4 HEFEEEC IEFERRTE o 552 T NetApp NFSv4 43I 4HRE |
—8& (55 13 H) "NetApp NFSv4 18 EIREEFIERE"

FERVA = EXES
SR UL B S Kerberos MIZZINAERT Azure NetApp Files {#17#& Im4R48 o

RIRERI(E
E‘“L_du%ﬁﬁlﬁﬁﬁ REAEZRRIE Kerberos IZE ~ LRILUNUAER - UERHERETIIMEAISENERZ

* fERM * #FRIREL * spec.kerberos I
* [FRN - EREERER spec.storage.kerberos 1AL

ELAEEREERBRTHARR - EERMEFENPIEERRENES -
EE—TE4R ~ EAILUSE Kerberos BN =ERRERRAZ— :

* kerberos: sec=krb5 (BEFEENNZ)
* kerberos: sec=krb5i (B #ARENEFENMNE)
* kerberos: sec=krbS5p (B iABEFARENEEEINZ)

1. ETEERE L RECREEEMHAFERE (HERRERNEREERER) BOUE « €A TIEP—EHEH
BI#FRImERRES - UCIRIBHEREAIEN <> FpE -
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HFRIRE RS

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-anf-secret

EREEE RS
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apiVersion: vl
kind: Secret

metadata:

name: backend-tbc-anf-secret

type: Opaque
stringData:
clientID: <CLIENT ID>

clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig
metadata:

name: backend-tbc-anf
spec:

version: 1

storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>

tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>

servicelLevel: Standard

networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>

subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption

kerberos: sec=krbbi #can be krb5, krb5i, or krbbp

credentials:

name: backend-tbc-anf-secret

2. EREE E—ESRPEIAEREREIL R

tridentctl create backend -f <backend-configuration-file>

MRBIFRILKN - RRIRERARE -

tridentctl logs

1R

N

BIAAT THes < 2RIgMRECE: ~ UAIERRE
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A EAEENRBEZ R ~ ST UBR# Tcreatets < ©

B HIFEER
IR LB 174ER) ~ LUER Kerberos N RECBHEIEE o

1. {EALL T EHIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"

selector: "type=encryption"

2. BIREFER

kubectl create -f sample-input/storage-class-anf-sc-nfs.yaml

3. EERIUEFER

kubectl get sc anf-sc-nfs

TREZEE R TIREREL

NAME PROVISIONER AGE
anf-sc-nfs csi.trident.netapp.io 15h
ACE Volume

B EEFRIRNEEFERN 2% « CIREPTLECE Volume © UIEMERAIET ~ 5528 "ELE Volume" o

EFARIZRIE Volume B}
Astra Control Provisioner i Pt RERIR (A BRIEM R AR BB R

TridentActionSnapshotRestore (TASR) CR e it CR 2 Kubernetes I ELT
8 EIEETHEBAGRERE -
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Astra Control Provisioner 21& FBYIRIRIER ontap-san » ontap-san-economy * ontap-nas > ontap-
nas-flexgroup * azure-netapp-files > gcp-cvs M ‘solidfire-san EBENFET :

ez Al
S ZEBERZAIRAY PVC AT ARY Volume RER ©

* W PVC REEA (B -

kubectl get pvc

* Bg5E Volume RIBR B EEFmMAE R HER o

kubectl get vs

1. 37 TASR CR o I EEIL AR PVC B CR pvcl # Volume Snapshot pvcl-snapshot ©

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
name: this-doesnt-matter
namespace: trident
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot

2. £ CR URRBER o LLEBHRRBER pvcl o

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/this-doesnt-matter
created

lldu:%
Astra Control Provisioner @1 RIRIZRE R o KR LERFIRIBERAREE o
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kubectl get tasr -o yaml

apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: this-doesnt-matter
namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:34z2"
completionTime: "2023-04-14T00:20:372"
state: Succeeded

kind: List

metadata:

resourceVersion:

* EARZEIERT « Astra Control Provisioner A E1E5 £ MIERF B ENE R (EE - BEEBXRH
@ ITUEEZE

* FABEESEFIVERD Kubernetes EMAEFIAEXRESEIESRER « FEEHEARER
=PRI TASRCR ©

f£F3 SnapMirror B E

f#H Astra Control Provisioner ~ {8RIAE—EFE LR RKEHEEMBHEEZE FRER
MR & 2 BESEARR ~ MUEEEERLEETKEINGE - Sl lERAGENETER
EZ (CRD) ZFKHITFHIEE !

s EITHRE 2 BEIRiESIRA%E (PVCS)

* BBrRiRE 2 BIRVERSIRAE

* FhErTRET R AR

* TGN (RiERE) HBMIRARE Volume

c IEEM AR EDBEER « BEAREANEEEIEREE RS
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ERITRIRM
TEIERBIAZ Al ~ SEREERT & TRUSTRIRN -

#E ONTAP

* * Astra Control Provisioner* : Astra Control Provisioner fRZs 22.10 s E#hr A4 BRI EENEA
ONTAP A& impIEFEEM B AV Kubernetes &5 F

S EREEMREELEE) ONTAP SnapMirror JEFIS 1N AR EFRRIE 0 ONTAP #4E LAY
F3 o 5528 "SnapMirrorfZ I ZLONTAP" UBUSE S EH o
SRR
* RIS SUM® 1 BH ONTAP RTEREMEIBETHSRID « SR LMV ZHIE UNSES
& -
()  ®EmiE ONTAP &2 I ERIARERI SVM LIBRIE—H o

* Astra Control Provisioner #1 SVM : $t1&/izin SVM BRI B AYthZE & _ERY Astra Control Provisioner
fEFE
SIEMIERENTZ T
* ONTAP NAS 1 ONTAP SAN EEEN2304E Volume # % o

1855 PVC
RIS « WEA CRD BAETENREHIE > AR HIRIF o

1. 7£3 Kubernetes =5 F#{T FHISER :

a. {EFEEIL StorageClass ¥ trident . .netapp.io/replication: true B o
#451

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: csi-nas
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
fsType: "nfs"
trident.netapp.io/replication: "true"

b. {FEFSAIEILA StorageClass E1iL PVC o
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vl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

C. {FERAZASHE 2L MirrorRelationship CR °

gl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas

Astra Control Provisioner B IEEN A EMFMIEE BRifVE R (RE (DP ) AKR& -« ABIEEA
MirrorRelationship FIAKEEHEL o
d. BY48 TridentMirrorRelationship CR IEX{S PVC BIAZRLFEF SVM o

kubectl get tmr csi-nas
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kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

generation: 1
spec:

state: promoted

volumeMappings:

- localPVCName: csi-nas
status:

conditions:

- state: promoted

localVolumeHandle:

"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”

localPVCName: csi-nas

observedGeneration: 1

2. 7% Kubernetes =& FHITFFIFEE ¢

a. {#H trident.netapp.io/replication: true 28217 StorageClass °©

gl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas

provisioner: csi.trident.netapp.io

parameters:

trident.netapp.io/replication:

b. {55 B AN AGRE L MirrorRelationship CR ©

gl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas

remoteVolumeHandle:

"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”
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Astra Control Provisioner #{#EF & ERRAARRAI%TE (3 ONTAP BITERZ % #8) 323 SnapMirror
% ~ MASEANIBIE o

C. {ERAIEEILAY StorageClass 1L PVC ~ fEARE ( SnapMirror BHIi) o
)

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

Astra Control Provisioner 1% TridentMirrorRelationship CRD  ¥1SRBMARTETE ~ B XL
Volume ° YNR7FTEETER{% « Astra Control Provisioner #GFERETH FlexVol FARE R i & 71 £
MirrorRelationship FREE&RVIRHG SVM HEH SVM E o

Volume £ EAREE

Trident Mirror Relationship (TMR) 2—7%& CRD ~ X% PVC ZEERRFZN—in - By TMR BEHREE
B]£5%0 Astra Control Provisioner FREERIARAS o B AU TMR & TN3IAREE :

* I A PVC ZRGTRARRIBRIM Volume ~ BEHBIRAE o
* PR D2 PVC R RJER BRI - BRIERSIRG o
© * BT ¢ 1 A PVC BRERSIRARRIEAIM Volume ~ SeRTHEBIZERSIRAR o

- R EWHERERORRRE A EERNE  UABEERERRIORE - EATEEREWHHEE

° MNRHEIRE SRR ARREILRF « RIEMBILARER RN

EIEstE M AR EHAR AR KRE PVC
7ER Kubernetes =5 E#1T FFIZFER

* ¥ TridentMirrorRelationship B spec.state LB HZE promoted ©

ERENBER BRI ARRE PVC
R EEAREE (B8) B T TS RRARRE PVC
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FTER
1. EXE Kubernetes #5  « 17 PVC RIRE « W FIRBEITITTR o
2. 7EXE Kubernetes #&£ F « 17 Snapshotinfo CR AV RN ZFF4RE L} o

gl

kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
snapshot-name: csi-nas-snapshot

3. ERE Kubernetes #£ F + #& TridentMirrorRelationationship _ CR BY _spec.state {RIE % updated
spec.promotedSnapshotHandle B2 IREBRINZRZTE o

4. 7ERE Kubernetes #& I « FEIEFA4RH TridentMirrorRelationship #K8& ( STATUS.STATUS ##fiI) o

EREBERERRESRG
ERFSIRIGR A  AOREERANEIEN & o

1. 7R E Kubernetes &5 I - B{REE# TridentMirrorRelationship _E spec.remoteVolumeHandle {89
Eo

2. ffRE Kubernetes #£ I - # TridentMirrorRelationship B _spec.mirror i # = reestablished °

Hh{EzE
Astra Control Provisioner 2151 F EM X EHIEE 31T FIIEZE ¢

BEE PVC ERFFARE PVC
HRCEEHEAETE PVC HIREPVC ©

HER
1. REBIUMRE (Byh) 2ZEMIER PersistentVolume Claim #1 TridentMirrorRelationship CRD ©
2. {1 (FR) #FEEMIER TridentMirrorRelationship CRD °

3 EXE (KR) HE LB TridentMirrorRelationship CRD ~ MARGEEIIMNHXE (BHt)
PVC o

BEHES - TBRRE PVC HIAN

PVC BJIUEERFRB A/ « MRELEBABAIA/ « ONTAP E BEHEFER BRI flevxols ©
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#t PVC #iR1ES
EEBRES « AERMNXEHMEE ERIT T Eh—IaEE

* MR ZE PVC LK MirrorRelationship © & & EEERE{% o
* & ~ 1 spec.state I EHZ updated ©

k& PVC (ScriEifsd)
Astra Control Provisioner €& #E S M PVCS ~ M ERMIRHIEE 21 tBRES /% -

filpz TMR

EEESTRIAR—AIMIFE TMR €& 2 HEER TMR 7E Astra Control Provisioner SERiMHF& Z BIEHAZE F+ BARAE o U0
RIEINEMIIREY TMR BERHS _ FH4k _ ARRE ~ BRBIRAESREE - TMR &bk - Astra Control
Provisioner Ei§ 75t PVC A#k# _ReadWrite o LERIBREFEETE ONTAP ¥ AR EREL SnapMirror
':Pilgﬁji tﬂlgflttﬁzzﬁﬁl:?’_ ERKRESERFEPER - MERIFHNENEREE - X EFHER B Wi
EBER T TMR o

= ONTAP E4FHF « s E =S EER

B IRARARZE ~ AT LB ER T o KR LUAER state: promoted B state: reestablished BT
RABE AR o

18 B 893 Volume F+4k%&—R% ReadWrite Volume B ~ f&RI LA promotedSnapshotHandle 2RISEFFEIRER
BRI Volume BRZE o

E ONTAP B4R RFE#TiR81RE{1%

& B IAfEEA CRD ZK#11T SnapMirror BB ~ M#EE Astra Control E1ZEARE ONTAP £ - F52B T
TridentActionMirrorUpdate &5BIH& R :

Ll

apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-b

spec:
snapshotHandle: "pvc-1234/snapshot-1234"
tridentMirrorRelationshipName: mirror-b

status.state B TridentActionMirrorUpdate CRD FIAREE o« ©RILUEXE sued - in progress % Failed #J
=
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F¥|FHAstra Control REST APIEIRB&11L
{EFHAstra Control REST APIEIRBE#L

Astra ControlBREST API| ~» rI:EXERARERNEB S HIEN (FIUICurl) EHiz{FEAstra
ControlZhFE o &t r] LUERAnsible 1 E th BE#CHE Tk E1EAstra ControlZfE ©

EERTEREEKubernetesfEATZR, ~ aLU{FEHAstra Control Center UlE{Astra Control API ©

EERABRE  BAIE "AstraBENESCH" o
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