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ERELGETHMZ R
* * 228 Red Hat OpenShift OperatorHub * : F5{EFILLEEIE "&{T12F" 8 OperatorHub 7£ OpenShift
%24t Astra Control Center ©

* LACloud Volumes ONTAP ZIRINGEN A HNEARE LK | £ "ELEF" BETEAmazon Web
Services (AWS) ~ Google Cloud Platform (GCP) Z{Microsoft AzureiZ 2t Astra Control Center
IR Cloud Volumes ONTAP —EX B & EFRIHHITIAL o

NEEAstra Control CenterZ 22 FRYREE ~ 5520 "EEaR"

FEYaZ Bl
* C RSIRIRARMEY * | "BRTEZE - B EBTIRIELUETTAstra Control CenterZfE" o

EE = (ARSI R E LS P ERZE Astra Control Center © 5 2FEFRTERE S A KB
EriEsE o

° * HEREERIRTS ¢ MEFA AP IRBRSHENEERERTA !

kubectl get apiservices

* * FE(REIEREHAY FQDN* : S4TE(EFARY Astra FQDN RIRRHERE © ERTICEASDNSEAREEFAEDNS
IBE ~ HEEREEMBIZOURLERR ©
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b. #tFE—EmEEEE * X API #EAL * ~ AR AP N FRERTTIAEE « W HREFTREST

C. Z A Astra Control Z&5 -

docker login cr.astra.netapp.io -u <account-id> -p <api-token>
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Istio ARF5HE&SFHEE R

G EFEA Istio FRIZAE ~ ML BHIT FHENE -
° #iE istio-injection:enabled 12% ZFZE Astra Control Center Z Bifc#E Astra sp34 e/ ©
° {8 Generic ALKE WAREERAD JMEPE & T o

> #15% Red Hat OpenShift &£ ~ IFEETE & NetworkAttachmentDefinition TEFTBHERIN
Astra Control Center 85828 E (netapp-acc-operator » netapp-acc ® netapp-

monitoring FERERXEEF AN EImSRZER) ©

cat <<EOF | oc -n netapp-acc-operator create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQF

cat <<EOF | oc -n netapp-acc create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EQOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQF

* * (2R ONTAP SAN EBEHFET\ * : MNRE(EAME ONTAP SAN EEFNIZR, « SATENTEFTA Kubernetes &
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EE 8 Astra Control Center ~ 35117 F5 58S :
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* ZiENetApp Astra kubecl9MEER,
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sANMIBRAstra Control Centeri@ &+ (41 v kubectl delete -f

@ astra control center operator deploy.yaml) fEAstra Control Center&4Eay & 1EHA
fE « BERFE SemIfRPod °

T E#EEXAstra Control Center
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NetApp ZE4HIL

1. R B S Astra Control CenterfYE#4HE (astra-control-center-[version] .tar.qgz) #
"Astra Control Center FTEE®E" ©

2. (BzH(E0E) T Astra Control CenterfV/REEZE L EM (astra-control-center-certs-
[version] .tar. gz) ESEEMIIER

RS SR

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig

astra-control-center-[version].tar.gz
MEENFETREA Verified OK EREBRINZ TR o

3. #tAstra Control CenterE4t4H SHEENMRA -

tar -vxzf astra-control-center-[version].tar.gz

Astra Control 2% %

1. & A Astra Control Service °©
2. TR ~ B * SFEEHENEIER Astra Control* HIIT{ERS o
3. {kBBIETE A Astra Control E{&& 8% « HIH Astra Control Center 4R (& ~ I RARVIR(R o

Z3ENetApp Astra kubeclSMHET
A LAE R NetApp Astra kubect! 8L FIIMIZT ~ IERRIEIXZE M Docker fE7FE o

FIsEZ Al
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ls kubectl-astra/

2. BIEERRM CPU RIBFIRIEEBREHAIRE « LR HERMar &4 kubectl-astra !

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

i BRI I 22 2N 2

1. AEBContainer5 | E5EMBENTRIERF :



Docker
1. I EtartiEZMIEBEE o BEZEEE acc.manifest.bundle.yaml 1EZREFLEHER .

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. #Astra Control CenterBi{& B #3 PV E MG HEE R A B 8] o MITZAI ~ 555017 R push-
images % :
° L{<BUNDLE_FILE> Astra ControlE254H 5182 LFBE (acc.manifest.bundle.yaml) ©

° BL&It;MY_FULL_REGISTRY_PATH&gt; Dockerf#7ZERJURLENXZ#E ; #IU0 "<a
href="https://&lt,docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a> °

° LI<MY_REGISTRY_USER> & & BEUL o
° BI<MY_REGISTRY_ TOKEN> Z$#AVIZHERER ALY o

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. i) EtarEZMIRB iR - TRZGEIEEEZENBER

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. EALTHER

podman login <YOUR REGISTRY>

3. HHEMEAPodmankiZs « EELHIT FIEFP—EBTIESH - LB SERFBHRA#FEURLE
<MY_FULL_REGISTRY_PATH> °

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

() t5omERRIaBREEs ER THIR  FBEERTE :

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version

REAAERRZE RN AT BN

1. B Astra Control Center ZH##E £ Kribeconfig :



export KUBECONFIG=[file path]

@ SEREIEZ A ~ sRIEESEY Kupeconfig 15MAIEEZ 4L Astra Control Center BYEREE ©

2. MREEARERFNER - WRERITTIEE:

a. ##1] netapp-acc-operator A% -
kubectl create ns netapp-acc-operator

b. BEIIME netapp-acc-operator ApRAZERM o FiDocker& AW HIT FIGS ©

@ FERNE your registry path FER LR EEMNEGAEHERNT (FIa
[Registry URL]/netapp/astra/astracc/23.10. 0-68) ©

kubectl create secret docker-registry astra-registry-cred -n
netapp-acc-operator --docker-server=[your registry path] --docker

—-username=[username] --docker-password=[token]

@ lﬁlgif TEERE 2 BRFGRZER « FENELGRER  AREREESLER

C. #3I netapp-acc (FHBE:E]irs) HHZEM
kubectl create ns [netapp-acc or custom namespace]
d. BEBIWE netapp-acc (HBETHHA) wRZER o #FiGDocker&E AL HIT TGRS !

kubectl create secret docker-registry astra-registry-cred -n
[netapp-acc or custom namespace] --docker
-server=[your registry path] --docker-username=[username]

—-—docker-password=[token]

Z#EAstra Control CenteriZ{EE
1. EEE



cd manifests

2. #R#EAstra Control Center&iE& ZfEYaml (astra control center operator deploy.yaml) U2
FIEH AR E BRI E o

vim astra control center operator deploy.yaml

() WY SISREIEIE TS -

a. MNRIEEATERFBNELR « 5FECAITESRIT imagePullsecrets: [] M TFHITHEE :
imagePullSecrets: [{name: astra-registry-cred}]

b. £ ASTRA TMAGE REGISTRY AN kube-rbac-proxy BMEEITTE ARG S RIS F—
% o

C. % ASTRA IMAGE REGISTRY #MAY acc-operator-controller-manager MUYREIEIERHEA
BREREBRERIE L —2F o

10



BRI Astra % center_operer_deploy.yaml

apivVersion: apps/vl

kind: Deployment

metadata:
labels:
control-plane: controller-manager

name:

acc-operator-controller-manager

namespace: netapp-acc-operator

spec:

replicas: 1

selector:
matchLabels:
control-plane: controller-manager

strategy:

type: Recreate

template:

metadata:
labels:

control-plane: controller-manager

spec:

containers:

- args:

- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_ HELM INSTALLTIMEOUT
value: 5m
image: ASTRA IMAGE REGISTRY/acc-operator:23.10.72
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:

11



path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. Zz#tAstra Control Centeri&ES :

12

kubectl apply -f astra control center operator deploy.yaml



B HICIFE :

namespace/netapp-acc-operator created

customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.

tra.netapp.io created

role.rbac.authorization.k8s.io/acc-operator-leader—-election-role

created

clusterrole.rbac.authorization.

created

clusterrole.rbac.authorization.

created

clusterrole.rbac.authorization.

created

rolebinding.rbac.authorization.

rolebinding created

k8s.

k8s.

k8s.

k8s.

io/acc-operator-manager-role

io/acc-operator-metrics-reader

io/acc-operator-proxy-role

io/acc-operator-leader-election-

clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-

rolebinding created

clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-

rolebinding created

configmap/acc-operator-manager-config created

service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

4. FERRPOdIETERIT !

kubectl get pods -n netapp-acc-operator

5% K& AstraZE il =0y

as

1. #R#8Astra Control CenterB3]EJR (CR) 122 (astra control center.yaml) #{TIRE ~ & - Bz

REMBERE

vim astra control center.yaml

() wEeYR ASEHEETISH -

2. {ECRERFERE T HIRE

13



14

<code>accountName</code>

=

X &

accountName

<code>astraVersion</code>

"

i A&

astraVersion

5&

ﬁ% accountName F
BERE B Astra
Control CentertR B ##E3L
RAREVTE - JEF—
ERF 78 o

58
EEZRZE M Astra Control
CenterhRzs o 5 E R

FEEMEF - AR
ERFRSCIEA -

<code>astraAddress</code>

"

i &

astraAddress

SE

B4E astraAddress F
RELBEIESPE
FARIFQDN (E:&) =IP
i3tk ~ LUI7FEXAstra
Control Center © Lthfiitik
TE FAstra Control
CenterfE ERIHLEIER
AR s UREES
BoERF ~ aHTE23
A & A9AEREIFQDNEL IPiL
3k "Astra Control Center

Mzt . SBMIER
http:// 3 https://
#hitep o #85EFQDN
DMEERER BED

B o

$RE
F&

$RE
F&#

$]RE
F&#

5

Example

5
23.10.0-68

5

astra.example.com
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<code>autoSupport</code>

CHERBFREERELCEEES
BEE - FEFERERER (E

RIE £

autoSupport.en AL enrolled
3% url BRI BRA

rolled
i

&=

=]

5E pLi

ZEAutoSupport
false BANRKRE
B AR AR T I
TEIR B VAL
true WHANELR
& o BERE
true AERE
EHEIXZE NetApp
MR - T8
SREIEA false
W RAEAHER
45NetApp ©

autoSupport.ur AL enrolled LURLAEESRE FH
1 3¢ url HEEEEUE BIEXUE -

fiI

<code>email</code>

s

email

<code>firstName</code>

=

i &

firstName

R E R
BE enail FHREEESR FH
YR RREIEE N
it o MBILET B

WRTERER ZED
B o IEEBFERHsthtig
EABIRPEAUIR
ERERE ~ MU
FlAstra Control 34
BYIBEN o

e $RE

HlAstratR FAERARHEYTE FEB
RVBR K EIEENS
FoBE—REAZ It
BEERNLEERET
TTUIRVAZRER o

B8 enrolled for TMk{E

EiNetApp E BN Z1EEATENetApp Active 1Q THAE ~ URERIH
HB4442) - MEXEEREEES -

gl

false (ILEATE
=18)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup

5

admin@example.com

5

SRE

15
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oA

X &

lastName

<code>LastName</code>

=L kY

SiAstralE FARRIMIENTE o8
RMLEREIR o 2
—REAE - I
14,8 MR E VI
g o

<code>imageRegistry</code>

Admin

IRIEAREI P RIEIEE R T S H AstrafEFITETBR& ~ Astra Control Centeri EFF1Astra Control Center
HelmEAZEEN A GE R o

oA

a2 &

imageRegistry.
name

imageRegistry.
secret

£ e kg

WE TEFHAMGH FH
IR E tr s E—
& o sBINER
http:// 3
https:// E&EEE
LB o

MREWMANTE FREERGEER FH
Al NE BIKubernetest&®
imageRegistry. 78 o

name' requires

a secret.

IMPORTANT: If
you are using
a registry
that does not
require
authorization,
you must
delete this
‘secret 1T
imageRegistry
HBRILEREK
E& o

Ll

example.regist
ry.com/astra

astra-
registry-cred



<code>storageClass</code>

oA

X &

storageClass

=L kY

#¥ storageClass B8 F&
%R ontap-gold &
LHEEFTFE S —E Astra
Trident storageClass &
IR © HIITAR S kubectl
get sc J—X#U'ﬁ‘fﬁufﬁﬁ
HE & ERFIER o &
AEEMEERERY
AEAF—E Astra
Trident BY 17485
(astra-control-
center-
<version>.manifes
t) *II'ZH%’rﬁHE’:‘Astra
PV o MNRKZTE -~ AIE
fEFRTERRVRETFLER ©

By5E - QD%E', % TRR
#F4ER  SREETCE
ME— EE?E Sy EE A
=485! -

<code>volumeReclaimPolicy</code>

"

i e

volumeReclaimPoli
Ccy

58 $hE

EAAstrafIPVERELIUR FE
[RA o BFIL/RRIRES
Retain flBRAstraf&f®
BRHBUIRE o FIL/R
BIERE A Delete fil
FRAstraf& i FRIFERTR

& o MNRKKTELEE ~
BZ{REPV o

yBee

£18

5

ontap-gold

* Retain (EEFER

&)

®* Delete

17



18

<code>ingressType</code>



19



20

o

a2 &

ingressType

5 LY

FERATIEF—FBAO FEH
b =L T

Generic*
(ingressType:
"Generic") (FER)
MREERS—EAO
ZHIZS s RTFEEE
CHAOESIZS ~ FHBE
FAILE3%ETR o ZRE Astra
Control Centerz % ~ &
FERTE "AOEHIZI"
fEAURL A BAstra
Control Center °

FEEE IREITHE
AEC Astra Control
Center {5 FEIRFS 44
B& ~ BIJpAZEEEEY
Generic EAFER - B
1TERE "AIEHIZE" 0

AccTraefik
(ingressType:
"AccTraefik")
WRIEAEREAOE
Hl28 ~ SH{ER LRI o
B EREAstraiZHl il
traefik {E
AKubernetes & &
AR ARFERVREIE o

Astra Control Centerfs
B Ta#FHss B3
BIARFS (sve/traefik
(f£Astra Control
Centermp B Z=RH) -
W EKR$EK A IFEAY S
EZRIP{t o YNRIGHIIR
IBAFEaETEE B8
M R ERE B & Ty
2% ~ BRI LUfEAAMetalLB
S H it MEBARTS & &F
725 ~ IFSMEBIP (IS
kAR ARTS o FERERDNS
fRIARESARAE T ~ [THEX
#&Astra Control Center
FrisErIDNS&TBismE
&P ALLE o

fisE © 0% TEETE
1 MACRESELL
SEA - 2R B

IR

* Generic (EETE

218

* AccTraefik


https://docs.netapp.com/zh-tw/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/zh-tw/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/zh-tw/astra-control-center-2310/get-started/requirements.html

<code>scaleSize</code>

=

X &

scaleSize

"

X &

astraResourcesSca
ler

=L kY

Astra TERREFEASIE F&H
E (HA) scaleSize

B Medium > FBFATE HA
FPERE XS #ARTS L B
EZEERUBIRT

B o B scaleSize

2 Small ~ Astra &R
DETBIRFERIRASEL

£ - BEARIRTEERI
LURMERE ©

TR ¢ Medium ZPES

E%9100 & Pod (8
HEERBMEITEaH

) ©100 1@ Pod WA =1E
FEIZEA =@ T eSS

(HREARERE) o 55

B AELNRESR =

18 Pod BIAEER FRHI AT AE
Z2EME - FHEEE

JE SE BB 22 BT o

<code>astraResourcesScaler</code>

58 $RE

FRNETEEERR FH
FERNERZE - kT8

5% ~ Astra Control

Center& it¥tAstralyay
KEDTTHREERE
KREETTERE o tEAARE

A& Astra Control
Center#i s &7 FEA

X aHMET LN
HIRIEFR ~ SHEFEN

o
RE °

i ~ EEAE/NFEE
AR R EREAF
AIZfERA TCRy M

astraResourcesSca
lar AJRERR 43 Off ° i&
BFERBEREXR TR
g&ﬁid\ﬁ’\%ﬁt%ﬁ

IR
* Small

* Medium (GEETEZ

8)

IR

®* Default (E%fﬁi\
%18)

* Off
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<code>additionalValues</code>

() 72 Astra Control Center CR o3t FHIEHAnE LS 2t REAIRE

additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180

° ¥452 Astral Control Center #] Cloud Insights 3851l ~ kT8 2= TLS R:EER:E o SR LUIE I
T—&f ~ LUERA Cloud Insights £ Astra #E6IHR O EEEEMTE R E 2 BB TLS RiFiE

additionalValues °

additionalValues:
netapp-monitoring-operator:
config:
ciSkipTlsVerify: false
cloud-insights-service:
config:
ciSkipTlsVerify: false
telemetry-service:
config:
ciSkipTlsVerify: false



<code>crds</code>

I AR AYIEIE R E Astra Control CenterfEUN{AIERIER AERH ©

BRI
crds.externalCert
Manager

crds.externalTrae
fik

58
MREERINBEEE
B HRE
externalCertManag
er & true ° JBRE
false 3¥Astra Control
Center{E Z4E AR 2 4E
HEeNREEEERE

PrEsE -

CRDEZ(EEEMNY

5~ ZEBLEY)HERE
SR AR EE IR

9 o BRI LU LERERE
mlAstrafZEdl e 3% HER
B RTMELEERENR
Hi&HRAstraiZ il Ficgh
MEEEIEE LR R

BIE o

f&x¥8:% * Astra Control
Center@Z#EENE
MTraefikE A TR

H - CRDEEEZEEMN
Y ~ ZEEEYEFE]
AEE R EERENEMED
9 o WA LUE A LEFERE
EAstradZHl 3 H R
5 RMELEEREXK
H & B AstraiZildcsh
MPEEEEESELRR
B o

$R5Y
ke

mikE

\ SR SRR R IE R R R A OERE -

#if
;Fa lse (IHEATERE

;Fa 1se (ﬁtfﬁ%ﬁ%&@
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REEEHI Astra £EHIARC .yaml

apiVersion:

kind: AstraControlCenter

metadata:

name:

astra

spec:

accountName:
astraVersion:

astraAddress:

"Example"

autoSupport:

email:
firstName:
lastName:

enrolled: true

"w SRE "w

"Admin"

imageRegistry:

storageClass:
volumeReclaimPolicy:
ingressType:
scaleSize:

name:
secret:

"Generic"

"Medium"

astraResourcesScaler:

additionalValues:

keycloak-operator:

astra.netapp.

"[admin@example.

io/vl

"ASTRA VERSION"
"astra.example.com"

com]"

"[your registry path]"
"astra-registry-cred"
"ontap-gold"
"Retain"

"Default"

livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180
crds:
externalTraefik: false
externalCertManager: false

TR AstraiEHl ORI EE ZE

(RRIES

kubectl create ns

2. IR

24

IR

0N

R RFE E— RITUEENF -

IRE

1R 25HE Astra Control Center 1B BRFEAEIE

&I netapp-acc (HEEF]) mHZER :

[netapp—-acc or custom namespace]

A FORREIIEE netapp-acc I EGIAR%BZER -



@ ERIAOEER! (ingressType) WAZEERA Generic T Astra Control Center CR H#{TILED
A L
ST

kubectl label ns [netapp-acc or custom namespace] istio-

injection:enabled
3. () "EUHEIEH MTLS" H5? Istio ARFEAING -

kubectl apply -n istio-system -f - <<EOF
apiVersion: security.istio.io/vlbetal
kind: PeerAuthentication
metadata:

name: default
spec:

mtls:

mode: STRICT

EOF

4. fE %8 Astra Control Center netapp-acc (XE:]) fpRZEM :

kubectl apply -f astra control center.yaml -n [netapp-acc or custom

namespace]

@ Astra Control Center %%ﬁ‘iﬁﬁéfr@@]ﬁ%‘iﬁiﬂﬁﬁ o K "R AIREER L EELM - T Astra
Control Center #AIEREE - 52K T —H METHBHARBRETHEEANESAR -

WEJL,(ﬁﬁﬁkubectln LIREGFERFRE o WREARIF(ER OpenShift ~ KR UEABMRVAER 6 < 2REITERE S

N

B

1. ERZERFRETARTREHMNESAS

kubectl get acc [astra or custom Astra Control Center CR name] -n

[netapp-acc or custom namespace] -o yaml

@ Astra Control Center 2 {FEGRPH FHREEMESHAR ©

2. BIE B BB KRIGEFAOERAIRIERERE

25


https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://docs.netapp.com/zh-tw/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/zh-tw/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/zh-tw/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/zh-tw/astra-control-center-2310/get-started/requirements.html
https://docs.netapp.com/zh-tw/astra-control-center-2310/get-started/requirements.html

26

() mELRERERERS  WSERE FR AR Astra Control Center ©

EisE RS BN REFIBE RATTH ©

kubectl get pods -n

[netapp-acc or custom namespace]

B{EPodBYIRAEFESS Running ° BB RMEPod A SEF B K 1 BAYRFR] o
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FR R ARG 151 B FE

NAME

RESTARTS AGE
acc-helm-repo-6cc7696d8f-pmhm8
9h

activity-597fbo656dc-5rd4l

9h

activity-597fb656dc—-mgmcw

9h
api-token-authentication-62f84
9h
api-token-authentication-68nlf
9h
api-token-authentication-ztgrm
9h

asup-669d4ddbcd-fnmwp

(9h ago) Sh
authentication-78789d7549-1k686
9h
bucketservice-65c7d95496-24x71
(9h ago) Sh
cert-manager-c9f9fbf9f-k8zqg2
9h
cert-manager-c9f9fbf9f-gjlzm
9h

cert-manager-cainjector-dbbbd8447-b5gll
9h
cert-manager-cainjector-dbbbd8447-p5whs
9h
cert-manager-webhook-6£97bb7d84-4722b
9h
cert-manager-webhook-6£f97bb7d84-86kv5
9h

certificates-59d9f6£4bd-2j899

9h

certificates-59d9f6£f4bd-9d9%k6

9h
certificates-expiry-check-28011180--1-81kxz
9h

cloud-extension-5c¢9c9958f8-jdhrp

9h
cloud-insights-service-5cdd5f7f-pp8r5
9h

composite-compute-66585789f4-hxnbw

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running
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28

9h
composite-volume-68649f68fd-tb7p4
9h
credentials-dfc844c57-7sx92
9h
credentials-dfc844c57-xw26s
9h
entitlement-7b47769b87-4jb6c
9h

features-854d8444cc-c24b7

9h

features-854d8444cc-dvosm

9h

fluent-bit-ds-9tlv4

9h

fluent-bit-ds-bpkcb

9h

fluent-bit-ds-cxmwx

9h

fluent-bit-ds-jgnhc

9h

fluent-bit-ds-vtroék

9h

fluent-bit-ds-vxgd5

9h
graphgl-server-7d4b9d44d5-zdbf5
9h

identity-6655c48769-4pwk8

9h

influxdb2-0

9h
keycloak-operator-55479d6fco-slvmt
9h

krakend-f487cb465-78679

9h

krakend-f487cb465-rjsxx

9h

license-64cbc7cd9c-gxsr8

9h

login-ui-5db89b5589-ndb96

9h

loki-0

9h
metrics-facade-8446£f64c94-x8h7b
9h

monitoring-operator-6b44586965-pvcl4

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



9h

nats-0

9h

nats-1

9h

nats-2

9h
nautilus-85754d87d7-756gb
9h
nautilus-85754d87d7-g8757d
9h
openapi-5f9cc76544-7fnjm
9h
openapi-5f9cc76544-vzr7b
9h
packages-5db49£f8b5-1rzhd
9h

polaris-consul-consul-server-0

9h

polaris-consul-consul-server-1

9h

polaris-consul-consul-server-2

9h

polaris-keycloak-0
(9h ago) 9h
polaris-keycloak-1

9h

polaris-keycloak-2

9h
polaris-keycloak-db-0
9h
polaris-keycloak-db-1
9h
polaris-keycloak-db-2
9h

polaris-mongodb-0

9h

polaris-mongodb-1

9h

polaris-mongodb-2

9h
polaris-ui-66£fb99479-gp9gg
9h

polaris-vault-0

9h

polaris-vault-1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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30

9h

polaris-vault-2

9h
public-metrics-76fbf9594d-zmxzw
9h

storage-backend-metrics-7d7fbc9cb9-1md25

Sh

storage-provider-5bdd456cd4b-2fftc

9h
task-service-87575df85-dnn2qg
(9h ago) 9h

task-service-task-purge-28011720--1-gbw4r

28m
task-service-task-purge-28011735--1-vkopd
13m

telegraf-ds-2r2kw

9h

telegraf-ds-6s9d5

9h

telegraf-ds-96j17

9h

telegraf-ds-hbp84

9h

telegraf-ds-plwzv

9h

telegraf-ds-sr22c

9h

telegraf-rs-4sbg8

9h
telemetry-service-fb9559f7b-mk917
(9h ago) 9h
tenancy-559bbc6b48-5msgg
9h
traefik-d997b8877-Txpf4
9h
traefik-d997b8877-9xv96
9h

trident-svc-585¢c97548c-d25z5

9h
vault-controller-88484b454-2d6sr
9h
vault-controller-88484b454-fcbcz
9h
vault-controller-88484b454-jktld
9h

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Completed

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



4. (ER) BB acc-operator ESIEEERECER ¢

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

@ accHost EERERE—RIEE « MRKW - A TERIMERN - WREHPIEHESE
B8R -~ A UEBBREAER "EUIRIESETIERE" APl

S. BFBPodEBTEFNITE ~ SRR LEER L) (READY /& True) MEVSIRE AAstra Control CenterBFFR{ERR
VAR E 2

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

[EIFE

NAME UUID VERSION ADDRESS
READY

astra 9aabfdae-4214-4cb7-9976-5d8b4cOce27f 23.10.0-68
10.111.111.111 True

@ EBUUIDTE - ZHERE Acc- #EE RUUIDME (acc- [UuUID] 3¢#&E ~ TEULEEHIH ~ acc-
9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f) ©

REAOLETE S T

IRAI AR E Kubernetes A O #EHI23 2R EIRSMIFARTEZEN  MRIEFEANTER(E » ELEREF ZIRMHEA DTS
52 E &0 1ngressType "Generic" Astra Control CenterE:]&R (astra control center.yaml) °
MBIEIETE ~ BIANEEFHALIERF ingressType: "AccTraefik" Astra Control CenterB:] &R

(astra control center. yaml) ©

ZBZE Astra Control CenterZ & ~ {EEERTFE AOEFIZ « LLURLEERAstra Control Center ©

RELBREERANAOZEFIZBEEMAFTRE o Astra Control Centerz 2% 18 A IhIEH| 23485 o FLERTER
FiRt—EE RADERISSERAE G

FIsEZ Al
* WER ALERIZE" REHE -
o "ALFEAR" BEEII BB AOZERIZRA
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Istio A= B
1. BEIstio A °
()  ivEsERER R AERERRESsto
2. WES BT IngressEEFIEN/EENAESIBER o
TWRAIUEACARZEN B R FENRE - —MRBLBLARAstrafiilt (FQDN) -
L EH -

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key
-out tls.crt

3. BIME t1ls secret name $BE! kubernetes.io/tls PHTLSIAZREIRM/EEE istio-system
namespace YTLSHEEZRFRIM o

L EH -
kubectl create secret tls [tls secret name] --key="tls.key"
—-—cert="tls.crt" -n istio-system

1R R e LR RY spec.tls.secretName 3t istio-ingress.yaml t&% :

4. FEHHEAOER netapp-ace (HEFIMSH) HRZER -~ ERVIERBE(EAZME (istio-
Ingress.yaml EAFIRFER)
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apiVersion: networking.k8s.io/vl

kind: IngressClass
metadata:

name: istio
spec:

controller: istio

.1o/ingress-controller

apiVersion: networking.k8s.io/vl

kind: Ingress
metadata:

name: ingress

namespace: [netapp-acc or custom namespace]

spec:
ingressClassName: istio
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:

- host: [ACC address]

http:
paths:
- path: /

pathType: Prefix

backend:

service:

name: traefik

port:

number: 80

kubectl get ingress

[EIFE :

NAME CLASS HOSTS

ingress istio astra

-n [netapp-acc or custom namespace]

ADDRESS PORTS AGE
.example.com 172.16.103.248 80, 443 1h
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7. 52X Astra Control Center&4t o

FNginvinfg ZHI238925 58

1. BITFERVAIMAER kubernetes.io/tls PR TLSAA RS IBHA/EE netapp-ace (FHB:Tf%) ©f
ZEfE ~ QNP "TLSHEZ" o

2. EHEEANEIR netapp-acc (FBTo%) MHZEM ~ FAVIEREREAZHE (nginx-
Ingress.yaml FEARBIRFER)

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80

pathType: ImplementationSpecific
3 EREE

kubectl apply -f nginx-Ingress.yaml

(D NetAppEiSNginfg ISR AHE « T dacmonser °
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OpenShift A O#EH23H9 25 5%

1. S EAY/REE ~ BUSEI{HOpenShifti I AM SIS « REBFMCAREE o
2. #370penShifti&H :

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC
address> —--cert=cert.pem --key=key.pem

& AAstra Control Center Ul

Z#EAstra Control Centerz & ~ ([SiG S ETER S IEE MRS « M E AAstra Control Center Ul&EZRAR ©

1. 1£2IE38F « HA FQDN (831F nttps:// FH) astraAddress {EH
astra_control center.yaml sANEIRFEETT %247 Astra Control Center ©

2. IEIRAE © SRR RSB o
() manmEsAREuETES-

3. #EAstra Control CenterE AEH * MIAGFRABE email 9 astra_control center.yaml sAR{AIRF
#E1T WL EET Astra Control Center » RBEIAVIARERRHE (ACcC- [UUID]) ©

() mReHAESTBE=R - AGBUTERRRS 1558 -

4 EEBA
5. WIRIRTRE IS -

@ MREREF—REBEA ~ BETEEE - MERKRZIEMEBREREIRS « BHE
"NetApps<i&" MBS Z IS RIE 7B

6. (EA) BIRIABNWBERZZBTLSES « MUEMK "H/AEREE[ (CA) ZHEWBFITLS/ERRE"
E 3 2 H4
SEEEBHRE R

MRAERRFFEFE Error K& « ERILUEE SR - F0400%I5008EEABIAPICIFENES o BLEMERRE LR
FERUMES o

* ARWEAstralZHPORIRIEERE - FRATIIAR
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kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

* BHEEE Astra Control Center CR B -

kubectl get acc -n [netapp-acc or custom namespace] -o yaml

2
© (ER) WONEATE « MEREERR EESE o
© BTUSHAE R T o
REINPEREEIERET

IR KubernetesZ2EF B ZE/EFEIERER « FEERTLENELE
CenterfZZiEHOR/GREEIERER o

1. R E R R EREERER

kubectl get pods -A | grep 'cert-manager'

{$EAstra Control

[EIFEEEH :
cert-manager essential-cert-manager-84446£49d5-sf2zd 1/1
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg 1/1
Running 0 6d5h

2. AN R/ IRACE astraAddress FQDN :

openssl reqg -x509 -nodes -days 365 -newkey rsa:2048 -keyout tls.key -out

tls.crt

[EIFEEEH) -
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Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

3. ERLAEEMNIEREIWE

kubectl create secret tls selfsigned-tls --key tls.key —--cert tls.crt -n
<cert-manager-namespace>

[EIFEEEA) -

secret/selfsigned-tls created

4. 337 ClusterIssuer U N BUFHNERZE TG B EMNIE cert-manager B8%%Pod :

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:
secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

[EIFEEE A -

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

O. F#E&® ClusterIssuer BIEFERIE) o Ready WZER True TEEBEZ A

kubectl get ClusterIssuer

[EIFEEE A -
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NAME READY AGE

astra-ca-clusterissuer True 9s

6. 2K "Astra Control CenterZ4£F2%" o B "Astra Control Center# £ YamIFr EERVAERE S BB (BRI EH g
FECRD{E ~ URMIMIRE T REBTERN o BN ETLERARTMLEZ B « Astra Control Center SEH5#

SMERIREE B IERRR o
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