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Z#EAstra Control Centert&fzCloud Volumes ONTAP —EINaE 4 (15 EIH"

HRICHIRIEME ~ Z8EAstra Control CenterZ & ] SEREZEIMVARRE -

o "% G E Astra Control Center”

{EREEFRFE Z4EAstra Control Center

EE L Astra Control Center ~ 35 FE{ LG 1T YT ER o KA LUEALLIERE -
AR IR 4 ER o E AR IR 1B R 2285 Astra Control Center ©
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UN%EAstra Control CenterZ 22 FFHIREE ~ s H "SR " ©
FEYaZ Bl
> RERIRIBEARMES * | "RBRTEZH « SRAEBIFIRIELIETTAstra Control CenterZfE" o

EE = (ARSI R E LS P ERZE Astra Control Center © 5 2FEFRTERE S KB
ErEE -

* CRRERIRTS ¢ MEFTA AP IRFBERSHENEEAKERRTA ¢

kubectl get apiservices

* * FERAIEREHAY FQDN* : fSHTEEAM Astra FQDN RIRRHERE o SRR RNEDNSAAREZHFEDNS
IBE ~ HEEREEMBIZOURLERH ©

' REREEES I MRREFEEFTEREES  MFEPIT-LEEE "WEDE" EitAstra Control

CenterF"EERLHEB /RS EIETER o KTER « Astra Control Center& 7T LA L B /RSB EIE
28 o

o *

(f£PR ONTAP SAN EEEN1230) RIS ERIE * | MREFEAIZ ONTAP SAN BREEL « SBHLERE
Kubernetes s FRIFAZ E R ©

T EZE R FAIHIEA
* * BX4S NetApp Astra 1ZHI R E BRHIFEUERR * -

IRAT LUSEEIE NetApp MR E$REN1E Astra Control BYZLEERRRFNTHAEIEIRTHAE « HIUN Astra Control
Provisioner °

a. T EABERFTER Astra Control IRE ID ©

f&ATLLTE Astra Control Service 8 Ul FERIEAIRE ID - EINE®EA EARET - ZEH * AP
access* ~ ABE FEAIRA ID ©

o
=\
[

[E—HEEEE * EE AP R * ~ AR AP N FREREIFIANE « WG HFFEREST °

C. & A Astra Control B :
docker login cr.astra.netapp.io -u <account-id> -p <api-token>

* RRRBFERLETZREN * | BIERERARIRE Astra Control EHEEEBABE "SR IVBRFHEME

@ B 7x Astra Control Center HARS ~ A AEHE Astra Control Center EAfRFSAIREE S "4 A
AZIEEFNEE « REENERIRIEE SO EFRIRIE o

EEfERA Istio ARFFHE « ML RHITTIIENE

° ¥ istio-injection:enabled 124 ZBZE Astra Control Center Z Hi%tiEZE Astra a2/ ©
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° [ Generic ARKRE MARMEERAD SIS EHTFHE o

° #1? Red Hat OpenShift =5 ~ {8FEEF &K NetworkAttachmentDefinition 7EFAEHEREARY Astra
Control Center 52 L (netapp-acc-operator » netapp-acc » netapp-monitoring FEF

RARENEAERHBIwRZER) o

cat <<EOF | oc -n netapp-acc-operator create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-acc create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQOF

e

EEZdtAstra Control Center ~ 358117 T35 EF :

* T# I #EENAstra Control Center

* [MNREERTEE R « B EHMD R
BB R KSR % =B E]
#Astra Control Centeri&{ES
=% TE AstrafZE hi Huly
STERAstraiZE RO R IEE L4
* [BRsE RRARRR
* [REAOEITE T
* & AAstra Control Center Ul

W T

K

it

A NMIBRAstra Control Centeri &+ (I8 v kubectl delete -f

@ astra control center operator deploy.yaml) fEAstra Control CenterZ 2= i&{EHRA
RS ~ BERS RS MfsPod o
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T & X:#AENAstra Control Center

WTFHEh—{E {1 & T & Astra Control Center 15 :

* *Astra Control Service & E % * HD%UTH%ZM;E’*%T'E Astra Control Center BUSIBECER ~ 2 TR
YT NetApp ZHEMEIL TEHEMRFERLLGE ~ sAFEAILEEE o

* * NetApp Z1EATIL * | MR A SR Astra 1EHIFORARIBECER « SBERALEE o

Astra Control 2{&% %
1. & A Astra Control Service °

2. FERRE ~ BE * SPEBEEEIER Astra Control* #IITERS o
3. {KEB$ETRE A Astra Control #1& &% « HiIH Astra Control Center Z24ERR (% « A HEEVBR(ER o

NetApp AL

1. F&(E1 5 Astra Control CenterfIEZ4HE (astra-control-center-[version] .tar.gz) ¢
"Astra Control Center FE{EmE" °

2. (B=EE) T Astra Control CenterfV/RBEZE L EM (astra-control-center-certs-
[version] .tar. gz) BB EMIIER

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version] .tar.gz.sig astra-
control-center-[version] .tar.gz

BERNEE AL verified OK BEs@RNINZIE ©

3. {#Astra Control CenterEgt40 & HEANIL R :

tar -vxzf astra-control-center-[version].tar.gz

R EFER RS « AT EMP R
WMRIEFTEA Astra Control Center ESEEREHX E AT SR « RIFEE[F A NetApp Astra kubect! a5 L FI5MHE

Et °
#ENetApp Astra kubecl9MHFET
SERELE S BRI L R TR NetApp Astra Kubectl 855 FI5MIMET ©

ez Al
NetApp# REIRICPUZRBHEE R G R HIMIMERX ZEMIME - UTILTIEZAT ~ MR ARIERICPUMIESR
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R o
MREERFCRNI L RPREIMIERN « "FHRELCHEARNRE" TREETSRZA]

1. 3BT AR NetApp Astra Kubect! SMEFET — HEAIHE

()  KECBECTWMHESUBRtarEfFi—285 - BIHEEIERIZN kubect 1 -astra °
1s kubectl-astra/

2. BIEERRM CPU RIBFIRRERBEE AR « R HBRMar %4 kubectl-astra !

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

HEBRIGHTIE 25 ix
1. INRITITEA Astra Control Center EFHEXE AT « FRENA RS ETHBEENTRIER
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Docker
a. Y)iaEltartE MR B LR o 8EZEEE) acc.manifest.bundle.yaml 1EFREBLEHEE :

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. #Astra Control CenterBR R B it HEVE I GHEX B TR c BITZ AT BT ET FER
push-images @i% :

* YI<BUNDLE_FILE> Astra ControlE4£4B 5182V % AL (acc.manifest.bundle.yaml
) o

* BL&It;MY_FULL_REGISTRY_PATH&gt; Dockerf#7ZERIURLEX 18 ; Bl "<a
href="https://&lt;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>

* BI<MY_REGISTRY_USER> A& fBEUL
* LI<MY_REGISTRY_TOKEN> Z##H9IS R AR ©

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

a. )i EltariERZNIRBE R - TEZGEBIISEEEMBER :

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. ZAAIEEE

podman login <YOUR REGISTRY>

C. FHHFEAMPodmankhias « ZEFEW#IT FIEP—EBTIESH - UEEEAFEERNHE
FEEURLEZ4L<MY_FULL_REGISTRY_PATH> o

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //'")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push S${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

() t5omEAR B ER THIR  SBEHERTE :

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/24.02.0-69/image:version

2 BEEN

28
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REBBRERRKZE N ERNEE

1. EEH Astra Control Center F1%# &R Kribeconfig :

export KUBECONFIG=[file path]

(D FER R Z A ~ FERE K Kupeconfig 15MIRE %4 Astra Control Center RYEREE ©
2. NREERREERENER - WIEERITFIEE :

a. #1317 NetApp-acc operator :

kubectl create ns netapp-acc-operator

b. #37 'NetApp-acc operator] w2 o FiGDocker&E 1T FHd< -

(D FERE(E your registry path FEEAIT SR EEMRGMUERRT (B
[Registry URL]/netapp/astra/astracc/24.02. 0-69) o

kubectl create secret docker-registry astra-registry-cred -n netapp-acc-
operator --docker-server=cr.astra.netapp.io --docker
-username=[astra account id] --docker-password=[astra api token]

kubectl create secret docker-registry astra-registry-cred -n netapp-acc-
operator --docker-server=[your registry path] --docker

—username=[username] --docker-password=[token]

() mReEswmrEhreash  AERRTHRZEN AR EREEHLERNE -

a. 37 netapp-acc (HBE:Tr%) @M

kubectl create ns [netapp-acc or custom namespace]

b. BRIWE netapp-acc (HEETEHR) BREM o RBENERRIFRE © #tE Docker L HIT

Hp—EEENGS -
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kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=cr.astra.netapp.io --docker
-username=[astra account id] --docker-password=[astra api token]

kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=[your registry path]
—-—docker-username=[username] --docker-password=[token]

Z#EAstra Control Centeri2{ES
1. (ZERAHEER) MREERSEES ATl TP -

a. BB Astra Control Center &3ErG2F2Z YAML

vim astra control center operator deploy.yaml

() YR RREEEIEE TS -

b. MNRITFEAEEEREMNE LR 5515785817 limagePullSecrets : []J X454 :
imagePullSecrets: [{name: astra-registry-cred}]

C. 8 ASTRA IMAGE REGISTRY A kube-rbac-proxy BUEEIETE P A MR EIRERTE F—
% o

d. % ASTRA IMAGE REGISTRY A acc-operator-controller-manager BUREIEIERHEA
BRERVE RIS E—2 o

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
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template:
metadata:

labels:

control-plane: controller-manager
spec:

containers:

- args:
- —-secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443

name: https

- args:
- ——health-probe-bind-address=:8081
- —--metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP_LOG LEVEL
value: "2"

- name: ACCOP HELM INSTALLTIMEOUT
value: 5m
image: ASTRA IMAGE REGISTRY/acc-operator:24.02.68
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10
resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m



2.

3.

32

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

Z2#EAstra Control Centerd&{ES -

kubectl apply -f astra control center operator deploy.yaml

FERASE 5 EIFE :

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader—-election-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

FESTPOdIETEHIT :

kubectl get pods —-n netapp-acc-operator



5 E AstraiZ il dhiy

1. #R&§Astra Control CenterB5T&R (CR) 182 (astra_control center.yaml) ¥#EITIRE - & - B8k

REMABERE

vim astra control center.yaml

() WEBYR SEEpEE TS o

2 SRR TIIRE |

SRy

oA

a2 e

accountName

astraVersion

"

X &

astraVersion

5&

ﬁ% accountName F
BETEBAstra
Control CentertR B #E3L
RARAYRTE - REA—
ERF %78 o

5E

EERZERJAstra Control
CenterfRZ o EEREAR
FE2EMAEIE - AAILE
BEiSTESIEA ©

Ful
e

$RE
F&#

eyl

Example

g5l
24.02.0-69
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34

astraAddress

=

X &

astraAddress

58

B4E astraAddress F
BELETLERPFE
FIBIFQDN (E:&) =HIP
itk ~ LAIfFERAstra
Control Center ° LtE{iztlk
EZAstra Control
CenterfE BERIFLEIER
AR~ UREETR
BB - B H T A
A & A9AEREIFQDNEY IPiL
HE "Astra Control Center

Mzt : B70fER
http:// 3 https://

Ful
P

#iykAr o B &LEFQDN
DURTERRER 2ED

B o

AutoSupport

5

astra.example.com

EERBHPRIEFRELCESES A NetApp FIEBHAZIEEAEI NetApp Active 1Q ~ URERIAY
(

BEE - FEFERERER

B|IE f&£/A
autoSupport.en AL enrolled

rolled Y url WAJEEEENE
fi

autoSupport.ur AL, enrolled
1 3 url WZEEEENRE
i

%
H1E184442)

eIt g spid]
B8 enrolled for Hitk{E

fRRT
ZEAutoSupport
false BANKE
AR HERR AR T I
AR B RV
true WANELR
G o &RE
true AJBERE
EHEEXZENetAppL
HZRZ A ° FE%
BIEA false M
RTNAEREAZ
4&NetApp ©
LLURLAEERE F&
EIHVEAALE o

CFREXRENESEESR °

vl

false (LEATE
18)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup
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T

s

ax k&

email

BF

e

i< e

firstName

YRS

"

X e

lastName

58 pyEpit)
HE email FHREER FH
FEULEEN SN ==L}

it o BRI E FEHH

WABTERGFR BED
B o ILEFERHF LR
EAEIREEAUIRY
ERERLTE - LEUR
F|Astra Control PS4
BYIBEN ©

e LY

HlAstratR A AERARKEYTE FEB
RVBR K EIEENS
FoBE—REAEB I
BREANLBEER
TEUIRAZREA o

58 $RE

BlAstratR A AERARHEVTE FEB
RV EEENEK - $
—REAE ~ ILEFEA

M BEEREUINE

7B o

eyl

admin@example.com

#5

SRE

5

Admin
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36

THRER

REREIPREETR T H AstrafE BFIZT R ~ Astra Control Centeri@ & FFlAstra Control Center

HelmEZEEN A G TSR o

IE M
imageRegistry. WNWE
name

imageRegistry. #EH
secret

5E
Astra Control BR{5
BErmatE ~ EIE
ZRZE Astra Control
Center FTEEHIFAAE
BR{R o tEERF TR
HA  RIFEER
EARME LR ~ [
REEREEMATT
) o NREEHKE
&%~ SRR A E
BRAGEEPHE
ARG E T
& E—oih
£ nttp:// X

https:// &k
ZiEHp o

FAARER B IR R B &7
AIKubernetest&z?
%18 o ILEgTEL
HA ~ BRIEEER
EAE RN A%
BEREANTFE
BRARERDE
A1 7ED
imageRegistry.
name FEER o

EXIE . NRE
ERNARE R
RERE - BlnA
fIBRILEIES
secret TR
imageRegistry
HRZERER
By o

a5

=

%

=2

#451
cr.astra.netap
p.io (FE&R)
example.regist
ry.com/astra (

AT R EEH)

astra-
registry-cred



storageClass

=

X &

storageClass

Volume ReclaimPolicy

"

i e

volumeReclaimPoli
Ccy

=L kY

#¥ storageClass B8 F&
BB ontap-gold 48
ZERERME ~ BEE
H1th storageClass &
TR o MITA L kubectl
get sc lX#U'fﬁuIEﬁ
HBERERFIER o &%
BEEMFEERPE
AHAF—(E Astra
Control Provisioner %€
BGEELER (astra-
control-center-
<version>.manifes
t) II'ZH%’*H%E’:‘Astra
PV o MNRKZTE -~ AIE
ERTERAEFEER o

Witk : IRERETAR
R BRECE
I LA TR A
77485 -

58 $hE

EAAstrafIPVERELIUR F&
[RA o BFIL/RRIRES
Retain flBRAstraf&f®
BRHBUIRE o FIL/R
BIEREA Delete fil
FRAstraf& i FRIFERTR

& o MNRKKTELEE ~
BZ{REPV o

5

ontap-gold

‘EEIE
==

* Retain (EEFER

&)

®* Delete
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40

o

a2 &

ingressType

5 LY

ERATHHEP—BAO F&H
R

i#BH (ingressType:
"Generic") (FE:R)
MREERS—EAL
ZH2R ~ R ERR
CHIAOESIZS ~ 38
FAILEEIE © Astra
Control Center ZFE52HK
% BEERTE "ALE
Hl23" EAURLA
FdAstra Control

Center °

BEEEIE . NREITE
A#C Astra Control
Center {3 IRTSAIARAE
B ~ Bl ZBEEEY
Generic EAFER - B
1TRE "ALIEHIZS" o

* AccTraefik*
(ingressType:
"AccTraefik")
MREREBREAOE
H23 ~ FAEFILEEEIS -
EEEFE Astraiz i
traefik {E

A Kubernetes & -
PR RYARFERVRAZE o

Astra Control Centerfs
B Ta#FHes B3
BIARTSE (sve/traefik

(f£Astra Control
CentersnaZEEH)
M KI5 K AT EENEY S
EZBIPAIL o ANRICHVIR
IBAFEETEE 8
IR R E B 1
7% * AlnI A fEFAMetallB
g H NIRRT & &
fa123 ~ AFIMEBIPiLEE
IKAGRARTS © TEAEBDNS
fRIBR2S4HRER ~ fRFEZ
#&Astra Control Center
FrERDNS&Efsma
T ERIPALLE o

fisE © 0% (T
81 FACRESELH
SERE - 2R B

IR

* Generic (EETE

s2(E)

* AccTraefik



scaleSize

RIE =L kY IR

scaleSize Astra TERRZERSAHE F&H * Small
B (HA) scalesize . . (Ee3ED
B Medium > FBFATE HA ?%e)dlum BN
FPERE AL HARFEAL P
EZEREUBIRTT
B o B scaleSize
2 Small ~ Astra &R
‘DER B RFSRIE AR
£ ~ [BEAPREBRIM ~
LURNMERRE © MhER ©
Medium SFEEZH
100 f@ Pod (FRE}EE
R4 TIEE&E) <100
& Pod LA =1{EE &IZLFN
=ETEERR4ERERE
) IR TEW
IRIEH ~ 5@ Pod BY4E
B PR Bl SE 2 {ERERE ~
BB EE B K H#IRIE
ZEfIBF o

astraResources2200

RIE 58 $RE IR

astraResourcesSca BAMNEFEIEERR F& * Default (B2
ler BRNERZE - kT8 %18)

5%  Astra Control .

Centerg #+¥fAstra iy Off

AEBATHREERE

KRIEITERE o LEAHRE

A]:#Astra Control

Center#R B8 E 1T FER

X aHMET LN

HIRIRH ~ SHHEEEN

AE o i ~ TEERE

RS B ERNEA

~ BIEfEA TCR1 18

fi

astraResourcesSca

lar BJRERR#AS Off ° 45
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gAIME

@ 7E Astra Control Center CR F#iE NHEME « LR 2 h HIREAME «

additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180

EREXAH

IRIE A ERPAYIEIZ R E Astra Control CenterfEQNRIERIEZ EEKA

BRE 58 B =Lt &1
crds.externalCert YNREERINIPESFE HME False (IEATERE
Manager BEREN - REE )

externalCertManag
er & true ° JBRE
false :EAstra Control
CenterfE 4L AR 22 4%
B EEEEERE
FE#% - CRDEX/E®
SN ~ LIS
HrsE e ERENHE
R o WAIAERILE
FEAZ B AstratZ sl SR 28
HESE ~ "REBELERR
=Rk BiE HAstraiZz B
DIMNBNEEEEESR
KKREE o

crds.externalTrae {KFEs% * Astra Control ZM{E False (M{EAFESRE
fik CenterZ Z#ENE )

B TraefikE B TR

H - CRDEREZEN

Mt ~ LY

REE T ERENHEHMED

7 o ISR AE B L FEAE

mlAstrafZEdl e HER

N RNEERERES

H A& AstratZilchish

BHREEEETER

BIE o



()  aExmzmers  #HsaTHEREEERIEEFERIMADEL

Astra #5700y .yaml #if

apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:

name: "[cr.astra.netapp.io or your registry path]"

secret: "astra-registry-cred"
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
scaleSize: "Medium"
astraResourcesScaler: "Default"
additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180
crds:
externalTraefik: false
externalCertManager: false

FTEEBAstratZhl R ONIRIEE R E

1. MR KRE E—HPHITIARIE « 551 NetApp-acc) (FEEF]) w%ZEM :

kubectl create ns [netapp-acc or custom namespace]

2. INRIRZHEAC Astra Control Center {EFIRTSAEE

A FORBEIIEE netapp-acc I EFIARBZER -
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@ ERIAOEER! (ingressType) WAZEERA Generic T Astra Control Center CR H#{TILED
A L
ST

kubectl label ns [netapp-acc or custom namespace] istio-

injection:enabled
3. () "EUHEIEH MTLS" H5? Istio ARFEAING -

kubectl apply -n istio-system -f - <<EOF
apiVersion: security.istio.io/vlbetal
kind: PeerAuthentication
metadata:

name: default
spec:

mtls:

mode: STRICT

EOF

4. 7 TNetApp-accl (SIEHIEE]T) mnsaZERIHZEEAstra Control Center :

kubectl apply -f astra control center.yaml -n [netapp-acc or custom

namespace]

@ Astra Control Center 25518 BEIGEIRIETE XK o K "F3K" nIfeERZEELN ~ 5 Astra
Control Center EEIEFEEIE o (528 T— HBETHEBHAFAIGETHBANLEENRE -

BREE R MR RS

AT UfE A kubectian < SRERE RATIRAE o WIRERIFFER OpenShift ~ 1A LUEAARRIIERI 6 < 2RETTRREE D

1. BREEREFARELERIRERANESHNER

kubectl get acc [astra or custom Astra Control Center CR name] -n

[netapp-acc or custom namespace] -o yaml

(D) Astra Control Center &It B S HMLENS o

2. (EIEBEER/RIGEPAEIRAVIRIZRE
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() mELRERERERS  WSERE FR AR Astra Control Center ©

- BRRE R D ORI REFIARATTI

kubectl get pods -n

SBEPodBIIRERES THITH

[netapp-acc or custom namespace]

o BERWEPod F]AE R E XK D BRG] o
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F A ARG S 151 E1 FE

acc-helm-repo-5bd77c9ddd-8wxm2

1h

activity-5bb474dc67-819ss

1h

activity-5bb474dc67-gbrtqg

1h
api-token-authentication-6wbj2
1h
api-token-authentication-9pgw6
1h
api-token-authentication-tgfed
1h

asup-5495f44dbd-z4kft

1h

authentication-6£dd899858-5x45s

1h

bucketservice-84d47487d-n9xgp

1h

bucketservice-84d47487d-t5jhm

1h

cert-manager-5dcb7648c4-hbldc

1h

cert-manager-5dcb7648c4-nr9qgf

1h
cert-manager-cainjector-59b666fb75-bk2tf
1h
cert-manager-cainjector-59pb666fb75-pfnck
1h

cert-manager-webhook-c6f9b6796-ngz2x

1h

cert-manager-webhook-c6f9b6796-rwtbn

1h

certificates-5f5b7b4dd-52tnj

1h

certificates-5f5b7b4dd-gtjbx

1h
certificates-expiry-check-28477260-dz5vw
1h

cloud-extension-6£f58cc579c-1zfmv

1h

cloud-extension-6£58cc579c-zw2km

1h

cluster-orchestrator-79dd5c8d95-gjg92

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running



1h

composite-compute-85dc84579¢c-nz82f 1/1 Running
1h
composite-compute-85dc84579c-wx2z2 1/1 Running
1h
composite-volume-bff6£4f76-789n7 1/1 Running
1h
composite-volume-bff6f4£f76-kwnd4 1/1 Running
1h
credentials-79fd64f788-m7m8f 1/1 Running
1h
credentials-79fd64£788-gnco6c 1/1 Running
1h
entitlement-£69cdbd77-4p2kn 1/1 Running
1h
entitlement-f69cdbd77-hswmo6 1/1 Running
1h
features-7b9585444c-7xd7m 1/1 Running
1h
features-7b9585444c-dcqwc 1/1 Running
1h
fluent-bit-ds-crg8m 1/1 Running
1h
fluent-bit-ds-gmgg8 1/1 Running
1h
fluent-bit-ds-gzr4f 1/1 Running
1h
fluent-bit-ds-j6sf6 1/1 Running
1h
fluent-bit-ds-v4t9f 1/1 Running
1h
fluent-bit-ds-x7359 1/1 Running
1h
graphgl-server-6cc684fbd6-2x81r 1/1 Running
1h
graphgl-server-6cc684fb46-bshbd 1/1 Running
1h
hybridauth-84599£f79fd-fjc7k 1/1 Running
1h
hybridauth-84599£79fd-s9%pmn 1/1 Running
1h
identity-95df98cb5-dvimz 1/1 Running
1h
identity-95d£98cb5-krf59 1/1 Running
1h

influxdb2-0 1/1 Running



1h

keycloak-operator-6d4d688697-cfg8b 1/1 Running
1h
krakend-5d5c8£4668-7bg8g 1/1 Running
1h
krakend-5d5c8£4668-t8hbn 1/1 Running
1h
license-689cdd4595-2gsc8 1/1 Running
1h
license-689cdd4595-g6vwk 1/1 Running
1h
login-ui-57bb599956-4fwgz 1/1 Running
1h
login-ui-57bb599956-rhztb 1/1 Running
1h
loki-0 1/1 Running
1h
metrics-facade-846999bdd4-£7jdm 1/1 Running
1h
metrics-facade-846999bdd4-1nsxl 1/1 Running
1h
monitoring-operator-6c9d6c4b8c-ggkrl 2/2 Running
1h
nats-0 1/1 Running
1h
nats-1 1/1 Running
1h
nats-2 1/1 Running
1h
natssync-server-6df7d6cc68-9v2gd 1/1 Running
1h
nautilus-64b7£fbdd98-bsgwb 1/1 Running
1h
nautilus-64b7fbdd98-djlhw 1/1 Running
1h
openapi-864584bccc-75nlv 1/1 Running
1h
openapi-864584bccc-zh6bbx 1/1 Running
1h
polaris-consul-consul-server-0 1/1 Running
1h
polaris-consul-consul-server-1 1/1 Running
1h
polaris-consul-consul-server-2 1/1 Running
1h

polaris-keycloak-0 1/1 Running



ago) 1h
polaris-keycloak-1

1h

polaris-keycloak-db-0

1h

polaris-keycloak-db-1

1h

polaris-keycloak-db-2

1h

polaris-mongodb-0

1h

polaris-mongodb-1

1h

polaris-mongodb-2

1h

polaris-ui-66476dcf87-f6s8j

1h

polaris-ui-66476dcf87-ztjk7

1h

polaris-vault-0

1h

polaris-vault-1

1h

polaris-vault-2

1h
public-metrics-bfcd4fc964-x4m79
1h
storage-backend-metrics-7dbb88d4bc-g78c]
1h
storage-provider-5969b5df5-hjvcm
1h
storage-provider-5969p5df5-r791d
1h
task-service-5fc9dc8d99-4g4f4
1h
task-service-5fc9dc8d99-815z1
1h
task-service-task-purge-28485735-fdzkd
12m

telegraf-ds-2rgm4

1h

telegraf-ds-4qgpb6r

1h

telegraf-ds-77frs

1h

telegraf-ds-bc725

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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1h

telegraf-ds-cvmxf 1/1 Running 0
1h

telegraf-ds-tgzgj 1/1 Running 0
1h

telegraf-rs-5wtd8 1/1 Running 0
1h

telemetry-service-6747866474-5djnc 1/1 Running 0
1h

telemetry-service-6747866474-thb7r 1/1 Running 1 (1h
ago) 1h

tenancy-5669854fbo-gzdzf 1/1 Running 0
1h

tenancy-5669854fb6-xvsm2 1/1 Running 0
1h

traefik-8f55f7d5d-41gfw 1/1 Running 0
1h

traefik-8f55f7d5d-j4wt6 1/1 Running 0
1h

traefik-8f55f7d5d-pégcqg 1/1 Running 0
1h

trident-svc-7cb5bb4685-54cng 1/1 Running 0
1h

trident-svc-7cbb5bb4685-b28xh 1/1 Running 0
1h

vault-controller-777b9%bbf88-b5Sbgt 1/1 Running 0
1h

vault-controller-777b9%obf88-£dfd8 1/1 Running 0
1h

4. (ER) BB acc-operator ESIEERECER ©

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-—
operator -c manager -f

@ accHost REERERE—RIEE « IRKY - A FERIMERY - WREHPIEHESE
EHRM -~ AN EBBREAE R "EUITHIEEETERE" APl

S. BFFAPodERTEHITEY « sAMEERZEERLT) (READY & True) MIERISE A Astra Control Center BFFffEEFHRYH]
R TEZRH

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]
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[EIFE :

NAME UUID VERSION ADDRESS
READY

astra 9aabfdae-4214-4cb7-9976-5d8b4dcOce27f 24.02.0-69
10.111.111.111 True

@ ERUUIDME - ZHEA TACC-1 ~ BEIZEZEUUIDE ( TACC-[UUUID]I ~ SETEAREH|F
2 TACC-9aabfdae-4214-4cb7-9976-5d8b4c0ce27f) ) ©

REAALE TR 85T

SR AR EKubernetes A O 282K EIRSMEBARTSFEN © MNRIGFERAMNTER(E « ELEEFZIRMEA OS2

REHB ingressType: "Generic" Astra Control CenterE:]& R (astra control center.yaml) ©

WMRIEISE ~ AIREEFEHILEF ingressType: "AccTraefik" Astra Control CenterBs] &R

(astra_control_center .yaml) o
ZB2 Astra Control Center Z1& ~ BB ERTE A OIS « LL URL &/ Astra Control Center ©

T ER RIS R A 42488 B FTARE ° Astra Control Centersz 1B T8 A U4 2848 o SLEGTER
J"' R —Le s B A OIEH| S ER S FI S B -

RG22 Al
© BB CALERSR BEHE -
© o "ALSER" RERIIBER ADEGIZRAT o

Istio AR E%
1. BElstio AR ©
()  iEsERER IR AERERRESsto -
2. REESRIE T IngressREFIERN /RSN ZLIRIER -
TR ACARZESH B R EBRE - —RBIBUERAstrafiitit (FQDN)
L EA

openssl reqg -x509 -nodes -days 365 -newkey rsa:2048 -keyout tls.key -out
tls.crt

3. B M t1s secret name $BE! kubernetes.io/tls FETLSTAREZIRF/REE istio-system
namespace YTLSHEZZFR o

A -
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kubectl create secret tls [tls secret name] --key="tls.key"

-—-cert="tls.crt" -n istio-system

=2 FBEEL Tisto-inple.yamll EZRAIEMEY Mpec.tls.secretName’ | HHFF o

4. EhEEAOER netapp-ace (HBEFIHH) HRAEM ~ FEAVIERER(EAZE (istio-

Ingress.yaml TEAFIFEER)

apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:
number: 80

5. BRI :

kubectl apply -f istio-Ingress.yaml

6. BEARIRE :
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kubectl get ingress -n [netapp-acc or custom namespace]

[EIFE :

NAME CLASS HOSTS ADDRESS PORTS AGE
ingress istio astra.example.com 172.16.103.248 80, 443 1h

7. 2R Astra Control CenterZ2s o

B NginvintR $ZEHI28H95 5

1. B AR kubernetes.io/tls FIITLSTAZE £i8F/R:E netapp-ace (HEETa%) M

YRR "TLSHEZE"

2. THEEAOER netapp-acc (HBEETH) wRZERH -« FRAVIEFEREAIME (nginx-
Ingress.yaml fEARGIFRFER)

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80
pathType: ImplementationSpecific

3. ERSE:

kubectl apply -f nginx-Ingress.yaml
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(D NetAppRfSNginfg HEHISZ RIS « T dacmonset °

OpenShift A O#EHI23R90 5%

1. BSEAYERE « BUS BT OpenShifti R EAISE « /REEFCAIEE -
2. #1317 0penShift&H :

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

& AAstra Control Center Ul

Z24E Astra Control Center 21 ~ IRHg & HEIEE RS ~ B A Astra Control Center Ul &K ©
SR

1. £33 ~ A FQDN (84 nttps:// FH) astraAddress {EH
astra_control center.yaml sAR{ARFET %245 7 Astra Control Center ©

2. INEHRTES « ARTEREBNES -
() cauEBARRUETES-

3. #fAstra Control CenterB ABEM * MIAGEAIE email EH astra control center.yaml s fAIF
1T 182245 T Astra Control Center » ZAB8 AXIUAREZHE (ACC- [UUID]) ©

() mRCHAESTE=R  AGBYCERRIRS 1554 -

4 FEEEHA
O. IR B o

@ MREREE—REA ~ BIETEEE - MARAREIHEMERERERS - FHE
"NetApp3z " IBUSHHERIE 78

6. (EF) BRIRAMNBEHFETLSRE « MWARM "H/EFBFES[ (CA) HFENBEFITLS/ERE"

SEREHFAR LI

WRBEMBRFRE $#3R1 A& ~ SR LURERCE: ° SH400ZI5008EE AIRIAPIEIFEAES o BLEERRELER
PERYINES o

‘EEIE
* BEREAstralZ IR OBIREERE  FRATIIAR !
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kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

* BHEEE Astra Control Center CR B -

kubectl get acc -n [netapp-acc or custom namespace] -o yaml

BRZERER
* * Z2# Red Hat OpenShift OperatorHub * : :5fE A ILEEIE "E{{i2=" §H OperatorHub £ OpenShift £%
4t Astra Control Center ©

* LCloud Volumes ONTAP SZiEINEEM A REAB E LR | £/ "ELi2F" EE/EAmazon Web
Services (AWS) ~ Google Cloud Platform (GCP) Z{Microsoft AzureiZ 2t Astra Control Center ~ i}z
f#£Cloud Volumes ONTAP —EXZ IEE S A FRIHHITIAE ©

T—%
© (ER) RECHIRIEME - SAELERTTR "HEDER" o
* "4t Astra Control Center ~ B A Ul T REZ % « KEBEEERTERE - InLEE « BUBER:S - 8123
?? %Eﬁﬁi‘%ﬁﬁ EE
TSN REEIERRER

MR KubernetesHZEFEFE/REEIERET « BEEHIT—LENELER - fHAstra Control
CenterfZZiEHOR/EREEIEIER o

25%?5
ﬁﬁﬂlblu\ # /‘E A=} EE*EE_t

grep 'cert-manager'

kubectl get pods -A

[EIFEEEH :
cert-manager essential-cert-manager-84446£f49d5-sf2zd 1/1
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg 1/1
Running 0 6d5h

2. AENRE/ISEECY astraAddress FQDN :
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openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

[EIFEEE A -

Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

3. {EFSRIEEMIERELWE

kubectl create secret tls selfsigned-tls --key tls.key —--cert tls.crt -n

<cert-manager-namespace>

[ElfEEE)

secret/selfsigned-tls created

4. 37 clusterIssuer U MHEUPHEREIENGREME cert-manager B&EEEPod :

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:

secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

[EIFEEEH) -

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

5. s ClusterIssuer SIEFERRE] o Ready WZETE True TRHEE 2 A -
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kubectl get Clusterlssuer

[ClFEEEH
NAME READY AGE
astra-ca-clusterissuer True 9s

6. SERK "Astra Control CenterZZ4E2F" o & "Astra Control Centergs & YamIFr FEHVARRS S BB (X nIEH hig
BECRDE ~ URTIMILEE T /RIBEIERE o MUATREHARSTRLLES SR « Astra Control Center BEH¥H
SMNERREE BIERER o

fEAOpenShift{FE R AR 28 L8t Astra Control Center

AR IEFEFARed Hat OpenShift « AILU{EFRed Hats2:5 iR E S sk Z 4 Astra Control
Center ° :5{E R ILTEF L Ze 8t Astra Control Center "Red Hat4FE 4% B #%" 5 {EHRed
Hat OpenShift Container Platform °

FTERILEFZ & ~ B RREREIRRF « ARETTA TGRS 5" LERE R RE T MINLE A o

FIsEZ Al

> REIRIBEARES * | "RBRTEZH « SRAEBIFIRIELIETTAstra Control CenterZfE" o

EE = (ARSI R E LS P ERZE Astra Control Center © 5 2FEFRTERE S KB
ErEEE -

* * RFREENEERESM AP ARSS *
° {tOpenShifts=EFEMRAIA R EIRIFEIMER B R

oc get clusteroperators

° tOpenShifteE & ~ FEIRFTEAPIBRFEE RN 2 2 ARRE

omm

oc get apiservices

* *FERAIEREHAY FQDN* : fSHTEEAM Astra FQDN RAIRRHERE - ERTIETEANEDNSAAREZHFEDNS
IHE ~ AEEAEEMIVZOURLEER o

* * Y48 OpenShift #R * : LS EEFFA N EMERR « UK ¥ Red Hat OpenShift Container Platform BJ7ZEX
REPR ~ A BEI TRV LD BR ©

CRERBEES Y NIRREPEFTRABIES - BRENIT—LEE "KEL K" ALbAstra Control
CenterF 2Rt H O R/REEIEIET o #kF8:R « Astra Control Center@ T ZEE IR ZE B O /RE S EIR

= o

* * 337 Kubernetes A [3Z428 * | tNREAY Kubernetes A[iZ4I28 & S EIRIMBARTSZEN « Flinz=E+H
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B#ETE MO ERERERA Astra Control Center $5ECER :
a. BIEEFanRZER -

OC create namespace netapp-acc-operator

b. "FERUERE" BRANGHAOIEHIZREE -

* * ({#FR ONTAP SAN EEEnf2x() RUAZERK * | IREFEAHNZE ONTAP SAN BBEIRER « BHEHUEFRE
Kubernetes s FRIFZERIE ©

ThEZE R FAIHIEA
* * BX4S NetApp Astra 1ZHI R E ERHIZEUERR * -

& AT IABEHETE NetApp BRIGEEREVIS Astra Control B9 EEBREFITHAEIESRINAE ~ 4N Astra Control

Provisioner ©°
a. ORI E AZERFIEER Astra Control BRE ID ©

f&ATLLTE Astra Control Service 8 Ul FERIEAIRE ID o EINE®EA _ EARET - ZEE * AP
access* ~ PABE NEHIRE ID ©

b. tFE—EEEER * E4 API AL * ~ AR AP N FRIERTIBIAE « W HREFERESST

C. & A Astra Control &% :

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

* ZRIRFERLETZEREN * | BIERERARIRE Astra Control EHEEEBABE "SR IVPRFSHEME

@ B 7x Astra Control Center HARS ~ A AEHE Astra Control Center EAfRFSAIREE S "4 A
AZIEFNEE « REENERIRIEE S D EFRIRIE o

EEERA Istio ARFFHE « M RHITTIIENE

° #i¥ istio-injection:enabled TEEBZE Astra Control Center Z A B IZHALE] Astra iR 2%
fE o

° {#f Generic AKE WARMERXAD "IMEPEEFE"

> ¥7* Red Hat OpenShift =  {8FEEF & NetworkAttachmentDefinition fEFFAEHEREAR Astra

Control Center 554 ZEfE (netapp-acc-operator ~ netapp-acc ® netapp-monitoring Jidz3]
BEARENTEHERRNBTamRZER) -
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cat <<EOF | oc -n netapp-acc-operator create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-acc create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EOF

* TFEXH#EEYAstra Control Center

* MNREERSEER - B E DB
* [SHURFERERH)
* [RERIRIEE]

+ ZzdtAstra Control Center

sa/1MIERAstra Control Centerl@&EF (Il + kubectl delete -f
@ astra control center operator deploy.yaml) fEAstra Control Center&4Eay & {EHA
fE « BERFE SeMIfRPod °

T E A #EEXAstra Control Center

WTFHEp—{E{i B T & Astra Control Center 8% :

* *Astra Control Service UG EEE * | MREFEG S EREL Astra Control Center BMGIEECER ~ 2R
431 NetApp B4 LL TEHEMRMEALLS X ~ SAFEHAILEE o

* * NetApp Z1EARLL * @ MR A E SR Astra FEHIFR O ARIEECER ~ SAEALLEE o
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Astra Control S/{&7% %

& A Astra Control Service °
2. TR E ~ BEE ¢ SFEEHENEIER Astra Control* #IIT{ERS o
3. {kBBIETE A Astra Control 885 8% « HIlH Astra Control Center Z2ER{& ~ I RARVIR(R o

NetApp ZiEARLL

1. F& 8 &Astra Control CenterfYEZ4H S (astra-control-center-[version] .tar.qgz) #
"Astra Control Center FTE(BEE" °

2. (B=(ErE) T#Astra Control CenterfV/RBEZE L EM (astra-control-center-certs-
[version] .tar. gz) BB EMIER

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version] .tar.gz

WEENEETRENE Verified OK EGEBRINZE o

3. #tAstra Control CenterE4t4H SHEENARR -

tar -vxzf astra-control-center-[version].tar.gz

IMNRICERAREE LR « B EMP B
WRETITEA Astra Control Center ESEERASHHX E AT TR  RIFFEEF NetApp Astra kubect! ap 2 FI5MHZE

:_Et o
ZHENetApp Astra kubecl9MH 2T
SERELE S BRI ZEE R NetApp Astra Kubect! 85 F19MIMER ©

RG22 Al

NetAppZ AERICPUZIBMFE R FIRMIMIMERN Z (AR - FUTIETFZA) « M ZAFHRARGRICPURESE
Rif o

MREERFCRBIRKFLZEIMIE « "FHEELCHEARNRE" TREETRZA] °

Pz
1. %145 r] FHBINetApp Astra kubectlMEFE T —ENIAE - Wi TEERFMCPUZBFEIEZR LTS
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()  KECBECTYMAERERtarEfray—% - BHEEIFKI kubectl-astra °

ls kubectl-astra/

2. IR EMEBREBRIRE « WAFHEMMN RS kubectl-astra !

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

HEBR GBI E &R
1. WNREITE A Astra Control Center EN X EARILE T « :AAKNARS5 ¥ 5%

BENDRIERF
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Docker
a. Y)iaEltartE MR B LR o 8EZEEE) acc.manifest.bundle.yaml 1EFREBLEHEE :

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. #Astra Control CenterBR R B it HEVE I GHEX B TR c BITZ AT BT ET FER
push-images @i% :

* YI<BUNDLE_FILE> Astra ControlE4£4B 5182V % AL (acc.manifest.bundle.yaml
) o

* BL&It;MY_FULL_REGISTRY_PATH&gt; Dockerf#7ZERIURLEX 18 ; Bl "<a
href="https://&lt;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>

* BI<MY_REGISTRY_USER> A& fBEUL
* LI<MY_REGISTRY_TOKEN> Z##H9IS R AR ©

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

a. )i EltariERZNIRBE R - TEZGEBIISEEEMBER :

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. ZAAIEEE

podman login <YOUR REGISTRY>

C. FHHFEAMPodmankhias « ZEFEW#IT FIEP—EBTIESH - UEEEAFEERNHE
FEEURLEZ4L<MY_FULL_REGISTRY_PATH> o

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //'")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push S${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

() t5omEAR B ER THIR  SBEHERTE :

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/24.02.0-69/image:version

2 BEEN

cd manifests
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SHIRMFEREER

1. B THEP—ERF - UFRURFEZRER :
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Red Hat OpenShift Web FiZ&
a. & A OpenShift Container Platform Ul ©

b. HERITHEER « EEEE T F PG o
() EREERIEETARE Astra Control Center HIE KT o

C. # ] netapp-acc ABE NetApp Astra FZEHIFILRIES o

@ netapp-acc-operator x

Install

Latest version

Capability level
© Basic Install

How to deploy Astra Control

Refer to Installation Procedure to deploy Astra Control Center using the Operator

Jource Documentation

Certified Ref

Provider

NetApp

Repository
N/A

Container image
N/A

Createdat
e

Support

NetApp

Red Hat£RER A H %
a. 3#1ENetApp Astra Control Center "&iEE" o
b. EE * BRELAMEA * o

Red Hat
Ecosystem Catalog Hardware Software Cloud & service providers

s All Red Hat

Home » Software » OpenShift o

perators » Astra Control Center

Astra Control Center
Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Overview Features & benefits Documentation Deploy & use FAQs Get support

Overview
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LRIRFE

1. SRR IR EE L ISR |
() wEEFARRFEEEHSES -

a. TIREEZRBEP AT EHEIIERT FinhZRE "NetApp-acc operator] a4 ZEf] ©
b. BEEVF BTN B ENZ A RES o

() maFoms - SEREQEHTEEETHTER
o BB o
() nRCEEFHRERN  AGTETOREILREENFHREHE -
2 WTHABE MELAGESS) THER « BIDRERTHINEE -

Z#EAstra Control Center

1. fAstraiZHl R ORIEE* AstralZ P O R IRBAN TS « BECRIERN

Project: netapp-acc-operator »

Installed Operators > Operator details

netapp-acc-operator
‘$> 23.4.0 provided by NetApp Actions =

Details  YAML  Subscription  Events  Astra Control Center

AstraControlCenters  Show operandsin: ® All namespaces © Current namespace only

No operands found

Operands are declarative components used to define the behavior of the
application.

2. 55 lCreatelEFAHY1 REMML :

a. R 5% Astra Control Center& & o

b. #fi¥Astra Control CenterfI1Z%; o

c. MASEREHRIE - BERE TE8IE) k-

d. &) A Astra Control Center FQDNZIPi3E o sB71#A http:// B https:// 7 Tk @4 o
e. A Astra Control Center k7 ~ 40 24.02.0-69 ©

f MANRS ST - EFEHHFMUNSESHK

9. EEERVolume[ElW/FR Retain v Recycle B "Delete © FER{EZ Retain ©

h. EENZERIFRE R o
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Astra FERREFHASAIAE (HA) scaleSize BY Medium > FARRTE HA FEEARZH
()  BBEBESEEANSEIS o 8 scalesize i snall » Astra D FARRTEH
HAME « BERRBII - WAL EAHE -

i EERACOESR :
* #®FH (ingressType: "Generic") (¥8&R)

MREFEAB—EAOZESIZS « HEGFERB SHADIEHIZS - s5E A IEEEIE o Astra Control
Center SFETHE « BEERTE "AEZEHI28" EAURLARAstra Control Center ©

* * AccTraefik* (ingressType: "AccTraefik")

WRIERIERTEAOIERLS « FAERILEIE - EYEFEAstraiZH|H 0 traefik FERD
Kubernetes M&1#;F#igs ) FARIARTS o

Astra Control CenterfE i T& & #i2s) BEMARTS (sve/traefik (TEAstra Control Centersp®ZE
BH) ~ WERIERKETFEEVIMIRIPfLIL - MREHNIRIBE AT EE TEE « BEERRTEEH TS

A A U fEEFAMetalLBE E I ERARFS B 2 F 4725 ~ AEIMEBIPAIUESREAAARTS o T2 ZBDNSTRIARZSAE AR
Fh ~ fFERZAS Astra Control CenterFTERYDNS & 815 M & & FERYIP{IE o

() % ramTess MADRSELOMEEN B2 B .

a. 1t * EGER - B [RIEEREREED - TRIFERATERE - MRBXAREL - FivItERNATEHE
E—EZERPHEARBRIRERGE BRI © 5H7EA http:// W https:// £ Tk B -

b. MBAERBBHBIREGER - HHABRGHE -
() NRCERBERBOBE - EHE LRTE o

c BABEESLT -
d. EERRT °
e RTRIIHEEAT) o

() wRERETEREEER - SRECRR—BATERERHEER -

f. EREZEEERHERERIFETE o
3. FEEY NYaml) #@HRLUSEBIEFTERRE °
4. 3EEY MCreate) (EiI) o
B BRI

MREFERAEERTNELE - 551E OpenShift H&E IRV RS « ABTETHAZIERTE Create
AstraControlCenter FREMHNL o

1. AAstra Control Centerrl@ EFIEIfp L 2R -
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oc create ns [netapp-acc-operator or custom namespace]

2. FEItEn AR PRIIE ¢

oc create secret docker-registry astra-registry-cred -n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
——docker username=[username] --docker-password=[token]

@ Astra Contro{£31EDocker& #Ri4 =% o
3. EEEHMEERENL Createy (3£3z) [PE ! Control Center) FEMEML o

T

FeRk "FIERD BE" HEERSE Astra Control Center@ B R EMIN ~ AAREACERIZR GER) ~ AEBBEAUI - IL
S~ ICEFBERT "SRELIF LETTHRE ©

Zdt Astra Control CenteriZfizCloud Volumes ONTAP —EINFEM (1R R IR

& T Astra Control Center ~ f&FEETE EE EIRIZEHEA BHEIENKubernetesz= 5
#Cloud Volumes ONTAP EfIZREIEFERTET o BRI UTEASFEFEAKubernetessz &£ 5Y,
TBigigts b EH b —E B K EIEKubernetesi&= £ _ZfZ Astra Control Center ©

BT HP—IEHE « ERiAsfEACloud Volumes ONTAP THIEA—IEEE « U T ARMITRAELER EIE
B2 | ENetApp ER#F R o Sth A IR SHHEFERREAFBHBER

HETEAmazon Web Services (AWS)  Google Cloud Platform (GCP) FMicrosoft AzureFR % 8£Astra
Control Center ~ Ai#&ACCloud Volumes ONTAP B EMF RN » AR EHNERIRIZEME « BIT TP o

* 7£Amazon Web ServicesH & Astra Control Center
* 7£Google Cloud Platform™ZBZ Astra Control Center
* EMicrosoft AzureHEfZE Astra Control Center

BRI LUER B R BIERKubernetes# £ - FI10penShift Container Platform (OCP) -~ 7E2 ik EIRFER
2 - REEHREENOCPEE BB BT - ATAMNEIZEAstra Control Center ©

£Amazon Web ServicesH ZfZEAstra Control Center

e LATEAmazon Web Services (AWS) ABZE FHBEFHEEKubernetesi& & L EBE Astra Control Center ©

AWSFRERINEE

7 AWS HAEEZE Astra Control Center Z Al ~ IREEF5)IEH .

* Astra Control CenterfZ# o :52 [ "Astra Control CenterfZ 2 E K" o
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* "f¥&Astra Control CenterfJEK" o
* NetApp Cloud Centraltk &
* YNERFEFOCP « HJRed Hat OpenShift Container Platform (OCP) #[E ({iitensaZR/E4ARIUIEIIPod)
* AWSEZEEER « FEUDHNZE LR « AEFRCEIFEFENEZIZER
* AWSIRFEM RIS (ECR) FEUATA
* #7EX Astra Control Ul EE AWS sEE &5 Amazon Route 53 THE

AWSHIfEEIRIRR R
Astra Control Centerf& E FHIAWSIEEIRIE :
* Red Hat OpenShift Container Platform 4.11 & 4.13
HERIGEE R HAstra Control CenterfIERIRIRRT SIRIRIEN X PR B A B REK o

Astra Control Center BT EEIRIENERERIN  EFERTEER c 552/ "Astra Control CentergEIR155

"y

() Aws Bt erE 12 /|\EPOBHA - 2 BEUBEH Docker BGBHHET -

AWSERELEE

LT 2Z % Astra Control Center for AWSHBIFEF4EEE « Cloud Volumes ONTAP EFa S LUEAFRIRAIIH

AE °
LUR S s KRR B B o

1. FERICHER EHIRIAMEER o

2. EAWS FZ#ERedHat OpenShiftis£E o
3. BREAWS o

4. HBEBRAFAWSHINetApp BlueXP ©

5. ZH#EAWSHIAstra Control Center ©

%IP

HEMRICHER BSIHIAMAER

RICHER BHMIAMA BFRER « a8 Z4ERedHat OpenShift#& & FNetApp BlueXP (& %Cloud
Manager) Connector ©

SRR "WME AWS REEER" ©
7ZAWS % #RedHat OpenShifti=
EAWS _EZ#ERedHat OpenShift Container Platform# £ o

MELREIET « A2/ "TE0penShift Container PlatformBJAWS _E L 4L &E" o
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REAWS

BT ~ 52 AWS B EHANR « 2E EC2 EHEHITERS UKL AWS S3 #FE IR EEATFE
NetApp Astra Control Center BifRE &% « hFE BRI BN RIS (ECR) KEHE Astra Control Center B
&~ WAFERERIEALLE B o

FRIEBAWS X H5ERL T ER o 52 R "AWSZ " ©

=]

1. EEITAWSEHHAEER o
2. 1BBIECLEHEMITERS ° Z I ARAWSHHI R EAREI VM ©
3. UNRHITERSEERY MR TT S T ENREN TIEEIRE Y AstraR (BB REE K ~ SATEAWSHE B TERSER LR

G AstraZER o FEZR "Astra Control CenterER" o
4. B FED—EAWS SIEEFEEIREETZHED ©
5. (EA) MREEEFE NetApp BEE SR « 51T FYIFER ¢
a. i AWS EERsESH: (ECR) LUEEFRA Astra Control Center §4& ©
WNRIERIEILECR ~ Astra Control Centerf&E £ =B Cloud Volumes ONTAP AWS & i

@ R IEMNEEFEEEIEER o ItRBERRAKE A FHAstra Control CenteriZ R KR EIERY
HEHEEFHAWS ECR ©

b. #& Astra Control Center & HEXE TR E R EEE o

AWS Elastic Container&i# (ECR) #EMEE12/\REBHA « EREREEREERMK -
(i) #Cloud Volumes ONTAP $IHAWSEEMALIETHINAEE BIZEIZ B IHES - LIRS
B o BEMEELRE - SERAECRERE « LELHNRE « BENELIBR S -

MTFR2AWSERE A
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2] Acc - Aws NetApp CVO Development

@

Amazon ECR Amazon S3
Hosting ACC ACC Application
Images Backups

l

OCP Platform Cluster Application Cluster
NetApp CVO Single Node NetApp CVO HA Multiple AZ
Availability Zone : Availability Zone &} Availability Zone & Availability Zone
US_EAST-1A E E US_EAST-1A E E US_EAST-1B E E US_EAST-1C i
S E E 5 E 5 L’ i
H H Peering H HH HH H
E Amazon EC2 E :: l,: E Amazon EC2 E 5 Amazon EC2 E 5 Amazon EC2 E
OpenShift AstraControl  CVO ! Openshift AstraControl CVO :: OpenShift AstraControl CVO :: OpenShift AstraControl CVO |
Provisloner  Storage H Provisioner  Storage Provisioner  Storage s Provisioner  Storage
l Backend ! : ¢ Backend |} i Backend 1} $ Backend
‘* : : |Mvs%l i |Mv8é| i |Mysé|
E Astra Control E : vl vl

Classic Load
Balancer
ACC Web Address

R EH AR AWSHINetApp BlueXP

fEFANetApp BlueXP (Fi&#3Cloud Manager) I T{E& - #IEAWSERESR ~ B TERIR - UREAREE ©
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&35 : Astra Control Center ®2 & R]EBEEA FHIESHE « HEEET

gcloud auth activate-service-account <service account email address>
--key-file=<GCP Service Account JSON file>

Lt35 < F5F EAstra Control CenterB &/ E1EZ M Google Image B I E © &4 :

manifestfile=acc.manifest.bundle.yaml
GCP_CR REGISTRY=<target GCP image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: $ASTRA REGISTRY/S$image $GCP_CR REGISTRY/S$image"
root image=S${image%:*}
echo S$root image
docker pull SASTRA REGISTRY/Simage
docker tag $ASTRA REGISTRY/S$image $GCP_CR REGISTRY/$image
docker push SGCP CR REGISTRY/$image

done < acc.manifest.bundle.yaml
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1. B4 DockertbZ LAHEEYAstra Control CenterZ24EHIAR (& :

kubectl create secret docker-registry <secret name> --docker
-server=<Registry location> --docker-username= json key --docker
-password="S$ (cat <GCP Service Account JSON file>)" --namespace=pcloud
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BAstraZK o 352/ "Astra Control Centerfs
3 E/D—{EAzure Blob B 2SR IETEHEHD ©
BIRBEFEIRE o SREE—EMEFIRS ~ 77 857E Astra Control Center I — AR EAITRE(ER o
B REFITREFEN PR R AU o
(BEH) MREEEFE NetApp BUEESE « SBBRIT FIIDER ©

N o o &

a. F137 Azure Container Z#% (ACR) L{#EE Astra Control Center & o
b. AFR7A Astra Control Center #&:&E Docker ¥ / HI1FEX o
C. [FATHIESHEE Astra Control Center S48 AL % -

az acr login -n <AZ ACR URL/Location>
This script requires the Astra Control Center manifest file and your
Azure ACR location.

i

manifestfile=acc.manifest.bundle.yaml
AZ ACR REGISTRY=<target Azure ACR image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: $ASTRA REGISTRY/Simage $AZ ACR REGISTRY/Simage"
root image=S{image%:*}
echo $root image
docker pull SASTRA REGISTRY/Simage
docker tag $SASTRA REGISTRY/S$image $AZ ACR REGISTRY/$image
docker push SAZ ACR REGISTRY/$image

done < acc.manifest.bundle.yaml

8. :EDNSEH ©
R EEAN AzureINetApp BlueXP (315 %Cloud Manager)
fEFABIlueXP (R1&#Cloud Manager) ZIIT{E&E - HEZRIIME EAzure ~ B TFIRIE ~ UKEARE o
A 8 1EBlueXPXX 5Tl FHIFER ° 552/ "AzuresFBIBlueXP AFIH5R" ©

BHsRZ Al

LU FRERIAMIEIRF A 17BN AzuretR B

TER

1. BIGRERE B RIS EBlueXP ©

2. 8 AzureEIE2s o FA2R "BluexXPRA" o
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3.

4.
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a. EEE* Azure *(EA{HLFER -
b. B AAzuresP:EE Kl « BIEEMAERID « BRIFEZMBE (FHR) IDo

FH20 "EBlueXPrifAzure 2 7 EIEER" o

HESDEIRAR IETE T « WA E S o

Cloud Manager

Connectors Add Connector Manage Connectors

Q ! x
Aeure | westuse | m Acve

] azurecioudmanager Go to Local Ul 2

Azure | centraluseuap | ® Artive

[] cvo-aws-connector Go to Local Ul A
AWS us-east-1 ® Active
] cvo-connector-gep Goto Local Ul 2

Google Cloud | us-eastd | = Active

TestazHA Go to Local Ul A

Azure | westusZ | = Active

azUre-COnNnector Go'to Local Ul A

Azure | westus? | = Inactive

HICHRRRIZEIL TIHRIE -

a. if& . Microsoft Azure] ©°

b. #iA : Cloud Volumes ONTAP TEHA] ©
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Account
netapp.com-05.

Cloud Manager

Canvas Replication Backup & Restore Data Sense File Cache Compute Sync

Cannector
TeszazHA

Workspace  +
Workspace:1

All Services (+9) ~

Add Working Environment Choose a Location

Amazon Web Services

[ L] -
L s )
Microsoft Azure Google Cloud Platform

Choose Type

°
©

Cloud Volumes ONTAP

¥
S
p=
Cloud Volumes ONTAP HA

Azure NetApp Files

Q, ifyou want to discover an existing Cloud Volumes ONTAP HA in Azure, Click Here

On-Premises

Kubernetes Cluster

5. B AOpenShiftaE - EEARFERECHIEIINTIFRIR o

a. EfE Kes*>*EE BB > REFMEEL « BN E1RNetAppE EFHHE K]

Account

Cloud Manager

Replication Backup & Restore File Cache Compute

Sync

Retapp.com-05.

All Services (+9) ~

Cluster List » Cluster Detalls »

targetazacc

Date Added
April 14,2022

Added by Volumes VPC

Import 3 -

Cluster Version
v1.21.6+bb8ds0a

Status
() Running

1 Working Environments

~  Provider

Conngct to Working Envirenment

[ update Kubeconfig

Provider
HE Microsoft
WS Arure

Trident Version
V21041

) resaenva: @ il westus2 10.0.0.016 0100 54 61 500 6B available
1=-1of1
3 storage Classes Q
Storage Class 1D % Provisioner % Volumes ¢ Labels =
managed-premium mi= 0
trident.
Xe1HS5pd-ha
vsawerkingenvironment-xr1hsSpd-ha-nas (CIERID i NetApp 3 R

trident netanooforotocol=NAS +1

b. A L A2 T Astra Control Provisioner ix7s °

c. 5 ECloud Volumes ONTAP -+ B&mNetAppA S RECER N EE TR o

& G A ZHIRed Hat OpenShiftE g ~ W15/KFEAIETFLER

1R
ANy

FILUEE TR ARR
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Astra Control Provisioner & B8 &4t 4B ANIRRIZERFN—E7 ©

6. #F¥ = tkCloud Volumes ONTAP IhAEZREhHIFR B IS E L R TR o

7. EJ{ERE—ERE A FAEE(E o Cloud Volumes ONTAPYISREREAHA ~ 55528 FAzure R TAIHARRAEH]
BREEREARE

4R EAzurefJAstra Control Center

Wt

{ERATEEE 22 Astra Control Center "&Z4E5RBH" o

{3 Astra Control CenterffiAzurefE7FE o 552/ "s% & Astra Control Centerili #igiE=l" o

28L& % E Astra Control Center
HRITWIBIEME ~ L8EAstra Control CenterZ B o] SEEEZBIMVARAE ©

BIREIRPRS

HLUIRIB R ERACEEMRHIZE Y « UBhIEfs 2 =M PNE IR HERE LRFTE T BCPUREEIERS © Astra
Control Centerilli k5% E LR ~ AIEAREELER - MIREHIRIEERUEREARTE » IFENRTITES

gt Astra Control Centerfyap s IR IRELER o

EAI LAE R 95 ER AU A PRI LB RE AN PR &I o TEE L&A « e SHH EEMR T ZRBIBNEET ©

1. RIS EIRECEE netapp-acc (SHEETHR) mBZER :

kubectl get gquota -n [netapp-acc or custom namespace]

[E1FE :
NAME AGE REQUEST LIMIT
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium l6s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi

2. k2 IBMIBRPTA B IRACER :

kubectl delete resourcequota pods-high -n [netapp-acc or custom

namespace]
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kubectl delete resourcequota pods—-low -n [netapp-acc or custom
namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom

namespace]

ESHPHIRHIEE netapp-acc (HBEIR) HRZER :
kubectl get limits -n [netapp-acc or custom namespace]

[EIFE :

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23Z2

4. kB TBMIFRIRGIEEE

kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom

namespace]

Y EETTLSI&RS
Astra Control Centeri‘EuxﬁFHE?k S ETLS/RERERIE A UGS 23R = (ELFHH’”-HE. BE) ~ UK FERBEE

BIEE2EITWeb UIBERE - BERIETVEE « BEZBIRERANBRZERE TLS &F - UR/KREREESM (CA)
FEM TLS /REERENL ©

TasB B R ERE A A AR AR

* HTTPS#&4RZE Astra Control Center4gE&UI
@ * AOZEHIZSRE (S ingressType: "AccTraefik" RBREEARRTE
astra control center.yaml %Z4Astra Control CenterfAIRVIEEE)

ETERTLS &R T I AN BB E L EFR/RE

FtaZ Al
* Kuberneteszg& &£ B L2 Astra Control Center

© BIEFEEE AL ShelllAFIT Tkubecll) 88
* RECARMLE Z WM /REIER
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BIREREBNEE
BIRRARNBEREBTLSEE -

1. fEFSSH ~ UBIBERAESHE ALH Astra Control CenterfJKuberneteszs£s o

2. FETY S ESREABR/&REHEBBIITLSES « WL Astra Control CenterZfEfp 2 ERENX [<ACC-
deployment-namespace> |

kubectl get certificate -n <ACC-deployment-namespace>

3. ERA T < MIBRE AT RERIR R T

Y
el
=113
koR

kubectl delete cert cert-manager-certificates -n <ACC-deployment-
namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

e <TG RE

HIEHACARENTLSEE °

1. EATI < UCANTAE ERAEEEREILMNTLSME » MLEENERRAEN<>PI5|%

kubectl create secret tls <secret-name> --key <private-key-filename>
-—-cert <certificate-filename> -n <ACC-deployment-namespace>

2. FHUTHSHEHREEZEEETERESR (CRD) 1EZE - & pec.selfSigned’ | EEE
# Tspec.ca.secretName'] ~ UAZRRCITAIFEILAITLSERRS -

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n
<ACC-deployment-namespace>

#spec:
# selfSigned: {}

spec:

ca:

secretName: <secret—-name>
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3. AT m<THEAEHEL REEEESTIERE - MERECERBITRERE « TLAstra Control CenterZpE
2RI <ACC-deployment-namedes>

kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

[EIFE :
Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4. A THIEHIEIL Tcreate.yaml) HEE ~ TLUBEEMERIRAIEIN<>PHFAERUEE :

@ EEEFERR dnsNames FARRIERE Astra Control Center DNS {i3tFYAZ © Astra Control
Center 7% &fEA Common Name (CN) BMRIEE DNS {idl o

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
<strong>name: <certificate-name></strong>
namespace: <ACC-deployment-namespace>
spec:
<strong>secretName: <certificate-secret-name></strong>
duration: 2160h # 90d
renewBefore: 360h # 15d
dnsNames:
<strong>- <astra.dnsname.example.com></strong> #Replace with the
correct Astra Control Center DNS address
issuerRef:
kind: ClusterIssuer

name: cert-manager-certificates

S ERATIIMSEIIES

kubectl apply -f certificate.yaml
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6. 5 T3 < MEEHIEH HREE RE ST EIERET - UREHEEATERIIBEEENSI18 (Flin%

7.

8.

84

8~ FHERR « BAOHAPRDNSTE) -

kubectl describe certificate -n <ACC-deployment-namespace>

[EIFE :

Spec:
Dns Names:
astra.example.com
Duration: 125hO0OmOs
Issuer Ref:

Kind: ClusterlIssuer
Name: cert-manager-certificates
Renew Before: 61h0mOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%
Renewal Time: 2021-07-04T16:45:417
Revision: 1
Events: <none>

#m¥E TLS f#7F CRD UM T7ap <M EHIEMIERIFTERZIERME - LUBEREMEIEN <> hryTER
uEE

kubectl edit tlsstores.traefik.io -n <ACC-deployment-namespace>

FEREXRAE

spec:
defaultCertificate:
secretName: <certificate-secret-name>

#mEg T ACCRD TLS] #IA - FA T3 < MEBHISEFEEZE « WLUBENE MR AEIN<>H1
TEREUEE :



kubectl edit ingressroutes.traefik.io -n <ACC-deployment-namespace>

FERHEXA :

tls:
secretName: <certificate-secret—-name>
9. (FRME 2232 E = Astra Control CenterfYEZBZE Pt ©
B

10. FESNRRE AR B BT R R RSEF B RHETT o
. ERRISTREREABEIERTREEERER

R EAstraiZ sl #c

¥1% Astra Control Centerf3 i

Z 4 Astra Control Center Ff ~ B ZERNFREHGIRE o INRIGIETEFF(H Astra Control
Center ~ AL BEAILLSESR o

&) LAfEE R Astra Control UIT{#ETIE$Z1E "Astra Control API" ©

Astra Control CenteriZ & ffEFBKubernetes CPUE LA ECPUE R ~ st EHISk4AFTAE X B EKubernetes®®
EZTEEEHICPUER © IR IRIBVCPUSERERME MBI EISERHAE « 5520 5" o

@ MRENLE SN EDBBIZENCPURETTEE « Astra Control Center& [ LE I E IR FHAIFEFETE
- BABTERTEETRER o

() sEErmamTERsRE  Bem BRaE .

FAsaZ Al
* FEUHTRE R Astra Control Center#ifT{ERE o
* RIREESAERER o
* & "NetAppRHEEZE" (f) o

. B AAstra Control Center Ul ©

2. EEBEIRESMEHE

3. BEHE LI o

4. BIEEETEHAUZERER (NLF) o

S. JEIEHTIDIHE o

—_
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https://docs.netapp.com/us-en/astra-automation

MRE>E#E) BEEERREEEN « I8 « B  1RPIDREMRBICPUEL °

@ WMRITHER LI « B REERMEZEAutoSupport 2D ITRAT « AN HEFEERIRE
ID ~ %24 Astra Control CentertfifERF 354 B REEXK o

EXF Astra Control Provisioner

Astra Trident k7 23.10 &EFARAEI = Astra Control Provisioner BY%EEIE ~ BJ:EE
= HERY Astra Control & FEUGERS{HFE RECE INEE © Astra Control Provisioner &7
IR IHAZZE Astra Trident CSI BUIHEEZ I ~ EIR S IEIEFRINAE ©

Astra Control BYSEF##EEVT Astra Trident A& #FERECEFETVA Orchestrator ~ Y% Astra Control EFEEY
MEIER o A ~ 585132 :% Astra Control & EXA Astra Control Provisioner © Astra Trident i 4 4&{Ri5 RN
4855 ~ ML NetApp BYHT CSI FIEMINAEIRESTT ~ 48 « SHIBREH o

RAREIETE

IR IEZIESIZHER Astra Control Center £/#E « BISABE{ER Astra Control Provisioner THEE ~ BIFEZELL
2% o R EZ Astra Trident EFB#E ~ BB EEF Astra Control Provisioner R {HAYZESMINEE « TIAEIRE(E
F8 Astra Control ~ B[t FEEELLIERE ©

EEEIBERT ~ Astra Trident 24.02 FERR A ZEVRE R EZNINEE - MEMBRA

BYAZ Al
ANRITEERF Astra Control Provisioner ~ 555c#{T RIS ER .
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Astra Control Provisioners f#f Astra Control Center FJ{EH&

* * BY18 Astra Control Center $Z#£ * . {8ZEE "Astra Control Center ¥Z1£" B{F Astra Control

Provisioner M ZEXE PRI RYTNAE ©

© > ZEEFARE Astra Control Center 23.10 S EHThRZS * : WRIEITEE R RHFE Astra Control
Provisioner THEE (24.02 ) #&BC Astra Control ~ {EHEEE R HAY Astra Control Center lirads ( 24.02
) °

s * EENICHEERE AMD64 Z4%224& * . Astra Control Provisioner f£4&[EBF1E AMD64 1 ARM64
CPU Z24&7124Ht « {8 Astra Control Center {£%1& AMD64 ©

* * S EERFENAY Astra IZHIARFSIRE * | tMNRIEITEFER Astra IZEHIE M IE NetApp ZHEMHELL KT
& Astra ZHIIEE RECEE TS 555 AIEEE "Astra Control Service TRE" o SER IR 3T R EE A 72
iZ BlueXP tRE % ~ @& UkZ Astra Control Service EGNEFER G o

* * MR E Z28E Astra Trident ~ SEFESSEARZA(UMA TERR B4R E * - Q1R Astra Trident {if% 24.02
RREVIO{ERR AR B A ~ £RaTLU{E A Astra Control Provisioner E3EFH4RZE Astra Trident 24.02 o 40 ~
] A B 151 Astra Trident 23.04 FH4RZE 24.02 ©

Astra Control Provisioner {£[R{EREE

* * Y12 Astra Control Center $5#£ * . {&5EE "Astra Control Center ¥21£" B{F3 Astra Control
Provisioner M {FEXE FrigHAYINEE ©

* * WIRICE &5 Astra Trident ~ AFESREARZASI A OERRAEVARE * © Q05 Astra Trident i 24.02
FREVIOERR SR A ~ EETLU{E A Astra Control Provisioner B 3EFH4RZE Astra Trident 24.02 o 40 ~
BBl I B 514 Astra Trident 23.04 H4RZE 24.02 o

* * VS E &7 EXEY Astra Control Service 1RE * : IREEFEE &7 S5 F & Astra Control Provisioner
% o BERIIAER « A5 BYEER "Astra Control Service TEE" o SERRITIZ R FRE A 2T BlueXP 1R
B ~ 8@ g% Astra Control Service ERNE FE o

(:0B% 1) HY1] Astra Control Provisioner B£{&

Astra Control Center f§F & ] LAf$F Astra Control Z#£8l NetApp X1B48u4 /55%H18 Astra Control
Provisioner BR{& o 2BZ TR E R Astra Control BY1E T Astra Control Provisioner B Astra Trident {1
& FEERBRAE o
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Astra Control S/{&7% %

@ B UTEARFZFEH{EE Podman MIE Docker ZR#1TA4 © MIREFEAME Windows 18
1% « #ZEA PowerShell o

1. 77EY NetApp Astra Control SR8 :
a. & A Astra Control Service Web Ul ~ A ENEEA LANET ©
b. JEiZ* APITZEY" o
C. M MERMRA ID o
d. WE—EEEN * EE AP L~ ~ R%EHE API AT RIERFIZIRGE W HAEFEERESRT ©
e. FRIRIFNAEE A Astra Control B :

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

crane auth login cr.astra.netapp.io -u <account-id> -p <api-
token>

2 (RETEN HRETISREREBELDTEE  MRORERBY  HEEHH Tident TH
FHR T o

a. (& sEPhiH Astra Control Provisioner BR % :

@ Fr B BRE A IR ZETF & ~ MEES IR RGN EABRN TS ~ HIa0
Linux AMD64 °

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0
--platform <cluster platform>

gh -

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0 --platform
linux/amd64

a. Rk

docker tag cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0

b. RREHEXEBFTE SR



docker push <my custom registry>/trident-acp:24.02.0

&I LAER Crane 8 4REXE1T 75! Docker 87 < :
(:) crane copy cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0

NetApp ZiE4FL

1. "F&{ Astra Control Provisioner Eff (trident-acp-[version].tar) £ "Astra Control Center &
FHEM" °

2. (3E%B7A3%ERM) T# Astra Control Center (Astra #EIchi0y) MEZEBERZEHN (Astra #ZHH0 -
certs-[version].tar.gz ) ~ LAEREE Trident -ACP-[version] tar EFBI% % o

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenterDockerImages-
public.pub -signature certs/trident-acp-[version].tar.sig trident-
acp-[version].tar

3. & A Astra Control Provisioner B4 :
docker load < trident-acp-24.02.0.tar
[EIFE :
Loaded image: trident-acp:24.02.0-linux-amd6c4
4. 1REERA

docker tag trident-acp:24.02.0-1linux-amdc4
<my custom registry>/trident-acp:24.02.0

O RIREHIXEBEFIE R

docker push <my custom registry>/trident-acp:24.02.0
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(FE% 2) 7£ Astra Trident E{FH Astra Control Provisioner

FIERIERE S EREER EE T (FEEEA Helm ) 54 tridentct” WARMRKISHRIAT /ETERES RIS 5 o
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Astra Trident E&F
1. "R & Astra Trident Z4Ef2 UG HL AR ERAR" ©
2. MRS R ZLEE Astra Trident ~ SENRYA Astra Trident SPBFRIFEE T B TP R :
a BIUEPRHEKA:

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.y
aml

b. 3237 Trident 55 ZEM] (kubectl create namespace trident) SUFEEY Trident SR ZEREMIAA
fF7E (kubectl get all -n trident) ° WIRERFREHZEM ~ AEMEIL o

3. #& Astra Trident 3% 24.02.0 :

@ HIHIT Kubernetes 1.24 S{E R hRAHEE ~ 5518/ bundle_pre 1 25.yaml ° ¥
#1717 Kubernetes 1.25 SREMTARASHIESE ~ 35 bundle post 1 25.yaml®

kubectl -n trident apply -f trident-installer/deploy/<bundle-
name.yaml>

4. FEE Astra Trident IETEET :

kubectl get torc -n trident

[EIFE :

NAME AGE
trident 21m

S. [[Pull #% | MMREEFEREZINER « SBEIUMZBIRALL Astra Control Provisioner BR{& :

kubectl create secret docker-registry <secret name> -n trident
--docker-server=<my custom registry> --docker-username=<username>
--docker-password=<token>

6. #45%5 TridentOrchestrator CR 1T F54RES

kubectl edit torc trident -n trident
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a. % Astra Trident BRREZE HETEERAIE ~ T Astra Control E#EHHIH (tridentImage:

<my_custom_registry>/trident:24.02.0Eﬁtridentlmage:
netapp/trident:24.02.0) ©

b. EF8 Astra Control Provisioner (enableACP: true) ©

C. FE Astra Control Provisioner BRMGRIBFTEER{IIE « SL1E Astra Control B &I ARG
(acpImage: <my_custom_registry>/trident—acp:24.02.0EZacpImage:
cr.astra.netapp.io/astra/trident-acp:24.02.0) ©

d. MREBET TEIUHWE EAEFHENED « ERIUTEIRE (imagePullSecrets: -
<secret name>) °AERATTEEAIPERPEINIERLBEIELE

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
tridentImage: <registry>/trident:24.02.0
enableACP: true
acpImage: <registry>/trident-acp:24.02.0
imagePullSecrets:
- <secret name>

7. FELERESR - BEEFRHEEIFE -
8. HRNBRIIERT - BENELE -

kubectl get all -n trident

@ Kubernetess= P R FEE*—(EEH FHITERE* o 35708 1L Astra Trident EH FHIZE
ERE o

9. B#58 trident-acp AESEEHIT acpversion @ 24.02.0 AREEZ Installed :

kubectl get torc -o yaml

[E1FE :



status:
acpVersion: 24.02.0
currentInstallationParams:

acpImage: <registry>/trident-acp:24.02.0
enableACP: "true"

status: Installed

s Fe
1. "F&{ Astra Trident ZEEF2 TS ELARBRLE" o
2. "MNRIEHIRAH Astra Trident ~ FREEREHTHEE HRGRRE" o

3. 7EEKH Astra Control Provisioner Y& ~ %24 Astra Trident (-—enable-acp=true)

./tridentctl -n trident install --enable-acp=true --acp

-image=mycustomregistry/trident-acp:24.02

4. ¥EET Astra Control Provisioner BRI :

./tridentctl -n trident version

[E1FE :
oo oo oo + | SERVER VERSION
CLIENT VERSION | ACP VERSION | +-—--——--——-—————- oo
Fommmmm - + | 24.02.0 | 24.02.0 | 24.02.0. | +-————————————————
fomm e fom e +
£t

1. INREE L Astra Trident 23.07.1 SERRRA « 2GR EME it o
2. 1R Kubernetes EEMIT 1.24 HERHRZA ~ 5MIFR PSP

kubectl delete psp tridentoperatorpod

3. ¥fi%Astra Trident Helmf577E :
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helm repo add netapp-trident https://netapp.github.io/trident-helm-

chart

4. B Helm B :

helm repo update netapp-trident

[E]FE :

Hang tight while we grab the latest from your chart repositories...
...Successfully got an update from the "netapp-trident" chart

repository
Update Complete. [lHappy Helming![]

°. FIHFA

./tridentctl images -n trident

[EIFE

| v1.28.0 | netapp/trident:24.02.0]
| | docker.io/netapp/trident-autosupport:24.02|

| | registry.k8s.

provisioner:v4.0.0|

| | registry.k8s.

attacher:v4.5.0|

| | registry.k8s.

resizer:v1.9.3|

| | registry.k8s.

snapshotter:v6.3.3|

| | registry.k8s.

registrar:v2.10.0 |

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-node-driver-

| | netapp/trident-operator:24.02.0 (optional)

6. FE{% Trident ¥2{EE 24.02.0 A]FH :

helm search repo netapp-trident/trident-operator --versions

[E1FE :
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NAME CHART VERSION APP VERSION
DESCRIPTION

netapp-trident/trident-operator 100.2402.0 24.02.0 A

filll3
F

7. f£F helm install ABHITFIIEHP—EEE - HPEIE
° BREBAIEMLTE
° Astra Trident HrZs
° Astra Control Provisioner B{& Y4478
© AR ERNRIEE

© (BR) AHEHRRE - IREEANIRAEES "Trident E&" ATMUR —EZ BN ERE S
&~ (EFFABYSCSIMRERA RN E—EE ST ©

° Trident fp& 2R

=B

=
N

* REEHRRIR G

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=cr.astra.netapp.io/astra/trident-acp:24.02.0
--set enableACP=true --set operatorImage=netapp/trident-
operator:24.02.0 --set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

* —ESZEEEFHIR A

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=<your-registry>:<acp image> --set
enableACP=true --set imageRegistry=<your-registry>/sig-storage --set
operatorImage=netapp/trident-operator:24.02.0 —--set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

CAILUERA helm list AEBRREFAER « HINNRHE - spRZERM ~ B « ARG -~ EAREINARE ~
EETHRAE ©

WRIGTEFER Helm ZBE Trident BRAEEMERIIRE ~ BT < U2 R ZEE Astra Trident
./tridentctl uninstall -n trident
* 3B * "STE k% Astra Trident B F FERH" EES B X B Astra Control Provisioner Z 7 ~ sB7tid H{EAS
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FRPRZ A —EB ) o

+
i

Astra Control Provisioner THEEEEXA ~ 0] LUERERIE BRI ThRZSRYIHSE ©

({23E AR Astra Control Center %) 4 Astra Control Provisioner 2 1% ~ 7£ Astra Control Center Ul A
HHEHEEANEERDET ACP version MIE Trident version WO BRIZEERIRRASSERE ©

-\~ CLUSTER STATUS

(@ Available
Version Managed Kube-system namespace UID ACP Version
v1.24.9+rke2r2 2024/03/1517:32 UTC ®
Private route identifier Cloud instance Default bucket
.. ® private # astra-bucket1 (inherited)

Overview Namespaces Storage Activity

LS EZEN
* "Astra Trident F&R>C{4"

fEFHAstra Control BIRIRMIFEETIEERE

EFMEREZ A ~ BEBRAS FISRMEY - BUEZHITERERE « URFREEC%E
BEYFHTIZ E Astra Control Center ~ i fRFEE 27 kubeconfig &=EA o

Astra Control A[:ESIRIFEHIRIEFRLT ~ FIEHBIER (CR) X Kribeconfig BEIEHIZEE ©

Bt Z Al
* C RRIIRIBAAMEE * | EIRIBRT S EK "SEIRIETE K" B Astra Control Center ©

. %J‘“FEIT’F'E'ﬁ@E* DRARE RELFSR TRAEERERIEINEEDR « Pod IUEBIHHFERER

* [[enable - psa]]*Enable PSA restrictions * : YIRFE BRI Pod Z25FAI5&H] ( Kubernetes 1.25 R E#T
EERNZE)  BUISAERA PSA HiELEm& ERMARSE |

° netapp-acc-operator SRS ZER]

kubectl label --overwrite ns netapp-acc-operator pod-
security.kubernetes.io/enforce=privileged

° netapp monitoring ARFAZER !
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kubectl label --overwrite ns netapp-monitoring pod-
security.kubernetes.io/enforce=privileged

* (ZIE) T5F | CREEFERAIERNSZIERSZIERR LR ENSZIEDEMBREREEFEREID « 74 8efE
FiAstra Control Center?R{&{7n 5 iE R FEFAFETLONTAP ONTAP ONTAP o

Eflexf2an L FFHIT FFIELONTAP

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* * KUKUBeconfig sEEZ=EEK * | BLEFEREFEAH KUBeconfig BEIEMERAENEEMRET ©
° * 3% kubeconfig BI7FEX * : &R LAFFER "FEELFEEE kubeconfig" BB "G B L EERAREITERE" ©

° *55.:3?“1‘& EIEE* ( MRECEFEASENERERMEEN (CA) B kubeconfig #EZERFTILHLE
ATEFPHTIE T —1T cluster kubeconfig #2Z2HY—Ef o 5 F]:E Astra Control FTISEEE :

insecure-skip-tls-verify: true

° *{#fRRancher * : 7Z£RancheriRIEHEIRERAENEER « FB7ERancherifBIKusbeconfighgZZ &L
ﬁﬁ&“ﬁ%%ﬂ’ﬁﬁﬁﬁl@ M REZEHImAAmMmIERancher APHERRZZAIE o YL RIA Rancher APIfa]
ARESVEH ~ WELZRAABE ©

* * Astra Control Provisioner 83K * © {EFEZ#ER IEHEERER Astra Control B/RECETZT, ~ B H Astra
Trident Joff ~ REIEHELE

o * 1% Astra Trident IRIZEZER * | E L4 FH4R Astra Control Provisioner ZHi ~ sa1%RE "2 2 AYATIH
Bim B EHARRE" o

° * B A Astra Control Provisioner IHaE * : s&FUiEZ 224 Astra Trident 23.10 S EFTARAIL B "Astra
Control Provisioner & {ETZINAE" o ?_é,%aHﬁZIKEF' !Zl]% Astra Control BJRECEZTVARENA - Astra
Control AR $& Astra Trident o

o * REMERE | BONBEE—EHFERIF "7 Astra Trident PEEE" EEE L o

° * RIEMEFER * | ELOUBER—E#FER 7T Astra Trident FE2E" TR E L - IREREFERHTF
75l ~ FREECEAATAREN * £ * #7745 -

° * 257 Volume Snapshot ?’“%‘J%%jtﬁt Volume Snapshot $85!] * : "ZZE Volume Snapshot #l258" LA
@T‘Astra Control PRI HRER o "121" E/D—1@ volumeSnapshotClass {# Astra Trident ©

HITERIRE
HITTIIIERIRE  RCHEECERBITIIEEAstralZhFil) o

ﬁ 3:74
1. HIERE EEITH Astra Trident i :
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kubectl get tridentversion -n trident

UNR Astra Trident 777F ~ G FEELITYIMNESL ¢

NAME VERSION
trident 24.02.0

R Astra Trident R1EE ~ EEHFFHELITYEL :

error: the server doesn't have a resource type "tridentversions"

2. JITTIEAP—IR

° WNRIEHITHIE Astra Trident 23.01 HEFRRRAS ~ SAFERELEIER "SRA" TEF4RZE Astra Control
Provisioner Z Fij ~ FoHHAREEFTRRZSHY Astra Trldent o fRATLA "HIITEIEFHAR" WNRITHY Astra Trident
(IRt 24.02 IRHIMERRZSFREG A ~ BIlZ Astra Control Provisioner 24.02 © 530 ~ & a] LA EEHE Astra
Trident 23.04 F#k = Astra Control Provisioner 24.02 o

° MNRITHITHIZ Astra Trident 23.10 I EHTHRZA ~ 55552 Astra Control Provisioner B58A% "E A"
o Astra Control Provisioner A& 23.10 ZFi189 Astra Control Center RRZSfERS o "F+4k Astra
Control Provisioner" Bt E B IS EHRUFENERFIIHER Astra Control Center hRZSHE[F] ©

3. FB{RFrE Pod (83#E trident-acp) IEEHIT:

kubectl get pods -n trident

4. JEREFIER R T ERAIER Astra Trident EEFNER - EHTENBIBES csi.trident.netapp.io ° &8
SR TR -

kubectl get sc

[ElfEEEHE)
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) c¢si.trident.netapp.io Delete Immediate
true 5d23h
Bi£EABELLEE

R kubeconfig BIRRVERE ~ ERILUEEM#ZA Astra Control Center L_LE [RERYIETEIREIEE A
8 o = Astra Control Center RENMKERRR « AAREEMR Kribeconfig 82 E AN —ERD "LEIZF"
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MR TINE—BERBERRERIRIR ~ AEF A HENEEILERIRY Kubleconfig :

s [CREERGIEEIEEER Astra Control R

s ERZERNBEE - AR TR EMNTER Astra Control Kbeconfig «~ 2 BB E—ABSHZEA

&« EAECRIRIEPEF

Az Al
TR EFTRZA « FRECEEENZE/ABTIIER

* BLHEKECV1.23H FH# R4
* F]AAstra Control Center RZEV G EFIE R BIEEE

()  #itiEss « CRBESBKECBECVLEZE# TAstra Control Centerfly# o

* EREEEEERREEFRTRABHEEREAFKECBEConfig

FTER
1. BILARFEIRE -
a. #3747 lastracontilt-service-account.yaml) HIARFEIREFEZE o

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

b. ERMRFFIRF :

kubectl apply -f astracontrol-service-account.yaml

2. %EH Astra Control EEENEERT AR EHHERMNTIREABZ— !
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BREMWEEAR
It EEE Astra Control BIREEFFRIRERER :

a. J237 CclusterRole fflfl ~ astra-admin-account.yaml °

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

N T |

resources:
= T x 1
verbs:

- get

- list

- Create

- patch

# Delete Resources
# Necessary for in-place restore and AppMirror failover
- apiGroups:
- apps
- autoscaling
- batch
- crd.projectcalico.org
- extensions
- networking.k8s.io
- policy
- rbac.authorization.k8s.io
- snapshot.storage.k8s.io
- trident.netapp.io
resources:
- configmaps
- cronjobs
- daemonsets
- deployments
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- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

- secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
mnmn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources

apiGroups:

- build.openshift.io

- image.openshift.io
resources:

- builds/details

- replicationcontrollers

- replicationcontrollers/scale
- imagestreams/layers
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- imagestreamtags
- imagetags
verbs:

- update

b. ({£BR OpenShift &) ER4EREMINTYIIER astra-admin-account.yaml H&2E :

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:
- use

- update

C. ERREAR:

kubectl apply -f astra-admin-account.yaml

b S )

AT E S H Astra Control EIRZ REMRETTEIR - MREEAZSERTHE - BEAERAREH
B ERIFAR Astra Control Kbeconfig + Bl2BA BE—ABNERAGEAELCHIRIEPEF « BIF
MUfERItAR :

@ MTAZA ClusterRole FEFE Kubernetes FI—AREEH o 55 2R Kubernetes Bl
%~ USSR ENICBIENIET o

a. 1 ClusterRole B » astra-admin-account.yaml ©

<strong>astra-admin-account.yaml</strong>



apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

I I |

resources:

I I |

verbs:

— LI |

- nonResourceURLs:

B T |

verbs:

I T |

b. EREEAR

kubectl apply -f astra-admin-account.yaml

3. BuUREAGIERBIRFNEEAGELS !
a. %% lastracontletil-clusterrolebind.yaml) BY ClusterRoeBindingl &2 o

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

b. EREERBRE .
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kubectl apply -f astracontrol-clusterrolebinding.yaml

4. BIUWEFRENES

a. B —ERANENMZEIER secret-astracontrol-service-account. yaml °

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service—-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. BRI :

kubectl apply -f secret-astracontrol-service-account.yaml

O. RENENEMEERFIRS  REBBINLE secrets Array (UTHAPHRE—T)

kubectl edit sa astracontrol-service-account
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apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

6. FHARFEIRPEE « 1 T<ABE>) BMABEENZEANS !

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

BHAE BRI TIARS -

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

CP@@FE%E"]%% secrets @5']5555?%0 © T:EJ:?IE%ﬁ@Jqﬂ N %%I% astracontrol-service-account-
dockercfg-48xhx 130 » &5|BIA secret-astracontrol-service-account fEZE1 o FE&#HIH
o SEETIRFEIREBIENERS IR o MET—ELERPRELRSIRR

7. B4 LU THIKbeconfig :
a. 1] create-kubeconfig.sh t8% :

b. i1 TOKEN_INDEX 1£ N5 HERER « (LA EMHAE -

<strong>create-kubeconfig.sh</strong>
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Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

HH H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \

-—context S${CONTEXT} \

--namespace S${NAMESPACE} \

*-0 jsonpath='{.secrets[TOKEN INDEX] .name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \

-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 jsonpath='{.data.token}")

TOKEN=$ (echo S${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
S {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} S${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-S$S{NAMESPACE}-token-user \
-—token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
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set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token-

user

# Set context to correct namespace
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp
rm ${KUBECONFIG_FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

C. FREMAT LG HEEREKubernetess= £ ©

source create-kubeconfig.sh

8. (ER) WKbeconfigEHitn A ERIERERTE o

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

(F:ffrfEE) Z#E Astra Connector for Managed #£

H Astra Control Center BIERIEEE{# A Astra Connector ZREIFAEE 2= & 4 Astra Control
Center ZHBVE o EBEEMEEEEIENZ=SE %L Astra Connector ©

4t Astra Connector
] LAERE Kubernetes a2 M1BEJE R (CR) 18ZFAEKZEE Astra Connector ©
RAREIETE

* HITISLESERET « ;AT EE(E A Astra Control BIBMVEE FHIITIELERS ©
* MREEANEEEE ARESTRNIH ST BHELERS ©

BAYAZ Al
s (REEIZEVEEFA Astra Control BIEHIEEE
* fREE Kubernetes BIZEHER « 74 BETEEE %4 Astra Connector BH F

MNRFBEERE Pod Z2FA5&H] (Kubernetes 1.25 REMBEMNTERME) ~ MIEEEHEE
G) sws 7. SR PSA FRB  JESB0 " BAcira Control 51815 147 2 4 BB 65" L iE
&R o
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TR

1. 7E1RE# A Astra Control EIEHI#EE %4 Astra Connector BEF o EIEHITILH SR « %R
astra-connector-operator BENTERMAREMRSZZTM :

kubectl apply -f https://github.com/NetApp/astra-connector-
operator/releases/download/24.02.0-
202403151353 /astraconnector operator.yaml

2. HEUIRFEERERME
kubectl get all -n astra-connector-operator

3. {4 Astra Control BX{Z AP| L o s5 2R3 "Astra Automation S 14" W EVEEREIE T ©
4. (FRAERERIIMER o 18 <API_TOKEN> XX A1 Astra Control U ZIRYRERL

kubectl create secret generic astra-token \
-—from-literal=apiToken=<API TOKEN> \

-n astra-connector

S. #1I Docker #Z AR I Astra Connector BRER o URIRIZHE M EVLIEIN <> FHVME !

@ {EETATE Astra £ZE514828 Ul h3 5] <ASTRA_CONTROL_ACCOUNT _ID> © £ Web Ul & «
ENEmA -ANER - REBER *API ZEL > ©

kubectl create secret docker-registry regcred \
--docker-username=<ASTRA CONTROL ACCOUNT ID> \
—-—docker-password=<API TOKEN> \

-n astra-connector \

—--docker-server=cr.astra.netapp.io

6. #2137 Astra Connector CR 1£Z I #ff% astra-connector-cr.yaml © EHEIN <> RIYELUR G Astra
Control IRIEFNIZFEARRE !

° <ASTRA_CONTROL_ACCOUNT_ID> : fEai—{EL ER1E Astra Control #JE& Ul BUS
° <CLUSTER_NAME> : FE7E Astra Control H3E/kILEER LT o
> <ASTRA_CONTROL_URL> : Astra Control BJ48E& Ul URL o 0 :

https://astra.control.url
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apiVersion: astra.netapp.io/vl
kind: AstraConnector
metadata:
name: astra-connector
namespace: astra-connector
spec:
astra:
accountId: <ASTRA CONTROL ACCOUNT ID>
clusterName: <CLUSTER NAME>
#Only set “skipTLSValidation® to “true’ when using the default
self-signed
fcertificate in a proof-of-concept environment.
skipTLSValidation: false #Should be set to false in production
environments
tokenRef: astra-token
natsSyncClient:
cloudBridgeURL: <ASTRA CONTROL HOST URL>
imageRegistry:
name: cr.astra.netapp.io

secret: regcred

7. IEAZ# astra-connector-cr. yaml {EFRIEEENIEZR - s5EHACR

kubectl apply -n astra-connector -f astra-connector-cr.yaml

8. F&2% Astra Connector B2 ZE

kubectl get all -n astra-connector

9. HEsREE B[ Astra Control 331 -

kubectl get astraconnectors.astra.netapp.io -A

NAMESPACE NAME REGISTERED ASTRACONNECTORID
STATUS
astra-connector astra-connector true 00ac8-2cef-41ac-8777-

ed0583e Registered with Astra

10. Egsh s 2R HIRTE Astra Control 4888 Ul B9 * Clusters* B EHIS SR EFER -
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HIBERE

EEFREIEERRER - ;3% KubernetesBE « TG HE(FEEERREIE o SNA
A Astra Control CenterfiZ &5 « 7 sEiRZ=KubernetesfEATET

K F9EEAstra Control Centert BEIEEER LHRRE  BREMEERIE EAstra Control Center
ETEIE - BEEBARE « 7 AEKubmetrics R TIREIERIEE « Mbe TR RS
BE#R o
Bt AT
* BRI  SSCRBI T UER UL o
* MRAEFAEIE ONTAP SAN BEBYZR « SAHSATEFTA Kubemetes %4 FRXF% BIAIE o

1. ERRNEEINEREE !
c it TEREE) B TERR B 1 TRE) BRHPER g o
c FEAIEBERET  EICERE  ARR [£5) EEEINERE -

2. gijﬁaﬁﬂ’ﬂ* Add Cluster.yamif3& & + E1# Tkubeconfig - yaml) &% - ¢85 L Tkubeconfig - yaml) #&ZEHY
Ao

() Tkubeconfig - yaml) HERAEES (B E B EDHER o

WMRIEBITEIL kubeconfig IEEF » BEZRER—E*RATTE c :52[E "Kubernetes
() < UEEARRIMEN kubecontig ME | MBEREAABRNEESGEY
T Kbeconfig "IthiZ = s/ T A E A B _EfE 5 AL _FEZKECBEConnfig ©
3. IRMHEDERTE - IRIETER:  SRELBE BEEAARELE o
4 BB T—5 o
5. EENE AR lEKubernetess e MITERL FE7Z4ER! ~ FATRBEAY* Next* o

(i)  fomEzamETE Astra Control Provisioner R RELE ONTAP 7R 1A RIBETEER -

6. EIEM « R —IVEERERY ~ FFEECHTIE”
R

f£Astra Control CenterP#TE EEIENREZ & ~ I EX D IENRIREIRSESITIREE - &
Wz Al ~ BHEREERLALE « Wittt B IEREVREISE LB EMH o KL ZRE—8

@ A& & Astra Control CenterBVS IEFEAKRERT ~ MIREFLBERER o MR IEN(NEIAERAMBE - 53
AIEFEETHIT oc get pods -n netapp-monitoring AR - (FEEEEEITIRES
08 ~ LUETERIRE o
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7E ONTAP {#7F1&In_E RV EREE
Astra Control Center {2 tMiEEE:E ONTAP ZBimAVIET :

« * SOREELEREE ¢ L BB EHIRE ONTAP FHEMNFEHRELBNENS - CEZERBELAEENEZEEAS
& ~ fI40 admin 3§ vsadmin ~ UAFE{REL ONTAP ARZASBIBR KBS o
o *JRFBAVESER * | Astra IO AT LUER ZE TR IR /R E ONTAP 2EEH - LEZERALRIRE
7 2BNEEN CARE (WMRMER) (ERJEH) o
TR LR BHIRANR BREERSAARES—EHE  c —RALE—BRERE

5 Rt b

Astra Control Center R EZ B HHEHERIFTE admin B ONTAP BimE: o LREZERALEERNREAS -
B0 admin o SR HEREIRIR ONTAP hRASHVRTZIEAE « BERAATREE AFIARIR Astra 2EHIRORRASFRER
HYZHEE API ©

()  EEEIETR2BARE | 15 Astra Control Center AR « BT IREER o

RinEZLHIIT

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret"

BIRTEHR W — UMY DB c BUSEHZR RS —EEAETENENTE - Al - E2EMHE
18 S FAIVIRIE - B Kubernetes SR EIEESHIT o

Ry FRE R R
Astra AR RTIAE AR /&RE ELETRYFNIRA HY ONTAP Bimid@H o MEZERIFEZTMA TIIEN ©

* clientCertificate : FAFIR/&ES ©
* clientPrivateKey - BAF#EYFASE o

* trustedCACertificate : AJfS§ CAFEE o MIRFHEEMICA » BIABIREIE2E - MRKFERET
HICA ~ B n] ZZBE LR RE ©

(EATLASEFR T3 e — TR e -
- BREBHONE
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R BB EERENRE
HAN TERIZEE TIIT R

1. EXRPIHRENEE - ELER « AR —MR%ME (CN) RES ONTAP fEAE « LIBEE?

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=<common-name>"

2. PEEAREERMNERE client-ca MUK ONTAP 2E£ LS8

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

3. FE:% ONTAP Z2F AABB/RERE L L

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver—-name>

4. FREENETREERE o B LIF IP M SVM $#BEUX ONTAP Management LIF> # <vserver name>
o W BIE(RLIFBIARTRIRRIER E A default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver—-get></vserver-get></netapp>

5. {ERAN LE—FEVEMIE « 7E Astra Control Center Ul REIE &L o

Ry IR REE AV B
MREAGIRERE - ERIUEREEDHRREREEERE o

1. EEFAZE48H CSR
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o &~ W Db

openssl reg -new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem

-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>"

1% CSR f=EZE Windows CA (1 CA) ~ REZBHEENESE
THEZEZEWRSE - MREHEHME%A [ ontap_signed_cert.crt |
#& Windows CA (1% 77%® CA) EHIREE o

ﬁ%ﬁtﬁé% ca_root.crt
TIRAEBA T =EEE :

o *FAEREHE * - ontap_signed_request .key (352 ONTAP H{AlfReS/RENHIERIE - ¥
BERRELLINEE

° *ZERFE Y | ontap signed cert.crt (E7E ONTAP At iBAEARE/REE _ )
o * iR CAEE * . ca_root.crt (=1 ONTAP Hti8A server-ca /& ©)
£ ONTAP HZ2EEi5LE/R:E o EARZHE server fll server-ca ONTAP ERY/EES

LfEikas
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[EF3 SAMPLE.Yaml

# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.

security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate
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certificates {y|n}: n

The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP_ CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—connect <ONTAP CLUSTER FQDN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

<Certificate details>

7. BE—ETHERILAFIRRE - LUETERIEEN © Astra 16RO AR FE ONTAP & °
8. £ ONTAP LELERLZHEAFHRE :
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[EF3 SAMPLE.Yaml

# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the
below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate's CA and serial number for reference:

CA:
serial:

The certificate's generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only

certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{



"records": [

{
"uuid": "f84e0a%-e72f-4431-88c4-4bf5378b41bd",

"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d039€a50375c",
"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039%ea50375c"
}

}

by

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a9%-e72f-4431-88c4-
4bf5378b41bd"

}

}

}

1,

"num records": 1,

" links": {

"self": {

"href": "/api/storage/aggregates"

oe

}
}
}

9. 7£ Astra Control Center Ul FRETIE#FEL « LIRHETIE !
° * AAIR/&EE * ¢ ONTAP Al AF % .pem
o * FhZRE$8 * . ontap_test_client.key
o * T[S CAFEE * | ONTAP EEM cert.ort

B EF R I

RE e R BN B ~ LA LGFIRARY ONTAP R RIRHTIEE Astra #EH|H
0 UEEBEER ©

irAstra Control R ETFEREEEAEEFRI « FIRCEREURE (PV) AREFRIEZHEEIES « UK
SERSIMVIRETFEIR

MRIEEEUE Astra IZHIEREEFZ - 1F Astra 1ZH| R OFTIE R EIE ONTAP #77:2E%& % - BUEA NetApp
SnapMirror $: 7B 28 FINAE o
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1. REAIEERFHBERIRT  EECRIE o

2. EERY TAdd*) o

3. 11 MIMEREFERERE EEN MFEAREN) BEAR « EE * ONTAP * ©

4. EEFHHEHAP—IE
©* EAEIRASNE T | WA ONTAP BEEE 1P (A AIEIRRGE © SRR A AR BEHENDEE

/|

MR AT ERE WA ontapi BRAEB AU ADIEONTAP SIEME
E Y THIBRHEIERN) DEUHAONTAP » IREITEEASnapMirroriEE ~ :5EH
() &7 ladmin) ABNERERSE  ZAGRAEFIRITE ontapi Al hetp » 72K
JEONTAP FIEIBUHZRIE I - 3201 "EI2ONTAP BAZIRS « HERIAIE" S
EHE -
o GERRE C S pen I BRI . oy MR - LURMHEMIBEM BAINE o
5. BB T—5 o
6. RESDEHEEEL) « ABERER o
&
R IBENHIRAET onl ine SIHIBEEM -

() cosmEsrzEEE  WEBTEE -

IS E

& B LAfEEF Astra Control UISZRFHIE#7F& "Astra Control AP|" o Y1 RIS EFH{H FEFRTE
RAIFEHFERE - IR EBREEENUEARRER « AN ESYHERE B REHE
& o Astra Control Zi&E LB NER B FELREZNYEERES -

MREEREARARNFHERERBEERIIE—ERE « BIEE(EHAstra Control P EEFE - RARIUIR
B RER#FE
FEsaZ Al
* BRITHERE —{EA 1 Astra Control Center FREIRIVEEEZENRVETHE o
* BRICHERITRERVENEE o
* HESDATRE A N HP—TEER
> NetApp ONTAP ESS3
° NetApp StorageGRID EfS3

o Microsoft Azure

° —f%S3

@ Amazon Web Services (AWS) FGoogle Cloud Platform (GCP) f£f@AS3F&EiaR o
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@ #fEZAAstra Control Centersz#Amazon S3f %@ FAS3HFE &R - {BAstra Control Centera] AE
AL IBFAEfEAmazon S3ZEMYIMHEFEERKRS ©

1. EABIEBERIEP  BEACE} o
2. 3ZEHY* TAdd*) o
3. JEEVETESIAA o
iSRS « SAIEIE E AT LR jﬁm{ﬁ‘%ﬁ}%ﬁmu;?;?:ﬁﬁﬂO@Jgn\Uﬁg

@ ZNetApp ONTAP S31EAFERIN11%52 StorageGRID E&:% - BIEiS ERFiA REEHBILFHEFE
RN ERRAM

4. MARANENLEMEERREA o
B ABNRAERETRABMNMUE « ERUERIFEHRHERERE - ItnBthEERERA
AERGHAR AR o
S. Ei AS3URRLAY L FBEKIPAILL o
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- & DEEGDER) T EE g = MERRAL REIER
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ii. {EEIRGSEAL FAR ~ MAGFEIDMMEZ &R
© MREEEFERRE"
L ENCERRRTEERNIREREEN -
7. 3EHY Add °

(D)  EEEIS  Ava Coniol® ARSI @A - CRIOH (A
ERRATELEEE o SIS A UNEAT L E5  (HEL 5" -

Astra Control Centerfy & B REEE
MREEDZEEPREZLERE - SEERBEEEMEE LT -
4 Eg

JIUTAXY

M &R EEFAstra Control CenterfF el Se @B SRV H MBI BRE - NFRE—THIRPA ~ Fh
4&astra.feedback@netapp.com

7ZHYAstra Control Center

f+EEZAstra Control URL ?

Astra Control CenterfE a5 M B EIRIE N EEURL ©
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HHURL ~ A2 S A BT L8 Astra Control CenterfF « ¥Astra_control_center.yamlB3]& /& (CR)
FEZERISPEC .astraAddressti i FPIE E N TR A %M (FQDN) o EFEHHER
fE£Astra_control_center.yaml CREYspec.email* {2 EHIE ©

=ik

© RIS ISR o R E ARSI ? ¢
{EATIAE NetApp BUIS NetApp fEHEIER (NLF) ~ EREREEARERMR o
S

1. REEQIEEE R SRR IRE > g o

2. [ERIERE T  EREERAA « BEUERINEER o

3. EEER*HRfL* o

4. FEEETHAVREER « AREI TAdd* (i) 1 -
° RIEEERAAMARIRE - RIBEETEEARE 2~

B~ SR AL E (BERRLERNINBRHERE) RS EERARENIE - S BREKERTERK
EZERIEEIE EER ; SIBARIRENERFGRERE - F2HE "HE" LESESE

IE7E&$tKubernetes&=£

HriZAstra ControlZ & ~ EE R T EENELFTIE EKubernetes =5 o FiZ B ?

M T RS EIRANER M o Astra Control® BENFZRIELEINAE o R 7EAstra Control P E R E &R
B AT TSNS TR TIENMGEER o St el IUfEA Tkubectl Get nodes) &% AREGEH T EENZL
IR o

U EREMBCH B IEEE ?

1. "#Astra ControlBGHEARER BIE" o
2. "ffAstra ControlB N B IE#EE" o

%tAstra Control#[fKubernetess&=52 % - ERERMER L HEELE?

Astra Control PR EERTHEENER (EREXNFEHRTE) EHEITEMEE - EZEFE LHITHE
{fa]Astra Control|REB S} FE T2 H{DERE X2 IR o HAstra ControlFi I T & 1ZHE {21 7EAstra ControlZ
A~ BEEER o

@ BB AEMSEMPREE AT AWM tAstra ControliSlREE - EFAR—ETERIPRESE
BF ~ tNR#EE I HAstra ControBE1TEIE « RIAEZ ¥fAstra Controlik P &R RIRE o

* BUHE IR Astra Control Provisioner (X Astra Trident) 2R 2 HEICEERIGEE? *
B IRHE Astra Control Center BUHEIEZERS « Astra Control Provisioner 5§ Astra Trident 7 & EHEht S E
AR L o BEMPSZEE Astra Control Provisioner BRE T8 Astra Trident ~ IREE ":F{KEE 55
BX \ fEFRLEEN S Astra Control Provisioner BRFSHY Astra Trident 11 T{ERE" o

120


https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html

BIEEARER

* Astra Control @ B Re P EE AR 2 *
Astra Control R ZZREFERRED - ERAERMEZFEEAstra ControlZ 4 ©
{F1EtAstra Control EIZfEAREN & - BAREXNEREMFES?

RMIBRERIRA R B HIRER - BRARAEEHLATEERR - ENEEREREZANRZ EENEARER 5
BREREABMDEHRE o

* Astra ControlSE R BI2IENetApplitfzsa @ _ EHIFERTER 2+

RETLAEEPA Astra Control BIIXERZREAIE NetApp #FREEAREN « BEEEEIEMERIE NetApp #EFR
BRIFEARER -

* HFEZBE1TEIE Astra Control I§ ? *

Astra Control Center AR A G EERAKK A UEIENERER « BRI "H{pEE/R" #H 5 —1E Astra Control
Center #{T{EIBEHY Astra Control Center #{T{ERE o

TMERR Pod S ZRAENEERE? *
* Pod MIERRF G ERARAEE -

BRI BB

BHERENERZIEPV © Astra Control 25 EHAEUELEPVIVIRIRELEDR ?

R © Astra ControlfEFEATZH EMITHRBFEX BEREERAEAPVCSHIFIAPVIRER ©
HAUEZEBT RN I EFRBREEAstra Control &R IRIRMS ?

AuJLLAstra Control PRV IRERF {7 R SEiEE Astra Control #EITEIE ©

Astra Control ERELEZT
Astra Control Provisioner FY{17 & JREC B THAEEL Astra Trident EFE RECEIIRER AR ? *

Astra Control Provisioner & Astra Control BN—&B4% ~ ZIEFIMRIREIAES Astra Trident PESAFERANREES R E
INAEBEE o ELETHAE R BIMURYAHES Trident FTIRIERIFR A THAE Z SN IOTHAE o

* Astra Control E/FFCERRNE T ENX Astra Trident ? *
Astra Control Provisioner EXfX; Astra Trident % Astra Control Z2#E M #EFERECEFZNA Orchestrator
o Astra Control {EF&FEsZ "B Astra Control Provisioner" {8 Astra Control © Astra Trident 1§44 1E b
RSP ZEITIE « BRKRRRAHE ARSZIE Astra Trident © Astra Trident A&4E15RARRIARE « A6 LA NetApp E’ﬁﬁ
CSI FIEMIHAEIREEIT ~ 43E ~ TIEKRFH o 78 - IEE S Astra Trident CS| IREMERHEFEEIEINEE
Astra Control Provisioner ~ 7 SE AR B #E 89 Astra Control irZs ©

* FRNBEZ (T Astra Trident BIE R 2 *

AeJLLAstra Trident #3448 S FERURLRES ~ M A% & T & o Astra Control Provisioner THEEIRTEEE Astra
Control $Z# o

121



* ILATLATE Astra Control REAHEFESIEN S RECEINGE « MEELZENEHFRAE Astra Control 1§ ? *

=89 ~ BMEEARAE(ER TR Astra Control BRI EIRINEEE ~ T R]LUFH4RZE Astra Control Provisioner Yi{FBHE
INBE ©

* AN{AIIRBERY Astra Trident {EFRZEFEEZE Astra Control ~ LUERERE S IEHERECBINAE ? *

NREZIIEM Astra Trident EFHE (EEIEABZES Astra Trident FIERAZE) -~ EHBFREISF Astra Control
o1 o SERRfR ~ IE&BILUT ] Astra Control Provisioner 4 ~ 4k Astra Trident ~ MR "B Astra Control

akn

Provisioner THEE" ©
[Running (#117) -ACP &% | * W{AIK1%E Astra #ZEF|IEE RECERNE S S BUTEE /Y Astra Trident ? *

Z24E Astra Control Provisioner 221 ~ Astra Control Ul (PR F 42 €88~ ACP version MIE Trident
version HRAIH] B 5 ZEERIARZAS SRS ©

-\~ CLUSTER STATUS

(© Available

Version Managed Kube-system namespace UID ACP Version

v1.24.9+rke2r2 2024/03/1517:32 UTC ®

Private route identifier Cloud instance Default bucket

.. ® private # astra-bucket1 (inherited) ¢
Overview Namespaces Storage Activity
= N 2y .

MRTEEFE Ul ~ AIUERA T35 AR L5

122



Astra Trident EEF

ER5¥ trident-acp BESIETEHIT acpversion & 23.10.0 SEHMARE (23.10 ARERE) - KEZ
Installed:

kubectl get torc -o yaml

[EIFE :

status:
acpVersion: 24.10.0

currentInstallationParams:

acpImage: <my custom registry>/trident-acp:24.10.0
enableACP: "true"

status: Installed

A
#&:7 Astra Control Provisioner 2B :

./tridentctl -n trident version

[E1FE :

e el e fom oo Fommmmmm - + | SERVER VERSION |
CLIENT VERSION | ACP VERSION | +-—-——-—-——-————- fom oo
Fommmmmm - + | 24.10.0 | 24.10.0 | 24.10.0. | +=-——————————————-
fomm e e it +
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EHEIRINKE o Astra ControlZ W& T %! Kubernetes& iR -

ClusterRole ClusterRoleBinding ConfigMap

CrondJdob CustomResourceDefinition CustomResource
DaemonSet DeploymentConfig HorizontalPodAutoscaler
Ingress MutatingWebhook NetworkPolicy
PersistentVolumeClaim Pod PodDisruptionBudget
PodTemplate ReplicaSet Role

RoleBinding Route Secret

Service ServiceAccount StatefulSet
ValidatingWebhook
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kubectl apply -f myapp.yaml
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spec.includedClusterScopedResources

BXT Astra Control BEIESHNERFEZIN - EEEREHENERHE !

* spec.includedClusterScopedResources*: _ (GER) _ BEMANREHEBRHEREE o
* Y EHAERRAS Kind* @ GEEN) _ BARESBIEE o
<A (BfEA groupVersionKind BII&%E)  EBMAREIRAY API B4 o
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{key,value} ¥8EH* matchExpions 7T EF'E’JE%%@*F%H.L% "key" ~BEFS "in" ~ BfE
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spec.includedNamespaces
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YAML 341 :

apiVersion: astra.netapp.io/vl
kind: Application
metadata:
name: astra mysgl app
spec:
includedNamespaces:
- namespace: astra mysqgl app
labelSelector:
matchLabels:

app: nginx

env: production

matchExpressions:

- key: tier
operator: In
values:

- frontend
- backend

4. SEAZ 1 astra_mysql app.yaml {EAIERERNESR  55EA CR

kubectl apply -f astra mysgl app.yaml -n astra-connector

R = mmfE ?

Astra Controlth @#xZKubernetesz=fE FNRMAMB TR c HPIFERAZTERELERAGLER « AAKELVE
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|:| Show system namespaces
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Center ${TEIBEZR (D FN3E R Astra Control Center 1 T{ERE o
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DevOpsll‘%El’JKubernetes EEREE HE=-I2TF1 MEEETEEITPo - ZEBXF1EE Deployment =
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FRIREREE D RAREEARER

EF BERERBI LR IRIERN A I ~ SEEVRBREFHER - LUREFMBERRER - &
A LA{EFHAstra Control Center UIE, "Astra Control AP|" {R:EFERTET ©

BREELF

* *HeimBZPEEARN* | MREFEAHemZKILEEATET - Astra Control CenterfFEEHelmhRZs3 c T2
?_Etﬁﬁﬁ Helm 3ZPEMERRENBEEAER (FHHelm 2A &R EHelm 3) o FAZIEMHelm 2 ZHIFERTE
I o]

* * ({£PR OpenShift =) HFiZRAI* @ BREIIERLTE OpenShift 5 HEHERENR - FREE (
3¢ Kubernetes 874 25R) $57k% SecurityContext UID o ZER{FHAstra Control CenterZ{REMERIZ « I
1 FERTE N E OpenShiftth I E £ EE ~ SN BEIERR] - ZE BT —HEREAF N
17 © 5I%0 ~ F5OpenShift CLIGT < & #iE EHIERIZ FWordPressfEFETER ©

Focc new—project worm#iEll  (occ new—project wormPress) Tocadm policy add—scc to—group
anyuid system:serviceaccounts : wormPress] (ocadm policy add —scc¥i s F & # R-z 8% E-n
wormPress)

CRIIT T A REE AN E AR I(E -

* RAERHEIRE)

- [RIIHRER)

© [RIIHA)

* FRFB ONTAP NAS BB &IBHI 1A SRR

* R ETEHE)

* [ARRBERER)

. [IRRERER)

- [EUHEA]

. [IBREA]

SRR
(REEFBIEEEEROHRTRIIRE « BORWE « WRHREAER  OrILURES/ & « 5%  SENSA
FEITIARIG - RILTERRENIERBIE - SOTHER Asra Convol Web UI HEETRIR (CR) MR

NREEZBF//NRFRIT I EBEREIRE ~ Ba] L "FEHAstra Control REST APIEE L REEEIE{" o

@ MREERNFRERNSGEIUIATEED - UEEZSXREHR (WORM) FrlEREAER 57
EABHNREREASERSXITRERENRERM o

RIBHENNERIIRE « LUBRHFEED - A1 ~ T8/ KHRREBEHNITED « LHHEERIULS
BRI 10 D iERFRERLE o
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5/ Web Ul ;2 E1RERE]

1. EECERARER - ABREEERRENSE o

2. EEERRE o

3. AV R ReERA o

4. EES/E - 58X - SIBNSARENREBNEDHE - UEHRREHE -

TRAILERERS/ N - 80 - SEKRESAHE - TERERBEBRZA - FEFTEMERT -

ELRERMNFRERRE - ILUEERRFEHRONHFEE -
THEAREMEFRESR - B/ 50 - SERSARHRRARD -

@ configure protection policy STEL- 112t DETAILS

PROTECTION SCHEDULE

® Hourly i ® paily W @® weekly [ ® Monthly W
Every hour on the 0th Daily at 02:00 (UTC), keep the Weekly on Mondays at 02:00 Every 1st of the month at
minute, keep the last 4 last 15 snapshots (UTC), keep the last 26 02:00 (UTC), keep the last 12
snapshots snapshots backups

® Hourly e Daily @ Weekly @ Monthly

Select Weekday(s) (optional) Time (UTC) (optional) A Snapshots to keep + Backups to keep +
Monday X 02:00 e 26 0

BACKUP DESTINATION

Bucket

ntp-nautils-bucket-10 - ntp-nautils-bucket-10 7 Defautt

3. [Tech preview] FEEFEEFEHEERMDIIRENENMHEFE o
6. 3" Review * ©
7. RV R ERERA o *

[ BHMITEEE | £/ CR RERERE!

@ overview

Schedule and retention

Define a palicy to continuously
protect your application on a
schedule and configure a retention
count to get started.

For select stateful applications,
expect ¥0 1o pause for a share
time during a backup or snapshort
operation,

Read mare in

Protection policies (3.

& Application
catle-logging

| Namespace
cartle-logging

5’3 Cluster
se-openlab-astra-enterprise-
05-se-openlab-astra-
enterprise-03-mstr-1

1. BITB:TER (CR) #&ZXIA%E astra-control-schedule-cr.yaml ° BRI <> FAEUR

& Astra Control IRIE « 24BN ERMRESRXK !
° <CR_NAME> : ItEFTERNATE ; ARG EE—ERISE SIENSHE -
° <APPLICATION_NAME> : Ef#{5 2 FEREILH Kubernetes 478 ©
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° <APPVAULT_NAME> : FEfEZHNANEH AppVault &g o

° <BACKUPS_RETAINED> : ERBMHEMHHE - TRIRAEEILED ©

° <SNAPSHOTS_RETAINED> : E{REIREBH - TRNAAFERILIEMIRE o
° <GRANULARITY> : BEZFERITRISEEE o aJREAVME « MR A ERIAERIEIL |

* hourly (FEMIEE spec.minute)

" daily (FEEEIERE spec.minute # spec.hour)

" weekly (FELIEE spec.minute ® spec.hour‘ﬂl ‘spec.dayOfWeek)

* monthly (BEIEE spec.minute v spec.hour # “spec.dayOfMonth)

° <DAY_OF_MONTH> : _ (CEEM%) _BHEEBITHAMGBEE (1-31) o MNRBAERZA ~ 8
LRI A BRI monthly ©

° <DAY_OF WEEK> @ _ (#2M) HHEEHITH—BHN—X (0-7) 03 7 HERTE
HAH - MNRBMAERS ~ B A BRI weekly ©

° <HOUR_OF_DAY> : _ (E#£M) _BERIITHNEBRRE (0-23) - MRBEMAERS B
P APEREAL daily ~ weekly 8 ‘monthly ©

° <MINUTE_OF_HOUR> @ _ (E##ZF1%) _ HFEEMITRVNER (0-59) o IRBHEERS 8l
AR AAEREAL hourly ~ daily ™ weekly B ‘monthly ©

apiVersion: astra.netapp.io/vl

kind: Schedule

metadata:
namespace: astra-connector
name: <CR NAME>

spec:
applicationRef: <APPLICATION NAME>
appVaultRef: <APPVAULT NAME>
backupRetention: "<BACKUPS RETAINED>"
snapshotRetention: "<SNAPSHOTS RETAINED>"
granularity: <GRANULARITY>
dayOfMonth: "<DAY OF MONTH>"
dayOfWeek: "<DAY OF WEEK>"
hour: "<HOUR OF DAY>"
minute: "<MINUTE OF HOUR>"

2. tEAZ 1% astra-control-schedule-cr.yaml {EFIEMEMNIEZ « 55EH CR

kubectl apply -f astra-control-schedule-cr.yaml

+
A5

Astra Control & fE IS ERHHEMFRBRBIRZ UM R BIRIBHMED « UBIFERMRER]
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BILIRR
R ABBRF S FEFR TREAR ©

RAREEIE
Astra Control Z1EF A 5 EESIENFTSZIRIVEFER B IR ©

®* ontap-nas
®* ontap-san

* ontap-san-economy

@ NREHEREERUEAEBIFHFLER ontap-nas-economy EBENFET « ESREIR
BB o FRBNEEERRAITIRE °
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{EF3 Web Ul ZE371REE
SER
1. I FERRE o

2. (EFrEEFEATER* TActionsy (EhfE) ##RY TOptions) (&EIE) IhaEXR « BEEY* Snapshoty (TRER
) *o

3. BFJIRERIVETE « ABER TS o
4. [Tech preview] R ETFETES A E RS2 IREBAIEH AUMETHS o
. IRRAIRIRIEE « SAREEEY* Snapshot * ©

[ BT | £/ CR B RHR

SEm

1. B BHiTER (CR) #EZEW % astra-control-snapshot-cr.yaml ° BaifEil <> FRELURT
& Astra Control IRIEFZEELRRE :

° <CR_NAME> : ltB:TERNSHE ; ATNIREEE—(ERS B SENSTE

° <APPLICATION_NAME> : ZREBAIFERIZAY Kubernetes %18 o

° <APPVAULT_NAME> : FEfATZIREBARZAI AppVault & o

° <RECLAIM_POLICY> @ _ (ER) _ E&EMIFRRIR CRE « REBEHEMEFR - BRUEE !
" Retain

" Delete (FHER

apiVersion: astra.netapp.io/vl

kind: Snapshot

metadata:
namespace: astra-connector
name: <CR NAME>

spec:
applicationRef: <APPLICATION NAME>
appVaultRef: <APPVAULT NAME>
reclaimPolicy: <RECLAIM POLICY>

2. fAAZ 1% astra-control-snapshot-cr.yaml {EFIEMEMNIEZE « 55EH CR

kubectl apply -f astra-control-snapshot-cr.yaml

MR
REBEFHERIR - & TERMFRE>RIRY BE RS WPemikEs MEE) & IRIEmE ) -
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Birfain
TR A RERs (R FEFRAE R ©

FAREETLF

Astra Control FHEVETRER G IREFTABE © TEHEHEHER Astra Control FREERNERAER 281 « AT EEN
FEEERAMTREIEEN -

MREH AR ERUEAR BT ontap-nas-economy BMHEEMNZRENER BB ER BER Th

BE  SAMEE R B E R backendType FMIZREL "Kubernetes #F¥14" {EA ontap-nas-economy HITIERI{R
EIEEZA ©

Astra Control Z1& £ T3 BRENFE NPT IRV ATFIER R EILED -
* ontap-nas

@ * ontap—-nas-—-economy

®* ontap-san

* ontap-san-economy
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{EF3 Web Ul 315
SER
1. I FERRE o

2. 1EFREMEMRTER* MActionsy (FhfE) 1#MY MOptions) (EIA) IHEER « EHY* Back ups (1D
) *o

3. BEIENRTE o

4. BERTENRANRBEORAREI « INREEULEEE « S MRARRBBEPETEE -
5. [Tech preview] {t{#7F TR BB P EEH KRB AIMETES

6. BE TP o

7. BEIBHTEE  RBREIHED

[ HMTTREE | f£F8 CR ZIH(H

1. By BHiTER (CR) #EZEW% astra-control-backup-cr.yaml © BFFEIN <> FMEURE
Astra Control IRIEFN#EE4HAE !

° <CR_NAME> : ILE:TERNSTE ; ATHIRIREEE—([ABTESENSTE -
° <APPLICATION_NAME> : B3 2 FEREILH Kubernetes $478 o
° <APPVAULT_NAME> : FEfEFHE{PAAH AppVault &78 o

apiVersion: astra.netapp.io/vl
kind: Backup
metadata:
namespace: astra-connector
name: <CR NAME>
spec:
applicationRef: <APPLICATION NAME>
appVaultRef: <APPVAULT NAME>

2. I HAZ 1% astra-control-backup-cr.yaml fEFRIEEENIEZE «:3EHACR

kubectl apply -f astra-control-backup-cr.yaml

4R
Astra ControlZ 2 FERRENAIED ©
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* MREHERPENEERIE - BRFEAETAR - EEERBHKRK -

* MREHBEZBUHHITHRIBD  SBFRBRPRIETRIRE BUHED] - E2MRED « FFEEM
@ e R BIRIR R RYIERETT [H}UB%{%TQ] °

* BEMREFE (B - B9 BR) REEFERBUERE X/ ZE « VIR S RERHAIHIR
& A/~ FERER 2205785 o ﬁﬂﬁn&f’ﬁﬁ IR KD EIAEMINTTAL « ERIUERRHFRIRR
BIRERS RIS AR E A/ RV R

EXFH ONTAP NAS & EEMNHEHD BIER

Astra Control Provisioner e fftf& {7 BB RINAE ~ FIERALURERBEFRIRMER ontap-nas-economy f#fF
Vil

FAtAZ Al
» &8 "EEXF Astra Control Provisioner" o

* {RE1E Astra Control FEZEEAREN - EETHILREF 2] - ItEAEXHREINERR ©
* &8 ontap-nas-economy BENAEFRIRITEREHEFLER o

TER
1. 7 ONTAP #F R IRHIT FFIENE :

a. SHEEHA SVM “ontap-nas-economy FERIR N ER TS o
b. B AEIRE ONTAP HYAR IR « M EHAPEIHIRE o
C. fEiE SVM BVIREIEE &R -

EIREFE G ERE SVM o (SR B A LS HTFE o

nfs modify -vserver <svm name> -v3-hide-snapshot enabled

@ FESD ONTAP f{#7F & n_LRY Snapshot BEERRE - EXRIEEILEH « FIREGEREEFIE
MREMAET « LHETEMER NFSV3 BUERT °

2. 7T Astra Control Provisioner #1117 F5IEHE :

a. A&E PV BIAMRBBEEE ontap-nas-economy MUERTE R A EHE S 7E T2 TCARRTHE :

tridentctl update volume <pv name> --snapshot-dir=true --pool-level
=true -n trident

b. FEREAEEMERIN PV BAREEE
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tridentctl get volume <pv name> -n trident -o yaml | grep snapshotDir

[EIFE :

snapshotDirectory: "true"

3 15 Astra Contol i ~ BIBFFATBWIRIIAR 2 % » SSEATRIBMEAIR « UIE Astra Control 340

mR
FEFRRENEZEHYFEMA Astra Control E1TH{DEIER - &8 PVC thaltEMEARAREHRMER -

BN A ENES
DEFEFHEDNTE ENRERAZIHEN - RGBS RAAEMNED « CUBERBEXHNEERERER
BIIHER « BRI AREENED 5520 "EflrE" UESEMERRTEFHINEEEN -
FAtAZ Al
CEBFEHARERARRTE B ETEE o IRIBEFERNEERGBHERME « CNHUEEEFIARR o INFEFHE
i BR2RGFEEERXH -

* * Amazon Web Services * : "ZIETRSRIENE S3 ¥4 HHTE -~ W ETARIREHARAY T8IE) TaRRmEIE

ﬁ" o
* * NetApp StorageGRID * : "ZIIRTRSEFRNA S3 MM4EHE « R ETARFBHEN a1 BERAEEER

@ Astra Control FRVETRE A ZIRECTHAE o EHHIAER Astra Control FREIEMERERN Z AT
BAEEENHEEERASTRETEEN -

MREHERAREXERAUEAEB BTN ontap-nas-economy RENER ~ FEELETE
® 8 bacrendtype SIS 'Kubermelos (#7111 A ontap-nas-cconom (TR

FER

1. B AR o

2. 7EFREFERER* Actions) (B01F) 1#AY MOptions) (BEIE) IHAER « |EY* Back ups (f&13) *o
3. BTN %S -

4. EERTENIRANRERENEREDR o RERILEEIS « o IRAIRBBERETERE

S. ﬁiﬁﬁ?—?ﬂ?ﬁ%iﬁ%q:'%ggﬁﬁﬁ'ﬂﬁE’\Jﬂﬂﬁ%?—?ﬁ o —RBAZKEN (WORM) BrRE%fESgEER #HE]

() oREEERTEE - HISECEHEY BRI, -

»

BT
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fEF CR ItEHER
1. i B:TER (CR) EREIGHH astra-control-backup-restore-cr.yaml ° BEHiEIN <>
BIELLRT & Astra Control IRIZEFNZEELRRE :
° <CR_NAME> : It CR fEER%HE ; A ERIRIEEIESIENSATE -
° <APPVAULT_NAME> : #7711 RNER AppVault %478 o
° <BACKUP_PATH> : {##Z & {1 AEHY AppVault PIERERIE © 4N :

ONTAP-S3 1343ff5e-4c41-46b5-af00/backups/schedule-
20231213023800_94347756-9d9%b-401d-a0c3

° <SOURCE_NAMESPACE> : ZR{EX£MICRZZR] o
° <DESTINATION_NAMESPACE> : iZR{FEI B RZEmR o

apiVersion: astra.netapp.io/vl
kind: BackupRestore
metadata:
name: <CR NAME>
namespace: astra-connector
spec:
appVaultRef: <APPVAULT NAME>
appArchivePath: <BACKUP PATH>
namespaceMapping: [{"source": "<SOURCE NAMESPACE>",
"destination": "<DESTINATION NAMESPACE>"}]

2. (FER) NRCAREENEAEANELEERETER « HMLEHREILE - UESSHRETERE
REONER

° ['<INCLUDE-EXCLUDE> j : _ (B#EPrEE) _ M include & exclude BIEHHIREEIR
BERPEENER - ML TIERREETASH - UWEEEMAFRNER |
* <GROUP> : _ (ER) _ EfENHEREE-
* <KIND> @ _ (EEl) _ BEENEREE -
* <VERSION> @ _ (#f) _ ZEENEIRIRZAE
* <NAMES> : EffEE > &R Kubernetes metadata.name #fIHHY  (BEHE) 8o
. 1\1@MESPACES> ©_ (GER) _ EEEZEJRM Kubernetes metadata.name iR AYEE
* <SELECTORS> : _ (¥EiE1) &R Kubernetes metadata.name (iR AIIZEIEEES T

&~ UPFTES "KubernetesSX 4" o &l ¢ "trident.netapp.io/os=linux" °

il
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spec:
resourceFilter:

resourceSelectionCriteria: "<INCLUDE-EXCLUDE>"

resourceMatchers:
group: <GROUP>
kind: <KIND>
version: <VERSION>
names: <NAMES>
namespaces: <NAMESPACES>
labelSelectors: <SELECTORS>

3. IEAZE astra-control-backup-restore-cr.yaml {ERIERENESR - 55EACR

kubectl apply -f astra-control-backup-restore-cr.yaml

£ CR BN ERERIAG B EM

1. By BHFTER (CR) #EEWMm% astra-control-backup-ipr-cr.yaml © BFIEIN <> FE
LARF& Astra Control IRIZFI#EELRRE ©

° <CR_NAME> : Itt CR EER%TE ; AALNIRIFEESIENSTE o
° <APPVAULT_NAME> : f#FHE{5ARER AppVault &78 o
° <BACKUP_PATH> : #7ZE 5 WA AppVault PIEBERTE o FN :

ONTAP-S3 1343ff5e-4c41-46b5-af00/backups/schedule-
20231213023800 94347756-9d9%b-401d-a0c3

apiVersion: astra.netapp.io/vl
kind: BackupInplaceRestore
metadata:

name: <CR NAME>

namespace: astra-connector
spec:

appVaultRef: <APPVAULT NAME>

appArchivePath: <BACKUP PATH>

<

2. (ER) MRCRAFEZENEAEANRELEERETER « FMLEHREIEE  LESSHFRICARE

BRENER :
° ['<INCLUDE-EXCLUDE> ] : _ (Ef%Fr%) _ fFF include T exclude BIEHHPREEIR

BESPEENER - MY TIERKETAZ2H - UEREMASBIHFNEIR
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* <GROUP> :  (#EH) EEmEREHE -
* <KIND> @ (EiEM) EERENEREME -

* <VERSION> : _ (Ef) _ EfHENERIRE o
* <NAMES> : B> &R Kubernetes metadata.name #fiIHHY  (BEHE) 8o
* <NAMESPACES> : _ (EH) _ Eff# 2 BRI Kubernetes metadata.name i PHYEE
ZER o
* <SELECTORS> : _ (¥EiZ1) &R Kubernetes metadata.name (I RHIIZEIEE S F
&~ UPFTES "KubernetesSX 4" o &5l ¢ "trident.netapp.io/os=linux" °
#ifl -
spec:
resourceFilter:

resourceSelectionCriteria: "<INCLUDE-EXCLUDE>"
resourceMatchers:

group: <GROUP>

kind: <KIND>

version: <VERSION>

names: <NAMES>

namespaces: <NAMESPACES>

labelSelectors: <SELECTORS>

3. tEAZ%% astra-control-backup-ipr-cr.yaml {FHIEBENEZR «:3EACR

kubectl apply -f astra-control-backup-ipr-cr.yaml

[ 5MTEEE | (EABFIEIR (CR) RERIRER
TRAIERBRIER (CR) 1EE - REMMERRBEREARR6 A ERRIGRIRRZER
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M CR fEIRRER
1. i B:TER (CR) EREIGHH astra-control-snapshot-restore-cr.yaml o BHIEIN <>
FEYELLT S Astra Control IRIZEFNEEEARAE ©
° <CR_NAME> : it CR fEEERRM ; BALEHNIRIFEESENRE -
° <APPVAULT_NAME> : #7711 RNER AppVault 2478 o
° <BACKUP_PATH> : f##Z & {1 AEHY AppVault PIERERIE © ign :

ONTAP-S3 1343ff5e-4c41-46b5-af00/backups/schedule-
20231213023800_94347756-9d9%b-401d-a0c3

° <SOURCE_NAMESPACE> : ZR{EX£MICRZZR] o
° <DESTINATION_NAMESPACE> : iZR{FEI B RZEmR o

apiVersion: astra.netapp.io/vl
kind: SnapshotRestore
metadata:
name: <CR NAME>
namespace: astra-connector
spec:
appArchivePath: <BACKUP_ PATH>
appVaultRef: <APPVAULT NAME>
namespaceMapping: [{"source": "<SOURCE NAMESPACE>",
"destination": "<DESTINATION NAMESPACE>"}]

2. (FER) NRCAREENEAEANELEERETER « HMLEHREILE - UESSHRETERE

BEENEIR
° ['<INCLUDE-EXCLUDE> j : _ (B#EPrEE) _ M include & exclude BIEHHIREEIR
BEBPEENER - MU TIEREETASH  UEEEMNATIRNER
* <GROUP> : _ (ER) _ EEHENEIREE-
* <KIND> :@ _ (EEEM) _EfENBERESE -
* <VERSION> : _ (ZR) _ Z&HENBEIFRRZE -
* <NAMES> : EffEE > &R Kubernetes metadata.name #fIHHY  (BEHE) 8o
* <NAMESPACES> : _ (¥H) _ EffE 2 &R Kubernetes metadata.name i FHYEE
ZEfE ©
* <SELECTORS> : _ (¥EiE1) &R Kubernetes metadata.name (iR AIIZEIEEES T

&~ UPFTES "KubernetesSX 4" o &l ¢ "trident.netapp.io/os=linux" °

il
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spec:
resourceFilter:

resourceSelectionCriteria: "<INCLUDE-EXCLUDE>"

resourceMatchers:
group: <GROUP>
kind: <KIND>
version: <VERSION>
names: <NAMES>
namespaces: <NAMESPACES>
labelSelectors: <SELECTORS>

3. IEAZE astra-control-snapshot-restore-cr.yaml ERIEMENIER - 5FEB CR

kubectl apply -f astra-control-snapshot-restore-cr.yaml

£ CR URIREBRERAT R
1. BiIB:TER (CR) ERIfHf astra control-snapshot-ipr-cr.yaml ° BEFFEIN <> FAHY
LT E Astra Control IRIEFIZEEEAHAS
° <CR_NAME> : Itt CR 1EEHRHE ; BAKLHNIRIREESIERRTE o
° <APPVAULT_NAME> : f#FHE {7 AAHI AppVault &8 o

° <BACKUP_PATH> : f##ZfE {3 AEH AppVault PIERERTE - 4N :

ONTAP-S3 1343ff5e-4c41-46b5-af00/backups/schedule-
20231213023800 94347756-9d9%b-401d-a0c3

apiVersion: astra.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:

name: <CR NAME>

namespace: astra-connector
spec:

appArchivePath: <BACKUP PATH>

appVaultRef: <APPVAULT NAME>

2. (ER) MRCRAFEZENEAEANRELEERETER « FMLEHREIEE  LESSHFRICARE
RBENER :

° I <INCLUDE-EXCLUDE> | : G _f#HA include 5 exclude BIETHRIEE R
BEBRFERNER o L THER EE%IE$§5I s UERBMASBRNE R
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* <GROUP> : _ (ER) _ E&ENEREE-

* <KIND> @ _ (M) _EEENEREE -

* <VERSION> : _ (#E[) _ ZHENEIRIRE

* <NAMES> : B> &R Kubernetes metadata.name #fiIHHY  (BEHE) 8o

* <NAMESPACES> . _ (EHR) _ B2 EI/RH Kubernetes metadata.name i EYER
ZEME ©

* <SELECTORS> : _ (¥EiZ1) &R Kubernetes metadata.name (I RHIIZEIEE S F
&~ UPFTES "KubernetesSX 4" o &5l ¢ "trident.netapp.io/os=linux" °

gh

spec:
resourceFilter:

resourceSelectionCriteria: "<INCLUDE-EXCLUDE>"

resourceMatchers:
group: <GROUP>
kind: <KIND>
version: <VERSION>
names: <NAMES>
namespaces: <NAMESPACES>
labelSelectors: <SELECTORS>

3. tEAZ%% astra-control-snapshot-ipr-cr.yaml ERAIFREERNIEZE - :5EH CR

LS

kubectl apply -f astra-control-snapshot-ipr-cr.yaml

Astra Control @ RIEIIR M E NS EREAER - MBCHHEREAES « BAREMEENAS  HERE
AR AR EATIA o

®

®
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EREARENERABGREER

TRILGR ERERANE E 2R RIEEENERNEREAPFE S BHFNREERAEAEIRIEE - KA
RIEIEENH LM ~ 1283 GVK ( GroupVersionKind ) REZHEHFRER o
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©r EEE SRS RZER INCLUDE RR (FHER) * | GERADERNREARARAE R
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TR7E T8 RAUPEENTAERKASEIEERNVERAERF -
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ABHERE R PR A B R G R MIPRI EREIL ©
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4. 7E1&517 Astra Control Center FIZEE 2% ~ ;AR BIEHRKENE (DR ) Zfl "f##fx%4E Astra Control
Center" R FHE

@ AT LU Astra Control Center EREFHBE (AEFFAMBIE =18 Kubernetes #&) -~ I
{E A BT Z24ERY Astra Control Center 2 £48[EIHY DNS o

5. {EFYE Astra Control Center + ";Z[R" Astra Control Center FEFRZNIEEHH P EEHITIERE !
a. EEEY * FERTER * - JA%ZEEEY Astra Control Center FEFTENRIE7E o

- ¢ TEhfE) HERY THEEIE) ThaER ~ EEUCER o

CEE BREEWOGLTER  EREREDR o

- BAERATE (netapp-acc) ©

EEEMME=EE (ocp-cluster-3) ©

f. EIEtaRZEE « fHEREGRZEREMER o

o- £ NERKR HEL - EEAERRKFENEAERER -

h. ZEEY * ARG HETFEER * o

I 3 BIFFAIAEEIR * o

o (o

o

0]
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- BERERE - ABIEN * BR * UBIIAEIRTZR - #§ Astra Control Center 2R E BRI FEE (ocp-
cluster-3) o FERRINVEAREITERHER available /& o

6. 7T BtthEEE 5 F Astra Control Center :

a. FARNARImI ~ MFA kubeconfig B4R E BEIMEE (ocp-cluster-3) ~ HREEFBEEERRN Astra
Control Center ©

b. 7352 ADDRESS Astra Control Center 2BREMIHE 2B T E R 45H DNS £78 .

kubectl get acc -n netapp-acc

[EIFE :
NAME UUID VERSION ADDRESS
READY
astra 89f4fd47-0cf0-4c7a-a44e-43353dc9%96ba8 24.02.0-69 ocp-cluster-
1.company.com True

a. YNR 2 ADDRESS _Eii[EIFEFBIEALIZE EE Astra Control Center HI{T{ERERY FQDN -~ 5B #F4EAEIL
222 Astra Control Center DNS :

kubectl edit acc -n netapp-acc

. &E astraAddress fE? spec: Z FQDN (ocp-cluster-1.company.com 7EIEEEFHIH) HIFE
Z Astra Control Center 1 T1EES o

ii. {ETFAHAE o
iil. SIS

kubectl get acc -n netapp-acc

b. Fi{¥ #£/57 Astra Control Center I21EE ANNEFM—ED « URHRERIZRF ©

B 1 3B . (= {R:& Astra Control Center

AIZF:REAREFRERIPER "Astra Control Center 25" {R:8 £ Astra Control Center I T{ERS o

TEUEEEHI ~ Astra Control Center —1RZEETE netapp-acc MBAEMMEBEFZLEN netapp-acc-
operator AR/ ©

FAtAZ Al
s MBIERE FZEFE Astra Control Center ©

* MEBEEAENEE ELEERE Astra Control Center ©
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1. £ ZE Astra Control Center HI{T{EREEIE T E Astra Control Center FEFIIZ A BRI EEE

a. EAXE Astra Control Center HfT{EEE o
b. "#ri =2 Astra Control Center #£" (ocp-cluster-1) ©
C. "HiEERME =FE" (ocp-cluster-3) HREE o
2. f£RE Astra Control Center EEIE Astra Control Center F1 Astra Control Center &3&% :
a. |EY * #E * - ABENE S T E Astra Control Center FUEEE (ocp-cluster-1) o
b. ZEEY epLZEfE) RIIRHE -
C. #¥EH netapp-acc # netapp-acc-operator &M :
d. #EEY TEhE) ThAek ~ ABEN Y TEHRAEARER) * o
e. B * TRARAPER * UEFEEENEAER -
3. REERNEL

EEEETE Astra Control Center sREEMNBEMMEEE (ocp-cluster-3) EARERESE
@ ONTAP fEFERER N

T’;_ gﬁhﬁ In R E—1E ﬂleﬁﬁi % Astra Control 218 ~ BingHIRE &R HEA * HKE

a. "HgHE RN EFFEE LR Astra Control Center ©

b. "¥iGHE Rl EEHMERE LAY Astra Control Center ©
4. RTEER !

a. ZFEAERE@L « BH netapp-acc EAER :

b. ZEEY * RERRIRA * ©

C. #EH ocp-cluster-3 fEABRIMELE o

d. JEEVEFEER o

€. B A netapp-acc fEABRIGmHZER ©

f REEEEREIEE o

g BEE %o

h. FESDARREIERE ~ SATREEEN * 77 * o

EEMFEMEH Establishing F Established ° B « LB S AN EET—X « EZIRIR
BEEESLL o

5. BT AADERFABER - HHERTHBHEL M -
()  smmezEmME RS Astra Control Center ~ MBERATEBEAY -

a. EINEEERTIRER « ARIER - FIERE " -
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Data protection Storage Resources Execution hooks Activity Tasks

Configure v 3 snapshots =& Backups @ Replication

Replication relationship

Source Destination STATUS
@ @ (© Healthy | Established
netapp-acc netapp-acc
© Available —CDH © Available SCHEDULE
Replicate snapshot every 5
q o ocp-cluster-3
2 - Fail over '2 oeh-elisters minutes to £J ocp-cluster-3
r netapp-acc
Reverse replication
LAST SYNC
A Delete replication relationship
2023/08/0117:18 UTC

Sync duration: 32 seconds

b. FEDEMENRL « ARIEN * DEEBE * LIRS HEBRERER -

EERFRIREEEEE A Failing over A% Failed over SERiEF ©

7

6. SERATHISERAERS

a. BRNAR I ~ ME A S =EFEER kubeconfig #EITELR (ocp-cluster-3) o IWEEIRTEE LR Astra
Control Center °

b. HEE S =B LAY Astra Control Center FQDN (ocp-cluster-3) o
C. EFAERELIZE Astra Control Center DNS

kubectl edit acc -n netapp-acc
i. 8% astraAddress &} spec: {H FQDN (ocp-cluster-3.company.com) ©
i FESDMthIE B SR
kubectl get acc -n netapp-acc
d. SATE L EREE CRD #3771 !
kubectl get crds | grep traefik

WEREE CRD
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ingressroutes.traefik.containo.us
ingressroutes.traefik.io
ingressroutetcps.traefik.containo.us
ingressroutetcps.traefik.io
ingressrouteudps.traefik.containo.us
ingressrouteudps.traefik.io
middlewares.traefik.containo.us
middlewares.traefik.io
middlewaretcps.traefik.containo.us
middlewaretcps.traefik.io
serverstransports.traefik.containo.us
serverstransports.traefik.io
tlsoptions.traefik.containo.us
tlsoptions.traefik.io
tIsstores.traefik.containo.us
tIsstores.traefik.io
traefikservices.traefik.containo.us
traefikservices.traefik.io

a NP HANAEEFEREEE :
LB S o
i TR BEENIEED .
i, ERRE :

kubectl apply -f <file name>

v. ERTERENEE

kubectl get pods -n netapp-acc | grep -e "traefik" | awk '{print
$1}' | xargs kubectl delete pod -n netapp-acc

b. 7i1¥ i2/F Astra Control Center $21EE AXHEM—E « UTERERIER ©

$HER 2 . 3&[E Astra Control Center 1&/EE

{#EHAE Astra Control Center ~ {tEDBIREE Astra Control Center Z3E#H o Hiithana RN BE K Ein
ZZEHEE o EIEEE IR EMIBR Astra Control Center BYIER T ~ B EEFGUBITIHRENERLE o

1. ZE * FERRER * - REBREEE FEARENXNSTE (netapp-acc-operator) ©
2. 1t TEntE) H8EY TEEIA) IhAERY - I ER ¢
3. EiE* EEEMMATMH * FAERER -
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4. FERMME=FE (ocp-cluster-3) ©

. REr R EMEE RN T ERREERMMBIRZER (netapp-acc-operator) °©
6. BEEVTATERENRY AR A E R AR

7. EE  ERRIGHEEER - o

8. HH * BRFFIEEIR* °

0. EEFMEN - RER—T * BR * LRKBERER -

TFEAEDN) BEEmEREERIEEEREBRME =25/ Astra Control Center #£{E8 (ocp-cluster-3) o
T2 ST ~ IRAE B RERA Available © 10 #EA ~ A9E LAY DNS {ILFEZ SR

mR

Astra Control Center ~ HiFfis% - MRAARBHNEHENNAERARER  REDNEENME=£LE L&A
(ocp-cluster- 3) o WHERIGHITIERE _EFrEEA RERIFRZERRA] « h & HIBERRITER L - ST UEER
1THRZ BB R B FIRE

SRR
HIERFR 2NN « UK RERF SR ©
* * Pod SR¥1T * : FESBFRA Pod IERENILAIT

kubectl get pods -n netapp-acc

WNERHPHEED Pod CrashLookBackOff sHEMENEN « RERBREEIAZE Running /& °

* * FESRAMARAE * | FEST Astra Control Center RAEEEA ready M :

kubectl get acc -n netapp-acc

[EIFE :
NAME UUID VERSION ADDRESS
READY
astra 89f4£fd47-0cfl0-4c7a-a44e-43353dc96ba8 24.02.0-69 ocp-cluster-
1.company.com True

* * FESDEREARRE * | BB Astra Control Center i E 5L FES? Deployment State f& Deployed ©

kubectl describe acc astra -n netapp-acc

* * B32[RAY Astra Control Center Ul &1#[0] 404 $552 * | WNRE S FEEUEEETE ~ B E(EE] R *
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AccTraefik fEAAEIE « ;5188 TRAefk EEERH MBREILIETE o

GIEEARENMEEREAR

BAEARNARER 2N RNEE
ENERICUBERAREN 2% - FREREREARNERBRIZR

BERRARHFEHFIOREE « MR LUZE—RABRRR o G40 « MREABARZ I TRMRE « I HFRERE
BmL ~ R RARREARR I B FRE - BhERRAZ— -

FERREN L HERET
TFERTE) AIRARBNEHER T5ER -
s ICBRIERAstraBIERERREREE -
c BLEAEEAREAREER
c ERRARERI=RE RE WMRERENENATA - IETRFRE) o
 EEREFREHAEENERRERESE -
BREBRT  ESEHFEERE - AALZELXREAEAZRE RN RS LERIELN - A% - Er LB
BRI EGERIINVERREREE  LGERIREA SRR HEREXRIEERE o
EEWHEREET

MEE) ARRHBLEEMER « sRBAEERAstra Control CenterBIEMZER AN ~ T AILURABRAR
EZHAEN - G ERAERER 1K -

FTF I I RE
TR BRI | HENTHARTFERNRRINR « B
- BES UV EREER

F BLRERRRTRE

C BIRREEIRERE

© BRREMREENERKE o

R EEREERT B HFER

FTZE HAstra Control CentergIEME=E 2% ~ AT LISRE=ENEEAER « FIInE(I
B~ TEEhEL « @M ENHEEER - GBS TS SRR EMNTERHEFIER

R REREWRMFEER
TR USRS SRV A E R ~ GIMNEE ~ TIRERRS - FAaR &M #FLER
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1. fEAstra Control Center UIF ~ 382EY* Clusters* ©

2. 11 TE&E) HAEL - ENCERRHFMEERINERE
MRBEAIN removed MRAMBFBEMNPARRESRLIFIEE (SMEBERKubernetes APITZEER S
@ MESHIY) - ER{Ht4AAstra ControlfKubeconfigFEl SERB A ° Erlfe 2R AEE IR
SERE TR - EEEIEILRIRE « SAERAEHAstra Control P B EARRIAVEREEE K] "Astra
Control API"
3. BEE MM  AFEREEE RS IR LNEN - USHKEESHHEHN o
o HBE . TYEENELAVEFAER] ~ BIEEARES o
° * Storage * : BUEBERIMNFHENIRE « SIRFATFIERIFARES o
o JEH) | BmEESEMEREER)

@ TR IAREAstralZ ] RO BRI R REEN - 25 RIRBEERFET « &7
LUERR EENESE - AR5 EHE - EA TRE) BEEZR  sARELADIRIRME

TR AR
(P LU T RO TRAR A7 HER) © EAstra Control EIZHAERY « CRIBHEENTARATZIRR o

@ BNfERKubectifp S E B FEFIER © sAKAILTER o BFEAKECBECVL ~ Astra Controli# &[E]18
AT o

1. fEAstra Control Center Web Ul ~ #EEX* Clusters* o
2. 71 TEE%E) HEL - ENGEEENERE -

3. 342" Storage* (f#7F:RfE) |IEF o

4. BEEEFERER o

S. S ERATARAHETFEER « EE T811E) ThAER °
6. EERATAR" o

R RN KRR

FIEEIEFERTEN 2% « Astra Control ZieHFEATETNAVEEME N ~ ;BCAEL0: 7 FEFRFZ
TUBVIEENARRE (Astra Control @ BRI ABEARENE) ~ EFRERRE (EREHERE
B2ETEFRE) -« Pod - HEHEFESRES -

1. #£Astra Control Center UIH « 3EHY* Applications* « A& EEVEATER & o

2. IBRAE ©
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IREARRE « B Astra Control 27 rT M EAFE T2 TNE o
° EARERRERE | IRERERAERZREZEIRAE !
* eefReE | RAEAEERPNEGEE « MAHDRIINEEAE—E
* BWARE | RARKNAERARNENERE « [ERPRVREBEE - SUTIREGK SRR
" RRRE | KRR REL A RENEAREN o
T ASIREETHRN 2% « TR ETERE - EREE  ARBEHREFTERSEMRE
MEERED - MRMESBIMNSEEREFERFRERR « WRERH A 5EIE - REE
TEERISIAE o
° R . BE AR ERARIPodIRAEE o
° BiHRE | PIRIEREEHRERA « TigRRANREBE B,
° EERE | BTREARABRNFEHEIRE o FHERIREIKAEZEKubernetesIR EERVERREZRE ©
c BIR  AIEEREEROMEENER o
o JEE | EEmEEAEIAERRES) o

o

&t =] A f¢Astra Control Center * Dashboard Fiiai8{REAER &  /E*EAER
(D) zeIEEsEREET - CAIURIGEERRER - M EREREE - &
A TR BEZE  HRE LR BHRIE -

BIELRIRP

EENRERENAS

eI LUfEF Astra Control UIZR#TIE ~ # PRk AR#EAstra Control CenterZ%aIfEAE o 7]
UEFAstra Control UISE "Astra Control API" HIEERE -

T AT U fEFLDAPZEI B E A& I TERE o

{EFILDAP

LDAPEFI S M B ENMNERZEGEIGE - W B EEETEAPTEE o K0 Li§Astra Control Centeri&
42 ZELDAPRIARES « AEERYAstra ControlfEFAE#1TER:E - =Bk L - AREEiEFAstraliLDAPE S ~ LIk
E&ZRHLDAPE ZEFERAstra ControlfEFHEFEF4H o & r] LUfEEF Astra Control APIZ{Web UIZ:& ELDAPES:S -
LUK LDAPEREFELAE o NEFAAE ~ B2 THIXH -

* " HAstra Control APIZR EIRiZ IR ER:E IE A E"

* "{§fHAstra Control UIZRE IBiz i H A& FIEL4R"

* " Astra Control UIZRE IR IHERE"
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REEAEEMNAREES T LIINIEFE L FERE ZEAstra Control CenterZ22E o

1. T ERERA*EE &g  FEEIRE™ ©
2. EEERERSIEE o
3. EECHIGEREE o
4. WMAFHENSTE - ST A o
ERENBEFE—REAREERE o
SO ENAREERMERNEREAR
FEAEEIRE TR
o *IEIR I R LIRS IRE IR o
HRE*EARREACHER JEREERERNHEESE  BUHEIEEARER « UKMRIRREFED
g2 BF THEAR) #IR - it KBkEEE SN REMERE -
HAEEAEEEEAGHER « oI MBI ERERERE ©
6. BEEERHIASEERETRREACHNERE « BV IREIAERHI*ZEG 1R
ANEFTIERFIAIEHAEN ~ (A2 R "EIEAMEHEENAE" o
7. 3F=EY* TAdd*) o
EIRTHE
& B LA fEAstra Control CenterdA E IR AE IR B BIZRHE o

B E AR

IR LABE R 2 B fE & IR P BYERES o

1. ERNERA LANEREETR

2. EEBERENE o

3. ¢ TEnfE) 1Ry HEIR) ThAERPERN MEEEME o
4. WAREEERRIES o

S. BRI AR EI TS o

6. EIEEEENE o

ERHEMERENTR

MREHRARE B8 5 THAE ABER « CIUERAMERERANEECSHERE - ELERE
e ~ KEREEAEBRARLALENEREE -
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- EEEHIRPEBEEE T « BEECIRE o
2. =Y M@htE) ThizUBE o

3. BEEEREN o

4. MATTEERIERRNE AR o

S. BRAAZHEEITHES

—_

() TREBEBAK - AGGIRTEREZENSE o

6. BEIFEREN

BIRERE
EAEAENEESABNERETUBRIEIRE PRREMERE
&“ Eﬁi

1. " ERTIRFEEEIFH « EEIRE o

2. £ MERE) R5IFEP - ENEERRZSEFERESRIIZES IR

3. 1t TEnfE) MRy MEEIA) IHRERP - EEEN TRPRERE) o

4. HIRIETREF ~ SAEA [H8BR1 —3A ~ MBIEN 2 - BIREREY) ~ HEBMIBR o
iER
Astra Control CenterZ#4 5B W IRE PFEBR o

BEEAE

EA AL 2 ZE PRSI ~ WA ERE A GRHITEELREHIF « EILEIEAR o ErESIEHARNE RNE
BY o f&RILAfEEA Astra Control UIEY "Astra Control API" L B IEA® o

e R ERRGTEEAE

EEENHEAEEREIURmRERREIMEE THE) & RRE At
- EEEHNIRPEBEET - BEECIRE o

ERERERSIRE -

- 1E TE@MF) RS EERAE (Bl 3 MaRE) AenERERERIRE -
EREFEIREAG -

- B TIRBIAE) ZEUTHE -

—_

a A W DN

IZEAIREBERN &) 3 MafRE) At - TN Ae THREEFERTENASR -
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- SEEVCHRTIE PR o
Ay DA fken 4 ZE R B a4 ZE PRI AR S AR AR AT FRBR IR EE o
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7. FE*PRHEIFEETHITUBER « A TEMBIREANME » ZE* Kubernetesin & ZEfI*3* Kubernetesdn
TRIZE- -

8. WWREREN—HZEmREMIIRE - LUBHIRE - FREABREERELmRER -
9. &2~ Confirm (FER) *©
MREAR RSN TALLAGEENREISE -
10. &2 Confirm (FE:R) * o
£ MRP) BEEL - GAIMUE TAe) WPERR TR SR E A e RERE o

@ NRECRAAERIIRE] « LAY Confirm (HEEY) *MAFEEMIRE « AIZAEEREAREET
ZiRH (ZAtEIFNEKGEREENEAER) -

wEaiRna TR

BEESEAEERE LU ABBIR R ZERERE o

1. EERCHIRA S BEEIEF « AR
2. EECERERSIRE -
3. 7£ M@tk W ERAAERPREIZ THRE) & MeRE AeNEREREREE
4. EEREAG -
MREAR WESRTETABNIERRRE

S. EEVREERIRZ REIA MR X* o
6. 5E4E* Confirm (FEER) *o
LESEZE

s FHEAGNHRER"
BRI

LDAPZEFEN D #T B BB s E IS EFEEHHE « BB EERERIEPTIEE o [KrTLYL
#&Astra Control CenteriZ4R £ LDAP{AIARzs A EEXHYAstra Control{# FH & #1TEREE ©

EEBR L ~ AR EIERAstraflLDAPE S « LIKREHZELDAPEZEFERAstra ControlfEFAEFEF4H o EATIL
fEFH Astra Control APIZ{Web UIZRE&ELDAPER:E ~ LU KRLDAPERAEFIELAE o

Astra Control Center YRR IR ERFIRENEREEABM RSN ERIRIEFERSE °

@ AR BFEEFEMMAE ( TER4y ) SfEAE&E LRSS ( T userPrincipalName 1 ) B9
B - {EFBFETE Astra Control Center REERBYE(RIRIGER B EABIFTE o ILEHTE Astra
Control Center FEAERBNFHEESTE « UEESRIGERERSER -
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IS LDAPSEFE Y /RE

HISLDAP{AIARESAIFAB TLS/REE « LU{EAstra Control CenterfE {&{EFILDAPSELZET « SESELL DAP{EIARESIETT
BE o BRBEHIT R « AR RENRFIBHAR o
1. FIEMRE* o
EERE RS IIRE o
- 3R TAdd*) ©
. EfF . pen EREABRT LB REEHAL L
- EEY MEE) ZEUSIR
- EECHIGAREE o

o o A W N

Ry iR imERE
ISR ARIFALDAPE:RE ~ 152 FE Astra ControlEdiziiml DAP{EIAR2S 2 FEIRVIEAR ©

RG22 Al
WNRIEFTEEFALDAPS ~ 55M ELDAPRIAREZHIFA B TLS /&8 B R AstratZ -ty ~ MUEAstraiZH H 0 5ES

Bl| DAPEIARSIEITEESE © 552 FELDAPSERE /RS WUEISHERATET ©
1. BIfErIRP >4 o

2. (EHEIRERE EART  ERVARINEER ©

3. EEER o

4. @ARMRSRIPALL « BIHERRIFHEREHGE (LDAPSLDAPS) -

@ REEHEME R EEIELDAPHEIRESEFALDAPS © 8% EAstra Control Centerdi &2
L DAP{EIAR2IMIFAB TLS/REE « A BEEARELDAPS ©

S. UBFEIHENEARFEIRSZEE (administrator@example.com) © Astra Control & 1E324% £ LDAP{R AR 23
B S LERREE R o

6. £ * ERELLYE * BRP - T TR
a. WA LDAP AIfkZSHRENE A& B AR EEARIELE DN MIEENEAE LSS -

b. (3ER) MBEHNBEREREREZEARBM userPrincipalName MIEmail ~ BEA
userPrincipalName 7 * FEEZABM * A EREBMEH o

7. 71 TEHELEE ) BRY - IARERSERDNINEZEN B FHERSERES -

AETENERERNEREYFSTE (DN) MEENESEESRIESFRE L EEALt
£ o EEDNE S 4lAstra Control{E B #2 SR 4E 1B RVMEZ AR FHIRIE S ~ M SEESSAIZIR
#llAstra Controlf{t B #x g AR 4518 PSS RIER 5 ©
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NEiniesg ) BEMREEBE HES) - TERITHELDAPARSNESRHRE BER) *
=RERIRRE

@A UE B (= A AL DAPfEI AR SS R TE R FRERR -

@ (FFLDAPRIARZSERE « EREFFARTE « LIRBIEZLDAPEIARESHTIE EAstra ControlBIFF A
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apiVersion: astra.netapp.io/vl
kind: AppVault
metadata:
name: astra appvault
spec:
providerType: generic-s3
providerConfig:
path: testpath
endpoint: 192.168.1.100:80
bucketName: bucketl
secure: "false"
providerCredentials:
accessKeyID:
valueFromSecret:
name: s3-creds
key: accessKeyID
secretAccessKey:
valueFromSecret:
name: s3-creds

key: secretAccessKey

3. BHEAZ % astra_appvault.yaml EFHIEEENEZR  FEMCR

kubectl apply -f astra appvault.yaml -n astra-connector
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ﬂ?%g%‘
1. RIS B A B in o
2. NREWBIS  FEUHERE o
a. EEE o
b. BEENfEF RS o
C. {it* TActions) (BhE) EIEH ~ EEX [UnManagel EUVHEIR) *o
d. @A TunManage (BUHEIE) 1 URESTLLENE o
e. EE T - BFUHEB TR o
3. BIEEHRE -
a. EIEEF RIS
b. #ft* Actions (121F) BEIEHEIE LR o
C. BA THPRI LUFESDENE o
d. EE T - BIRfEERE

NEFEFHAE  FSH

* @A Astra Control API"

BEEHITHIIE

&EI AT Astra Control PHERIB E24/\RF B Fepk ~ KEENEBUHRITT TIEM TIEs+4
Bt} o fU ~ TR LUSAR TR ED « BRIERIEEIGIREE « WEBT A 7 LEATEG
RIERRF R S E R o ERILUERENITHVHIR (R R FERRENRIIESRARRE -

BARBITR TR TIER « R UERLIFFAER « UEESEFIIENIRE - TEEES|GETGE « A
RETPHETHBIIF - EEAREIUENIF  AABAXREERMRMAILIE -

() smsurg  THEFESSSRBNRBEREE o

MBRBTAERVFAEN » F2R "EEIRPIEE" ©

1. ETRIEERITH « Rl EARER: -

2. EEPENERE L -
3. FEEAREANFMEERD « BEC TIFRSI1RE -

TRILUER B RSB A TIEREEER « WK T (FIRRRERE o

@ IT’FﬁﬁE‘-’i?‘ *TEBERRIEA/NE o ST LUEARE ILIRFIFIE ith T EESIZRE "Astra
Control API"
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[ BATFEEE 1 58 CRS &1 Astra Control FEFHTE
R Kubernetes B:TEiR (CR) &I Astra Control FEFRTER o IRt T535E18 :

* " Kubernetes BT & REZFEHAER"
1%% E u]-g/}_ EEETEE

58 Prometheus B Fluentd E 457 3R ESITE A Z0HE

IEAI LR E ZIEE AR E « M58 Astra Control Centerf2E% o = BRI R A BB IEHI 5T
BEEMIE « ART Prometheus SRS Fluentd ZE4R o

WNRITHTT Astra Control Center BIAEREE Proxy A SEELF EHMLAER (BZEEMH LEZXE NetApp THEHIL
)~ IZFEZZTE Astra Control Center F13&E Proxy fAlARES o

* H42ZF Prometheus

s EIEEFlud

FME Proxy EARESIAEARE NetApp ZiEHHLL

AR ITHTT Astra Control Center FUABEREE Proxy 7 SEEAREAIEMEEE (FZBEH LEZE NetApp ZIEMELL
) ~ I&FEXTE Astra Control Center 5% %E Proxy {AlfRES o

(i) Astra Control Center &8s £ Proxy (FIBR 4345 A HOSE AT} o $5RESR8H A IERERVME o

g

1. EFREE*EE/HEE & HERRE B AAstra Control Center ©
2. BEIEFIR P> AR o

3. RTHINFEFEEEY TConnect*) LUFtEProxyfAliR2S °

Disconnected W

HTTP PROXY Conriai

Configure Astra Control to send traffic through a proxy server.

4. %5 A Proxy ml AR 282 FEE Pt Kz ProxyiE 1Z1RSEHE o

5. MNREHIProxy ARSI B EET  sAREUZENS IR - REBBAFRERBREE o
6. FEiEEH o

ER

MRECMANKEERNCHT « B MRA>*E4*) HEAY M HTTP Proxy*) BEREIRHHEBER « TRERRER
ZatatE o
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Connected “

HTTP PROXY 7
Server: proxy.example.com:8888

Authentication: Enabled

{REEProxy aiR2S:RE
1S AR EEProxy fRIARESERTE ©

1. FRASEE I EEE HIRAIRS E AAstra Control Center ©
2. EIBIR P S AR o

3. ETHIFVEEHER * 4RSS * LUREEELR o

4. {REEFARAS AR I EREE B AR o

5. BIEMRTF o

= Proxy AR 28 AR
Ol LU= A ProxyAIAREZELR ° EEAZAI » AR B AL EEA e G PEIE MELR o

1. EFREEEE /&R E B AAstra Control Center ©

2. FEWRP S ELAR o
3. TR FEHIEEEY Disconnect* (FRENELR) | LUSHELR o
4. IIFARNAVEEE IR  FESRIEE o

HE 42 EPrometheus

& ] LAfEEFAPrometheus&53ZAstra Control Center&#} o & RILLEE EPrometheusitKubernetes#& £ E 2 iR 2HUNE
EE -~ thaL{EBPrometheusiEE2ERHAEL o

WNEfEFAPrometheusBVEEARE T ~ B2 BRENXH ~ #81E%A "Prometheus AFT" ©

1II_'F':'EE:_‘E,JEIIIIII

SAIEE R B 7EAstra Control Centergs S5 E fthn] B Astra Control Centers= @8I HE F TH I %
EPrometheusEfH o

SARIRIE XX BIIERETT "Z2EPrometheus” ©

Prometheus EEgE£Ed Astra Control Center Kubernetes#& & &1l © MRk TEAstra Control Centeris & &
#tPrometheus * UM\;ETJET? T I5EELAstra Control Centerd & _FHI{THE RSB o
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% EPrometheus

Astra Control Center&7EKubernetesZ= IRV TCPEZIEI090_ L AR EZRRTS © S8R EPrometheus ~ 7 BE

REUEARFEUNEEISAZE ©
TER
1. & A PrometheusfrliRES °
2. BEEERIIEE prometheus. yml 1% | 75 yml 82T « HHEPHEEILHELTYINIER

scrape configs section:

job name: '<Add your cluster name here. You can abbreviate. It just
needs to be a unique name>'
metrics path: /accounts/<replace with your account ID>/metrics
authorization:
credentials: <replace with your API token>
tls config:
insecure skip verify: true
static configs:
- targets: ['<replace with your astraAddress. If using FQDN, the
prometheus server has to be able to resolve it>']

@ WMREEKE t1s config insecure skip verify ZE true > AMRETLSIZEHHE

3. EFEEIPrometheusRTS :

sudo systemctl restart prometheus

7ZHXPrometheus

ZEPrometheus URL ©

1. 7E21E885 5 « i A E#E189090MPrometheus URL ©

2. FEACAREE > B2 AR ESEE IRV ELR o
it Prometheus PRV E K}

&) LAfEFAPrometheus i fi Astra Control Center&i} o

S ER
1. 1£3IE33F « & APrometheus URL °

2. fE£PrometheusIfAER ~ ZEEY* Graph* ©
3. EEFHEEEREIESR « sFEN M7 BHER -
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4. 3EB scrape samples scraped MiEEE*IT
S. ABETEMRMERHREENES] « 5EEE Graph* ©

(D) meuesEsesy  SEEENEESUTRNOEET -

E1EZEFlud
e A ECEE ( Kubernetes 1) 1 Astra Control Center BSR4 {E3XE Fluentd IHEL o FluentdiE 437858
AEH

Astra

zﬂl i
— W fluentd
External log
+ fluentbit repository

event logs

()  SEkEmEEEnEERSSmEE uentd -

BAYAZ Al
- BF*E1R A B ERAYAstra Control Centerik & o
* Astra Control CenterZ £l fEKubernetesz& & _E#I1T ©

(i) Astra Control Center R @82 Fluentd/AARIS A MBEAERE) o S5FESDEAA EFRAVTE o

SER

1. FEHEEEEIE A& HERARE Z AAstra Control Center ©

2_ %E*mgﬁ*>*gﬁ7?* °

3. REET hEER I TN EEEEE MConnect* (GE4R*) | LUFRFIGELR o

b4 Disconnected W

FLUENTD

Connect Astra Control logs to Fluentd for use by your log
analysis software,

4. B ASHFluentdEARSRAIEHEIP(ILL ~ BRI LSS
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O. BEEVEE o

LS

MR FluentdEARSFMARGEE N BT « B NikA>*E4") HEN '#8)) BRIRLZENTER
RE BT LUSSH EPTERRIFluentd EIARES ~ WARIREHFECER o

MREGEAEBREMAEY » RAEFRETR K  EEIUEVIE LA BRI TR EIRBNERR o
AT IR A > @R T BRI E -

@ MREEWELRREEEIRMRE « SFEALKIIEENEL  WHERECEXAITE [/var/log/contains/i HfE
FH o

{EERFluentdiE 4z
o] LA 4REEAstra Control CenterB\fT{EREHIFluentdEAR o

HER
1. ERAFEIE /A B HERAIIRS & AAstra Control Center ©
2. FEEIRP S ER o
3. e THITVUBEHIEN * 4REE * LURIEEELR ©
4. #EFluentdimEERRE o
S. FEEHRIF o
{ZFFluentd:E4R
&R LA {EFAstra Control Center 1 T{EIREFIFluentdiE4R ©

HER

1. ERAFEIE /A B HERAIIRS & AAstra Control Center ©
2. SEIBIR P> AR o

3. I THIF B EEHIEEY MDisconnect* (FEMELR) | LUSHELR o
4. TERARRAYEEE SR  FESRIEEE o

B HEIRERAEREZE
{tAstra Control CenteriZ A B EEEENERIERAERHESE °

BUHEIEEARER
= IEEERAREEHAstra Control Centerf&{f ~ TREBIIERMERER o
EEECH B IR AR

* EEIRANFHG EREBEHEMES
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* EARXEERM AT AR -
HER

1. RSB ER AR o
2. EEVEAEL -
3. 1 TENfE) MR MEEIE) IhAERAP - EEEX TBUHEIR) *o
4. W& -
5. #A TunManage (BUHEIE) 1 UM o
6. EiFE - BFUHEIEREARER
ER
Astra Control Center{& L EIRFERER ©

BUHEIEESE

{Z1EfEAstra Control CenterZIRIE A EBEIRMHEE o
() EmsEmEers . CREZRSEREEEEM0ERRES .

ECEUHEIEEER !

* IEBNERIBA LRI £ Bl Astra Control CenterfEIE - EXAEHRERBRETEWNEE - A ERIFE

==

* Astra Control Provisioner 5§ Astra Trident R E{E R EMPRLEE o "BRRUI{FIAEFRZ S Astra Trident" o
1. ERIEEER R E -
2. BN EEEE REMNZETSIE o
3. ¢ TEnfE) HRY DEIR) ThAER ~ EHX TBEUHEE) o
4. FERIMERCHEIERE « ABIENE - BCHEERE -
MER
=ENREEEEH B 2% - RENER £ EEBZFR - BT EHBAstra Control CentergIE o

() myEEEEeBRCRERNMBEENENNFREER -

4k Astra Control Center

EEFH4K Astra Control Center ~ 35 & ZEEIERIISTERE LIS o [ERIUERLILER
TR PR 4 BR o B ARIR IR P FH 4R Astra Control Center ©

S E45RERBA Astra Control Center i ERFThRASFAHRE B AINRAHEF o EEEEIZEBATRA Z B IMESE

ZHRASFHER o INRITZLEER Astra Control Center ARZSEERFTARASTE B EF Z RS ~ R sEEERITREHRER
Hrhkzs ~ HE|Z4ERY Astra Control Center {ZLERFTARASSE B —(ERRE A LE - MFEEBITHRENTEFE 552

213


https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html

P "HRA AR o

FIYAZ Al
HR 2 A~ ERERICEVIBIE (RS "Astra Control Center ZRE I REEER" o (RIVIBISFERE THIEY :

* * BEXA "Astra Control EJFFCEFETL" Astra Trident Running *
a. FIERIETERNITHY Astra Trident RRZS :

kubectl get tridentversion -n trident

WNRIEHITHIE Astra Trident 23.01 SRERRRZS ~ sAERELEIER "SRA" EHEKE Astra

@ Control Provisioner Z i ~ fc AR EBFTARASHY Astra Trident ° YNREEY Astra Trident
iRt 24.02 IRBYOMERR AR E A ~ SR EEF4RE Astra Control Provisioner 24.02 ©
Flan ~ eI LA EEE Astra Trident 23.04 74k = Astra Control Provisioner 24.02 ©

b. #EER Astra Control Provisioner E52f%, "ELEZFH" o Astra Control Provisioner E;£¥5HC 23.10 ZHIAY
Astra Control Center RRZS{EFS o FH4R Astra Control Provisioner ~ {EEEA{RFH4RAY Astra Control Center
FRZsHEE ~ MEFERFTINEE o

* * 1EM Kubernetes 2 *
HIER I THY Kubernetes RRZs :

kubectl get nodes -o wide

* EHHREER
FEBNREER

kubectl describe node <node name>

* * TRRfEEFERR
#U%IQ\E’JEDX{D%T? E/I:IJIJ

kubectl get storageclass

* *BEB A AP BRTS
HERFIAAPIBRFSITERIN R EMAE B R HEERA -

kubectl get apiservices
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* ¢ ((EPRAHEESR) AT R E1E Astra Control Center Images  ( Astra #EHIFROEAR) RUZASHEEEF *
* * ({£R OpenShift) % B AMEEIRIES *

EAFMAEEEIRMFEMENEERERTAA -

kubectl get clusteroperators

(ot T
EHHE - BOMRBRNTE  SEREIBRINTAR -

* * 7ZEY NetApp Astra 1ZHIF G EEE * -
1S B] LUEIETE NetApp BRGEERENIS Astra Control YR EEMERFITHREILSRTHAE ~ BIN Astra Control
Provisioner °

a. LRI E AZTERFRER Astra Control BRE ID ©

& B] LATE Astra Control Service #88 Ul FEZIEMIRE ID - ENE@EA EAMNETR - #EE * API
access* ~ ABRE TNEHIRE ID o

b. #tFE—HMEEEE * 4 API #EAL * « A8 AP N FERAERTITIALE « W HREFTREST

C. & A Astra Control &#% -

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

* * Istio ARFSAIAR AT EE 2R, *
UNSRITTE Astra Control Center ZEEHERIZ2E4E T Istio ARFEAHE ~ IIb Astra Control Center FHRiG B & Istio AR
UG o MRCIFZBIRTEZAENE ~ BIEEIRE R AE L2 —(E41E "#)18E0Z=" Astra Control Center ©
RAEIETE
Astra Control CenterAH4Rk 2 G 5| &GS NS EBRT 5 -

()  mEmasasHR2 4l - 5B HAstra Control Center Ul o

* T E I #EEXAstra Control Center

* MIREFEAXEEE « AT EMPER]
* REEFFHAstra Control Centeri®&EE
* Ft#RAstra Control Center

* [BREE RAIRAS]

A NMIBRAstra Control Centeri &+ (B4 v kubectl delete -f

@ astra control center operator deploy.yaml) fEAstra Control Centerft4Rkii&{ERR
fE ~ BERr e e mlfRPod o
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T &I #EEYAstra Control Center
T Eh—{E{IE T & Astra Control Center £:4& :

* *Astra Control Service MHEE SR * | MREF G AHEEEREL Astra Control Center BMGIEECER ~ HELER
Y31 NetApp ZHEMEIL TEHEMRERLLGE ~ sAFEHIILEEEE o

* * NetApp Z1EATIL * | MR A SR Astra 1EHIROFARIBECER « SBAERALEE o

Astra Control E/{5% &%

1. & A Astra Control Service ©
2. FERRE ~ B#E * SEBEEEIER Astra Control* #ITERS o
3. {KEB$ETRE A Astra Control #£& &% « HiIH Astra Control Center Z22ERR (% « A HEEVBR(R o

NetApp SZHE4FIL

1. &2 5 Astra Control CenterfIEZ4HE (astra-control-center-[version] .tar.gz) ¢
"Astra Control Center FE(E®E" °

2. (B=En3E) T&Astra Control CenterfV/RBEZE L EM (astra-control-center-certs-
[version] .tar. gz) EREEEMRESL o

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version] .tar.gz

BERNEEEAL verified OK BEs@RNINZIE ©

3. {#Astra Control CenterE&t40 S HEENA 4 -

tar -vxzf astra-control-center-[version].tar.gz

MRCERTHEE ~ BT EMD R

WMRIEFTERE Astra Control Center EALEASHEX E AT TR « BIFEEEF NetApp Astra kubect! 3L 515MiME
Et o

#2FRNetApp Astra kubectlSMIMET « AR EH LR

CEEEARMARZAH NetApp Astra Kubectl 85 2 FSMPZTN ~ IR BHEIZE D Docker fE7FE ©

/

1. MERTZR TIMIMER
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kubectl astra

2. FHRETIHEP—IRITE !

° INREZLEIMIMER - RIS <L FEED kubect! SMIFZTNERAA « ERILIIBERIRB AR kubectl-Astra

delete /usr/local/bin/kubectl-astra®°
° NRaLIBOIFEER « RNIMMENH R ZE ~ MAILUBE T —PEITRZE o
3. ZZEEHMIEL ¢

a. 51|t 7] FIRINetApp Astra kubectiSMHFZIL —HEAE « Wad FERRFMNCPURIBFIFRBVIEE TS

()  KECBECTYMAERBRtarEfy—% - BHEEIFKI kubectl-astra °
1ls kubectl-astra/

a. IEFEM EMERERARE « WREENGHA kubectl-astra !

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

TR GITIE =B iR
1. INRITITEA Astra Control Center EFHEXERHE I « FRENA RS ETMBEENTRIER
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Docker
a. Y)iaEltartE MR B LR o 8EZEEE) acc.manifest.bundle.yaml 1EFREBLEHEE :

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. #Astra Control CenterBR R B it HEVE I GHEX B TR c BITZ AT BT ET FER
push-images @i% :

* YI<BUNDLE_FILE> Astra ControlE4£4B 5182V % AL (acc.manifest.bundle.yaml
) o

* BL&It;MY_FULL_REGISTRY_PATH&gt; Dockerf#7ZERIURLEX 18 ; Bl "<a
href="https://&lt;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>

* BI<MY_REGISTRY_USER> A& fBEUL
* LI<MY_REGISTRY_TOKEN> Z##H9IS R AR ©

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

a. )i EltariERZNIRBE R - TEZGEBIISEEEMBER :

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. ZAAIEEE

podman login <YOUR REGISTRY>

C. FHHFEAMPodmankhias « ZEFEW#IT FIEP—EBTIESH - UEEEAFEERNHE
FEEURLEZ4L<MY_FULL_REGISTRY_PATH> o

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //'")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push S${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

() t5omEAR B ER THIR  SBEHERTE :

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/24.02.0-69/image:version

2 BEEN

cd manifests
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AL EFTHYAstra Control Centeri®{EE
1. ((ZFEAHEESE) WNREERAEER « Bl TYITE ¢

a. BAEY Astra Control Center B ERE YAML -

vim astra control center operator deploy.yaml

() mEmYR SREOEE TS -

b. NRICEEAFERBAIFER « FEVASARERNTERIT imagePullSecrets: [] RMHETFITHEE :

imagePullSecrets: [{name: astra-registry-cred}]

C. % ASTRA IMAGE REGISTRY AN kube-rbac-proxy BMEEIEIEH I AMBGHEERERE F—

% o

d. % ASTRA IMAGE REGISTRY @AY acc-operator BRMEEIEIEIEABURIIE SRR F—% o

e. FTFINEMIEE lTenv) B !

— name: ACCOPiHELMiUPGRADETIMEOUT
value: 300m

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
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- args:
- —-secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —-v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP_LOG LEVEL
value: "2"

- name: ACCOP_HELM UPGRADETIMEOUT
value: 300m
image: ASTRA IMAGE REGISTRY/acc-operator:24.02.68
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5

periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
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terminationGracePeriodSeconds: 10

2. ZEEFIHMAstra Control CentertR{ES :

kubectl apply -f astra control center operator deploy.yaml
[CIFEEEH :

namespace/netapp-acc-operator unchanged
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io configured
role.rbac.authorization.k8s.io/acc-operator-leader-election-role
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
configured
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
unchanged
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding unchanged
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager—
rolebinding configured
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding unchanged

configmap/acc-operator-manager-config unchanged
service/acc-operator-controller-manager-metrics-service unchanged

deployment.apps/acc-operator-controller-manager configured

3. HESRPOdIETEHAT -

kubectl get pods -n netapp-acc-operator

4K Astra Control Center

1. #45%5Astra Control CenterE:J&JR (CR)

kubectl edit AstraControlCenter -n [netapp-acc or custom namespace]
() mEmYR EREAEETHSH -
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2. EE AstrahR4<5%HS (astraversion AIEF spec) B 23.10.0 £ 24.02.0 :

R4S

@ CEEBEBNBERRESZ B ERELREFALR - MFEBITHRENTESE 520 "k
Bl o

spec:
accountName: "Example"

astraVersion: "[Version number]"

3. HEREE R
° (EI?EZISH?’*%) ﬁﬂ%aﬁﬁﬁﬁﬂ&”ﬁ* A WEM%’*?,?E&‘“E%ET‘EF'H%W%?E]\E’J”??E&“‘*E?& £—

°  ( Astra Control #&#%) {FF Astra Control 5% % (cr.astra.netapp.io) BEETH TR
Y Astra Control E%EAFF °

imageRegistry:

name: "[cr.astra.netapp.io or your registry path]"

155

4. BTHIEEHIEE crds FIASF4ERE spec -

crds:

shouldUpgrade: true

S. TEHFME 59T additionalValues WER spec fEAstra Control Center CR :

additionalValues:
nautilus:
startupProbe:
periodSeconds: 30
failureThreshold: 600
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:

initialDelaySeconds: 180

6. EEFLARERRESR - REREE « LKA
7. (FIE) BEsEPodZHAR LW AERAIA :

watch kubectl get pods -n [netapp-acc or custom namespace]
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8. EfFAstra ControlARREARRERE A AR E TR B ZEHERL4E (True)

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

[E]FE :
NAME UuIlD VERSION ADDRESS
READY
astra 9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f 24.02.0-69

10.111.111.111 True

@ EEEFEHMEEEARARE « SFHIT TS | kubectl get AstraControlCenter
-o yaml -n [netapp-acc or custom namespace]

EE B AstraiZhl|FIORRIEEECER ~ SFRIT RIS < !
(:) kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

1. & AAstra Control Center ©
2. FESRIRAEFHAR o 552 RUIFRY* Support* B\ °
3. IR ICFTENtERENRARERNEFETERRRE -

ik

&3 OpenShift OperatorHub 714k Astra Control Center

WNRITEA Red Hat 52588V EE %2 Astra Control Center ~ BIJa] LA OperatorHub
HEHTIRIES R F4R Astra Control Center © R IEIZRFHEFA AR Astra Control Center "Red
Hat4BE & 4% H 7" 3 {EFARed Hat OpenShift Container Platform o

FRtEZ Al
*CRBIRIRSRMRG * C ARZA ~ SBRAEHIRIR(TIRTS "Astra Control Center ZiZRIRAETFE K" o
* * SRREESBERRA "Astra Control EJRECEFETL" Astra Trident Running *
a. HIEEIEFEHITHY Astra Trident ks

kubectl get tridentversion -n trident
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WREHITHIZ Astra Trident 23.01 SRE R RS ~ :AERELEIER "HEA" TEHEKE Astra

@ Control Provisioner Z il ~ Fo AR EEFTHRASEY Astra Trident © $1R G Astra Trident
it 24.02 IRRYERR AR E A ~ (KaILLE AR E Astra Control Provisioner 24.02 ©
fFEn ~ Ee] LU E R Astra Trident 23.04 FH4RZE Astra Control Provisioner 24.02 ©

b. #EER Astra Control Provisioner E52f% "ELELF" o Astra Control Provisioner ;£33 23.10 ZHIHY
Astra Control Center HRZS{EFS o F+4k Astra Control Provisioner ~ {EEELRF4RAY Astra Control Center
hRZsHEE ~ WUEZEURFTINAE o

* EAEEHNESEIREEN AP RS *
° {itOpenShiftiEFEMRAAA R EIRIFE RN B EAREE

oc get clusteroperators

° {tOpensShift& & - BRFTAAPIRRFEEEN 2R !

oc get apiservices

* * OpenShift #R * : THEBPIAXERREIR « 1 AJFEX Red Hat OpenShift Container Platform LA TRt
HOFH AR B o

* * (fZFR ONTAP SAN EEBNizxl) BAZERE * | MREEMARIZE ONTAP SAN BEBNE « AFUEFN A
Kubernetes &5 FRIFAZE R ©

T EZE R FIHIE
* * BX4S NetApp Astra 1ZHIR R E BRI FEUERR * -

IRATLUSEETE NetApp PR E$RENTS Astra Control BYZEERR R FNTHAEIEIRTHAE « HIUN Astra Control
Provisioner °

a. o IRE AZERFREER Astra Control BRE ID ©

& B] LATE Astra Control Service 88 Ul REZICAIIRS ID  EINE @A _ EAMETR « 228 * API
access* ~ ABE FIEAIRS ID ©

b. REFE—EMEEEE * B4 AP ML * ~ A% 1S API N FREBFTIRLE « Wi HIi#FEREsT o
c. & A Astra Control &% :

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

* [FRURFEREHEE]
* [BERRERANEREF
* [RERIVIRES]
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https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html

* F#RAstra Control Center

FEUIREEZEER
1. 52R% Openshift Container FF BB R A B EHVHIERRF !
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Red Hat OpenShift Web FiZ&
a. & A OpenShift Container Platform Ul ©

b. EAITHEER S « EECEH F>EHFHIE"

RO REFAILEE FHARE Astra Control Center BIBRIRRZS ©

C. # ] netapp-acc ABE NetApp Astra FZEHIFILRIES o

Latest version

2420

Capability level
@ Basic Install
|

s Upgrades

Full Lifecycle
Deep Insights

O Auto Pilot

Source

Certified

Provider

NetApp

Infrastructure features

Disconnected

Repository
N/A

Container image

registry.connect.redhat.co

Red Hat£RERAEH &%
a. BEFENetApp Astra Control Center "&iE5&" o

b. 3E4E * BRFLER * o

Red Hat

Ecosystem Catalog Software

Hardware Cloud & service providers

netapp-acc-operator

2420 provided by NetApp

Installed Operator

Version 23.10.0 of this Operator has been installed on the cluster. View it here.

Astra Control is an application-aware data management solution that manages, protects and moves
data-rich Kubernetes workloads in both public clouds and on-premises.

Astra Control enables data protection, disaster recovery, and migration for your Kubernetes workloads,

leveraging NetApp's industry-leading data management technology for snapshots, backups, replication
and cloning.

How to deploy Astra Control

Refer to Installation Procedure to deploy Astra Control Center using the Operator.

Documentation

Refer to Astra Control Center Documentation to complete the setup and start managing applications.
NOTE: The version listed under Latest version on this page might not reflect the actual version of
NetApp Astra Control Center you are installing. The version in the file name of the Astra Control Center

bundle that you download from the NetApp Support Site is the version of Astra Control Center that will
be installed

Resources  All Red Hat

s » Astra Control Center

Astra Control Center

ovide

by NetApp

Application-aware data management built for OpenShift

Deploy and use

Features & benefits Documentation

Overview

Deploy & use

FAQs Get support



https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
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https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274

R EEANER T

1. £ *NetApp-acc £EE * BETP - #EE * &% * UBRRANIRES o

Latest version

2420
Capability level

@ Basic Install

Seamless Upgrades

O Full Lifecycle
T

Deep Insights

i
O Auto Pilot

Source

Certified

Provider

NetApp

Infrastructure features

Disconnected

Repository
N/A

Container image

2. FesBiEE o

registry.connect.redhat.co

netapp-acc-operator
24.2.0 provided by NetApp

Installed Operator

Version 23.10.0 of this Operator has been installed on the cluster. View it here.

Astra Control is an applicati data olution that manages, protects and moves
data-rich Kubernetes workloads in both public clouds and on-premises.

Astra Control enables data protection, disaster recovery, and migration for your Kubernetes workloads,

leveraging NetApp's industry-leading data for , backups, repli
and cloning.

How to deploy Astra Control

Refer to Installation Procedure to deploy Astra Control Center using the Operator.

Documentation

Refer to Astra Control Center Documentation to complete the setup and start managing applications.

NOTE: The version listed under Latest version on this page might not reflect the actual version of
NetApp Astra Control Center you are installing. The version in the file name of the Astra Control Center
bundle that you download from the NetApp Support Site is the version of Astra Control Center that will
be installed.

HEHRFEMIBR NetApp-acc 1R1FE ~ BEEFREBRBIEMRERBMENR  FIMNHKE o

ZRRMNRIES
1.8

EBF netapp-acc I2EEEHMH °
2. 5ER ¢ REREE * BE - WRERTVIRES

228



OperatorHub * Operator Installation

Install Operater

Install your Operator by subscerbing te ane of the update channels to keep the Operator up to date. The strategy determines sither manual o autematic updates

Update channel * & netapp-acc-operator
& stable @ provided by NetApp
Provided APIs
Installation mode
{259 Astra Control Center

& A namespaces on the cluster (default)

Operator will be available in all Namespaces AstraContralCenter i the Schema for

A speci the cluster the astracontrolcenters APL

Thia mode & not supported by this Operatar

Installed Mamespace *

netapp-acc-operator (Operator recommendied) -

A Mamespace already exists

Namespace netapp-acc-operator already axists and will ba usad, Cthar users can akready have access o
this namespace.

Update appraval * &

@ Automatic

O Manual

()  EEFARRATERERZZER -
@ WIUEHT netapp-acc-operator REEMBWERT LARRPNHELEN (ASTHREN
b. RERF B IR SRR o
() maFoe - SEREQENTE—EETHTER -
C. BB R o
() mRoEEFomess  AGTETORELREENTHRENS o
3 HETROBE EEARESS) AR  RDIRER SRR o

F4kAstra Control Center

1. 1% Astra Control Center BHFZ 512K+ - FERUR BT LEEH B Astra Control Center ~ FATEEEY * 47
EREAEERL * o
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= RedHat

OpenShift kube:admin v

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

¢ Administrator
Project: netapp-acc-operator v

Home
Installed Operators > Operator details

netapp-acc-operator
Operators *&' 2420 provided by NetApp Actions ¥

OperatorHub

Details ~ YAML  Subscription  Events  Astra Control Center
Installed Operators ——

AstraControlCenters  showoperandsin: ® All namespaces O Current namespace only Create AstraControlCenter

Workloads

Networking Name ~  Search by name.. /

Storage Name Kind Namespace Status Labels Last updated
astra AstraControlCenter @ netapp-acc-operator Condition:/\ Warning No labels @ Mar 20,2024, 12:29 PM
Builds
Edit AstraControlCenter

Observe Delete AstraControlCenter

Compute

User Management

Administration

2. T AstraControlCenter YAML :
a. B AGRFTBY Astra Control Center ks « /40 24.02.0-69 °
b. £4 imageRegistry.name * sA{REE BHIRGEIRERE ¢
* YNRITER Astra Control EE#3EIE ~ SAAFIREE T4 cr.astra.netapp.io ©
" MREEREAE R « FEFNRECEA—EDS RPHEA RGN EIREREERIRE o

()  #m&Ancep:// Hneeps:// 1 Tak) M -
C. B4 imageRegistry.secret fRBEMIE ©

@ IRIFEMBRRERFTERRRANKERY - AR RFEANE N ERBATHME
B ~ A REERULENAL o

d. B TFYIERHFIEE crds 48

crds:

shouldUpgrade: true

3. RS -
4. Ul BERRFHRRL -
f2BRZ2%E Astra Control Center

MREER S BIRA R ETEIREMR © FIsEEE R [RAstra Control Centersoff - EER
F&Astra Control CenterfllAstra Control Centeri2{E& - :BIRFHITAIEF ARG S ©

MRCHEFLREREAREE « B2 [FEEDHRAERZERE] -
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FIsEZ Al
1. "BUHEEA AR TE&EL -

2 EUNEIRFARE -

1. fiBRAstra Control Center » T5&EAr < RIRIBETER LMK  MIREEITETAERE ~ FHELHS o

kubectl delete -f astra control center.yaml -n netapp-acc

+
A&

astracontrolcenter.astra.netapp.io "astra" deleted

2. FERATYESMBR netapp-ace (X BE:Ter4) fhRZTM :

kubectl delete ns [netapp-acc or custom namespace]

S

namespace "netapp-acc" deleted

3. EFA T &< MIkRAstra Control CenterfE2 R4k TTlE -

kubectl delete -f astra control center operator deploy.yaml

+
S
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namespace/netapp-acc-operator deleted
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io deleted
role.rbac.authorization.k8s.io/acc-operator-leader-election-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
deleted

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role deleted
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-—
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding deleted

configmap/acc-operator-manager-config deleted
service/acc-operator-controller-manager-metrics-service deleted

deployment.apps/acc-operator-controller-manager deleted

SRR YRR PR S I R B
A A T RS IR A RIS TE AR IR L 2 Astra Control CenterBF i@ EFIE(AIRGRE o

fRfR L4 Astra Control CenterfE X B B EE FAVEITI2/EEPod

YNR1EENEAstra Control CenterZ BIFRBUHEIEZEE ~ o] LA A T568 < FEIMIFRNetAppEaiZan 4 2= dp
% ZERIHEIPod -

TER
1. MIFR TaccBaiE) IBFER -

kubectl delete agents acc-monitoring -n netapp-monitoring

+
S

agent.monitoring.netapp.com "acc-monitoring" deleted

2. MFRERLZER
kubectl delete ns netapp-monitoring

=+
S
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namespace "netapp-monitoring" deleted

3. HEDRBIRNEIR

kubectl get pods -n netapp-monitoring

+
S

No resources found in netapp-monitoring namespace.

4. FEREZEAERENEBR -

kubectl get crd|grep agent

KEIREEA -

agents.monitoring.netapp.com 2021-07-21T06:08:13%

o MFRBEFTEREZE (CRD) Hil :

kubectl delete crds agents.monitoring.netapp.com

AR

customresourcedefinition.apiextensions.k8s.io
"agents.monitoring.netapp.com" deleted

fRi&Z284E Astra Control CenterfE %5 Traefik CRD

ERIUF MR TraefikERERE - ERBEREZEHER « MFELEERIEETERE FHHMEARER -

1. B|HEE FLENTraefikEEEKRH

kubectl get crds |grep -E 'traefik'

E)S
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ingressroutes.traefik.containo.us 2021-06-23T23:29:117%

ingressroutetcps.traefik.containo.us 2021-06-23T23:29:11%
ingressrouteudps.traefik.containo.us 2021-06-23T23:29:127Z
middlewares.traefik.containo.us 2021-06-23T23:29:127%
middlewaretcps.traefik.containo.us 2021-06-23T23:29:12%
serverstransports.traefik.containo.us 2021-06-23T23:29:137Z
tlsoptions.traefik.containo.us 2021-06-23T23:29:13%
tlsstores.traefik.containo.us 2021-06-23T23:29:147%
traefikservices.traefik.containo.us 2021-06-23T23:29:15Z

2. MFERHRAE !

kubectl delete crd ingressroutes.traefik.containo.us
ingressroutetcps.traefik.containo.us
ingressrouteudps.traefik.containo.us middlewares.traefik.containo.us
serverstransports.traefik.containo.us tlsoptions.traefik.containo.us
tlsstores.traefik.containo.us traefikservices.traefik.containo.us
middlewaretcps.traefik.containo.us

ol

MFFAEN  F2H
* RIRR BRI

B
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{& A Astra Control Provisioner

REBFRRINE

fEF8 Astra Control Provisioner ™ &I At E = E R HEFER IR EEREREME - £
IEHEERERNZEN -

Astra Control Provisioner 1 MiE#1Z& %R Kerberos /% :

it

* * NEBEBE ONTAP * : Astra IEHIBETENZIEFEE NFSv3 F NFSv4 E4RETT Kerberos 1% ~ 1 Red
Hat OpenShift #1_Li5% Kubernetes 55| AEFERE ONTAP HifRE o

* * Azure NetApp Files * - Astra Z=HI#E BTN ZIEFEIR NFSv4.1 HAZETT Kerberos % ~ #E Lk
Kubernetes 252/ Azure NetApp Files Volume ©

ICRTLGRIT ~ MIFR ~ SAZEAR/  RER ~ 1B « MEEEERKREA LA NFS MNERHEIRE o

EFRAREPERERT ONTAP HEHEE L ET42 L Kerberos /&
ATt E R EEAEZFE ONTAP #FER IR MM EEE = LU Kerberos I ©

() AE ONTAP (#7181 NFS 7t Kerberos MEESEER ontap-nas HEBHER :

FEYaZ Bl
* B(RIEEES "B EUE Astra Control Provisioner” st B &5 F o

* SREEE A LUER tridentetl AR ¢
* BRIGEAE ONTAP FFRIEHNEIESFEE o
* F{RIGHIERE ONTAP EF R I AR E LTS o

s EREEEEEEY ONTAP #7F VM ~ LI NFS HMIEERY Kerberos % © s5 20 " EHILIF LEX
FﬁKerberos LAER{SHERAYE T ©

AEE RfEF Kerberos N AVE(R NFSv4 HEREEER B IEFERRTE o 52V T NetApp NFSv4 48Ig4HRE |
—f&1 (F 13 H) "NetApp NFSv4 a8 R{EEFEISRE" o

v el (&I ONTAP BE LR EI)

CEERRFIEEIRAN ONTAP EHEE « sREIFMELRERLD) - LIZIE ONTAP 47F VM IRHEIEER
Kerberos MNZR ~ MUK FiHs Kubernetes BEH ARYE(R] ONTAP HERER o (REIEAYEE 1 R AR B S I 2 S AO3R
BE R B B E 1B T 5 FEUEN % E FFEERR

FEEETAE
£ NFS ~ NFSv3 1 NFSv4 ZBUE 7% E 2R E B HIRA o

FEGHEE R
TR RS @ AFE K ~ BRIE Kerberos IIERN={EFRREIRAEZ— :

* * Kerberos 5* - (B&zREANNZR)
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* * Kerberos 5i* - (B4 # A RERER R EINNE)
* * Kerberos 5p* - (B #A B pEFARERNEEEINZ)

EREENFEVERAERE ONTAP EEHRAFRE o FIi0 ~ MNRFEFER Kerberos 5i #1 Kerberos 5p TNZE
B%EE NFS MR E ~ sAFR TAEEGRRE ¢

E=pid] MEETFEY SEEY | B AFEUE B EFR & FEE
UNIX B BEEA BEEA
Kerberos 5i S EE BB BERA
Kerberos 5p BEEA BEEA BEEA

SHSHTHUAE  BARRIL ONTAP B HRRIAI B RAIRA) -
R EEL A

 HE AR A

R

IR B II RS Kerberos TNZRINAERY Astra Control Provisioner #7171 im4B 58 o

RNERI(E
ETRIRTE Kerberos MMEZREFRIRERIERE « AJUER{EE = EFRRAR Kerberos MNEZ—

spec.nfsMountOptions 8% :

* spec.nfsMountOptions: sec=krb5 (BEFEFENIZE)
* spec.nfsMountOptions: sec=krb5i (B AI(REMNEEFEENNE)
* spec.nfsMountOptions: sec=krbSp (B4 5 EEFA(RERERTENNE)
HI5E—1E Kerberos [E4k - NRICTE2HFEPIEE Z1E Kerberos MMZEAR ~ IR EFERAE—(EEER -

1. EtEREL « EATEARIFFERRERER - WEIRIENEMREEIN < hivE !
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. (BRI L —(ES WP R AR RR Y 0 -
tridentctl create backend -f <backend-configuration-file>
MBPEHRIKH « RTEREEHIE © CAURT TS RRIRBER - UHHHR
tridentctl logs
WIS EESENRIE &  EEUB R Tcreates® °

BIf#EFSER
TR AR ILI#TFAER) « UER Kerberos NNZZRACE MR & o

RAREIETE
BB EFENYMHR « U BIEE = EARRERAE Kerberos 1% 2 — mountOptions 8% :
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* mountOptions: sec=krb5 (EREEEINNZE)
* mountOptions: sec=krb5i (B HAIIRERNERTENMNE)

/\?EIE_ﬂE Kerberos Euu& gu%

(TR A SR E FO B 4

B

mountOptions: sec=krbb5p (B p BAREFARERY ER R BN

RESHBEDISEZE Kerberos INEBA ~ IR EERAE

—{E#EIE - R

BRI ER M ISR RR R « AR BB -

1. {EALUTEHIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:

name: ontap-nas-sc

provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbbp

parameters:

backendType: "ontap-nas"

storagePools:

"ontapnas pool"

trident.netapp.io/nasType: "nfs"

allowVolumeExpansion: True

2. BRI fEFEER)

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. HETE BEEIIfATFLER

kubectl get sc ontap-nas-sc

TREZEEZHLU TGS :

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
AcE Volume

Bif#FRImNHETERN 2’
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f£F3 Azure NetApp Files MR & EE4R L Kerberos 1%

TRILEE E R E B E — Azure NetApp Files #771&1%5X Azure NetApp Files 77 2IRRYERER 2 HAVHF
& LB Kerberos % o

R Z Al

s BRIEEEEE M Red Hat OpenShift &5 EE{A Astra Control Provisioner ° :52E8 "Bl Astra Control
Provisioner" LU EX{S/ERA$ET ©

SAEEEALFER tridentctl ABER -

* FHARPHERLIEEPIIET « LFERIEE ZEYF Azure NetApp Files {#77&ImETT Kerberos % "Z<
X1g ‘Azure NetApp Files" ©

E&MFEF Kerberos MNZHIEST NFSv4 HEFEEEC IEFERRTE o 552 T NetApp NFSv4 43I 4HRE |
—8& (55 13 H) "NetApp NFSv4 18 EIREEFIERE"

FERVA = EXES
SR UL B S Kerberos MIZZINAERT Azure NetApp Files {#17#& Im4R48 o

RIRERI(E
E‘“L_du%ﬁﬁlﬁﬁﬁ REAEZRRIE Kerberos IZE ~ LRILUNUAER - UERHERETIIMEAISENERZ

* fERM * #FRIREL * spec.kerberos I
* [FRN - EREERER spec.storage.kerberos 1AL

ELAEEREERBRTHARR - EERMEFENPIEERRENES -
EE—TE4R ~ EAILUSE Kerberos BN =ERRERRAZ— :

* kerberos: sec=krb5 (BEFEENNZ)
* kerberos: sec=krb5i (B #ARENEFENMNE)
* kerberos: sec=krbS5p (B iABEFARENEEEINZ)

1. ETEERE L RECREEEMHAFERE (HERRERNEREERER) BOUE « €A TIEP—EHEH
BI#FRImERRES - UCIRIBHEREAIEN <> FpE -
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HFRIRE RS

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-anf-secret

EREEE RS
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apiVersion: vl
kind: Secret

metadata:

name: backend-tbc-anf-secret

type: Opaque
stringData:
clientID: <CLIENT ID>

clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig
metadata:

name: backend-tbc-anf
spec:

version: 1

storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>

tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>

servicelLevel: Standard

networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>

subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption

kerberos: sec=krbbi #can be krb5, krb5i, or krbbp

credentials:

name: backend-tbc-anf-secret

2. EREE E—ESRPEIAEREREIL R

tridentctl create backend -f <backend-configuration-file>

MRBIFRILKN - RRIRERARE -

tridentctl logs

1R

N

BIAAT THes < 2RIgMRECE: ~ UAIERRE
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A EAEENRBEZ R ~ ST UBR# Tcreatets < ©

B HIFEER
IR LB 174ER) ~ LUER Kerberos N RECBHEIEE o

1. {EALL T EHIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"

selector: "type=encryption"

2. BIREFER

kubectl create -f sample-input/storage-class-anf-sc-nfs.yaml

3. EERIUEFER

kubectl get sc anf-sc-nfs

TREZEE R TIREREL

NAME PROVISIONER AGE
anf-sc-nfs csi.trident.netapp.io 15h
ACE Volume

BifREFRInNHEFERN 2% « GIRETLECE Volume ~ F2RLUTHRA "SERMLE"

EFARERIRIE Volume Bk}

Astra Control Provisioner B¢ IREBRIBHIRIEN R (I iR EIRIR
TridentActionSnapshotRestore (TASR) CR e it CR 2 Kubernetes I ELT
8 EIEETHEBAGRERE -
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Astra Control Provisioner 21& FBYIRIRIER ontap-san » ontap-san-economy * ontap-nas > ontap-
nas-flexgroup * azure-netapp-files > gcp-cvs M ‘solidfire-san EBENFET :

ez Al
S ZEBERZAIRAY PVC AR ARY Volume RER ©

* W PVC REEA (B -

kubectl get pvc

* Bg5E Volume RIBR B EEFmMAE R HER o

kubectl get vs

1. 37 TASR CR o I EEIL AR PVC B CR pvcl # Volume Snapshot pvcl-snapshot ©

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
name: this-doesnt-matter
namespace: trident
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot

2. £ CR URRBER o LLEBHRRBER pvcl o

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/this-doesnt-matter
created

lldu:%
Astra Control Provisioner @1 RIRIZRE R o KR LERFIRIBERAREE o
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kubectl get tasr -o yaml

apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: this-doesnt-matter
namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:34z2"
completionTime: "2023-04-14T00:20:372"
state: Succeeded

kind: List

metadata:

resourceVersion:

* EARZEIERT « Astra Control Provisioner A E1E5 £ MIERF B ENE R (EE - BEEBXRH
@ ITUEEZE

* FABEESEFIVERD Kubernetes EMAEFIAEXRESEIESRER « FEEHEARER
=PRI TASRCR ©

f£F3 SnapMirror B E

f#H Astra Control Provisioner ~ {8RIAE—EFE LR RKEHEEMBHEEZE FRER
MR & 2 BESEARR ~ MUEEEERLEETKEINGE - Sl lERAGENETER
EZ (CRD) ZFKHITFHIIEE !

s EITHRE 2 BEIRViRSIRA% (PVCS)

* BBrRHRE 2 BIRVERSIRAZ

* FhErTRETREAR

* EXKEIER (RiERE) HABIRARE Volume

c IEEM AR EDBEER « BEAREA N EEEEREE RS
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ERITRIRM
TEIERBIAZ Al ~ SEREERT & TRUSTRIRN -

#E ONTAP

* * Astra Control Provisioner* . Astra Control Provisioner fZs 23.10 SRR Zs ~ 8% "2 3EHI Astra Trident"
FKIREEF BB Kubernetes &S BRIFFIFTE ~ MiAF ONTAP fEAZBIRER o

<+ B EREEHEEELEE ONTAP SnapMirror JER 51BN ERBHESRRIE K04 ONTAP H8E LBY
F3 o 5528 "SnapMirrorfZ I ZLONTAP" UBUSE S EH o
SRR
* RIS SUM® 1 BH ONTAP RTEREMEIBETHSRID « SR LMV ZHIE UNSES
& -
()  ®EmiE ONTAP &2 I ERIARERI SVM LIBRIE—H o

* Astra Control Provisioner #1 SVM : $t1&/izin SVM BRI B AYthZE & _ERY Astra Control Provisioner
fEFE
SIEMIERENTZ T
* ONTAP NAS 1 ONTAP SAN EEEN2304E Volume # % o

1855 PVC
RIS « WEA CRD BAETENREHIE > AR HIRIF o

1. 7£3 Kubernetes =5 F#{T FHISER :

a. {EFEEIL StorageClass ¥ trident . .netapp.io/replication: true B o
#451

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: csi-nas
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
fsType: "nfs"
trident.netapp.io/replication: "true"

b. {FEFSAIEILA StorageClass E1iL PVC o
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vl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

C. {FERAZASHE 2L MirrorRelationship CR °

gl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas

Astra Control Provisioner B IEEN A EMFMIEE BRifVE R (RE (DP ) AKR& -« ABIEEA
MirrorRelationship FIAKEEHEL o
d. BY48 TridentMirrorRelationship CR IEX{S PVC BIAZRLFEF SVM o

kubectl get tmr csi-nas
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kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

generation: 1
spec:

state: promoted

volumeMappings:

- localPVCName: csi-nas
status:

conditions:

- state: promoted

localVolumeHandle:

"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”

localPVCName: csi-nas

observedGeneration: 1

2. 7% Kubernetes =& FHITFFIFEE ¢

a. {#H trident.netapp.io/replication: true 28217 StorageClass °©

gl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas

provisioner: csi.trident.netapp.io

parameters:

trident.netapp.io/replication:

b. {55 B AN AGRE L MirrorRelationship CR ©

gl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas

remoteVolumeHandle:

"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”
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Astra Control Provisioner #{#EF & ERRAARRAI%TE (3 ONTAP BITERZ % #8) 323 SnapMirror
% ~ MASEANIBIE o

C. {ERAIEEILAY StorageClass 1L PVC ~ fEARE ( SnapMirror BHIi) o
)

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

Astra Control Provisioner 1% TridentMirrorRelationship CRD  ¥1SRBMARTETE ~ B XL
Volume ° YNR7FTEETER{% « Astra Control Provisioner #GFERETH FlexVol FARE R i & 71 £
MirrorRelationship FREE&RVIRHG SVM HEH SVM E o

Volume £ EAREE

Trident Mirror Relationship (TMR) 2—7%& CRD ~ X% PVC ZEERRFZN—in - By TMR BEHREE
B]£5%0 Astra Control Provisioner FREERIARAS o B AU TMR & TN3IAREE :

* I A PVC ZRGTRARRIBRIM Volume ~ BEHBIRAE o
* PR D2 PVC R RJER BRI - BRIERSIRG o
© * BT ¢ 1 A PVC BRERSIRARRIEAIM Volume ~ SeRTHEBIZERSIRAR o

- R EWHERERORRRE A EERNE  UABEERERRIORE - EATEEREWHHEE

° MNRHEIRE SRR ARREILRF « RIEMBILARER RN

EIEstE M AR EHAR AR KRE PVC
7ER Kubernetes =5 E#1T FFIZFER

* ¥ TridentMirrorRelationship B spec.state LB HZE promoted ©

ERENBER BRI ARRE PVC
R EEAREE (B8) B T TS RRARRE PVC
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FTER
1. EXE Kubernetes #5  « 17 PVC RIRE « W FIRBEITITTR o
2. 7EXE Kubernetes #&£ F « 17 Snapshotinfo CR AV RN ZFF4RE L} o

gl

kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
snapshot-name: csi-nas-snapshot

3. ERE Kubernetes #£ F + #& TridentMirrorRelationationship _ CR BY _spec.state {RIE % updated
spec.promotedSnapshotHandle B2 IREBRINZRZTE o

4. 7ERE Kubernetes #& I « FEIEFA4RH TridentMirrorRelationship #K8& ( STATUS.STATUS ##fiI) o

EREBERERRESRG
ERFSIRIGR A  AOREERANEIEN & o

1. 7R E Kubernetes &5 I - B{REE# TridentMirrorRelationship _E spec.remoteVolumeHandle {89
Eo

2. ffRE Kubernetes #£ I - # TridentMirrorRelationship B _spec.mirror i # = reestablished °

Hh{EzE
Astra Control Provisioner 2151 F EM X EHIEE 31T FIIEZE ¢

BEE PVC ERFFARE PVC
HRCEEHEAETE PVC HIREPVC ©

HER
1. REBIUMRE (Byh) 2ZEMIER PersistentVolume Claim #1 TridentMirrorRelationship CRD ©
2. {1 (FR) #FEEMIER TridentMirrorRelationship CRD °

3 EXE (KR) HE LB TridentMirrorRelationship CRD ~ MARGEEIIMNHXE (BHt)
PVC o

BEHES - TBRRE PVC HIAN

PVC BJIUEERFRB A/ « MRELEBABAIA/ « ONTAP E BEHEFER BRI flevxols ©
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#t PVC #iR1ES
EEBRES « AERMNXEHMEE ERIT T Eh—IaEE

* MR ZE PVC LK MirrorRelationship © & & EEERE{% o
* & ~ 1 spec.state I EHZ updated ©

k& PVC (ScriEifsd)
Astra Control Provisioner €& #E S M PVCS ~ M ERMIRHIEE 21 tBRES /% -

filpz TMR

7EEESIRAR MY —AIMIER TMR &2 EER TMR 7£ Astra Control Provisioner SeRillf& Z BIEHAZE F+ BHEE o U0
REWMEMPRIY TMR BEER _ FH4k _ K58 « AURBIRBNRSIRAE - TMR 2%k - Astra Control
Provisioner Ei§ 75t PVC H#k#% _ReadWrite o LERIBREFEETE ONTAP ¥ AR EREL SnapMirror
':Pilgﬁji tﬂlgflttﬁzzﬁﬁl:?’_ EAREHRSIRAGER « BIFERIIIVIESIRAAE - T BEFEREAESR _ B W
EBEE T TMR o

= ONTAP E45HF « s E ISR

B IRARARZE ~ AT LMERTER T o KR LAER state: promoted B state: reestablished BT
RABE AR o

18 B 893 Volume F+4k%&—R% ReadWrite Volume B ~ f&RI LA promotedSnapshotHandle 2RISEFFEIRER
BRI Volume BRZE o

E ONTAP B4R RFE#TiR81RE{1%

& B IAfEEA CRD ZK#11T SnapMirror BB ~ M#EE Astra Control E1ZEARE ONTAP £ - F52B T
TridentActionMirrorUpdate &5BIH& R :

Ll

apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-b

spec:
snapshotHandle: "pvc-1234/snapshot-1234"
tridentMirrorRelationshipName: mirror-b

status.state B TridentActionMirrorUpdate CRD FIAREE o« ©RILUEXE sued - in progress % Failed #J
=
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F¥|FHAstra Control REST APIEIRB&11L
{EFHAstra Control REST APIEIRBE#L

Astra ControlBREST API| ~» rI:EXERARERNEB S HIEN (FIUICurl) EHiz{FEAstra
ControlZhFE o &t r] LUERAnsible 1 E th BE#CHE Tk E1EAstra ControlZfE ©

EERTEREEKubernetesfEATZR, ~ aLU{FEHAstra Control Center UlE{Astra Control API ©

EERABRE  BAIE "AstraBENESCH" o
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