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spec.nfsMountOptions 8% :

* spec.nfsMountOptions: sec=krb5 (BEFEFENIZE)
* spec.nfsMountOptions: sec=krb5i (B AI(REMNEEFEENNE)
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H$5E—1E Kerberos [E4R - NRICTE2HFEPIEE Z1E Kerberos MMEZEAR ~ IR EFERAE—(EEER -

1. EtEREL « EATEARIFFERRERER - WEIRIENEMREEIN < hivE !


https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html

apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. (BRI L —(ES WP R AR RR Y 0 -
tridentctl create backend -f <backend-configuration-file>
MBPEHRIKH « RTEREEHIE © CAURT TS RRIRBER - UHHHR
tridentctl logs
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* mountOptions: sec=krb5 (EREEEINNZE)
* mountOptions: sec=krb5i (B HAIIRERNERTENMNE)
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1. {EALLTEHIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:

name: ontap-nas-sc

provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbbp

parameters:

backendType: "ontap-nas"

storagePools:

"ontapnas pool"

trident.netapp.io/nasType: "nfs"

allowVolumeExpansion: True

2. BRI fEFEER)

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. HETE BEEIIfATFLER

kubectl get sc ontap-nas-sc

TREZEEZHLU TGS :

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
AcE Volume
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-anf-secret

EREEE RS



apiVersion: vl
kind:

metadata:

Secret

name:
type:
stringData:
clientID:
clientSecret:

Opaque

<CLIENT ID>

apiVersion:
kind:
metadata:

backend-tbc-anf

TridentBackendConfig

name:
spec:
1

storageDriverName:

version:

subscriptionID:
tenantID: <TENANT ID>
location:
servicelevel: Standard

networkFeatures:

Standard

backend-tbc-anf-secret

<CLIENT SECRET>

trident.netapp.io/vl

azure-netapp-files
<SUBSCRIPTION ID>

<AZURE_REGION LOCATION>

capacityPools: <CAPACITY POOL>

resourceGroups:

netappAccounts:

virtualNetwork:

<SUBNET>
nfs

subnet:
nasType:
storage:
labels:
type:
kerberos:

encryption

credentials:

name:

7R

2. {5

sec=krb5i #can be krbb5,

<RESOURCE_GROUP>
<NETAPP ACCOUNT>
<VIRTUAL NETWORK>

krb5i, or krbbp

backend-tbc-anf-secret

EHEE—EP PRI AERRERBEII R |

tridentctl create backend -f <backend-configuration-file>

MRBIFRILKN - RRIRERARE -

tridentctl logs
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1. {EALUTEHIZIL StorageClass Kubernetes #15 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"

selector: "type=encryption"

2. BIREFER

kubectl create -f sample-input/storage-class-anf-sc-nfs.yaml

3. EERIUEFER

kubectl get sc anf-sc-nfs

TREZEE R TIREREL

NAME PROVISIONER AGE
anf-sc-nfs csi.trident.netapp.io 15h
ACE Volume

BifREFRInNHEFERN 2% « GIRETLECE Volume ~ F2RLUTHRA "SERMLE"

EFARERIRIE Volume Bk}
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Astra Control Provisioner 21& FBYIRIRIER ontap-san » ontap-san-economy * ontap-nas > ontap-
nas-flexgroup * azure-netapp-files > gcp-cvs M ‘solidfire-san EBENFET :

ez Al
S ZEBERZAIRAY PVC AT ARY Volume RER ©

* W PVC REEA (B -

kubectl get pvc

* Bg5E Volume RIBR B EEFmMAE R HER o

kubectl get vs

1. 37 TASR CR o I EEIL AR PVC B CR pvcl # Volume Snapshot pvcl-snapshot ©

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
name: this-doesnt-matter
namespace: trident
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot

2. £ CR URRBER o LLEBHRRBER pvcl o

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/this-doesnt-matter
created

lldu:%
Astra Control Provisioner @1 RIRIZRE R o KR LERFIRIBERAREE o



kubectl get tasr -o yaml

apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: this-doesnt-matter
namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:34z2"
completionTime: "2023-04-14T00:20:372"
state: Succeeded

kind: List

metadata:

resourceVersion:

* EARZEIERT « Astra Control Provisioner A E1E5 £ MIERF B ENE R (EE - BEEBXRH
@ ITUEEZE

* FABEESEFIVERD Kubernetes EMAEFIAEXRESEIESRER « FEEHEARER
=PRI TASRCR ©

f£F3 SnapMirror B E

f#H Astra Control Provisioner ~ {8RIAE—EFE LR RKEHEEMBHEEZE FRER
MR & 2 BESEARR ~ MUEEEERLEETKEINGE - Sl lERAGENETER
EZ (CRD) ZFKHITFHIEE !

s EITHRE 2 BEIRiRSIRA%E (PVCS)

* BBrRHRE 2 BIRVEREIRAZ

* FhErRET R AR

* BB R (RiERE) HABIRARE Volume

c IEEM AR ED BEER - BEAREA N EEEIEREE RS
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FKIREEF BB Kubernetes &S BRIFFIFTE ~ MiAF ONTAP fEAZBIRER o

<+ B EREEHEEELEE ONTAP SnapMirror JER 51BN ERBHESRRIE K04 ONTAP H8E LBY
F3 o 5528 "SnapMirrorfZ I ZLONTAP" UBUSE S EH o
SRR
* RIS SUM* 1 EH ONTAP RTERIEMEIRETHERID « SR LMV ZHIE UNSES
& -
()  ®EmiE ONTAP &2 I ERIARERI SVM LIBRIE—H o

* Astra Control Provisioner #1 SVM : $t1&/izin SVM BRI B AYthZE & _ERY Astra Control Provisioner
fEFE
SIEMIERENTZ T
* ONTAP NAS 1 ONTAP SAN EEEN2304E Volume # % o

1855 PVC
RIS « WEA CRD BAETENREHIE > AR HIRIF o

1. 7£3 Kubernetes =5 F#{T FHISER :

a. {EFAEIL StorageClass ¥ trident . .netapp.io/replication: true 8% o
#451

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: csi-nas
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
fsType: "nfs"
trident.netapp.io/replication: "true"

b. {FEFSAIEILA StorageClass E1iL PVC o

11


https://docs.netapp.com/zh-tw/astra-control-center/get-started/requirements.html
https://docs.netapp.com/zh-tw/astra-control-center/get-started/requirements.html
https://docs.netapp.com/zh-tw/astra-control-center/get-started/requirements.html
https://docs.netapp.com/zh-tw/astra-control-center/get-started/requirements.html
https://docs.netapp.com/zh-tw/astra-control-center/get-started/requirements.html
https://docs.netapp.com/zh-tw/astra-control-center/get-started/requirements.html
https://docs.netapp.com/zh-tw/astra-control-center/get-started/requirements.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/index.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/index.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/index.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/index.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/index.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/index.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/index.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/index.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/index.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/index.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/index.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/index.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/index.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/index.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/index.html

vl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

C. {FERAZASHE 2L MirrorRelationship CR °

gl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas

Astra Control Provisioner @HEEEIRER B BN IRE B eIl ERRE (DP) #KRE ~ REIEA
MirrorRelationship FIAKEEHEL o

d. BY48 TridentMirrorRelationship CR IEX{S PVC BIAZRLFEF SVM o

kubectl get tmr csi-nas



kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”
localPVCName: csi-nas

observedGeneration: 1

2. 3R Kubernetes =& FBIT 5P
a. {#H trident.netapp.io/replication: true 28#217 StorageClass °©

gl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

b. {55 B AN AGRE L MirrorRelationship CR ©

gl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”



Astra Control Provisioner #{#EF & ERRAARRAI%TE (3 ONTAP BITERZ % #8) 323 SnapMirror
% ~ MASEANIBIE o

C. {ERAIEEILAY StorageClass 1L PVC ~ fEARE ( SnapMirror BHIi) o
)

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

Astra Control Provisioner 1% TridentMirrorRelationship CRD  ¥1SRBMARTETE ~ B XL
Volume ° YNR7FTEETER{% « Astra Control Provisioner #GFERETH FlexVol FARE R i & 71 £
MirrorRelationship FREE&RVIRHG SVM HEH SVM E o

Volume £ EAREE

Trident Mirror Relationship (TMR) 2—7%& CRD - X% PVC ZEERRFZN—inm - By TMR BEHREE
B]£5%0 Astra Control Provisioner FREERIARAS o B AU TMR & TN3IAREE :

* I A PVC ZRGTRARRIBRIM Volume ~ BEHBIRAE o
* PR D2 PVC R RJER BRI - BRIERSIRG o
© * BT ¢ 1 A PVC BRERSIRARRIEAIM Volume ~ SeRTHEBIZERSIRAR o

- R EWHERERORRRE A EERNE  UABEERERRIORE - EATEEREWHHEE

° MNRHEIRE SRR ARREILRF « RIEMBILARER RN

EIEstE M AR EHAR AR KRE PVC
7ER Kubernetes =5 E#1T FFIZFER

* ¥ TridentMirrorRelationship B spec.state LB HZE promoted ©

ERENBER BRI ARRE PVC
R EEAREE (B8) B T TS RRARRE PVC
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FTER
1. EXE Kubernetes #5  « 17 PVC RIRE « W FIRBEITITTR o
2. 7EXE Kubernetes #&£ F « 17 Snapshotinfo CR AV RN ZFF4RE L} o

gl

kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
snapshot-name: csi-nas-snapshot

3. ERE Kubernetes #£ F + #& TridentMirrorRelationationship _ CR BY _spec.state {RIE % updated
spec.promotedSnapshotHandle B2 IREBRINZRZTE o

4. 7ERE Kubernetes #& I+ « FEIEFA4RH TridentMirrorRelationship #K8& ( STATUS.STATUS #fiI) o

EREBERERRESRG
ERFSIRIGR A  AOREERANEIEN & o

1. 7R E Kubernetes &5 I - B{REE# TridentMirrorRelationship _E spec.remoteVolumeHandle {89
Eo

2. ffRE Kubernetes #£ I - # TridentMirrorRelationship B _spec.mirror i # = reestablished °

Hh{EzE
Astra Control Provisioner 2151 F EM X EHIEE 31T FIIEZE ¢

BEE PVC ERFFARE PVC
HRCEEHEAETE PVC HIREPVC ©

HER
1. REBIUMRE (Byh) 2ZEMIER PersistentVolume Claim #1 TridentMirrorRelationship CRD ©
2. {1 (FR) #FEEMIER TridentMirrorRelationship CRD °

3 EXE (KR) HE LB TridentMirrorRelationship CRD ~ MARGEEIIMNHXE (BHt)
PVC o

BEHES - TBRRE PVC HIAN

PVC BJIUEERFRB A/ « MRELEBABAIA/ « ONTAP E BEHEFER BRI flevxols ©
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#t PVC #iR1ES
EEBRES « AERMNXEHMEE ERIT T Eh—IaEE

* MR ZE PVC LK MirrorRelationship © & & EEERE{% o
* & ~ 1 spec.state I EHZ updated ©

k& PVC (ScriEifsd)
Astra Control Provisioner €& #E S M PVCS ~ M ERMIRHIEE 21 tBRES /% -

filpz TMR

EEESTRIAR—AIMIFE TMR €& 2 HEER TMR 7E Astra Control Provisioner SERiMHF& Z BIEHAZE F+ BARAE o U0
RIEINEMIIREY TMR BERHS _ FH4k _ ARRE ~ BRBIRAESREE - TMR &bk - Astra Control
Provisioner Ei§ 75t PVC A#k# _ReadWrite o LERIBREFEETE ONTAP ¥ AR EREL SnapMirror
':Pilgﬁji tﬂlgflttﬁzzﬁﬁl:?’_ ERKRESERFEPER - MERIFHNENEREE - X EFHER B Wi
EBER T TMR o

= ONTAP E4FHF « s E =S EER

B IRARARZE ~ AT LB ER T o KR LUAER state: promoted B state: reestablished BT
RABE AR o

18 B 893 Volume F+4k%&—R% ReadWrite Volume B ~ f&RI LA promotedSnapshotHandle 2RISEFFEIRER
BRI Volume BRZE o

E ONTAP B4R RFE#TiR81RE{1%

& B IAfEEA CRD ZK#11T SnapMirror BB ~ M#EE Astra Control E1ZEARE ONTAP £ - F52B T
TridentActionMirrorUpdate &5BIH& R :

Ll

apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-b

spec:
snapshotHandle: "pvc-1234/snapshot-1234"
tridentMirrorRelationshipName: mirror-b

status.state B TridentActionMirrorUpdate CRD FIAREE o« ©RILUEXE sued - in progress % Failed #J
=
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