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@ B UTEARFZFEH{EE Podman MIE Docker ZR#1TA4 © MIREFEAME Windows 18
1% « #ZEA PowerShell o

1. 77EY NetApp Astra Control SR8 :
a. & A Astra Control Service Web Ul ~ A ENEEA LANET ©
b. JEiZ* APITZEY" o
C. M MERMRA ID o
d. WE—EEEN * EE AP L~ ~ R%EHE API AT RIERFIZIRGE W HAEFEERESRT ©
e. FRIRIFNAEE A Astra Control B :

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

crane auth login cr.astra.netapp.io -u <account-id> -p <api-
token>

2 (RETEN HRETISREREBELDTEE  MRORERBY  HEEHH Tident TH
FHR T o

a. (& sEPhiH Astra Control Provisioner BR % :

@ Fr B BRE A IR ZETF & ~ MEES IR RGN EABRN TS ~ HIa0
Linux AMD64 °

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0
--platform <cluster platform>

gh -

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0 --platform
linux/amd64

a. Rk

docker tag cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0

b. RREHEXEBFTE SR



docker push <my custom registry>/trident-acp:24.02.0

&I LAER Crane 8 4REXE1T 75! Docker 87 < :
(:) crane copy cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0

NetApp ZiE4FL

1. "F&{ Astra Control Provisioner Eff (trident-acp- [version].tar) £ "Astra Control Center &
FHEM" °

2. (3E%B7A3%ERM) T# Astra Control Center (Astra #EIchi0y) MEZEBERZEHN (Astra #ZHH0 -
certs-[version].tar.gz ) ~ LAEREE Trident -ACP-[version] tar EFBI% % o

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenterDockerImages-
public.pub -signature certs/trident-acp-[version].tar.sig trident-
acp-[version].tar

3. & A Astra Control Provisioner B4 :
docker load < trident-acp-24.02.0.tar
[EIFE :
Loaded image: trident-acp:24.02.0-linux-amd6c4
4. 1REERA

docker tag trident-acp:24.02.0-1linux-amdc4
<my custom registry>/trident-acp:24.02.0

O RIREHIXEBEFIE R

docker push <my custom registry>/trident-acp:24.02.0
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1. "R & Astra Trident Z4Ef2 UG HL AR ERAR" ©
2. MRS R ZLEE Astra Trident ~ SENRYA Astra Trident SPBFRIFEE T B TP R :
a BIUEPRHEKA:

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.y
aml

b. 3237 Trident 55 ZEM] (kubectl create namespace trident) SUFEEY Trident SR ZEREMIAA
fF7E (kubectl get all -n trident) ° WIRERFREHHZEM ~ AEMEIL o

3. #& Astra Trident 3% 24.02.0 :

@ HIHIT Kubernetes 1.24 S{E R hRAHEE ~ 5518/ bundle_pre 1 25.yaml ° ¥
#1717 Kubernetes 1.25 SREMTARASHIESE ~ 35 bundle post 1 25.yaml®

kubectl -n trident apply -f trident-installer/deploy/<bundle-
name.yaml>

4. FEE Astra Trident IETEET :

kubectl get torc -n trident

[EIFE :

NAME AGE
trident 21m

S. [[Pull #% | MMREEFEREZINER « SBEIUMZBIRALL Astra Control Provisioner BR{& :

kubectl create secret docker-registry <secret name> -n trident
--docker-server=<my custom registry> --docker-username=<username>
--docker-password=<token>

6. #45%5 TridentOrchestrator CR 1T F54RES

kubectl edit torc trident -n trident
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a. % Astra Trident BRREZE HETEERAIE ~ T Astra Control E#EHHIH (tridentImage:

<my_custom_registry>/trident:24.02.0Eﬁtridentlmage:
netapp/trident:24.02.0) ©

b. EF8 Astra Control Provisioner (enableACP: true) ©

C. FE Astra Control Provisioner BRMGRIBFTEER{IIE « SL1E Astra Control B &I ARG
(acpImage: <my_custom_registry>/trident—acp:24.02.0EZacpImage:
cr.astra.netapp.io/astra/trident-acp:24.02.0) ©

d. MREBET TEIUHWE EAEFHENED « ERIUTEIRE (imagePullSecrets: -
<secret name>) °AERATTEEAIPERPEINIERLBEIELE

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
tridentImage: <registry>/trident:24.02.0
enableACP: true
acpImage: <registry>/trident-acp:24.02.0
imagePullSecrets:
- <secret name>

7. FELERESR - BEEFRHEEIFE -
8. HRNBRIIERT - BENELE -

kubectl get all -n trident

@ Kubernetess= P R FEE*—(EEH FHITERE* o 35708 1L Astra Trident EH FHIZE
ERE o

9. B#58 trident-acp AESEEHIT acpversion @ 24.02.0 AREEZ Installed :

kubectl get torc -o yaml

[E1FE :



status:
acpVersion: 24.02.0
currentInstallationParams:

acpImage: <registry>/trident-acp:24.02.0
enableACP: "true"

status: Installed

s Fe
1. "F&{ Astra Trident ZEEF2 TS ELARBRLE" o
2. "MNRIEHIRAH Astra Trident ~ FREEREHTHEE HRGRRE" o

3. 7EEKH Astra Control Provisioner Y& ~ %24 Astra Trident (-—enable-acp=true)

./tridentctl -n trident install --enable-acp=true --acp

-image=mycustomregistry/trident-acp:24.02

4. ¥EET Astra Control Provisioner BRI :

./tridentctl -n trident version

[E1FE :
oo oo oo + | SERVER VERSION |
CLIENT VERSION | ACP VERSION | +-—--——--——-—————- oo
Fommmmm - + | 24.02.0 | 24.02.0 | 24.02.0. | +-————————————————
fomm e fom e +
£t

1. INREE L Astra Trident 23.07.1 SERRRA « 2GR EME it o
2. 1R Kubernetes EEMIT 1.24 HERHRZA ~ 5MIFR PSP

kubectl delete psp tridentoperatorpod

3. ¥fi%Astra Trident Helmf577E :
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helm repo add netapp-trident https://netapp.github.io/trident-helm-

chart

4. B Helm B :

helm repo update netapp-trident

[E]FE :

Hang tight while we grab the latest from your chart repositories...
...Successfully got an update from the "netapp-trident" chart

repository
Update Complete. [lHappy Helming![]

°. FIHFA

./tridentctl images -n trident

[EIFE

| v1.28.0 | netapp/trident:24.02.0]
| | docker.io/netapp/trident-autosupport:24.02|

| | registry.k8s.

provisioner:v4.0.0|

| | registry.k8s.

attacher:v4.5.0|

| | registry.k8s.

resizer:v1.9.3|

| | registry.k8s.

snapshotter:v6.3.3|

| | registry.k8s.

registrar:v2.10.0 |

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-node-driver-

| | netapp/trident-operator:24.02.0 (optional)

6. FE{% Trident ¥2{EE 24.02.0 A]FH :

helm search repo netapp-trident/trident-operator --versions

[E1FE :



NAME CHART VERSION APP VERSION
DESCRIPTION

netapp-trident/trident-operator 100.2402.0 24.02.0 A

filll3
F

7. f£F helm install ABHITFIIEHP—EEE - HPEIE
° BREBAIEMLTE
° Astra Trident HrZs
° Astra Control Provisioner B{& Y4478
© AR ERNRIEE

© (BR) AHEHRRE - IREEANIRAEES "Trident E&" ATMUR —EZ BN ERE S
&~ (EFFABYSCSIMRERA RN E—EE ST ©

° Trident fp& 2R

B

=
N

* RBEEHRRIR G

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=cr.astra.netapp.io/astra/trident-acp:24.02.0
--set enableACP=true --set operatorImage=netapp/trident-
operator:24.02.0 --set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

* —ESZEEEFHIR A

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=<your-registry>:<acp image> --set
enableACP=true --set imageRegistry=<your-registry>/sig-storage --set
operatorImage=netapp/trident-operator:24.02.0 —--set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

CAILUERA helm list AEBRREFAER « HINNRHE - spRZERM ~ B « ARG -~ EAREINARE ~
EETHRAE ©

WRIGTEFER Helm ZBE Trident BRAEEMERIIRE ~ BT < U2 R ZEE Astra Trident

./tridentctl uninstall -n trident

* 3B * "STE k% Astra Trident B F FERH" EES B X B Astra Control Provisioner Z 7 ~ sB7tid H{EAS
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FRPRZ A —EB ) o

+
=

Astra Control Provisioner THEEEEUE ~ ] LAERERIE R FrEIThRZ<BIIHEE o

({23 Astra Control Center /%) Z24E Astra Control Provisioner 22 1% ~ 7£ Astra Control Center Ul A
HHEHEEANEERZET ACP version MIE Trident version WO BRIZEERIRRASSERE ©

A\~ CLUSTER STATUS

() Available
Version Managed Kube-system namespace UID ACP Version
v1.24.9+rke2r2 2024/03/1517:32 UTC ®
Private route identifier Cloud instance Default bucket
.. ® private # astra-bucket1 (inherited)

Overview Namespaces Storage Activity

LESEZEN
* "Astra Trident &k >C{4"

£ Astra Control BIRIEMIFEE IR

EmERE A ~ BRBAERTS TR o HEZIITEREE - URREECE
HIFHTIE E Astra Control Center ~ MitREFEE I kubeconfig REA® ©

Astra Control Al:ECIRIFEHIRIEFRLT ~ FZHBTERE (CR) X Kribeconfig EIEHIZEE ©
RS Z Al
CPIEIRIBAAMGE L EHIRIERS "EEIRIR TR K" AR Astra Control Center ©

) %JJTEIVFEﬁEE * R RELFER A EAAEERTRISEINEET « Pod AILERRHFREE

* [[enable - psa]]*Enable PSA restrictions * : fIRFBE BRI Pod Z25F A58 ( Kubernetes 1.25 R EH#T
EERZE)  BISHZERNA PSA ﬁL@ﬁ%ﬁFﬂE’\JBE%U :

° netapp-acc-operator Bz -

kubectl label --overwrite ns netapp-acc-operator pod-
security.kubernetes.io/enforce=privileged

o

netapp monitoring ARFAZER !
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kubectl label --overwrite ns netapp-monitoring pod-
security.kubernetes.io/enforce=privileged

(&) 058 | BREEAXERISERSE R R LRENIRDENEBRERE REREID « FHefE

FBAstra Control Center?R & 15 KiZRFEAFZTZLONTAP ONTAP ONTAP ©

Eflexf2an L FFHIT FFIELONTAP

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* * KUKUBeconfig sEE#HEER * | BLEEREZEAH KUBeconfig BIEMERAIENEEFTRET ©

° * 3% kubeconfig BI7FEX * : &R LAFFER "FEELFEEE kubeconfig" BB "G B L EERAREITERE" ©

° *55.:3?“1‘& EIEE* ( MRECEFEASENERERMEEN (CA) B kubeconfig #EZERFTILHLE
ATEFPHTIE T —1T cluster kubeconfig #2Z2HY—Ef o 5 F]:E Astra Control FTISEEE :

insecure-skip-tls-verify: true

° *{#fRRancher * : 7Z£RancheriRIEHEIRERAENEER « FB7ERancherifBIKusbeconfighgZZ &L
ﬁﬁ&“ﬁ%%ﬂ’ﬁﬁﬁﬁl@ M REZEHImAAmMmIERancher APHERRZZAIE o YL RIA Rancher APIfa]
ARESVEH ~ WELZRAABE ©

* * Astra Control Provisioner 83K * © {EFEZ#ER IEHEERER Astra Control B/RECETZT, ~ B H Astra

Trident Joff ~ REIEHELE
o * 1% Astra Trident IRIBZER * | E L4 FH4Rk Astra Control Provisioner Z B ~ sa1&RE "2 2 AYATIH

AT

Bin K ERAERR" o

° * B A Astra Control Provisioner IHaE * : s&FUiEZ 224 Astra Trident 23.10 S EFTARAIL B "Astra
Control Provisioner & {ETZINAE" o ?_é,%aHﬁZIKEF' !Zl]% Astra Control BJRECEZTVARENA - Astra
Control AR $& Astra Trident o

o * REMERE | BONBEE—EHFERIF "7 Astra Trident PEEE" EEE L o

° * RIEMEFER * | ELOUBER—E#FER 7T Astra Trident FE2E" TR E L - IREREFERHTF
85l ~ FHRECEAATAREN * £ * #7745 -

° * 257 Volume Snapshot ?’“%‘J%%jtﬁt Volume Snapshot $85!] * : "ZZE Volume Snapshot #l258" LA
@T‘Astra Control PRI HRER o "121" E/D—1@ volumeSnapshotClass {# Astra Trident ©

BRRE

HITTIIERIRE  IRIEHEE B ERITFIIE E AstralZhHil) o

TR

1. FIERISIETE#ITHY Astra Trident RRZK :
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kubectl get tridentversion -n trident

UNR Astra Trident 777F ~ G FEELITYIMNESL ¢

NAME VERSION
trident 24.02.0

R Astra Trident R1EE ~ EEHFFHELITYEL :

error: the server doesn't have a resource type "tridentversions"

2. YT RHEP—IF .
° NRIEHMITHIZ Astra Trident 23.01 HERRRAS

A AELIEE "SRR 7EFH4RZE Astra Control

Provisioner Z Fij ~ FoHHAREEFTRRZSHY Astra Trldent o AL "HIITEIZEFHAR" tl[l%,u\EI'J Astra Trident

IR 24.02 IRHIM{ERRZSTRE A ~ BIlZ Astra Control Provisioner 24.02 o 540 ~
Trident 23.04 F4R = Astra Control Provisioner 24.02 ©

° MNRITHITHIZ Astra Trident 23.10 I EHTHRZA ~ 55552 Astra Control Provisioner B58A% "E A"
o Astra Control Provisioner #E7£35HC 23.10 ZHiIBY Astra Control Center HrZs{E 8
Control Provisioner" Bt E B IS EHRUFENERFIIHER Astra Control Center hRZSHE[F] ©

3. FB{RFrE Pod (83#E trident-acp) IEEHIT:

kubectl get pods -n trident

n_«\ E.”’/(E?%’fté Astra

"F+4k Astra

4. HErfRIFEER RS A B Astra Trident BEENTET, - EHEIETNATBES csi.trident.netapp.io © 55

2R TS8R :

kubectl get sc

[EIFEEE A -

NAME PROVISIONER

VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) csi.trident.netapp.io

true 5d23h

B EEAtELLHE

$HEH kubeconfig EIRRVEEE  KRILUEIZE M % Astra Control Center BuH PRIERSIETEREIEEA
& o 52 Astra Control Center RENMERRF » AAKER Kribeconfig sRE AN —ED "L4EF2F" ©

RECLATIMPOLICY

Immediate
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MR TINE—BERBERRERIRIR ~ AEF A HENEEILERIRY Kubleconfig :

s [CREERGIEEIEEER Astra Control R

s ERZERNBEE - AR TR EMNTER Astra Control Kbeconfig «~ 2 BB E—ABSHZEA
& BEEELNIRIEREE

Az Al
TR EFTRZA  FRECEEENZE/ABTIIER

* BLHEKECV1.23H FH# R4
* F]AAstra Control Center RZEV G EFIE R BIEEE

()  #itiEss « CRBESBKECBECVLEZE# TAstra Control Centerfly# o

* EREEEEERREEFRTRABHEEREAFKECBEConfig

FTER
1. BILARFEIRE -
a. #3747 lastracontilt-service-account.yaml) HIRRFEIREFEZE o

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

b. ERMRFFIRF :

kubectl apply -f astracontrol-service-account.yaml

2. %EH Astra Control EEENEERT AR EHHERMNTIREABZ— !
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BREMWEEAR
ItAEEE Astra Control BIREEFFRIRERER :

a. J237 CclusterRole fflfl ~ astra-admin-account.yaml °

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

N T |

resources:
= T x 1
verbs:

- get

- list

- Create

- patch

# Delete Resources
# Necessary for in-place restore and AppMirror failover
- apiGroups:
- apps
- autoscaling
- batch
- crd.projectcalico.org
- extensions
- networking.k8s.io
- policy
- rbac.authorization.k8s.io
- snapshot.storage.k8s.io
- trident.netapp.io
resources:
- configmaps
- cronjobs
- daemonsets
- deployments
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- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

- secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
mnmn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources

apiGroups:

- build.openshift.io

- image.openshift.io
resources:

- builds/details

- replicationcontrollers

- replicationcontrollers/scale
- imagestreams/layers



- imagestreamtags
- imagetags
verbs:

- update

b. ({£BR OpenShift &) ER4EREMINTYIIER astra-admin-account.yaml H&2E :

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:
- use

- update

C. ERREAR:

kubectl apply -f astra-admin-account.yaml

b S )

AT E S H Astra Control EIRZ REMRETTEIR - MREEAZSERTHE - BEAERAREH
B ERIFAR Astra Control Kbeconfig + Bl2BA BE—ABNERAGEAELCHIRIEPEF « BIF
MUfERItAR :

@ MTAZA ClusterRole FEFE Kubernetes FI—AREEH o 55 2R Kubernetes Bl
%~ USSR ENICBIENIET o

a. 1 ClusterRole B » astra-admin-account.yaml ©

<strong>astra-admin-account.yaml</strong>
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

I I |

resources:

I I |

verbs:

— LI |

- nonResourceURLs:

B T |

verbs:

I T |

b. EREEAR

kubectl apply -f astra-admin-account.yaml

S BUREAGARGIRFNEEABERE !

18

a. %% lastracontletil-clusterrolebind.yaml) BY ClusterRoeBindingl &2 o

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

b. EREERBRE .



kubectl apply -f astracontrol-clusterrolebinding.yaml

4. BIUWEFRENES

a. B —ERANENMZEIER secret-astracontrol-service-account. yaml °

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service—-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. BRI :

kubectl apply -f secret-astracontrol-service-account.yaml

O. RENENEMEERFIRS  REBBINLE secrets Array (UTHAPHRE—T)

kubectl edit sa astracontrol-service-account



apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

6. FHARFEIRPEE « 1 T<ABE>) BMABEENZEANS !

7.

20

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

BHAE BRI TIARS -

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

CP@@FE%E"]%% secrets @5']5555?%0 © T:EJ:?IE%ﬁ@Jqﬂ N %%I% astracontrol-service-account-
dockercfg-48xhx 130 » &5|BIA secret-astracontrol-service-account fEZE1 o FE&#HIH
o SEETIRFEIREBIENERS IR o MET—ELERPRELRSIRR

E4 LT #IKbeconfig :
a. 1] create-kubeconfig.sh t8% :

b. i1 TOKEN_INDEX 1£ N5 HERER « (LA EMHAE -

<strong>create-kubeconfig.sh</strong>



Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

HH H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \

-—context S${CONTEXT} \

--namespace S${NAMESPACE} \

*-0 jsonpath='{.secrets[TOKEN INDEX] .name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \

-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 jsonpath='{.data.token}")

TOKEN=$ (echo S${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
S {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} S${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-S$S{NAMESPACE}-token-user \
-—token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

21



set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token-

user

# Set context to correct namespace
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp
rm ${KUBECONFIG_FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

C. BHIASUBEEREKubernetesH £ ©

source create-kubeconfig.sh

8. (#H) #KbeconfigEfimABERENEERLT o

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

(F:fiifEEE) Zedt Astra Connector for Managed #££

H Astra Control Center BIERY#EEE{EF Astra Connector ZREXFEFEE & Astra Control
Center Z[EBV3EE - REEEMERESTIENZE L Astra Connector ©

Z8t Astra Connector

] LAERE Kubernetes (s M1BETEJR (CR) 1EZEHEKZEE Astra Connector ©

BAREIETIE
* PITELESERR « SA7EICE(E A Astra Control BIRHI#EE FHITELLEGS o
* MREEANEEEEH  FRES TG TTIBHELEHS o
FRtEZ Al
* ICEBFEEEMER Astra Control EIEIEE o
* IGTE Kubernetes EIE SR « 7 AETEHE L L% Astra Connector EHF ©

22



MRFEBEDRT Pod 230384 ( Kubernetes 1.25 RREMEENTERE) - TCEESHEE
()  smmaZ=RIE PSA RS - 3528 "EMAsta Control IR 7 # £ SIR4 M LIRS
AN
g
1. TEISEEA Astra Control EIEHIFEE %28 Astra Connector BEF o BTSSR « Mz
astra-connector-operator BRI ERMAREERBZTM -

kubectl apply -f https://github.com/NetApp/astra-connector-
operator/releases/download/24.02.0-
202403151353 /astraconnector operator.yaml

2. HERIRIFEERERE

kubectl get all -n astra-connector-operator

3. 1 Astra Control EX1§ API ##¢ o 352R8 "Astra Automation 214" LUEISHERATE T ©
4. [FREREIIMZ o % <API_TOKEN> XA & Astra Control YR EIAYRERL :

kubectl create secret generic astra-token \
--from-literal=apiToken=<API TOKEN> \

-n astra-connector

5. #17 Docker MAZ LR HIE Astra Connector BRM& o LUEIRIEH B EVIEIN <> HRYME -

@ &R LATE Astra $ZEHI48ER Ul H13% 3] <ASTRA_CONTROL_ACCOUNT _ID> ° 7 Web Ul A ~
ENEmA LANEIR « SARER * API ZEL * o

kubectl create secret docker-registry regcred \
--docker-username=<ASTRA CONTROL ACCOUNT ID> \
--docker-password=<API TOKEN> \

-n astra-connector \

--docker-server=cr.astra.netapp.io

6. 3137 Astra Connector CR 1E£ZE i #5% astra-connector—-cr.yaml © EFFEIN <> RYEURTE Astra
Control IRIEFNIZEARRE !

° <ASTRA_CONTROL_ACCOUNT_ID> : 7ERI—{EF B Astra Control 482§ Ul EXS o
° <CLUSTER_NAME> : FE7E Astra Control H¥5/RILZEEMZTE o
© <ASTRA_CONTROL_URL> : Astra Control B948%& Ul URL ° 40 :
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https://astra.control.url

apiVersion: astra.netapp.io/vl
kind: AstraConnector
metadata:
name: astra-connector
namespace: astra-connector
spec:
astra:
accountId: <ASTRA CONTROL ACCOUNT ID>
clusterName: <CLUSTER NAME>
#Only set “skipTLSValidation® to “true’ when using the default
self-signed
fcertificate in a proof-of-concept environment.
skipTLSValidation: false #Should be set to false in production
environments
tokenRef: astra-token
natsSyncClient:
cloudBridgeURL: <ASTRA CONTROL HOST URL>
imageRegistry:
name: cr.astra.netapp.io

secret: regcred

IHEAZ# astra-connector-cr. yaml fEFRIEEEMIEZR - s5EHACR

kubectl apply -n astra-connector -f astra-connector-cr.yaml

. F&:% Astra Connector B2 EFE .

kubectl get all -n astra-connector

sDEEE A Astra Control 531 -

kubectl get astraconnectors.astra.netapp.io -A

TREZE AR TIREREL



NAMESPACE NAME REGISTERED ASTRACONNECTORID
STATUS

astra-connector astra-connector true 00ac8-2cef-41ac-8777-
ed0583e Registered with Astra

10. EasBEE 2B HIRTE Astra Control 4388 Ul B9 * Clusters* BEE LS EIREEFE o

GRS

EEREEIERERER « A% KubernetesH &£ « TR EEFEEERKEIER - N E
A Astra Control CenterfiZ &£ « 7 BEiRZ=KubernetesfEARTET

Fif932:%Astra Control Centersc BIEEE LHEE - B EMEE % ZE Astra Control Center
BT o BEBEIMAEE « A AEEKubmetrics BRI E EAIRIEL « W ALETE B
HEAR o

FRtEZ Al
* IMEREZR] - BRGELMITHEN "NETIE -
* MRETERABZE ONTAP SAN ERENTET « SBTFUTEPRA Kubernetes 525 FRIAZ BRI o
1. BRI EEINEREIE !
c it TERRE /B MERRy B~ 18 TESE) ERFEN HRg o
c AEMIEB&RET  EECRE  RAER [RE) EEERCMERE -

2. 1£$7F3H9* Add Cluster.yamltR&H « £1# lkubeconfig - yaml) &2 ~ 85 L Tkubeconfig - yaml) 1&ZEHY

AP

() Tkubeconfig - yamls HSAEE S —(ERE MR EDBER o

IREITIIL kubecon£ig HEM « EZRER—(E'NETTE o #20I "Kubemetes
() < UESARRIMEN kubecontiq MR | MBLHEAAGRIEESGRY
T Kbeconfig "thi2 = s T A TE A B L {F 5 Ak _EsZKECBEConnfig ©

3. RERTEATE - RIS  DRLBEEHBEALEELTE -
R
5. JEEVE A IEKubermetesE EAITARREFAAR] « SABIMEER" Next” o

@ 1 FEEZ 33 ENTE Astra Control Provisioner IR E Il ONTAP #Z:& B HE D BIHFLER o

6. BB « MR—IVEERERYF ~ FHEECHTIE”

4t
BEEAMRRIREE  REBEEA RS o (RIR7EIE{FHAstra Control Center’REIRHEE o
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fEAstra Control CenterPHTIE EERMNREZ R « AISE T EL D ENREIRIPESEITIREE - &
2 A~ BHEREEMRALE - Witk B IR VRIS ELRBCEMH o Kl LIZKE—8)

@ [AA& EAstra Control CenterB{F IEFEARREEF ~ RIERLEERER o MRV IEANEAMRREE -~ 55
AIEFEETHIT oc get pods -n netapp-monitoring AR - (FEEEEFEITIRES
SCEE ~ LUBTERIRE o

1€ ONTAP {#F & in LB AERsE

Astra Control Center 12 {tMmTEEE:E ONTAP BiIHHIRT :

© * UERELERSE ¢ | AAMERIRK ONTAP FRENFERAELBNEE - CRZERRAEENZEEAS
& ~ BIE0 admin B vsadmin ~ LAE{REL ONTAP RRAHIER AR o

* *BREEEIERSE ¢ ¢ Astra 1EHFO ATLUER R R IFHV/REE ONTAP REEHN - CEZERRARIRE
2~ BIRAMEER CARE (WRER) BHEEAR) -

BB ERIRENER - BEERREABERS @A E - —NRAHIE—BEEHE
ER AR R B ERE
Astra Control Center EE B = E5ERI0:5 admin B ONTAP Rimi@: - (MEZXTHETELEEZNIEESE -

PIE0 admin o ERJHEMRELSRIK ONTAP FRZASRIRIZIAEMY « BLERASFISE G ABIARIR Astra ZEHIFORRASFR{EEA
HYZHEE API o

() ARy ATR2BARE - W8 Astra Control Center FATRAER « (BRI o

BiRERBAWMT :
{
"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "admin",
"password": "secret"

BIEEEEH—UANFHERENME c BEYAFHRIEEM —EE2AEZENMNTSE - ALt - E2EHE
IR E(FEAMRIE - B Kubernetes Sif#FZEIEEHT ©

Ry FR/ER B ERsE
Astra SR RTAE A /RR ELETRIFNIR A RY ONTAP RimidE: o MEZERIFEERTBMA TIIEN

S

* clientCertificate : AP IR/&:EE ©
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* clientPrivateKey - BAHERYFASE o

* trustedCACertificate : AJf5 CAEE  MREAEEMNCA ~ RIXERHILSH - MRKREREE
HYCA ~ AR ZBSILRTRE o

TRILUER T EP— AR RE
* BREZENRE
* BB RS
RS B R E RGBS
HANTIERESIETISER

1. EXRPIHRENEE - ELER - FiR—HR%M\ (CN) RE# ONTAP fERZE « LIBES o

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=<common-name>"

2. REERARIFEARMNEE client-ca MUKk ONTAP #2£ &8

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>

security ssl modify -vserver <vserver-name> -client-enabled true

3. 52 ONTAP 22 F AABTIBEHREE % o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

4. FREENETREEE o B LIF IP 1 SVM $#BEVX ONTAP Management LIF> #1 <vserver name>
o fEABRERLIFAIBRTEIRBIERE S default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver-get></vserver-get></netapp>

5. {ERAN_E—FEERIE - 7E Astra Control Center Ul FRFTiS 1z % 1R
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Ry BBt R /R R Y B
MREEWRIREEE - ERIUERELED RRREFHEERE

1. EEXAEEHM CSR

openssl req —-new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>"

2. #% CSR f#EZXE Windows CA (171 CA) ~ ABZBEEZNESE o
3. THEEENRSE » IiEHEM%%A T ontap_signed_cert.crt |
4. ¢ Windows CA (1371 CA) EEHRIESE o
5. MAUHESR ca root.crt
TIRAER T =EEEE -
R VIV ontap signed_request.key (& ONTAP FfAiRE/KENEEESE o LIRS
R R E LTS

° *ZER/E * | ontap signed cert.crt (ETE ONTAP g4 (EARES/&:E _ )

° *MR CARIE* | ca_root.crt (3E7E ONTAP FR1#E7% _server-ca RsE _ ©)
6. 72 ONTAP FRZHEELERE o EEKRLH server M server-ca ONTAP EAYR:E ©
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[EF3 SAMPLE.Yaml

# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.

security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate



certificates {y|n}: n

The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP_ CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—connect <ONTAP CLUSTER FQDN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

<Certificate details>

7. BE—ETHERILAFIRRE - LUETERIEEN © Astra 16RO AR FE ONTAP & °
8. £ ONTAP LELERLZHEAFHRE :
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[EF3 SAMPLE.Yaml

# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the
below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate's CA and serial number for reference:

CA:
serial:

The certificate's generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only

certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{
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"records": [

{
"uuid": "f84e0a%-e72f-4431-88c4-4bf5378b41bd",

"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d039€a50375c",
"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039%ea50375c"
}

}

by

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a9%-e72f-4431-88c4-
4bf5378b41bd"

}

}

}

1,

"num records": 1,

" links": {

"self": {

"href": "/api/storage/aggregates"

oe

}
}
}

9. 7£ Astra Control Center Ul FRETIE#FEL « LIRHETIE !
° * HAIR/&EE * | ONTAP Al A F % .pem
o * FAZRE$8 * . ontap_test_client.key
° * T[S CAFEE * | ONTAP ZEM cert.crt

IR (17 12 I

RE ne B0 /REE BRse Han L B ~ WA LGERARY ONTAP R RIRHTIEE Astra #EH|H
O~ UEEBHER ©

irAstra Control R RETFREEEAREEFRE « FIRICERENURE (PV) BRFRIEZEEIES - UK
SERIMNIRETFIEIR

MRICERE Astra ZEHIEREERZ « 1 Astra 1ZHIHOFTIE R EIE ONTAP #7EE %R ~ BIfEA NetApp
SnapMirror $:flTEF 23R THAE ©
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1. REAIEERFHBERIRT  EECRIE o
2. EEHY TAdd*) o
3. 11 MIMERFERERE EEMN FRREN) BEHR « ZEE * ONTAP * ©
4. ERRHEHA—IE
° ;Jﬁﬁaﬁéﬁéaﬁéﬁ * L EIA ONTAP EEEIE IP (A EIEE o R ER N AREEEENTDEE

TR AT EREAELARESR ontapl EAEBEAFIGEZBEEONTAP IR
£ TRAGREERER) FEAONTAP o MIREITEFFEASnapMirroriEs ~ FFEMA

@ BA Tadminy ABNEAERR - ZABABEFEUTE ontapi M http » ER
JRONTAP M1 BRIt EZE £ - FF2RH "EIEONTAP EREIRF ~ 552 RZASUE" AR
BEZEH -

| ERER LA
5. BB F—% o
6. MDEHHAAR  AREREE -

A

% .pem 1EE « RETIR . key 1B ~ DUERMRERIREEESE -

mR
BIRFERNEIRER online FIHIBHES o

() cosmEsrzEEE  WEBTEE -

TR (17

& B LUE A Astra Control UISEZRHTIEFETEE "Astra Control API" o M RIGAEEFH{DFERTE
NAFERTESRE I EEEREEEAERRER - N EMEYHENEE REHE
& o Astra Control Z i E L E D HER B EFELEEENIYHEREH o

MREEREARIVERNFERTRFEERIF—E=SE « AEFEAAstra Control FHEIf#TFE - ERTEIUR
IRINEERREMEE -

FRtEZ Al
* BRICHER —{EA 7 Astra Control Center FRE IRV EZENRIETHS o
* ERICHERRTRSAIEDGE o
HETRe A T HP—ERE
° NetApp ONTAP EMS3
° NetApp StorageGRID ZE5S3

o Microsoft Azure

° —fi%S3

@ Amazon Web Services (AWS) #Google Cloud Platform (GCP) {FH@MAS3HIFEIER -
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1. EABIEBERIEP  BEACE} o
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@ ZNetApp ONTAP S31EAFERIN11%52 StorageGRID E&:% - BIEiS ERFiA REEHBILFHEFE
RN ERRAM
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