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4N%E Astra Control Center ZEEIZRFEYRED » 52/ "EEER" ©
FAtAZ Al

s REIRIRARMEME * | "BIRREZH - SBAERTFIRIELIETTAstra Control CenterZfE" o

E 5 = ([EHE4HE s R E L & P EBZE Astra Control Center © E2FERIERESFELE KE
B -
 * FRIRERERRTS * | W EFIE API RIS RS HEENESIRERTA !

kubectl get apiservices

* * FERAIEREHAY FQDN* : SHTEEAM Astra FQDN RIRRHERE - ERTICTERNEDNSAAREZHFEDNS
IBE ~ HEEREEMBIZOURLERH ©

 CREREEES ¢ NRBETEETEREEES « BEEHRITLHE "UEDSER" EitAstra Control
Centerig uittc HOoOH/RBEIEER o {kFE:8 * Astra Control Center& (T 2R 2 H 2/EHBSIE
28 o

o *

({ZPR ONTAP SAN EEHiE) RUBEZERK *

D UNRIT(ERARYE ONTAP SAN EBENTER « BFSMEFRA
Kubernetes s FRIFAZ E R ©

ThEZE R FAIHIEA
* * BX4S NetApp Astra 1ZHI R E BRHIZEUERR * -

IRAT LUSEEIE NetApp MR E$REN1S Astra Control BYZLEERR R FNTHAEIEIRTHAE « HIUN Astra Control
Provisioner °

a. ORI E AZERFIEER Astra Control BRE ID ©

f&ATLLTE Astra Control Service 8 Ul FERIEAIRE ID  EINEEA EARET - ZEE * AP
access* ~ ABE NEHIRE ID ©

b. #E—EEEEE * B4 API YL * ~ RENR AP N FRIERFIALE « TR EBEERESRT o

C. & A Astra Control &% :

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

* ZRIRFERLETZREN * | BIERERARIRE Astra Control EHEEEBABE "STIEIVPRFHEME

@ AT Astra Control Center HRS « A #E#E Astra Control Center EAfRFEAEIRE S "Lit" A
AZIEEFNEE « REENERIRIEE SO EFRIRIE o

EEfERA Istio ARFFHE « ML RHITTIIENE

° ¥ istio-injection:enabled 124 ZBZE Astra Control Center Z Hi%tiEZE Astra a2/ ©
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° [ Generic ARKRE MARMEERAD SIS EHTFHE o

° #1? Red Hat OpenShift =5 ~ {8FEEF &K NetworkAttachmentDefinition 7EFAEHEREARY Astra
Control Center 52 L (netapp-acc-operator » netapp-acc » netapp-monitoring FEF

RARENEAERHBIwRZER) o

cat <<EOF | oc -n netapp-acc-operator create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-acc create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQOF

e

EEZdtAstra Control Center ~ 358117 T35 EF :

* T# I #EENAstra Control Center

* [MNREERTEE R « B EHMD R
BB R KSR % =B E]
#Astra Control Centeri&{ES
=% TE AstrafZE hi Huly
STERAstraiZE RO R IEE L4
* [BRsE RRARRR
* [REAOEITE T
* & AAstra Control Center Ul

W T

K

it

A NMIBRAstra Control Centeri &+ (I8 v kubectl delete -f

@ astra control center operator deploy.yaml) fEAstra Control CenterZ 2= i&{EHRA
RS ~ BERS RS MfsPod o



T #EEAstra Control Center
WTFHEh—{E {1 & T & Astra Control Center 15 :

* *Astra Control Service & E % * HD%UTH%ZM;E’*%T'E Astra Control Center BUSIBECER ~ 2 TR
YT NetApp ZHEMEIL TEHEMRFERLLGE ~ sAFEAILEEE o

* * NetApp Z1EATIL * | MR A SR Astra 1EHIFORARIBECER « SBERALEE o

Astra Control B{&% %
1. & A Astra Control Service °

2. FERRE ~ BE * SPEBEEEIER Astra Control* #IITERS o
3. {KEB$ETRE A Astra Control #& &8 « HiIH Astra Control Center Z24ERR (% « A HEEVBR(R o

NetApp AL

1. F&( B2 5 Astra Control CenterfIEZ4HE (astra-control-center-[version] .tar.gz) ¢
"Astra Control Center FE{EmE" °

2. (B=EE) T Astra Control CenterfV/RBEZE L EM (astra-control-center-certs-
[version] .tar. gz) BB EMIIER

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version] .tar.gz.sig astra-
control-center-[version] .tar.gz

BERNEE AL verified OK BEs@RNINZIE ©

3. {fAstra Control CenterEgt40 & HEANIL R

tar -vxzf astra-control-center-[version].tar.gz

R EFER RS « AT EMP R
WMRIEFTEA Astra Control Center ESEEREHX E AT SR « RIFEE[F A NetApp Astra kubect! a5 L FI5MHE

Et °
#ENetApp Astra kubecl9MHFET
SERELE S BRI L R TR NetApp Astra Kubectl 855 FI5MIMET ©

ez Al
NetApp# RNEIRICPUZRBIEE R R R HIMIMER ZEMIME - UTIETEZAT ~ MR REARIERICPUMESR
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R o
MREERFCRNI L RPREIMIERN « "FHRELCHEARNRE" TREETSRZA]

1. 3BT AR NetApp Astra Kubect! SMEFET — HEAIHE

()  KECBECTWMHESUBRtarEfFi—285 - BIHEEIERIZN kubect 1 -astra °
1s kubectl-astra/

2. BIEERRM CPU RIBFIRRERBEE AR « R HBRMar %4 kubectl-astra !

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

HEBRIGHTIE 25 ix

1. INRITITEA Astra Control Center EFHEXERHE I « FRENA RS ETHBEENTRIER
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Docker
a. Y)iaEltartE MR B LR o 8EZEEE) acc.manifest.bundle.yaml 1EFREBLEHEE :

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. #Astra Control CenterBR R B it HEVE IR EGHEX B TR c BITZ AT  FBLET FEKR
push-images @i% :

* YI<BUNDLE_FILE> Astra ControlE4£4B 5182V % AL (acc.manifest.bundle.yaml
) o

* BL&It;MY_FULL_REGISTRY_PATH&gt; Dockerf#7ZERIURLEX 18 ; Bl "<a
href="https://&lt;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>

* BI<MY_REGISTRY_USER> A& fBEUL
* LI<MY_REGISTRY_TOKEN> Z##H9IS R AR ©

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

a. )i EltariERZNIRBE R - TEZGEBIISEEEMBER :

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. ZAAIEEE

podman login <YOUR REGISTRY>

C. FHHFEAMPodmankhias « ZEFEW#IT FIEP—EBTIESH - UEEEAFEERNHE
FEEURLEZ4L<MY_FULL_REGISTRY_PATH> o

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //'")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push S${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

() t5omEAR B ER THIR  SBEHERTE :

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/24.02.0-69/image:version

2 BEEN

cd manifests
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REBBRERRKZE N ERNEE

1. FEH Astra Control Center FH## 89 Kribeconfig :
export KUBECONFIG=[file path]

(D FER R Z A ~ FERE K Kupeconfig 15MIRE %4 Astra Control Center RYEREE ©

2. MREERABERENEDR - EERITTIIEE:

a. #1317 NetApp-acc operator :

kubectl create ns netapp-acc-operator

b. #37 'NetApp-acc operator] w2 o FiGDocker&E 1T FHd< -

(D FERE(E your registry path FEEAIT SR EEMRGMUERRT (B
[Registry URL]/netapp/astra/astracc/24.02. 0-69) o

kubectl create secret docker-registry astra-registry-cred -n netapp-acc-
operator --docker-server=cr.astra.netapp.io --docker
-username=[astra account id] --docker-password=[astra api token]

kubectl create secret docker-registry astra-registry-cred -n netapp-acc-
operator --docker-server=[your registry path] --docker

—username=[username] --docker-password=[token]

() mReEswmrEhreash  AERRTHRZEN AR EREEHLERNE -

a. 37 netapp-acc (HBE:Tr%) @M
kubectl create ns [netapp-acc or custom namespace]

b. BRIWE netapp-acc (HEETEHR) BREM o RBENERRIFRE © #tE Docker L HIT
Hp—EEENGS -

18



kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=cr.astra.netapp.io --docker
-username=[astra account id] --docker-password=[astra api token]

kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=[your registry path]
—-—docker-username=[username] --docker-password=[token]

Z#EAstra Control Centeri2{ES
1. (ZERAHEER) MREERSEES ATl TP -

a. BB Astra Control Center &3ErG2F2Z YAML

vim astra control center operator deploy.yaml

() YR RREEEIEE TS -

b. MNRITFEAEEEREMNE LR 5515785817 limagePullSecrets : []J X454 :
imagePullSecrets: [{name: astra-registry-cred}]

C. 8 ASTRA IMAGE REGISTRY A kube-rbac-proxy BUEEIETE P A MR EIRERTE F—
% o

d. % ASTRA IMAGE REGISTRY A acc-operator-controller-manager BUREIEIERHEA
BRERVE RIS E—2 o

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate



template:
metadata:

labels:

control-plane: controller-manager
spec:

containers:

- args:
- —-secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443

name: https

- args:
- ——health-probe-bind-address=:8081
- —--metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP_LOG LEVEL
value: "2"

- name: ACCOP HELM INSTALLTIMEOUT
value: 5m
image: ASTRA IMAGE REGISTRY/acc-operator:24.02.68
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10
resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m



memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

2. Z#EAstra Control Centeri®2ES :

kubectl apply -f astra control center operator deploy.yaml

FERASE 5 EIFE :

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader—-election-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

3. FESEPOdIETE]T -

kubectl get pods —-n netapp-acc-operator

21



R E AstraiZdd,

1. #R&§Astra Control CenterB5T&R (CR) 182 (astra_control center.yaml) ¥#EITIRE - & - B8k
REMBERE
vim astra control center.yaml
() WEmYR SRREEEIEE TS -

2 SRR FIIRE |

II=BY
RAE SE £l &l
accountName B accountName ¥ F& Example

RELEBAstra
Control Centertg 5 iz
REBEV TS - REER—

(ElI=P
astraVersion
BRE 5E =it &L
astraVersion EEZRZHJAstra Control  F &8 24.02.0-69

CenterfRZ o EEREAR
FE2EMAEIE - AAILE
BEiSTESIEA ©

22



astraAddress

RIE =L

astraAddress

R

B4E astraAddress F F&H

RECETIERPE

FIBIFQDN (E:&) =HIP
itk ~ LAIfFERAstra
Control Center ° LtE{iztlk
EFAstra Control

CenterfE BERIFLEIER

BHER -~ UK

[k el
205

FCERF « ta&HFE23
fic & AYFEEIFQDN S P
it "Astra Control Center

Mzt : B70fER
http:// 3 https://
ik o 48 SUEFQDN
MRTERER BED

B o

AutoSupport

CHEREPFMSAYERE  RELEETES A
EE - BEMRERER (EiiR4442)

B|IE f&£/A
autoSupport.en AL enrolled

rolled oY url WAZEEEEURE
fi

autoSupport.ur AL, enrolled
1 3 url WZEEEENRE
i

58 E=Lit)
B4 enrolled for FME

fRRT
ZEAutoSupport
false BANKE
AR HERR AR T I
AR B RV
true WANELR
G o &RE
true AJBERE
EHEEXZENetAppL
HZRZ A ° FE%
BIEA false M
RTNAEREAZ
4&NetApp ©
LLURLAEERE F&
EIHVEAALE o

5

astra.example.com

NetApp MEBHZEEAER « BUURER - URERE
CFREXRENESEESR °

vl

false (LEATE

RE)

https://suppor

t.netapp.com/

asupprod/post/

1.0/postAsup

23


https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
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s

ax k&

email

BF

e

i< e

firstName

YRS

"

X e

lastName

58 pyEpit)
HE email FHREER FH
FEULEEN SN ==L}

it o BB E FEHH

WABTERGFR BED
B o ILEFERHF LR
EAEIREEAUIRY
ERERLTE - LEUR
F|Astra Control PS4
BYIBEN ©

e LY

HlAstratR A AERARKEYTE FEB
RVBR K EIEENS
FoBE—REAEB I
BREANLBEER
TEUIRAZREA o

58 $RE

BlAstratR A AERARHEVTE FEB
RV EEENEK - $
—REAE ~ ILEFEA

M BEEREUINE

7B o

eyl

admin@example.com

#5

SRE

5

Admin



THRER

REREIPREETR T H AstrafE BFIZT R ~ Astra Control Centeri@ & FFlAstra Control Center

HelmEZEEN A G TSR o

IE M
imageRegistry. WNWE
name

imageRegistry. #EH
secret

5E
Astra Control BR{5
BErmatE ~ EIE
ZRZE Astra Control
Center FTEEHIFAAE
BR{R o tEERF TR
HA  RIFEER
EARME LR ~ [
REEREEMATT
) o NREEHKE
&%~ SRR A E
BRAGEEPHE
ARG E T
& E—oih
£ nttp:// X

https:// &k
ZiEHp o

FAARER B IR R B &7
AIKubernetest&z?
%18 o ILEgTEL
HA ~ BRIEEER
EAE RN A%
BEREANTFE
BRARERDE
A1 7ED
imageRegistry.
name FEER o

EXIE . NRE
ERNARE R
RERE - BlnA
fIBRILEIES
secret TR
imageRegistry
HRZERER
By o

a5

=

%

=2

#451
cr.astra.netap
p.io (FE&R)
example.regist
ry.com/astra (

AT R EEH)

astra-
registry-cred
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storageClass

=

X &

storageClass

Volume ReclaimPolicy

"

i e

volumeReclaimPoli
Ccy

=L kY

#¥ storageClass B8 F&
BB ontap-gold 48
ZERERME ~ BEE
H1th storageClass &
TR o MITA L kubectl
get sc lX#U'fﬁuIEﬁ
HBERERFIER o &%
BEEMFEERPE
AHAF—(E Astra
Control Provisioner %€
BGEELER (astra-
control-center-
<version>.manifes
t) II'ZH%’*H%E’:‘Astra
PV o MNRKZTE -~ AIE
ERTERAEFEER o

Witk : IRERETAR
R BRECE
I LA TR A
77485 -

58 $hE

EAAstrafIPVERELIUR F&
[RA o BFIL/RRIRES
Retain flBRAstraf&f®
BRHBUIRE o FIL/R
BIERE A Delete fil
FRAstraf& i FRIFERTR

& o MNRKKTELEE ~
BZ{REPV o

5

ontap-gold

‘EEIE
==

* Retain (EEFER

&)

®* Delete



FREGREY
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o

a2 &

ingressType

5 LY

ERATHHEP—BAO F&H
R

i#BH (ingressType:
"Generic") (FE:R)
MREERS—EAL
ZH2R ~ R ERR
CHIAOESIZS ~ 38
FAILEEIE © Astra
Control Center ZFE52HK
% BEERTE "ALE
Hl23" EAURLA
FdAstra Control

Center °

BEEEIE . NREITE
A#C Astra Control
Center {3 IRTSAIARAE
B ~ Bl ZBEEEY
Generic EAFER - B
1TRE "ALIEHIZS" o

* AccTraefik*
(ingressType:
"AccTraefik")
MREREBREAOE
H23 ~ FAEFILEEEIS -
EEEFE Astraiz i
traefik {E

A Kubernetes & -
PR RYARFERVRAZE o

Astra Control Centerfs
B Ta#FHes B3
BIARTSE (sve/traefik

(f£Astra Control
CentersnaZEEH)
M KI5 K AT EENEY S
EZBIPAIL o ANRICHVIR
IBAFEETEE 8
IR R E B 1
7% * AlnI A fEFAMetallB
g H NIRRT & &
fa123 ~ AFIMEBIPiLEE
IKAGRARTS © TEAEBDNS
fRIBR2S4HRER ~ fRFEZ
#&Astra Control Center
FrERDNS&Efsma
T ERIPALLE o

fisE © 0% (T
81 FACRESELH
SERE - 2R B

IR

* Generic (EETE

s2(E)

* AccTraefik
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scaleSize

RIE =L kY IR

scaleSize Astra TERRZERSAHE F&H * Small
B (HA) scalesize . . (Ee3ED
B Medium > FBFATE HA ?%e)dlum BN
FPERE AL HARFEAL P
EZEREUBIRTT
B o B scaleSize
2 Small ~ Astra &R
‘DER B RFSRIE AR
£ ~ [BEAPREBRIM ~
LURNMERRE © MhER ©
Medium SFEEZH
100 f@ Pod (FRE}EE
R4 TIEE&E) <100
& Pod LA =1{EE &IZLFN
=ETEERR4ERERE
) IR TEW
IRIEH ~ 5@ Pod BY4E
B PR Bl SE 2 {ERERE ~
BB EE B K H#IRIE
ZEfIBF o

astraResources2200

RIE 58 $RE IR

astraResourcesSca BAMNEFEIEERR F& * Default (B2
ler BRNERZE - kT8 %18)

5%  Astra Control .

Centerg #+¥fAstra iy Off

AEBATHREERE

KRIEITERE o LEAHRE

A]:#Astra Control

Center#R B8 E 1T FER

X aHMET LN

HIRIRH ~ SHHEEEN

AE o i ~ TEERE

RS B ERNEA

~ BIEfEA TCR1 18

fi

astraResourcesSca

lar BJRERR#AS Off ° 45
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gAIME

@ 7E Astra Control Center CR F#iE NHEME « LR 2 h HIREAME «

additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180

EREXAH

IRIE A ERPAYIEIZ R E Astra Control CenterfEQNRIERIEZ EEKA

BRE 58 B =Lt &1
crds.externalCert YNREERINIPESFE HME False (IEATERE
Manager BEREN - REE )

externalCertManag
er & true ° JBRE
false :EAstra Control
CenterfE 4L AR 22 4%
B EEEEERE
FE#% - CRDEX/E®
SN ~ LIS
HrsE e ERENHE
R o WAIAERILE
FEAZ B AstratZ sl SR 28
HESE ~ "REBELERR
=Rk BiE HAstraiZz B
DIMNBNEEEEESR
KKREE o

crds.externalTrae {KFEs% * Astra Control ZM{E False (M{EAFESRE
fik CenterZ Z#ENE )

B TraefikE B TR

H - CRDEREZEN

Mt ~ ZEEEYH]

REE T ERENHEHMED

7 o ISR AE B L FEAE

mlAstrafZEdl e HER

N RNEERERES

H A& AstratZilchish

BHREEEETER

BIE o



()  aExmzmers  #HsaTHEREEERIEEFERIMADEL
Astra #5700y .yaml #if

apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[cr.astra.netapp.io or your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
scaleSize: "Medium"
astraResourcesScaler: "Default"
additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180
crds:
externalTraefik: false
externalCertManager: false

FTEEBAstratZhl R ONIRIEE R E

1. MR KRE E—HPHITIARIE « 51 NetApp-acc) (FEEF]) w%ZEM :

kubectl create ns [netapp-acc or custom namespace]

2. YNRIGZIBEC Astra Control Center £ ARFSAEIE ~ 381 FIIEERIIEE netapp-acc HBFTMAZERM -

32



@ ERIAOEER! (ingressType) WAZEERA Generic T Astra Control Center CR H#{TILED
A L
ST

kubectl label ns [netapp-acc or custom namespace] istio-

injection:enabled
3. () "EUHEIEH MTLS" H5? Istio ARFEAING -

kubectl apply -n istio-system -f - <<EOF
apiVersion: security.istio.io/vlbetal
kind: PeerAuthentication
metadata:

name: default
spec:

mtls:

mode: STRICT

EOF

4. 7 TNetApp-accl (SIEHIEE]T) mnsaZERIHZEEAstra Control Center :

kubectl apply -f astra control center.yaml -n [netapp-acc or custom

namespace]

@ Astra Control Center 25518 BEIGEIRIETE XK o K "F3K" nIfeERZEELN ~ 5 Astra
Control Center EEIEFEEIE o (528 T— HBETHEBHAFAIGETHBANLEENRE -

BREE R MR RS

AT UfE A kubectian < SRERE RATIRAE o WIRERIFFER OpenShift ~ 1A LUEAARRIIERI 6 < 2RETTRREE D

1. BREEREFARELERIRERANESHNER

kubectl get acc [astra or custom Astra Control Center CR name] -n

[netapp-acc or custom namespace] -o yaml

(D) Astra Control Center &It B S HMLENS o

2. (EIEBEER/RIGEPAEIRAVIRIZRE
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https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
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https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
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https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
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https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
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() mELRERERERS  WSERE FR AR Astra Control Center ©

EisE RS BN REFIBE RATTH ©

kubectl get pods -n

SBEPodBIIRERES THITH

[netapp-acc or custom namespace]

o BERWEPod F]AE R E XK D BRG] o



FR R ARG 151 B FE

acc-helm-repo-5bd77c9ddd-8wxm2

1h

activity-5bb474dc67-819ss

1h

activity-5bb474dc67-gbrtqg

1h
api-token-authentication-6wbj2
1h
api-token-authentication-9pgw6
1h
api-token-authentication-tgfed
1h

asup-5495f44dbd-z4kft

1h

authentication-6£dd899858-5x45s

1h

bucketservice-84d47487d-n9xgp

1h

bucketservice-84d47487d-t5jhm

1h

cert-manager-5dcb7648c4-hbldc

1h

cert-manager-5dcb7648c4-nr9qgf

1h
cert-manager-cainjector-59b666fb75-bk2tf
1h
cert-manager-cainjector-59pb666fb75-pfnck
1h

cert-manager-webhook-c6f9b6796-ngz2x

1h

cert-manager-webhook-c6f9b6796-rwtbn

1h

certificates-5f5b7b4dd-52tnj

1h

certificates-5f5b7b4dd-gtjbx

1h
certificates-expiry-check-28477260-dz5vw
1h

cloud-extension-6£f58cc579c-1zfmv

1h

cloud-extension-6£58cc579c-zw2km

1h

cluster-orchestrator-79dd5c8d95-gjg92

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running
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1h

composite-compute-85dc84579¢c-nz82f 1/1 Running
1h
composite-compute-85dc84579c-wx2z2 1/1 Running
1h
composite-volume-bff6£4f76-789n7 1/1 Running
1h
composite-volume-bff6f4£f76-kwnd4 1/1 Running
1h
credentials-79fd64f788-m7m8f 1/1 Running
1h
credentials-79fd64£788-gnco6c 1/1 Running
1h
entitlement-£69cdbd77-4p2kn 1/1 Running
1h
entitlement-f69cdbd77-hswmo6 1/1 Running
1h
features-7b9585444c-7xd7m 1/1 Running
1h
features-7b9585444c-dcqwc 1/1 Running
1h
fluent-bit-ds-crg8m 1/1 Running
1h
fluent-bit-ds-gmgg8 1/1 Running
1h
fluent-bit-ds-gzr4f 1/1 Running
1h
fluent-bit-ds-j6sf6 1/1 Running
1h
fluent-bit-ds-v4t9f 1/1 Running
1h
fluent-bit-ds-x7359 1/1 Running
1h
graphgl-server-6cc684fbd6-2x81r 1/1 Running
1h
graphgl-server-6cc684fb46-bshbd 1/1 Running
1h
hybridauth-84599£f79fd-fjc7k 1/1 Running
1h
hybridauth-84599£79fd-s9%pmn 1/1 Running
1h
identity-95df98cb5-dvimz 1/1 Running
1h
identity-95d£98cb5-krf59 1/1 Running
1h

influxdb2-0 1/1 Running



1h

keycloak-operator-6d4d688697-cfg8b 1/1 Running
1h
krakend-5d5c8£4668-7bg8g 1/1 Running
1h
krakend-5d5c8£4668-t8hbn 1/1 Running
1h
license-689cdd4595-2gsc8 1/1 Running
1h
license-689cdd4595-g6vwk 1/1 Running
1h
login-ui-57bb599956-4fwgz 1/1 Running
1h
login-ui-57bb599956-rhztb 1/1 Running
1h
loki-0 1/1 Running
1h
metrics-facade-846999bdd4-£7jdm 1/1 Running
1h
metrics-facade-846999bdd4-1nsxl 1/1 Running
1h
monitoring-operator-6c9d6c4b8c-ggkrl 2/2 Running
1h
nats-0 1/1 Running
1h
nats-1 1/1 Running
1h
nats-2 1/1 Running
1h
natssync-server-6df7d6cc68-9v2gd 1/1 Running
1h
nautilus-64b7£fbdd98-bsgwb 1/1 Running
1h
nautilus-64b7fbdd98-djlhw 1/1 Running
1h
openapi-864584bccc-75nlv 1/1 Running
1h
openapi-864584bccc-zh6bbx 1/1 Running
1h
polaris-consul-consul-server-0 1/1 Running
1h
polaris-consul-consul-server-1 1/1 Running
1h
polaris-consul-consul-server-2 1/1 Running
1h

polaris-keycloak-0 1/1 Running



38

ago) 1h
polaris-keycloak-1

1h

polaris-keycloak-db-0

1h

polaris-keycloak-db-1

1h

polaris-keycloak-db-2

1h

polaris-mongodb-0

1h

polaris-mongodb-1

1h

polaris-mongodb-2

1h

polaris-ui-66476dcf87-f6s8j

1h

polaris-ui-66476dcf87-ztjk7

1h

polaris-vault-0

1h

polaris-vault-1

1h

polaris-vault-2

1h
public-metrics-bfcd4fc964-x4m79
1h
storage-backend-metrics-7dbb88d4bc-g78c]
1h
storage-provider-5969b5df5-hjvcm
1h
storage-provider-5969p5df5-r791d
1h
task-service-5fc9dc8d99-4g4f4
1h
task-service-5fc9dc8d99-815z1
1h
task-service-task-purge-28485735-fdzkd
12m

telegraf-ds-2rgm4

1h

telegraf-ds-4qgpb6r

1h

telegraf-ds-77frs

1h

telegraf-ds-bc725

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



1h

telegraf-ds-cvmxf 1/1 Running 0
1h

telegraf-ds-tgzgj 1/1 Running 0
1h

telegraf-rs-5wtd8 1/1 Running 0
1h

telemetry-service-6747866474-5djnc 1/1 Running 0
1h

telemetry-service-6747866474-thb7r 1/1 Running 1 (1h
ago) 1h

tenancy-5669854fbo-gzdzf 1/1 Running 0
1h

tenancy-5669854fb6-xvsm2 1/1 Running 0
1h

traefik-8f55f7d5d-41gfw 1/1 Running 0
1h

traefik-8f55f7d5d-j4wt6 1/1 Running 0
1h

traefik-8f55f7d5d-pégcqg 1/1 Running 0
1h

trident-svc-7cb5bb4685-54cng 1/1 Running 0
1h

trident-svc-7cbb5bb4685-b28xh 1/1 Running 0
1h

vault-controller-777b9%bbf88-b5Sbgt 1/1 Running 0
1h

vault-controller-777b9%obf88-£dfd8 1/1 Running 0
1h

4. (ER) BB acc-operator ESIEERECER ©

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-—
operator -c manager -f

@ accHost REERERE—RIEE « IRKY - A FERIMERY - WREHPIEHESE
EHRM -~ AN EBBREAE R "EUITHIEEETERE" APl

S. BFFAPodERTEHITEY « sAMEERZEERLT) (READY & True) MIERISE A Astra Control Center BFFffEEFHRYH]
R TEZRH

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]
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[EIFE :

NAME UUID VERSION ADDRESS
READY

astra 9aabfdae-4214-4cb7-9976-5d8b4dcOce27f 24.02.0-69
10.111.111.111 True

@ ERUUIDME - ZHEA TACC-1 ~ BEIZEZEUUIDE ( TACC-[UUUID]I ~ SETEAREH|F
2 TACC-9aabfdae-4214-4cb7-9976-5d8b4c0ce27f) ) ©

REAALE TR 85T

SR AR EKubernetes A O 282K EIRSMEBARTSFEN © MNRIGFERAMNTER(E « ELEEFZIRMEA OS2

REHB ingressType: "Generic" Astra Control CenterE:]& R (astra control center.yaml) ©

WMRIEISE ~ AIREEFEHILEF ingressType: "AccTraefik" Astra Control CenterBs] &R

(astra_control_center .yaml) o
ZB2 Astra Control Center Z1& ~ BB ERTE A OIS « LL URL &/ Astra Control Center ©

T ER RIS R A 42488 B FTARE ° Astra Control Centersz 1B T8 A U4 2848 o SLEGTER
J"' R —Le s B A OIEH| S ER S FI S B -

RG22 Al
© BB CALERSR BEHE -
© o "ALSER" RERIIBER ADEGIZRAT o

Istio AR B%
1. BElstioAD ©
()  iEsERER IR AERERRESsto -
2. REESRIE T IngressREFIERN /RSN ZLIRIER -
TR ACARZESH B R EBRE - —RBIBUERAstrafiitit (FQDN)
L EA

openssl reqg -x509 -nodes -days 365 -newkey rsa:2048 -keyout tls.key -out
tls.crt

3. B M t1s secret name $BE! kubernetes.io/tls FETLSTAREZIRF/REE istio-system
namespace YTLSHEZZFR o

A -
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kubectl create secret tls [tls secret name] --key="tls.key"

-—-cert="tls.crt" -n istio-system

=2 FBEEL Tisto-inple.yamll EZRAIEMEY Mpec.tls.secretName’ | HHFF o

4. EhEEAOER netapp-ace (HBEFIHH) HRAEM ~ FEAVIERER(EAZE (istio-
Ingress.yaml FEARBIRFER)

apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:
number: 80

5. BRI :

kubectl apply -f istio-Ingress.yaml

6. BEARIRE :



kubectl get ingress -n [netapp-acc or custom namespace]
[EIFE :

NAME CLASS HOSTS ADDRESS PORTS AGE
ingress istio astra.example.com 172.16.103.248 80, 443 1h

7. 2R Astra Control CenterZ2s o

B NginvintR $ZEHI28H95 5

1. B FERIME kubernetes.io/tls FITLSTAZE £i8F/R:E netapp-ace (HEETd%) M
NP "TLSHEZE" o

2. THEEAOER netapp-acc (HBEETH) wRZERH -« FRAVIEFEREAIME (nginx-
Ingress.yaml fEARGIFRFER)

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80
pathType: ImplementationSpecific

3. ERSE:

kubectl apply -f nginx-Ingress.yaml
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(D NetAppRfSNginfg HEHISZ RIS « T dacmonset °

OpenShift A O#EHI23R90 5%

1. BSEAYERE « BUS BT OpenShifti R EAISE « /REEFCAIEE -
2. #1317 0penShift&H :

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

& AAstra Control Center Ul
Z#E Astra Control Center 2% ~ GG S BTEREIE SIS « M E A Astra Control Center Ul &4k ©

B

1. £33 ~ A FQDN (84 nttps:// FH) astraAddress {EH
astra_control center.yaml sAR{ARFET %245 7 Astra Control Center ©

2. INEHRTES « ARTEREBNES -
() cauEBARRUETES-

3. #fAstra Control CenterB ABEM * MIAGEAIE email EH astra control center.yaml s fAIF
1T 182245 T Astra Control Center » ZAB8 AXIUAREZHE (ACC- [UUID]) ©

() mRCHAESTE=R  AGBYCERRIRS 1554 -
4 BBBA o

O. IR B o

@ MREREE—REA ~ BIETEEE - MARAREIHEMERERERS - FHE
"NetApp3z " IBUSHHERIE 78

6. (EF) BRIRAMNBEHFETLSRE « MWARM "H/EFBFES[ (CA) HFENBEFITLS/ERE"

SEREHFAR LI

WRBEMBRFRE $#3R1 A& ~ SR LURERCE: ° SH400ZI5008EE AIRIAPIEIFEAES o BLEERRELER
PERYINES o

‘EEIE
* BEREAstralZ IR OBIREERE  FRATIIAR !
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kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

* BHEEE Astra Control Center CR B -

kubectl get acc -n [netapp-acc or custom namespace] -o yaml

BRZERER
* * Z2# Red Hat OpenShift OperatorHub * : :5fE A ILEEIE "E{{i2=" §H OperatorHub £ OpenShift £%
4t Astra Control Center ©

* LCloud Volumes ONTAP SZiEINEEM A REAB E LR | £/ "ELi2F" EE/EAmazon Web
Services (AWS) ~ Google Cloud Platform (GCP) Z{Microsoft AzureiZ 2t Astra Control Center ~ i}z
f#£Cloud Volumes ONTAP —EXZ IEE S A FRIHHITIAE ©

T—%
© (ER) RECHIRIEME - SAELERTTR "HEDER" o
* "4t Astra Control Center ~ B A Ul T REZ % « KEBEEERTERE - InLEE « BUBER:S - 8123
?? %Eﬁﬁi‘%ﬁﬁ EE
TSN REEIERRER

MR KubernetesHZEFEFE/REEIERET « BEEHIT—LENELER - fHAstra Control
CenterfZZiEHOR/EREEIEIER o

25%?5
ﬁﬁﬂlblu\ # /‘E A=} EE*EE_t

grep 'cert-manager'

kubectl get pods -A

[EIFEEEH :
cert-manager essential-cert-manager-84446£f49d5-sf2zd 1/1
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg 1/1
Running 0 6d5h

2. AENRE/ISEECY astraAddress FQDN :
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openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

[EIFEEE A -

Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

3. {EFSRIEEMIERELWE

kubectl create secret tls selfsigned-tls --key tls.key —--cert tls.crt -n

<cert-manager-namespace>

[ElfEEE)

secret/selfsigned-tls created

4. 37 clusterIssuer U MHEUPHEREIENGREME cert-manager B&EEEPod :

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:

secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

[EIFEEEH) -

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

5. s ClusterIssuer SIEFERRE] o Ready WZETE True TRHEE 2 A -
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kubectl get Clusterlssuer

[ClFEEEH
NAME READY AGE
astra-ca-clusterissuer True 9s

6. F2R% "Astra Control CenterZ8EF2/F" o« & "Astra Control Centerg& £ YamIFi B fAHRE B3 " (RuJ(E Hh&

BECRDE « URTINEZE T REEIERLN o BN BELREERTERILTER « Astra Control Center 7 SE##:8
SNERRBEIETER o

fEAOpenShift{FE R AR 2 L8t Astra Control Center

AR IEEFARed Hat OpenShift « AILU{EFARed Hats2:5 iR E S sk Z 4 Astra Control
Center ° :5{E R ILTEF L Z 8t Astra Control Center "Red Hat4FE 4% B #%" s {EHRed
Hat OpenShift Container Platform °

FTERILEFZ & ~ B RREREIRRF « ARETTA TGRS 5" LERE R RE T MINLE A o

FIsEZ Al

> REIRIBEARES * | "RBRTEZH « SRAEBIFIRIELIETTAstra Control CenterZfE" o

EE = (ARSI R E LS P ERZE Astra Control Center © 5 2FEFRTERE S KB
ErEEE -

* * RFREENEERESM AP RS *

° {tOpenShiftsEFEMRAIA R EIRIFEIMER B R

oc get clusteroperators

° tOpenShifteE & ~ FEIRFTEAPIBRFEE RN 2 2 ARRE

omm

oc get apiservices

* * FERAIEREHAY FQDN* : ISHTEEAM Astra FQDN RIRRHERE o« ERTICTERNEDNSAAREZHFEDNS

I5E ~ HEEAEEMBVZOURLEER o

* * Y48 OpenShift #R * : TS EEFRFA N EMERR « WU B ¥ Red Hat OpenShift Container Platform BJ7ZEX

FERR ~ A BEMITRRAEY R D BR: o

' RESEEES [ IREFEFEFEREEES  KREERITEHE "WEDER EIttAstra Control

CenterF" g R HO/EEBIEIZR o {kTEEL - Astra Control Center@ T 2 IR 2 B O /RS B IETE
Eto

* * 37 Kubernetes A[3Z428 * © tNREAY Kubernetes A[1Z4I23 & S EIRIMBARTSZEN « FliNz=E+H
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B#ETE MO ERERERA Astra Control Center $5ECER :
a. BIEEFanRZER -

OC create namespace netapp-acc-operator

b. "FERUERE" BRANGHAOIEHIZREE -

* * ({#FR ONTAP SAN EEEnf2x() RUAZERK * | IREFEAZ ONTAP SAN BBEIER « BHEHUEFRE
Kubernetes s FRIFAZ ERIE ©

ThEZE R FIFIEA
* * BX4S NetApp Astra 1ZHIR R E BRHIZEUERR * -

& AT IABEFETE NetApp BRIGEEREVIS Astra Control B9 EEBREFITHAEIESRINAE ~ 4N Astra Control

Provisioner ©°
a. ORI E AZERFIEER Astra Control BRE ID ©

f&ATLLTE Astra Control Service 88 Ul FERIEAIRE ID  EINE®EA _ EARET - ZEH * AP
access* ~ PABE NEHIRE ID o

b. tFE—EEEEE * E4 API AL * ~ A% AP N FRIERTIBIAE « W HREFERESST

C. & A Astra Control &% -

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

* ZRIRFERLETZREN * | BIERERARIRE Astra Control EHEFEBABE "SR IVBRFSHEME

@ B 7x Astra Control Center HARS ~ A AEHE Astra Control Center EAfRFSAIREE S "4 A
AZIEFNEE « REENERIRIEE S D EFRIRIE o

EEERA Istio ARFFHE « M RHITTIIENE

° #i¥ istio-injection:enabled TEEBZE Astra Control Center Z A B IZHALE] Astra iR 2%
fE o

° {#f Generic AKE WARMERXAD "IMEPEEFE"

> ¥7* Red Hat OpenShift =  {8FEEF & NetworkAttachmentDefinition fEFFAEHEREAR Astra

Control Center 554 ZEfE (netapp-acc-operator ~ netapp-acc ® netapp-monitoring Jidz3]
BEARENTEHERRNBTamRZER) -
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cat <<EOF | oc -n netapp-acc-operator create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-acc create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EOF

* TFEXH#EEYAstra Control Center

* MNREERSEER - B E DB
* [SHURFERERH)
* [RERIRIEE]

+ ZzdtAstra Control Center

sA7DMIBRAstra Control CenteriBEF (B30 « kubectl delete -f
@ astra control center operator deploy.yaml) fEAstra Control Center&4Eay & {EHA
R ~ BERFE R fiPRPod ©
T # I #EEYAstra Control Center
T E A —{E{I & T & Astra Control Center 814 :

* *Astra Control Service UG EEE * | MREFEG S EREL Astra Control Center BMGIEECER ~ 2R
431 NetApp B4 LL TEHEMRMEALLS X ~ SAFEHAILEE o

* * NetApp Z1EARLL * @ MR A E SR Astra FEHIFR O ARIEECER ~ SAEALLEE o
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Astra Control S/{57% %

& A Astra Control Service °
2. TR E ~ BEE ¢ SFEEHENEIER Astra Control* #IIT{ERS o
3. {kBBIETE A Astra Control 885 8% « HIlH Astra Control Center Z2ER{%& ~ I RARVIR(R o

NetApp ZiEARLL

1. F& 8 &Astra Control CenterfYEZ4H S (astra-control-center-[version] .tar.qgz) #
"Astra Control Center FTE(BEE" °

2. (B=(ErE) T#Astra Control CenterfV/RBEZE L EM (astra-control-center-certs-
[version] .tar. gz) BB EMIER

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version] .tar.gz

WEENEETRENE Verified OK EGEBRINZE o

3. #tAstra Control CenterE4t4H S HEENARR -

tar -vxzf astra-control-center-[version].tar.gz

IMNRICERAREE LR « B EMP B
WRETITEA Astra Control Center ESEERASHHX E AT TR  RIFFEEF NetApp Astra kubect! ap 2 FI5MHZE

:_Et o
ZHENetApp Astra kubecl9MH 2T
SERELE S BRI ZEE R NetApp Astra Kubect! 85 F19MIMER ©

RG22 Al

NetAppZ RERICPUZIEMIFE R IRMIMIMERN Z (AR - PUTIETFZA) « M AFBRARERICPURIESE
Rif o

MREERFCRBIRKFLZEIMIE « "FHEELCHEARNRE" TREETRZA] °

Pz
1. %145 r] FHBINetApp Astra kubectlMEFE T —ENIAE - Wi TEERFMCPUZBFEIEZR LTS
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()  KECBECTWMAERmRtarEfH#I—255 « EBEIEKIT kubectl-astra °
1s kubectl-astra/

2. IR EMEBREBRIRE « WAFHEMMN RS kubectl-astra !

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

G E TR
1. NREFTEAF Astra Control Center EfEXERIKE I - BALHNARIETHBENTRIER

50



Docker
a. Y)iaEltartE MR B LR o 8EZEEE) acc.manifest.bundle.yaml 1EFREBLEHEE :

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. #Astra Control CenterBR R B it HEVE IR EGHEX B TR c BITZ AT  FBLET FEKR
push-images @i% :

* YI<BUNDLE_FILE> Astra ControlE4£4B 5182V % AL (acc.manifest.bundle.yaml
) o

* BL&It;MY_FULL_REGISTRY_PATH&gt; Dockerf#7ZERIURLEX 18 ; Bl "<a
href="https://&lt;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>

* BI<MY_REGISTRY_USER> A& fBEUL
* LI<MY_REGISTRY_TOKEN> Z##H9IS R AR ©

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

a. )i EltariERZNIRBE R - TEZGEBIISEEEMBER :

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. ZAAIEEE

podman login <YOUR REGISTRY>

C. FHHFEAMPodmankhias « ZEFEW#IT FIEP—EBTIESH - UEEEAFEERNHE
FEEURLEZ4L<MY_FULL_REGISTRY_PATH> o

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //'")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push S${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

() t5omEAR B ER THIR  SBEHERTE :

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/24.02.0-69/image:version

2 BEEN
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oc create ns [netapp-acc-operator or custom namespace]

2. FEItEn AR PRIIE ¢

oc create secret docker-registry astra-registry-cred -n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
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&35 : Astra Control Center ®2 & R]EBEEA FHIESHE « HEEET

gcloud auth activate-service-account <service account email address>
--key-file=<GCP Service Account JSON file>

Lt35 < F5F EAstra Control CenterB &/ E1EZ M Google Image B I E © &4 :

manifestfile=acc.manifest.bundle.yaml
GCP_CR REGISTRY=<target GCP image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: $ASTRA REGISTRY/S$image $GCP_CR REGISTRY/S$image"
root image=S${image%:*}
echo S$root image
docker pull SASTRA REGISTRY/Simage
docker tag $ASTRA REGISTRY/S$image $GCP_CR REGISTRY/$image
docker push SGCP CR REGISTRY/$image

done < acc.manifest.bundle.yaml

7. %ZEDNSEIH o

R EH AN GCPHINetApp BlueXP

fEFNetApp BlueXP (Fi&#3Cloud Manager) EII T{F&E - i EH#ERIIEEGCP « I TR « UREAR
o

HEEBlueXPX 5 TYH 5 ° 52 R "IEGCPRIA{ERI Cloud Volumes ONTAP" o

ez Al
* LR B BYIAMAERRA A B ZEXGCPARFS IR A

1. B EHERE B RIS EBlueXP © FE2R] "HitEGCPIRE" o
2. I GCPHYEIEES o
a. 3E TGCPy EAHER o
b. # AGCP35% o :A2 M "BlueXPTEGCPHIE I E1%23" o
C. FESREIRERETERAT ~ W HAT % EI%EE o
3. AITNTIRIBIEET TIFIBIE -
a. 125 : TGCP)
b. #8%! : Cloud Volumes ONTAP [EHA |
4. [ AOpenShift# £ - BERERE EEIEIIMN TIERIR

63


https://docs.netapp.com/us-en/occm/task_getting_started_gcp.html
https://docs.netapp.com/us-en/occm/task_getting_started_gcp.html
https://docs.netapp.com/us-en/occm/task_getting_started_gcp.html
https://docs.netapp.com/us-en/occm/task_getting_started_gcp.html
https://docs.netapp.com/us-en/occm/task_getting_started_gcp.html
https://docs.netapp.com/us-en/occm/task_getting_started_gcp.html
https://docs.netapp.com/us-en/occm/task_getting_started_gcp.html
https://docs.netapp.com/us-en/occm/task_getting_started_gcp.html
https://docs.netapp.com/us-en/occm/task_getting_started_gcp.html
https://docs.netapp.com/us-en/occm/task_getting_started_gcp.html
https://docs.netapp.com/us-en/occm/task_getting_started_gcp.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html

a. I K8s*>*EEFE > B EFMER" « BInl 2 1RNetAppE EFME R o
b. 7/ _EAEE T Astra Control Provisioner fRZs o
C. &&= Cloud Volumes ONTAP - 88T NetAppl AERECERZNEEHFLER -

EZEALRIRed Hat OpenShift# £ « Wi HIS kA TELHFIER o SR LUREHIZEER o
Astra Control Provisioner & BE) Z 2 & E AFIRRIZFHI—EF9 ©

5. s EtECloud Volumes ONTAP IhRESF B MIFF AT EHEEMEEE o

{EARE—HHESTAE (HA) E{E ° Cloud Volumes ONTAPYIR EEYAHA ~ 7552 F7EGCP
BT TRIOHARRREFI BN BLZPEAREE o

Zz#E Astra Control Center for GCP
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1. B4 DockertbZ LAHEEYAstra Control CenterZ24EHIAR (& :

kubectl create secret docker-registry <secret name> --docker
-server=<Registry location> --docker-username= json key --docker
-password="S$ (cat <GCP Service Account JSON file>)" --namespace=pcloud

EMicrosoft Azured & Z Astra Control Center

RE] LA Astra Control CenterZBZ7EMicrosoft Azure AE E_ BB R EIEKubernetes# £ £ o
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a. F137 Azure Container Z#% (ACR) L{#EE Astra Control Center & o
b. AFr7A Astra Control Center #R:&E Docker ¥ / HI1FEX o
C. [FATHIESHEE Astra Control Center S48 AL E % -

az acr login -n <AZ ACR URL/Location>
This script requires the Astra Control Center manifest file and your
Azure ACR location.

i

manifestfile=acc.manifest.bundle.yaml
AZ ACR REGISTRY=<target Azure ACR image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: $ASTRA REGISTRY/Simage $AZ ACR REGISTRY/Simage"
root image=S{image%:*}
echo $root image
docker pull SASTRA REGISTRY/Simage
docker tag $SASTRA REGISTRY/S$image $AZ ACR REGISTRY/$image
docker push SAZ ACR REGISTRY/$image

done < acc.manifest.bundle.yaml
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) BS Az

1 Working Environments

*  Provider
) resaenva: @ il westus2 10.0.0.016 0100 54 61 500 6B available
1-10f1
3 storage Classes Q
Storage Class 1D % Provisioner % Volumes ¢ Labels =
managed-premium mi= 0
trident.
Xe1HS5pd-ha

trident netanooforotocol=NAS +1

vsawerkingenvironment-xr1hsSpd-ha-nas (CIERID i NetApp 3 trident netapp.io/hantrue G

b. 74 _EMAEE T Astra Control Provisioner FrZs o
c. 5 ECloud Volumes ONTAP -+ B&mNetAppA S RECER N EE TR o
EGEAEHIRed Hat OpenShifti#E e « WiEIRFERAVEETZEER! o (SR LUSEEH#TZEER) o
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Astra Control Provisioner & B8 &4t 4B ANIRRIZERFN—E7 ©

6. #F¥ = tkCloud Volumes ONTAP IhAEZREhHIFR B IS E L R TR o

7. EJ{ERE—ERE A FAEE(E o Cloud Volumes ONTAPYISREREAHA ~ 55528 FAzure R TAIHARRAEH]
BREEREARE

4R EAzurefJAstra Control Center

Wt

{ERATEEE 22 Astra Control Center "&Z4E5RBH" o

{3 Astra Control CenterffiAzurefE7FE o 552/ "s% & Astra Control Centerili #igiE=l" o

28L& % E Astra Control Center
HRITWIBIEME ~ L8EAstra Control CenterZ B o] SEEEZBIMVARAE ©

BIREIRPRS

HLUIRIB R ERACEEMRHIZE Y « UBhIEfs 2 =M PNE IR HERE LRFTE T BCPUREEIERS © Astra
Control Centerilli k5% E LR ~ AIEAREELER - MIREHIRIEERUEREARTE » IFENRTITES

gt Astra Control Centerfyap s IR IRELER o

EAI LAE R 95 ER AU A PRI LB RE AN PR &I o TEE L&A « e SHH EEMR T ZRBIBNEET ©

1. RIS EIRECEE netapp-acc (SHEETHR) mBZER :

kubectl get gquota -n [netapp-acc or custom namespace]

[E1FE :
NAME AGE REQUEST LIMIT
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium l6s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi

2. k2 IBMIBRPTA B IRACER :

kubectl delete resourcequota pods-high -n [netapp-acc or custom

namespace]
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kubectl delete resourcequota pods—-low -n [netapp-acc or custom
namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom

namespace]

ESHPHIRHIEE netapp-acc (HBEIR) HRZER :
kubectl get limits -n [netapp-acc or custom namespace]

[EIFE :

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23Z2

4. kB TBMIFRIRGIEEE

kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom

namespace]

Y EETTLSI&RS
Astra Control Centeri‘EuxﬁFHE?k S ETLS/RERERIE A UGS 23R = (ELFHH’”-HE. BE) ~ UK FERBEE

BIEE2EITWeb UIBERE - BERIETVEE « BEZBIRERANBRZERE TLS &F - UR/KREREESM (CA)
FEM TLS /REERENL ©

TasB B R ERE A A AR AR

* HTTPS#&4RZE Astra Control Center4gE&UI
@ * AOZEHIZSRE (S ingressType: "AccTraefik" RBREEARRTE
astra control center.yaml %Z4Astra Control CenterfAIRVIEEE)

ETERTLS &R T I AN BB E L EFR/RE

FtaZ Al
* Kuberneteszg& &£ B L2 Astra Control Center

© BIEFEEE AL ShelllAFIT Tkubecll) 88
* RECARMLE Z WM /REIER
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BIREREBNEE
BIRRARNBEREBTLSEE -

1. fEFSSH ~ UBIBERAESHE ALH Astra Control CenterfJKuberneteszs£s o

2. FETY S ESREABR/&REHEBBIITLSES « WL Astra Control CenterZfEfp 2 ERENX [<ACC-
deployment-namespace> |

kubectl get certificate -n <ACC-deployment-namespace>

3. ERA T < MIBRE AT RERIR R T

Y
el
=113
koR

kubectl delete cert cert-manager-certificates -n <ACC-deployment-
namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

e <TG RE

HIEHACARENTLSEE °

1. EATI < UCANTAE ERAEEEREILMNTLSME » MLEENERRAEN<>PI5|%

kubectl create secret tls <secret-name> --key <private-key-filename>
-—-cert <certificate-filename> -n <ACC-deployment-namespace>

2. FHUTHSHEHREEZEEETERESR (CRD) 1EZE - & pec.selfSigned’ | EEE
# Tspec.ca.secretName'] ~ UAZRRCITAIFEILAITLSERRS -

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n

<ACC-deployment-namespace>

#spec:
# selfSigned: {}

spec:
ca:

secretName: <secret—-name>
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3. FEAETY SR L REESETISRIEE - MASZECEATERRE « LLLAstra Control CenterZfE

4.

5.

72

% Z=REA <ACC-deployment-namedes> |

kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

[EIFE :
Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

ERTHIEARIL Tcreate.yamly #E5 ~ WLLEERNEAEAEN<>PHFERMUEE !

@ EEEFERR dnsNames FARRIERE Astra Control Center DNS {i3tFYAZ © Astra Control
Center 7% &fEA Common Name (CN) BMRIEE DNS {idl o

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
<strong>name: <certificate-name></strong>
namespace: <ACC-deployment-namespace>
spec:
<strong>secretName: <certificate-secret-name></strong>
duration: 2160h # 90d
renewBefore: 360h # 15d
dnsNames:
<strong>- <astra.dnsname.example.com></strong> #Replace with the
correct Astra Control Center DNS address
issuerRef:
kind: ClusterIssuer

name: cert-manager-certificates

ER T BILRE :

kubectl apply -f certificate.yaml



6. 5 T3 < MEEHIEH HREE RE ST EIERET - UREHEEATERIIBEEENSI18 (Flin%
18~ FHERRE ~ EAHARRDNS1E) o

kubectl describe certificate -n <ACC-deployment-namespace>

[EIFE :

Spec:
Dns Names:
astra.example.com
Duration: 125hO0OmOs
Issuer Ref:

Kind: ClusterlIssuer
Name: cert-manager-certificates
Renew Before: 61h0mOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%
Renewal Time: 2021-07-04T16:45:417
Revision: 1
Events: <none>

7. 45%E TLS {#77 CRD UM Tsr < MEBFAISM TR RRTERTE « LUEENEREAER <> HRFEY
uEE

kubectl edit tlsstores.traefik.io -n <ACC-deployment-namespace>

FEREXRAE

spec:
defaultCertificate:
secretName: <certificate-secret-name>

8. #4REE T ACICRD TLS. #18 ~ (A 7 a<MEBFIERITAVRERNE - WLLEENWE RS EN<>FH
TEREUEE :
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kubectl edit ingressroutes.traefik.io -n <ACC-deployment-namespace>

FERHEXA :

tls:
secretName: <certificate-secret—-name>
9. (FRME 2232 E = Astra Control CenterfYEZBZE Pt ©
B

10. FESNRRE AR B BT R R RSEF B RHETT o
. ERRISTREREABEIERTREEERER

R EAstraiZ sl #c

¥1% Astra Control Centerfg i

Z 8 Astra Control Center B ~ B ZEANFREHGIRE o INRIGIETEFF(H Astra Control
Center ~ AL BERILLSER o

&) LAfEE R Astra Control UIT{#ETIE$21E "Astra Control API" o

Astra Control CenteriZ & ffEFBKubernetes CPUE LA ECPUE R ~ st EHISk4AFTAE X B EKubernetes®®
EZTEEEHICPUER © IR IRIBVCPUSERERME MBI EISERHAE « 5520 5" o

@ MRENLE SN EDBBIZENCPURETTEE « Astra Control Center& [ LE I E IR FHAIFEFETE
- BABTERTEETRER o

() sEErmamTERsRE  Bem BRaE .

FAsaZ Al
* FEUHTRE R Astra Control Center#iiT{ERE o
* RIREESAERER o
* & "NetAppRHEEZE" (f) o

. B AAstra Control Center Ul ©

2. EEBEIRESMEHE

3. BEHE LI o

4. BIEEETEHAUZERER (NLF) o

S. JEIEHTIDIHE o

—_
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MRE>E#E) BEEERREEEN « I8 « B  1RPIDREMRBICPUEL °

@ WMRITHER LI « B REERMEZEAutoSupport 2D ITRAT « AN HEFEERIRE
ID ~ %24 Astra Control CentertfifERF 35 & B REEXK o

EXF Astra Control Provisioner

Astra Trident kRZs 23.10 &EFARAE = Astra Control Provisioner BY%EEIE - BJ:E%E
= HERY Astra Control & FEUGERS{HFE RECE INEE © Astra Control Provisioner B& T
IR IHAZZE Astra Trident CSI BUIHEEZ Ib ~ iEIRHE IEIERIAE ©

Astra Control BYSE##EEUY Astra Trident A& #FE RECEFETVA Orchestrator ~ Y% Astra Control EFEEY
MEIER o A ~ 585132 :% Astra Control EF& EXA Astra Control Provisioner © Astra Trident i 4 4&{Ri5 RN
4855 ~ ML NetApp BYHT CSI FIEMINAEIRESTT ~ 48 « SHIBREH o

RATEIETE

IR IEZIESIZER Astra Control Center £/#E ~ BISABE{ER Astra Control Provisioner THEE ~ BIFEZELL
T2 o R EZ Astra Trident EF#E ~ BB E{EF Astra Control Provisioner FRiR{EAYZESMINEE « TIAEIRE(E
F8 Astra Control ~ B[t FEEELLIERE ©

EEEIBRT ~ Astra Trident 24.02 FERR A ZEVAE R EZNINEE - MEMBRA

BYAZ Al
INRIREERF Astra Control Provisioner ~ 555C#{T RIS ER .
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Astra Control Provisioners fif Astra Control Center FJ{EH&

* * BY18 Astra Control Center $Z# * . {8ZEE "Astra Control Center ¥Z1£" B{F Astra Control

Provisioner M ZEXE PRI RYTNAE ©

© * ZEEFARE Astra Control Center 23.10 S EFThRZS * : WRIEITEERRHFE Astra Control
Provisioner THEE (24.02 ) #&BC Astra Control ~ {EHEEE R HAY Astra Control Center lrads ( 24.02
) °

s * EENICHEERE AMD64 Z4%224& * . Astra Control Provisioner s4&[EB51E AMD64 1 ARM64
CPU Z24&7124Ht « {8 Astra Control Center {£%1& AMD64 o

* * BUSEERFENAY Astra IZHIARFSIRE * @ tMNRIEITEFER Astra IZEHIZ M IE NetApp ZHEMHELL KT
& Astra ZHIIEE RECEETUME 555 AIEEE "Astra Control Service TRE" o SER IR 3T R EE A 32
iZ BlueXP tRE % ~ & UkZI Astra Control Service EGNEFERG o

* * MR E Z28E Astra Trident ~ SEFESSE AR TERRZABIFRE * - Q1R Astra Trident {if% 24.02
RREVIO{ERR AR B A ~ #RaTL{E A Astra Control Provisioner E3EFH4RZE Astra Trident 24.02 o 40 ~
] A B 151 Astra Trident 23.04 FH4RZE 24.02 ©

Astra Control Provisioner {£fR{ERE

* * Y18 Astra Control Center $5#£ * . {&5EE "Astra Control Center ¥21£" B{F3 Astra Control
Provisioner M {FEXE FrigHAYINEE ©

* * MIRICE L5 Astra Trident ~ AFESREARZASI A OERRZAEVARE * © Q05 Astra Trident i 24.02
FREVIOERR SR A ~ EETLU{E A Astra Control Provisioner B 3EFH4RZE Astra Trident 24.02 o 40 ~
BBl I B 514 Astra Trident 23.04 H4RZE 24.02 o

* * VS E &7 EXEY Astra Control Service 1RE * : IREEEFEE &7 S5 F & Astra Control Provisioner
% o HERIIAER ~ A5 BYEER "Astra Control Service TEE" o SERRITIZ R FRE A 2T BlueXP R
B ~ 8@ g% Astra Control Service ERNE FE o

(:0B% 1) HY{] Astra Control Provisioner B£{&

Astra Control Center f§F & ] LAf$F Astra Control Z#£8l NetApp X1B48u4 /55%H18 Astra Control
Provisioner BR{& o 2BZ TR E R Astra Control BY1E T Astra Control Provisioner B Astra Trident {1
& FEERBRAE o
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Astra Control S/{57% %

@ B UTEARFZFEH{EE Podman MIE Docker ZR#1TA4 © MIREFEAME Windows 18
1% « #ZEA PowerShell o

1. 77EY NetApp Astra Control SR8 :
a. & A Astra Control Service Web Ul ~ A ENEEA LANET ©
b. JEiZ* APITZEY" o
C. M MERMRA ID o
d. WE—EEEN * EE AP L~ ~ R%EHE API AT RIERFIZIRGE W HAEFEERESRT ©
e. FRIRIFNAEE A Astra Control B :

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

crane auth login cr.astra.netapp.io -u <account-id> -p <api-
token>

2 (RETEN HRETISREREBELDTEE  MRORERBY  HEEHH Tident TH
FHR T o

a. (& sEPhiH Astra Control Provisioner BR % :

@ Fr B BRE A IR ZETF & ~ MEES IR RGN EABRN TS ~ HIa0
Linux AMD64 °

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0
--platform <cluster platform>

gh -

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0 --platform
linux/amd64

a. Rk

docker tag cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0

b. RREHEXEBFTE SR
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docker push <my custom registry>/trident-acp:24.02.0

&I LAER Crane 8 4REXE1T 75! Docker 87 < :
(:) crane copy cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0

NetApp ZiE4FL

1. "F&{ Astra Control Provisioner Eff (trident-acp- [version].tar) £ "Astra Control Center &
FHEM" °

2. (3E%B7A3%ERM) T# Astra Control Center (Astra #EIchi0y) MEZEBERZEHN (Astra #ZHH0 -
certs-[version].tar.gz ) ~ LAEREE Trident -ACP-[version] tar EFBI% % o

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenterDockerImages-
public.pub -signature certs/trident-acp-[version].tar.sig trident-
acp-[version].tar

3. & A Astra Control Provisioner B4 :
docker load < trident-acp-24.02.0.tar
[EIFE :
Loaded image: trident-acp:24.02.0-linux-amd6c4
4. 1REERA

docker tag trident-acp:24.02.0-1linux-amdc4
<my custom registry>/trident-acp:24.02.0

O RIREHIXEBEFIE R

docker push <my custom registry>/trident-acp:24.02.0
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(FE% 2) 7£ Astra Trident E{FH Astra Control Provisioner

FIERIERE S EREER EE T (FEEEA Helm ) 54 tridentct” WARMRKISHRIAT /ETERES RIS 5 o
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Astra Trident E&F
1. "R & Astra Trident Z4Ef2 UG HL AR ERAR" ©
2. MRS R ZLEE Astra Trident ~ SENRYA Astra Trident SPBFRIFEE T B TP R :
a BIUEPRHEKA:

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.y
aml

b. 3237 Trident 55 ZEM] (kubectl create namespace trident) SUFEEY Trident SR ZEREMIAA
fF7E (kubectl get all -n trident) ° WIRERFREHZEM ~ AEMEIL o

3. #& Astra Trident 3% 24.02.0 :

@ HIHIT Kubernetes 1.24 S{E R hRAHEE ~ 5518/ bundle_pre 1 25.yaml ° ¥
#1717 Kubernetes 1.25 SREMTARASHIESE ~ 35 bundle post 1 25.yaml®

kubectl -n trident apply -f trident-installer/deploy/<bundle-
name.yaml>

4. FEE Astra Trident IETEET :

kubectl get torc -n trident

[EIFE :

NAME AGE
trident 21m

S. [[Pull #% | MMREEFEREZINER « SBEIUMZBIRALL Astra Control Provisioner BR{& :

kubectl create secret docker-registry <secret name> -n trident
--docker-server=<my custom registry> --docker-username=<username>
--docker-password=<token>

6. #45%5 TridentOrchestrator CR 1T F54RES

kubectl edit torc trident -n trident
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a. % Astra Trident BRREZE HETEERAIE ~ T Astra Control E#EHHIH (tridentImage:

<my_custom_registry>/trident:24.02.0Eﬁtridentlmage:
netapp/trident:24.02.0) ©

b. EF8 Astra Control Provisioner (enableACP: true) ©

C. FE Astra Control Provisioner BRMGRIBFTEER{IIE « SL1E Astra Control B &I ARG
(acpImage: <my_custom_registry>/trident—acp:24.02.0EZacpImage:
cr.astra.netapp.io/astra/trident-acp:24.02.0) ©

d. MREBET TEIUHWE EAEFHENED « ERIUTEIRE (imagePullSecrets: -
<secret name>) °AERATTEEAIPERPEINIERLBEIELE

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
tridentImage: <registry>/trident:24.02.0
enableACP: true
acpImage: <registry>/trident-acp:24.02.0
imagePullSecrets:
- <secret name>

7. FELERESR - BEEFRHEEIFE -
8. HRNBRIIERT - BENELE -

kubectl get all -n trident

@ Kubernetess= P R FEE*—(EEH FHITERE* o 35708 1L Astra Trident EH FHIZE
ERE o

9. B#5% trident-acp AESEEHIT acpVersion @ 24.02.0 AREEZ Installed :

kubectl get torc -o yaml

[E1FE :

81



82

status:
acpVersion: 24.02.0
currentInstallationParams:

acpImage: <registry>/trident-acp:24.02.0
enableACP: "true"

status: Installed

s Fe
1. "F&{ Astra Trident ZEEF2 TS ELARBRLE" o
2. "MNRIEHIRAH Astra Trident ~ FREEREHTHEE HRGRRE" o

3. 7EEKH Astra Control Provisioner Y& ~ %24 Astra Trident (-—enable-acp=true)

./tridentctl -n trident install --enable-acp=true --acp

-image=mycustomregistry/trident-acp:24.02

4. ¥EET Astra Control Provisioner BRI :

./tridentctl -n trident version

[E1FE :
oo oo oo + | SERVER VERSION
CLIENT VERSION | ACP VERSION | +-—--——--——-—————- oo
Fommmmm - + | 24.02.0 | 24.02.0 | 24.02.0. | +-————————————————
fomm e fom e +
£t

1. INREE L Astra Trident 23.07.1 SERRRA « 2GR EME it o
2. 1R Kubernetes EEMIT 1.24 HERHRZA ~ 5MIFR PSP

kubectl delete psp tridentoperatorpod

3. ¥fi%Astra Trident Helmf577E :
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helm repo add netapp-trident https://netapp.github.io/trident-helm-

chart

4. B Helm B :

helm repo update netapp-trident

[E]FE :

Hang tight while we grab the latest from your chart repositories...
...Successfully got an update from the "netapp-trident" chart

repository
Update Complete. [lHappy Helming![]

°. FIHFA

./tridentctl images -n trident

[EIFE

| v1.28.0 | netapp/trident:24.02.0]
| | docker.io/netapp/trident-autosupport:24.02|

| | registry.k8s.

provisioner:v4.0.0|

| | registry.k8s.

attacher:v4.5.0|

| | registry.k8s.

resizer:v1.9.3|

| | registry.k8s.

snapshotter:v6.3.3|

| | registry.k8s.

registrar:v2.10.0 |

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-node-driver-

| | netapp/trident-operator:24.02.0 (optional)

6. FE{% Trident ¥2{EE 24.02.0 A]FH :

helm search repo netapp-trident/trident-operator --versions

[E1FE :

83



NAME CHART VERSION APP VERSION
DESCRIPTION

netapp-trident/trident-operator 100.2402.0 24.02.0 A

filll3
F

7. f£F helm install ABHITFIIEHP—EEE - HPEIE
° BREBAIEMLTE
° Astra Trident HrZs
° Astra Control Provisioner B{& Y4478
© AR ERNRIEE

© (BR) AHEHRRE - IREEANIRAEES "Trident E&" ATMUR —EZ BN ERE S
&~ (EFFABYSCSIMRERA RN E—EE ST ©

° Trident fp& 2R

B

=
N

* RBEEHRRIR G

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=cr.astra.netapp.io/astra/trident-acp:24.02.0
--set enableACP=true --set operatorImage=netapp/trident-
operator:24.02.0 --set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

* —ESZEEEFHIR A

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=<your-registry>:<acp image> --set
enableACP=true --set imageRegistry=<your-registry>/sig-storage --set
operatorImage=netapp/trident-operator:24.02.0 —--set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

CAILUERA helm list AEBRREFAER « HINNRHE - spRZERM ~ B « ARG -~ EAREINARE ~
EETHRAE ©

WRIGTEFER Helm ZBE Trident BRAEEMERIIRE ~ BT < U2 R ZEE Astra Trident

./tridentctl uninstall -n trident

* 3B * "STE k% Astra Trident B F FERH" EES B X B Astra Control Provisioner Z 7 ~ sB7tid H{EAS
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FRPRZ A —EB ) o

+
i

Astra Control Provisioner THEEEEXA ~ 0] LUERERIE BRI ThRZSRYIHSE ©

({23E AR Astra Control Center %) 4 Astra Control Provisioner 2 1% ~ 7£ Astra Control Center Ul A
HHEHEEANEERDET ACP version MIE Trident version WO BRIZEERIRRASSERE ©

-\~ CLUSTER STATUS

(@ Available
Version Managed Kube-system namespace UID ACP Version
v1.24.9+rke2r2 2024/03/1517:32 UTC ®
Private route identifier Cloud instance Default bucket
.. ® private # astra-bucket1 (inherited)

Overview Namespaces Storage Activity

LS EZEN
* "Astra Trident F&R>C{4"

fEFHAstra Control BIRIRMIFEETIEERE

EFMEREZ A ~ BEBRAS FISRMEY - BUEZHITERERE « URFREEC%E
BEYFHTIZ E Astra Control Center ~ i fRFEE 27 kubeconfig &=EA o

Astra Control A[:ESIRIFEHIRIEFRLT ~ FIEHBIER (CR) X Kribeconfig BEIEHIZEE ©

Bt Z Al
* C RRIIRIBAAMEM * | EIRIBRI S EK "SEIRIETE K" B Astra Control Center ©

. %J‘“FEIT’F'E'ﬁ@E* DRARE RELFSR TRAEERERIEINEEDR « Pod IUEBIHHFERER

* [[enable - psa]]*Enable PSA restrictions * : YIRFE BRI Pod Z25FAI5&H] ( Kubernetes 1.25 R E#T
EERNZE)  BUISAERA PSA HiELEm& ERMARSE |

° netapp-acc-operator SRS ZER]

kubectl label --overwrite ns netapp-acc-operator pod-
security.kubernetes.io/enforce=privileged

° netapp monitoring ARFAZER !
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kubectl label --overwrite ns netapp-monitoring pod-
security.kubernetes.io/enforce=privileged

* (ZIE) T5F | CREEFERAIERNSZIERSZIERR LR ENSZIEDEMBREREEFEREID « 74 8efE
FiAstra Control Center?R{&{7n 5 iE R FEFAFETLONTAP ONTAP ONTAP o

Eflexf2an L FFHIT FFIELONTAP

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* * KUKUBeconfig sEEZ=EEK * | BLEFEREFEAH KUBeconfig BEIEMERAENEEMRET ©
° * 3% kubeconfig BI7FEX * : &R LAFFER "FEELFEEE kubeconfig" BB "G B L EERAREITERE" ©

° *55.:3?“1‘& EIEE* ( MRECEFEASENERERMEEN (CA) B kubeconfig #EZERFTILHLE
ATEFPHTIE T —1T cluster kubeconfig #2Z2HY—Ef o 5 F]:E Astra Control FTISEEE :

insecure-skip-tls-verify: true

° *{#fRRancher * : 7Z£RancheriRIEHEIRERAENEER « FB7ERancherifBIKusbeconfighgZZ &L
ﬁﬁ&“ﬁ%%ﬂ’ﬁﬁﬁﬁl@ M REZEHImAAmMmIERancher APHERRZZAIE o YL RIA Rancher APIfa]
ARESVEH ~ WELZRAABE ©

* * Astra Control Provisioner 83K * © {EFEZ#ER IEHEERER Astra Control B/RECETZT, ~ B H Astra
Trident Joff ~ REIEHELE

o * 1% Astra Trident IRIZEZER * | E L4 FH4R Astra Control Provisioner ZHi ~ sa1%RE "2 2 AYATIH
Bim B EHARRE" o

° * B A Astra Control Provisioner IHEE * : s@FUiE R 223 Astra Trident 23.10 S EFTARAIL B "Astra
Control Provisioner & {ETZINAE" o ?_é,%aHﬁZIKEF' !Zl]% Astra Control BJRECEZTVARENA - Astra
Control AR $& Astra Trident o

o * REMERE | BONBEE—EHFERIF "7 Astra Trident PEEE" EEE L o

° * RIEMEFER * | ELOUBER—E#FER 7T Astra Trident FE2E" TR E L - IREREFERHTF
85l ~ FHRECEAATAREN * £ * #7745 -

° * 257 Volume Snapshot ?’“%‘J%%jtﬁt Volume Snapshot $85!] * : "ZZE Volume Snapshot #l258" LA
@T‘Astra Control PRI HRER o "121" E/D—1@ volumeSnapshotClass {# Astra Trident ©

HITERIRE
HITTIIIERIRE  RCHEECERBITIIEEAstralZhFil) o

ﬁ 3:74
1. HIERE EEITH Astra Trident i :
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kubectl get tridentversion -n trident

UNR Astra Trident 777F ~ G FEELITYIMNESL ¢

NAME VERSION
trident 24.02.0

R Astra Trident R1EE ~ EEHFFHELITYEL :

error: the server doesn't have a resource type "tridentversions"

2. JITTIEAP—IR

° WNRIEHITHIE Astra Trident 23.01 HEFRRRAS ~ SAFERELEIER "SRA" TEF4RZE Astra Control
Provisioner Z Fij ~ FoHHAREEFTRRZSHY Astra Trldent o fRATLA "HIITEIEFHAR" WNRITHY Astra Trident
(IRt 24.02 IRHIMERRZSFREG A ~ BIlZ Astra Control Provisioner 24.02 © 530 ~ & a] LA EEHE Astra
Trident 23.04 F#k = Astra Control Provisioner 24.02 o

° MNRITHITHIZ Astra Trident 23.10 I EHTHRZA ~ 55552 Astra Control Provisioner B58A% "E A"
o Astra Control Provisioner A& 23.10 ZFi189 Astra Control Center RRZSfERS o "F+4k Astra
Control Provisioner" Bt E B IS EHRUFENERFIIHER Astra Control Center hRZSHE[F] ©

3. FB{RFrE Pod (83#E trident-acp) IEEHIT:

kubectl get pods -n trident

4. JEREFIER R T ERAIER Astra Trident EEFNER - EHTENBIBES csi.trident.netapp.io ° &8
SR TR -

kubectl get sc

[ElfEEEHE)
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) c¢si.trident.netapp.io Delete Immediate
true 5d23h
Bi£EABELLEE

R kubeconfig BIRRVERE ~ ERILUEE %A Astra Control Center L_LE [RIERYIETEIEEIEE A
8 o 1 =Z Astra Control Center RENMKERRR « AAREEMR Kribeconfig 8 E AN —ERD "LEIZF"
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MR TINE—BERBERRERIRIR ~ AEF A HENEEILERIRY Kubleconfig :

s [CREERGIEEIEEER Astra Control R

s ERZERNBEE - AR TR EMNTER Astra Control Kbeconfig «~ 2 BB E—ABSHZEA
& BEEELNIRIEREE

Az Al
TR EFTRZA  FRECEEENZE/ABTIIER

* BLHEKECV1.23H FH# R4
* #]FAAstra Control Center RZEV G EFIE R BIENEE

()  #itiEss « CRBESBKECBECVLEZE# TAstra Control Centerfly# o

* EREEEEERREEFRTRABHEEREAFKECBEConfig

FTER
1. BILARFEIRE -
a. #3747 lastracontilt-service-account.yaml) HIRRFEIREFEZE o

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

b. ERMRFFIRF :

kubectl apply -f astracontrol-service-account.yaml

2. %EH Astra Control EEENEERT AR EHHERMNTIREABZ— !
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BREMWEEAR
ItAEEE Astra Control BIREEFFRIRERER :

a. J237 clusterRole ffl#l ~ astra-admin-account.yaml °

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

N T |

resources:
= T x 1
verbs:

- get

- list

- Create

- patch

# Delete Resources
# Necessary for in-place restore and AppMirror failover
- apiGroups:
- apps
- autoscaling
- batch
- crd.projectcalico.org
- extensions
- networking.k8s.io
- policy
- rbac.authorization.k8s.io
- snapshot.storage.k8s.io
- trident.netapp.io
resources:
- configmaps
- cronjobs
- daemonsets
- deployments
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- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

- secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
mnmn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources

apiGroups:

- build.openshift.io

- image.openshift.io
resources:

- builds/details

- replicationcontrollers

- replicationcontrollers/scale
- imagestreams/layers



- imagestreamtags
- imagetags
verbs:

- update

b. ({£BR OpenShift &) ER4EREMINTYIIER astra-admin-account.yaml H&2E :

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:
- use

- update

C. ERREAR:

kubectl apply -f astra-admin-account.yaml

b S )

AT E S H Astra Control EIRZ REMRETTEIR - MREEAZSERTHE - BEAERAREH
B ERIFAR Astra Control Kbeconfig + Bl2BA BE—ABNERAGEAELCHIRIEPEF « BIF
MUfERItAR :

@ MTAZA ClusterRole FEFE Kubernetes FI—AREEH o 55 2R Kubernetes Bl
%~ USSR ENICBIENIET o

a. 1 ClusterRole B » astra-admin-account.yaml ©

<strong>astra-admin-account.yaml</strong>
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

I I |

resources:

I I |

verbs:

— LI |

- nonResourceURLs:

B T |

verbs:

I T |

b. EREEAR

kubectl apply -f astra-admin-account.yaml

S BUREAGARGIRFNEEABERE !

92

a. %% lastracontletil-clusterrolebind.yaml) BY ClusterRoeBindingl &2 o

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

b. EREERBRE .



kubectl apply -f astracontrol-clusterrolebinding.yaml

4. BIUWEFRENES

a. B —ERANENMZEIER secret-astracontrol-service-account. yaml °

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service—-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. BRI :

kubectl apply -f secret-astracontrol-service-account.yaml

O. RENENEMEERFIRS  REBBINLE secrets Array (UTHAPHRE—T)

kubectl edit sa astracontrol-service-account



apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

6. FHARFEIRPEE « 1 T<ABE>) BMABEENZEANS !

7.

94

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

BHAE BRI TIARS -

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

CP@@FE%E"]%% secrets @5']5555?%0 © T:EJ:?IE%ﬁ@Jqﬂ N %%I% astracontrol-service-account-
dockercfg-48xhx 130 » &5|BIA secret-astracontrol-service-account fEZE1 o FE&#HIH
o SEETIRFEIREBIENERS IR o MET—ELERPRELRSIRR

E4 LT #IKbeconfig :
a. 1] create-kubeconfig.sh t8% :

b. i1 TOKEN_INDEX 1£ N5 HERER « (LA EMHAE -

<strong>create-kubeconfig.sh</strong>



Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

HH H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
-—context S${CONTEXT} \
--namespace S${NAMESPACE} \
-0 Jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \
-—context S${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo S${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
S {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} S${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-S$S{NAMESPACE}-token-user \
-—token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
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set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token-

user

# Set context to correct namespace
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp
rm ${KUBECONFIG_FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

C. FREMAT LG HEEREKubernetess= £ ©

source create-kubeconfig.sh

8. (ER) WKbeconfigEHitn A ERIERERTE o

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

(F:ffrfEE) Z#E Astra Connector for Managed #£

H Astra Control Center BIERIEEE{# A Astra Connector ZREIFAEE 2= & 4 Astra Control
Center ZHBVE o EBEEMEEEEIENZ=SE %L Astra Connector ©

4t Astra Connector
] LAERE Kubernetes a2 M1BEJE R (CR) 18ZFAEKZEE Astra Connector ©
RAREIETE

* HITISLESERET « ;AT EE(E A Astra Control BIBMVEE FHIITIELERS ©
* MREEANEEEE ARESTRNIH ST BHELERS ©

BAYAZ Al
s (REEIZEVEEFA Astra Control BIEHIEEE
* fREE Kubernetes BIZEHER « 74 BETEEE %4 Astra Connector BH F

MNRFBEERE Pod Z2FA5&H] (Kubernetes 1.25 REMBEMNTERME) ~ MIEEEHEE
G) aws 7. SRR PSA B  JESR0 "B Acira Control 51815 147 2 4 BIEE 65" L iE
&R o
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TR

1. 7E1RE# A Astra Control EIEHI#EE %4 Astra Connector BEF o EIEHITILH SR « %R
astra-connector-operator BENTERMAREMRSZZTM :

kubectl apply -f https://github.com/NetApp/astra-connector-
operator/releases/download/24.02.0-
202403151353 /astraconnector operator.yaml

2. HEUIRFEERERME
kubectl get all -n astra-connector-operator

3. {4 Astra Control BX{Z AP| L o s5 2R3 "Astra Automation S 14" W EVEEREIE T ©
4. (FRAERERIIMER o 18 <API_TOKEN> XX A1 Astra Control U ZIRYRERL

kubectl create secret generic astra-token \
-—from-literal=apiToken=<API TOKEN> \

-n astra-connector

S. #1I Docker #Z AR I Astra Connector BRER o URIRIZHE M EVLIEIN <> FHVME !

@ {EETATE Astra £ZE514828 Ul h3 5] <ASTRA_CONTROL_ACCOUNT _ID> © £ Web Ul & «
ENEmA -ANER - REBER *API ZEL > ©

kubectl create secret docker-registry regcred \
--docker-username=<ASTRA CONTROL ACCOUNT ID> \
—-—docker-password=<API TOKEN> \

-n astra-connector \

—--docker-server=cr.astra.netapp.io

6. #2137 Astra Connector CR 1£Z I #ff% astra-connector-cr.yaml © EHEIN <> RIYELUR G Astra
Control IRIEFNIZFEARRE !

° <ASTRA_CONTROL_ACCOUNT_ID> : fEai—{EL ER1E Astra Control #JE& Ul BUS
° <CLUSTER_NAME> : FE7E Astra Control 35/ kILEERILTE o
> <ASTRA_CONTROL_URL> : Astra Control BJ48E& Ul URL o 0 :

https://astra.control.url
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apiVersion: astra.netapp.io/vl
kind: AstraConnector
metadata:
name: astra-connector
namespace: astra-connector
spec:
astra:
accountId: <ASTRA CONTROL ACCOUNT ID>
clusterName: <CLUSTER NAME>
#Only set “skipTLSValidation® to “true’ when using the default
self-signed
fcertificate in a proof-of-concept environment.
skipTLSValidation: false #Should be set to false in production
environments
tokenRef: astra-token
natsSyncClient:
cloudBridgeURL: <ASTRA CONTROL HOST URL>
imageRegistry:
name: cr.astra.netapp.io

secret: regcred

7. IEAZ# astra-connector-cr. yaml {EFRIEEENIEZR - s5EHACR

kubectl apply -n astra-connector -f astra-connector-cr.yaml

8. F&2% Astra Connector B2 ZE

kubectl get all -n astra-connector

9. HEsREE B[ Astra Control 331 -

kubectl get astraconnectors.astra.netapp.io -A

NAMESPACE NAME REGISTERED ASTRACONNECTORID
STATUS
astra-connector astra-connector true 00ac8-2cef-41ac-8777-

ed0583e Registered with Astra

10. Egsh s 2R HIRTE Astra Control 4888 Ul B9 * Clusters* B EHIS SR EFER -
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HIBERE

EEFREIEERRER - ;3% KubernetesBE « TG HE(FEEERREIE o SNA
A Astra Control CenterfiZ &5 « 7 sEiRZ=KubernetesfEATET

K F9EEAstra Control Centert BEIEEER LHRRE  BREMEERIE EAstra Control Center
ETEIE - BEEBARE « 7 AEKubmetrics R TIREIERIEE « Mbe TR RS
BE#R o
Bt AT
* BRI  SSCRBI T UER UL o
* MRAEFAEIE ONTAP SAN BEBYZR « SAHSATEFTA Kubemetes %4 FRXF% BIAIE o

1. ERRNEEINEREE !
c it TEREE) B TERR B 1 TRE) BRHPER g o
c FEAIEBERET  EICERE  ARR [£5) EEEINERE -

2. gijﬁaﬁﬂ’ﬂ* Add Cluster.yamif3& & + E1# Tkubeconfig - yaml) &% - ¢85 L Tkubeconfig - yaml) #&ZEHY
Ao

() Tkubeconfig - yaml) HERAEES (B E B EDHER o

WMRIEBITEIL kubeconfig IEEF » BEZRER—E*RATTE c :52[E "Kubernetes
() < UEEARRIMEN kubecontig ME | MBEREAABRNEESGEY
T Kbeconfig "IthiZ = s/ T A E A B _EfE 5 AL _FEZKECBEConnfig ©
3. IRMHEDERTE - IRIETER:  SRELBE BEEAARELE o
4 BB T—5 o
5. EENE AR lEKubernetess e MITERL FE7Z4ER! ~ FATRBEAY* Next* o

(i)  fomEzamETE Astra Control Provisioner R RELE ONTAP 7R 1A RIBETEER -

6. EIEM « R —IVEERERY ~ FFEECHTIE”
R

f£Astra Control CenterP#TE EEIENREZ & ~ AT EX D IENRIREIRESITIREE - &
2z Al ~ BHEREERRALE « Wittt B IEREVREIGE LB EMH o Kl LZRE—8E

@ A& & Astra Control CenterBVfS IEFEAKRERT ~ MIREFLEERER o MR IEN(NEIAERAMBE - 53
AIEFEELHIT oc get pods -n netapp-monitoring AR - (FEEBEEEITIRES
08 ~ LUETERIRE o
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7E ONTAP {#7F1&In_E RV EREE
Astra Control Center {2 tMiEEE:E ONTAP ZBimAVIET :

« * SOREELEREE ¢ L BB EHIRE ONTAP FHEMNFERELBNENS - CEZERBELAEENEZEEAS
& ~ fI40 admin 3§ vsadmin ~ UAFE{REL ONTAP ARZASBIBR KBS o
o *RFBAVESER * | Astra IO AT UER ZE TR IR /RTEE ONTAP 2EEH o LEZERALIRE
7 2BNEEN CARE (WMRFER) (ERJEH) o
TRl LR BHHIRANR « BREERSAARES—EHE  c —RALE—BRERE

5 Rt E)

Astra Control Center R EZ B HHEHERISTE admin B ONTAP BimE: o LREZERALEERNREAS -
B0 admin o SR HEREIRIR ONTAP hRASHVRTZIEAE « BERAATREE AFIARIR Astra 2EHIRORRASFRER
HYZHEE API ©

()  EEEIETR2BARE | 15 Astra Control Center AR « BT IREER o

RinEZLHIIT

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret"

BIRTEHR W — UMY DB c BUSEHZR RS —EEAETENENTE - Al - E2EMHE
18 S FAIVIRIE - B Kubernetes SR EIEESHIT o

Ry FRE R R
Astra AR RTIAE AR /&RE ELETRYFNIRA HY ONTAP Bimid@H o MEZERIFEZTMA TIIEN ©

* clientCertificate : FAFIR/&ES ©
* clientPrivateKey - BAF#EYFASE o

* trustedCACertificate : AJfS§ CAFEE o MIRFHEEMICA » BIABIREIE2E - MRKFERET
HICA ~ B n] ZZBE LR RE ©

(ERTLASEFR T A e — TR O3 -
- BREBHONE
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R BB EERENRE
HAN TERIZEE TIIT R

1. EXRPIHRENEE - ELER « AR —MR%ME (CN) RES ONTAP fEAE « LIBEE?

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=<common-name>"

2. PEEAREERMNERE client-ca MUK ONTAP 2E£ LS8

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

3. FE:% ONTAP Z2F AABB/RERE L L

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver—-name>

4. FREENETREERE o B LIF IP M SVM $#BEUX ONTAP Management LIF> # <vserver name>
o W BIE(RLIFBIARTRIRRIER E A default-data-management ©

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver—-get></vserver-get></netapp>

5. {ERAN LE—FEVEMIE « 7E Astra Control Center Ul REIE &L o

Ry IR REE AV B
MREAGIRERE - ERIUEREEDHRREREEERE o

1. EEFAZE48H CSR
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openssl reg -new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>”

1% CSR f=EZE Windows CA (1 CA) ~ REZBHEENESE
THEZEZEWRSE - MREHEHME%A [ ontap_signed_cert.crt |
#& Windows CA (1% 77%® CA) EHIREE o

ﬁ%ﬁtﬁé% ca_root.crt

o &~ W Db

TIRAER T =EESE :

o * FAEREIE ¢ ! ontap_signed_request .key (B2 ONTAP HfAlfR2S/REMNHIESRIR - ZIEFARS
REERFERE RIS

° *ZERFE Y | ontap signed cert.crt (E7E ONTAP At iBAEARE/REE _ )
° * IR CAREE * . ca_root.crt (=1 ONTAP Hti8A server-ca /& ©)
6. 7£ ONTAP FRZEEFLERE o EE KRR server Ml server-ca ONTAP LHYREE ©
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[EF3 SAMPLE.Yaml

# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.

security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate
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certificates {y|n}: n

The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP_ CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—connect <ONTAP CLUSTER FQDN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

<Certificate details>

7. BE—ETHERILAFIRRE - LUETERIEEN © Astra 16RO AR FE ONTAP & °
8. £ ONTAP LELERLZHEAFHRE :
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[EF3 SAMPLE.Yaml

# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the
below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate's CA and serial number for reference:

CA:
serial:

The certificate's generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only

certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{

105



"records": [

{
"uuid": "f84e0a%-e72f-4431-88c4-4bf5378b41bd",

"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d039€a50375c",
"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039%ea50375c"
}

}

by

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a9%-e72f-4431-88c4-
4bf5378b41bd"

}

}

}

1,

"num records": 1,

" links": {

"self": {

"href": "/api/storage/aggregates"

oe

}
}
}

9. 7£ Astra Control Center Ul FRETIE#FEL « LIRHETIE !
° * AAIR/&EE * ¢ ONTAP Al AF % .pem
o * FhZRE$8 * . ontap_test_client.key
° * T[S CAFEE * | ONTAP ZEM cert.crt

B RTF R I

RE e R Bl B ~ LA LGIRARY ONTAP R RIRRTIEE Astra #EH|
0 UEBEER ©

irAstra Control R ETFEEEEAEEFRI « FIRCERENRE (PV) AREFRIRZHEEIES « UK
SERSIMVIETFEIR o

MRIEEEUE Astra IZHIEREEZ - 1F Astra 1ZH|HOFTIE R ETE ONTAP #77:RE%& % - BUEA NetApp
SnapMirror $:fiTBFZBE FINAE o
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1. REAIEERFHBERIRT  EECRIE o

2. EERY TAdd*) o

3. 11 MIMEREFERERE EEN MFEAREN) BEAR « EE * ONTAP * ©

4. EEFHHEHAP—IE
©* EAEIRASNE * | WA ONTAP BEEE IP (LA AIEIRRGE © SREEH A AR BEHENDES

/|

MR AT ERE WA ontapi BRAEB AU ADIEONTAP SIEME
E Y THIBRHEIERN) DEUHAONTAP » IREITEEASnapMirroriEE ~ :5EH
() &7 ladmin) ABNERERSE  ZAGRAEFIRITE ontapi Al hetp » 72K
JEONTAP FIEIBUHZRIE I - 3201 "EI2ONTAP BAZIRS « HERIAIE" S
EHE -
o GERERE C S pen I BRI . oy MR - LURBHEM ISR BAINE o
5. BB T—5 o
6. RESDEHEEEL) « ABERER o
&
R IBENHIRAET onl ine SIHIBEEM -

() cosmEsrzEEE  WEBTEE -

IS E

& B LAfEEF Astra Control UISZRFHIE#7F& "Astra Control AP|" o Y1 RIS EFH{H FEFRTE
RAIFEHFERE - IR EBREEENUEARRER « AN ESYHERE B REHE
& o Astra Control Zi&E LB NER B FELREZNYEERES -

MREEREARARNFHERERBEERIIE—ERE « BIEE(EHAstra Control P EEFE - RARIUIR
B RER#FE
FEsaZ Al
* BRITHERE —{EA 1 Astra Control Center FREIRIVEEEZENRVETHE o
* BRICHERITRERVENEE o
* HESDATRE A N HP—TEER
> NetApp ONTAP ESS3
° NetApp StorageGRID EfS3

o Microsoft Azure

° —f%S3

@ Amazon Web Services (AWS) FGoogle Cloud Platform (GCP) f£f@AS3F&EiaR o
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