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BeeGFS v8 5|A7T TLS %1% » ANMEEETR (Bl beegts mLHEMAIEN) £l BeeGFS ARSI (
a0 Management 3¢ Remote) ZERIARREEE o AR NABANFIER =& TLS RE S A7E BeeGFS FREHH
E TLS Mm% :

* FERARMEENRFEIREELN | TG BeeGFS RE LERIRAMN CAEERSE o

* BUAMUSRIRERN | BUAHURERIEE(IERTREZE BeeGFS IRFHIEE - B ZEANKE
HEEE B CHEERMAKEING CA RIRIE -

* TLS BfFA | AFRBEMEBNIRIZIETHIEHFE - AIUT2ER TLS - TEZERM > AR ERA
BERAMERNEE T EERRERUBX AN RE LR

FEEREATIRIENBEBBERNT X - 55268 "BeeGFS TLS" XHUEIEZFHAE ©

@ i#17 "beegfs-client RFFHVESIEE TLS BN 0] #E, BeeGFS 18R A4  WZBRTE TLS A SefEH
BeeGFS CLI F1E At beegfs AR5 » B8N remote # sync ©
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MREAUEFIRREERREREEN (CA) FTIERES (EmEREEEAND CABRFE=AifMtE) > &
BEILAERTE BeeGFS v8 fEEL: CA BHEREE » MAREEBZE AR °

ZREFH) BeeGFS v8 #E£E&

B #THY BeeGFS v8 SR ERE » 5552 Ansible JEEH) user defined params.yml #2ZMUS|IAEHY CA %
BB -

beegfs ha tls enabled: true
beegfs ha ca cert src path: files/beegfs/cert/ca cert.pem
beegfs ha tls cert src path: files/beegfs/cert/mgmtd tls cert.pem

beegfs ha tls key src path: files/beegfs/cert/mgmtd tls key.pem


https://doc.beegfs.io/latest/advanced_topics/tls.html

4R “beegfs_ha_tls_config_options.alt_names  R&ZE » Ansible @ BEIEL B % TLS &FEHM
T8 > WAERRMM alt_names (EA/REBHFNEEHER LT (SAN) - EEFERKTECHESRT
@ TLS /B8 £88 (U0 "beegfs_ha_tls_cert_src_path'# “beegfs_ha_tls_key src_path FR¥sE) >
1B R S MIBREE(E "beegfs_ha_tls_config_options 284 » BHI > BEL/REMNELREBL
» BB ERBNEBE ARG HMER o
ECEIRAH BeeGFS v8 #5
HHIRED BeeGFS v8 &8 » :51 BeeGFS BIERFEMVREEP IR EAIEREMEN CABERE !

tls-cert-file = /path/to/cert.pem
tls-key-file = /path/to/key.pem

£ CA EE/R:ERTE BeeGFS v8 AP ik
EERT BeeGFS v8 AR IRUEEERRA/RE M CAEEEE > FESERAPIEMNRETRE ts-cert-file

=" o MIRKEARMKREM > SABIBRTE tIs-cert-file = <local cert> ZRIFMAHEIRFAIEEIE o LLRTE RFFH P
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FM25E BeeGFS HERRE © ILFHEFRIEII—E CA » 5% CA 7% BeeGFS BIRIRFHHERT » ABKELR
BB AERIRLRILEEHE - FIRE TIRBARESM CA LEIRA Y BeeGFS v8 & LEERS ©

ZREFHY BeeGFS v8 #EE&

HH0#THY BeeGFS v8 #2Z > beegfs 8 Ansible BBFESTEIEHIME LRI AW CA» A BERBEE Y
EMREE o AILUERTE Ansible SEER “user_defined_params.yml #8258 E U T2 EREVA LEIHAE :

beegfs ha tls enabled: true

beegfs ha ca cert src path: files/beegfs/cert/local ca cert.pem
beegfs ha tls cert src path: files/beegfs/cert/mgmtd tls cert.pem
beegfs ha tls key src path: files/beegfs/cert/mgmtd tls key.pem
beegfs ha tls config options:

alt names: [<mgmt service ip>]

@ WMRKIEM beegfs ha tls config options.alt names ’ Bl Ansible #EFHERIEER
s/ IR E PRI A REE o
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1. MR E KL OpenSSL » BLETE -

dnf install openssl

2. B ARNEFREERNIEEE

mkdir -p ~/beegfs tls && cd ~/beegfs tls

3. B4 CATAE :

openssl genrsa -out ca key.pem 4096

4. B —{B%% ‘cacnf By CARERE & WRABREARBRAUUNTSERIAER



[ req ]

default bits = 4096
distinguished name = req distinguished name
x509_extensions = v3 ca

prompt = no

[ req _distinguished name ]

C = <Country>

ST = <State>

L = <City>

O = <Organization>

OU = <OrganizationalUnit>
CN = BeeGFS-CA

[ v3_ca ]

basicConstraints = critical,CA:TRUE
subjectKeyIdentifier = hash
authorityKeyIdentifier = keyid:always,issuer:always

. ESE CAERE o IWEENAMIREEARLEMBEIRAER » SHCRETERBPNREIERELRE - &
FRiEHAE » FETH 2 MRER AT > B TLS /& Eﬁ AR EEEMRENIRTS A BETTR ©

T EERBBHIRA 1 89 CAZE:E !

openssl req -new -x509 -key ca key.pem -out ca cert.pem -days 365

-config ca.cnf

@ AR THERER » ABEOIERT 1 FNBEXNR > BERZRBESHEBNLEERAE -
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ARFERIIE AR L o

1. ELXEIRRBG

openssl genrsa -out mgmtd tls key.pem 4096

2. B —A%% tls_san.cnf BRERERE » HPESFAESERT IP iR EER% (SAN)
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[ req ]

default bits = 4096
distinguished name = req distinguished name
req_extensions = req ext

prompt = no

[ req distinguished name ]

C = <Country>

ST = <State>

L = <City>

O = <Organization>

OU = <OrganizationalUnit>
CN = beegfs-mgmt

[ req _ext ]

subjectAltName = (@alt names

[ v3_ca ]
subjectAltName @alt names
basicConstraints = CA:FALSE

[ alt names ]
IP.1 = <beegfs mgmt service ip 1>
IP.2 = <beegfs mgmt service ip 2>

ENERLBRANUTEEN CAEE » Xidd "IPAH " IP2EEMALHNEERIRFS IP (il -

3. EXRFEEEFAK (CSR) -

openssl req -new -—-key mgmtd tls key.pem -out mgmtd tls csr.pem -config

tls san.cnf

4. ERAEH CARERSE (AR 15)

openssl x509 -req -in mgmtd tls csr.pem -CA ca cert.pem -CAkey
ca key.pem -CAcreateserial -out mgmtd tls cert.pem -days 365 -sha256

-extensions v3 ca -extfile tls san.cnf

CD R EHEMNZ 2 REAEEEE VIR (-days 365  SFZAEBERE 1-2 Fisih—NGE



openssl x509 -in mgmtd tls cert.pem -text -noout

sptEsl [EEEARE SMOBESPIEEE IP k-
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1. ¥ CAR:E ~ BERBREN BB TEIERFSAIIEZEE,
scp ca_ cert.pem mgmtd tls cert.pem mgmtd tls key.pem
user@beegfs 0l:/etc/beegfs/

scp ca_cert.pem mgmtd tls cert.pem mgmtd tls key.pem
user@beegfs 02:/etc/beegfs/

1 BIEARFSIEM TLS &8
553 BeeGFS BIRARFHRELUARIA TLS 5| BRI TLS /&3E ©

1. TEH1T BeeGFS BEIZRFEHIERER L » RETIERTERTERE » HIEAMIRN
/mnt/mgmt_tgt mgmt0l/mgmt config/beegfs-mgmtd.toml o FIETNERTIATEL TLS BN

tls-disable = false
tls-cert-file = "/etc/beegfs/mgmtd tls cert.pem"
tls-key-file = "/etc/beegfs/mgmtd tls key.pem"

2. BIREUEE SN 0 REMBEFEE) BeeGFS BEARTS » UFEFEEM
systemctl restart beegfs-mgmtd
3. R EEREET RIS !
journalctl -xeu beegfs-mgmtd
TEHFEE > #8 TLS YR EHURB ARSI ©

Successfully initialized certificate verification library.
Successfully loaded license certificate: TMP-XXXXXXXXXX
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1. FRE I EBRSESHERNREABPIRESESE » (B7F Subject Alternative Name (SAN) i1 Fh 15
FREIRAY IP (bl F1%5HE o

2. BEFIHEEZEMERENITR > WERFIK ERZREENBLR cert .pem !

scp client cert.pem user@client:/etc/beegfs/cert.pem

3. EFAE R in L EREIE) BeeGFS AR IRARES

systemctl restart beegfs-client

4. FBRBIT beegfs CLI BHREER EaR o i

beegfs health check
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EREFHY BeeGFS v8 &5
HHSHRY BeeGFS BREEE > FILUBBTE Ansible JEER user defined params.yml EREPHREUT2H
RISF TLS EITHRELE -

beegfs ha tls enabled: false

ECEIRAH BeeGFS v8 #5
B IR AM BeeGFS v8 &8 > FAREEIERTSHRTENE o HIE0 > AREEAIN
“/mnt/mgmt_tgt_mgmt01/mgmt_config/beegfs-mgmtd.toml" BIIEZE W L 7 -

tls-disable = true
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