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"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"
I
"Resource": "*"
by
{
"Effect": "Allow",
"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"
I
"Resource": [

"arn:aws:iam::*:policy/*",

"arn:aws:liam::*:role/*"
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Assign an AWS IAM Role for Data Sense & Compliance

To enable Data Sense & Compliance on Amazon 53 buckets, select an existing I1AM Role.
Make sure that your AWS 1AM Role has the permission defined in the Policy

Requirements.

Select 1AM Role

(%]
I

T
!

VPC Endpoint for Amazon 53 Required

A VWPC endpoint to the Amazon 53 service is required so Data Sense &
Compliance can securely scan the data.

Alternatively, ensure that the Data Sense & Compliance instance has direct

access to the internet via a NAT Gateway or Internet Gateway.

Free for the 1st TE

Cver 1 TB you pay only for what you use. Learn more about pricing.

o ¥—T TR -

EHhEILGE—TF T4RRE) EE - $PE TIEBIBREADERE | 1RSRIEE * BIE) BlueXP
e o

=+
nl:l%
BlueXPEZ#ZIAMA BIS KA HITIERE o

EYFF{= A S3 EFEEREAREEEE
BlueXP 7£ Amazon S3 EE{F BlueXP 9827 % - T—F 2R ELRBRHMNHER -

EEAWSIREH#ITHBlueXPEE LERENSIEFER « EEHRRELEMFE  ifEAmazon S3TIEIRIEH

ZEref e
BlueXP D $E AL MR E AWS IR E A S3 #1F&E

SER
1. 358EY Amazon S3 T{EIB1E o

2. TAAIY THRFS) B8~ #%—T TRERL o

19



@ Amazon S3 @
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INFORMATION

161

Buckets

SERVICES

@ Copy & sync 1,178 ©
= On Data Synced
Classification | ¢ e | =
e onfigure Buckets 3
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Amazon S3 Configuration

15/28 Buckets in Scan Scope.
Scan 2 Bucket Name |4 Status Required Action
| Off | Map | Map & Classify | BucketMame? ® PNot Scanning Add Credentials
| Off | Map | Map & Classify | BucketName2 ® Continuosly Scanning
| off | Map | Map & Classify | BucketName3 ® Not Scanning
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1.

A IS ERE S3 HFENBZE AWS 1RE ~ ZARER * Hith AWS 1RE * 2KEIL IAM B °

Create role o > 3

Select type of trusted entity

= AWS service @ Another AWS account @ wehMestity SAML 2.0 federation
.' EC2, Lambda and others dh  £cionoin ou or 3rd party PRABE. any:GpeniD Your corporate directon

Allows entities in other accounts to perform actions in this account. Leam more

Specify accounts that can use this role

Account ID* [ ]

Options Require external ID (Best practice when a third party will assume this role)
Require MFAE

AT IT TSENE

* HIA BlueXP HHBHITERFFEIREH ID -
* ¥ * Bk CLUAPI T{RRSERFFAERSRT * ¢ 1 INESEEA 12 /\ » LR -
* Jf#10 BlueXP £48 IAM R « SEFEE T A BRI -

"Version": "2012-10-17",
"Statement": |

{
"Effect": "Allow",

"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"

I

"Resource": "x"

by

2. % BlueXP DBRITEREFRTERIZER AWS 1RE ~ SABERMMERITERER 1AM B o
a. i * K CLIUAPI TYEREER AR * 1€ 1 /NFEER 12 /B ~ WRHEFEE o
b. ##—T T*MNEREE*1 ~R%BE—TF T @BuFA*] o
C. B BE STS:AssumeRolel ENERIEER « WHEE &1E BAZIR A PRI A EBAIARN ©
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam: :<ADDITIONAL-ACCOUNT-

ID>: role/<ADDITIONAL_ROLE_NAME>"
by
{

"Effect": "Allow",

"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"

1,

"Resource": [
"arn:aws:iam::*:policy/*",

"arn:aws:iam::*:role/*"

BlueXP S B TIERS R EAE IR P IRTE AT LATFEREESMY AWS 1R o

3. #ZE ™ Amazon S3 Configuration *1 E * BEEMEERHTEVAWSIRE © 353 E + BlueXP DHERJAERELSD
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a AWS Account Number 2
Amaron 53

Activate Compliance & Select Buckets
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Add DB Server

To activate Compliance on Datahases, first add a Database Server, After
this step, you'll be able to select which Database Schemas you would like
to activate Compliance for.

Database

Database Type Host Name or |P Address
Port Service Mame
Credentials

Username Password

Add DB Server | Cancel
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Add OneDrive users

Provide a list of OneDrivie users for Cloud Data Sense to scan their data,
line-separated. You can add up to T00 users at a time.

Type or paste below the OneDrive user accounts to add

User Accounts

Add Users | Cancel
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Adding Shares

Directly add any NFS or CIF5 (SMB) File Shares, located in the cloud or on-premises,

Select Protocol
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Add Object Storage Service

Cloud Data Sense can scan data from any Object Storage service which uses the
53 protocol. This includes NetApp StorageGRID, IBM Object Store, and more.

To continue, enter the following information. In the next steps you'll need to
select the buckets you want to scan.
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Rstor Integrated Configuration
3/55 Buckets selected for Compliance scan
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