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--add-service=http
--add-service=https
--add-port=80/tcp
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sudo ./add scanner node.sh -a <account id> -c <client id> -m <cm host> -h
<ds manager ip> -n <node private_ip 1l,node_private_ ip 2> -t <user token>
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° Account_id = NetApp t&E ID
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scanner groups:
europe:
working environments:
- "working environment idl"
- "working environment id2"
united states:
working environments:
- "working environment id3"

- "working environment id4"
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Scanner Groups Search Q

~  Scanner Group: Default (%) Scanner nodes

2 Scanner nodes

Scanner node host name Last activetime = | Status

ip-172- L us-west-2.compute 172- 23/09/2022 14:32 Active
ip-172- _.us-west-2.compute 172- 23/09/2022 14:32 Active
~ Scanner Group: United_States (¥) Scanner nodes

2 Scanner nodes

Scanner node host name Last activetime = | Status

ip-172- ».Us-west-2.compute 172- i 23/09/2022 14:32 Active
ip-172-] .us-west-2.compute 172 23/09/2022 14:32 Active
> Scanner Group: Europe (+) scanner nodes
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"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"
1y

"Resource": "*"

ba

{
"Effect": "Allow",
"Action": [

(L

iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"

I

"Resource": [
"arn:aws:iam::*:policy/*",

"arn:aws:liam: :*:role/*"
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Assign an AWS IAM Role for Data Sense & Compliance

To enable Data Sense & Compliance on Amazon 53 buckets, select an existing I1AM Role.
Make sure that your AWS 1AM Role has the permission defined in the Policy

Requirements.

Select 1AM Role

(%]
I

T
!

VPC Endpoint for Amazon 53 Required

A VWPC endpoint to the Amazon 53 service is required so Data Sense &
Compliance can securely scan the data.

Alternatively, ensure that the Data Sense & Compliance instance has direct

access to the internet via a NAT Gateway or Internet Gateway.

Free for the 1st TE

Cver 1 TB you pay only for what you use. Learn more about pricing.

o ¥—T TR -
EHhEILGE—TF T4RRE) EE - $PE TIEBIBREADERE | 1RSRIEE * BIE) BlueXP
DEE* o
MR
BlueXPE#IAMA BISKAGHITIERE
EUBF{EA S3 REENERERRE
BlueXP 7£ Amazon S3 tE{FE BlueXP $$E2 % - T—P R ELERENHER

ETEAWSIRERHITHBlUeXPEBLEFHHISIHFEE - EERRELEMFE « EAmazon S3TIERIEH
gnefe

BlueXP S At AJLL i (A AR AWS 1RFFRRY S3 (#1FE o

HER
1. 3HY Amazon S3 T{EIR1E o

2. EERIBY TARES) BERRH ~ B—TF MRERL

14



@ Amazon S3
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INFORMATION

161

Buckets

SERVICES

@ Copy & sync 1.1riB
= On Data Synced
Classification | e R |
o onfigure Buckets

3. FEICHIENL R AR AR « SR HEM D RRHE -

® Not Scanning

® Continuosly Scanning

® Not Scanning

Required Action

Add Credentials

Amazon S3 Configuration
15/28 Buckets in Scan Scope.
Scan 2 Bucket Name |4
| Off | Map | Map & Classify | BucketMame?
| off | map | Mapaciassity | BucketName2
| Off | Map | Map & Classify | BucketName3
E:
EHFE DR ERERE
YRR SRR

R FE AR

HER

ERITTEIENME
B— T hE"

B— T iE s e
#—T TREl

BlueXP N#EE AR HCRAN S3 FFE - IRAEMHER « EMEERE § Status  (IKRE&) 1 @ ~ UK

1EIESERFTFRBVEN(E ©

EEAM AWS IRPFHIFTE
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1. B IE B S3 HEFEENBIZ AWS 1RE ~ ABEEE * Hth AWS tRE * 2RI IAM B ©

Create role o > 3

Select type of trusted entity

= AWS service @ Another AWS account @ wehMestity SAML 2.0 federation
.' EC2, Lambda and others dh  £cionoin ou or 3rd party PRABE. any:GpeniD Your corporate directon

Allows entities in other accounts to perform actions in this account. Leam more

Specify accounts that can use this role

Account ID* [ ]

Options Require external ID (Best practice when a third party will assume this role)
Require MFAE

AT IT TSENE

* HIA BlueXP HHBHITERFFEIREH ID -
* ¥ * Bk CLUAPI T{RRSERFFAERSRT * ¢ 1 INESEEA 12 /\ » LR -
* Jf#10 BlueXP £48 IAM R « SEFEE T A BRI -

"Version": "2012-10-17",
"Statement": |

{
"Effect": "Allow",

"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"

I

"Resource": "x"

by

2. % BlueXP DBRITEREFRTERIZER AWS 1RE ~ SABERMMERITERER 1AM B o
a. i * K CLIUAPI TYEREER AR * 1€ 1 /NFEER 12 /B ~ WRHEFEE o
b. ##—T T*MNEREE*1 ~R%BE—TF T @BuFA*] o
C. B BE STS:AssumeRolel ENERIEER « WHEE &1E BAZIR A PRI A EBAIARN ©
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam: :<ADDITIONAL-ACCOUNT-

ID>: role/<ADDITIONAL_ROLE_NAME>"

by
{

"Effect": "Allow",

"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"

1,

"Resource": [
"arn:aws:iam::*:policy/*",

"arn:aws:iam::*:role/*"

BlueXP S B TIERS R EAE IR P IRTE AT LATFEREESMY AWS 1R o

3. #Z ™ Amazon S3 Configuration *1 E - BEEMEERHTAVAWSIRE © 353 E + BlueXP £ 4Er]A
AR ~ A BER TR N TEIRIR I RERIE & o

a AWS Account Number 2
Amaron 53

Activate Compliance & Select Buckets

4. #%—F * B{@) BlueXP DREEEEVE N * ~ AREICERMAVELL

+
e

BlueXP )& BILIBIITERT S3 M1 -

171 OneDrive 1E5
STR LB BE ~ BIIAER BlueXP 9348 - #1H{F A& OneDrive BERIZKHPRIIEZEE o

E
=3

==
™

BRD
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1%RIOneDriveE K

TERIF BlueXP DEZ Al ~ SBABE TSR GH « RELCHER IRAVAER -
* &, ZE#EH OneDrive for Businesstk A B IEE B ASRE « A REIRMERBERNERFIE
* BRE—HUTARNEFEHMUDEES « 7K IEEFROneDrive BRI RAIPI A EAE ©

Z8E BlueXP D EEHITIERS

IRHAREBBRITERE - 5550 BlueXP 948 -

BlueXP S4HAILE "BE N Bin" 5 UM AEPEBAIE « AIFEAEMRAERE"

QEYITER L EAPRERRERAE S ~ BIR] BEFAH4RE BlueXP S4EERES o

#1% OneDrive 1RF

HILEF B EZEFRTERY OneDrive 1RE ©

1.7 TIRRIGAERE) BER BT M EERSRIR 1 > T *#tE OneDrive 1RF * 1 ©

18


https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html
https://docs.netapp.com/zh-tw/bluexp-classification/task-deploy-compliance-onprem.html

Integrate AlP Labels ‘ Add Data Source | v

(2/20) Working Environments +  Add Active Directory

Filter by: |I] ANF 53 DB APPS Clear filzers BT Add File Shares Grouip

- "
Working Environment Name 1 127 Volumes Add Database Server
Cloud Volumes ONTAP

I@ Add OneDrive Account I

@ 8 7 @ 2 8 Continwously scanning T Add AWS S3accounts [

Continupsly Scanning Mot Sconning selected Volumes

View Details View Details

2. 7 TH#rig OneDrive tRF1 H:EHIRF ~ #—T * TEA OneDrive* | ©

3. TEHIRAY Microsoft BEH - #EHY OneDrive tRE W AFTEMNESIEESFEREMEE « ABIE—T *1#Z *
AEF BlueXP D HEREEIRFEENER o

OneDrive lRA EFMEETFIRIRIEE ©

1% OneDrive ER&E L E A EEIRHE
BB LAETIE{ER) OneDrive {ERESKIEFTAR OneDrive EAZE  LUELL BlueXP DEERIFHIEFEZE o

1. £ T_Configuration] BEEH « #—TFOneDrivelk 5 F*4HAE #2450 o

Configuration

Add Data Source | bl

i 41 Users 3
(@) onomecas ®

2. NRERBFE—RFILIL OneDrive REIFEAE ~ 353 — T * T Add your first OneDrive used* (g &HY
%5—1@ OneDrive fEEE *) 1 o

‘Working Environment Name’ Configuration

No OneDrive users are being scanned

+ Add your first OneDrive users

WRIEBEROneDrivelk P FTIE EMFERE « 51— T T#IZOneDriveffB&*1 ©

19




3.

4,

20

Working Environment 4 Configuration

+ Add OneDrive users
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Add OneDrive users

Provide a list of OneDrivie users for Cloud Data Sense to scan their data,
line-separated. You can add up to 100 users at a time.

Type or paste below the OneDrive user accounts to add

User Accounts
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Add Object Storage Service

Cloud Data Sensecan scan data from any Object Storage service which uses the
53 protocol. This includes NetApp StorageGRID, IBM Object Store, and more.

To continue, enter the following infoarmation. In the next steps you'll need to
select the buckets you want to scan.
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Sensitive Data and Wide Permissions
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B c HNESEBENEER RASERRUEEL—FEEA r<f|IeName (HZE4258) >-breadcrumb-<date (
HER) >.ixtHIPEBELEIER o oI UEHE A RPN EMLEREEEAERNNT  LUsHERENBHUE
MBMERERZE °

EAR - BEEBEHE  RKFEZNFERGEESEERNMERLENEY « WEERZBREEZENBHAE -
!ZD%EE’JMH%T?T‘ BHEMEERIER « RIFEREZIESR

R EB B R BRI o
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TBAR NRFER) 3 TTHEEE) A6 ARBHRE -

s BRI ZEAIE N ERIAGESIE ¢ AZPEFEONTAP HIith 51 « Cloud Volumes ONTAP {8 ~ FR21#
22 Azure NetApp Files ~ [ ~ Br[EEMS2E « FH « I EFERASharePoint Online ©

s —REZABEN1500BEEE o
« D&18E) 50 MB s{E/\HIFEZEE
* EAYMN NFS HRME K BlueXP DEEHITERE IP {(iH7FEY ©

p
1. 71 TEHREAER) g - BERCEBHIIEER

255 items 1.2 GB | 2 Selected 3MB © Tags () Assign o [] Label

Personal = Sensitive Personal

[T]  File Name

Expensa Report EXP-TPO-106038887654 (=lv] 6 3
Expense Report EXP-TPO-106038887654 £V [ 3
[[] Expense Report EXP-TPO-106038887654 Vo & 3
D Expense Report EXP-TPO-106038887654 o & 3

Copy 3 Move [ Delets
2| DataSubjects :  FileType =

16 POF “wr

& PDF -

1 PDF et

& POF w

ARIERERIES  ARINESEERNGE (8 voure1) ©

| EERNENEEEORERE - mraveEnrrsn COREEEE)

| EEEETA AR FTE R

All 20 Itemns on this page selected Select all ltems in list (63K Items) » B3E2* Select all items in list (xxx items)

125 RAMFFEES (xxxID)
2. FERERTI « B— TR o
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3 Move Files (63)

The files will be moved to the destination folder you provide and will no
longer be available at their current location.

Maoving files is supported only to destination folders in MFS Shares. Any NFS Share
is supported, no matter where it is hosted, as long as the share's export policy
allows access from the data connector instance IP address.,

Enter the NFS destination folder path to continue

Hostname:[SHAREPATH

=] Leave breadcrumb

A breadcrumb file helps your users understand why a file was moved from its
original location, For each moved file, the system creates a breadcrumb file in
the source location named <filenamea=>-breaderumb-<datas_ txt .

Enter the content of your breadcrumb

(D) Max length should be maximum 400 characters

=

3. £ "Move Files) (RENEZE ) HEEHIRT  BIANFSHANLE « FAIAEINAERR
LU T<host_name>//<share_path>'"FIt&iEH) o

4 MRECERBIEEEGEIEE  FZN (RBMREERS) Hi o CEEIMUERFESRPEAXT « BUSHERED
BEE « BEERNERE « UREMEMENR « AINERBESNRE -

o BT IEEMESR

AR BRI UERRERNPESHHAENE - BEERIESR - REBR—TBEMESR R -
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] Unstructured {324 Filas) 8 Structured {323 DB Tables) o T

Flle Marma z & Lensltlve Persanal = Data Subjeets = Flle Type =

|:| Expense Report EXP-TRO-10603568765435 evo & 3 16 POF o

|:| Expenss Report EXP-TPO-10603888765435 o B (n Jin 16 = POF |+ 4

-f:-:~ Working Environment: WarkingEnvironmant | Asign a Label to this flie |+ |

[E1) -Ropositery: Volume Name | 3¢ Move File |

(8] Fite Path: /Prodiabs-base/Expense Repart EXP-TPO- 1060388, pelf | (3} Copy File |

G NEES

TRAILUKABBREERFTZEHABASHRFESR - FEBERERAT  WELERMMSEEESE - ILF
BAAMRN - MEFEERIER -

AN TEE ERTBMMER R SR ERRA o
(@ IR ERERIORER o SIEFE IR -

MFFEZRTE THIER
* HIINFSEH | BHRAIMBAURAERES °
* CIFSEH} : CIFSFTRREZAARAER -
* HNS3ER | IAMAGBXABZI TR Ts3: MG -

FEIMIPRRIRES

Tk
- ERERS EREE) o (THBER) A6 TEMRESR -
* —R&ZEMBFR100 ~ O00MEIESE ©

pg
1. 12 TEHRAEER) g« BIGCERRRRIEE

255 items 1.2 GB | 2Selected 3IMB © Tags | @ Assignto | [] Label Gy | 6 Mow

[T]  File Name 3| Personal : Sensitive Personal 2| DataSubjects : | FileType =2
Expense Repon EXP-TPO-106038887654 =1] 6 3 16 PDF b
Expense Report EXP-TPO-106038887654  ovo & 3 6 PDF £

[[] Expense Report EXP-TPO-106038837654 Vo & 3 ] PDF o

D Expense Report EXP-TPO-106038887654 falla] B 3 & PDF ot
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All 20 Items on this page selected Select all ltems in list (63K Items) ° BEZE* Select all items in list (xxx items) (3

EY|RPFABIER (xxxI8)
2. 1E3RERY R ~ B—T B> o

3. HRMIBREER KA « RILEHAEREN TRERMESR) HESRPEA DkAMER ~ ARiE—T T
MpFIEZE) o

AT AITERIERMIBR(ERAVER " [1TEIARE) B8 o
AR » B U RERNPEE R EERERERERESR - RBH—TMERMES BN -

] unstructured {324 Filas) B3 Structured {323 DB Tables) o T

File Mama - Personal = Sensitive Personal = Drata SL'IHJHH‘_I - | Flle Typa =
[] Espense Report EXPTPO-10603BEETASA3S &vo & 3 16 POF o
[] Expense Report EXP-TPO-10503888765435 ow 6 (» 3 (a 16 (= PDF | ¢

) Working Environment: WarkingEmvironmeant] | Asign o Label tohis e |-+ |

Rapository: Volume Name

| B Debete this file |

) Fite Path: /Prodfabs-hase/Expense Repart EXP-TPO-1DEI38E. pf

£ BlueXP 73 4B PRI E A B FHan S
BlueXP DBIRIEETZ 7574 ~ sBIGHIEBETH MAAERH B8 - BlueXP DHERERKR
s BRI BRI SR E R AR RME -

* AR WEEERR BlueXP D4EERR 1.30 RERIRA ©

* ISR LUARIRFRIF R B R EE TR BV E AR (AL SR ARG ME— SRR o
* BRI FIEMIE BT Y - BEXFERELEHNERPHR
* EEILUERRRAIEREIN (regex) FMBEAEI « RregexHtE EHRAMTRILERER o
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WERENE BT EAER HR S

F{fI¥8% IData Fusion SURE
fATEMERKRIR
fi%n ~ FEEET Fusion W0{alfE A BRI IhAE AR i

ID BYHIRIEH ©

o IR
ANy

__| B9IIEER

HISHVHEERE

#FEMBERE

SCREEEBNER « B EPRE—
Eﬂx&ﬁﬂﬂﬁ?ﬁﬂ%qﬂﬁﬂﬂ TR ~ LUELE BlueXP 74R7E ﬁh?ﬁ#ﬁéﬂ’]ﬁ%ﬁiﬂ'ﬁ% °
it Oracle BEREFFRAEE R

s Bl S B S FERME

Database: Oracle
Schema: Accounts
Table: Customers
Column: Customer ID

Databases -- Structured Data

t
Account| Name | Customer ID || Address
| |
1234 ABC Co | 135876 I{125 main st
1235 Xyzco [l213536  ![35ABrick R
T
1236 Cat Co ' 359264 1| 55 Wind Av
1237 Dog Co L 472637 || 11025 Cor
1238 Zebra Co || 582455 || 36 Sahara
l.. |
| |
|

Scan your volumes and
buckets for occurrences
of the Customer IDs in
your Oracle database

Files -- Unstructured Data

File in Volume 2

File in Volume 1

XXXXXXXXXKXK
XXXXXXXXXKXK
XXXXXXXXXKXK
XXXXXXXXXKXK
XXXXXXXXXKXK
XXX472637xx

KXXXXHXXXHXXX
XX213536xxx
KXXXXHXXXHXXX
XX472637XxXx
KXXXXHXXXHXXX
KXXXXHXXXHXXX

File in Bucket 1

XXXXXXXXKXXX
XXXXXXXXKXXX
Xx213536xxx
XXXXXXXXKXXX
XXXXXXXXKXXX
XXXXXXXXKXXX

IEFRR ~ EMEHEREEN—E S3 FFEFHEIMEESHNER ID - g

B o

AiR - ARNGEEREBCHNERE

AR o

TR

Wi RER =D —

1. 7 T4H
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Configuration

41 5chemas [ =
Oracle DE 1 Manage Bata Fusion [E Configuration
Cracle L 4}.,

No Schemas sefected for ?
Compliance 2x) ot Scanning

Yiew Details

2. 7 F Fusion —E3#%—T * T Add Data Source" GRZ&ERIHRKIE) * o
3. 7 FEER Fusion KR HME :

a. PRI IHAER FIEENE R EERAE o

b. EZZREREARKRTE o

C. MASHIEEFRZMW—AR BRI o

HIEZERE « FEENITHFRASERABRRBIRRRME -

Add Data Fusion Source

To add a Data Fusion spurce reference, specify one or more columns which contain
your organizations unigue identifiers, such as a column used to store customer |Ds.

Mote that adding @ Data Fusion Source will initiate an additional scan of your data

SI0Mes.
Databasze Schema Table
Oracle1 Accounts Customers

Columns Containing ldentifiers

Customer D

Add Data Fusion Source | Cancel

4. 3H—T T * #EER Fusion IR * | o




With Data Fusion, Data Sense can identify occurrences of your organization's unique [dentifiers found in your unstructured data stores, using structured
data indexes containing those unique identifiers as a source reference. Learn More

Database Schema = Table : | DataFusion Source Columns
Schemal Table 1 Column 12, Column &, Column 18
Schema? Table 2 Column 2, Column 14, Column 8

KR

TRighE - GREBULFERMA DEREEERR B MEAGER) & - Uk MBEAER EhER TR
T BE o flU0 ~ AR DHESRNLBEHIRTEEZESFEY Customers . CustomerID ©

Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K items © = 6.7K Items ©
Internal Product ID O Items e &@i Customers.CustomerlD 56 Items e
Estonian 1D 5 ltems e French 5Pl E ltems e

MIERE X Fusion 3R

MRBEERERHERE NERFERER Fusion ZRIFARIFHIESE ~ GRILIE TE# Fusion | 7BEREEFER
HiFS ~ PREIE—T T MFREHF Fusion iR * 1 o

(*) Delete Data Fusion Source

AR AT BRI RIS

RIS BT RS H1E = BlueXP 748 ~ LUMERAIEER FHEZERNIE - SB2MALIRZE BlueXP $4E
AR SEFR « BIRTHIERIRT - FMRFEIMLE BlueXP 2EEFEANIRERIERMET « GREET
£ MEAARR) BT -

fIan ~ R EBEMAERTRAAMERLENIUE - MRFREELBEFAZENUEREEFI

BB MEF 2% « BlueXP DR ENFMGFHEBEERR © wETME « MiGRE R BlueXP 73
FERBREERRN MEAGER) BERTA ~ Uk MEAER &ESRHN AE) BEP -

TR

1. & TClassification settings] (_9$8:&E) FSI1EHEF ~ #£—T M Add New Classifier*] (¥t 4833)
LUEXEh T _Add Custom Classifier.
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Classification settings
Identifiers added by the user

Customn Categories

»  HR-Employee Contracts

Data Sense Governance Compliance Investigation Classification settings Policies Cenfiguration

Add New Classifier

12K Files  —~

o

2. X _EEEURE BET -« ALERIZRIRTE « IREGIER « EECE AR - AR T8 o

T ANLEGERE BlueXP 248 Ul 1 AN S0 ESBROFBEERTE  LET~A [RE BEE

FREYERE R o

MEARRBHELEAER CEESFHRFEUVR WTMRR: BB (BB [ 88

~3434) o

=

AU E NESRGPEAZIER) IR - ERBERTTHIRTUIF © HII0 « SR seBERE T

[\ K

Classifier name

o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systemn, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all

matching results are displayed in the "Classification Settings” dashboard and in other Data Sense pages.

Internal Product Mames

Description

ldentify internal product names found in all files

(@) |Personal identifier

The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and

in the Investigation page. See the list of personal data that Data Sense identifies by default.

Mask detected results in the system

() Category

Data Sense identifies by default,

Previous

The classifier will be added to the system as a new Category. Any matches are added to the results
that are displayed in the Categories page and in the Investigation page. See the list of categories that

£5d
=
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3. £ MENEMNINTTIA) BEY - BB MRBFMAERERRNTTE « ARE—T T2

Select the tool that will be used to build the list of words, or patterns, that Data Sense will attempt to
match in your data sources,

Select Data Analysis Tool

(0 custom regular expression (i)

() DB fusion (i

Custom keywords (1)

Create a custom personal pattern based on a list of keywords that you provide.

Create a custom personal pattern based on a regular expression that you define,

Create a custom personal pattern based on the values found in specific columns in your scanned
database tables. This allows you to identify whether unigue identifiers from your databases are found

in-any of your other data sources.

|
Previous MNext
J

4. E_RBUEE BET - HACENRNERT-SEFMUN—T « RBR—T R -
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Create Logic

Create leglc for the new |dentifier, based on regular expression and keywords that should be detected.
You will be able to change the logic in the future, by clicking on "edit” from the custom classification
dashboard.

Custom keywords list
« Maximum of 100,000 words.
+ Separate between keywords with a new line
+ The keywords are not case sensitive
« Each word must be at least 3 characters long. Shorter words are ignored.

« Duplicate words are only added once.

barred
barn
horned

SNOWY
screech

Keywords list is

o ¥—TF * SR * ~ BlueXP DR ERBENFHIENER o

n\l:l %

fRiEsERR AR GRULHERMA DEARBREERR B MBEAER) BERTH ~ Uk MEAER &HEdS
B g BE -

Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K Items © "N 6.7K Items ©
Internal Product Names 26 ltems e a&s Customers.CustomerlD 56 ltems e
Estonian 1D 5 ltems e French SPI  ltems e

NICPRR ~ %*E%%E’J%%ﬁﬁﬁif’ﬁ MEAMER) ERFBIRTE o JIIE—K ~ EREREFT S AR REFEE « I
g%ﬁ{@ﬁ E,Jn\l:l

fEAregexiis BT AVE A B £ RIS

TRIUERBFIRAERT (regex) FMEEAEL « LEERBERPBSEEN o ErREEII B regex ©
MR RMP E R FENFEAERITE © regex L E BlueXP DEEFEAMNIRATRAERER - ARG
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mE MEAE BRTTS -

HIgn ~ AR EEBFAA R TR A B EmIDRVIIE © FIU0 ~ Y1REmIDBVAEIETEEERME « 1201 BRVARSE
201638 ~ ISR UfER BETHregex IRETEER DS o LEAIBIRAEEN\b201\d {9} \b* o

HItE regex 218 ~ BlueXP 74 ERFGIFHFIA BRIERR o IRHTTAR « SRR S BRTE BlueXP 23
REEERRN MBEAGER) BERTH - Uk MEAERL &RESRN [HE) BEF -

MREFEZREREFINRIE) « F2HE RAEFI 101." « #Z Python LUEEBGRIEE BlueXP DR A
RAEHILATT o o "Python Regex AlEZE EE" tAIBBRRRERIIER R TS TURMER ©

()  EFEATARERY regex BERMIE « BRTETEZER [/ o

1. 4t TClassification settings) (_9%8:%E) RSIZHS « #—T ™ Add New Classifier*] (Frii4823)
LAEk®Eh T_Add Custom Classifier.

Data Sense Governance Compliance Investigation Classification settings Policies Cenfiguration

ifi i i
Classification settings

Identifiers added by the user

Custom Categories

> HR-Employee Contracts 12K Files  — .

2. X _EEEURE BETF  MALERIZRRIE « IREGERA « EEE AR - AR T2 o
TEANBEGERE BlueXP 748 Ul 1 ~ AN S0 ESBROFEERITE - LEBTRA [RE1 BEE

PRERERTE - AR NESRETEAZINGER HR - EBERATHIREREUIF - HIE0 ~ &7
FERERR T RS A R IRB AL EA SR

58



https://regex101.com/
https://regex101.com/
https://regex101.com/
https://regex101.com/
https://regex101.com/
https://regex101.com/
https://regex101.com/
https://regex101.com/
https://regex101.com/
https://regex101.com/
https://regex101.com/
https://pythonium.net/regex
https://pythonium.net/regex
https://pythonium.net/regex
https://pythonium.net/regex
https://pythonium.net/regex
https://pythonium.net/regex
https://pythonium.net/regex
https://pythonium.net/regex
https://pythonium.net/regex
https://pythonium.net/regex
https://pythonium.net/regex

o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all

matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

{ Internal Product 1D

Description

’ ldentify internal product 10s found in all files

(@) |Personal identifier

The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and
in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

() Category
The classifier will be added to the system as a new Category. Any matches are added to the results

that are displayed in the Categories page and in the Investigation page. See the list of categories that
Data Sense identifies by default.

Previous Mext

3. £ MENEMNINTTA) BEEY - ERE:TRUEFNMAERERNRNG X - ARE—TT—F* -
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Select Data Analysis Tool

Select the tool that will be used to build the list of words, or patterns, that Data Sense will attempt to
match in your data sources,

() Custom keywords (1)

Create a custom personal pattern based on a list of keywords that you provide.

(®) | Custom regular expression (1

Create a custom personal pattern based on a regular expression that you define,

() DB fusion (i

Create a custom personal pattern based on the values found in specific columns in your scanned
database tables. This allows you to identify whether unigue identifiers from your databases are found
in-any of your other data sources.

1
Previous MNext
J

4. F_EUEE BEY - AARREFAEMALTE « REE—T 5T o
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Create Logic

Create logic for the new identifier, based on regular expression and keywords that should be detected

Regular expression (|

Add the pattern that should be detected to igentify specific information in your data, using
@ custom regular expression.

20 Nd{9%b

A

":_;-;_.: uccess: Regular expression is valid,

Proximity words - To improve the detection accuracy, insert phrases that

must appear near by the regular expression's match.

product id
identifier

n:lél:%

HIE D4R © BlueXP DIERIAEMIFHAMAERRR - LERIE TB5T4ES) BE - TEPRILUERTSH
EhIREMERE - RIEFTAENRFFTEERGER - BETEE—LHE - RREREIERBEMNE

Pt
[ fg,-*/,l Data Sense Governance Compliance Investigation Classification settings Policies Configuration
N

Classification settings

Identifiers added by the user

Custom Categories

»  HR - Employee Contracts 7 5K Filas (_;:I

Personal information

> | Internal Product ID 17K Files
f—

g B4R

BlueXP R &R CRHENER D MARERLNER - EHRUATLESOMTSERENATNPEEN SRR
HIERE - "SF2RERLERERBE" -
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.csv, .Doc, .DOCX, .GZ, .JSON, .PDF, .PPTX, .RTF, .TXT, .XLS, .XLSX, Docs,
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o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all
matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

‘ Compressed installer files

Description

Installation files in .GZ format

() Personal identifier
The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and

in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

(w)|Category

The classifier will be added to the system as a new Category. Any matches are added to the resulis

that are displayed in the Categories page and in the Investigation page. See the list of categories that
Data Sense identifies by default.

S fE_BuEE BEET - HELCERFEBIESR  ARIF—TEIUER" -

Create Logic
Al-based similarity training @
®  Insert NFS folder path
®  The falder should contain minimum 25 files and maximum 1000 files that will be used for the Al training.
®  Supported file types: pdf, docx, doc, ppix, =ls, 2lsx, csy, t=t, gz, rif, docs, sheets, slides, json
®  The keywords are not case sensitive

®  bdinimum file size: 1008

Compressed Installer files

) Select Files

4. BAHGREMIPAIE UK FIGRIERFAIERRRE « ABIZ—T TAdd* (B 4
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Insert folder path that contains at least 25 files for the training

Enter the IP address and volume name, along with the path to the location of the training files.
IP Training Data - Folder path

SO0 W00 00 00 N olumeName fnlder.-’p.atl'l.r"

Add Cancel

5. i.,ugsﬁ BlIEXP SR ARSI « i xS R R A E RIS o SRB—T (5
1l ©°

Create Logic
Al-based similarity training @
® insert NFS folder path
®  The folder should contain minimum 25 files and maximum 1000 files that will be used for the Al training.
® Supported file types: pdf, docx, doc, pphx, xis, wdsx, csy, txt, gz, rif, docs, sheets, slides, json
® The keywaords are not case sensitive

®  Minimum file size: 1008

) Select Files

Compressed Installer files

Total uploaded files: 54

t | indudedintraining 5

Fil=1 56 File type
File2 22 File type
Filed 43 Fle type
Filed 11 File type

i e

+
o=
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Personal Results

30 Types | 96.6K Items found in All working environments
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Governance Compliance Inw

estigation Classification settings

45K

Sensitive Personal Results m

Policies Configuration

Custom Classification

Ethnicity Reference

Ethnicity

Legal - vendar Cus...

38K

29K

1 2K

Files

Files

Flles
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Classification settings -
Add New Classifier
Identifiers added by the user
Custom Categories

,  HR-Employee Contracts 12K Files G

Personal information

v Internal ProguctiD 7.5K Files  —~
'\._z'

& Edit Classifier

Model lype: Custom Regular Expression
Description: Identify internal product IDs found in all files & Delete Classifier
Model last change: 12/04/22
Mask results: Yes

AR ERBIRITENRIARE
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' Delete 20 items

¥ Move 19 itemns from x to y

3 Move 19 itemns from x to y

) Tag 32 items
Failed: Reasnn

~ o Assign Yosi Cohn bo 432 items

EELUE— T REBEEIRHE RIS IR S EE ORI -

OB% Assipripo succeshfluy

1&1% BlueXP 7 4RENERIESEECER

BlueXP 734A5CER7E BlueXP D#EFMRHAFAE TIERIENERERRIER_ ERITRHEIES
5 o BlueXP 2 Bt S5 HxE0E BlueXP D EHITERSRAES) o
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* SEE LB FEEAR BlueXP D1EERR 1.30 RERRRZAS ©

SCEEARR
EiZEL RIS —TE R 2 FAIRIBVER -

<full date> | <status> | ds_audit logger | <module> | 0 | 0 | File <full file
path> deleted from device <device path> - <result>
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BN ~ seEAE R FINTRERER RN « BRIFFEKM -
2022-06-06 15:23:08,910 | INFO | ds audit logger | es scanned file | 237 |
49 | Copy file /CIFS share/data/dopl/random positives.tsv from device
10.31.133.183 (type: SMB SHARE) to device 10.31.130.133:/export reports
(NFS SHARE) - SUCCESS
2022-06-06 15:23:08,968 | WARNING | ds audit logger | es_scanned file |
239 | 153 | Copy file /CIFS share/data/compliance-netapp.tar.gz from

device 10.31.133.183 (type: SMB SHARE) to device
10.31.130.133:/export reports (NFS SHARE) - FAILURE
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1. 1 T_Configuration) BEEES « i BEBEGRILIERENIREFH o

6 Working Environments add Duta source |

S? :%?}]‘?.0?61?106 (s3-compliance-cross... 22 Buckets ( ]
T::} 5 T::} ‘| 7 Continuously scanning alf
- —{x selected Buckets

Continuously Scanning Not Scanning

53 - 759995470648 50 Buckets Ee——e M
L ! 3 IL | 87 Continuously scanning all

sefected Buckets

]

x

Continuously Seanning Not Scanning
Yiewy cdetally Yooy clotails

O Activate Slow Scanm
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6 Working Environments (@ Stow Scan enabled - Disabe | Add Data Source | v
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