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DETAILS

Cloud Volumes ONTAP | AWS | Single

Charged by node (Standard package) ‘

NOTIFICATIONS

* New Version Available 'Z__J'

SERVICES

Replication
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@ Details, Protection & Tags o Protocol @ Disk Type @ Usage Profile & Tiering Policy @ Review

Volumes Protocol

Select the volume's protocol: @ NF5 Protocol C:I CIFS Protoco O iSCSI Protocol
Access Control Export Policy (1 rule defined)
Custom export policy Manage volume's export policy
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Learn more about cur charging methods

FPay-As-You-Go by the hour

* Bring your own license

Bring your own license type
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Location & Connectivity

Location Connectivity
Azure Region Resource Group

WESTLS () Create a new group @ Use an existing group
Availability Zone (Optionai) S T S

RG1
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"Microsoft.Compute/availabilitySets/delete",
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ALRA

From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Service Project]
Services =
Service name: iam.googleapis.com
Service methods: All actions
Service name: compute.googleapis.com
Service methods:All actions
5
From:
Identities:
[User Email Address]
Source > All sources allowed
To:
Projects =
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
=7
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
Source > All sources allowed
To:

Projects =
[Service Project]
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
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From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
To:
Projects =
14190056516
Service =

Service name: compute.googleapis.com
Service methods: All actions

Ll 24R5% 2 NetApp A Zf#TEConnectorfCloud Volumes ONTAP for the SUROF&HIE
Z£ NetApp-cloudmanag__ ©
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DE" L BERAEEGoogle Cloud PRMER AV #FER A o 55 _EZRABE "BlueXP
1 BLERE" IR E ED 2RI ETFSRE ©

ERRBIRP RN EERE BTN NREEE « ks —ERFFEETHE ° Cloud Volumes ONTAP
TR URE—ERFSIRE ~ Wik HAREMERR - RFBRPLEEARHERHEE AR -

IR

1. £Google CloudE#ZE&H ~ "gifF IRFFIRE) B o
2. BEEVTHEZ o

3. #—T TERIRFHEIRS) ~ MWIRHENEEN -

a. IRFSIRFFHAER | WMARMBEMEREA o
b. 2 FILARFS IR P FRFEUE | I HEEEE AG -
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Create service account

& Service account details

Grant this service account access to project
(optional)

Grant this service account access to OCChW-Dev so that it has permission to
complete specific actions on the resources in your project. Leam more

Select arole Condition

[ = storage admin »

Cloud ML Service Agent

Cloud ML service agent cen act a3 fog writer, Cloud Storage admin,
Artifact Registry Reader, BigQuery writer, and Senvice sccount access
token creator

Storage Admin

e G Full control of GCS resources: @ __Jna”

Storage HMAC Key Admin

Full control of GCS HMAC Keys

Storage Object Admin

Coill momtenl af 22 abijcnte

MANAGE ROLES

c. E?’ﬁﬁﬁ & IEARTEIR B BITZEE - #&ConnectorfRTSIR B #TIE A _Service Account User_E ILEFTHIARTFS IR

IEDEMEBRINERIDE © BlueXP B EERAREULINGE -



@_

Create service account

Service account details

Grant this service account access to project
(optional)

Grant users access to this service account (optional)

Grant access to users or groups that need o perform actions as this service
account. Learn more

Service account users role
netapp-cloud-manager@i® 98 iam.gserviceaccount.com & (7]

Grant users the permissions to deploy jobs and ViMs with this service account

Service account admins role (7]

Grant users the permission 1o administer this service account

o JEN

ETRIE ?

##£37Cloud Volumes ONTAP —EEZE{FIRIEMR - I(ETHREEEEIRTEIRE ©
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Details and Credentials

default-project grp-sub
Edit Project
Google Cloud Project Marketplace Subscription
Details Credentials
Working Environment Name (Cluster Name) User Name
cloudvolumesontap admin
Fassword
Service Account M

_ Confirm Password
Service Account Name

accountd -

o Add Labels Optional Field | Up to four labels

122 Cloud Volumes ONTAP EHEZ R EIENNZ L8

gE#AGoogle Cloud Storage B2 & ita AR Z BISTIIZ B R ~ (BIE0] LUEHEBlueXP API
2REEILCloud Volumes ONTAP {£F_KXFEENMEEE_NZIRRGR - BEEEEH
Cloud Key Management Service £ GCP RESX K EBHEE o

TR
1. F3BlueXP ConnectorfRBSIRS EHRER (HESBNER) WHERIER -

HEIRGEPRME EESRFIRFERKTER" - ENREERZHEREBERFNENES « QIREEEE
=8

R

cloudkms.cryptoKeyVersions.useToEncrypt

cloudkms.cryptoKeys.get

cloudkms.cryptoKeys.list

cloudkms.keyRings.list

2. FEERRIBRFENRE "Google Compute EngineflRF5LIEZT" BB £#HBICloud KMS Encrypter/Decfi fRE1#
MR o

ARFSIR S 2B EA THIM T ¢ service-[service_project number]@ compute-

system.iam.gserviceaccount.com] °
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"Google CloudX {4 : {ERIAMIZECCloud KMSTER-IZTEIRAR"

3. BERSEIEM NDy ~ AWM [/GCP/ VSA /&R GCPINZE S APIMIUE MGety % ~ 5
EGCPE#EAaM S8 L2 TCopy Resource Name) (HEHEREIE) o
4. MEFERARFEENNESBN D BERRYGHEERE « BIBlueXPEES FERERMNEIBIRINZFEL
it o (BT BH B Google Cloud Storagef#7F i@ « A BEEAE LS ¢
a. IR TFIFEEFHGoogle Cloud StoragefRFEIEFZTL "Google Cloud>fF : EXiSCloud Storagefr#5
RIEER" o

b. BIEEMZELE - W5 KE A Cloud KMS Encrypter/DecypterfPRfIGoogle Cloud StoragefRF5{ IR
= o

ME#AE ~ 5528 "Google CloudXft : FRAREEENMNZEE"
5. BII T {FIBIERs « 55#& I GepEncryption | 242D APl EREM o

° gl
"gcpEncryptionParameters": {
"key": "projects/project-1/locations/us—-east4/keyRings/keyring-

1/cryptoKeys/generatedkeyl"
}

E20 "BEEXPEINEXMH" MFEEER T GopEncryption | S28AVEFHAE

7ZCloud Volumes ONTAP Google Cloud® & E B b oIS

7RTECloud Volumes ONTAP ERECERMEIREREIEZ & ~ B BIRHITRELER « 718k
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Select Charging Method

Professional apacity A

Essential

@ Freemium (Up o500 GiB)

i K B
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<

Per Node
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Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicelon
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Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicelon
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$ gcloud compute images export \
--destination-uri DESTINATION URI \
-—image IMAGE NAME

# For our example:
$ gcloud compute images export \

--destination-uri gs://vsa-dev-bucketl/example-user—-exportimage-
gcp-demo \

--image example-user-20230120115139

## DEMO ##

# Step 1 - Optional: Checking access and listing objects in the
destination bucket

$ gsutil 1ls gs://example-user-export-image-bucket/

# Step 2 - Exporting the desired image to the bucket

$ gcloud compute images export —--image example-user-export-image-demo
-—-destination-uri gs://example-user—-export-image-bucket/export-
demo.tar.gz

Created [https://cloudbuild.googleapis.com/vl/projects/example-demo-
project/locations/us-centrall/builds/XXxXxXXXxXXXxX] .

Logs are available at [https://console.cloud.google.com/cloud-
build/builds; region=us-centrall/XXXXXXXXXXXX?PrOJeCL=XXXXXXXXXXXX] .
[image-export]: 2023-01-25T18:13:48%Z Fetching image "example-user-
export-image-demo" from project "example-demo-project".
[image-export]: 2023-01-25T18:13:49Z Validating workflow
[image-export]: 2023-01-25T18:13:49Z Validating step "setup-disks"
[image-export]: 2023-01-25T18:13:49Z Validating step "image-export-
export-disk"

[image-export.image-export-export-disk]: 2023-01-25T18:13:497%7
Validating step "setup-disks"
[image-export.image-export-export-disk]: 2023-01-25T18:13:497
Validating step "run-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50Z
Validating step "wait-for-inst-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "copy-image-object"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "delete-inst"

[image-export]: 2023-01-25T18:13:51Z Validation Complete
[image-export]: 2023-01-25T18:13:51Z Workflow Project: example-demo-
project

[image-export]: 2023-01-25T18:13:51Z Workflow Zone: us-centrall-c
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[image-export]: 2023-01-25T18:13:51Z Workflow GCSPath: gs://example-
demo-project-example-bkt-us/

[image-export]: 2023-01-25T18:13:51Z Example scratch path:
https://console.cloud.google.com/storage/browser/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px
[image-export]: 2023-01-25T18:13:51Z Uploading sources

[image-export]: 2023-01-25T18:13:51Z Running workflow

[image-export]: 2023-01-25T18:13:51Z Running step "setup-disks"
(CreateDisks)

[image-export.setup-disks]: 2023-01-25T18:13:51Z CreateDisks: Creating
disk "disk-image-export-image-export-r88px".

[image-export]: 2023-01-25T18:14:02Z Step "setup-disks" (CreateDisks)
successfully finished.

[image-export]: 2023-01-25T18:14:02Z Running step "image-export-export-
disk" (IncludeWorkflow)

[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "setup-disks" (CreateDisks)
[image-export.image-export-export-disk.setup-disks]: 2023-01-
25T18:14:02Z CreateDisks: Creating disk "disk-image-export-export-disk-
image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Step
"setup-disks" (CreateDisks) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "run-image-export-export-disk" (CreatelInstances)
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:02Z CreatelInstances: Creating instance "inst-image-
export-export-disk-image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:087Z Step
"run-image-export-export-disk" (CreateInstances) successfully finished.
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:08%Z Createlnstances: Streaming instance "inst-image-
export-export-disk-image-export-image-export--r88px" serial port 1
output to https://storage.cloud.google.com/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px/logs/inst-
image-export-export-disk-image-export-image-export--r88px-serial-
portl.log

[image-export.image-export-export-disk]: 2023-01-25T18:14:08Z Running
step "wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:08Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
watching serial port 1, SuccessMatch: "ExportSuccess", FailureMatch:
["ExportFailed:"] (this is not an error), StatusMatch: "GCEExport:".
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":



StatusMatch found: "GCEExport: <serial-output key:'source-size-gb'
value:'10'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Running export tool."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:297Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Disk /dev/sdb is 10 GiB, compressed size

will most likely be much smaller."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Beginning export process..."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Copying \"/dev/sdb\" to gs://example-
demo-project-example-bkt-us/example-image-export-20230125-18:13:49-
r88px/outs/image-export-export-disk.tar.gz."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Using \"/root/upload\" as the buffer
prefix, 1.0 GiB as the buffer size, and 4 as the number of workers."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance

"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Creating gzipped image of \"/dev/sdb\".

[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 1.0 GiB of 10 GiB (212 MiB/sec),
total written size: 992 MiB (198 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:59Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 8.0 GiB of 10 GiB (237 MiB/sec),
total written size: 1.5 GiB (17 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished creating gzipped image of
\"/dev/sdb\" in 48.956433327s [213 MiB/s] with a compression ratio of
6."
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[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished export in 48.957347731s"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: <serial-output key:'target-size-gb'
value:'2'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
SuccessMatch found "ExportSuccess"
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
successfully finished.

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "copy-image-object" (CopyGCSObjects)
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "delete-inst" (DeleteResources)
[image-export.image-export-export-disk.delete-inst]: 2023-01-
25T18:15:197Z DeleteResources: Deleting instance "inst-image-export-
export-disk".

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"copy-image-object" (CopyGCSObjects) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:15:347Z Step
"delete-inst" (DeleteResources) successfully finished.

[image-export]: 2023-01-25T18:15:347Z Step "image-export-export-disk"
(IncludeWorkflow) successfully finished.

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> source-
size-gb:10

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> target-
size-gb:2

[image-export]: 2023-01-25T18:15:34Z Workflow "image-export" cleaning
up (this may take up to 2 minutes).

[image-export]: 2023-01-25T18:15:35Z Workflow "image-export" finished
cleanup.

# Step 3 - Validating the image was successfully exported
$ gsutil 1ls gs://example-user-export-image-bucket/
gs://example-user-export-image-bucket/export-demo.tar.gz

# Step 4 - Download the exported image
$ gcloud storage cp gs://BUCKET NAME/OBJECT NAME SAVE TO LOCATION



$ gcloud storage cp gs://example-user-export-image-bucket/export-
demo.tar.gz CVO GCP Signed Digest.tar.gz
Copying gs://example-user-export-image-bucket/export-demo.tar.gz to
file://CVO_GCP Signed Digest.tar.gz

Completed files 1/1 | 1.5GiB/1.5GiB | 185.0MiB/s

Average throughput: 213.3MiB/s

$ 1s -1

total 1565036

-rw-r--r—-—- 1 example-user example-user 1602589949 Jan 25 18:44
CVO GCP_Signed Digest.tar.gz

# Extracting files from the digest
$ tar -xf CVO GCP Signed Digest.tar.gz
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DOWNLOAD
View and download checksums 9150P1 V NODAR IMAGE.TGZ.SIG
[256 B]

View and download checksums
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# Step 1 - Optional, but recommended: Verify the certificate using
OpenSSL

# Step 1.1 - Copy the Certificate and certificate chain to a
directory

$ openssl version

LibreSSL 3.3.6

S 1s -1

total 48

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0-20230119-0XXXXX.pem

-rw-r--r—--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

# Step 1.2 - Get the OSCP URL

$ oscp url=$ (openssl x509 -noout -ocsp uri -in <Certificate-
Chain.pem>)

$ oscp url=$ (openssl x509 -noout -ocsp uri -in Certificate-Chain-
GCP-CV0-20230119-0XXXXX.pem)

$ echo Soscp url

http://ocsp.entrust.net

# Step 1.3 - Generate an OCSP request for the certificate

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -reqout <request.der>

$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -reqgout req.der

# Step 1.4 - Optional: Check the new file "reqg.der" has been
generated

$ 1s -1

total 56

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

—-rw-r—--r—-—- 1 example-user engr 120 Jan 19 16:50 reqg.der

# Step 1.5 - Connect to the OCSP Manager using openssl to send the
OCSP request

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -url ${ocsp url} -resp text
—-respout <response.der>

83



$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -url ${ocsp url} -resp text
—-respout resp.der
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = "Entrust, Inc.", CN = Entrust Extended
Validation Code Signing CA - EVCS2
Produced At: Jan 19 15:14:00 2023 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FETS
Serial Number: 5994B3D01D26D594BD1DOFA7098C6FF5
Cert Status: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

Signature Algorithm: shabl2WithRSAEncryption
Ob:b6:61:4:03:5£:98:6f:10:1c:9%a:f7:5f:6f:c7:e3:f4:72:
£2:30:f4:86:88:9a:b9:ba:le:d6:f6:47:af:dc:ea:ed:cd:31:
af:e3:7a:20:35:9e:60:db:28:9c:7f:2e:17:7b:a5:11:40:4f:
le:72:f7:f8:ef:e3:23:43:1b:bb:28:1a:6f:c6:9c:c5:0c:14:
d3:5d:bd:9%b0:6b:28:fb:94:5e:8a:ef:40:20:72:a4:41:df:55:
cf:f3:db:1b:39:e0:30:63:c9:c7:1f:38:7e:7f:ec:f4:25:7b:
1e:95:4¢c:70:6c:83:17:c3:db:b2:47:e1:38:53:ee:0a:55:c0:
15:6a:82:20:b2:ea:59:eb:9c:ea:7e:97:aa:50:d7:bc:28:60:
8c:d4:21:92:1¢c:13:19:b4:e0:66:cb:59:ed:2e:£f8:dc:7b:49:
e3:40:£f2:b6:dc:d7:2d:2e:dd:21:82:07:bb:3a:55:99:£7:59:
5d:4a:4d:ca:e7:8f:1c:d3:9a:3f:17:7b:7a:c4:57:b2:57:a8:
b4:c0:a5:02:0d:59:9¢:50:32:f£:16:01:65:3a:9¢c:8c:70:3b:
9e:be:bc:4£:£9:86:97:01:62:3c:b2:29:46:08:be:6b:1b:3c:
24:14:59:28:c6:ae:e8:d5:64:b2:f8:¢cc:28:24:5c:b2:¢c8:d8:
5a:af:9d:55:48:96:f6:3e:c6:bf:a6:0c:ad4:c0:ab:d6:57:03:
2b:72:43:b0:6a:9f:52:ef:43:bb:14:6a:ce:66:cc:6c:4e:66:
17:20:a23:64:e0:¢c6:d1:82:0a:d7:41:8a:cc:17:£fd:21:b5:c6:
d2:3a:af:55:2e:2a:08:¢c7:21:41:69:el:44:ab:al:dd:df:6d:
15:99:90:cc:a0:74:1e:e5:2e:07:3f:50:e6:72:a26:b9%:ae:fc:
44:15:eb:81:3d:1a:f8:17:b6:0b:£f£:05:76:9d:30:06:40:72:
cf:d5:c4:6£:80:¢c9:14:76:09:6b:3d:6a:70:2c:5a:c4:51:92:
e5:cd:84:b6:£9:d9:d5:bc:8d:72:b7:7c:13:9¢c:41:89:a8:97:
6f:4a:11:5f:8f:b6:¢c9:b5:df:00:7e¢:97:20:e7:29:2e:2b:12:
77:dc:e2:63:48:87:42:49:1d:fc:d0:94:a28:8d:18:£f9:07:85:



ed4:d0:3e:9a:4a:d7:d5:d0:02:51:¢c3:51:1c:73:12:96:2d:75:
22:83:a6:70:5a:4a:2b:f2:98:d9%:ae:1b:57:53:3d:3b:58:82:
38:fc:fa:cb:57:43:3f:3e:7e:e0:6d:5b:d6:fc:67:7e:07:7e:
fb:a3:76:43:26:8f£:d1:42:d6:a6:33:4e:9e:e0:a0:51:b4d:c4:
bc:e3:10:0d:bf:23:6c:4b
WARNING: no nonce in response
Response Verify OK
Certificate-GCP-CVO-20230119-0XXXXX.pem: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

# Step 1.5 - Optional: Check the response file "response.der" has
been generated. Verify its contents.

$ 1s -1

total 64

-rw-r--r—--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CV0-20230119-0XXXXX.pem

-rw-r--r-- 1 example-user engr 120 Jan 19 16:50 reqg.der
-rw-r—--r—-- 1 example-user engr 806 Jan 19 16:51 resp.der

# Step 1.6 - Verify the chain of trust and expiration dates against
the local host

$ openssl version -d

OPENSSLDIR: "/private/etc/ssl"

$ OPENSSLDIR=S (openssl version -d | cut -d '""' -£f2)

$ echo SOPENSSLDIR

/private/etc/ssl

$ openssl verify -untrusted <Certificate-Chain.pem> -CApath <OpenSSL
dir> <Certificate.pem>

$ openssl verify -untrusted Certificate-Chain-GCP-CV0-20230119-
0XXXXX.pem -CApath ${OPENSSLDIR} Certificate-GCP-CV0-20230119-
0XXXXX.pem

Certificate-GCP-CV0O-20230119-0XXXXX.pem: OK

2. BT HEHMdisk.JRIA 1EE - BRRRERERREF -
3. {EFOpenSSLIL/RE ARV ARS8 o
4. FREINNARMSBREEL « WEE TEHMisk. 718 EEARZR
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# Step 1 - Place the downloaded disk.raw,

certificates in a directory
$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff

staff

# Step 2 - Extract the public key
$ openssl x509 -pubkey —-noout -in

(public key.pem)

$ openssl x509 -pubkey -noout -in
0XXXXX.pem > CVO-GCP-pubkey.pem

$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r—--r—--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff
staff

staff

Jan

Jan

Jan

Jan

19

19

19

19 1e6:

the signature and the

15:

15:

15:

42

42

42

39

Certificate-Chain-

Certificate-GCP-CVO-

GCP_CVO_20230119-

disk.raw

from the certificate

(certificate.pem) >

Certificate-GCP-CV0O-20230119-

Jan

Jan

Jan
Jan

Jan

19

19

19
19

19

15:

15:

17:
242

15

16:

42

42

02

39

Certificate-Chain-

Certificate-GCP-CVO-

CVO-GCP-pubkey.pem
GCP_CVO 20230119-

disk.raw

# Step 3 - Decrypt the signature using the extracted public key and

verify the contents of the downloaded disk.raw

$ openssl dgst -verify (public key)

—-keyform PEM -sha256 -signature

(signed digest) -binary (downloaded or obtained disk.raw)

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary disk.raw

Verified OK

# A failed response would look like this

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary

../sample file.txt
Verification Failure
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Change Charging Method

Lelect a working environment

CloudVolumesOMNTAP2

Select new Cloud Volumes OMTAP charging method

Essentia

understand that changing the package type will affect service charges

Change Charging Method | Cancel
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39.8me 1 =V 12.6/22 e 10.5/11.8 e 2.93/6.09 Te
ng?::tid ¢ gl On Premises CVO Primary CVO Secondary

6 subscriptions

Subscription Number %+ | @ committed % | @ consumed % | @ #ofinstances = Expiration Date
A-500014001 664 TiB @ 435 TiB 0 July 29th, 2022
A-500014002 5.64 TiB @ 235TiE 0 July 29th, 2022
A-500014003 664 TiB @ 435 TiE 0 July 29th, 2022
A-S00014004 664 T @ 435TiB 0 July 28th, 2022
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Subscription Number = | © Consumed = | © # of Instances = Expiration Date

A-500014001 6.64 TIB @ 435TiB 1] July 29th, 2022 (&)

View detail and edit
A-500014002 6.64 TiB @ 435TiB 0 July 29th, 2022

Link
A-500014003 6.64 TIB @ 435TiB 1] July 29th, 2022 @
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Subscription Modification for A-S00014001

Cumrent Commitied Capacity Current Consumed Capacity - Requested Committed Capacity

Extreme 0.977 TiB 0293 TiB i TiB
Pramium 0.977 TiB 0458 TiB E t TiE
Performance 0 TiB [gi=] nife TiB
Standard 0.732TiB 0.438 TIE E TiE
Value 0.977 TiB @ 0879 TIB TiB
Data Tiering 0TiE 0TiB 1 B
CVO Primary 1.96 TiB @ 176 TiB 3 TiE
CVO Secondary 1.02TiB 0.435 TIE it B

Additional Information

Is there anything else we should know about your request?

Please be as descriptive as possible.
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License Distribution

5

Total Licenses

| 1

= BYOL Licenses

£y ° =

Free Trial Eval

BYOL (1) PAYGO (4) EVAL (0)

Cloud Volumes ONTAP Name |

a5 | CYOPAYGO Single Nade 590520130000000007043 standard Manage PAYGO License 7
Node 1 :90920140000000001010
BN cvopAvGO2 High Availability s::d:2 e standard Manage PAYGO License 7

' cvopaygos Single Node 90520130000000001 045 premium Manage PAYGQ License A
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BYOL (14) Eval (2) Unassigned (3) PAYGO (6) Add Unassigned Licenses

Serial Number = Type 5 | Cloud Provider = | License Expiry = | Status = |

0123456789012345678%0 Single Node All Providers April 20, 2022 Unassigned l\ Exchange License = )

012345678901234567891 Single Node ¥ Arure April 20, 2022 Unassigned ( Exchange License ~ )
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INFO CAPACITY

Disk Type GP3 3000 |OPS Provisioned size ~ 907.12 GiB
Disks 4 EBS Used 1.13 GiB
Volumes 2 S3 Used 0 GiB
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INFO CAPACITY
Disk Type GP3 3000 IOPS Provisioned size ~ 907.12 GiB
Disks 4 EBS Used 1.13 GiB
Volumes 2 S3 Used 0 GiB
Elastic Volumes Enabled
S3 Tiering Enabled
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Change Tiering Policy

Volume_1

Tiering Policy

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.

Minimum cooling days: 31 (2-183)

O All - Immediately tiers all data (not induding metadata) to object storage.

O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

53 Storage classes

53 Storage Encryption Key

Standard-Infrequent Access

aws/s3

(D This action is non-disruptive and changing the tier impacts cost, performance, and maximum capacity. Refer to

BlueXP documentation for more details.
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i What are storage tiers?

Mote: If you enable 53 tiering, thin provisioning must be enabled on volumes created in this aggregate.
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FaYaZ Bl
WRIEEMIBR Aggregate ~ BIIAZBAMIBR Aggregate FHBYFEFRE ©
RAREETIE
UMBRESRIEARE (B LIER ONTAP A4 SRSt EREHMESE o
1. RAEREEINFERT  FEECEFRME> Canvas* o
2. 7 T2£PR) E@L ~ M T Cloud Volumes ONTAP (RESIRE SBLHITHAE M TEIRIE o
3. EI(EIRIEH ~ #—TF * Aggregate * 124 -
4. 7T Aggregate RS |1ZH L « BB EFAEIZE - ABR—T * o (HBEHEER) * o

mmm aggri B ONLINE D)
INFO CAPACITY|

Disk Type GP3 3000 IOPS Provisioned size ~ 907.12 GiB

Disks 4 EBS Used 1.13 GiB

Volumes Z S3 Used 0 GiB

Elastic Volumes Enabled

S3 Tiering Enabled

5. EIPIEHY Aggregate :

T1E 178
¥R AR Aggregate FYE N £ ... (HBRFSEER) IOEERT ~ #—F * 117 Aggregate details* ©
Té:'—'%*n"i Aggregate FEIFAIE TE ... (HEESREITR) THEERT ~ #—T * #iE Volume * o

IRHGHERFTIE 2= Aggregate a. £ ... (HEESRER) THRERT  #—F * mgHiER * o
b. EEVCERME AR ~ ARIF—TF Mg~ -

£ &R PBIFT A I A/ A ©
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T1E 178
fB& Aggregate a. EMAEFEEMIERM Aggregate tile ##—TF * o (BERFSEET
) > Bk * o

b. BIE—T * Mibf * LAFESD

EIEConnector - NARERTE

SEConnectorff B8 E ~ RIREHUEEIECloud Volumes ONTAP B BIRME
AJAggregate R & ©

B TEEFZCloud Volumes ONTAP HHConnectorBIEHIFRENEER R R 4T o MR & H B —{EConnector ~ Bl
AIUUREN A NERE ©

WERERR
E=E BlueXP #BMSHIRE BEIEE Privileges 7 BEEEX Cloud Volumes ONTAP 2R7E ©

HER
1. £ BlueXP FEEMA LA ~ 12— RE) BxR ~ A% * T Cloud Volumes ONTAP 5&7E * | ©

Workspace = Connector ~ ‘ ﬂ 0 e
Workspace-1 =

gsireeshoonmec...

{:CE} Settings

Cloud Volumes ONTAP Settings «

Timeline
Credentials

HTTPS Setup

2. 1£* Capacity *F ~ BB FHEMRE :

AEEERN
FEEBlueXPESENCHTFAERR « AEBlueXPESEHRLTEEREEK -

"HRESEEEENNEESR

Aggregate Capacity 252 1& - A A ZERILEER

IR AEERRRNFRSY - BERCEENEHXFINFTEEREN  BREZEHNE RN
EARY - BEBCRBENBERERERNBEPRRRKREIEFE - UEBEREARMMAE Z EERT
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fey o
EFHEND - MRESE LR AEREREERNIEERE - iEEEEN - RECRRETE
KRR AZERIERBERVERE - FHYEEEEEN « TFHEBEFERE « LUBRIRF e R

ERERLAE °

B ZEELE RN E AT -
(Aggregate capcapheIE SE/7- Aggregate FHI4B(EFAE) / Aggregate capBeIE AES)

FE2REHAEETE" NIIEPBEAR -« Cloud Volumes ONTAP £ EEIEIERE ©

Aggregate Capacity EE B - Bl BV AR EEER
ERBERNDBERERE WHEHTE) B MEEE () EE2Z/DaAZR -

ERELEERHNKBINESRIEFTEE - KA EREINEFIFFCloud Volumes ONTAP - i ERIFE E/EE
8 ~ LURHEIFHINAE o INERZERIFE ~ Cloud Volumes ONTAP B ZF8E B o

3.~ [*fE ) o

HIZVMEIR
7EBlueXPH EIEFHEVM
HIFEEEZ3E ONTAP HITHI SZIE NERRY E 4SS « Al A A PiniefHEFEER R

% o IEBIAERIEIE =2 SVM T vserver © IRIETEE « RATRERTE—ERHTFE VM ~ BED4EARE
L IEREIMNIEETE VM o Cloud Volumes ONTAP

XEREE VM B8

HUEARREH IR Z(AEIFEVM o AiTE "25175RFR Cloud Volumes ONTAP" B&25Cloud Volumes ONTAP = 3BRY{#
BFVMEEREEANIEIRANZE -

ERAZEREFVM

BlueXP ZiZIGHE ONTAP RiFEIEEE] ONTAP CLI I EAEME#T VM

N ~ TEIFETRUEIEREIL Volume FRERZRETE VM o
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Details & Protection

Storage VM Mame

svim_namel -

Volume Mame Size (GIB) i

Snapshot Policy
default v

Default Policy

TEERINAESERERR ER MRS « BEFHTFE WM -

Destination Valume Mame

volume_copy

Destination Storage Vi Name

svm_name1 W
Destination Aggregate
Automatically select the best aggregate -

ERFERFHIEVMII R TE
BlueXP& H&hen a2 EFFEIIAICloud Volumes ONTAP BE—f#72VM ~ UFFITREE o MR ICH BRI RIE

# « BIET UL ONTAP R4AEIES - ONTAP CLI 3 API {EE{#7E VM 9478 o FliN ~ (Rol e F B4 BT A
ONTAP B CHEEMmA T ERIEIIMN S UERT
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7ZCloud Volumes ONTAP Google Cloud™#E37 &k IRFS HFVM UL ELE A

HIFEEEIIE ONTAP BT I AZY E RS « T AP IR HEFREER R
7% o {RATRERNBE B SVM T vserver © IRIETERR ~ RAIRE—EFHTE VM ~ BEFD4HRE
ERIEREIMIEETE VM o Cloud Volumes ONTAP

TIEMETE VM B2

#£9.11.1hRBA%A ~ Cloud Volumes ONTAP Google CloudsBY4F5E X B INAE A ST IR ZEETFEVM o BifE "251755ER
Cloud Volumes ONTAP" E&z%Cloud Volumes ONTAP ZiEM#ZEVMEE 2B BAN SRR ZIE -

FREHEAM Cloud Volumes ONTAP BISZIRINAEITS IR EE—ERHRES fF VM ~ DU —EB R WERIERI B B9t
7 VM o IRFKIRFEFVMEEERE « (GRS B Bt R FVMETTERHFE ©

Bif#EVM

WNERISHELIE  IEILUITEE—ENBE R A HARC E 1B ZEFEFEVM © 3535 ~ SAZBE A BlueXP APl 7E HA
Bod FEEIT{1E VM ~ TR ATLUER ONTAP R4AEIEE 5 ONTAP CLI TEEE—EREL A4S FIEITE7E VM o

E—MHAR

BLESRERCLITZE—MRAR LEIDMIETFVM - EUSKHLIFRE—EABIPL « MREBERIE
ELIF ~ AIEES—(EEARFAE P

HER
1. £Google Cloud™ + #ZECloud Volumes ONTAP &) - W ASELIFHIE—EIPHitEnicO o
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Edit network interface ~
Metwork *
default - @
Subnetwork *
default IPv4 {10.138.0.0/20) - @
L} ] To use IPv6, you need an IPvé subnet range.  LEARN MORE
IP stack type
® IPv4 (single-stack)
f:,:l IPv4 and 1Pw6 [dual-stack)
Primary internal IP _
gopevevmHEp-nicl-nodemgmt (10.138.0.46) - 8 .
Alias IP ranges
Subnet range 1 - - Alias IP range 1 # —
Primary (10.138.0.0/20) 10.138.0.25/32 9 |
, Subnet range 2 - Alias IP range 2 * \
Primary (10.138.0.0/20) 10.138,0.23/32 (7] |
- Subnet range 3 - Alias IP range 3 * \
Primary (10.138.0.0/20) 10.138.0.21/32 [ 7] |
Subnet range 4 Alas IP range 4 *
Primary (10.128.0.0/20) 10.138.0.31/32 [ 7] l
4+ ADD IP RANGE
External IPv4 address
Meone - @

MRERAEEFYMLERIIEELIF ~ BIFE

—EIPUL AR ERILIF ~ S5—EZERIPMLE o

"Google CloudX ¥ : #righ%IPEEEIREHITERE"

2. B HFERESNAT AT EREEERE -

vserver create -vserver <svm-name> -subtype default -rootvolume <root-

volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name> -gateway

<ip-of-gateway-server>

3. 5E&EIEGoogle CloudFFTIERIIPHLIE ~ WAL ERILIF ©
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iSCSI

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -1if <lif-name> -home-node <name-of-nodel> -data
-protocol iscsi

NFSE(SMB

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nfs-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

4. =R . 15 TEGoogle CloudHHTIEHIIPAIL ~ LRI EFEVMEIELIF ©

network interface create -vserver <svm-name> -1if <lif-name> -role data
-data-protocol none -address <svm-mgmt-ip-address> -netmask-length
<length> -home-node <name-of-nodel> -status-admin up -failover-policy
system-defined -firewall-policy mgmt -home-port ela -auto-revert false
-failover-group Default

. B—EHNZEESREIERGHEFVM o

vserver add-aggregates -vserver <svm-name> -aggregates <aggrl,aggr2>

SRV EDR « AAMNREEVMERENE D —(BAggregate * 7 BETE#FVM_ LRI HIRE o

HAFC %
& ZB(EFBIueXP APITECIoud Volumes ONTAP Google CloudBFE B &4t LI FEFEVM o HRL BlueXP A

WHER LIF RIS EEE SMB/CIFS @ FTER iSCSI LIF ~ FILEEFHE APl (TiJE ONTAP 244G SIES K
ONTAP CLI ) Re&REEE VM o

AR Bluexpﬁreoogle CloudHECEFFERIPANE « WERBERILIFAEIFHEZEVM » LUEITSMB/NFSTE
EY « A{EFAISCSI LIFZREITE L SMBIE ©

BlueXP t& "default-data-files it NAS BRI EanEARSER THUARTS WS HATIEE iISCSI EXlEapHA - FEULIER
BiH#T VM ERVREY ¢

* data-fpolicy-client

°* management-ad-client
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* management-dns-client
* management-ldap-client

* management-nis-client
FEECNARTS ~ F&Cloud Volumes ONTAP Sk IR IRINAERIRKISCSI LIF A E L EIRER o

HERGoogle Cloudi#[R

ConnectorB B4 EREIR « ABEREII KR EIECloud Volumes ONTAP #72VM ~ LRI TR EHABC Y o FREEfERR
BE7ET "NetApp REAIEA]" o

1. A THAPIMEIY I FEFEVM !

TPOST /occm/api/gep/haliitA IR/ {we_ID} /svmi]

FREAIBEEIE TSR -

{ "svmName": "myNewSvml" }

BIRHARCH _ERYETEVM

BlueXP APtz IR TEHAFC ¥ E E#frapsa R MIPREEFVM o
EH L EEVM

MBERE - A AR E RFEVMAIRTE o

1. EATFAPIMEIY EFHHAFHEFEVM :

FPPUT /occm/API/GCP / ha /T{FiRi%/ {we ID} /SVMJ
BT IBIE B T5IEE -

{

"svmNewName" : "newSvmName",
"svmName": "oldSvmName"

}

MBS EE7ZVM
MRERBEEEHFVM ~ T Cloud Volumes ONTAP {Z1EIHAERIPS ©

iu E&
1. {EF T5APIIED S BREEIZVM
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[MiB&/occm/api/gep/ha/ T{E 1218/ {we_ID} /Svm/ {Svm_name} |

IE SVM SKEEEIRIE

BlueXP RigEalf#E VM (SVM ) KEEMIERIERE S i7:AZ1E o [Ci‘BfEH ONTAP
RIREIE ST, ONTAP CLI ©

MR EME Cloud Volumes ONTAP %4t~ RIs8%E SnapMirror SVM 58 « EE X AN W{E HA BRE R 4A MR
BEE—ERFA R o EEETE HABCHME R FZEERE SnapMirror SVM % ©

0% ONTAP CLI BYEREE ~ sA2 R T4 o

"SVM K EE RIS ZE R ERIER"
* "SVM Disaster Recovery Express 5"

Z 2 EER N
fEFE NetApp INZRfE RS ZNNZHIRE

S 1#&NetApp Volume Encryption (NVE) #INetApp Aggregate Encryption (NAE) Cloud
Volumes ONTAP o NVEFMINAEZERS BRI RFZE ~ FIRRAFIPS 140- 212 VIR & F &
BRI INEE o "RABRMEEINEBRTEE"

SMER IR EIEIZ N IENVERINAE ©

ifdef © © AWS [lendif: : AWS[Jifdef . . azure[]endif : : I azure[]ifdef : : GCP[]endif: : I GCP
[ifdef : : AWS [Jendiff . : . AWS[]ifdef . : gcp[] endif] :

FIFAGoogleMV Eln & i EIERFREIE LB

&R LUER "Google Cloud Platformf£ 8 E IR (ZimKMS) " 7ZZONTAP Google
Cloud PlatformZBZ I FE R P (RETNAINE T8 ©

#RE]LA{ER ONTAP CLI 3 ONTAP REST API 2REXFZE % KMS BB EIE o

{3 Cloud KMS B ~ E - IRIETER « @fEMA Data SVM B LIF EARix £ SR IRENE - e SIREKR A
ﬁé,hiiﬁ;lamﬁﬁéﬁﬂ’]%ﬁ;aﬂﬁi‘* (oauth2.googleapis.com) #1785 o MR BEARRE AL - BEFE LT
FEASEEIRIRTS

FAYEZ Bl
© WE#TT.10. 1 KR E AR 4sCloud Volumes ONTAP
* B% % Volume Encryption (VE) #2#E
ZELZHELMESREE (MTEKM) #EH# - #£Cloud Volumes ONTAP RRZSEZE59.12.1 GABHYA ©
* B ERRESHSVMEIES
* IRAGoogle Cloud Platformz] B
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Google Cloud
1. 7E£889Google CloudIRIER « "ET HIEHIGCPEIRIRMEIE" o
2. ZACloud Volumes ONTAP EHIBRFSIRE I B:]AR -

gcloud iam roles create kmsCustomRole
--project=<project id>
-—title=<kms custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get, cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms.keyRings.get,cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
—-—stage=GA

3. B BEiTARIE KA Cloud KMS£i8ECloud Volumes ONTAP EHTARFSIRE ¢ lgCloud kms#£$&add-iam-
policy-binding key name-keyring key ring_name-location -member ServiceAccount
_service_Account_Name-roleZZ/customer_project _id/ros/ros/lkmsCustomrole]

4. THRFEIRE JsoniE . TgCloud iamBRFSIR B &8 7] 211 £i§1E 2 -iam-account=sa-name@project-

id.iam.gserviceaccount.com|
Cloud Volumes ONTAP
1. ERTRFHISSHA R K EREREEIELIF
2. A EEREEIREAR © Tet -priviiE &

3. AERISVMEIIDNS r@ﬁ%ﬁiﬁﬁc_wroject > .internal -name-servers server_address-vserver
Svm_name]

4. #BICMEKIER : &£22BBIBRER IMEGCPRYA-vserver Sym_name-project -id project _-key-
ring_name _Kkey ring_name-key-ring_location key ring_stip-key-name key name|

5. WIRIRTEF AN GCPIRAEARTEIRE JsonE g
6. MRRANERNL . TZ2EREEERXIMNIGCPIEE-vserver sym_name]

7. EER L BIUR&LCRIENZ Tvolvol create volvolvole_name-Aggregate Aggregate _-vserver
_vserver_name-size 10G1

FRHEHHE
MBEBELFHIR « TP DR R ETES BRNEAREST APIEZE :
1. "l

2. "ystemShell -node_node_-command tail -f /mroot/etc/log/mlog/kmip2_client.log"
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Information Features

Working Environment Tags Tags

4P
=+

Scheduled Downtime

S3 Storage

Standard-Infrequent Access
Classes
Instance Type mb5.xlarge
Write Speed Normal

O
=

Ransomware Protection

Support Registration Not Registered

CIFs Setup

VNNV INIINIDNID

3. E{F NetApp $IRREMBRSTE :

a. NREHIHEFR & KBS Snapshot [RRI ~ 55— I * BX&) Snapshot Policy* | ©
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NetApp Snapshot KT (£ R RAERENRURISHRAR T  fINERVRARENERZRAAIHH
IR ° Snapshot AR MEE ~ AIFTLEEIZRINASEAR o PIAEIRMIBME - B E—E5ERETE
KRG RRR TS FEHIRRER ©

. ¥—TF T * BX&h FPolicy* 1 LUEXF ONTAP By FPolicy SR ZE « tLERR 5 ZErI RIS RIS 2 AR E18H

=B
BIRTAMMR S F A HHE RN RUEEEFEL  BINEFRE - BRBRUEEKRE -
FasFPolicysEE Z 81 T 7 BIIEHAVESE :

™~ 102 ~ $H7E ~ 2R ~ INZR ~ crinf, r5a ~ XRNT, XDBL » R16M01D05 ~ Pzdc ~ #F ~ & ! ~ XM
! ~\RDM + RRK * 1ZRS - crjoker » EnCipErEd * LeChiffre

E{TEEICloud Volumes ONTAP A RIINAEAIFPolicyBF ~ BlueXPFAERIIEEEEE o It
HER RIS RN RBAERIER o EAILUBACIoud Volumes ONTAP ZRETH B
EICLIFY_vserver fpolicy scoon__ 3% IR BT SHMBIESR o

Ransomware Pratection

Ransomware attacks can cost a business time, resources, and reputation. The NetApp solution for ransomware provides effective tools for visibility, detection, and remediation. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

50 % @

Protection
ONTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshat Policy based on a file's extension.
To protect your data, activate the default Snapshot policy for these volumes WView Denied File Names

Activate Snapshot Policy Activate FPolicy

BEEHRUEeFRE

Cloud Volumes ONTAP %1& TBEEI#HZRERERE] (ARP) Ihas ~ IR TEEHBITON - THEALES
ARER T RNIEN B EE RS

EUFBIRMAIERRIERREDH "PERNEREXRT" « ARP REEEALIEEHI N « BREBENZN TEE
mE ) RETRERETEERNKE - PRUISRERTEM ARP IFIrHEECER « MIRMEEmRIEIREEER

& o

ARP INSEFTERAB W (BYOL) fSECHER @ MRERMIRENTIZIMH
B ARP VIR & RE T2BEN 3 [ERF. BEEIREE -

HEFE@ Y ARP 4HAE235E3E ONTAP R 4B IESF ONTAP CLI #1117 ©

BRIMEER ONTAP RAREIESRF ONTAP CLI X ARP REFARE R » 552K "R B S HAAE(RE" ©
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Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB

# WORM #FEEEIHEN Snapshot E£7x

{&ATIAFE Cloud Volumes ONTAP ## EERIT—REA ~ ZRGEEL (WORM ) #EZRAIFA
ESCX Snapshot 78 ~ MR E R E HIRI A LUK ERBI VR IRER o IEThRESRA
Snaplock #fif ~ EIRHERESMNNERMREELEREBE R ©

RG22 Al

F5HEE FARY IR I Snapshot #EASHIREIEE 2 Snaplock Volume o BRA7E#E 2L Snaplock 1REMEE » 375 "%
TESnaplock LHAE"2R o

1. 1 SnapLock Volume #3Z Snapshot #7s - BREAfER CLI 3 System Manager Bl Snapshot BIEES »
E2EH "BIEARSnapshotiE AS4EEE" o

Snapshot #BZASE 47K Volume BY WORM B ~ FEFAERLK - B SnaplLock AT el ERIREBEISE RS
HARAE SR 2 BT ~ A2 R RVAREFMIFRARE o

2. IRFEREESLRR ~ COILUERREHIR - MFERMENR « 55 "RERERE"SH -

BI{E Snapshot AR R IR DEARIANS SR « RESESMEMKIERILE « F25 Cloud
(i) Volumes ONTAP sl WORM iR M MEEMEEERE) BB o Itsh - EIFERH
IR S AT L IE RIS AT LR OE < MIBR WORM 4} o

RER

H 4R Cloud Volumes ONTAP fkErEE

1%Cloud Volumes ONTAP BlueXPHARUEIS ERFTAVFTTHSEELIE SR INAE o FHARERRE Z A1 ~
IRFEEZ S 24 Cloud Volumes ONTAP {FRBBARA—IE R4 o
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Select the ONTAP version you want to upgrade to:

Version | Date
5.12.1P14 Aug 22, 2024
) ga2.1913 Jul 7, 2024
8.13.1P10 Jul 7, 2024
DEE-RERLE May 9, 2024
e All versions Fas

Write the version you want to upgrade to:
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Information Features

Working Environment Tags Tags /
Scheduled Downtime Off f
S Standard-Infrequent Access f
Classes

Instance Type mb5.xlarge f
Write Speed Normal f
Ransomware Protection Off f
Support Registration Not Registered f
CIFs Setup /
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INFORMATION FEATURES
Working Environment Tags 0 Tags
CIFS Setup Not Configured
Scheduled Downtime Off
Storage Class Standard Storage
Machine Type n2-standard-4 ﬁ
.Luk
Write Speed Mormal
Ransomware Protection ofr
Support Registration NOL Reglstered
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Specify the destination you wart to connect to

Host Name (or IP address) Port
admin@192.168.111.5 22 |
Connection type:

OBaw OTeinet ORiogn @®SSH (O Senal

3. EEART T ~ WA admin 1RE B °
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"BEERUN{AI L SSHECloud Volumes ONTAP IHAE" o
2. BERAutoSupport B3 F RGHISEARIRAS :
(F%0z%1E) AutoSupport

EIFEERLITIIAR :

Category: smtp
Component: mail-server
Status: failed

Detail: SMTP connectivity check failed for destination:

mailhost. Error: Could not resolve host -
'mailhost’

Corrective Action: Check the hostname of the SMTP server

Category: http-https

Component: http-put-destination
Status: ok

Detail: Successfully connected to:

<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok

Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand

Component: ondemand-server
Status: ok

Detail: Successfully connected to:

https://support.netapp.com/aods/asupmessage.

Category: configuration

Component: configuration
Status: ok

Detail: No configuration issues found.
5 entries were displayed.

U0 Rhttp-httpsFERIAVIRAEZ Tokl ~ T RAutoSupport B1IEFERE ~ W Rl EXE o
3. MBARBERIEE - 5586552 Cloud Volumes ONTAP E&IZ5#IProxy URL :
{AutoSupport $#1% : FE&proxy-url)
4. YN8 Proxy URLBHZEZEM ~ 5552 E Cloud Volumes ONTAP 1 &2 23 2 Proxy :
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{AutoSupport 71% : modify -proxy-URL http://<connector Private IP>:3128)
BREsAutoSupport 5 IEAREE :
(FEIF$1E) AutoSupport

YNRARBEAIZAKL BN ~ 55BE5E Cloud Volumes ONTAP BiBE 1183128585 MR BT 1R v B BE R
BRERER -

- WMRAREIDTERRE R D A ERRINAM  SHEASSHEREERLS -

"ZEABBARERE T Linux VM for the ConnectorBYtBREE A"

:5R11E [/opt/sapplication/netapp/cloudmanager/dock_occm/data/ |
FARIProxy#B%5HE lshquid.conf)
EENERGEBAOT :
http port 3128
acl localnet src 172.31.0.0/16
acl azure aws metadata dst 169.254.169.254
http access allow localnet
http access deny azure aws metadata
http access allow localhost
http access deny all
localnet srcfBZCloud Volumes ONTAP 15Z{E:BF2+HAICIDR o
g0RCloud Volumes ONTAP HEATEIE R P ENEE N EMBERMRANCIDRELE « FEMZEIHTE T

EE :

FACL cv#8 R2RJE<CIDR >
MREFIEULIER ~ 55005 7T HTEATEE ¢
"httpfFEX St 5Fcvonet”

EBHWMT :
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http port 3128

acl localnet src 172.31.0.0/16

acl cvonet src 172.33.0.0/16

acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access allow cvonet

http access deny azure aws metadata
http access allow localhost

http access deny all

M. {REEAHARIE 2 & ~ S EMEEProxy R a3{EASudo -
IDockerZ #ENEsid
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* E#hRZA<Cloud Volumes ONTAP

NOTICE nv.data.loss.possible: An unexpected shutdown occurred while in
high write speed mode, which possibly caused a loss of data.
* #£9.11.0%9.11.1 Cloud Volumes ONTAP

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown with High Write Speed mode"

ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect..

* ZBEo 8%9.10.1 Cloud Volumes ONTAP
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DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown"

ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect.
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7 NVFIL 327
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{=F NVFIL 318
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{3} Advanced Actions
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