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THUEHIFET AWS &IHFE) IP (Uit VPC Z ERIREA o #ATE) IP LI FRA VPC B CIDR &1
Z 50 ~ B RIEBEE B RS R I E TR o

AWS region

VPC A VPC B VPC C
172.16.0.0/16 172.17.0.0/16 10.0.0.0/16

VPCD VPCE
10.1.0.0/16 10.2.0.0/16

Floating IP addresses
192.168.10.2
192.168.10.3
192.168.10.4
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Node 1 Node 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
172.31.0.0/16 192.168.10.3
" " " / \

Floating IP addresses in
one or more route tables

Availability zone 1

Subnet 1

Availability zone 2

Subnet 2

Synchronous mirror of
data between nodes
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IR AR K
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£21E AZs P35 E HA BCER) AWS FEEEE
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a. £* VPC*IRFEH - 32— T~ Transit Gateway Route Tables * o
b. BEEREEFR ©

C. #—TF TRAME) ~ AABEEEY NEEIIRANE o

d. EEZRBNMG (VPC) ~ ABE—TEILRAE" -
15 HA EC¥97%8) IP (it ~ 7EEERFER R ARPEIRA o

A ATEBIlueXPRY TTRIRIFEN) REEFENIPALUL - SEEHT :

NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

THSEHIRGERREREENRER - EREiEMmEE VPC B CIDR &1#RE&H « Cloud Volumes ONTAP LY

B R1 {EHERIEEZE) IP fidt o

Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q Filter by attributes or search by keyword

CIDR Attachment Resource type Route type

oo @ [gwaliach 05677bA34e29 1B | vpo.Ob2boa0e0dcBe0dbT | h VPC2 —
10.160.0.0/20 Tgw-attach-O0ebaseacdab0d db | vpc-673ae603 propagated

\ bw}'/" static
172.23.0.2/32 tow-attach-00eba3eac3250d7db | vpe-673ae603 & static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 ‘E -!an.t—l—l-‘g static
172.23.0.4/32 tgw-attach-00eba3eac3z50d7db | vpe-673ae603 _l_B' Addresses ...
ENBEEFEFE IP IR VPC BREHRX ©
a. FEEREIEEEEE IP {ilt o
b. ¥ ERHIEE ML E HA BCHFr7E VPC B9 CIDR &3 ©
THERFEARRET VPC 2 NEREHZR ~ HPE1EEE VPC 1 BUEENIFE) IP ik -

Route state

active
active
active
active
active

active



Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet ions. Route Tags
Edit routes
View Al routes -

Destination Target Status Propagated

10.100.0.0116 local active No

0.0.0.0/0 Jgw-072500d01781e67df active No
\V/=To%

10.160.0,0/20 1aw-015b7c249661ac278 \Y {“_\.:yl No

172.23.0.1/32 1gw-015b7c249661ac279 active No

172.23.0.2/32 1gw-015b7c249661ac279 E{Qat]ng lB No
S

172.23.0.3/32 1gw-015b7c249661ac279 Addresses No
e

172.23.0.4/32 1gw-015b7c249661a0279 active No

5. BEEEFECEE IP (HMERBIFIEE VPC ~ LB HA Ei¥t VPC HIRRER
WP BIEEEE - AATC LM VPC ZEHIEER o

THIEAR G VPC 1 NERE® - Hp&E@ETE) IP (4t VPC 2 BIERHE ~ M VPC 2 R R IRFITE

IR o TESFEHARCHIES - BlueXP 2 BEIHEZHIPHIE EIRBE o

Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View All routes -
Destination Target
10.160.0.0/20 local

pl-68a54001 (com.amazonaws.us-west-2.s3, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22) vpce-cb51a0a2

0.0.0.0/0 Igw-b2182dd7
10.60.29.0/25 pex-589¢3331

I 10.100.0.0/16 1gw-015b7c248661ac279 I
10.129.0.0/20 pex-17e1396
172.23.0.1/32 eni-0854d4715559c3cdb
172.23.0.2/32 eni-0854d4715559¢c3cdb
172.23.0.3/32 eni-0f7668121603108ed
172.23.0.4/32 ni-0854d4715559¢c3cdb

6. # VPC MZ2MBHEREENA FIEREl o
BT [ ERAAER | ETH [ FHERK] -
b. ##—T * BHRE * R31RH ~ & HABCHREP—EES) P (UAEEEPIRAIRIR o
C.Ig—T*ZEMEE " -
d. BEEY * AREREASREA * o
- BB—FAEARA o
L7248 T EW [ FRAERE ] > ARBEEE VPC IP ittt o
g BT * #ERR - UEREE -
7. EFRFE) IP (Ui R E B IR P i o

]

0]

Status

active

active

active

active

VBE2

active

Eloating

ar.ulB

Addresses

active

1WRILUZERR BlueXP ff TEIRHAIEE ) EAR T * #Ean< * B « 7 BlueXP F#xEIEFERY IP fitik o
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

@ Advanced Actions

NRIEEHENFS Volume - :5:2EEHRBIUN & H B iRVPCHF4EE o
"B REUN{AI 4R EE Volume" ©

° FEREL *
° "AWS FHE R BERCH"
° "AWS BYAZERER Cloud Volumes ONTAP"
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Other AWS accounts

Add other AWS accounts

| Other AWS accounts bTd ‘

Specify the AWS accounts that can use this key. Administrators of the accounts you
I specify are responsible for managing the permissions that allow their IAM users and

roles to use this key. Learn more [A
| . | ]
arn:aws:iam:: f ' zroot Remove

Add another AWS account ‘
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

1,

"Resource": |
"arn:aws:kms:us-east-

l:externalaccountid: key/externalaccountid"

I

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

=+
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A

"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"

GovCloud (EEH) #&E
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject”
I
"Resource": "arn:aws-us-gov:s3:::fabric-pool-*",
"Effect": "Allow"

C2SIRiR



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

° WA ENEEAY#E{7 REBICloud Volumes ONTAP
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A

"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud ((H) &
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us-gov:s3:::netapp-backup*/*",
"Effect": "Allow"

33
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"Version":

"Statement": [

° HA Ha7Y

{

"Action": [

"2012-10-17",

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":

"arn:aws-iso:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",

"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

1,

"Resource":

"arn:aws—-iso:s3:::netapp-backup*/*",

"Effect": "Allow"



"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"sts:AssumeRole",

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Valumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[/?‘] AWS Markeiplace
LN

Subscribe and then click 5et Up Your Account to configure your account.

(27 Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L

Subscribe and then click Set Up Your Account to configure your account.

(2" Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiB - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate,

The next steps:

['f'?“] AWS Markeiplace
-~
Subscribe and then click 5et Up Your Account to configure your account.

(2"} Cloud Manager
<)
Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Cloud Manager (for Cloud Volumes ONTAP)

You are currently subscribed to this product and will be charged for your accumulated
usage at the end of your next billing cycle, based on the costs listed in Pricing
information on the right.

Having issues signing up for your product?
If you were unable to complete the set-up process for this software, Pricing Details
please click here 1o be taken to the product's registration area

You are already subscribed to this product

Software Fees
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THREIAMRERFIAMA BRHATT FHIRIE !

* ConnectoriifT{EIfZ

* $I1T{EBECloud Volumes ONTAP

* FREBITER (WNREEIZHAEE) Cloud Volumes ONTAP
1. BEAWS IAMEIES ~ 281BH—T* Policies *

2. #37Connector#l{TEREAIRE -

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2?2:DescribelInstances",
"ec2?2:DescribelInstanceStatus",
"ec2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec2?2:DescribeRouteTables",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec?2:DescribeVolumes",
"ec2:ModifyVolumeAttribute",
"ec2:DeleteVolume",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",
"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec?2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec?2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
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"ec2:DescribeRegions",
"ec2:DeleteTags",

"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",

iam:PassRole",
"iam:CreateRole",

"iam:DeleteRole",
"iam:PutRolePolicy",
"jam:ListInstanceProfiles",
"iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"jam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec?2:DisassociatelamInstanceProfile",
"ec?2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

I

"Resource": |

"arn:aws-iso:s3:::fabric-pool*"



"Effect": "Allow",

"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

I

"Condition": {

"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

bo
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

3. E37Cloud Volumes ONTAP —EE R ItETHAERVEA! ©
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"Version": "2012-10-17",

"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource":

'arn:aws-iso:s3

"Effect": "Allow"

. WNREEHEZFZCloud Volumes ONTAP —{@ TEEEHARRE

"Version": "2012-

"Statement": [{

"Effect":

"Action":

"ec2

"ec2:
"ec?2:
"ec2:
"ec2:

"ec2:

"ec2
"ec?2

1,

1Q=17%",

"Allow",
[

:AssignPrivateIpAddresses",

CreateRoute",

DeleteRoute",
DescribeNetworkInterfaces",
DescribeRouteTables",

DescribeVpcs",

:ReplaceRoute",
:UnassignPrivateIpAddresses"

"Resource": "x"

:::fabric-pool-*",

* SAMHARNTERILRA] -
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