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Subscription Modification for A-S00014001

Cumrent Commitied Capacity Current Consumed Capacity - Requested Committed Capacity

Extreme 0.977 TiB 0293 TiB i TiB
Pramium 0.977 TiB 0458 TiB E t TiE
Performance 0 TiB [gi=] nife TiB
Standard 0.732TiB 0.438 TIE E TiE
Value 0.977 TiB @ 0879 TIB TiB
Data Tiering 0TiE 0TiB 1 B
CVO Primary 1.96 TiB @ 176 TiB 3 TiE
CVO Secondary 1.02TiB 0.435 TIE it B

Additional Information

Is there anything else we should know about your request?

Please be as descriptive as possible.
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License Distribution

5

Total Licenses

| 1

= BYOL Licenses

£y ° =

Free Trial Eval

BYOL (1) PAYGO (4) EVAL (0)

Cloud Volumes ONTAP Name |

a5 | CYOPAYGO Single Nade 590520130000000007043 standard Manage PAYGO License 7
Node 1 :90920140000000001010
BN cvopAvGO2 High Availability s::d:2 e standard Manage PAYGO License 7

' cvopaygos Single Node 90520130000000001 045 premium Manage PAYGQ License A
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BYOL (14) Eval (2) Unassigned (3) PAYGO (6) Add Unassigned Licenses

Serial Number = Type 5 | Cloud Provider = | License Expiry = | Status = |

0123456789012345678%0 Single Node All Providers April 20, 2022 Unassigned l\ Exchange License = )

012345678901234567891 Single Node ¥ Arure April 20, 2022 Unassigned ( Exchange License ~ )
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License Generator

The following fields are pre-populated based on the NetApp 350 login provided.

To download the corresponding NetApp license file, re-enter your $50 password along with the correct
Product Line and Product Serial number.

First Name
Last Name
Company
Email Address

Username

Product Line™ - L\\y

ONTAF Select - Standard
. ) ) OMTAF Select - Premium
Mot only is protecting your data required by ONTAP Select - Premium %L
[ | have read NetApp's new Global Dat Cloud Volumes ONTAP for AWS (single node)
may use my personal data. Cloud Volumes ONTAP for AWS (HA)
Cloud Valumes ONTAR for GCP (single node or HA)
Cloud Valumes ONTAR for Microsoft Azure (single node)
Cloud Volumes ONTAP for Microsoft Azure (HA)
Service Level Manager - SLO Advanced
StorageGRID Webscale
| StorageGRID WhiteBox |

SnapCenter Standard (capacity-based)
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Select a Template to Get Started

Choose a template for the type of resource you want to create
and then customize the parameters for what's required in your
environment.

For even greater flexibility, choose the "blank” ternplate to mix
and match configurations and to apply additional Cloud

Manager services.

Start with a template of:

Volume for Cloud
Blank template Volumes ONTAP +
Backup

MEENRET Editor B °

Volume for Cloud Volume for Azure
Volumes ONTAP + NetApp files + Data
Backup + Data Sense Sense

Get Started ‘

a8 Remediation Templates Editor
0

v & Enter aname for this template

[~

® Create Volume in Cloud Volumes ONTAP (#cre) ‘

o [+

)
Enable Cloud Backup On Volume (#ena)

[ = | + ) ResetZoom

Drift Tags

Create Volume in Cloud Volumes ONTAP (#cre)
Action Definition

Action Name

W ®

‘ Create Volume in Cloud Volumes ONTAP (#cre)

Context

Working Environment [J orift
driley1 X -
Storage VM [ orift

.

. 7E Action EARE ~ BABIARIBE o

. 1 context T ~ TEIRIBEEIEALHBERN TFIRIESLTE - ENEREUMEERN * #7F VM* o
. ISR A IEEIRIEAR ISR R EL{E o B2 217 Volume WUEXIE5EAY Cloud Volumes ONTAP Volume ZRZEFR

EHFIE 2HFHAER
- BT ER * RRENSHHEEFEENEF -

- MRRBEEMBEEERNEE (BIM0 « RE BlueXP HBINEIER) - FHE—T * fEFSEHEA* -
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Create Volume in Cloud Volumes ONTAP

Enable Cloud Backup On Volume

flan ~ a1R TRYAZEIRAED on Volume | EMFRZEEMBENRA ~ EIRERTLUEEM -
10. SERCEEABNERVAERERER ~ #— T * EfFsiA * -

4t
HIhse S EMEE T ERE R « UWELEEFERE ° Cloud Volumes ONTAP

©,

Creating your resources

This process can take a few minutes.
Keep this page open to manitor progress, or you can cose this page

and check the Timeline later for details.
Actions status

(Y Create Yolume in Cloud Volumes

L) ONTAP Success

(T-:j Enable Cloud Backup Fending

tESh ~ IR EBAPBEEEAREZENE « HINIEHERE _ERUA BlueXP B EER ~ AL ERITZENE ©

TEHAZERERYSE —(EENRL LR IR &

RIETARR © BlueXPEEHAMERG R E —EEIRL LT HIRE - IRCHREL TR AR IRRHENNE XEE
&~ BIZATE S (R LT E SRMEIRE -
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INFO CAPACITY

Disk Ty GP3 Provisioned 150 TIB
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Tlering Policy Snapshot only S3 Used 26.3TIB

) :."“' 3

ection @
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Resize volume
APACITY
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1 7
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INFO CAPACITY

Disk Type GP3 3000 |OPS Provisioned size ~ 907.12 GiB
Disks 4 EBS Used 1.13 GiB
Volumes 2 S3 Used 0 GiB
Elastic Volumes Enabled

S3 Tiering Enabled
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Change Tiering Policy

Volume_1

Tiering Policy

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.

Minimum cooling days: 31 (2-183)
O All - Immediately tiers all data (not induding metadata) to object storage.
O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

53 Storage classes Standard-Infrequent Access

53 Storage Encryption Key aws/s3

(D This action is non-disruptive and changing the tier impacts cost, performance, and maximum capacity. Refer to

BlueXP documentation for more details.
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E S3 Tiering i What are storage tier

s Enabled Disabled

Mote: If you enable 53 tiering, thin provisioning must be enabled on volumes created in this aggregate.
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vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway
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network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-node
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network interface create -auto-revert true -vserver svm 2 -service
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vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. 7TERZE1 FEEIINAS LIF ©

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-nodel

Hrh Private IP x@CVO&i241 eOa L RFEHANREFLEIP o TEZER - ILIPAIH AT EFHE[LZECVO-node?2
fe0a « HARKEENTELSRERTIPAIBEE S VEB LS o

3. EEM . TEIEY EEBNHEVMEBIELIF o

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

Hrep_Private IPEe0a L5 —{EXRERIIREFLRIP o
4. R—ENZEESEIRREFHTVM

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

EZEAZsHIHARC Y E I {#FVM
S BRI T S EAZSHIHARL B _ 227 FnRIfETFEVM o

NAS LIFEEE & Pl - BIELIFEAER - L FHIPUUAREELIEAWSHDEFAEIP o MIEEIEAWS
HRHERTEEREZHIP - LIsAE—EVPCHAIFEEIELENI
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1. B ERE SRR T E RS REH o

vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. 7TER2E1 EFEIINAS LIF ©

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port eOa -address floating ip -netmask
nodelMask -1if ip nas floating 2 -home-node cvo-nodel

° FEEPEHABERRRAWSEIH « FrAVPCHYZENIPAIU A CIDRERZSM © 192 - 168 - 0 * 272 —
EFFENIPHULEIBIF o "R ABRRRUNEREEFEIPAAL"

o TIRFFRBIFERERHER ) RTRIPAUBEESES T, -
3. R . (EENEH1 EEBIIETREVMEIELIF o

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address floating ip -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

4. 1EEIZE1 EF#ITISCSILIF ©

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmask nodeilMask -1if
ip nodel iscsi 2 -home-node cvo-nodel

° IEiISCSI LIF @2 E#FVMAFZEIPRILIFISEFR L ER c ER—ERISCSI LIF ~ (BEEAREEHRLZ H
BEg o

o TERFSRBIFER BRI &R RAIPIIIASEENEL 2 RIS o
° Private IP2CVO&iZ 1feth0 (e0a) LERIFEAMREFMBIPALLE ©
S. 7EEAEE2 FFEITISCSILIF ©
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network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmaskNodeZMask -1if

ip node2 iscsi 2 -home-node cvo-node2

° LEISCSI LIFR SR EFVMAZEPHILIFEEFILFTR o EX—ERISCSI LIF « (BEEAREEMMZHE
%E o

° TERFBRAFERERNER] RRIPAAR SRR EBE -

° _Private IP2CVOR&IFE2/7eth0 (e0a) LERFEMAIREMFIPALAL ©

6. H—ERZEESERISKEHTFVM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ERUVESR - AAMNEEVMEZRENED —EAggregate * A SEEHFVM LRI HIRE o
7. MNRIEHITCloud Volumes ONTAP BIZBhRAA 2 EHThRZASAIRRZS ~ SHIECLf#TF VMRV ARFSRA o

FEEHIRTE « EACloud Volumes ONTAP 1S THER X IEINAERTIFISCSI LIF N i Bl -
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

7E£Cloud Volumes ONTAP Azure 217 B ARTFSFHFEVMLUE EfE R

(RIFEHEI% 23 2 ONTAP #ITH IE A SRRV EHHAES « Al AP iR HEFEER AR
7% o {ER]REMZBIEZ SVM T vserver ° IRIETERR ~ RAZRE—EEEFEVM ~ {B1EAzure
LEHITE « BIZIBEE M{E#7EVM ° Cloud Volumes ONTAP Cloud Volumes ONTAP

EEENEEINIERIIRFSFHEVM ~ SN BEAzure PECEIPAIILE « AR HITONTAP RIETHAEIES ~ LI
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@ EZHITHM NIC H8RAT(F ~ ISR LUITE Azure PIEREAEE#IRNERSAEAGHBTA
& o MNFBELE NIC HRAHERBVEFAAE R « 5H2B "Microsoft Azure X" o
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C. B ABTERIPAYZFE « IEENCloud Volumes ONTAP 32 FABIRA THEREHARY ) -~ 39 T#RE]
I8 M7 M EEE PRE NEiE-HiE) 818 - UREFREEHRIERIPAIH AT #EFE R o

Microsoft Azure

Home > Load balancing > azureha1011s3-rg-lb >

Add frontend IP configuration

azurehal011s3-rg-lb

3. RENE1 B BRILIFEE AT IRIPARAS « IEENRG27ZENERILIFAYRIIRIPARAS « UIKRf#EIEVM (SVM) &
BLIFRY S —EEARTmIP ©

yee
2=

Mame * | ip-for-svmz2 v |
Virtual network Default-Metworking-vnet

Subnet * | default (172.19.2.0/24) s
Assignment (®) Dynamic () Static

Availability zone * O | Zone-redundant ~ |

d. #—TIEHIA ZIATRIPAERRTE « RIER-EE R B - ARR—TRHEF -
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2 Search resources, services, and

Microsoft Azure

Home > Load balancers > azurehal011s3-rg-lb

Add health probe

azurehal011s3-rg-lb

Name * | svm2-health-probet /]
Protocol * | 1co v |
Port* @ | 63005 /|
Interval * (3 | 5 |

seconds
Unhealthy threshold * @ | 2 |

consecutive failures

Used by & Mot used

S. ZHEERRIPEILNE S TEHRA o
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Add load balancing rule

chandanaTcpRst3-rg-b

ﬂ A load balancing rule distributes incoming traffic that is sent to a selected IP address and port
combination across a group of backend pool instances. Onby backend instances that the health probe
considers healthy receive new tratfic.

Mame ™

I jlmn'rg.-'Jnew_rule v I

IP Warsion ¥

(@)pwd () IPv6

Frontend IP address = ()

| 10.1.0.156 (dataAFIP) “
[<] HA Pere O

Backend pool 0

| backendPool (2 virtual machines) v |

Health probe )

| dataAProbe (TCP:63002) |

Session persistence ()

| None 7 |

Moating 1P (1)

I: Disabled @IERE ’:I
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1. TEAzure AL ~ FRER & 8 F1Ei83*ARTS o
2. #H—THAERCH N B & T 2548 -
3. (EAERFMSVM LIFEIFFEMRIRIPAERSEE -
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Microsoft Azure

Home » Load balancing »

azurehal011s3-rg-lb

Mame *

Wirtual network

azurehal011s3-rg-lb >
Add frontend IP configuration

| ip-for-svma2 bl |

Default-Networking-vnet

Subnet * | default (172.19.2.0/24) s |

Assignment (®) Dynamic () Static

Availability zone * O | Zane-redundant ~ |
d. B—TEMAZIAIRIPAERSRTE « iRk BB A FR - RARB—TEE -
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2 Search resources, services, and

Microsoft Azure

Home > Load balancers > azurehal011s3-rg-lb

Add health probe

azurehal011s3-rg-lb

Name * | svm2-health-probet /]
Protocol * | 1co v |
Port* @ | 63005 /|
Interval * (3 | 5 |

seconds
Unhealthy threshold * @ | 2 |

consecutive failures

Used by & Mot used

S. ZHEERRIPEILNE S TEHRA o
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Add load balancing rule

chandanaTcpRst3-rg-b

ﬂ A load balancing rule distributes incoming traffic that is sent to a selected IP address and port
combination across a group of backend pool instances. Onby backend instances that the health probe
considers healthy receive new tratfic.

Mame ™

I jImI’!T!,-'JTIEW_TulE o I
IP Warsion ¥

(@)1Pvd () IPv6

Frontend IP address = ()

| 10.1.0.156 (dataAFIP) -

[<] HA Pere O

Backend pool 0

| backendPaol (2 virtual machines) v |

Health probe )
| dataAProbe (TCP:63002) |

Session persistence ()

| None 7 |

Moating 1P (1)

I: Disabled @IELIED)
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= Microsoft Azure P Search resources, services, and docs (G+/) T 0O & @ & &
Home connector1 | Networking >connector1-614
connectorl1-614 | IP configurations o X
Network interface
[ £ search « + Add save X Discard () Refresh
@ Overview IP forwarding settings
B Activity log IP forwarding (@ETD enabled )
A Access control (IAM) Virtual network Vnet2
Te
@ Tags IP configurations
Settings Subnet* © Subnet2 v ‘
& IP configurations
0 Search IP configurations ‘
= DNS servers
Name IP Version Type Private IP address Public IP address
@ Network security group
ipconfig1 1Pv4 Primary * (Dynamic) % (connector... ***
{l! Properties
& Locks
Monitoring
@ Insights
B8 Alerts
a1 Metrics
A ae 574 e ae AR e *EEFH*
f. BAIPAHRERIRAE  EIERE « RBR—THE -
— Microsoft Azure P Search resources, services, and docs (G+/) ﬂ_—‘v n i'é:} @ ,('Kj . &
Home >connector1 | Networking > connector1-614 Add |P configuration X
Fg connectorl-614 | IP configurations g e eonnectort 614
Network interface
Name *
| 2 Search ‘ « + Add save X Discard () Refresh ||
@ Overview IP forwarding settings IP version
E Activity log IP forwarding [ Disabled Yo 8) Jrvd Ihve
Type
A2 Access control (IAM) Virtual network Vnet2 C
Te
@ Tags IP configurations
Settings Subnet * © Subnet2 @ Primary IP configuration already exists
& IP configurations
‘ O Search IP configurations
= DNS servers Private IP address settings
Name IP Version Type Private | Allocati
& Network security group /L\
ipconfigl 1Pv4 Primary . (@ULELIY Static
il Properties
8 iods I?ubl!c IP address )
(Q@EEIED) Associate )
Monitoring
@ Insights
E Alerts
| ad v =

9 B—TEEIAZIHIPHRERME « RiIEKEBELFER - ARBR—T#E" -

@ RIFERRFRIPLL - BAFBRIPAIRMARIPAMAEEE - GHREBEEALENRARENT
ERZE(E o

SERLE
BRIEMZINLAIPAL - BESMNEEVMEILL L AR « AR EELEIPAL o

B EFFVMAILIF

FAzure RECEIPALZ & « AU BE—EIRE R MM HAECH LI IIRIEEVM o
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iSCSI
SR IKIE NI D BRI VM ~ LURFREBILIF o
1. BT ERE SRS T T E RN ERAERE o

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>

2. BYEHRILIF

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -netmask-length <# of mask bits> -1if <lif-name>
-home-node <name-of-nodel> -data-protocol iscsi

3. #EA | BAURTFEVMEIELIF -

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default

4. B—EHZEESEIEKGRHTVM

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

0

BRUVEDR - AAMN#EEVMEEZEFNE D —EAggregate « A BEEEFVM LRI HIRE o

NFS
A IKER T BRI BVRHFVM ~ LURFREERILIF

1. B HFERE SRS T HFERM RIS o



vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>

2. BYERILIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nas-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

3. #EA | BAURFEVMEIELIF -

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
—-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover-group Default

4 H— AR EESRISTRAHEVM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

BRUVEDER - AAMN#EEVMEEZEFNE D —EAggregate « A BEEEFVM LRI HIRE o

ERUNVISE S
RIRIE NI D BRI REEVM ~ LURFREEBILIF o

1. B HFERE SRS T T E RN ERAERE -

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix
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network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. FITERILIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nas-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

3. A BIUfEFEVMEBIELIF o

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover—-group Default

4. B—EANSEESBEISRAREM
vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ERUVETR - ASMNEEVMEBEEZEEFINE D —EAggregate « A BEEEFVM EZ T HIRE -

HARC %

SNAIFEHAER S BB fATEVMAILIF ~ BURR IS ERNHEESMIRE
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iscCsl
sARIR T D BRIV ETEVM ~ LURFrERRILIF

IR
1. B AF RS A R R 83 ER A -

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. BUBERYESRE -
a. ER TS TEEEE1 EEENTISCSI LIF ©

network interface create -vserver <svm-name> -home-port e0la
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. ERA e < TEEIRE2 EEITISCSI LIF ©

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

3. 1A : TEEH FEITHEVMEBIELIF o

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default

BB IFR] 4R E SnapCenter EMVMwareZ &2 T H o

4. B—EHZEESEIEKERHTFVM

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2
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ERVESR - ARHNHEFEVMEZEFNE D —EAggregate A BETE#FVM EZ T HERE o
S. MRIEHITCloud Volumes ONTAP BIZBhRAA 2 EHThRASAIRRZS ~ SHIECL 7T VMRV ARFSRA o
a. WA TS UFBGERRL

::> set adv -con off

ZEERART ~ EACloud Volumes ONTAP Sk A RS2 B IIRE R #iSCSI LIF RS H E1EE
AR o

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>

-policy default-data-iscsi -service management-nis-client

NFS
SR IKIR IS BRI ETFVM ~ LURFREBBILIF o



1. B ERE SRR T E RS REE o

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. BUBEREHE !

a. FATYIGSIEERE1 EFEIINAS LIF ©

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-nodel> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probel>

b. ERATHe < 1EEIEE2 EEIINAS LIF ©

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-node2> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probe2>

3. F&ILiSCSI LIFLUR{HEDNSE: -
a. FRTYISmSTEEEL1 EFETISCSI LIF ©

network interface create -vserver <svm-name> -—-home-port e0a
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. R T5ep<1EENEE2_ FEITiISCSI LIF ©
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network interface create -vserver <svm-name> -home-port e0a
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

4. R TS FEHFEVMEBIELIF o

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default -probe-port <port-number-
for-azure-health-probe3>

LB IELIFRE4R E SnapCenter A YIVMware X EIET A ©

5. 2R EER1 EEIEFVMEIRLIF o
network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover—-group Default -probe-port <port-number-
for-azure-health-probe3>

B LIFRE4R E SnapCenter EWVMwareEEIETH o

6. f—(ERSEESBIERAREEM o
vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ERVESR - ARHNHEFEVMEZEFIE D —EAggregate 7 BETER#FVM EZ T HERE o
7. INRE#HITCloud Volumes ONTAP RIZhRZASAF = EHTHRASHINRZS ~ sAECU#TF VMBS ARFSRA
a. AT UFBGERR

::> set adv -con off

BEEXERFS - KZ&Cloud Volumes ONTAP Stk Al IR 1B TNAE AT #&iSCSI LIFAME L E18E
43 o



network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network

-policy

ERUNVIEE S

interface service-policy remove-service -vserver <svm-name>
default-data-files -service data-fpolicy-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ad-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-dns-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ldap-client
interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-nis-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-dns-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ldap-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-nis-client
interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-dns-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ldap-client
interface service-policy add-service -vserver <svm-name>

default-data-iscsi -service management-nis-client

A IKER T BRI BVRFVM ~ DURFREERILIF

TER

1. B HFERR SIS T RHFERM RIS o

vserver

create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network

route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>
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2. BIUNASERIERE
a. EATYIS L EMR1 ERINAS LIF -

network interface create -vserver <svm-name> -1lif <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-nodel> -status-admin
up —-failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probel>

b. EA TS IEEEL2 EFEIINAS LIF ©

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-node2> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probe2>

3. #1I7iSCSI LIFLUR{HDNSE :
a. EA TS EEEE1 EFRILISCSILIF ©

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. R T Iep<TEENEE2_ EEITiISCSI LIF o

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

4. FEMA R ERUFEEVMEIRLIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
—-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default -probe-port <port-number-

for-azure-health-probe3>



BB IFR] 4R E SnapCenter :EMIVMwareZEI2T B o

. B—EHZEESREIERGHEVM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

BERUVEDER - AAMN#EEVMEEZEFNE D —EAggregate « A BEEEFVM LRI HIRE o
6. MRETHTTCloud Volumes ONTAP FIZHRAT & EHAR AR ~ HIECUHF VMAVAREARFSRA
a. WA TIar < UFEGERSET -

::> set adv -con off

EEEKARTS - AACloud Volumes ONTAP SRR B INAEATEiISCSI LIFFEREH E18E
4% o
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>

-policy default-data-iscsi -service management-nis-client

B TRIE ?

TEHABRS FIBTTRETEVMZ 18 ~ BUFLE 2151 2/\BF ~ BITESVM L FR B 2770 o N BTHIRE (21) B
46 ~ BlueXP & LU 2/)\BFRY B ] I PRIF HEHABCE B 8 F #1835 FY5RE  Cloud Volumes ONTAPYIRAHTEISVM
ABlueXP & RIA AI MR FET B RIERHEIRTE

7ZCloud Volumes ONTAP Google Cloud™#E37 &k IRFSHFEVMLUE ELE A
BFEREESE ONTAP BTN ZIRAIPMEERES - IAKHNAPIGREFEEERR

5 o [EAIgERNEE 2 SVM T vserver ° IRIETESR ~ R E—(A#EE VM ~ {BEf4ARE
L IEREIMNIEETE VM o Cloud Volumes ONTAP
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XERHT VM EE

£9.11.1hRBA%A ~ Cloud Volumes ONTAP Google Cloud 8945 E LB IHAE A S IE ZERETFEVM o BifE "2517:0ER
Cloud Volumes ONTAP" E&#5Cloud Volumes ONTAP S EME#EFEVMEEE R EANREHRAN S 1E o

FREHEAM Cloud Volumes ONTAP BISZIRINAEITS IR EE—BRRESF VM ~ DU —EB AR W IRIERI B B9t
7 VM o IIRFKIRFEFVMEEERE « (GRS B Bt R FVMETTERHFE ©

Bif#EFEVM

MRITEZIE « BRINEE—EHMARFIHAR S LTS ERFVM o FHER B AEABlueXP APITEHARD
i FEIEHIFEVM ~ SB[ EACLIEISystem Managerft EE—EIZE A 4R LI FHTEVM o

E—MAR

BLESRERCLIEE—MRAR LEIDMIVETFVM - EUSKLIFRE—EABIPL « MREBERIE
ELIF ~ AIEES—(EZEARFAE P

1. #£Google Cloud™ -~ #ZECloud Volumes ONTAP &%) - TASELIFEFIZ—@EIPAILZEnicO °
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Edit network interface ~
Metwork *
default - @
Subnetwork *
default IPv4 {10.138.0.0/20) - @
L} ] To use IPv6, you need an IPvé subnet range.  LEARN MORE
IP stack type
® IPv4 (single-stack)
f:,:l IPv4 and 1Pw6 [dual-stack)
Primary internal IP _
gopevevmHEp-nicl-nodemgmt (10.138.0.46) - 8 .
Alias IP ranges
Subnet range 1 - - Alias IP range 1 # —
Primary (10.138.0.0/20) 10.138.0.25/32 9 |
, Subnet range 2 - Alias IP range 2 * \
Primary (10.138.0.0/20) 10.138,0.23/32 (7] |
- Subnet range 3 - Alias IP range 3 * \
Primary (10.138.0.0/20) 10.138.0.21/32 [ 7] |
Subnet range 4 Alas IP range 4 *
Primary (10.128.0.0/20) 10.138.0.31/32 [ 7] l
4+ ADD IP RANGE
External IPv4 address
Meone - @

MRERAEEFYMLERIIEELIF ~ BIFE

—EIPUL AR ERILIF ~ S5—EZERIPMLE o

"Google CloudX ¥ : #rigA% IPEEEIREHITERE"

2. B HFERESNAT AT EREEERE -

vserver create -vserver <svm-name> -subtype default -rootvolume <root-

volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name> -gateway

<ip-of-gateway-server>

3. 5E&EIEGoogle CloudFFTIERIIPHLIE ~ WAL ERILIF ©
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iSCSI

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -1if <lif-name> -home-node <name-of-nodel> -data
-protocol iscsi

NFSE(SMB

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nfs-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

4. =R . 15 TEGoogle CloudHHTIEHIIPAIL ~ LRI EFEVMEIELIF ©

network interface create -vserver <svm-name> -1if <lif-name> -role data
-data-protocol none -address <svm-mgmt-ip-address> -netmask-length
<length> -home-node <name-of-nodel> -status-admin up -failover-policy
system-defined -firewall-policy mgmt -home-port ela -auto-revert false
-failover-group Default

. B—EHNZEESREIERGHEFVM o

vserver add-aggregates -vserver <svm-name> -aggregates <aggrl,aggr2>

SRV EDR « AAMNREEVMERENE D —(BAggregate * 7 BETE#FVM_ LRI HIRE o

HARC %

& ZB(EFBIueXP APITECIoud Volumes ONTAP Google CloudIE B R4 LRI H#1EVM o B BlueXP & A

FREERILIFBRFE L EFHEIFEVM ~ LUK Hi H SMB/CIFSZEIFREEAYISCSI LIF ~ EEFEEFERAPI (fi7ESystem
ManagergfCLI) ©

AR Bluexpﬁreoogle CloudHECEFFERIPANE « WERBERILIFAEIFHEZEVM » LUEITSMB/NFSTE
By « M{EFAISCSI LIFZREITE L SMBIE ©

HERGoogle Cloudi#[R

ConnectorBEE4SEREIR « A AEE I R EIECloud Volumes ONTAP £72VM ~ LIFIBITREHAECE o FREE#EIR

BETED "NetApp FRIERFRA" o

1. A THAPIMEIY I FEFVM .
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TPOST /occm/api/gep/hal/iitA IR1E/ {we_ID} /svm/]

FREAIBREE YRR -

{ "svmName": "myNewSvml" }

BIEHARCH ERYETFEVM

BlueXP APIthZIRTEHAFC Y E Effan & R MIFREH#EFVM o
SRR EEVM

MBERE - ERUBEREEFHTFVMIATE o

1. A THIAPIEIERan R EFVM !

TPPUT /occm/API/GCP / ha /Z{EI&81E/ {we ID} /SVM]
B IBERIE T5IER -
{

"svmNewName" : "newSvmName",

"svmName": "oldSvmName"

}

MBS EE7ZEVM
MREREFBREHEVM ~ AU Cloud Volumes ONTAP {Z1EIHAERIBE o

1. 5 THIAPINEIL SR BREETEVM

M#BR/occm/api/gep/hal/ T{E IRi%E/ {we_ID} /Svm/ {Svm_name} |

—ﬂ-l“ﬂ SVM (((%ﬁ |\j‘11§

BlueXP FARRAEMFHEE VM (SVM) KEERIERIERE SRz 1E o [Swi7EfEA System
Manager 2% CLI °

WNRTEME Cloud Volumes ONTAP &4t Z BIs&E SnapMirror SVM 5 ~ 2 X BN ME HA BECH R 4ok
EE—ERRAE 2 o GEETE HA BB E - R ZERE SnapMirror SVM &5 ©

Y0%E CLI 357 ~ SH2 R T -
"SVM K8 IR IESE"
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* "SVM Disaster Recovery Express 157"
(wan =5z \|Is =
ZEEEERNE
573 NetApp INZEMRRTS RINEHIEE

% #&NetApp Volume Encryption (NVE) #INetApp Aggregate Encryption (NAE) Cloud
Volumes ONTAP o NVEHINAER RSB ARR 7T ZE ~ RIRRFAEFIPS 140- 212 MR B R E
BRNEINEE o "R ABRRE LN RRFE"

SMER IR EIEIZTUIENVERNINAE ©

£/ AWS IR EERFEEER

R LUER "AWS VS8 EIRART (KMS ) " {R:E AWS ZPEFEAEXNHA ONTAP 1N
&g o

EE]AER CLI 8 ONTAP REST API 2RESF AWS KMS HIEIBETE ©

B KMS B « 3533 ~ 1RIETER ~ BEl SVM W LIF € BN EE GRS IRIRELE o e S IR4ER At E
AWS MIEGEIRFSHEITE - MRZBEPRB[TEA LR « EERE L FIREASEREIERT -

FAYaZ Al
* Cloud Volumes ONTAP #ZB#17T 9.12.0 AR E #hRk 2
* WA %8 Volume Encryption (VE ) #2#EN
* TR RESTHAMESRERE (MTEKM) =21 o
* B AR RENSVMEIRS
* BB BN AWS 5T

()  ERERTHEN SMBRE -

rm

L
4ARE

AWS
1. R T BRREEMEN IAM B EFIERR AWS KMS £i§ © IAM S8 EE S 5T FIEE
YRR :

° DescribeKey
° Encrypt

° Decrypt
BEBIUKRT - B2 "AWSSF" ©

2. "BRAFMIEEFEZE IAM A& o " [REIFESE DescribeKey » Encrypt M “Decrypt &i& :

Cloud Volumes ONTAP
1. YIHZEEH Cloud Volumes ONTAP IB1E o

81


https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/create-grant-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-grant-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-grant-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-grant-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-grant-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html

2. AT ERERERELAR - et -priviiss 1R
3. BYF AWS £iEERER :

security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIBIRTRES « BRARESE o
5. FEE2 AWS KMS BIFFESRE :

security key-manager external aws show -vserver svm name

fEFAAzure Key VaultEI2 £ 1%

@ﬂuﬁm "Azure Key Vault (AKV) " fEONTAP AzureZBEMERRE R PRELNRME

AKVE] IR {R:E "NetApp Volume Encryption (NVE) £i&" {EERAMNERISVM o
fERAKVHI SR EIE A BIBCLIZLONTAP REST APIZRERF o

EFAKVES ~ 551 R ~ TEREFEAEBERSVM LIFEEiREIRERIREEITEN - SRR AN B EiRtER
BYER:8ARTE (login.microsoftonline.com) #1173 - RFERRREA LR - EERBE LI LREASHEEIR
BRT o

FEYaZ Bl
* YAZEFN1T9.10.1FREXEFHTHRA<Cloud Volumes ONTAP

* BZ#Volume Encryption (VE) ### (NetApp Volume EncryptioniZ & H&hZ 47 Cloud Volumes
ONTAP [[aNetAppxz RIS EZIE R4 L)

c BN BHREZHEANEZSBEIE (MT_EK-Mgmt) 1%
* AR EENSVMEES
* IRFAzuresTRY
PR
* AKVREETEERISVM ERTE
* Nae RA[{EMA AKV © Nae FEIMPZIER KMIP {RIARSS ©

MBRERER

R AT 2P B sREAYN A M Cloud Volumes ONTAP AzuresH &R NERAERS ) ~ MUKRUNEIEILAzure Key Vault
MsE5H - MRECHETERSLED R - AREE TR ERIVERRE - 7',\ £ 37 Azure Key Vault » SATE4%
#& #BAECloud Volumes ONTAP ©

* AzurefE 2T EE

* EirAzure F Pimt& %

* 17 Azure Key Vault

* BUMBZRER

* #17Azure Active DirectoryiinZ ({£FEHA)
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* #HRECloud Volumes ONTAP

AzurefEFFZTNEEM

1. KBS TEAzUres TR E T AIFEAFZ Cloud Volumes ONTAP ~ Z BEfEF IEIhAEZR7FEXAzure Key
Vault © EAzure AO48uE ~ BEEY TFEFATETNEEM o

2. BEE THERR) o

3. IRMHFEAR NS « WIEEHIEMERREREER o Azure Key VaultlE TR E—TBREIEREERK ©
2 53 o

4. fE£Azure Overview (AzureZE%) RES « EIEEAMOERRER - BEBEX (BFi%) ID*fM*B# (
fAF) ID*ERINZRMNE - EHENGZMERT - BEFEEELETIAR -
#2137 Azure 8 P imik =R
1. #EAzure A 4L AZure Key VaultfEFRTET ~ Y M /BB M%7 | &g o

2. 3 M3 AP °§Hu7\ﬁﬁ§mfﬁﬁlﬁﬂr§f%fﬁ°NetApp@ HEFA24E B REAE ~ FBEHEESR
Im BRI RERERRMRE ©

3 #B—T g LB AR IREE - B TValue*) WFFPRFIBMEF & « M HRFEFELEHIEUHE
& fEF 4HEAECloud Volumes ONTAP ° TEEREFEEE - T BREATIMEE

J£37Azure Key Vault

1. MNRIEFIRBRIAzure Key Vault ~ IEEJ LG EELR ZE Cloud Volumes ONTAP (G EEARRS ; Fib ~ BB
RRIEFE YRR E SRR R EURA ©

2. FAzure AQMEIER ~ BIEEE T RASEISE) BER o

3. f5—T MR  AEWAFREN - EEFE  HEREEER - 1t - BRARBMRHREE
MR REELBREEPER MERAERRE -

4. EE R—%) DUEEERURA o
S. R TFIER !
a. 7f T7FER4ERE*) T ~ EE MEREFERRA o
b. £ M&JRFE) T - BEE [ AzureBERENNZE ) LUETTVolumeNZE* o
6. 3EER M+#37) LS EEURA] o
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy

F,rl"‘I”JIIl‘ m




?iié T IF—%) LCERGEEREPETMN MEE) * AzurestMERER AzurefEFREZR M o 888 TF—
J [e]

() sERNRLESE—EEN-

Create an access policy X
@ Ppermissions e Principal Application (optional) (1) Review + create

Only 1 principal can be assigned per access policy
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

Search by object ID, name, or email address

Selected item

Mo item selected

10. MR F—F) ~ BERIEIRE TEEWET) Bk - A%E—T T2 o
N8 E I'F—F) EA MER &R

12 BEIZEENREREIG S « 3EEHE TFEMR) M TEE+E1L) REUSHREREFE - (ERERAGETSE
RRERASNEHNEERRLZEBRE )

13. REREIBEURI : EERIMNEBETD « FIEE MR8 IR - AERULAIMER ™ vault URL) © &%
B IETHAE ~ MUBRHERETT ©
BIINMEEE
1. 7£1&%Cloud Volumes ONTAP Z 17 HIKey VaultThRERT ~ BIEBE M Keys) #EIE o
2. EEY TELEAL MEBILHEE o
3. BiEEERA MEE) o
4. RETHIEH -
© INEEHRTE
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° TIRIEE I RSA
° RSAEI®A/ © 2048
- BRA I E

5. EY 23T UBIIINZEEIE o

6. JR[E] M4ZiE) IHAER  AMBIEEUGHIR I AYIRSE -

7. 7£ THAEIRRA) THERERID « BNaigRERmAs o

8. #E M &IRABES) BAI o MURIEREIBREIFEH/NENFS o

#2317 Azure Active Directoryiin2t ({£fEHA)

1. ABEEAzure Key Vaults:Z EZHA Cloud Volumes ONTAP IHAEIRIZRS « A EEHITILIZR o
2. fEAzure AO#EIE ~ BIBEE T EHIAER) o

3. FEEVERZE Cloud Volumes ONTAP T 2{EINAEE R EHRAEER - ABENBEEARIA M*Subnets) (F4IER)
INRESR

4. {itCloud Volumes ONTAP B EHIEINE I E R FAAER 1
5. BIBE MiRFSuREL) 1RRE o 7 MThINIIAER ~ B TFIIER !
o **Microsoft.AzureActiveDirectory

o Microsoft.KeyVault
° *Microsoft.Storage (%F)
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SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

METWORK POLICY FOR PRIVATE ENDPOINTS

Private endpoint network policy

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled

6. BEE M #fF) LUREVEHIRE ©

4ARECloud Volumes ONTAP
1. FERIERFHNSSHRE R IR B ERETIELIF o
2. EAERERIENONTAP
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set advanced -con off

3. BRIFTEMBERISVM ~ MESSELDNS4HAE : lvserver services name-service DNS show

4.

5.
6.

7.

88

a. QD%FE EERNSVMIIDNSIEE Z7E « BEEFRE EAzure DNSIER ~ BIREEREUEAI1TE) - MNRR
AR BERSVMITIEDNSEARESIER  LUIE[MAzure DNS ~ FABEDNST RSB EFARES © EEZTEHE
'"’é‘EESVME’\JIEE . Tvserver services name-service DNS create -vserver svm_name-domain_-name
-servers ip_address|

b. B ABRISVMEIIDNSERTS : lvserver services name-service DNS show
ERERRERERBHEENAFIKIDNFES IDAREHAzuUre Key Vault

security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name key vault URI -key-id
full key URI

(D ° full key URI BEWEER <https:// <key vault host name>/keys/<key
label> #&3 ©

FXINENE Azure Key Vault & ~ 558 A client secret value HIRIEREF o
BERREEREXNRE | TZ22SBEEREXIN azuretliE ] WHASTWT :

::*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

MERE service reachability AREERZ OK » SVMEELFTE L ERVEAR R IR ELR EAzure Key
VaultBRFS o SERRIEAIAzure AR R AR R S #4EAIFAB vNet ~ fEE 5% T Azure KeyVault Public
i B o Qﬂiﬁ B5 RIEAAzurethB inE: ~ REvNetRFEEIRE © LA gE R R EESVM LM EIRE
B ~ UEITREERIFAR IPALE ©

° kms wrapped key status fFE¥RE UNKNOWN ¥ISR4HRSEF - HAKRGIKEES ok MBS —EHEE 2
%o

e 23R Volume LAEEEENVERYIHAE ©



l'vol create -vserver Svm_name-volume volVolume _name-Aggregate aggr _-size _size-state online
-policy default]

WNREELERE « Cloud Volumes ONTAP Bl & B&h% 17 Volumeili EYF Volume % o

8. METHEE B EMEII N - MREMEE ~ T-is-Encrypted] BHEEETS ltruel ° lvol show
-vserver svm_name-Fields isfl# ]

HFAGoogleNEinEig B IERFE K EIEEE

&R LAER "Google Cloud Platformfy&ig E 2R (ZixKMS) " TEONTAP Google
Cloud PlatformZZERRER P RELNARINE EE

HEKMSH £ I8 E 1 0] FBCLIE{ONTAP REST APIEZA °

\/

£/ Cloud KMS B ~ #5515 « 1RIETESR « &FEMA Data SVM B LIF AR in S e S IRHE0A o S SIEMEKRA
R EE iR EREREIRT (cauth2.googleapis.com) 1T o MRFBENRREAFIERE - REREEIERE
FHRLSREIERT o

FEYa Z Al
© WEEI1T9.10.1ARELEHTHRASCloud Volumes ONTAP
* B%4EVolume Encryption (VE) 151
* ZEZHELAMESHEE (MTEKM) #H# » {¢Cloud Volumes ONTAP hRZASE#E59.12.1 GARHYA °
* AR EENSVMEERS
* 1A Google Cloud Platformz]Bg

PR
* BIHKMSHBEEERISVM ERE

#ERE

Google Cloud
1. fE&HGoogle CloudIRIEH ~ "E HTBEHGCPEIBIRAEIE" o
2. #&Cloud Volumes ONTAP EHERISIRE B B ]A R o

gcloud iam roles create kmsCustomRole
--project=<project id>
-—title=<kms custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get, cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms. keyRings.get, cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
-—-stage=GA
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3. BBEFTA®IEK S Cloud KMS£$&EICloud Volumes ONTAP EFARFEIRE : TgCloud kms&##add-iam-
policy-binding key name-keyring key ring_name-location -member ServiceAccount
. _service_Account_Name-roleEZ&/customer_project _id/ros/ros/kmsCustomrole |

4. THRFEIRE Json&d®& . gCloud iamBRISIRF 48 7] 2 3 &8 1E % -iam-account=sa-name@project-

id.iam.gserviceaccount.com|

Cloud Volumes ONTAP
1. FERICRIFHNSSHRE P IR B EREETIELIF o
2. AT EREERELR - Tet -priviEse R

3. BAERISVMEIIDNS o TEITAFIHC <project > _.internal -name-servers server_address-vserver
Svm_name]

4. #BICMEKIEER : TZ22EEERERIMNBGCPEYA-vserver Sym_name-project -id project _-key-
ring_name _key ring_name-key-ring_location key_ring_stip-key-name key name]

5. HIRIETEF AN GCPIRAEARTEIRE Jsonk g o
6. HIRENRERKY) - T2 R EERERXINBGCPIEE-vserver svm_name]

R BarREE LCRIENE Tvolvol create volvolvole _name-Aggregate Aggregate _-vserver
_vserver_name-size 10G1

~

REREPEAR
MREFEERHBAE « FJUBE R EWED BRPNRIGREST APIGEH

1. "Bldz %"

2. "ystemShell -node_node_-command tail -f /mroot/etc/log/mlog/kmip2_client.log"
CREPhEEN REASRIBE S

RPN B A EFREE—ENRE « BIRMEZE  BlueXP AR B RIS EFME
NetApp BRGE @ BhEiE RN RHEEIERNEHHRUERE (ARP) o BLEMER
AEAREAMNIA « UFIRIRE « [=RIFIFHERL

Pk E RERIAEEREIES

%38 BlueXP ~ BIZRENAS(RELLE AI:ESH) A ONTAP FPolicy THAESR L& E RV REREERAIERER -

1. 1 Canvas HEL * M MIREAD R RENRARTE o
2. 7 THEt) REIRE L ~ 32— ThEE) @Rk ~ ARIR—T * IRNERE * FHMEET
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Information

Features

Working Environment Tags

Scheduled Downtime

S3 Storage

Classes

Standard-Infrequent Access

Tags

4P
=+

Instance Type mb5.xlarge
Write Speed Normal
Ransomware Protection Off

Support Registration

CIFs Setup

Not Registered

VNNV INIINIDNID

3. E{F NetApp $IRREMBRSTE :

a. NREHIHEFR & KBS Snapshot [RRI ~ 55— I * BX&) Snapshot Policy* | ©
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NetApp Snapshot KT (£ R RAERENRURISHRAR T  fINERVRARENERZRAAIHH
IR ° Snapshot AR MEE ~ AIFTLEEIZRINASEAR o PIAEIRMIBME - B E—E5ERETE
KRG RRR TS FEHIRRER ©

b. #—T T * Bx&) FPolicy* 1 LLERXA ONTAP B FPolicy FERAZE ~ IR R E R RIEEERIE LR
FERIEE -

BIRTAMMR S F A HHE RN RUEEEFEL  BINEFRE - BRBRUEEKRE -
FasFPolicysEE Z 81 T 7 BIIEHAVESE :

™~ 102 ~ $H7E ~ 2R ~ INZR ~ crinf, r5a ~ XRNT, XDBL » R16M01D05 ~ Pzdc ~ #F ~ & ! ~ XM
! ~\RDM + RRK * 1ZRS - crjoker » EnCipErEd * LeChiffre

E1ZEENCloud Volumes ONTAP A RATHBEAIFPolicyBs ~ BlueXPFA & RIS ESEE o Ib
HER RIS RN RBAERIER o EAILUBACIoud Volumes ONTAP ZRETH B
EICLIFY_vserver fpolicy scoon__ 3% IR BT SHMBIESR o

Ransomware Pratection

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp solution for ransemware provides effective tools for visibility, detection, and remedistion. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

ONTAP's native FPolicy configuration menitors and blocks file operations

1 volumes without a Snapshat Policy based on a file's extension.

9

To protect your data, activate the default Snapshot policy for these volumes Wiew Denied File Names

Activate Snapshot Policy Activate FPolicy

BEEHRUEeFRE

Cloud Volumes ONTAP %1& TBEEI#HZRERERE] (ARP) Ihas ~ IR TEEHBITON - THEALES
ARER T RNIEN B EE RS

EUFBIRMAIERRIERREDH "PERNEREXRT" « ARP REEEALIEEHI N « BREBENZN TEE
%@JJ RETERETREERHNNE - HRUWEREREN ARP NFEtT eI A « LUREEERIMREFE R

ARP IEE(2E AN R AR RARERN N U S 2AERNREEL « BEEAR BYOL&#E (1 X 36 &
BHAR) - G ARARIGREY NetApp SHERKR  LUIBEMRBYBEIZMINRZE « LEEC Cloud Volumes ONTAP FIfY
ARP IHEEfEA °

ARP #EZ1EWIRA 1ZE)) B - ERTEAZRNE— Cloud Volumes ONTAP #1T{ERE « MBETIUERES
{& Cloud Volumes ONTAP I&1& o

@ TEER25EY Cloud Volumes ONTAP #Z#EFfEA ARP IHEERYIE R « B ATk R BE7E Digital Wallet
/o SRIRRRZSHY Digital Wallet #1215 1RE2EE ARP EFRZERBIINAE o
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& B M N A% EL#r % = Digital Wallet & ~ f&R]LAfEER Cloud Volumes ONTAP MU E B & & B R B A
ARP o ARP M & 2RI EEA ARP IEEN B BT EARE « LHEEE R E - RIEBHEAE%A 1TB
o RNid - ARP IBERERBBEREE

BB ARP R E AR T28/E) oy {ERT) HIEEREE o 121 ARP AREES TEER1 WHEIRES S
HERRERE 2 - Bl40 ~ BE 30 TiB BEEEZREM Cloud Volumes ONTAP 1215 « o2 (EA 15 (@ TiB Wik
ERYFE « TRUA ARP ©

I ERY ARP 4HAE 23538 ONTAP 248 EIE S ONTAP CLI #11T ©

MFATEFR ONTAP AHEEIREF CLI B ARP ROSMEH - FHSH BA S LY ZRBRE -

Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB

() BRmSEM - A EEREREE -

RELE
F+#kCloud Volumes ONTAP hiz#RES

%Cloud Volumes ONTAP BlueXPH 4R LA B S B FTEVFT TN SE BT sRINSE o FHARERAE Z A1
IRFERZ Ao 245 Cloud Volumes ONTAP I ARA—iZ 4

FHRAEES

7EFIYACloud Volumes ONTAP E1TERARIZF Z Al « TMREZ IR T5IEIE ©

(&1 BlueXPH 4R

WEREBlueXPSER AR © Cloud Volumes ONTAPERFE Cloud Volumes ONTAP {3 System Manager 3¢ CLI
RFAARINAE - EBRMPIREE L ERRRTEM -
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* XERFHEREIECloud Volumes ONTAP ELAEREREONTAP BRI ERERER EFRIEARE °

* MREKBLIFRIEFRETNARBIETAR « BIBlueXPERTEAREEBBEE LEZBEABRIEHIARE
* NREREARREBIEHT TIPS EEITHR » FHUBRELEIENARRE

* EREFERT - ERIEFEARBRA SEER B IRRES

HIg0 ~ NRISHITHIZ9.80R ~ MEBEARE.10.1hR ~ BIMLBTRARE.Q. 1R ~ AEBAAREI.10.15R °

fErRRRa
B 2024 & 1 Fi€ ~ IBTE BlueXP H ~ IRE={E&HHR Cloud Volumes ONTAP BUEREIZTURRAS ~ 7 BEEST
IEBRERNFR - RFIEARIA GA RRAHRHEITE BlueXP FREERI = ERHHRZS o HIM0 ~ MR EFIHY GA Rk

#9.13.1 ~ B BlueXP & IR 9.11.1.9.13.1 BYEHRER o MREBEAHKE 9.11.1 iRLEBEREHERHER
IR ~ (REBFERAFEFRIZEF T5 ONTAP M o
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LUT 22 Esaf) -
- 9.13.0 > 9.13.1P15
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ERRER

ZCloud Volumes ONTAP Z1BiE R [& 4R 2 SeHiAR A< THAE ©
LB

W78 NetApp SZIEEZBPIEEM ~ A SEEB BBV EM 5 AR FAARERS o Cloud Volumes ONTAPEE R
PAYGO #1 BYOL ° f8EE "FHHE&E: PAYGO Z4%" ~ 1B BYOL R4TaR A1 o

kS M B A Gy B TER AR A B I EI7EBlueXP R B MO BB EHTEA (BT
A4~ A REFHRIREE -
HAF7 T2 B4R

BlueXPt & 7£Cloud Volumes ONTAP BB REEFTHHNEHITIERS ©

fEF C4 ~ M4 71 R4 EC2 H\1TERSFEEITE AWS HFH4R

Cloud Volumes ONTAP B8 C4 ~ M4 #1 R4 EC2 HITERESEE o R UEAELEHITERELES « BIRE
ZBEAHAKZE Cloud Volumes ONTAP 9.89.12.1 ki o TEfEF 4Rz A1 ~ FMIERE S FHNITERSIEE - MREEE
SEHITEREED « BIEE BUHILEERINAE FHRZAT o sARE TS EH  FABRRI IS BRI TEREER
T2 B PR LR 48R THAE o

81T 9.13.0 IREFE#HHRASHI Cloud Volumes ONTAP & ~ f&#EAfER C4 ~ M4 K R4 EC2 HT{ERSERVET

FHk - EEREBRT ~ EKRERVHIRHE - ARBRED DEHITERIEE 5(Z2EMA C5 + m5 1 R5 EC2 #
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"I E EC2 $IT{ERSRVRLRRAD 2 /B PR &"
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EHEAR
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Upgrade Cloud Volumes ONTAP version

2%

L)

You are about to upgrade Cloud Volumes ONTAP (i

911.1 = 9.12.1RC1T (Nov1, 2023)

Select older versions

This upgrade also includes a new Mediator version

31 = 3.2 (Mar1, 20283}

End User License Agreement {(EULA}

1. DEFINITIONS

1.1. "Documentation” means technical documentation
describing the features and functions of the Software.
1.2. "NetApp Cloud Provider” means a third party
authorized by MetApp to offer or enable the use of the

Software as part of such provider's cloud-based service.

1.3. "NetApp Partner” means an authorized NetApp
distributaor, reseller or other channel partner.

1.4. "Open Source Software” means third party software
that is openly and freely licensed under the terms of a
public license designated by the third party.

1.5. "Software" means all NetApp-branded software in
object code format comprising backup and recovery,
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1. SSH #{EZE Connector FHEIE A o
2. BIBEZT%|E%% . /opp/application/netapp/cloudmanager/docker_occm/data
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"user-private-dns-zone-settings" : {

"resource-group" : "<resource group name of the DNS zone>",
"subscription" : "<subscription ID>",

"use-existing" : true,

"create-private-dns-zone-1link" : true

LR HFEE Tsystem-id) EBAMBARMER « S AT

"system-id" : "<system ID>",
"user-private-dns-zone-settings" : {
AAR - REEFEDNSEHHETREConnector REIRF ~ A RETHERRET ©
4. EFERILEH Connector ©
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TER

1. 88 TPUT Joccm/config (B A/occm/config) APIFEIUERRFERAR :

{ "rollbackOnAzurePrivateLinkFailure": true }

E#rapp.confU EYBERINAE

SR

1. SSH #E##%ZE Connector F &

2. BIBEZ=T%|E%E : /opp/application/netapp/cloudmanager/docker_occm/data
3. i T2 BELUAREE app.conf :
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"rollback-on-private-link-failure": true
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s RFEENEHNMEERTZEMERENERAR (vnet) o BRYMZEER Azure FH9 Cloud Volumes
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RUEE—ERELEY HA BB R4t « [SRIUEE PR EZEIMNY NIC ©

TR
1. 7£ ONTAP CLI A ~ {21 &8k o

dest::> halt -node <dest node-vm>

2. 7£ Azure ACOMEIE ~ B VM (BifL) REERSEEFLE -

az vm get-instance-view —--resource-group <dest-rg> --name <dest-vm>
-—-query instanceView.statuses[1l].displayStatus

3. {#F3 Azure Cloud Shell HfJ Bash IBIE A(Z L ETZE o
a. (S1FEREL o
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az vm stop --resource-group <dest node-rg> --name <dest node-vm>
b. BUH A ECERR, o

az vm deallocate --resource-group <dest node-rg> --name <dest node-
vm>

4. REMRZZEEERD - EMEFER CRERETFERMERETFHER) BERILEH -
a. LB/ VM EZITHERAI NIC o
b. SHAREEFHEEKFHEE ID °

az network vnet subnet show -g <src vnet-rg> -n <src_ subnet> --vnet
-name <vnet> --query id

C. BRI VM LEIFRINIC ~ WIRMHAREE TR FAEEE ID o TELEEART NIC B

az network nic create -g <dest node-rg> -n <dest node-vm-nic-new>
--subnet <id from prev command> --accelerated-networking true

d. #72FAF IP fitdit o It IP itk <new_added_nic_primary_addr> FIR7E RS #ERT LIF EE49 -

NIC BYZEEER] LIF o
5. BRI NIC EIEE VM o

az vm nic add -g <dest node-rg> --vm-name <dest node-vm> --nics
<dest node-vm-nic-new>

6. BB VM (ERBh) o

az vm start --resource-group <dest node-rg> --name <dest node-vm>

7. 12 Azure AO#EIEH ~ FI1E * 48R * WHESDHTAY NIC (40 NIC $789) 7272 H ERUAINIRAGRRELR o

az network nic list --resource-group azure-59806175-60147103-azure-rg
-—-query "[].{NIC: name, VM: virtualMachine.id}"

B HABRCHEE  FHHGFRHHMEREEDER -

il
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HEE 2 | A3 NIC EILFH IPspace - EiB4HIFI#EER LIF
= EMEPRERVEIL IPspace RAITE & 2 METHERIHERINGE Z MIREEBED IR o
#AfEF ONTAP CLI #IfT RFPER o

1. B3T3 IPspace (new_IPSpace) °

dest::> network ipspace create -ipspace <new ipspace>

2. 73719 IPspace (new_IPSpace ) _FIEIEEAD - SABITIE NIC FriEigieg o

dest::> network port show

3. W EBEEAL « MMERVEIHER e0b o HIXAATEWIRN HAFCHEE « MGRYERNESR e0d © HIY
H7A H@E Blobs 8 HA BECHEBE ~ #IEHVERHRES e0e o EAERLLTBMIE VM K78 o ITENRIHR B EIREE

8 node show ©

dest::> broadcast-domain create -broadcast-domain <new bd> -mtu 1500
-ipspace <new ipspace> -ports <dest node-cot-vm:eOb>

4. TEHBVEREAE (new_bd ) FFTEINIC (NIC #f) LEIIFERLIF o

dest::> net int create -vserver <new ipspace> -1if <new dest node-ic-
1if> -service-policy default-intercluster -address

<new added nic primary addr> -home-port <eOb> -home-node <node> -netmask
<new netmask ip> -broadcast-domain <new bd>

O. BREUENEEEER LIF AUEEIL o

dest::> net int show

HIC HABCHERE « SR HSEBHMEREELEDR
B3 1 BRI B A Y R EHSME
AENTR AN BR R AR B At R 4R 2 I ERAARIET o
A ONTAP CLI 1T F5ILER
BER
1. FESD B RO ER EERVEREE R LIF BT ping MBZRIREREERVEREER] LIF - A BRIEBENITILS S « ALLERN
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2.

#h 1P iR AR LRSS LIF IP ik o

dest::> ping -1if <new dest node-ic-1lif> -vserver <new_ ipspace>
—destination <10.161.189.6>

HERDRIRER R VRS LIF AJLL ping BERMEERNFRER LIF - BRMZEEBRIM EZRIIAY NIC BY IP
fidk o

src::> ping -1lif <src node-ic-1lif> -vserver <src svm> -destination
<10.161.189.18>

HIC HARCHEE  FHHGFRHHNMEREEDER -

TER 4 TERREB ARG BRI SVM HERA
AER AR AR B Bt R 2 T SVM HERRRRTIET ©

#E(EF ONTAP CLI $11T FHFHER o

1.

fERZRIREREM LIF IP itz ~ TR BT REHERR -peer-addrs © B HAECH ~ B M1E
ENFRARYARIRER S/ LIF IP fii3it3)% -peer-addrs ©

dest::> cluster peer create -peer-addrs <10.161.189.6> -ipspace
<new_ipspace>

B AN ST BT TR ©

EFAERIMEREE LIF IP it ~ ERIE LRI BREHERF peer-addrs © $Ht HA ECH ~ 5B M1EIER
BB RUMMEEEER LIF IP fii3t%)% -peer-addrs ©

src::> cluster peer create -peer-addrs <10.161.189.18>

BA N ST BT TR ©
BERERTCHEER -

src::> cluster peer show

TR BER AR S FEET * AIA * o
TEERYM LT SVM HERR o RIRFBRIM SVM HEZZEER SVM
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dest::> vserver peer create -vserver <dest svm> -peer-vserver <src svm>
-peer-cluster <src cluster> -applications snapmirror '

7. ¥% SVM H%R1% o

src::> vserver peer accept -vserver <src svm> -peer-vserver <dest svm>

8. FHiE SVM EL5ERE -

dest::> vserver peer show

HEIRAEFET peered MEETHEMEMATEZN snapmirror ©

S5 | ARRER M A Z IR SnapMirror R AR
A EIR AN RIRER B U R 4L 2 FE 1L SnapMirror R BAARIFET ©

EERFHITEB SnapMirror £ RBAA KN BLRHENIRER SnapMirror 5% ~ AR BRI
SnapMirror & Ri{% o

5 ONTAP CLI 14T~ ER o

1. 7B/ SVM 237 ERHEER Volume ©

dest::> vol create -volume <new dest vol> -vserver <dest svm> -type DP
-size <10GB> -aggregate <aggrl>

2. £ B89th E#I7 SnapMirror 22 /1% ~ EEHE SnapMirror [REIFIEEHER ©

dest::> snapmirror create -source-path src svm:src vol -destination
-path dest svm:new dest vol -vserver dest svm -policy
MirrorAllSnapshots -schedule 5Smin

3. #1¥a1L B RYh_ERY SnapMirror B RBE% o

dest::> snapmirror initialize -destination-path <dest svm:new dest vol>

4. 7£ ONTAP CLI H ~ 1T T 5dp < LAEREE SnapMirror BA{RARES :
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dest::> snapmirror show

RARAIRRES Snapmirrored MEARINE2IRIME true ©

S. B[ : 7£ ONTAP CLI # » ZE{TIU T an @& F SnapMirror B{RRVIRIERESEE0ER

dest::> snapmirror show-history

E ~ EA LS EZRRT BRIMEIRE « SRR ARRMEIRE « 1SRG RS EEESE B -

Google Cloud&1E

# ¥ Google Cloudi%2348%!Cloud Volumes ONTAP LU {3

7£Cloud Volumes ONTAP Google Cloud_EERENRF ~ o] A S i@ esfa R i TIEE o
AR FEFFITERERI AR/ NENTZE K ~ Er] PSR E E M TERE S 23 4E T o

RIRER I

* BEIIRIEXZETE Cloud Volumes ONTAP —{B B EMRIER HABC¥) LRV (GERTERRE) ° NRA
B BEERTEM -

"HIERIAX M | REBEMIERE S ONTAP"

 EEHIRER AT REE R ZGoogle CloudIRFEEH ©
* IbEEZEFEE) Cloud Volumes ONTAP o
HNE—FEEARS « /0 Ghlf o
it HABCH ~ @FFHETFZE - HA BCH T E2EIREER o
BlueXPE BRI ENIEE I EFEIRE - — X HAEIEEEE—(EEE2E - NetApp B9 QA BERB7EE
AR T EANEBRIERMNEES « URZFERETRIRETARRE - BBEEGFEE  FH

EEEEU I/0 FEMRAEHRE « BREMAENZEAEMN T NFS/CIFS FEARMNELERE NEME
Kkl ©

TR
1. 7 Canvas B@E L - BT FIRLE o
2. 15 THPM) ZRSIMEH L ~ #%—T TIhEE) @ik ~ ABIR—T I~ #eS4Ea < | SBMERR o
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INFORMATION FEATURES
Working Environment Tags 0 Tags
CIFS Setup Not Configured
Scheduled Downtime Off
Storage Class Standard Storage
Machine Type n2-standard-4 ﬁ
.Luk
Write Speed Mormal
Ransomware Protection ofr
Support Registration NOL Reglstered

a. NRIEEMABZERE PAYGO 21 ~ IEAILUREARRIRVREMMERIER « 75IAR21R—T * IREEE -
EHEHEET o

3. EEIEMIIAET « QIEZEN SRS GRS ENE AR —T *#E * o
4R
LU 4BREEEFRBII o Cloud Volumes ONTAP

{ERIEREIEIR R EIECloud Volumes ONTAP

WMRIBEEHTTCloud Volumes ONTAP #EPERIZ IR EIRINAE ~ ATLAEAONTAP X
EONTAP ILEIHEERYSZIRINAE ~ EEMAERMEMMN—ERANEENTE - HMEAFSystem
Manager/TEIEZABIlueXP ~ ELL AR ERERFBlueXPETTEEEIE -
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BlueXPHYZ PSR Al R G F BV A th E IR ThAE
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© ERREEE
BIE—EEHE - HAR - gtree ~ BLEEMRETFVM ©
* ERERE
EIFIPspace ~ R TH ~ EEHIREN O K FERERIR o
* SEBNETE
AR S ECE « RIRET « TIFMNE&aCH o
* EFEERMRE
TREMEVM » LUNR—ERIEEEAE o
© EHRER

R ESANEREN 2R BFAAFINFSF A iy o

SIRRVAERE

%3BSystem ManageriEFE B IBINAE ~ Cloud Volumes ONTAP BI7EiZ# E i@ 5t L 1B A S 1 IR A &0
~ 10.0 B BERfThRAS ©

ARZEEGovCloud &5 /8 B SMEHERF AR R I EX Y (& 15 22 & System Manager ©

PR

THITHEER X 18 HIRTESystem Manager/ T EIF Cloud Volumes ONTAP FYZBOITHAE :
* BlueXP 98

Cloud Volumes ONTAP £3z1& BlueXP ' @ARF o I HIRER « N BEEBlueXPRIZZERIIEERE
BERDBEYIGHERE -

* PERE
System ManagerFXiRESEE (BEAKERNERE) - SUAEZEBlUeXPH NMREERE) BIEE

=1
* BIREFHAR
ARZ#ECloud Volumes ONTAP £ &> E EE BHEMIE o
IESh ~ R3Z1ESystem Managerfy A @RI 72 EUIZH] o

WNEIFAYAEER
BEXCloud Volumes ONTAP —{BiE(FIRIE « A% —T &SR] BIE o
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1. RAERIEEIHRER D « BV ETFRE> Canvas* ©
2. 7 TE£Rk) EEL ~ M FCloud Volumes ONTAP E{EZRAHITE o
3. FE LA ~ B—TUBAEEREERR o

Account Workspace 2 ‘ Connector S ‘ ‘ _a 0 e

MyAccount Newone

Switch to Advanced View @ ‘ Timeline ‘ (D O @

4. WNRLHIRFEDAL ~ FAFAHBIE « ABE—T R -
S. £ System Manager?REIECloud Volumes ONTAP IfAE ©
6. IBHRE « AR —TUHAEIRERR « BiBEBlueXPREFEEIE o

1B {EA System Manager

WNRITEERED ~ 55Cloud Volumes ONTAP 2 (System Manager with) (BEFERRAEERER) "4AUE
ONTAP" XEUS ?ﬂ??a/‘l_'\ o TN BB rTSER EBIRVEL !

* "VolumeELUNEIE"
s "HEREIR
s "ERl{RE"

{#¢Cloud Volumes ONTAP CLIEIE

A FBLEIOEE ~ AT LITRIEMEIRM < » S TIFa{FA CLIRFMREERE o Cloud
Volumes ONTAP{E ] LU Secure Shell ( SSH) #EH4RZE CLI o

FIsEZ Al

& {E A SSH #&4% Cloud Volumes ONTAP Z| Suse B4 EHEZE Cloud Volumes ONTAP Suse RY4EERIE
42 o YN ~ ISP BEEEN B iRt FER AR PRI EIE T EITSSH °

@ EERERZ1{E AZs B Cloud Volumes ONTAP - EAZ&) IP (iiBETHESENE - BRI
ERER R EE(E A o A BIREERE—E RS R4S A F 13T o

HER
1. 7EBlueXPH ~ R EEEETENIPALLE

a. IEEAIEBEIhEERT « BEH EfFEE> Canvas* °
b. 7 N#ERky BE L - #EE Cloud Volumes ONTAP T&4%) o
C. BRATRPRETHNREEE P Uik
2. {3 SSH B EFAEIERANWEEEENT IP {idt o
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o &l *
TFEZEREER Putty BYEEH

Specify the destination you want to connect to

Host Name (or IP address) Port
admn@192.168.111.5 |22 |
Connection type:

(OBRaw (OTeinet O Rlogn ®SSH (O Senial

3. EEARTT ~ HiA admin IRERIZRES ©
o i *

Password: *****x*x*x%

COT2: :>

RFERMRE S

E&AutoSupport :5ILEE

ATEMEERGR IR « LA BANCtAppEHTSIEEIFT © AutoSupportiRiETa
%  AutoSupport SEERE: L SR EAZEA  UBERHTTPSHHURGHHEGA
SERERATRIE - RIFHHAUOSUpport LML TAEME o

ME— A ERVAERE D BREFE(RCloud Volumes ONTAP & A0 E R E H AVREIREER - NFFAE R « F2H
EinHFERHRIEREK o

ZEKAutoSupport

S HENetAppTHAEM 2 IR ENEE R 2 IMS AU AERRZENINAE ~ LEINAERT EEEEIERAB MR ~ Wi SEE
4NetAppFefti sz #BEBFT  Cloud Volumes ONTAP AutoSupport

E&ERAIBA N AS RSB ARTHE HTTP / HTTPS REEEE T5iHEs « Cloud Volumes ONTAP 7 BE:E T3 imEh
&3 AutoSupport BIREEILE ©

* https://support.netapp.com/aods/asupmessage

* https://support.netapp.com/asupprod/post/1.0/postAsup
YN RAE H AP AR R E 4R B A F X AutoSupport THAEMELE ~ BIBlueXP& BEh#Cloud Volumes ONTAP fREJIf
REM B R AR TE A ConnectorfifZProxyfAIAR S o M—HFRREM(REZBRNL R BHE N FTEZIR3128
FHIEAELR - BB Connectorz % ~ (CEERARNILERS o

WMNRIEEZE T Cloud Volumes ONTAP EAEHIEHRBILUHSEIE « AEEECloud Volumes ONTAP &t A ZBHE(RSE
1B151REIEIB31282 17 Outbound HARMIZ R 4EHA -

TEERER A LUF IS PR AR > %8 ~ R LUAIEE AutoSupport IAFEREESNERLENS o WNEEHERATE ~ A2
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https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html

X1 FRTEFEONTAP AutoSupport" ©

SRR AutoSupport TAIVMware4BAE

NREHEGSFAER - BBlueXPEE#ECloud Volumes ONTAP REY/EE R 4558 E A {EF Connectorfifl
AProxyfafR2s » L EUNFIZREBIueXPRYEA ~ 1284 T<TFIRIBERTE>EAEXEAutoSupport FFREFILEL o

TR AT SEE A 4B AU BILEEAR o
R IR 7 B AR AR IEE R RE o

SER
1. SSHZICloud Volumes ONTAP ZIRA A « UENCLIBIERA o

"BEARAN A SSHEICloud Volumes ONTAP IhFE" o
2. BBRAutoSupport Bl FRATAYSFARARAS ¢
(FEN3%1%) AutoSupport

[CIFEFELEL TIIAR
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Category: smtp
Component: mail-server
Status: failed
Detail: SMTP connectivity check failed for destination:
mailhost. Error: Could not resolve host -
'mailhost'’

Corrective Action: Check the hostname of the SMTP server

Category: http-https
Component: http-put-destination
Status: ok
Detail: Successfully connected to:
<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok
Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand
Component: ondemand-server
Status: ok
Detail: Successfully connected to:
https://support.netapp.com/aods/asupmessage.

Category: configuration
Component: configuration
Status: ok
Detail: No configuration issues found.
5 entries were displayed.
R http-httpsFBRIBIAREEZ Tok) ~ FRAutoSupport B IEFEERE ~ i Al {5
3. INBRARRERIER - 5555 =Cloud Volumes ONTAP {E&IZ5AIProxy URL :
{AutoSupport ###% . FE&proxy-url’)
4. N8R Proxy URLZEE R « 5552 E Cloud Volumes ONTAP fEAEE 25 AProxy :
{AutoSupport 12 : modify -proxy-URL http://<connector Private IP>:3128)
5. B EsAutoSupport F5LIEAREE :
(FHE%1E) AutoSupport

6. WNRARBEIIAKEL ~ 555855 Cloud Volumes ONTAP FEiBEIZIE3 12855 B B E B 2 R HEIES
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FREAER -
7. MMRRREIDTEEEE R R ERRINKN  FEFASSHEREEIESS -

"EABEARERE T Linux VM for the ConnectorBY BRI E A"

8. sBRIfE [opt/sapplication/netapp/cloudmanager/dock_occm/data/" |

9. BHRKProxy#BREHE Tshquid.conf]
BENERGEHEUT -
http port 3128

acl localnet src 172.31.0.0/16
acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access deny azure aws metadata
http access allow localhost

http access deny all

localnet srcfEECloud Volumes ONTAP 52 E:BF2HAYCIDR o

10. ¥NERCloud Volumes ONTAP A EIERPISENHE RN EHEF/AAKNCIDRER « AFHZETHILE T3
(=

FACL cvAd =2RiE<CIDR >}
YNRICHTIEULHIER « /S 7 g RFFER ¢
"httpTFEX S5 Fcvonet"
SEBHT :
http port 3128
acl localnet src 172.31.0.0/16

acl cvonet src 172.33.0.0/16
acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access allow cvonet

http access deny azure aws metadata
http access allow localhost

http access deny all

M. {REAHREIEZ & ~ SAEFREProxy B 23{EASudo -
'DockerEZ=HEXEsid
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(FRHEE1E) AutoSupport
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