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Relationship Tags

Cloud Sync assigns the relationship tags to all of the files transferred to the S3 bucket.
This enables you to search for the transferred files by using the tag values.

® Save on Object's Tags O Save On Object's Metadata
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B Sareer Version 1
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v 10,108,180 & change Server
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userl

ACL - Access Control List

Notice: Copying ACLs can affect sync petformance. You can change this setting aftes you create the relationship
Mtention If the sync relationship indhudes Clowd Volumes GNTAR of an on-prom ONTAR dustor and you seliected NFSwd of
Later. then youl need to enable NFSwd ACLS on the DNTAP system. This is required to copy the ACLs
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Relationship Metadata

Cioud Sync assigns the relationship metadata to all of the files transferred to the 53 bucket.
() Save an Oblect’s Tags @ Save On Object's Metadata
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Optional Field | [Up 1o 5]
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Select Directory

= Filter Source Objects

All Directories

0 /mnt/kingkong

Y

e. * B1Z NFS {ABRr2s * / * B4Z Azure NetApp Files * : 312 NFS fas « JABEI A NFS BiZ2s5EEIR
BHHFEIARSS ©

f* BRZERNAE * | KBRS OREREEXIERRENERRERER -
MR BEEERREHAZERER « INERTNENAERER -

U R EBRERNERAMAEREREARR RIS - FHIRISEERHEREEE

Select a Provider

B aws
. T

Microsoft Azure

Amazon Web Services Google Cloud Platform On-Prem Data Broker

Data Broker Name Port

listener-data-broker 443

a. * BIRE& * | ERR LERR « A TYIALERRANFBE - SEELPRIIERRK o
b. * RE *  ERWAEERUERS REERFIERZAERK o
c. *&J/E* | RRERTRANFAER « ARER * BIR% - -



Review Sync Relationship

= — — 5 o]
=y -— o= o)
Source NFS Server ource Data Broket Target Data Broker Target NFS Server
(instizzor) (Listener]
NFS Server: 10.60.3.102 NFS Server: 18.204,145.190
NES Directory:  10.60.3.102 /mnt/kingkong NFS Directory:  18.204.145.190 /disk1/data
Data Broker: AWS Data Broker | ip-10-60-3-38.ec2.internal Data Broker: - AWS Data Broker | ip-172-31-1-241 .ec2.internal

Data Broker Port: 443

+
S

BlueXP B REF T SFRWBILMBIBL B% o SThifR « 5FEE " ERFRPIRR * ~ LUgRR G FASE

NN
¥ o

B E B rRHMUIEEBFE U E AN HashiCorp Vault

EITIEIIEE Amazon S3 ~ Azure T Google Cloud s3:5HIRE)S BAARF - (KR EFEB BlueXP EAME X EH
ENED AP JRIGEZ LR - F—EAEEREERNEARA - WEREEIMBHashiCorp VaultiZENE:8
(FH_h#ag_) o

EINBER] 518 BlueXP #EEESH APl ~ LIRZEE Amazon S3 + Azure 5 Google Cloud s2:8HIEIH RIAR R
iE o

o R

EURL ~ ZEERELRMHZIFBGEIEARE o REEFHER URL 47ALL Creds 5 °

9 EHERRIEARE
i EF AR SEENRIER R ARAERE - Z2HRIIINFEMRFERIGIEENNERREERE -

e £ APl ZiI[EZ Ri%R
RE—EERETH ~ Er]LUEIX API I ZREIZ RSP FE ~ FRENRFEREREZEER o

EHEREFE

SUFRA BluexP 27 - LRBERRBIETREN URL A o REIELE URL IERREE « OREETHTH
I MES MRS « RS EREN SEMERE URL o

URL A EREWT :
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RS
BEBHORTEIIT o TR0 —HOFEIME -

BE5 ID
TREEENER ID o BEIYRDRIAR  [THZATE API POST 2RFEA—ERERFPIRM ID o

IR EEIRE
T EP—IBHE « MNES "7£ POST Bif& v2 A" : S3 ~ Azure 3 GCP (EEHHNEKRE) °
£V
URL #ZBLL Creds 452 ©
Rl
T & fIEETR 7 HER URL o

HREREHITEEE URL FNEREEHI
http://example.vault.com:8200/my-path/all-secrets/hb312vdasr2/S3Creds

WEHIFAT ~ BIEERIES //Imy-path/all-h#3Z /| ~ EBXR ID & _hb312vdasr2 - FKRIHEEA S3

BE0E ST EE URL FIER & A
http://example.vault.com:8200/my-path/all-secrets/n32hcbnejk2/AZURECreds

BIEEREA ¢ //my-path/all-hcides/ _ ~ E3X ID & n32hcbnjk2 -~ B1EixE4%A Azure ©

ZHERMCIEREN A

Eeh B AP S EERMTIERENN AR RS « ZEHEEINPERMRFERHEEEERNERIERAE
1. SSHEBBFIWERMLIEREL

2. 4REE{IN /opt/NetApp/databasroker/config 189 local.json #&2E o

3. #% enable 584 * true* ~ AR TE exter-in&ERY .hashicorp T s& EAHRE R ENRML ~ WO FFR ©

[=85¢z2!
o XA . truelfalse

° $88Y  ftiE
° FERME &
o ¥ L BRI A GRIEE 2HIIMEE HashiCorp Vault BUSHZEE
o B BRIEER SRIEENRETH AR REFES
URL
o $58Y I FH
° {8 ! SMERRTFEERY URL
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BRI
° $RB I FHE

° B | MEEE MY A BRI E R
1EAEARER R

© REL RS EENNERIEERERENINIERE

° $RR ke
° TARME R

BRsE 73R

© BRAIERIUREANEERZE « (MNIENEEFIEEER

° 48R L ¥

- H¥ME . TAWS/IAM] / TrolefEATEZ / TGCP - iamy

AELiE
o $ERY : F &

o KA ELTE (MREFEHAAWS/IAMIEGCP-iam)

Sec/A7X 1 roid

o f8EY I FHR (WMNMREER app-role )
[ 2R

o $8EY 1 FH

o IRHE 2R ( X-Vault-Namespace

T (NEFRE)

4. SHEBHETHEMEMENREAZSREED R -

AWS & B EREE I

“external-integrations”: {

“hashicorp”: {

“enabled”: true,

“url”:
“path”:

“https://example.vault.com:8200”,

AVIY

my-path/all-secrets”,

“reject-unauthorized”: false,

“auth-method”: “aws-role”,

“Yaws-role”: {

A\Y

role-name”: “my-role”
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GCP-iam§&:5 &34l

{

"external-integrations": {
"hashicorp": {
"enabled": true,
"url": http://ip-10-20-30-55.ec2.internal:8200,
"path": "vl/secret",
"namespace": "",
"reject-unauthorized": true,
"auth-method": "gcp-iam",
"aws—-iam": {
"role-name": ""
by
"app-role": {
"root id": "",
"secret id": ""
by
"gcp-iam": |
"role-name": "my-iam-role"

55 FH GCP-iam 553 5y 52 TE HEFR

MRIEAER_GCP-iam_B&sg 7574 ~ AIERMIERINM AR A THIGCPHENR :

- iam.serviceAccounts.signdwt

"RABRE R IERRIGCPHEREX"

EREREREZE R FNR Y %
RE—IEERETT ~ {ErILUEE API IR0 2R FF R « FRENFREFEERERIEZER o
£ BlueXP #£4s5RALRI{% ~ W[EH RESTAPI o
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Headers:
Authorization:
Content-Type:
x—account-id:

Bearer <user-token>
application/json
<accountid>

x-netapp-external-request-id-src: request ID as part of path for source
credentials
x-netapp-external-request-id-trg: request ID as part of path for target
credentials

Body: post relationship v2 body

* BEERRERAEREMAEHBIUeXPIREID ~ "sE2 RS FHRIZANE" ©
© BTG —EER « "H2HR% 2 REIF AP IO o

&4
POST E:3ka9&EH :
url: https://api.cloudsync.netapp.com/api/relationships-v2
headers:
"x-account-id": "CS-SasdW"
"x-netapp-external-request-id-src": "hb312vdasr2"
"Content-Type": "application/json"
"Authorization": "Bearer eyJhbGciOiJSUzIINiIsInR5cCI6IkpXVCIsImtpZzCI6Ik..."
Body:
{
"dataBrokerId": "5e6el111d578dtyuul555sa60",
"source": {
"protocol": "s3",
"s3": |
"provider": "sgws",
"host"™: "1.1.1.1",
"port": "443",
"bucket": "my-source"
br
"target": {
"protocol": "s3",
"s3": |
"bucket": "my-target-bucket"
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AWS & Azure 5]Bd ~ LIBBRBNEESEME - E_EEEEHEM NetApp BEIIRME o

ISR AMEAWS Marketplace@Azure MarketplacesJ R o {&HEERIRFEIRIME ©

IR LUEERE DUMarketplaces TR A TUEFINetApp YR HE © FIU0 ~ W1REFE 25 ERSRAF ~ Sl UERTE
Al 20 B[RS RMARIE A ~ SABIE AWS B Azure BEERIERM 5 ERILREE o

"RABR IR EREFG I o

MREEREXRERBIIARILEMAIR « EREZZILEMEMBIER - RAENBEREMER  BEXAKTRK
WARNE - TREHHETEAEE

RHEREEIB BlueXP A ERA D EIESEANMEILETER - MAREBMSEET IE~ B -

[AWS JETRIAWS
AWS ETIEREFRE S ( 2 o

BEFARETRY D B

1. R - [ > 1R~ o

2. EEE  AWSY

3. Y * 5TRI * - JATRIEER - M4 o

4. f AWS Marketplace TR  ZABEFE A BlueXP A [ ARFEUATE AL ©

THFERBTRIRERS -
P https://docs.netapp.com/zh-tw/bluexp-copy-sync//media/video_cloud_sync_registering.mp4 (video)

BFEZINTR
1. "Hi{E AWS Marketplace EE" ©

2. EIBBIES TR o

3. ERVEHSAVEETE « RABEN* BIEN
[azure]z]FEAzure
Azure FIREBERMBI S FENHE

CRENER
BfEEREIRZ 128E) 5 MERE) HERM Azure ERAEIRE ©

1. B~ B > Wi~ o
2. BEE * Azure * o
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£ Azure AI4BUEAR ~ BEHY * 37 * ~ EEGRVETE « ARER C5TR -

EEBR WIKNE - BF - BY—F-

EBETTAR « FATEERIREERE PIE SaaS BIRAIRME o
B * REMRF * LUR[E] BlueXP 24 E[F2 BRIE o

TR R BRI

» https://docs.netapp.com/zh-tw/bluexp-copy-sync//media/video_cloud_sync_registering_azure.mp4
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2. 7 BlueXP H ~ ZEH * [ > 2 * o
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a. BIARR °
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