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Add Credentials

@ Add manually Q

Independently create 1AM palicy and 1AM role in you AWS
account according to detailed instructions and a provided

permissions list which is based on your requirements,

Permissions configuration

Create policies MNo policies were selected AV
Create role (1) Action required s
Credentials name t@ Action required AV
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Permissions configuration {/> Codebox

Create policies ~ 1AM policy

Select the services and permissions level that you would like to use and then follow the instructions e
Storage permissions
to create the policy fram the AWS Management Console,

[

@ storage management Automate permissions (O Read permissions

®
@ ©)
®

. Databases workloads Automate permissions O Read permissions

VMuware workloads

From the AWS Management Console

1 | Log in to your AWS account. [4

2 | Navigate to the 1AM service.

3 | Select Policies > Create Policy.

4 | From the right panel of this page, copy the IAM policy for the first warkload. @
5 | Back in the |AM conscle, select JSON and paste the |AM policy.

6 | Click Next.

7 | Enter a policy name and select Create Policy.

8 | Repeat steps 3-7 for every workload policy that you would like to set permissions for.

Databases workloads - Automate permissions ' . +
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Permissions configuration

Create role Eat
From the AWS Management Consaole

1 Mzwvigals to the 1AM service.

2 Select Roles > Creale role.

| Select AWS account > Another AWS account.

® Enter the account ID for FSx for ONTAP workload managament:
® Szlect Reguire sxternal 1D and amsr:

4| Select Next

t

In the Permissions policy section, choose all of the pobicies thal you prevaously dafined and cliick select Next
B Entar 3 name for the role and sefect Create role

7 Copy the Role ARM and paste it below.

Rofe ARN

B
1. T AWS BIEFIEaH EN - A > BIUAB "
2. EMEENVERERT ~ BEEC AWSIHRF* ©

a. JEH * 5—1E AWS 1RF * > ZAB1E BlueXP LIFRHRREAENEERLAL EAI ONTAP TE&
FEEWN FSXIRA ID ©

b. 5HY * SERIIMNE ID* » FA%IE BlueXP TEEHFERAEMEERLRL FIME ID o
T o

FEHERFRAEED « BRI RNFABERA « ARER*T—FH ~ o

MABBLE  ABRER - BiuUAE - o

BHAEARN ©

R[E] BlueXP T{EEHFMLREEE @ B * BiAR * & » A% ARN BLE Role ARN 1L ©

N o o M~ W

TER 3 AR ATIEYE
R1&—% B7E BlueXP I{’E%%ZI&EPEAAWUDE%*% °

1. 1¢ BlueXP TFE&¥mE-0:8HMm > R * 08 %%~ o
2. GALERANELERENRE
3. BEEN * g * LUEIIFNGE o

=+
nl:l%
AT TE TE0:8) BEmE LB BAERETE o RIRTERTLTEEILFSXfor ONTAP the Sfor the Sfor the SfuselRIFRF
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fEREER -

&M CloudForgation & s3:5 FiE EIRE

f&A] LUER AWS CloudForgation & » 1§ AWS SUEHTIEE BlueXP T{E&H > HABENCECEFEH E’JIﬂEE
FINRE > SATBTE AWS IRE HERE) AWS CloudForgation & o CloudForgation A& RIE S FrEM T {EE & IHEE
217 IAM REFN IAM B ©
s Z Al

o R4 WE%%WUEEZI-@E%A AWS tRF ©

* {&£F CloudForgation #EHTIEREERT « IEAAJRTE AWS IRE FRER THIRERR -

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",
"cloudformation:UpdateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeChangeSet",
"cloudformation:ExecuteChangeSet",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:GetTemplate",
"cloudformation:ValidateTemplate",
"lambda:InvokeFunction",
"iam:PassRole",
"iam:CreateRole",
"iam:UpdateAssumeRolePolicy",
"iam:AttachRolePolicy",
"iam:CreateServiceLinkedRole"
I

"Resource": "x"

1. 72 BlueXP FiEaH » B * RIE * Bm > FARER 588 * o
2. JEEQ * HHEETEE * o
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4.

14

3542 * Amazon Web Services* > * FSX for ONTAP * » JA1BIE1E * Next* o [FIRE 27T BlueXP T{E&H

TRRAY * #igsBs8 * EEL
\EEHY * %3@ AWS ClOUdFOrgium* %Fl’i o

Add credentials

Add manually @ Add via AWS CloudFormation °
@ Create an |AM policy and 1AM role in your AWS account 1AM pe and rofe ¢ sre aulomated via a Clowd
agcording to detalled instrucbons and a provided k w d by you. No account
permissions list, which is based on your reguirements managemenl permissions ane required by Workload Faclory
Permissions configuration
Create policles Storage e
Credentials name i} Action required ~

£ BURA T - MALEMABLEDE
RIS M IhAE ~ REERIEEA

£+ 0EERE T T~ HARERNELEDE

¢ AWS CloudForgation ¥i%s2:% :

WERIFEHMEE - TASEITFEHEEERES,
BEREREEN TIEEHENE o
BT

a. JEEY * Fri% +  (SEEY * EFEMBZE CloudForgium* ) ~ BEENEEREHEMBZE CloudForgation B ©

Redirect to CloudFormation

aong, refurn 1o Warkload Factory.

betore you salect Continue,

might ereate IAM PesaUrces:

4| Select Create stack.

The instructions below describe hink to craste the link from the AWS CloudFormation serveoe, Atter you're

1 I wou wse siegle sign-on (S50) with AWS, open a separate browser 1ab and |G in to the AWS Consale

2 Lag i to the AWS account whers the FSx for ONTAP flle ayatem regedes.

3| On the Quick create stack pags, under Capahilities, select | acknowledge that AWS CloudFormation

Continue Cancel |

b. MNREHE—FA (SSO) B AWS EBEEMA - AFME —ERERRS

8 EElCEE -

T ABREAAWS T

CREZE A ONTAP 1EZEA4HY FSX FR7ERY AWS 1RE o

c. f¢ TEIEAEZE CloudForgation | EI[EHEEY * 4448 * o
d. 1£ MyuREIESE) BEM T8Es T - BEE * FEEAE AWS CloudForgation AISEE I IAM BIR * ©




f. 3R[E] BlueXP TEEE TR > WHINERETHE P51 BE > UHSIHNEETETS > NEME

=) =%
Sosg ©

mR

AT TE TE0:8) BEmE LB BAERETE o RIRTERTLFEEILFSXfor ONTAP the Sfor the Sfor the SfuselRIERF
fEFEREER o

B SIFEZRERA ONTAP T{EIRIER) FSX

{EABlueXP ~ &o] LRI S IEZRFSXfor ONTAP Sfor Sfor Sfor Sfa T{EIR1E ~ IAFigHE
IEVolume K Eth BRI ARTS o
EITFSXLUUF|ONTAP AL {FiRiE

B— 224 ONTAP TIFIRIBE SRR MR FSX o NRIBELEIE AWS BIEFIESHET ONTAP IEERL
B9 FSX » &AL EFIBlueXPIEZ" o

REFEIET1E
BIUERARRZEILFEF VM °

FAtaZ Al
1£%4 ONTAP tEZERMREI FSX ZHI ~ BEE :

* IAM A ARN ~ BRF TEEZFHTKA ONTAP {EXR4IEIL FSX FRERIERR o "B F AWS IRE
FERR" ©

s RESIEEAPEIIFSXUUFIONTAP HITERNEIHFVPCEL °

7 ONTAP 1EZEZRMAZEIL FSX

&BILUE Quick creity 3 Advanced creity ~ 7 ONTAP HEZRAMEIL FSX o ‘”m_JL,(ﬁFﬁ Codebox FHYT
)T A : RESTAPI - CloudForformation #1 Terraform o "BEfZUN{a]{EF Codebox #E1TEHE{E"

@ 1% Codebox f#H Terraform B ~ fGE8sy FTEHMENIEZEE fsxadmin Ml vsadmin ZBHE o #,
TIEVER ~ CEEEHHMAZR o
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